APPARATUS FOR MAI NTAI NI NG CONSI STENCY I N A IVUL I I PROCESSCR COVPUTER SYSTEM
USI NG VI RTUAL CACHI NG BACKGROUND OF THE | NVENTI ON Fi el dﬁb@@l-ﬁw on:
This invention relfates to conputer nmenory systenms and, nore 5

particularly, to arrangenments In virtual nenory systens that nalntaln .
consistency in data included in caches In multiprocessing conputer systens
connected through a common bus interconnect. Hi story of the Prior Art: 10 .
In order to makPPARRTUR FOR AAINTA BYINGUSONSISTENCYTENDA \MULIT IPROGESSOR systens &
and to provi de COMPHPERISYSTEN USéN& an‘gm_ zmuumr; of r andom access menory '
(RAM) for use by progra = | becone

preval ent. Virtual nmenor e < S & nenory than the
actual nmenory which exists In randon1access menory. Such systens provide 15
a very |arge nunber of virtual addresses which, although they appear to be

I n rando"]Fﬁgﬂfﬁﬂﬂﬁﬂﬂ%ﬁxﬁﬁﬂbﬁCtually be in any portion of nmenory in the
systemincluding Tong termnenory. This is acconplished in a demand- paged
virtual mnenory snmémdmno?pre:ﬂbwtéldwnﬁmeﬂmmeefsgﬁw@w Ridtga number. of
fi xed bl ocks each of the same size. Wien a job I's aced in nmenory, Its

addr ess sppagticuiady, Wodeﬁan?émemﬁ$vmhal hvememe_sr% téﬁ\@mé!hﬂahitﬁws and

t hese pages are stored in the physical blocks al t hough the bl ocks
nmay or naycontistendyirs datd incleded Iimmnhastihenaniﬁrmngrcbn;ﬂmmesyswmes

| ogi cal Iy contiguous by a nenory 25 nmnagenent system is is done by
assi gni ng eanhebtext throughhg commontbus interconnechl -

History of the Prior Art:
10 In order tb make the most advantageous' use of mémory in computer'
systems and to provide an apparently very large amount of random access
~ memory (RAM) for use by programmers, the use of virtual memory has become
prevalent. Virtual memory systerﬁs provide m.ore addressable memory than the
actual memory which exists in random access -memor-y. Such systems provide
15 a very large number of virual addresses which, although they appear 1o be in ~
random access memory, may actually be in any portion of memory in the

system including long term memory.

This is accomplished in a demand-paged virtual memory system by %@;
20 dividing random access memory into a number of fixed blocks each of the same
size. When a job is placed in memory, its address space is divided into pages
of the same size &5 tiia blocks, and these péges are siored In the physical
blocks. Then, aithough the blocks may or may not be physically conﬁguods,
'~ the addresses are maintained as logically contiguous by a memory

25 management system.




¥
.address. The menmory management unit keeps track of the relationship of the
pkysi cal and virtual addresses, usually through a series of |ook-up tables.
When information is needed for the operation of a program its virtual
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with its address in a sma portion of €specrally menory cal l ed a

cache. As epphvBREdIARY IS phySiCAEM@ABIRY Pbsiton By Ues mdhbrylmanayeimim unrks to

the fast nenory cache to see if the information exists iI'n the cache. A

conpari son @ind the ntsrmatibrewiiichsis mdehﬂy?nédﬁm?@é the opefatittrofthenory i-s

made. If an address in the cache nenory matches the address sought, then
there is a lprocésdif not already there} isicaplediinto fandome aceess meribry. i Additional on
I's then accessed in the cache so that access to nmain nenory is not 20

requi red; annforimatioorequited bytheprocess is calladtoerandomilagcess memory asitis
information is not available in the cache, the new data is copied fromthe
mai n nenory neatled.so stored in the cache ready for use. Wth a well

desi gned caching system accessed information is found in the cache on an
.averagelBver ninety percent of the tine. 25 A cache works quite rapidly

ey e gone o ComAuteSyaems Hath B fsad Sadet 1o’ Lol b b6rRER rtfe
ot VU “system. In a caching system, as information is called from main memory and
used, it is also stored along with its address in a small portion of especially fast
memory called a cache. As each new read or write command is issued, the -
15  system looks to the fast memory pa;:ha o see if the information exists in the
cache. A compar‘ison of the desired address and the addresses in the cache

memory is made. If an address in the cache memory matches the address .

1

sought, then there is a hit (the information is available in the cache). ‘The
information is then accessed in the cache so that access to main memory is not
20 required; and the command is processed much more rabidly. If the information
U is not available in the cache, the new data is copied from the main memory and
also §tored in the cache ready for use. Wiih a well d'esigned_caching system,
accessed information is found in the cache on an average over ninety percent
of the time. | |
25 |
A cache works quite rapidly when it may be directly addressed without

the need of going through the memory management unit. A cache used with a

. 3.



virtual nenory system can be addressed nore efficiently using the virtual
address of the informati on because the virtual address need not be |
converted to a physical address before the information can be found in the
cache. AjfpaPmemoryt systémtcsr beaitressad fdre eificiontly fHe viriual © data”

" associated with 5 address aliases, i.e. tw virtual addresses mapping to-
a commoraddress ofthe dofoematiofdbenause thevidual dddress awedinol beednvbitéd use
mul ti pl e processors. The use of multiple processors allows various P
f unct i orte aphysicat addresscbeford the infarmation icandehfounchinthe edche. eAcent r al
processing unit (CPU) so that the conputing power of the overall systemis
enhancedprobiem ifwal gachesds siala goasistency or Sstale data” associated:with

advant ageous to utilize indiyvidual, caches with each processor in order t.o
enhafice addresgaliases, E@em vmaf?dmﬁseﬁrmaeem to, a:common phygicalpeci al
advant age 8gfered by a nultiple processor systemis that the processors may
share t HRAARSE. dat a because t hey may addr'ess the same physical nenory.
However, when nultiple virtual caches used by nmultiple processors do share
data, a data consistency problem ari ses because operations in the caches
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different virtual cache, no neaning even though the two processors utilize

caches ware liskdlif d systemit isodfteri advantagesastonitilize dadividuab caches with )
Consequent |y, rmultiprocessor - _

each processor in order to enhance the speed of operation by that processor. '

k

15 One special advantage of)‘eféd-by a multiple processor system is that the
processors may share the same data because they may address the same
physical memory. Howevér. when multiple virtual caches used by multiple
processors do share data, a data consistency problem_"arises.beca'u_se
operations in the caches may not be reflected in the physical ‘memory shared

20 by the two processors at the time any particular processor looks to the physical
memory for data. This is an _especially'difficblt problem because the virtual
caches involved and, in fact, all of the system memory are considered by the
individual processors to be éaches distinct to that prdcessor.' The virtual
caches are addressed by virtual addresses. A virtual address io one

25 processor has, to another processor associated with a different viﬁual cache, |
no meaning even though the two processors utilize caches which héld the

same data from the same physical memoiy. Consequently, multiprocessor

a..
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-4 conputer systens utilizing virtual caches have prOV|ded a very
dLL?’cuIt consi stency problemto the prior art. The prior art sol utions to
t je dat a consistency problemcreated by the use of virtual caches in

mul ti processor conputer systens have tended to nake great use of hardware
and, -often, to slow the systens. SUMVARY OF THE INVENTION It s,

thereffore, an object of the present invention to elimnate the problem of
data inconsistency in a multiprocessor systgm utilizing virtual caching. It
i s anot'her obj ect of the present invention to reduce the conplexity of
addressing in 'nultiprocessor conputer systens utilizing virtual cachine. An
addi tional obj ecomphtepe systemst utideding virtuak| cacines chave probidedof

W thout subst arfi 4PFY BAEaERRE eBRatesaHek Brthaph kBy thp b odey. o
According to the presenThenpaicromrntheadutionsialcthie data gohsigteneysor
comput er SySteﬁkobi il ElelitigoC ﬁyaﬂnﬁgé” éﬁSte €€Q?r'éhaﬁeéhein

el ements of: a) I rst processo system said first processor
subsyst em corrpH“BFEQPFPc&sFPFstCBPBBE§§| Rystens have, G atre maksry
unit, first cachgeat use of hardware and, often, to slow the systems.

s OF THE INVENTION

It is, therefore, an object of the present
_ invention to eliminate the problem of data inconsistency
- ' in a muitiprocessor system utilizing virtual caching.

It is another object of the present invention to
reduce the complexity of addressing in multiprocessor
computer systems utilizing virtual cachine.

- An additional object of the present invention is
to eliminate the problem of data inconsistency in a
multoprocessor system utiiizing virtual caching without
substantially increasing the cost or complexity of such -~
a system.

According to the present invention there is
provided a multiprocessor computer system, said
multiprocessor computer system comprising the elements
of: : . o |
| " a) a first processor subsysgem, said first
processor subsystem comprising

i) a first processing unit;

ii) a first cache memory unit, first cache
memory unit coupled to said first
processing unit, said first cache
memory unit addressed using a first
virtual addreés wherein a lower subset
of bits from said first virtual address

' defines a first virtual index; '



menory unit coupled to said first processing unit, said first cac _
unit addressed using a first virtual address wherein a | ower subset of bits

fromsaid first virtual address defines a first virtual index; - 5-
a first menory managenment unit, said first menory managenment unit coupled
to said first processing unit, said first nmenory managenment unit

translating said first wvirtual address into a physical address; b)

second processor subsystem said secondsprocessor subsystem conprising i} a
second processing unit,

e d d he 1 .
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management unit coupled to memory management unit translating said

first virtual address into a physical
address; _

b) a second processor subSystem,-said second
processor subsystem comprising

i) a second processing unit;

~ ii) a second cache memory unit, second cache
memory unit coupled to said second’
_processing unit;, said second cache
memory unit addressed using a second
virtual address wherein a lower subset
of bits from second virtual address
definesﬁa Sécond virﬁual index;

iii) a seéapd memory management unit, said

o second memory management unit coupled to

said second processing unit, said second
memory management unit translating said
second . virtual address into said
physical address;

a bus structure, said first processor subsystem and
second processor subsystem coupled to said bus
structure; and |

" a main memory, said main memory coupled to said
bus structure, said main memory add;essed by said
physical address;

a memory addressed by said physical address;
wherein if a first virtual index of a first virtual
address addressing a first unit of information in said

first cache memory equals a second virtual index of a -

second virtual address addressing a second unit of
information in said second cache memory then first and
second unit of information are from a same physical

second nenor.

subset of bits fro 'af@c%ﬁ%ﬁ/ﬂ%{.&@éﬁsﬁy{ﬁ&?e e @iégeons_ _

index; iii) a second nenor

b



\sald second processing unit, said second nenory managenent unit translating
sai-t second.. virtual address into sai d physical address; a bus
sfructure, said first processor subsystem and second processor subsystem
coupled to said bus structure; and a main nenory, said nmain nmenory
~coupled to said bus structure, said main nenory addressed by said physi cal
addre$s; a menory addressed by said physical address; wherein if a first

virtugl index of a first virtual address ad essing a first unit of
information in sgiﬂ firsg cacgf negP uals a second virtual index of a
second virtual unit of information in said

second cache rrem)ry t herTHeset aaud ot dfeatarsf and cidedntages e offr cdthel
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el enent s throughout E
. have been used to descrlbe like elements throughout the

several views.

IN THE DRAWINGS

Figure 1 is a drawing illustrating the use of
_ memory in the system of the invention; and
) Figure 2 is a block diagram illustrating a
computer system including the invention. '



Figure 1 is a drawing illustrating the use of nenory in the systemof the
I nvention; and Figure 2 is a block diagramillustrating a conputer systen1
including the invention. - NKWATICN AND NCNENCLATURE The detail ed :
descriptions which foll gyn3 S EA e N terns of

al gorithns and synbolic Tepr [ ' data bits 5
within a conputer nenory. These algorithmic descrlptlons and B
representations are the neans used by those skilled in the data procesang

arts to nost eThéfdetaﬁéd'deQeﬂpbbrWWhmlbﬂﬂWar@bréé‘éa'ltédwrsbrﬁe)dégiwﬁl

skilled in"the art. An algorithmis here, and generally, conceived to be a
sel f - condepmerof aioritheesiandsymbolict repsesentdtions of operstivnsash databits The
-steps are those requiring physical manipul ations of physical quantities..
Usual 8y, withingh computer awesmory. yThese algarithmic desecriptivns and répresentations

el ectrical or nmagnetic signals capable of being stored, transferred,

conbi ned, aredingameans aseddythosiesekitiechintiesdata pnweaamg;aﬁa@moshvem ent at
times, principally for reasons of conmobn usage, to refer to these

signal s aeffeatively canvey thesubsianse Qf)ﬂhﬁﬁl\so%lﬁaﬂﬁ'@!%ﬁki"edéﬂ e aflunbers, or
the like. It should be borne in mnd, however, that all of these and
simlar terns are to be associ ated mnth t he approprlate physi cal quantltles

Further 't he VAR BEPRITH e HREFs %P@é@#?%"%ﬁ%w\@ﬁ By 4 s¥pchBistent such
oper a9 ork %éf?ﬁpﬁé%@%s '&Qﬁﬁﬁa‘ﬁr%a%? R Poa =T o aﬁ%f“.“?@@ﬁ'"?ﬂ,mn. |

oper at or dﬁ%ériglﬁ ﬁ%ﬁﬁﬂéﬁoﬁéﬂf gh?%o : t EﬁﬁiieSaslﬂéuél , 1du nbEﬁeE@?éé’ril ons

descri be orm par e present énti 0 e operatlons

are these quantities take the form of electrical or magnetlc signals capable of being U |

stored, transferred, combined, compared, and otherwise manipulated. it has
proven convenient at times, principally for feason_s of comnion usage, to refer |
15 o these signals as bits, values, elements, symbols, characters, terms, _
numbers, or the like. It should /be borne ih mind, however, that all of these and
similar terms are to be associated with the appropriate physical quantities and

-~

are merely convenient labels applied to these quantities.

20 Further, the manipulatiohs performed are often referred to in terms, such-
as adding or comparing, which are commonly associated with mental
operations performed by a human operator. ‘No'siich capability of é human
cperator is hécessary or desirable in‘ mosf cases in any of _ihe operations

| described herein which form part of the present invention; the operations are

25  machine operations. Useful machines for performing the operations of the

present invention include general purpose digital computers or other similar

“devices. In all cases the distinction between the method operations in

7.



_2% machi ne operations. Useful nachjhes'for perform ng the operations of
t'he~present, i nvention include general purpose digital conputers or-other
simlar,devices. In all cases the distinction between the nethod operations
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in randgmn access nenory. As processes became |arger, it becane nore
expensive to acconplish this because nore and nore random access nenory was
requi red. Because the cost of random access menory is 15 higher than is
the cost of other types of nmenory, systens utilizing virtual nenory

evol ved. In a virtual DETA v DESC RIPTION | OR ETHEOUNVENTIONar ent random
access nmenory is addressable. Al of this random access nenory i s assigned
20 . virtual addresses; however, the information available at the virtual

addresses may be stored anywhere in the systemincluding |ong term nenory.
The information iHisigrigaliyswhepya pagicular peacessavas sun byR CAMpUlRIsysiem; s
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| nfiormat i on yw ek YRl prRReRt iIn'random access memory. As processes became larger, it

' became more expensive to accomplish this because more and more random
access memory was required. Because the cost of random access memory is
15  higher than is the cost of other 'typés of memory, systems utilizing virtual

memory evolved.

In a virtual memory system, a very large  amount of apparent random
access memory is addressable. ' All of this random access memory is assigned
20 virtual addresses; however, the information available at the virual addresses
U may be stbred anyvvhere iri the system including long term memory. The | ‘
information is addressed by its virtual address, and this address is translated
into a physical address by circuitry usually called a memory' management unit
(MMU). The mémory management unit associated with a central prbcessing
25 unitis providéd. among other things, to this translation and to keep the
information updated in the physical memory. When information-not available in

actual random access memory is needed by a process, that information is

.



actual random access nenory is needed by a process, that information is
called fromlong termnenory and placed in random access nenory. Less
random access menory i s necessary in such a system because only that

porti on_ogalfedireAERNGARTRAMEINGTY Erid SEceE in FaRdomassdss HembhyNLBsed be
pl aced in random access nenory. |f other portions of a process becone’

necessar yrandor lesess memong isinecesiiry i suchralsysiens becauseonly that, if
required, unused portions of that or ‘other processes are elimnated from.

r andom acpedionehaprocessractually zequired dor the presentdupction need benplacedn
secondary nenory for recal | as necessary. 10 ~In general, in a
virtual nisnandosy aceass memenht i othesperdionsofi a prosesschecomemegessanyqual

si zed portions which may be referred to as pages. Typical page sizes range

from 8ne thess Mio_@ﬂq{ﬁﬁ@%w Fandan acpgss ﬁ‘?ﬂ‘@m_ﬂﬂdo“ fegu'!$§.ri!;ﬂl!§ﬂcbd from
Cranst or rRAIORS at1BalOf SNerrbcasses are siminAled fean oM, Access memany he

ti K . t , { t t abl whi ch b
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addr esses ' | cal menory equival ents. Conputer systens al so nmake
use of caﬁwgégﬁécfggé%yst emoperation. 20 In the typical arrangenent,

the physical nmenory circuitry utilized for the cache nenory is capabl e of
operating nore rapidly than normal random access nernory and, consequently,

I's mofge expensijy genandl itﬁat\)ﬁuﬂ: meHidry \syster] iriermation i!estﬁPéd]irpﬁﬁ*éiéél_'Of

random access nenory. For exanpl e, the Cache nenory may utilize static

random ac gesronEimegualnsized poridns whinkomaybe refepeasiovas pages.oMypitiab nore
rapi dly than do dynam c random access nenory chips utilized in conventional -
menory. page sizes range from one to eight kilobytes of memory. When information is W/
transferred from secondary memory to random access memory, a page-sized.
block is usually transferred. In the usual system, the memory management unit
15  and the operating system work together to create page map tables which may-
be stored in memory to keep the correspondence between the virtual memory

. addresses and their physical memory equivalents.

Compute'r systenis also make use of caching to speed System operation.
20  In the typical arrangement, the physical memory circuitry utilized for the cache
memory is capable of ope'raling. more rapidly than normal random access
mernory-and, consequently, is more expetjsive than isihe circuitry utilized for
the mai;rportion of randoni'aoc_ess memory. For example, the .caéhe memory |
may utilize static random access memory chi_ps whic_h. though more expensive,
25 operate more rapidly than do dynamic random access memory chips utilized in

conventional memory.

’



in order to obtain an overall system speed of operation approaching that of
the~cache nenory, when information is requested frommain nenory for any
particular operation by a central processing unit, that information Is

&t

stored in the cac FESOY ' ' h&i
:the first 5 pl a?got he Ce%?t}é&ﬁﬁg%éﬂ%ﬁ%@tnm&?e?%gﬁgbfﬂ gértq?fléa?ﬂ?ﬁ?@rn tron

s nff*he asgptheaéache avgmorys When infdrridiioni is frequeétedrror mainimhemens it any
,menory* then access to the main nenory is not required; and cache 'speed’is
attained. Ifpaiticular openationrby a central prodessingr bnit, that informationl is slored m om
the main nmenory so that it is nore accessible on the next attenpt. 10
Cachi ng ar r athgcoache mearsony: t Whensany attermphiniread informationdaimadeytke ficste of
virtual menory. In such systens, a cache may be addressed by the use of _
virtual &ddrplasesthecceniral pracessing unidopke forthat infarmation is ibrthe associatedt o
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mul tiple pro : i stem it is sonetinmes advantageous to -
utilize indi %?gggé'sgéﬁé’?\?’mgﬁggac ‘processor in order to enhance the speed

of operafgon by that processor. This provides the added advant age that when
mul tiple caches are utilized, the processors nmay share 25 the sane data

because they nmay FUaEIfAG drfh {8 lareiotRin UEEEPiny corpuRSystenis WHicH Hidkeon
in which nultiple virtual caches used by nmultiple - :

W, use of virtual memory. In such systems, a cache may be ad_dressed by the use
of virtlual addresses so that the time required to translate from a vinualto a
physical address may be eliminated. In such a system, when a write to memory

15  occurs at the cache level, the updated data in the cache must ultimately be

/

written back to main memory.

Systems are well known which use multiple processors. The use of
- - multiple processors aflows various functions to be handled'by other than a

20 single central processing unit so thét the computing power of the overall system
is enhanced. When multiple processors are used in a system, it is sometimes
advantageous to utilize individuai cg_ch_es with each processor in order to
enhance the speed of opefation Sy-{hat processor. This-prbvides the added-
advantage that'when multiple cache's; are utilized, the processors may share

25 the same data because they may address the same physical memory.
However, in a situation in which multiple virtual caches used by muttiple

processors share the same data, a data consistency problem arises because

1O,



processors share the sane data, a data consistency problem ari ses because

10. operations in the caches may not be reflected in the physical] nenory .

shared by the nultiple processors at the tinme any particular cache | ooks ‘to
t he physical menory for data. For example, this occurs in a wite-back

cachi ng ngtﬁmér‘bet@hﬂﬁmﬁmm refleciast inthe physies! memesy sharadii at el y -
o e BY A cvbialé:PREsss0rs of thectie Ay isaiis e shos 33&? s becaus »
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used by a process run processor even e In rnatlon
s deri VﬁhdsrfU‘Rééftr%ﬂiEeoﬁh@s SKoniBUB b)Y loWoas BaSEBld. Y Ul i pr ocessor
conputer systens Jtilizing vir uaI caches have prOV|ded an extrenely
difficult data consistency problemto the prior art. 20: ~In the
systemof this invention, the caches utilized are direct-nmpped

virtually- addﬁdﬂs@anaﬁmalw difficelttproblgm dn commnesspsteMsaMﬁlhmg)ages of
mai n menory mapped to essentially simlar page-sized bl ocks of cache
menoty, virtualahemesy ovhere thegeachesdavolvediarenaddressedrbys vistualeddressesch
capabl e of storing the same anount of information in a line as do the | i nes
of the 2Wwhighgse psivaigito iheinﬂlylduabmmﬁssrandwarﬁ thus unknewnte precessesir ed. .

In such a \LJ_

run on other processors A virtual address for informalron stored in a virtual
cache used by a process a_ssocrated with one processor may have no
correspondence to the virtual .add'rfess-of information in a virtual cache used by
15 a process run by another processor even though the information is derived
from the same physical memory. Consequently, mUItiprocesso'r computer
systems utilizing virtual caches have provrded an extremely difficult data -

conslstency problem to the prior art.

20 In the system of this invention, the caches utilized are 'dire'cl-mapped

virtually-addressed caches. A direct mapped cache is one having pages of . v

¥

main memory mapped to essentially similar page-siiéd blocks of cache -
memory. each of the cache page-srzed blocks havmg lines of memory each
capable of stonng the same amount of information ina Iine as do the fines of the
25 pages of mam memory from which information may be transferred. Insucha
cache, a line from a page of information in main memory is typically mapped to

aline of a page-sized block within the cache having the same line number as

L.
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Cache, a line froma page of |nformat|on in main menory is typically mapped
"to_a line of a page-sized bl ock wi thin the cache having the same |ine
_[ﬁmber as the page in main nenory. In such a cache, the information from
any page of main nenory stored in the cache resides at the same line within
a page- si zedthel page immaia mempyy. alo suchda eache, thedatprmatiopHyomany pageooly. 5
S ln prftor art systens, it is usual for the size of a virtual cache to_be

- betwgen si xt m@me@nw gmeww&cmhq eesidereat te same linsnwithinpage-sizesin

four 10 ei ggb ﬁyte Conse u g i grt systens, .a cache m ght
have room f oPloe @ﬂCh@@ >d°)9 fin g P$%9 physical MeMORYry and a
particular line of information mght thus reside in as few as eight or as
many as sixty-four different 10 positions in the cache. Accessing

o et AR e A S
R e SO S 8 e R
O o g Sl T S

har dware to acconp resent °Invention ov

pr obl em by | e 10 tiofe eRj §6 8BY-fot paies 'oTRhAIN mbRTd @ndiaf paicar tingtof

i nformation fromthe sane physi-cal address in nmain nenory nust reside at

the identi Cainfbﬁhhﬁbnmght tHusoresideln asf few gbeight orray mhnylastsixtyduur different
different positions within each virtual cache. This is acconplished by

provi di ngp t o positionssinethebcactee. pAccessing infolmaationtin suchdzaches and aveiding t o
designate a particul ar page-sized area within the cache. Normally, the

| oner order idata consistency (arfaliasi) problemsnraqiine that the line position tohwhich
page-, sized area of the cache are the sane as the |ower order bits

i ndi™€at i ng tﬂéoﬂﬂatigﬂf@lﬁht Retmapped be sompareddopgpch page:sized aea phthe

preferred Sysacme unt\{ a ma?ch is found. Accessing information in such caches which

 might reside in any of sixty-four pqsntno_ns thus requires a good deal of system

15 time and hardware to accomplish.

The system‘of the present invention overcomes this problem by limiting -
the placement of information inside caches' so that information from the samé
1" physical address in main memory must reside at the identical rather than at one

20 of eight or one of sixty-four different positions within each virtual cache. This is
accomplished by providing to the system bus a portion of the virtual address
sufficient to designa’te a particular page-sized area Within th_e cache. Normaily,
the lower order bits of the virtual address indicating th_e offset within a -page-
sized area_of the cache are the same as the lower order bits indicating the

25 offset within a page of the physical addr,eés. In a preferred system, a virtual
address may include thirty-two bits. Of these bits, the thineén lower order bits

Indicate the offset within the page-sized block while the upper nineteen bits are
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address may include thirty-two bits. OF these bits, the thirteen |ower

order bits indicate the offset within the page-sized bl ock while the upper_i

ni neteen bits are translated to the physical pagée address. However, the
| owest five or six bits (depending on cache size) of the upper nineteen .

bi t s unantriagstatedtodthe physival page audréss:nHowever, i westifive drisiabitscache | |

by defining in which page-sized bl ock of the cache the information lies. :
Typi cal | y {(dependiagron cache size)ofithe uppee ninetesntbits anambigubusly determinery;
management unit but are transmitted directly fromthe processor to the bus.
1f, in adtheipssitin efithe infermatiomincany cache thy-detiningde which pagesizedxt five
or six higher bits) are also transmtted_directly fromthe processor to the
bus to i ndieclk ef thi-caehe 1Re infarmation lies.: Frapina"vuﬁwrleae Hewen otderdits: ae

i nformation is I?catigg-then this information can, be used with the 10
physi cal Wi tanslatgd By:the

oo o (PR IFR Tl 3 el R B OB . .
ey B S Aol oo PR ) 01 ©
addi 1 onaiP'PESRSE LS ORI RACHG tRE Biee 2ot b b1 06 ViRETashRIAT Y, ¢ e
normal O vifichthefforiatiBn'if focited, Wehdhis MidiARalorPean ba'uskd iR tHe' ' L2l
address Including the sanme Tive bits i1ndicating the page-size l'ock 20

are se¢gt tghysical'Bimeys 16 RERBIGGously deftifhiné MG I6daAIbN 61 thecinkdhnidtion in

address. Usi'ng this Iine and page offset information and the physical

address, igriyootiair virtull cachid withouthaving tof chidulc againstreachpodsitsie fdagu des in
a plurality of different virtual caches can only be at a total offset. '
wi t hi n a qositiomiin eachsothee vistual cacheany ot her virtual cache which may
share the Information. The total - '

Thué. ifa page size were eight Kilobytes and a cache size were 256
15  Kilobytes, five additional bits of the virtual address would be necessary, a
number suﬁic'ient_to'designate the thirty-two possible page sized positions-
‘within the cache. These additional five bits of the virtual address are then |
transmitted with the nbrinai offset "di'rectly 1o the bus while the upper portion of
the virtual address inélu,ding' the same five bits indicating the page-sized block

20 are sent to the memory management unit and transiated to the physical

ety anagemamanitiu e transmitied diesatiydmat i on

address. Using this line and page oﬁsét inio_rmation and the physical address, &d |

~ Information from thie same line of physical memory which resides ina plurality of
different virtua[cache'__s,can only be at a total offset within a cache which is the
same for any other virtual cache which may share the information. The total
25  offset within a cache is defined by the offset within a page-sized area and the
additional bits of the virtual address (called the "ofset index.”) .
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25 offset within a cache is defined by the offset within a page-sized area
“and:;the additional bits of the virtual address (called the "offset index.")
Jhus, in the preferred enbodi nent two different virtual addresses may nmap
fo a common physical address only if the virtual addresses match on the

ei ght een | ow or deiThus; inuthe prederred embadiment two difterent virtuiat addresses mgyped
virtuel caches. By providing this limtation on the addressing of

i nf ofgati on MARKLO aioqmmoncézmeal addsess onlydf theavinuel addresges matchwn the

- fromathe sane, phzsi cal nenory position store that information at identical

gosi t}ons wihPlQm éﬁd‘ﬁw\ﬁ?rﬁ’??wm@ééﬁgwsﬁv\b‘t&W@@? a@_ﬁtﬂfﬁs""ﬁfﬁtﬂﬂﬁ%ﬁ?&?e sane

vire lualr :;dfjr §E§@E°@§B¥§%ﬁngqe\@%é thiEigation,en 3‘&9 afidiessing Bg i 5@#&7@@9‘3}3 |
' rein ( 1 "\irtu in ") .in Vi r

-Egéﬁe, "ot Bt Eatnag. bR viffa capnes WAl soiiited g R Bl DRfRrta

This drasti cAOnhBRRSn!stot el uitanahgs of ladriab oz iots Sl BaRR YARIC

SO T AMACHRE VG O S e S

l'ine in many rent pages wthin a cac s is Il
Figure 1. Fi ' Hereht WiRuaI d two
i ndi-vi dual v??}ét'ﬁgfy mg?ﬁ gﬁ:ﬁﬁgghiﬁg?]gk g Irn ta grﬁgféé%rgggﬁggh?angﬂt of
the i nventi oparficulaepiace!of informatibnad at tivdsame)total vfeen (Hiréif Ealledsthef
i nformati on. Consequently, when shared information Is 2 stored in
mul ti pl et@i r Cvistuat index"rimeacte virtual caobehat the same link andtibytes Thighay thehe
i ndividual” caches will differ, the total offset (the virtual index) for any
particul ar i effechaf mapping physicabaddrasses in maimmemerydnrunitsdheisize ofithe
correct page-sized area of the cache is addressed to assure that the cache
lin cache when sharing data. This drastically increases the speed of operation of

the system and reduces its complexity since a search need not be conducted

to find a particular line in many dif_fe'rent pages within a cache.

15 : /

This is illustrated in Figure 1. Figure 1 shows a cache-sized block of
physical memory P and two individual virtual caches labelled A and B. lna -
preferred embodiment of the inventibn. for example, a virtual cache may
contain 256K bytes of information. Consequently, when shared information is

20 stored in multiple virtual cache memories, although the virtual address tags of
U the individual caches Will' differ, the total offset (the virtual index) for any
particular information within each cache will be the sam® so that the correct -
. page-sized area of the cache is addressed to assure that the cache lines
addressed are at identical positions within each cache.
25 - | o |
For example, the information stored at the position labelled X in virtual

cache A is the same information stored at the position labelled X in virtual

I,



addressed are at identical positions within each cache. 25 For exanpl e, the '
i nformation stored at the position labelled X in virtual cache A'is the _
sane information stored at the position labelled X in virtual 14.  cache .

B. This is the_information derived h of the virtual caches from the
posi t i on Gaghe Bed hisiip the inf BW§1‘%$%¥Q& theevirtual caches\isom theual

cache addre r t he i X W | e,t f or each

of the célqéé ? gﬁ% @nir@e ﬂb‘?“‘@f&%'ﬁ@%&l’vt ﬁéngﬁ@]@ebegﬁ |
I n oper at ' . Aty | red in,vi al cache -
A ang |néﬁ&?&glfoééﬂﬁg%ﬂ%g@ﬁoﬂgs%%ﬁﬁ% tg&ﬁ%ﬁ% e°[5 Pcoatlthgrermry P .
In main , processing unit wites to the virtual

cache B, W{I n‘!orma |on g@'{'ﬁa position in 10 both the main nmenory and
the cgche nenory A may no |onger be the same as that stored in the cache B.

It is therefore necessary for the systemto wite the new information from

cache B to t heppgdumifighay th'systein ids beorin éPéﬁat% foP88hTe fihe dnd tha gﬂt ion

in virtual cache Ato reflect The new naterial witten to the cache

that the inforimatiorpisostosed iy virtudl caché Aandlin vineakbéadte Bi whichtifdsbdén
Information. Referring nowto Figure 2 there is shown a conputer system 10.

-The syst ecogiédifrom tHe physical memeryt Pdh maioamwemory(wheh the ceatrél r st rrem)ry
management unit (MWJ) 14 associated with the central processing unit 12,
20 secorfrocessing unit wiites to ti(mnpalsache & dhe dnfoemation attbak-pesitionin ¢
(MW) 18 associated with the ntr al proce55| ng unit (16, cache menory 20
assodioat ot the main memeny a'l; hesmemary A m%aﬁéommqﬂmsmg@ﬁ at ed

that stored in the cache B. It is therefore necessary for the system to write the _
new information from cache B to the main memory and either invalidate or W
update the information in virtual ca_cﬁé A'to reflect the new material written to

the cache B so that the cantrail’processing unit will not be operating with stale

" 15  information.

/

Referring now 1o Figure 2 there is shown a computer system 10. The . .
system 10 includes a first central processor (CPU) 12, a first memory
managerﬁent unit (MMU) 14 associated with the central processing unit 12, a

20 second central processor (CPU) 16, a seéond memory management unit |
(MMU) 18 associated with the central processing unit 16, cache memory 20 . u

associated with the central processing unit 12, cache memory 21 associated

with the central processing unit 16, and main memory 22. Also illustrated in

Figure 2 are snoopy tag directories 30 and 32 and a bus 34 for joining the

25 system elements together.
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_vﬁ".th the central processing unit 16, and main nmenory 22. Also illustrated
In Figure 2 are snoopy tag directories 30 and 32 and a bus 34 for joining
tfhe 25 . system el enents toget her. When the central processing unit 12,
for exanple, requires information frommain . nmenory 22 for the operation of

~a particular procegfentthe cdHtRdl ¢%,§$uggggzépgﬁ@b%%g99#§s f}ﬁg@ﬁngﬁ%n

- managément uni-t 14 Dy neans of virtu M mana
uni tyl z t r angigrhehain Memdry 22 for s 8pEralionrI paRICUILF process: Thé Mformation i
procesSing unit 12 into a% ysi cal agdr ess at Rﬁﬁch thﬁe I nformati on ?%95? é?es

in the mai n meguestedhrough the memorpimanagernant oeith14ityy meansrofadviugr, and
places it into the cache nenory 20 at a cache position indicated by.the

| ower order @ddress.biThe memory managtimentrurit 14 transidies thé virtual address
sufficient to indicate the page-sized block of the cache in which it |ies.

Thus, 10 5t h¢prpyideidchy she icantrahpracessingsunit32inta acphysical addresshat which the

uni que position determ ned by the virtual index. Stored in the nenory of

each virtual iotermation residestindhe mais memonue2; callsi thabintfermationiremdbeimainne

virtual cache. The vjrtu directory inclydes the virtual 1 addr esses of

Uhe i nf or ot I BAMANAAZ: &N piRaeS I e cache-mwanaly a abaqache Adsion

ni li ‘ , o . h.iaf et o

tag di ect or i1B0oated fry 156 upet 8Rs cfteBt b8 sl i peiiligRaBl, iR olissy ey
t th ! o | - - | |

shores ! b plfiaBodlo IicaRdRelohgiaea HodeBPirk Baehdn o IBETTHA o,
d 32 al ) o r i g . WL )

and the P s Baftichla ihfolfRptiofl 18R ih M6 Vitdaldshiona UnldUe peRioh 0o g

virtual cachedétariineéd by iRe vithiilnmdaen is | ocated. Thus, for any particular

pi ece of information stored in a virtual cache, dual directories exist,
Stored in t_ha memory of each virtual cache is é'vinual directory of the
iﬁormaﬂon stored in the virtual cache. The virtual directory includes the virtual
15 dddresses of the information stored in that particular cache along with certain
) information regarqing permissions relating tq suéh information.
The snoopy tag directories 30 and 32 ére second (or duai) directories
each of which stores fhe address of the page in physical memory of the
20  information stored in the virlual cache with which it is associated. The
o directories 30 and 32 also store the virtual index including the offset within
| each page and th'e'offset index bits defining the page-sized. portion of the
associated virtual cache in which the information is located. Thus, for any
particular piece of information stored in a virtual cache, dual directories exist,
26  the virtual directory listing the virtual addresses and the snoopy directory |
listing the physical addresses associated with the virtual address of the -

information.
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25 the virtual directory listing the virtual addresses and the snoopy
directory listing the physical addresses associated with the virtual
address of the information. When a central processing unit wites

T, R S AR o ﬁa%ﬁgfscaiﬁg""'
accessi %ﬁrﬁ\esé?}ée)ggﬁf (ah?rsaaqﬁ'eé"sd;% ﬁf‘@gbg‘eﬂ\ &B gﬁé?ﬁ@ﬁgw& i

use of a sSnoopy ory a rapi dly

updat e t §offyafidated gsrmar m:wbr elche dctelsin mbreémerprgewmm @ by a

central processing unit. Wen a wite S|gna I's sent td a virtual® cache by

a centr ahopPpriided stale iformafien.y Thiegse Bf areHso gmreetoqeﬂlovtrs)tﬁe] $TeRPr Y

managenment unit associated with that cache, rtual” i ndex including the

virtgal 90ftodse abiteto rapidlyauptate thoselcache |ruehonbba~llﬁuh Comtaidhe 10 nenory .

managenment unit translates the virtual address to a physical .address and
br oadcasirdotrhatiom being apdatediiys a central processing ugitvi Whenteewvite sigrial ig f set
index to all of the snoopy tag directories. At ‘each of these directories, a

conpar at sensleca vituakeacheaby a aantral processing ainits e yirdual address tag tshe bus

34 and the directory is addressed with the | ow grder physical bits and the
virtual sesttothesmemonyaranagemedtnit:assesiated with tha) cache, andivistualand t he
virtual offset index allows t

Whet hor (neiex inchiciag i vieual RHBepIR e&é%[ ansdnited destin o s Bus v Ahene
AR L R R R QR IS
e | BgHnhehHR @3?&5?%‘35”?{’@%589'?@'9 bl st i e’
Oﬁgéﬁlt l)oﬂﬁle Cacﬁgﬁgtlaez e@%?bﬁﬁéd oirbBforigs Al 64K of MY ditecibABs 4 Pe | U |
comparator such as comparator 36 receives the physical index from the bus 34
and the direciory is addressed with the l_ow order physical bits and the virtual
15 oﬁs’ei index. The combination of the physical address and the virlual ofiset
index allows the 'mrectory to unambiguously determine Whether the ihi_ormation _
at that physical address is included within the virtual cache associated with -
that snoopy tag directory. Only at those directories containing information
related to the same per_lion of physical memory is the virtual cache updated or
20 invalidated. By the ese of the snoopy tag directories. milization of the bus is
lessened and system operetion is speeded.
By restricting the virtr:al address size to be 5modulo‘ the caehe Isize for
sharmg purposes, it is possible to use the same virtual index bits for indexing

25 | both virtual and physucal (snoop) cache tags.
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sharing purposes, it is possible to use the same virtual index bits for
i ndexi'ng 25 both virtual and physical (snoop) cache tags. 17. Referring
ajain to Figure 2, when the wite signal is sent to the cache B, a signal

s rent 10, {he. ek RIS Ptz oA R MG i B R,
e YL €1, BRI S B AR orPobnagehoRC AR BIntpSutathy B oo |

the physi cal gdidssShiclatmigothy ﬁhuhgﬁadéixréfttﬂb SRt poSHSH 16 y}g?ﬂ maaﬁ isR00f

the virtual address necessary to define the sindle positio
i nformati on pewrinenyi The mermop manzigemert unit 18 rianslatéothd ViAukl address in a

address set out by the processor 16) on the bus 34. This address

i nf or mat son manner welkkhdwn ¢a tie phior aet torihephysical Hidréss and places the and
32. At each snoopy tag directory, the snoopy tags are indexed by the

vi rtual i ndephysicalcaddress along withcthef vineal oftsbtiindex iitheulswerfbitsasf tha ddrtyaland
a conparison is nade to determ ne whether the same physical addresses are
stored in t haddressnenessary ta define she single pps’éioa@trigaén@mmﬁpntinéhp virtual al
addresses and the virtual index are the same for the virtual caches A 15

and B; consece@eir Which irexiiadipd trom therddvalgddress sat out by the precessps e 10
e o . s B3 o radEp s e 1 4655 1 PR RBP4
ool vedo O GirBeies 4, 850 S ARSR R W Rl R bRy e Bl o
e 1 o RS S8R ST Ragl i o 1 b albreey
in{he art tfjex; andl4'8bniparisBh!i§ Wade to determine whether the same physical
' addresses are stored in the associated virtual cache. In the example given, the
physical addresses and the virtual index are the same for the virtual caches A
15 and B; consequently, the snoopy iag directory 30 indicates to the system 10
~ thatthe information at the particular position of the cache memory A is stale and
must be rewritten or ignored. Depending on the particular system involved, .
one or the other may occur. Depending on the particular system involved, the
rewriting of the main memory position may take place immediately or be
20 delayed until a convenient clock time at which no time loss is placed on the
system.
it will be understood by those skilled in the art that in order to implement
this system, it is necessary to add a few wires (for example, five or six wires) to
‘25 the bus 34 in order to aliow the physical address and the virtual offset index to
be placed on the bus at the same time. These extra five or six wires are a

number sufficient to indicate the exact page-sized position within a virtual
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this éystem it is necessary to add a few wires (for exanple, five or six
wires) to 25 the bus 34 in order to allow the physical address and the
virtual offset index to be placed on the bus at the sane tinme. These extra -

five or éaéhém ms?gsralqmsweémaﬂfiﬁéqdﬁ%atint&ra &frﬁ qé}%% eRRge- Si zed

position wthin a virtu Isare |ncrease|n
har dwar e ual caches
addr essi ﬂgdl?t'ﬁgﬁgger%gg r‘?ﬁ?‘é’? %%féﬁ&hﬁhﬁﬂ%ﬁ %%Sﬁﬁﬁghﬁnééelnt ion h

been desmgrh@,q with reference to partlcul ar arrangenents and systens, i i
wi || be apparent to those skilled in the art that the details of those

arrangenents and systens are used for illustrative purposes and shoul d not
be taken as limtations of the invention. It is, thus, to be contenplated

t hat Smany chadtioughcthecidvéntion ihassbeery described vmh rdfeaanonf tolparticutéirnar y

skill in the art without departing fromthe scope of the invention. The
| nvent i oarrangements andssystems, i will becapparept tmthnsacskilhdindhe;an that thers of
t he clalms which follow 19. 20. CLAIMS 1 mul ti processor -

conput er de ajlwfethpse areangementsi and systems atehused !orgytwaﬂvecpwppgaag t he

el ement Sa% sho)uld not L'erlgit(et? (ilrr%ifaci{onséugfs the ig\%ntnosha ?Iis thus. fo be

contemplated that many changes and modifications r_n_ay be made by those of
10 ordinary skill in the art without departing from the scope . ofthe
invention. The invention should therefore be considered to be described only

in terms of the claims which follow. . - Y.
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processor subsystemconprising i) a first processing unit; ii) a first
cache memory unit, first cache nenory unit coupled to said first processing
fnit, said first cache menory unit addressed using a _addr ess
wherein a | ower subset of bits fromsaid first v defines a
first_virtual index; iii) a first nenory manatjm ’mim“i’i" !dflrst
nennry‘nanagenent unit coupled to said. first processing
menor y; nanagenent unit translating said fppdt virtual address into a
phys?d | address; b) a second processor subsystem said second processor
subsysten1conpr|5|ng 1) a second processing unit; ii) a second cache
menmory unit, second cache nenory wunit CIAIMSed to said second

processi ng unit, said second cache nmenory unit addressed using a .
second virtual address wherein a | ower subset of bits fromsecond virtua
address defined.a secodd vimulhipregessorii) computedcondsysheny nafdjshent

unit, said sespndipEdE B 66HBEte "y steH| Ashi i Sitg! ERE0U RIS NG
’ f:

t

a) a first processor subsysten, .ssid_ first
processor subsystem comprising '

i) a first processing unit;

ii) a first cache memory unit, first cache
memory unit coupled to said first
processing unit, said first cache

. memory unit addressed using a first
virtual address wherein a lower subset
of bits from said first virtual address
defines a first virtual index;

iii) a first memory management unit, said
' first memory management unit coupled to
said first processing unit, said first
memory management unit translating said -
first virtual address into a physical
address;
b) a second processor subsystem, said second
_ processor subsystem comprising
U | i) a second processing unit;

ii) a second cache memory unit,.second cache
memory unit coupled to said second
processing unit, said second ‘cache
memory unit addressed using a second
‘virtual address wherein a lower subset
of bits from second virtual address
defines a second virtual index;

iii) a second memory mahagement unit, said

second memory ﬁanagement unit coupled to
said second processing unit, said second



. - L ] ® L R A}
: ry managenent unit translating said second virtual addr ess
izﬁtomerrga?/d 'phygl cal—address; a bus structure, said first processor _‘_
subsystem ssor subsystem coupled to said bus .
structure; m@ﬂmi,t"mmy said main nenory coupl e_d to said bus .
structure, *sad uN s ry addressed by said physical address; a -
menory addressed by said physical address; wherein if a first virtual |nde§
of a first virtual address addressing aer_st unit of informati-on in sai d#
first cache. nmenory equals a second virtual index of a second virtual S
address addressing a second ."E‘ng Informati,on in said second cache nenory
I nior

then first and second unit o Mghagensgnt ynik é@?&lﬁ%ﬂcﬁiﬁddress
in said main nenory. 2. secandut erirtuelem saditend | al ivt@S said
her ei nbefore described with r‘g{lggﬂgcle atdartég%;accorrpanyl ng dr awi ngs.
a bus structure, said first processor subsystem and
second processor subsystem coupled to said bus
structure; and

a main memory, said main memory coupled to said
bus structure, ' said main. memory addressed | by said
physical address; .

a memory addressed by said physical address; _
wherein if a first virtual index of a first virtual
address addressing a first unit of information in said O
first cache memory equals a second. virtual index of a
second virtual address éddréssing a second unit of
information in said second cache memory then first and

- second unit of inforniétion are 'f_’rom a same physical
address in said main lﬁempry.

2. A computer system éubstantially as hereinbefore -
described with reference to the accompanying drawings.




