; WKe3eONOT\ x6HT8<07 MAR 2002 - G000 AND NETHéI) FOR Coplg\lﬁi@ @Gﬂz
AND REG STERI NG A CRYPTOGRAPHI C DEVﬂMl’MMHM‘UND OF THE | NVENT )
Field of the Invention The present invention relates to the field of

crypt pgr aphyo songs particularly, the pre$8it” i nvention rel aPeS/USes/EB0gd I Cui t
and nmethod for configuring and regist t ographi c device. 2.
Description of Art Related to the | n\ll‘m“mlllmmnlmmnt ly, many individuals are
usi ng personal Conputers to store and Lo th@ghnsmt sensitive information

(e.qg., confidential, proprietary, etc.) |n a d| gital foriat. For exanple,
credit card account information _occasionally I‘\llobe transmtted over the

Internet to purchase goods)AafdREGGUEEANDMETHORKQR, {bank account
nunbers and bank account C@N#FIGISRENG tANDSl@EGPSjTERI'I\&}%W | i ne banki ng.
Due to the sensitive nature o ures he been taken to
protect the "integrity" of thgéﬁki‘%mtf@ﬁ(}ﬁe physr cal confines of
the conputer; nanely, to guarantee that the information has not been
altered without authorization. However, such neasures faltl to protect

i nformation wiBACKGROUNRIIFFHEINKENIION bed in U. S. Patent No.

5,539, 828 assigned figid Bt ¢he GIVOMA | on, Assignee of theipresent
application, information nay be protected wthin a corrpu%er by utilizing

cryptographic har dware The cr raphi.c hard i rat ed
circurt (1 ?%am megjpgﬁ;srhiﬁzﬁiac@%%go g%éﬁsfedaﬂgucgamm r&t:%qw
non-vol atil e ic € Ipr iflveatitdragelatasetoer cieduit a etlead der
menory”). Typig ra]\lﬁ gmﬂé( %g@k Iﬂg gdgplq8rgoes an exhaustive
configuration pha ea rlné’fa I'n Which the device NV
nmenory is c -1 07 I\/AR 2002 WO 99/1 7495 PCTI U898/ 13096 configured to
cont ai n uni que cryggr ap_hr C nfto n]atr ssary for sécure functionality
of the cryptographi 2 ate RpPEENUOy bl j ¢/ private key pair
and a digital certlflcate ThIS type of archltecture will realize a few

di svant ages as cr yrﬁmgeapw mahgcindi vjides 1demronsingopers ook agurrpu ted¥ €o

i sadvant age 5ol Bl WP Re 0RO RAGKADRS gidkh ibpniggLl [ od because
amounts of device necessar o st'ore greater

anounts of crypFOBFEEsHi etci nﬂcﬂr‘ﬂrﬂlﬂabfprm@tnd@f examplel erepit 1casd acedunitci ent to
ZUbSt anti a:c l'y iRFdrintich bhesasiRt xtrﬁd t&%/nra%@ﬁﬁ&ealcﬁvfeecthb Um%é}ﬁeflfd/pth ogr aphi c
evice in favor o ca ed. e re.in chis
referred to a§“r§b§%ee$r?%&oiré% S%F&@ Vtg'g%t‘?ﬂﬁeega% ﬁt@rﬁ%@t%mry

i nclude hard chmkbarNeanmmrtWaﬂ)dzmedreWrﬂsttﬁtﬂaénbmg dndundjharg]hﬂn r Paed, etc.
Qurrently, Sy%eﬁ‘e'!\éngﬁﬂ}%h%{a&%‘ o@%lsbﬁqétiﬁﬂﬁnoit LE3RA S@La%eﬁe' | abl e,

cost-effective techn not "been or ensuti ng system NV
menory, confi qgr}e@t%mdhpr@@ﬁgﬁﬁédof/\m&tmfpyfpﬁbgna?pﬁ-‘iléelfhﬁmhﬂﬂqabn uni que to
a certain cryplo@@nedids th@rc‘é @cerV‘Mﬂne th "Rl LARRE afla Wik iRfoRMaBbRCt I ONi €
syst em havi n~ .t hat t%]gra h| c. har dw?lh THE IhNVENTI ON E A
rethod for CoiASqint TRATaRar 6 WaHOCE LN izAHATy | biipHerc Such Imessures

fail to protect information within the computer.

As described in U.S. Patent No. 5,539,828 assxgnedg to Intel
Corporation, Assignee of the present application, mfornhatlon may be
protected within a computer by utilizing cryptographic hardware The
cryptographic hardware includes an integrated circuit (IC) package
containing processing logic and dedicated, non-volatile |(NV) memory
in the IC package (referred to as “device NV memory”). | Typically, the
cryptographic hardware undergoes an exhaustive configuration phase
at a manufacturing facility in which the device NV merhory is

r
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device. Wth respect to one enbodi ment of the configratipn scheme,) 7 MARi 2082
serial nunber is |oaded into a non-volatile nenory of thF crypt ographic
device. Internal to the cryptographic device, a key is gpnerated and | oaded
into the novP9wi7a®s | e nmenory of the cryptographi c device. BRdERDEDDR PTI ON
OF THE DRAW NGS -2 0 7 MAR D02 WD 991 17495 PCT/ US98/ 13096 The features

and advant ages of the present invention will becone apparent fromthe

foll owi ng detail ed description of the present r inventi o{u in which: Figure

1l is an illustrative block diagram of an electronic systgsm i ncluding a

mufti-chip nodul e enployed as a bridge elenent. Figure 2iis a block diagram
of a preferred® ?%ﬁtcoﬁfaLPH@“HHFHWEW%&WNGUF‘@O%W%F‘Ie9€5§H6(NfPras t he
bri dge el ementseelirdhgittidnilityFoftheecdpitsgaphid Hewsice auch asefhadiamsle, #f the

processi ng subsystem of Figure. 1 includi th rypt ographi c devise. Figure
4 is an iIIustR%@chgrg%ggigﬁggfr %rfygds{g]ﬁ%%%?éc%?' Figure 3. Fi re 5is an

illustrative flowhart of the configuration schene performed by the
crypt ographi ¢ devi cehisftype gfipechptecturepyvliraalige jasfesy disadygntages we | owchart

of the regi str@&ﬁ&%ﬁ%ﬁh&r@cm ues Beeo¥ thbR £dvAiedr aphé kigeMianeak isFi gur e
2. DESCRI PTI PREFE D Thgﬁgr esggh?l nvent gn rel a}t es to a system
t

and techni que Bt 138 MRReE SO5TX RACKRBHY CEYINFL QCEWKt!RT8F e
non-resi dent, anoountsl eft déwicd NW mefory witltbd necdsearysinesideg tbhfore

cryptographi c device froma.r t.ion. ln the follbw n escription,
sone term nol cﬁjggtleé%ﬁrééelgmls?\&gcgﬂ&o%rgﬁ%ﬁdﬂ‘goémaﬁleonce A IF g‘éﬁlgfigée &5t he
preset invent ieghcieRbtto exbstahsiallyrmitigade tthoamowytsefeMV ingyenephiced idef i ned
as any hardwarge %9@%3 Ri it IO EIRIH SNNRY RER9Si A RACLLORALE ¥ such

as, for e_xarr'plte, a ,e{l,, a r{‘?acs(,jlam' | e, machine and a printer.

I nformation" the sygifer arhighderrisetrcatd> BhesstemoNy Blemoryt’ hegell: addr ess,
and / or cont BXamplesrofalystsin NV adftidry dicludechdrel 4w, DOV eembppl ogy is
iuzegnt ?3| degt [ﬁcl%%\éaéxb%u%tc%%ﬁafr%ggaxgéﬁgg%de,cet'c.nf or matj on. A ™key" which
Currently, system NV memory can not be used. -Ll'he reason is
that a reliable, cost-effective technique has not been dev_%'eloped for
ensuring that system NV memory, configured and pro'! ammed with
cryptographic information unique to a certain cryptographic hardware,
will be implemented within an electronic system having that
cryptographic hardware. .

SUMMARY OF THE INVENTION

[
A method for configuring and/or registering a cry’ptographic

device. With respect to one embodiment of the configyration scheme,
a device serial number is loaded into a non-volatile memory of the
cryptographic device. Internal to the cryptographic devite, a key is
generated and loaded into the non-volatile memory of II he
cryptographic device. P

BRIEF DESCRIPTION OF THE DRAWIN%S

|
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PCT/ US98/i 3096 encodi ng and/ or decodi ng paraneter used by conventj Z"AR 2002
crypt ographic functions such as a-symetric key cryptographic functi'o
(e.g., a Data Encryption Standard "DES' based function) }or a public-key
crypt ogr aphve obaxet i on (e.g., a Rivest, Shamir and Adl eman (#RSA)sshasRd
function). A "digital certificate" is generally defined as any information
(e.g., a public key) used for user authentication. The information is
encrypted with a private key (PRKCA) of a certification authority, nanely
any person or entity in a position of (rust to guarantee or sponsor the .
digital certificate such as a bank governmental entity, trade association,
original equi prent Faadeaturer and agivantages|afidbe mesentringghtionmiure 1, an
illustrative %%%@%Ebafﬁnt%ﬁltﬁetmemng detARdLA0s@pHdh bmr{ehﬁrers@ﬁent
invention is shown P this enbodi nent, the el ectronic system 100
conprises a chify&atiop i |‘1’1‘1’"§F‘connect| ng a nunber of subsystens. Exanples of
these subsystenms may include,- but are not limted or restricted to a
processi ng subsyst eEngiﬁé)l ia ameuiﬂmlrsyraslubsglrsctledlagsmm ahah atek:tmput $ymteput

(1/C~) subsyst C 5«%%5 S%EZ and 140 conol
t he functi onal ?\t ecl%lﬁo%ﬂl g{/%?é 1 X%/b ecjfil cgl I y, as an
illustrative enbodl rrent processl ng sub yste 5?1?,%12@?'{1@ des | east one
central processing ﬁme{_@@)blggli 1@’@”‘19 |P§e ad ’Be%trﬁ’ t 110 via

a host bus 122mulfiehipmRéJulRldstisbin shdtvuasizhé brid@@dldx@@nﬂbﬁl*’?uﬁme banks
of vplatile nenory (not shown) such as any type of dynam c random access

menory (DRAM, and/gr_ st tlc rg C
cont enpl at ed, hovvevgrgur? a {] 9%% @nﬁﬁomﬂt f(eélwgqéegstlrﬁ%nory

subsyst em 130 SLrbSIys’eam@fF@gumril mtélmqlmgrthtemryplo@uaplelcmvmey Furt her nor e,
|/ O subsystem 140 includes "n" perpheral device{s) 1411-141n ("n" is a

positive whole nunbﬁxcg%.rré\/@'1§Qn&'ll%sﬁ@ﬁ%%ﬁd&ﬁ{bn't/o@abéiﬁ)s Ze oFX of a
peri pheral device incClude a nmass - M-~ zcca WD 99/ | 7495 PCT/ US98/ |

3096 storage device_,1411 i sk, driv . s drive, a
Floppy. di ok drtve.  ETa s U R fdthtiotpepongrtyRion Sedr ovt e

crypt ographic Ibenﬁmtmeahzblylthy crpptogyap g dephiecofdéigiie2.150 may be connected to
chi pset 110 through a dedi cated; bus 160. O course, as alternative system

embodi ments, cryptyg gﬁ?@@llgaﬂqnhgeaaﬁg t BF @Gega&rgemaa&aélon with
anot her bus in conp such as host bus ls‘ilq Qr Bﬂgt her processor based

bus |ike a backsi de bu®eriesmed e C%’Ptcffé'ﬁﬁ Vigs igh1e2. Referring to
Figures 2, an illustrative enbodi nent of cryptographic dévice 150 of Figure
1is shown. Crypt ogphDrESd:NPd‘H)NSOFiTiHELIZR:EFEmREDtEIgmB ENTuUit (10

devi ce 200 contained within a package 205 which protectsi|C device 200 from
damage and har nf ul sing unit
210 integrated wt hfﬂg?qg%el%%‘%mé&l gaétee\%etg?gxﬁgﬂpgﬁ&ngguaﬁp?ﬁnal ly, a
random nunber ¢EHiSWHRE 22TYPERErapRIq APY ISRtz rlqaﬁtﬁesrséglktagenzwaaée a

separ ate devi cgyyp &r@ﬁb ah@ fBF Qé‘gfi§t%hﬁ‘1% R dryBédyrh hi@twéwwfrbm grnal bus
225 (as shown) or | rat eg \gb r}ﬂ I’OC%SI nhg un| Rangcgﬁn; nunber
generat or 220 Heén%’? Bo%r BRE ToHRWIRE PSP RUOR Wﬁ%‘h IRECLEYabni ¢ devi ce
150 i s operatiuged in genenat iqdestriloncenvaie. feAturbo oflthe peesefrb imfvergium. of t he

crypt ogr aphi ¢ ﬁ&vrfﬁ%nﬁggnﬁ rgzeo%éfgg%&ﬁﬂ%s %e iy @&J@ Mg

as a
CO- process ate t av |ety ereﬁ¥ enbodi nent s
coul d be sel eclrferaiwar@rp@dmp having {posgatipni rrogessine fungionalitpsurhmsenent ed

within a di sk geubaalple a cBhputes WEdcsikiaé %a(@.xrﬁ@éﬂdfarﬁﬁfxté?n shaped like a
credit card bug, having a, m cro- - Cf ntr al 'ﬁ@)g or vvrthrg oﬁ%ttrr I | ke
processor packaGEOTRRIRR) KB ESIA LY Helibed &S anerdmpLt Gt

Qt her al t er nat arvé/ @nbonlirob iiformayionncl ude i ncor porati ng e functl onal ity
of the cryptographic device into a chi set or within CP121. I'YP 82" P P

Referring to Figur ekt?‘adaltfb‘?{ SREFLAY ﬁlag gnh r%%gastterea% ¥en rgst
enbodi nent, inplenenting ptogra evi wthin
2Q r’r\rljarxous types of cryptographlc information. A “key” wl 1ch 1s an
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WO 991 17495 PCT/ US98/ 13096 processing subsystem 120, is %hown I C07 MAR 2002
conponents (including cryptographic device 150) are placed on a processor
substract 300 formed fromany type of material upon which I C conponents

(not shown)woan/1f@s att ached t hrough wel | -known techni ques (ep@russakeRr
connection, etc.). The processor substrate 300 is substantially covered by
a rectangul ar-shaped package 310 in order to protect the ~C conponents from
darmage or harnful contam nants. Processor substract 300 incl udes a
connector 320, preferably adapted to establish a mechani¢al and el ectrical
connection with a notherboard for exanple As shown, conngctor 320 may

i nclude a st aneracdinglaaddogelecodingcparanteter ubesviy wnvestibapk a femal e edge

connector. . h e | strate
connector . Acsr i FlfioRs duchhg 4 & rﬁﬁ{éﬂﬁé‘%@& ﬁto%’ H&Sf@)t;cggtg tra

, limted.or restrict
crypt ogr aphi c e:n % ai%@fm%% 1%%5\6‘?5@ bﬁ %9@9{ Action ﬁft%ﬁggéhrké}’devr ce
150 may be pl aaggptegraphic fubaiies(edg., budivesy, Shanﬁr asdahtiernanREA¢d with
Connettor 320, bisel (LhEbaf A digfaliirfchd: ¥ hane b U %t LS, Cermnt of
this cryptogr a@\tﬁ@@ndfewl degi50publiakey} u@ﬁct/f@rousamgltbsnﬂl El)'hﬁd ot her
requi site condirhQRstich §s BRI Selth Oéx*i'@&tgrke C’(’I’I@@Mof ‘3' c%‘%ﬁﬁEﬁlon

conponents (e.g., capacitors, oscillat res stors quc ors, etc.) are
attached to pr%)‘btr]é‘é’%}’ BYBEHT 3R¥% PSIRPN AT G idc PesiHaMmer trust t%trmng ot her

thugs, maxim z amahai@ bt §poraod tldeelt gied eekefi@itd sath @@mmmatr on line

bet ween t hese e ren w tao Fi. referred

enbodi nment of %O ed'l[} QFP%W ‘% s%tcfﬁ?tofegrfﬁ}g%hgq%lp%?tggraphl c device
is shown. At nmauﬁémtturee, antiethcrlylpi ogr aphi ¢ devi ce under goes a
configuration phase in order to load only a limted armt;‘%t of cryptographic

information into 'tﬁeﬂe?hﬁgrtétlﬂ ufeyi %1Wst?ﬁ'fﬁ% ¥mbgaemenbedisent for the
configuration phase jinvolve certification stem i ncl udi ng

(i) a progra ﬁ@trh‘é’érfé’ﬁf%wgﬁrﬂ Oé’“a%\yﬁ%y?ﬁi’lnrt |”éYe%ti‘%§’y howng In g -6
WO 99/ 1749S 0 thidvVARbdA2meaT,/ theBéct a6 sgsteﬁnmmwmptrﬁes @r‘qmpggr]anhl C

d d d bas

ctor) uhich r colrRORRAERs dinfler ooy Eme, PREERN, GRS MipaieRs ®

mechani sm To mapiidcloldec brt ate noelipritesieon rastraed itor, puodk mgeubm¢mon

operations of fi@)eal%&gt By AEANED §HH%‘&1§B 61&?%'( Qteh'r””ed on,
PR

the progranm S fally P i es nd provi des
pr edet er ni ned &9 é‘éﬁl tivedy, éﬁ?%b%ﬁ@%ﬁ%ﬂ??&f@ H@a%%l tt"ﬁe

crypt ographi ¢ fiewtiofaliyaof Blecttericautsgsteanen00.Thi s control information

pl aces the cryptogr aphr c devise into a configuration node (Step 400). After

being placed In {hovGOBLLAIRLAPNBNON.LDRAG XL AN ot e T L1 al Iy

recei ves a unlque a e seri numnmb ng
mechani sm (St ,sybsyeiem 1RGimeindes af least one rerdral processing umtn(ﬁg’rU)oﬂlbr ts to

avoi d duplicat¢py (A 8- oon%%cea té §e$)1,1o%EBHo%t shiened, metrh@md?%egr at ed

device NV nmenmory of th ﬁg c device and.is g) gvr
dat abase (St epPUPEH§terd e eﬁr?@eo%rtralsa%@aag Qb VolRfdle eMORYt abl e

of pointers Eaglot phowrgrsuck arsespotrwetdfed)fmﬁddhdsm lgceemm@hom)r e

oot Stea i (EAKOLRDAD o OB AnEHPRESLE RNl IGHARY 30 1ue!Y
Addi tional |y, mntsmpﬁtydnbomr, thgt syieteny )t mgrapni t,ﬂad’ew Gksedtlhe random

hunber gener at Qendct F&Q%Sf@férﬁ 23045R 0ol 8Nth Hé&&dd‘tcﬂ%%ﬁé'xﬂ&n@r ni que
symmetric key (SK) gnd a key pair (Step 415) The public key (PUK) is

exported to without_undergoin ny ,nodij fi ,,42 ). w key (PRK)

i s encrypted using BN Qg q 96@ %’tbgc‘éfﬁefrh |m Bé |rPe of the
crypt ogr aphi ¢ @I@upe{e) 141ile4irhlé" ‘oist momtvgbabele(lsmrbewzw ichvareecoupled
specifically, r e tedtothe
datal ~m nunbers u%@%r@a%@e&gaﬁggaﬁmfg ‘i‘ﬁ{a& H{%‘l @ES)H?QJS
preeafter, exported ypted with SKise. As a result, the crypt ographl c
device contains a mninml anpbunt o~ crypyographic i nf ormation, nanely SK
and DSER, while an indexed database includes the majority of the
cryptographic it tion of tion.




0O i ..MAR 202 WD 99/17495 PCT/tJS98/ 13096 Optionally, as gepr esent eg Péﬂ%’ tzﬁm
dashed lines, it is contenplated that a digital certificate associ at -
PUK and DSER nay ~e | oaded into the database at a | ater E)i me, potentially
even after wbe9grgpt ographi c devi ce has been sent to an ori graralsoegsdopment
manuf acturer {OCEM for placenment in the electronic system (Step 430). The
digit~l certificate includes at |east PUK encrypted withla private key of

tl ~e manufacturer in this enbodi nent, which could be used for subsequent

aut hentication of the cryptographic devi ce. It is conterrEl at ed, however,

t hat DSER may be included in the digital cert'i'ficate. After the

crypt ographi ¢ #évagedpsiseakh (s. &sﬁzhaF@@ﬁkﬁ@@vﬁz@dgl@éﬁﬂéﬂ]dﬁvgy%ﬂ@ppblaw ng
sufficient sys eI Y Jip sl i bli shed to the

dat abase of t~g%$anu¥actur%rdlglgr re’éﬁﬁg% dq{kson pur g%)?%})a This registration
schenme does not reqw re a,secure conmunicatjion channel because PlI~K has

been encrypted. Regil8tR&Vi CW@@PB&#WM&*‘B? A YRRFTEPREASEES t omrer

i ncl udi ng an cBnbfafyousec@mq@mto afiptdiel 16ltRedugna eieammmtzmsmeoend user,

or the end user h e glectronic. s oaded
with system so??l\l/vﬁ?e %15 gattlgl r g%gt\r Hfhmae %’c'):tﬁwtr?eg\é ﬁﬂ; (#gxce PF50
initializationmaly bﬁ@leqedcwmmmtgygatm wﬁsys@ié\ﬂ-botstmaqcenpum 100
registration subiosd hBg MU A @Ssicthes PraebRlia3bl MhsaAERBAARIdOPas W th

t he database in order to retriev gown load cr ~~ tographic I nformation
uni que to the EIESOHPYH COE?Q@W?@%‘J %f-stration schene may be
transparent to the end user or may require active participation by the end
user in agreeing toRefdrtiaignot Big lmsesanﬂam@m@stfamefr@o@amehebeam ng the

T Ustrattve eROGCRBRRGHevicE 15 br EfbtBl 0k ShBRal o plaatbHir a8uiB o0 e o
t he manuf act ur &vclaches menmgmgdrcet@:mtdllﬁi dareice 20BMongaided hueac ) is
shown. first, ﬁa&mﬁhic@l heaset crmcetzbobeoﬁﬁaem é% mﬁ?nlt a

dat abase and the el“ectronic a stem. | npl enented with
devi ce (Step 66¥)tamiRABisHH{- Bevige 2BhS Pmees avrérro':ﬁmng mtr %gr@

dedi ca’;]ed _g_ wifh arsmalfiarrﬁﬂ:&k tWDcEﬁzﬁéeMJ%xr@@[ézlySQE 1@;&&;1'&?1119% ﬂahd@nﬁr over
any ot her comupigation Li.n Q S transmts a
nessage, i ncl uar ﬁlg%% §§ﬂe5ar§?al n&%%%%?l % tﬁp 1rt‘gﬁ'/"h %ﬁa@ %% the

dat abase over $¢r@retmd€|‘v1€elcoan€®ﬁdcthanne¢85(r® epltw@)thrtm aatiabersel r ecei ves

the message an9u§'§25'5§§h ﬁfnt@ dt@&“%t}hﬂ éé?s@h% 10”? &g\aph' ¢
i nformati on associ ted wi e,%?to gr devi dent i y DSER

(Step 610). Thnumkgﬁﬁt&?@feaqﬁm EZQFﬁB? qQ BFP tmgwn@km) eysh %ﬁgl t al
certificate) ieéryptagaipHit dvaEQISOtli‘JQprH‘tmgﬁinCﬂtbﬁﬁgﬁh&fUiﬁhlddé t he
el ectronic systemanti |oaded into syst em NV nenory of the electronic

system (Steps 815 ~A0hoyBil e, HBodRLON BRNLEoAMLER RIS 1641 Y

functional to suppor -kKéy cryp ogra as access to ifs
PUK and PRK beghkeia if gpm@rwh bern@é@nylmeéoas\m EOrpPIRCeESPBALIS | ntegrated in

its device NV griemplaiddl it a6Fdridth cﬁ@ff@fe@&%n%’@&ﬁiéfﬁé“é ufﬂﬁM@s@l@@l’éd

descri bed and shown i n_ t he acconpany n sb ire 8 nder si t ood

t hat such errboﬁ‘i’?r@m@Péer ETYROEF Fld.?é’?crea{q%\/%‘g AP HRe t% Wit e on the
broad i nventi odiskadtthttdiddr, dhias’ mate’htamln trrrbﬁ'ad:mm Bbmpdcbhkeeﬁeém fic
constructions @ BLf RAORIEN LRSI AN AGSCTLRED RS HRL LRGgbPeT

nodi fications rnay occur ose or
r~~:? 2~~a2  package including CPU 121 as descnbed below in Figurep 3-4. Other

alternative embodiments may include incorporating ae functionality

of the cryptographic device into a chipset or within CPY 121.

Referring to Figure 3, a perspective view of an al%temative system
embodiment, implementing cryptographic device 150 within a

-5-
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What is claimed is: 1. A nmethod for configuring a cryptographic dev@qempR 2002
conprising: |oading a device serial nunber into a non- volatlle menor

t he cryptographi c device; producing a key within the crypt ogr aphi c deV| ce
the key bei wp®tiosssd in the non-vl~latile nmenory; producing actrysps/omgpsaphi c
key pair within the cryptographic device the cryptographic key pair
including a public key and a private key; encrypting the | private key with
the key, and exporting the device serial nunber, the public key and the
private key encrypted v~ith the key to a database renotely | ocated fromthe
cryptographi ¢ device. without st ge of the u~lic ke 1d the private key
internal |y wit REACESREECT Yéffﬁ%gﬁs CO’F}RPT}%%{%g IBgaim 1
further conpri srmograp:hls@@mdemlﬂomgr@pbacédlbhflﬁprcb@é:djrrsgl fratd\BGU fetrieen

within the non the cr 0952 ic devic fter the device
serial number érr?&nt né’ %@e ngr\llét réaeln H&e}ﬁ g& #W‘ PRTHD n8 sheWpicqn
further conpri bfemg‘caCbEd\/qthlmgh wedl- bubwrbtacbquL@Sa(e(ge,rsqlﬂelca@mmﬁttm hority;
encrypting thegpup 'T}S:e ?cyc 6%1@)5&%@@6@13%5%&&%2 c%%fé ?f%t' on authority

to produ~e a dig |taI I .sendin certificate to
t he dat abase tée%té’é ﬁ’i?‘aPﬁ Pﬁﬁk‘l’gf‘c?’l&y‘ﬁ rttﬁdxé’ﬁ%,cw % écﬁ’mw@tkey 4.
The nmet hod of eﬂoanraalnag@efeaaarntmlec&&anﬁﬁaxsgrlm{oc&sﬁbeabgﬁamwe and

et hon ot i m Augs S5k ee Bl DA Sl ol e SRR SUIBN £ KRSy 5 T
claimb5, wher eandtdiectsyahe@mmertﬂoe\ywn&l mmcatherlmmdofpstex l¢.r gva shdien,
symmetric keys c@ﬁﬁé%ﬁé?@ n‘(‘é;ﬁ hdiige Qts%d#gyr%%%?ﬂ“bm%rcﬁes T)he

met hod of cla erei n tthe non-vol at 1 IS I ntegr vvlth
processi ng IogP& P@Fh%%aéﬁ?‘ﬁleo@%ﬁ?@%é‘% ce. , 8. A nethod for regi sterl ng
a cryptographi c device conprising: establishing a cormuniE cation channel

bet ween a ﬂat abase adstwelie@igor 4, hthyslgecdrﬁpbﬂéf&moé(j)r ésﬁof bﬁllastrate

crypt ographi c crypt Qge iyc._devi c non- vo

menory stoing ggqénc Sﬁahgu%e%eﬂiée)‘q@ﬁ. Fal°" rﬁﬁ%we Q%T?E_‘Iﬁegmﬁéé‘ ato

t he dat abase, &héd mgptczgraphmqludcm15(heFdevowtsmcaabnmw1 E&U ¢2ht ai ned in
the g g g g cr YRFABEAPHIE dd61ea8D s be pHked ¢h §) Yiackdbb Bus which is

usually connected with memory 330, (ii) a front-side bLiS which is

usually connected with external connector 320, or (iii) agdedicated
internal bus. Of course, placement of this cryptographié device 150 is
arbitrary so long as latency and other requisite conditions are
maintained. Although not shown, discrete component!s (e.g.,
capac1tors, oscillators, resistors, inductors, etc.) are attaciﬁed to processor
substrate 300 in a selected manner to, among other thmgs maximize
routability and decrease length of communication hnei between these
IC components. ’

Referring now to Figure 5, a preferred embod1m¢nt of a
configuration scheme utilized by the cryptographic devxce is shown. At
manufacture, the cryptographic device undergoes a cor%nflguranon phase
in order to load only a limited amount of cryptographi"'c information
into its integrated device NV memory. One embodimé¢nt for the
configuration phase involves the use of a certification pystem including
(1) a programming mechanism having a device carrier sized to
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receiving a public key and a private key encrypted with ghe key aﬁ W?ﬂﬁz
with th cryptographic device, the public key and the private key Navi'fg*
been originally generated internally wit 'n the cryptographic device but
now st or ed wotohitmios he dat abase in lieu of the cryptographic steviseibdsel f ¢
9. The nethod of claim8 further conprising: |oading the, public key and the
private key encrypted with the key into a non-volatile nenory el enent of
the el ectronic system 10. The nmethod of claim8, whereih the comunication
channel is not secure. 11. The method of claim8, whereih the key is a
symetric key. 12. The nethod of claim@8, wherein prior to receiving the
public key, thacseErmedatetheayptogrpphisidryics apddé) ¢i4Rj2RaRe (Rsasmeprver,
including the gemoaal Sﬁﬁipaiteﬂ)uﬂémffralm’e t@@)dﬂh@h&é@ewwt tbpeaplgyi ce serial
nunber as aloo transmttin ubI| ke dthe rivate
ey oncr yot ed TDHmeRgndsgR fd RESEPEnink sl 0 SYall Rotei5itht el ai m
8 further corrpthesprtgsent enedntiony cmljaltgetfahcbemtqpfelr@iacmes béting the pubI ic key
encrypted with ﬂo E?ééhgfq []tgé‘ heatd authority. 14. A system

E %Ja i e

conprising: a non VO menory el ement cou?led to the

chi pset; a cryptogr hIC device c led to the chipset he cryptographic
devi ce including prg\gl?e%‘él Hﬂl%@?ﬁ%ﬂ%ﬁ&lw |TNg %m migaly ce

non-vol atile nmmslyes pberenaimdvpta@tides p mlmémnnmait mmmuﬁodﬁut@ﬁ ines i al
number and a ke

r .0 u of the
system and a c%g?rofﬁbatg lgaésp(?frt\?l tcrﬁ{oﬁr%%}élfwetvé% il tﬁ %&l%egl%fﬁfo t he
non-vol ati | e mehisrgorduoli mzomgn@n péaqearﬁhetcmq:tpgtﬂpmcai@d'lcmmtatae keys avi ng
been ori gi nal | I )\ during
2Bl or conti o SR ol E{g’% |40 vé*@‘%%?%g g e %‘ﬁ?@#@ﬁ%‘?’g‘p hi o
devi ce prior tB9adeyithe Fé)thSHTa 19 devicedpitinllygresgities agemi ‘é%‘ﬁfﬁ petiply: a
random nunber genieat(®SER) feRefat Brairah@asiy ﬁ{é@héﬁi@ﬁlﬁ@ mm@) to produce a

~nmetric key, ub c _.ke a a te

crypt ogr aphiyc g‘é’%’@éy ity %P{V\r}blaasﬂef‘%’eﬁéﬁ‘b‘@yqrrf?mgﬁ ﬁ) AYH, ‘i’g’/ﬂf‘@i‘%’r‘?r’c key;
and a pr oce55|GagguaitorcﬁéLthse)dDSERtlhetoraddnrﬁmumtbgratgénrkew e0lN Vamet rmt drey
non-vol atil e t he ke
into the non- C(B; e rgi:%?ﬁ I aellr‘:%“rls; %‘ﬁ‘mgg‘i}?é He Qh?abh?@gétggzﬁﬁ) h 11 Y
0 z r~a~ z00S Pﬁ@ W@ééhﬁ: zja%ﬁf’a agjan; indg ﬁtf%ﬂ?h“aoépf’ﬂférspd%ﬁth key and
the encrypted ?bin\fé\ﬁ B respyniibldifiitaddresagg odle dmoRebiatideeYinamne

A R e e
cryptographlc device identified by its DSER.

Additionally, by supplying power to the cryptogriaphic device, the
random number generator is powered to produce rand?Pm numbers
used in generating a unique symmetric key (SK) and a gublic/private
key pair (Step 415). The public key (PUK) is exported to[ith
without undergoing any modification (Step 420). Howgver, the private

e database

key (PRK) is encrypted using an encryption algorithm (q g., DES pre-
loaded in memory of the cryptographic device), and thekeafter exported
to the database (Step 425). More specifically, PRK is enc{ypted with SK
(producing Egk(PRK)) before being exported to the datajase. As a result,
the cryptographic device contains a minimal amount ofj cryptographic
information, namely SK and DSER, while an indexed 1 cation of
database includes the majority of the cryptographic mf@rmatlon

|

[
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16. The cryptographi c device of claim15, wherein the prLcesm ng PtMAR 2002
controls su>asequent retrieval of -the public key and the;encrypted private
key after outputting the public key and the encrypted prﬁvate key during a
regi strati amophemss 17. The cryptographic device of clai m 1&cveseidpst he
processing unit controlling ~ccess to a renpote database for retrieval of

the public key and the encrypted private key. 18. The cryptographi c device
of claiml5, wherein the processing unit is a general ~putpose
mcroprocessor. 12 A F.A AF.A L.AF_. AHB. A A3_.Ar. A Y. A . A@QONc$Xhqs~Z
$={{<5A~ytoje [V]cC a] ca] ca] ca] ca] ca] ca] ca] cal] ca] c ajcal a! cal calca]ca]calc
aU ¢ Optionally, as represented by dashed lines, it is c@ntemplated that

a] ca] ca] ca] ca]£alhfalerlfale absrtdicaleih Cral ANH BEERGMay beloaddP{rd345S55| w

s el Tl kol e

>>( >BCCUCd hax KéEiViveNOE) xa rorikihedd @&]mal]mﬁa]cttaﬂec (OEM) for

el 2:! ok k@%&ﬁ&%@@%ﬁ%ﬁ‘ ERhC el 6l Ealibeal oal cal ¢

U ca] ca] ca] ca]laél]usieé]&telﬁfé] ]<c¢§tjc:§1a@f@d]wﬁbcaap@arteal}%a?f:{%?:mm&wawa] calc

a] ca] ca] ca] calig d ¥or@%
10%Z& 109%Z& 910%7_& f F$10%& h [[9+ 10JJ 0% J& !
10%628& 0)-1 laﬂ(fig)@%ﬁ(tjoﬂ ihp et egra&wﬁv@? |1t is) epptompniste @pq()z L]E

10JJ1j | s109ZZ& e bss tRABSER- 16h# EEORFRIdert B aZdigitht 8aBMwatd) - 10JJ
1033$=z}[ <1 10 10Z&7 109Z& ()-!

0 109 " () -
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electronic system having sufficient system NV memo
communications may be established to the database of
manufacturer for registration purposes. This registratiq?n scheme does
not require a secure communication channel because PfQK has been
encrypted. Registration may be performed by any dowristream
customer, including an OEM before shipment of the electronic system
to the end user, or the end user. For the later case, the dlectronic system
may be loaded with system software having a registratipn subroutine.
During initialization of the electronic system by system software, the
registration subroutine would assist in establishing coxiflmunications
with the database in order to retrieve and download cryptographic
information unique to the electronic system. This regisitration scheme
may be transparent to the end user or may require activ‘}: participation
by the end user in agreeing to certain terms and conditic}ns (e.g.,
releasing the manufacturer from liability, etc.). 1|
Referring now to Figure 6, an illustrative embod;,ment of the
registration scheme between the database of the manufgcturer and the
downstream customer (OEM, end user, etc.) is shown. FKirst, a
communication channel has to be established between the database and
the electronic system implemented with the cryptographic device (Step
600). This may be accomplished over the Internet, throygh a dedicated

-8-




yt10% & ()-s!'yt10% h h& ()-s<2345AM r S40 1#F10% h&' () - F

0% h& () -

10Z 10Z{{<wX9K 10 10Z #10% h& ()-10% h& ()-f! “10%h h& !L 20% E\dae ou
1

h& ()- 10 g g 10 g g 10 g ¢!

%40% q q& ()-L!%0% h h& ()!L]}[<140 10 L7Z10%

& ()-! PYAOYWcodn&ads) - | 940% & ()-0 10% h& ()-!P 10% & ()-  pOYRISE/(39eTKA0

10 L7Z1!

&10% h h& ()- 10% h& () - y#F10% h& ()-310% h& () - & F10% h& () -

10 "9 99BABAMXVB70 10 10 10 10 7 10% & ()-!' 10% h
h& ()-!C 10%cé& ()-!'10% h h& ()-!10% h h& () - Y9884 +- a?MB70

phone line or over any other communication link. Next, the electronic
system transmits a message, including DSER obtained fﬂom its
cryptographic device, to the database over the communfication channel
(Step 605). The database receives the message and ut111zes DSER as an
index in searching for cryptographic information associ Ated with the
cryptographic device identified by DSER (Step 610). Thid cryptographic
information (PUK, Egk(PRK), and digital certificate) is transmitted over
the communication channel to the electronic system anfl loaded into
system NV memory of the electronic system (Steps 615-&20). Thus, the
cryptographic device now is fully functional to support public-key
cryptography because it has access to its PUK and PRK begcause Esk(PRK)

!
can be decrypted with SK already integrated in its devic NV memory.

While certain exemplary embodiments have been described and
shown in the accompanying drawings, it is to be unders}tood that such
embodiments are merely illustrative of and not restrictive on the broad
invention, and that this invention not be limited to the%specific
constructions and arrangements shown and described, imce various
other modifications may occur to those ordinarily skillel in the art.
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What is claimed is:

1. A method for configuring a cryptographic device comprising:
loading a device serial number into a non-volatile memory of the cryptographic deEfvice;
producing a key within the cryptographic device the key being stored in the non-v¢latile memory;

producing a cryptographic key pair within the cryptographic device the cryptogra;%hxc key pair including a
public key and a private key; |

encrypting the private key with the key; and

exporting the device serial number, the public key and the private key encrypted V\gith thekey toa
database remotely located from the cryptographic device without storage of the pu;blic key and the private
key internally within the cryptographic device.

'
|
i

2. The method of claim 1 further comprising: i

discontinuing any further loading of information within the non-volatile memory cjf the cryptographic
device after the device serial number and the key have been loaded. .

E
3. The method of claim 1 further comprising:

providing the public key to a certification authority;

encrypting the public key with a private key of the certification authority to produie a digital certificate;
and i

sending the digital certificate to the database to accompany the public key and the i‘:ncrypted private key.

4., The method of claim 1, wherein the device serial number is unique and distinct from device serial
numbers for other cryptographic devices.

5. The method of claim 1, wherein the key is a symmetric key. !

6. The method of claim 5, wherein the symmetric key is unique and distinct from tither symmetric keys
associated with the other cryptographic devices. !

7. The method of claim 1, wherein the non-volatile memory is integrated within prEocessing logic of the
cryptographic device. X
i
8. A method for registering a cryptographic device comprising: i

establishing a communication channel between a database and an electronic systerh implemented with the
cryptographic device, the cryptographic device including non-volatile memory st mg a key and a device
serial number; .

transmitting a message to the database, the message including the device serial number contained in the
cryptographic device; and
10
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9. The method of claim 8 further comprising:

10, , ! SFTO%&' (

loading the public key and the private key encrypted with the key into a non-volatl}ﬂe memory element of
the electronic system.

10. The method of claim 8, wherein the communication channel is not secure.

11. The method of claim 8, wherein the key is a symmetric key.
12. The method of claim 8, wherein prior to receiving the public key, the method g.lrther comprising:
receiving the message including the device serial number by the database;

using the device serial number as a lookup index; and

transmitting the public key and the private key encrypted with the key to the electronic system.
13. The method of claim 8 further comprising:

receiving a digital certificate being the public key encrypted with a private key of & certification authority.
|

|

14. A system comprising:
a chipset;
a non-volatile memory element coupled to the chipset;

a cryptographic device coupled to the chipset, the cryptographic device including g Processmg logic having
a small amount of device non-volatile memory, the non-volatile memory contamnjg a device serial
number and a key; and

a transceiver to download a public key of the system and a corresponding private ﬂey encrypted with the
key into the non-volatile memory during registration, the public and private keys §aving been originaily
generated internally within the cryptographlc device during a prior configuration stage for exclusive
storage outside the cryptoraphic device prior to registration. :
!
15. A cryptographic device comprising: ,
|
a random number generator to generate at least one random number to produce a s!ymmetnc key, a public
key and a private key associated with the cryptographic device;

a non-volatile memory including the symmetric key; and

T s

a processing unit coupled to the random number generator and the non-volatile m¢mory, the processing
unit to control (i) loading of the key into the non-volatile memory, (ii) encrypting of the private key with

T
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17. The cryptographic device of claim 16, wherein the processing unit controlling pccess to a remote
database for retrieval of the public key and the encrypted private key.

18. The cryptographic device of claim 15, wherein the processing unit is a gcneralipurpose
microprocessor.
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