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target information element

Construct an original management frame that carries a

.

connected clients:

When it is determined that one or more clients are
connected to an AP device, perform the following steps
2021 to 2023 for each client among the one or more

Set a destination address of the original management

frame to a MAC address of the client

:

Encrypt information in the target information

element by using a key corresponding to the client,

to obtain an encrypted management frame

Y

Send the encrypted management frame in a WiFi
network, so that a connected client in the WiF1 network
determines, based on the destination address, whether

to process the received management frame

2021

2022

FIG. 2
Octet: 2 2 6 Oor6 Oor6 Oor2 0or6 Oor2 Oor4 Variable 4
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Frame | Duration/ information |information| information Sequence information QoS HT Frame FCS
control ID 1 control control | control | body
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Octet: 1 1 1 1 1
Element Length | Channel switch mode New channel Channel switch count
identifier number
FIG. 4
Client AP device

First time of handshake: send ANonce, an SSID, and a
MAC address of the AP device

Second time of handshake: send Snonce, a MAC
address of the client, and an MIC

Third time of handshake: send a GTK and the MIC,
where the GTK is encrypted by using a KEK, and the
MIC is encrypted by using a KCK

Fourth time of handshake: send a message used for
acknowledgment

—

Install the PTK and

the GTK

FIG. 5

Install the PTK and

the GTK
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Element

‘dentificr Length Information

FIG. 6

Receive an encrypted management frame sent by a wireless
access point AP device, where the encrypted management
frame carries an encrypted target information element

:

Determine, based on a destination address of the received
encrypted management frame, whether to process the
encrypted management frame

:

In response to determining to process the encrypted
management frame, decrypt the target information element
by using a pre-stored key

:

Manage a communication channel based on a decryption
result

f 704

FIG. 7
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800

)’_ 801

Construction unit

802

Execution unit

P

Setting module

8022

Encryption module

8023

Sending module

FIG. 8

J 900

901

Receiving unit

902

Determining unit

903

Decryption unit

904

Management unit
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