WO 2005/ 048211 PCT/ US2004/ 034366 SYSTEM FOR DETECTI NG RADI O FREQUENCY

| DENTI FI CATI ON TAGS TECHNI CAL FI ELD The invention relates to the use of
radi o freqguenasougentificati on systens for nanagenent obcanist@h@sizpéthin a
protected area and, nore specifically, to techniques for detecting

unaut hori zed renoval of articles froma protected area. BACKGROUND

Radi o- Frequency ldentification (RFID) technol ogy has becone widely used in
virtually every industry, including transportation, manufacturing, waste
managenent, postal tracking, airline baggage reconciliation, and hi ghway
toll managenent. RFID systens are often used to prevent unauthorized
renoval of articles froma protected area, such as a library or retai
store. An RFID systemoften includes an interrogation zone or corridor

| ocat ed nealSYSEEMEPOR DETECQIINGERADIGGFREQGUENGY EDENTTFDEARION TAGS
attached to the articles to be protected. Each tag usually includes
information that uniquely identifies the article to which it is affixed.
The article may be a book, a manufactured item a vehicle, an aninmal or

i ndividual, or virtually any ot he@a‘?ﬁ@ﬂb%[ *;H)cl e. Additional data as

required by the particular appli S0 be provided for the
article. To detggdinfertdd refalR8 tRiheBROLFadRI M iHeficyideRifARbLA s{dMMuE the
antenna to create an electromagnetic field Wthin the interrogation
corridor. Mhemgkinehtchfactidlesaypiintaggetevied hiea ahtanorepedifically, intechmauestfbre t ags
produce a characteristic resEgﬁs ..Ig articular,. once activated, the tags
communi cat $EERA grepthgrized gem ngt% & &1om 4 PTG the RFI D reader to
receive the identifying information fromone or nore tags in the corridor.
| fi the communi cation indicates that renoval of an article has not been
aut hori zed, the RFID systeminitia ropriate security action
such as soundi ng an audi bl e al armhg§:$§@ﬁﬁgxit gate, and the like. 1 WO
2005/ 048211 PCT/ US2004/ 034366 . Most t hods of deterym ni ng whet her articles
present in the R¥tf ang‘a@qy&ﬁle%tbfmapa%ﬁﬁ?)ée%@ewg&ﬁéﬁ%&%w%@wéﬁ@%pon
first i ndi yidhe) rfRhagh, sk kRPN BaBRGEnHAY ikt HifuckhRhd, and
t hen check?{ntgﬂgjetveﬁﬂ’lﬁﬁlﬁn pﬁ}a étaﬂtrﬁhgsﬁol;I L%ﬁhlé articl elsg’assoec]itﬂatég% vmht’h t he
postal tracking, airline baggage reconciliation, and highway toll management. RFID

systems are often used to prevent unauthorized removal of articles from a protected area,
such as a library or retail store.

An RFID system often includes an interrogation zone or corridor located near the
exit of a protected area for detection of RFID tags attached to the articles to be protected.
Each tag usually includes information that uniquely identifies the article to which 1t is
affixed. The article may be a .book, a manufactured item, a vehicle, an animal or

{ individual, or virtually any other tangible article. Additional data as required by the
particular application may aiso be provided for the article.

To detect a tag, the RF reader outputs RF signals through the antenna to create an
electromagnetic field within the interrogation corridor. The field activates tags within the
corridor. In turn, the tags produce a characteristic response. In particular, once activated,
the tags communicate using a pre-defined protocol, allowing the RFID reader to receive
the identifying information from one or more tags in the corridor. If the communication
indicates that removal of an article has not been authorized, the RFID system initiates
some appropriate security action, such as sounding an audible alarm, locking an exit gate,

and the like.



identified tags. Sonme nethods, for exanple, involve determ ning a serial
nunber for each tag, and then accessing a database to determ ne the status
of the arwocb@nasgoci ated with the identified serial necbas200Q0he66

techni ques require issuing commands to the identified tags once the serial
nunber has been determ ned. This process can be tinme-consum ng, especially

if several tags, exist in field. r _ex I i.n.order to.obtai.n a
conpl ete t ag SHeRGRE e s §ng el aTERE PisSinf (B G Rop @ RHors
than one ha@ Yee$BIRRES Gt depddEonFurGahdiviinally @e6itiry andlgerlfiag efdeay @¢d My
be invalid, and neither tag's serial nunber can be obtained. To deal wth

this, sontedipld endthepsheckingdnterminingithy safuppbibe sgiclesseeciatedwithéhs each tag

to respong jn.a, different ti I unt | 4L, dded
dol ay | s (SR Gy SBRRTaorhodty 1 sBppls MebivP dkieb AR AL Sordf Bl ) 8T

i nt er r ogatagOsmdaBéd Addedsirfgod d:AabaeE b EieHlind@E isQehsf thd drbicleAssRiai@B®ith Bt r on
can be carrying multiple books. The tinme required to determ ne whether every

one of t hislengieskssripknusies k Othes technisues reanirerissHNE 6pGEIANEhtrhe kdentifipgtags pat r on
spends in tréetpcogqi dorb éV\%,) 20(%%/ 048211 PCT/ US2004/ 034366 SUVMMARY | n
general , PHE PRFERE PORDS S PR 588 i o- Fr equency I dentification (RFID)
system for defggiprdtgsd @dive timieamBiming, dgRtiafly ¢Rdevoral taggsxistMartie: field.
specifically, the invention relates to an RF exit control system which

det ect s uHengxampiez grordemnohiainf campletd teg sériad mupbex; oolyernedag farciespongd atguch as

books or gther.articles froma |jbrary. A series of t ennas_ar set up to
or oduce | AT FoRaE B Qtes tropendsh At RedisRgoSm s AATE el Ar ea.
RFID taggvahé€ a8 heeie thpt OserRPnd@hbdr&ak be bBrahRdPTetdel wilh tHif) soRe sexakP! e

system each tag includes information that uniquely identifies the article

t o whi ch hse dnsanfifcollicéen pracksstvalrigl raquires eashitagto raspong impa diffeaentitinee Yot icle i s

aut hori zed t.0.,ne renpve om,the.facility. To.detec t th RF reader
out put s R B R R R Ao s e pra B 40 8 ERE Pl Purietthet ol G
Wi t hi n t hgatidik afdiQ g in@Rrogttidd eQtidorfor Rvefy@ReR HeAbd PEHithe RAIRN) WaIh fabtem a
single port to nultiple antennas via a splitter/conbiner. In this way, a
si ngl e RFcandeeiseryingtianlgnleybookie The tims pequired 1¢ exienmine whether eyesyiprewldbes| y

interrogates nul.tiple antennas. .The field. activates the. ta and the tags,
i turne BRSO dreaReoft 2 FER Bpon et Bt oo MY RSP okiles A ol (he Tog
information via the single transmtter/receiver port and the RF exit control

system det erm nes whether renoval of the article is authorized. If renoval
of the article is




not authorized, the exit control systeminitiates sonme appropriate security
action, such as sounding an audible alarm |ocking an exit gate, etc. In
one enbodiwenbosmhistithe i nvention, an exit control system PGTIUSAWS/033pt ural ity
of radio frequency (RF) antennas set up to provide one or nore
interrogation corridors and a RF reader coupled to the plurality of
antennas, the RF reader having a trans@mwei ver (T/R) port that

provi des each of the antennas with RF power to0 produce interrogation fields
wi thin the intefld ggetdl ahe onehiiciorelatdihe afwlieFrapyndyittdtdication (RF®)ayspmi t t er
that receives the RF power fromthe RF reader and deljvers the RF power to
each of t h&r dstaghing radio-Bequenee wisadtisgiiopegss Megesped lfﬂd\)'r §16i1’61‘§ﬁn61fm s5iEhna

drive si gnde% Richfe@&ﬁmr%sﬁ%&mg{iéf?@&eu@uﬁg%&m&e&%}HMsfmaaeg%h{’% a radio

frequency ut put si roma single transmtter/receirver (T/R) port

of an RF r eadested fapillityt, sidigastYoakRbr othert Ppritlesirgmad libratyo Aasqiesodhnteynafarant enna
drive signals, and delivering the antenna drive si_gnaﬁlls to a plurality of
ant ennas t FLHPAE BERSUEHINESTFARgEeT eTifpis|peated raar thegwd &b theprpiected frsy rFé:d%{ i on

corridors. ta;gg : JHRLPO0 B SHELDR bd n@‘(\){eldgﬁ. plz% %%JH%% %%ﬂrea@ L5 ihdlR des

signals wt e antennas 1n response to a ag present wthin the

i nt er r ogat ifordat R bR Addniifled tHdSR 064 tDRARRGH isfaffttedsind crund inforgatidre
i nput signals into a conbined input signal, and providing the conbined

i nput si gnat Wy Bhethes thy wtipisis awhorized rbe respened fram therfaeilbr Torfstent Adag theg
conput er - 1 gaqaRl e o{g@g{stﬁ? G20S G 12 LA, 00 Brehidahn o RAYAR R AESSOT 1 O

receive froma sin rea ection srgnal t ndi cates at | east
one tag i swithérses intedrdgdakion aoyidof. An RFukaddr oytpats RApeweofyahiadingle poit dor s,
receive a patron signal that indicates at |east one tron i s present

Wit hi n any T8HURIR anteRRaE MiaosRlitsHoBpiney dpdhis wayga sigelsdtt adel WthPaly §R&l  upon
recei vi ng : ect i -S| t I W hiQsa tine
por o, | e Bk B N B AR B e R o MR s 10
cause the petDaessoy tagg ahdittel tagse iratuin, [pesdudp achaacteritingseinkd €ThoRFiréwlet ag
detection signal or the patron signal and .out/put_the al arm signal upon
recei vi ng f9E1v6¢ Hietagpintorgratipn ¥ia the Singlertensgier/ascghsr Port 2pdde sl pohcaitghal

prior to ex 'éﬁh&@ﬂmﬁésf %iggﬁéﬂ 1BBloval Uehd Glidte i aRhoRAa. H refRNVEI @EIE&;QMEEQES of

the invention are set in the acconpanying draw ngs and t
descri pti onotomitlmnizedtthesxif @aitiol eBteno hjigatssonarappragissndcagety aefiof,vack avent i on
Wl D i an Aibla tafts Jockibs i exit gate, e "9S: and from

In one embodiment of the invention, an exit control system includes a plurality of
radio frequency (RF) antennas set up to provide one or more interrogation corridors and a
RF reader coupled to the plurality of antennas, the RF reader having a transmitter/receiver
(T/R) port that provides each of the antennas with RF power to produce interrogation
fields within the interrogation comridor. The system may further include a splitter that
receives the RF power from the RF reader and delivers the RF power to each of the
plurality of antennas in the form of a plurality of antenna drive signals.

In another embodiment, a method comprises producing a radio frequency (RF)
output signal from a single transmitter/receiver (T/R) port of an RF reader, splitting the RF
output signal into a plurality of antenna drive signals, and delivering the antenna drive
signals to a plurality of antennas to produce interrogation fields within one or more

interrogation corridors. The method may further include generating one or more input

signals with the antennas in response to at least one tag present within the interrogation



the clains. BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagram
illustrating a radio frequency identification (RFID) systemfor managenent
of articlwe mwezo4gdiing i nto and out of a protected area. PERES204i034386 nor e
detail ed bl ock diagramof the RF exit control system FIG 3 is a graph
showi ng the drive field signals for each of the antennas in a three- antenna

RF exit cont.rol stem .FIG.4 is .a block di.agramthat ,illustrates
cont ol | Hanh Goging Hedpmysietats oS YoBbindt BTN 3o plradbd Bec, 1
overal | opghsht®@mpaf siphte td¥he DR poR T tiORF rédst.em FIG 6 shows the frane

format for conmunication between an RF reader and RF tags. FIG 7 shows two
exanpl e tag si §nanosher embedigiesh @wempuier soadablernediunfomPRBRSINFEISHOBY that net hod
enpl oyed by the RE - t ] : ] g in the
it er s ogatiihagurrab i ot St Mol L8816k BAITRIHIAS AT, 0 (0

of noi se. jead MO0 %&&éﬁ%ﬂmﬁ’ﬁﬁ' SIS2PRA1DB 6BREerrdghfon d6ridbRcEnot Pefron

enbodi ment of a nmethod enpl oyed by the RF reader to determ ne presence of a
checked- i #ignaghat indieptes aileast G Pairen IIpyong withirRned thel Integragati arRCAHENS,

alternate_e dinents of the signal. ength indicataqr lgorithm FIG 12
shows anoffe?" 8%83?%% B {3%{51%@@,%{5%&5&65911 flﬁgﬁﬁﬁd?]%eg(ofgtgnts@n et erm ne
presence Qfth £1n@6 ketod. "THeAG térh@adaBIeQﬁédiﬂl@itlh%nf&Gth ¢difpirise MhsEuchdnss hows
anot her enbodi nent "of a nmethod enpl oyed by the RF reader to determ ne

presence ©fcansethe prkasgssonta iagiatern timer Vpiideeyiagieshercdiths g detepia sighal hows

enmbodi nenf, _of . a net hod .enpl pyed, by the, RF reader tp determ resence of a
chooked: | eyt HErdh SR PG Q1 el PhorbRRoBimnas bBe TRl kipeion
general , ﬂﬁ_@awnq;@m & tBe PR56 JiBed pher ®i dxpiratioflet e tieg Radi o- Frequency
I dentification (RFID) tags. Mire specifically, this description is directed
to techni ques The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and

advantages of the invention will be apparent from the description and drawings, and from

the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a radio frequency identification (RFID)
system for management of articles traveling into and out of a protected area.

FIG. 2 is a more detailed block diagram of the RF exit control system.

FIG. 3 is a graph showing the drive field signals for each of the antennas in a three-
antenna RF exit control system.

FIG. 4 1s a block diagram that illustrates controller in further detail.

FIG. 5 is a flow chart illustrating the overall operation of the RF exit control
system.

FIG. 6 shows the frame format for communication between an RF reader and RF
tags.

FIG. 7 shows two example tag signals.

FIG. 8 shows a flowchart of one embodiment of a method employed by the RF
reader to determine presence of a checked-in tag in the interrogation corridor.

FIG. 9 shows an example tag signal in the presence of noise.



that utilize an RF exit control systemto detect unauthorized renoval of
articles froma protected area. The protected area is generally of the type
in which W@200568%281 of articles nust be authorized, suBRTE$20848KS6G n a
library or itens in a retail store. Each article in the facility contains
an RFID tag, which may uniquely identify the article to which it is
affixed. 1n addFl{d.%’sh&% 2RSS dRhert BEa RIARRANMM %&rﬁr%hemma&@ «&FI D tag
al so contains status Infornmation indicating whether” rerfoval of the article
i s aut hor i detimifhgrefRRCO0f agheckedribeg anthedutertogiticnicoridre. article so that the
tag i s substant] i rceptible, to help. prevent tanpering.. An_exit
control system %‘g{iﬁﬁﬁ?ég 1ﬁg S&BW@@STME?TC ek?ﬂ%lrgg?ti; 8f@efsfg5‘gf§t‘??é‘gl%flﬁgﬁcfiﬂofy has
been aut hogljég&gm(e.g., a book has been properly checked-out by a library
patron or staff nenber) and sets off an alarmif it has not. FIG 1 is a
bl ock di agr am i FiGud2 showssnatheradibodiment obamethademplbyecidtyi the REREADY to syst em
10. Exit contral slystemg detgc&s unauthorized renoval of articles froma
prot ect ed JCAFBURePICEICE B HREES '&tagl’fbtthﬁtné@’érﬂgatﬁ’é‘s%’w ion, the protected

area W || be aspjymgg sh@w?%a@her'eh%ﬁfrﬂen@@f’aH&%Cﬁ%ﬁ&%ﬁ‘eﬁhﬁg tht RPGeafsyoed to be

books or other articles to be checked out. Although t systemw || be
descri bed detdrininempente vhHa distoked-imigg ahheketdrrogatieagertidorpr event  their

unaut hori zed r val froma facility, i hal | be understoad that the
present inventi '61‘|4§L?1‘6§ e’fﬂpﬂ‘?‘fl@at ‘?f)r/i’l lilﬁ‘}@g?@glfé’éspyglﬂf’gﬁfﬁ e’ttﬂélae%eé_g‘mﬁ ques
descri bed | i} : - ; mgyticular application in which
the RFID s@ﬁ%ﬁ?i{’g& ﬁﬂseggéd ggtgggggﬁtﬁ?tg#gﬁhghg%m 2005/ 048211 PCT/ US2004/ 034366

system coul d al so be used to check for other kinds of status or type
information wthout departing E:ce‘g Eli])i ope . of [ﬁe present invention. Exit
control system 5 includes lattP rﬁr Pg: il define an int errogation
zone or corridor |located near the exit of protected area 7. The lattices 9A

and 9B i ncl ude Ingenemahderchnisjues aredlescigad heigin foe deteetng Refio-disequaesy pass

t hrough t corri.do et eryrine  whether,.rempval of the itemitq which the
tag 1o at cenair et IRE RS oo RS ER b i BB R aboied kP, “oi ¢
control symhemifze 4h RH &8Scontrdl f@leth foQRERE uhMitithrizve réthdal pf AticRRF@RNAS. TO
detect a tag, an RF reader outputs RF power through the antennas to create

an el ect r opretgaetiateaf i Idedrofeethi arer iegdnaradly rod dae typhincwhich dsrrenprel dirrtidesder
out puts RF wer .froma single port.to nmul.tipl.e_antenna 18 .. :

opl | vt or / cBRRHEEbmofiely Bpch SEkeBERS o Mt B TP ARRE Hih rigte i the
transm tt efalili@cQinAhs RORFIS ka8 vhaRepushM qidl elehffgahe srticheosmith H0¢

affixed. In addition, for purposes of the present description, the RFID tag also contains

status information indicating whether removal of the article is authorized. The RFID tag
may be embedded within the article so that the tag is substantially imperceptible, to help
prevent tampering. An exit control system determines if removal of the article from the
facility has been authorized (e.g., a book has been properly checked-out by a library patron
or staff member) and sets off an alarm if it has not.

FIG. 1 is a block diagram illustrating a radio frequency identification (RFID)
system 10. Exit control system 5 detects unauthorized removal of articles from a protected
area 7. For purposes of the present description, the protected area will be assumed to be a
library and the articles will be assumed to be books or other articles to be checked out.
Although the system will be described with respect to detecting checked-in tags to prevent
their unauthorized removal from a facility, it shall be understood that the present invention
is not limited in this respect, and that the techniques described herein are not dependent

upon the particular application in which the RFID system is used. For example, the

5



using nmultiple antennas. The field activates the tags and the tags, in turn,
produce a characteristic response. The RF reader receives the tag

i nf or mat iwo 2005@4801e single transmtter/receiver port aRETU§0EF35Cont rol
system det ermi nes whet her renoval of the article is authorized. If renoval
of the article is not authorized, the exit control system initiates sone
appropria Ul I L il ] i ng an
exit gat e%ﬁé%ggoqlﬁ%gg’%?%?nfo L’?‘E?@?E@ &gkpgﬂg@g? g%?dﬁr?aﬁéﬁ?dr?c‘m e a nunber
of "smart depptigoRomahesdpe bR thaifrésent ipvottieat ed area 7. For exanpl e, an open

shelf 12A, a smart cart 12C,_a eskt op ader_12E and.other areas. Each
smart storage Eﬁééoﬁt@lisﬁﬁt}?@dse@cpgﬁs hﬁw&%élgga&f?gn"?fh&%g%@iq an et nabl es

trackin ti : P VY ay, i IgRO;
exanpl o) ZESOSIER WAl PAONE B bRGlotec ardd SThe PRREK RSl MinchiE
12A on a si@fifas fewinterrbgflinglihe RFEDEadsag shdyhymes tlrmesd thawortidketoadsyermimder of

forms without departing from the scope of the present invention. Exanples
of conmer ¥hgtheyrezmpyal ‘é!%b“eltﬁpltﬂ“thé@%the agds aitched mmautiiorzed ads dasraibedBl e from

3M Conpan WA " =11 : r s..avail:aple from
Texas Ins %%ﬁ?@ Hggl r asl,t B%EOT%% tﬁfélﬁﬁlﬁ g%g atgyl%@ gz%g;@/pﬁ)l (%é‘%urgﬂélgﬁgn i nt egrated
circuit opmesdidsy@byleronnag! @0RF ecxlar anpenBEF fgovad thireagh thesintshnanekepate from a
source and backscatters RF energy. in a manner. well known in the art. The

backscat t 8p elcirpmegnsiigfield withig dke intesrogatgn ¢aHformehpedid yeade QItHEF an

i nterroga it hin: tal i r 1.0 t | D
tag. and Porebb stinelEnd: B b b A R AR e T BA St K,
articl e nRFagaieentithondy eme tizhsprimtireesven por simultanzewslimtahaates die ddwddag
information for each article in the facility. Article managenent system 14
may be_ n8ERE FREEple Antsrmsr i dickbashiveles Ehs_t%ﬁ%émlerthwg% 1% BpLRTBFCS0 that

i ndi vi dua A [ [ : : : ess data
relative 'EL' l?)ar?ﬁ%{gs@c?&?sgggs-é. %e%%%?ﬁgcegﬁggfégﬁ%ﬁ%g%@g?ﬁ%ﬂ%@%cati on and
st at us of trangmittti/eodiacr prt andl the exiticintial systdno dkternints whethemmenmageldnhe syst em

14 may retrjeve the art:;fle infg{mati,on from a dat gbase, and report to the

user the PEiieisgathorigad. Jf reppevahof e aricls is pat Jubonzsdthe gXicoMrql sgHemor t he
t t i .yt - i
smart s Ofﬁﬂﬁgs %{éﬁ?ﬁté)&i‘ﬁnﬁr afcﬁ&? sﬁéf?és%hfuziﬂg Li an?&l)%cya@z%r é:l‘;bﬁ{g ai'zx‘r3 Cicle

re-acquire t ocation o the artic 0 verl
is in theetiogatjeonn i ndicated in the database.

In addition, the overall RFID system 10 may include a number of “smart storage
areas” 12 within protected area 7. For example, an open shelf 12A, a smart cart 12C, a
desktop reader 12E and other areas. Each smart storage area 12 includes tag interrogation
capability which enables tracking of articles throughout a facility. In a library setting, for
example, a book could be tracked after check-in while en route to a shelf 12A on a smart
cart 12C.

The RFID tags themselves may take any number of forms without departing from
the scope of the present invention. Examples of commercially available RFID tags
include 3M™ RFID tags available from 3M Company, St. Paul, MN, or “Tag-it” RFID
transponders available from Texas Instruments, Dallas, TX. An RFID tag typically
includes an integrated circuit operatively connected to an antenna that receives RF energy
from a source and backscatters RF energy in a manner well known in the art. The
backscattered RF energy provides a signal that may be received by an interrogator within

RFID system 10 to obtain information about the RFID tag, and its associated article.



FIG 2 shows a nore detailed block diagramof an exanpl e enbodi nent of the
RFID exit control system5. As illustrated, exit control system5 is

© confi gur edwicapoos/agszmism tti ng and/ or receiving data from R€EPEHH/GI36RF
reader 20 to/fromnultiple antennas according to the techni ques descri bed
herein. More specifically, exit control system5 includes antennas 8A, 813

and 8C (collectjvel.y referred to as "antennas 8').. {.tione 0. Jprovide
mul ti _pI e interr azt\r}lé(glﬁ mﬂ?&ﬂ%"é‘ﬂﬁ(ﬁxﬁgﬁ(}446‘§{18§aac%eng%]t‘%(r¢zdaatw§&§ dfith%f des an
associ at ed jfafARitichG0r Lachhk@ilgh thelfatieyt Petiap henbgsEnét eysennachgdhd o RF
reader 20 and ultimately to controller 14. Although FIG 2 shows system 10

as i ncl udi mgtvaskeseorniesiirgsogpled & apionmpre cpRpEierogaihrbndvéinels, 0A 88d 408,
't shall bgitb%'{}gﬁga%tv%ﬁg%st1§§§)}io‘§1§%ag%8§e},s£ Iﬁz'ﬁt{i?éﬁtti\%mpﬁt‘h&s%@teﬂsmﬁoyg%aéﬁﬂg f\aper - of

antennas s rovi errogati on zones™ d ’ng upon

the needs ohaytrBguek@ttit lddadion EXd §ta®OBE b Bhrticiiat &k, QRAREEADOK Wiiclea frequency
range of the el ectromagnetic spectrum such as 13.56 MHz, wth an all owabl e

frequency veaTRE¥RGL gystem 14 mayetrianh tlehariicle infprragtiqndeem Raletabash, g4 jegprt fo

Scientific . and di, ¢ l. S a i,catj.qns, wewver..,.other. .frequenci es nma
bo uoed 1 o et I lochlisth b PREN BT Ros LRMRH iR bRE b e SAGRTAE D
8 may be desd:ghegtibmlgeielsofel Q8 té-pIReNShEEVitd Rl aguiRé tRtcubeaslocaRntaE n

strengths within the interrogation corridors 40. This may be advantageous
for one or thmarticle tesgddhatitie Antidieng in thp tapaiiomindivatediik e sof detecting

appl i cat i on. | I'nEtos Shdudt fiafk deefa bR s A r rarie sy the
antennas 8 FEHTE &aednir! sﬁ@t\e&rs.t ReilRGrhRdSxittoh6l sysenr § dosfidfred Te amount of
energy induced in each RF tag is proportional to'the strength of the

magnet i ¢ f itehsmiganssanddprirpeediigh detadramgnd pupol RRecaden Antodison mpiplsfagteanasny
produce 7 V\DOZ .0540&%1 PCT/ lal820944]g34366 a field having a magni tude t hat
exceeds a tHfesherYy %C 68 P 5HPE eFrS)’inzi ng an RF tag, such as 115dBuA/m

I'n addition, theiseapdifictfiyPéeat esmudl Yysies sncideg ¥R afs §A8H Meshol d
magni t ude t hroughout a substantial volume of the interrogation corridor. For

exanpl e, t Keollepiivalyiraferensl ioad “muipniea\ie) positiepad tapme videanulbiptedatssrogiion hr eshol d
RN e, e i B8 RS MG RRIF A5 b o
(i.e., tagsyHitiddhe afi@nSdsiaré coltREKEE R)redder L@ GS hifindahey EOEdTt@UEr 84.€

Although FIG. 2 shows system 10 as including three antennas 8 A-8C and two

mterrogation zones 40A and 40B, it shall be understood that exit control system 5 can

include any number of antennas set to provide any number of interrogation zones

depending upon the needs of the facility.

Exit control system 5 operates within a frequency range of the electromagnetic
spectrum, such as 13.56 MHz, with an allowable frequency variance of +/- 7 kHz, which is
often used for Industrial, Scientific and Medical (ISM) applications. However, other
frequencies may be used for RFID applications, and the invention is not so limited.

Antennas 8 may be designed to develop electromagnetic fields of at Ieast certain
strengths within the interrogation corridors 40. This may be advantageous for one or more
reasons, mcludmg improving the likelihood of detecting tags having the desired status,

e.g., tags that are checked-in in a library application. In one embodiment, the
electromagnetic fields created by the antennas 8 are used to power the RF tags in the
corridors 40. The amount of energy induced in each RF tag is proportional to the strength

of the magnetic field passing through the tag loop. The antennas 8 therefore may produce



successfully detected. The RF Reader 20 of exit control system5 may al so
read/ wite data fromto the RFID tags. RF reader 20 outputs RF power from
one transmvot@shorgeei ver port 21 to nultiple antennas 8pWIi/HSHE04/034366
splitter/conbiner 42. In this way, one RF reader 20 with only one
transmtter/receiver port 21 can sinultaneously use multiple antennas to

t t RE t nbodi F
pl {11 or | OB HEFING S AN tRa AR Cr s s B apaeBisids for Chorb e RE e | s
easi |y scalaphe)shibus/m! In AAGEHRARLA ﬁﬁt&&ef Stebly méumleéxceéds' B ﬁﬁés%ﬁi“ ng
antennas, only the splitter/conbiner 42 ne be changed. reader
recei ves anagspdnteoighont a4 subsfid) vohgse Dmhemgtm}gwosanmdospFonnipi@ﬂﬂm ner
42 and tr mtter/rece ver ort 1. The rec ed signal . t he
Syt om 1 o T3 Bieored mRGbHE Btk bl Frreeds G iRt EBenbie i A R o | <
present i r90‘79r99'%“0‘r3h{09t96f ﬂhemoraﬁ{erdfctﬁé irfGrodBHoRE kG, s FerBRYRY 1k O each
antenna with RF reader 20, each antenna 8 receives RF power and none of the
ant ennas 8ikedibood thhtynnanthelieet (1.0 taps ¢hat @recstilijpdhiecigedtin) RE tajgsiindle comtidomaet o get
power. This eatly i oves the detection capability of the exit control
system5 Lﬁ‘?ﬂ‘gqssﬁhﬁﬁf’t?gg‘ﬁrs where el ectromagnetic coupling is inadequate, such
as when the a to all ow
STTi ol ent  coupl R R O R e R e 2P e 2 Rei D
tags thr oUyiR tags. sRiFecadel( duttgrts R@rpnwmrfroﬁ?ondﬁmmsmutmfrmmamaﬁ flrom any RF

tags in the corridor are, co goi gbckthrou th Iltter conbi ner
42 into tHBUlﬁP{er@éf‘a'éPs vig lit?zcroﬁ'ﬁﬂé P Vayone hHn e ?f Qb oply o weak

tag signal,je a%n?xﬁﬁ!ei’/?ééem%%d}{ Edh ﬁéuﬁ%%oﬂsl‘ﬁ%@é(nﬁ!t%@hntgﬁ{astt fnte .tag is
al so receive ant enna ) r exanpl e signals fr ant ennas
8A and 8B R]Fmgsohbﬂlnembadimpt skiot\aermdﬁﬁibn,rthe slﬂﬁterlfbmbnmnm matkigngnalRH s t hen
i nput into rea t hrough trans / receiver re 2 This greatly
i ncreases rFﬁgFlzplﬁ‘é‘?qi tﬁ%‘&ge SYfETR qaﬁ’éyé‘ii’g%l? Stf&gacg?r@waﬁéte aéll Hr2005/ 048211
PCT/ USZOO%L&% ntérfb geéiﬁéﬂ?lla? P ORI sFR M cohdbene? 4b he&PHE Elﬁ)aln§§d/ stem 5
detects on Ieast one C eck -In tag 1s present the corridor.
There are severRﬂFresad&n%)tnemsmrresﬁumhfromxhe&’ﬁmt@@g;hrouglmtmk damepr esent in the

corri dor. sp?itter? com mer 42 ang trp as?ngl?tgrlge%gllvgr I?Oel't Ef‘rh\{é r%geived signal is analyzed by

the system to determine whether a checked-in (e.g., not checked out) article is present in
an interrogation corridor 40.

By providing RF power to each antenna with RF reader 20, each antenna 8
receives RF power and none of the antennas 8 need rely on electromagnetic coupling to a
driven antenna to get power. This greatly improves the detection capability of the exit
control system 5 under conditions where electromagnetic coupling is inadequate, such as
when the antennas are not large enough or close enough together to allow efficient
coupling.

Because RF reader 20 receives a response from the RFID tags through the same
splitter/combiner 42, the return signal from any RF tags in the corridor are combined
,going back through the splitter/combiner 42 into the RF reader transmitter/receiver port
21. Inthis way, if a weak tag signal is received by antenna 8A and a weak signal for the
same tag is also recelved by antenna 8B, for example, the two weak signals from antennas
8A and 8B are combined at splitter/combiner 42. The combined signal is then input into
RF reader 20 through transmitter/receiver port 21. This greatly increases the likelihood

detecting even weak tag signals.



multiple articles through the corridor. Alternatively, multiple patrons,
each carrying at least one article, could pass through the sane or

“di fferent warr0siessiisi mul t aneously. Furthernore, becausd(@VUiZAk/03&30at i vel y
short period of tinme it takes for a patron to pass through the corridor,
there typically is not enough tine to receive and anal yze i ndi vi dual

i nformation for ;eac : . L rri V. i ning
t he i ndividual Ir31iaang@@ﬁg%ﬁﬁ%ﬁ%ﬁ&&@%&%ﬁ?@%ﬁg@n?Elg%eﬁfe% osnilpg é?rt]h&t%g&g?gnal
recei ved byntRRBedREd-i exadeprestdt in ihediomidoe. Themelaye svetahsituagibnd @ashiclone
checked-in tag is present in the corridor. _The present exit control system
is thus dedlgrewsdeasironkidic Mgsht NHER comidar oF sxageleape patroaonld hefamyag

corridor, i I;%ﬁ AR ek - t : il
alarm Si rIrllfl Lillgﬁ)lley, V\%sen n&%?%%gﬁ?%?lare %rg%s}edr{:lgtﬁ%lﬁb %ﬁ%lst%gpﬁélg%ﬁ r%m nor e
t han one ofledshere dificle, @bt pead tlirougt e wame vhéiffeysit eonidblsl simlihaneousihe
librarian qQr other designated enpl oyee can. then check the articles to

det er ni ne WNFEpIRATethegagseof Hhegsla '?f%%éh‘?ﬁﬁmfl ffEme i dakesnfon apatod ©© Rae not
b - out . . L. i
een Propeihibn Gl Eatid! %%%@m%t HendbER @&eﬁ%%a%gﬁgp% g]laiyﬁm ne

presence of a thecke , one as not been p

checked- outinfanglatich fot Basheindregeryahg diat hay bz édthe @ofrkior e By \cethbidingttche
facility) are described in further detalil below w th respect to FIGS. 7-14.
Al t hough t Hedidideplesignals fgem epstpefdhopntenpas 4p etsystem, Histsigal rrgeiyed B thedR s
checked-in 10 e i ol i T : PLEty, it
chal | be uAdPL BRIl Shend 0K RE B TRV is iy liade
respect. Fdhe peasantdxet conhrel sysheimouwedigatd aichehatgech whe hankrohotagotteer

kipds of status or type_ information wthout departing fromthe scope of the
present i mBEFFERUA theptiHdete M & lepatong i thephassheckegrinstins, thesyptengaill dam.

corridor 44 ang. 408, Y i i eir
respective éor rgllql%or S. q“%é@%o%e%%éref%k%%ﬁhg%g%g C%t}ﬁg?%é? Eteﬁe% ltéflrgrn; 12
and phot ocehbcke@4n satuspiht sodtemiwill dlark. CRhanibeariadr weher dediguaidibemployesded whi ch

i ncrenents each tine one oféﬁhotocells 24 detect a patron in the orridor.

In one enmbdBEseEk theasticlestodlsiramepeghich af thy artadesi Rresent When RgsYHFB MATEE RF
f i . : . N
power fromRE. {&afles %ﬁeﬂ?\%?ckp ot The?:ﬁetﬂs&cﬁ Qﬁﬁg'g‘%’ki ﬁg{e‘ﬁu ﬂl‘aﬁgﬁbﬂmﬁ@how I'S

driven ninety egrees ‘ou ase w I'ts neirg ant ennas. e phase
shift, by greahdendf aschedktesitinngg (iki, @hel ihxe hawen baet popady clexkedhioesantiie ability
of the system{o detect tags regardless of the 9 WO 2005/048

PCT/ US2004/teigieggnot authorized to be removed from the facility) are described in f%l er detail
below with respect to FIGS. 7-14. Although the system is described with respect to
detecting presence of checked-in tags to prevent their unauthorized removal from a
facility, it shall be understood that the present invention is not limited in this respect. For
example, the system could also be used to check for other kinds of status or type
information without departing from the scope of the present invention.

Photocells 24A and 24B, one for each interrogation corridor 40A and 40B,
respectively, signal presence of a patron in their respective corridors. Interconnects 16A,
16B and 16C connect the alarms 12 and photocells 24 to controller 14. A counter 22 may
also be included which increments each time one of photocells 24 detect a patron in the
corridor.

In one embodiment, each antenna 8 nominally receives the same arnount of RF
power from RF reader 20, but, as will be described in more detail below, is driven ninety
degrees out of phase with its neighboring antennas. The phase shift, by creating a rotating

field between antennas, enhances the ability of the system to detect tags regardless of the



orientation of the tag. In this manner, the exit control system5 transmts’
and receives fromone RF reader transmtter/receiver port 21 to nultiple
ant ennas voi@sa4spl i tter/ conbi ner 42. Antennas 8 recei VBCTIOR0E0HI66t he sane
amount of power fromthe RF reader, but are driven 90 out of phase with
each other. In one enbodinent in which a response is received for a
checked-in tag, the RFE r er 20 communi cates with_the controller 14, which
may enabl é’“_ﬁP%F‘H% Ogtﬁl.e 38 I§| ¥ mffmcraﬁ]ﬁre Cfgh‘iﬁ_rfé{%ﬁ‘es WI?EFQF aé‘flé?cr‘?fsvei:ZA and
12C and aq@n@bﬁeﬁk@émeﬂéﬁlspaﬁérh@mm%aﬁ21&@@?@uﬁﬁblaﬁfenﬂés giiagal , audible, or

ot her method of communicating checked-in RF tag presence may be used. FIG
3 is a gr aphtt¢rframbinesde. Bméenpastirackivg npminadlyshe samodmetnd oRpower emdhgnal s

43A-C for,.each tenna.8A- 8C (.Fl 2) .l ectively. As shown in FIG 3,
the RF dri creay Bt arg dpven 8\;&%%%?%%&1?%?03@?%%,[ of phase with the RF drive
signal 43A for agheBMBodiMient MSvhifila tishtifesd Boaived & o @lclaatiama tRFs 180
out of phase with antenna 8A etc. The Fhase shift allows the systemto

det ect RF reaigs 20 poramunisaies mithttheepntiglle Hp athieiymay endileeliangs 12.elndflgelneen t he
ant ennas. Thus, .r.eqgardl.es It ori ation.of the RE t as It travels
b ough ¢ TR 2SO ViR aBFP] s 2nq A AP RRsAEY e le Py

i ncr eased.cofida@bs of RishAdS A8 PR Rites Bt FChhVimidding 2hedkBaseRINLS t bet ween
nei ghbori ng antennas. |In one enbodi nent, the antennas are connected using

t ransm ssippeseh¢aresy bhaged. di ffer by 1/4 wavel engt h bet ween nei ghbori ng

- b d - - -
RSN CLAR: RTINS e SRR S A A AT
and 8C t 0 f§Pddch hRtehePIRITEIFIA22)C Ridp&LLRBIY MY DORALIEFIQY3, GIRFIdREe kgt hs  of

1/4 wave transmi ssion |lines as appropriate to drive each successive antenna
90 out of 43PhfasentemnasibwPO’ putrif Gha, withthe it drive ©givd dB Addar antemnagdvidhe i on

circuitry l.d be prouided. at ch enn 8A- C.to. adj ust the phase shift
i nduced bﬁétD aféwsﬂgf?@ﬁg f?ri %?nég -1&1 C%tpﬁ%lgas? H’éthraéléwlfllg%gemphase shifts
are 90 out of piRYBaRShHDANEW e E%@Zém% dehb& RExiabs GO41T 6:@dnt 160k BNcReatingls
provi des several advantages. One reader with only one transmt/receive

port can betatisgliciddetiernltharmemss.y Thus, régaullensiof el eyicatationehghe By tagmsati di ng
coupti ng 1@vERIORR) B Ao foR BB Qhr FEuRIRob of PR REFE T contr o
the relative phagas alettRasBarPbd @RA% adNiSR thO9CGHREe (IR beRkeh negabbmy i el ds
are driven to produce a
antennas. In one embodiment, the antennas are connected using transmission lines that
differ by % wavelength between neighboring antennas to achieve the desired 90° phase
shift. For example, referring again to FIG. 2, lines 32A, 32B and 32C which connect the
antennas 8A, 8B and 8C to splitter/combiner 42 could be implemented by coupling lengths
of ¥ wave transmission lines as appropriate to drive each successive antenna 90° out of
phase as shown in FIG. 3.
In another embodiment, compensation circuitry could be provided at each antenna
8A-C to adjust the phase shift induced by transmission lines 32A-C such that the resulting
phase shifts are 90° out of phase as shown in FIG. 3.
The exit control system 5 thus provides several advantages. One RF reader with
only one transmit/receive port can be used to simultaneously utilize multiple antennas. By
providing RF power to each antenna at a controlled amplitude and phase, magnetic
coupling is not relied upon to deliver power to the antennas and to control the relative

phase of each antenna. Also, because the interrogating fields are driven to produce a

rotating interrogation field, coverage is increased in the interrogation corridor. In addition,
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rotating interrogation field, coverage is increased in the interrogation
corridor. In addition, 10 WD 2005/ 048211 PCT/ US2004/ 034366 the systemis
scal abl e - ‘ﬁﬁr%@‘?"ﬂ“s;’clhe nunber of interrogating antennas t®CBASHKIBBes | N
any particular system can be acconmodated by changing only the RF splitter.
Weak signals fromnultiple antennas are conbined to forman adequate

shanal .t PR gk i BarAASL AdntCmelihif! ARk SALIAG ShaRal:Sg bieover.

EM emi ssions are re rrving antenfias at a ase s
the far flmrsulﬁmysanycarhmnmn@ﬂmeby imgammﬂlymhdRFsmatmeWeaﬁls@nah is a

bl ock diagramt illustrates controller 14 in further detali.l
i |1 ustratedo™RY Iﬁ@ WHIBA% ﬁ%ﬁf’m@gﬁfié?é(&fqﬁﬁlﬁegﬁ% Slﬁngcg’h‘ﬁ F%Pll‘éctmafﬁ"vrtg%el ves

an Lnput - siiaibod 4PadiEqel AAIC AR or 1 dfiRlioh stk ahRed By BAVRGMAIAS Deen

detected in corridors dition, controller 14 recelves an i nput
signal 47 ﬁrrtamaREtat@@t’qmaseEﬂuiftrmtﬂw fud ifiehls dor drlyatntdnnes diRfenr is@teparhwigl det ect ed
at |least one signal within corridors 401n an enbodi nent, as described in
further det®Ct" bel ow, controller 14 continually nmonitors input signals 45

and 47. \Wen ippylty 1§'agﬂ"@ékfid1§ afi’t at‘}ﬂuéuﬁfys%@ﬁt?oﬁé?qtl iR @irthe?dfahr @9 and a

checked-in tag have been cte controller 14 initiates an a arm FIG 5
i s a fl owchihstrattd) if metetmbodulnbmsispﬁ:tadng Feguearp) amyrotipetdateccimescdn ioputtsignlal er 14,
As illustra controller tperforms acontlnuos Iogg{m)mtorln t hat

looks for & ?fBH’e‘BFFé‘EPDPﬁ“tlé@\ 1hAl ipisaied PRIERST hasdieen ptegten it FBHIYS “EniRr t he
corridor, alflibdlcbh@lIR? 180225 Th g i HQQﬁfPﬁ{l ﬁ&@@@hﬁ%@atf&*\?&ﬂfﬁg"”

RF tag are detecdted in an |nterro corri control
cont i nual | RFmeadiet bassdeitavpad atﬂéegnaiesslglﬁl wutd*hrﬂcbmdmdéﬂhran ampbodivetiiess a

checked-in RF tron (54 resent in any of corridor 40A
or 40B. Ifd @F{Iﬁféfm(faﬁ%er&{et%@i W,cf@ﬁaplé%&ﬂﬁgnwgﬁ mezsiors %wtcﬁlg%‘g

timer (56 @F f A e
presence of bot aﬁ%]g'?%ﬁhﬁgﬁﬁ}]g%@& é’{hE %E%Féggﬁﬁﬁ é[l ﬁgﬁed(l%} Ef%ﬁ?ﬁ%&%
essenti al | pednrdetestedecdritrotler Mmmateermlzéannm thin 0.5 seconds, or sone other

10,55 78 08RO B b o S AR A 1
present . Iquqqq}strafégnédn@oh@f 1%@%%%0%@%%%0%&%@ thatdsoksithegd out (64

or 66, respectively). If so oth a patro hecked-in RF tag
wer e not pc}m‘kcﬁ intiag i thetcbmchalrl atfoedpdtromso engmthe @modarpmtdrioltiats af4langt ur ns
to the beg] 1% w%%n both a patron and a checked-in RF tag are detected in an interrogation corridor.
Thus, controller 14 continually monitors input signals 45 and 47 to determine whether a
checked-in RF tag (52) or a patron (54) is present in any of corridors 40A or 40B. If either
one of these conditions is met, controller 14 starts a timer (56 or 58, respectively). The
purpose of the timer is to ensure presence of both a patron and a checked-in RF tag in the
corridor at essentially the same time, for example, within 0.5 seconds, or some other time
as may be appropriate.

Controller 14 next determines whether the other criteria, namely either a patron
(60) or a checked-in RF tag (62) 1s present. If not, controller 14 checks whether the timer
has timed out (64 or 66, respectively). If so, then both a patron and a checked-in RF tag
were not present within the allotted time frame, and controller 14 returns to the beginning
of the Joop. In the event that both a patron and a checked-in tag are present in the corridor -
within the allotted time frame, controller 14 activates the alarm (68).

Various techniques by which the exit control system determines whether an

unauthorized tag is present in the comridor will now be described. In one embodiment, the
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of the loop. In the event that both a patron and a checked-in tag are
present in the corridor wthin the allotted tine frane, controller 14
act i vat eswphgosds1im (68) . Various techni ques by which t RETEIE2048816¢ ol
system det ermi nes whet her an unauthorized tag is present in the corridor
wi |l now be described. In one enbodinent, the 11 WO 2005/048211

PCT/ US2004/ 034366, t echni ques. de i bed herein allow RF reader 20 tq quickly
ot er mi o GIBIEES desfba e GUOw I eadsr 20Th Hufady dPioiie, HERDE adrerbele ot hor
wor ds, —ar th#la@Sndt pRipeRF e BB Hn othed WAEALS artiBlls tft Bald Rk B Bs and

authorized to be renovéd fromthe facility) are in the interrogation
corridor. arhéeteforhmpuskorivel dnbRremwad Slonphefacihap awl i thmidtearagation el vy

determ ne the, presence of ticles w chegked-in status .in.the corridor,
and w1 oRTder S6E ErEmatksaoy B it 20 BN RelaRY Setbaeot her w se
degrade t RgedNs! ERRIES ORIBRGRed-NSstABS & thb8orride\vad villmsikinkizEethehddieng the
presence of a tag with checked-in status can be inportant because of the

rel ati vel yimphaof tageroilisdonsithatimmay dtheiwisealegmde theprysieonperfagmanca. he
interrogation corridar,, and the fact that | tiple patrons..can be in the

i nterrogation dﬁ%ﬁgﬁ’ﬂdé@oi’%@ukﬁlﬁa&lﬂ?ﬁmn? %F%%%BP? g’@ﬁ‘ﬁ‘ﬂh%@gﬁdlé’é’cri bed
bel ow enabygys daflibe itPoR Sl BESusd\BY e r%fht?}ﬁe‘iy sHR pRREQST ndf: AN chpagsssari |y

require receipt of a full tag seria nmber for each tag in the Corridor in
order to deimrthheimegragatostatider,ahd thedfactabat nFdtiplegpatmps ean berindlone enbodi nent s,

all of the checked-in.tags.in the corridor may ,respond a e sane tinme. In
ot her  wor JUETPRAIONGEHIG doLe J§R Grendd SEF Tl GO PERHTE e iheg PERHIPRS [ n' ¢ he
corridor reSRYRdetdways SPR AR E rdaddBE (Pddes ndPndcBakriRACHuk@tbcERNoLE ull tag

individually 1dentified. |In fact, in some enbodirrents, there is no need to

even i ndi wedaatumper theradhf g émthe comfor in oider togdsterindiesy the statistod the tag. Fore st at us

o e L b AT SRS S LR R o TR 7

RF tags Coppumc@he HSHRE WordhaueieBhRbREAo ob nWhs&i1 £ Ak ire MRS S4B ag $n
enbedded within one or nore frames of a predefined format. The format of an

exanpl e REhEcarrigersasnosid oma fepanate 108 sicd se Hmppadhiagr@ beindiduaily adentifiod.

i ncl udes tart of fram 102, a nessage lical redundancy
check ( crds T solt elnldERnehRy Herd Bap il B8 B indrduny e i e HEERRRRY
of the fragRidoptdiidteidide thEQRtdOSF the'diz¢ atredmeldiodiente BédchiBed baHR, dhas been
transmtted. Any non-fixed data is enbedded in the nessage 104 portion of

t he frame tl@emipign CRECABBleite Singletcommumnichsion fiame ik aomegeiegk 104,

RF reader 20 and the RF tags communicate using a known protocol in which each

message is embedded within one or more frames of a predefined format. The format of an
. example RFID transmission frame 100 is shown in FIG. 6. The frame 100 includes a start

of frame (SOF) 102, a message 104, cyclical redundancy check (CRC) 106 and end of file
(EOF) 108. SOF 102 indicates the beginning of the frame. Similarly, EOF 108 indicates
that the entire frame has been transmitted. Any non-fixed data is embedded in the
message 104 portion of the frame 100 and CRC 106 reflects the data in the message 104.

CRC 106 is used to check the integrity of the data. To calculate CRC 106, all bits
of the data are pushed through a predetermined algorithm. Once the frame is transmitted,
the receiver decodes CRC 106 using the received data to determine whether thé message
104 was properly transmitted. If the CRC generated from the received data does not
match the CRC contained within the frame itself, an error occurred.

One aspect of the presently described techniques is directed to ensuring that only

tags that are not checked-out (i.e., still checked-in) respond when passing through the
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CRC 106 is used to check the integrity of the data. To cal cul ate CRC 106,
all bits of the data are pushed through a predeterm ned algorithm Once the
“frame is t MneWEN48aH, the recei ver decodes CRC 106 usi nge@HES2eH&i4¥ed dat a
to determ ne whether the nmessage 104 was properly transmtted. If the CRC
generated fromthe received data does not match the CRC contained wthin
the frame i . ror . e cribed
t echni queslétgr?{))‘%a’rueogt@ %Igfdto g %%gg%{ hegg?cﬁ%}f’%é%%%%%g‘ég Pﬂea?%ﬁgﬁg%%ﬂlgﬁec ed- out
(i.e., stilApptibaimathniily)ldéemERe (AFM 8N, PRgs foamré rdesgibedhie tHe2 SO0 2005/ 048211
PCT/ US2004/ 034366 interrogation corridor. This can be acconplished by

maki ng use S@pdad frRE s ystgMmse d her bowsiacpafwﬁﬂ%wntb&éﬁ%ﬁﬂéﬁha( AFl)
byte. This ri i - RF tens.
The AFT by ¢airaw e b DUGEREr TRE TN hOfpdSis e Bl ERPRRE ! HicR Ran?, ™

val ue. The tiRhg issattaciiginbch aw ook, t@D] daaitigeyetc h&@ht yplee eforad inithe AFT tocativic h
the tag is attached, such as book, CD, videotape, etc. The value stored in

the AFT | o€t bosheangeththpiehidedined series g rommaeds draerikeshindie BO dfififands
ommand 1 “SRiHE. WS IRe R e b PRSRap AR e EERT B SES A D

command it "sends an stan when

the AFl valiughetlIs@NSaH3 stesiard, vheRQRERAR vilte Gxnitted @xadsaamand )s 0doen al | tags
inthe interrogation field respond. Wien the RF reader transmts any val ue

ot her t han (edeciman thenall tagsgs the interepepdenchie!d gosprd.v Wihge theRFeeasey  respond
to th T i : - : i el
e ot ot o S P SO HSR S IRLEL RRuO: AF B pghi o' ©

checked- outespdii€ioAlt céhmbid.i s therefore wused as a checked-in/checked- out
status byte. Wen books or other articles are on the shelf the AFl byte is

set to a desi gndhescheiquesdegeiited hesginase W SFLbyie toiedirain therréarsolghe  t he
book § t "y . I h d
ook o e B ERBEAE, By o NSRS Eh L ARTGAR kg

cont ai ni ng ukdteascihhedded-ihRhakled@ut Statuld ®iyle. AFHenBRIBRE Y othecaticles areldn the Wi | |
cause all tgrgs with their AFl byte set to "checked-in" to respond. If the
B

RF reader bibg a1 hyleds prie & deigmatedh coheglpd-inhaplueh & heparhitmarameiecky 9er | y
checked: bl vl i APERAREQ N o AT R AP heplilpaLt voul
different, “‘checked-out” value.
The RF reader scans for tags containing the checked-in value in their AFI memory
location. This will cause all tags with their AFI byte set to “checked-in” to respond. If the
RF reader receives a response from the tags then the item was not properly checked-out.
This is because any item that was properly checked-out would not have the checked-in
value in their AFI byte and would not respond.
An example of how the present technique of using the AFI byte as a checked-
in/checked-out status byte will now be described. A patron returns an item to an
automatic book drop. The book drop reads the serial number and sets the AFI byte to
“checked-in”. The itemn is returned to the shelf and then another patron decides to leave
with the item. The new patron inadvertently leaves without checking-out the book. The
patron walks through the interrogation corridor, which is looking for tags having the
“checked-in” value. When the system sees the checked-in tag in the corridor, the system
will alarm.
If instead the patron properly checks-out the item, the AFI byte is set to “checked-

out”. When the patron passes through the corridor, the tag will not respond to the
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An exanpl e of how the present technique of using the AFl byte as a checked- -
i n/ checked-out status byte will now be described. A patron returns an item
to an autoPaeese483obk drop. The book drop reads the seriBdT/msavbeo3sagsd sets
the AFT byte to "checked-in". The itemis returned to the shelf and then
anot her patron decides to leave wth the item The new patron inadvertently
| eaves wi t hout, checki ng-out the hook.. Th atron wal ks thraqu t he

it or rogat T S PRTIBA Pecre Rt Ry sPkGE R st Whemdirng.
val ue. Whegh thiiewakshRmgs aRcotiorahie e&aevd the hald Withd\@ af@ir | dor, the system
wll alarm If instead the patron properly checks-out the item the AFl byte
is set to "cheékeeendigehmiqupiescried horetn tsrailfﬁa@ééﬂfmfwmgghﬂttthﬂefeé@wd War, the
tag will not respond. to e 13 WD,2005/ 048211 .PCT/ US2004/ 03 6_.system s
conmand bECRTEETRRE syl s B G SSRGS BOSe PO Eb A pat on
can thus ¥ nbdliRUatHeRGstEAMERCOT tagEh the MY Rodahien Feld ©lrespohd ROBE sahar m A
second techni gue described herein is directed at verifying that the received
tag conmniimicc dtndennermabeirayaisiapces thisgyprld dolyde doas oA sikuatied wihste one tag

noi se- produced. Nangl i one odi nent, the system asks all tags in the
"ot o r bgarPoRepemb ek 8 g o FRER O Bhord s Y SHEER AR Sarl Comb et ances
this woul greiah ¥ si@uBaREIddw BoBisidrt NAmMMIP WheR BRolIRIN WRSrsPRERBMagt 104 he
field at a tinme. When two or nore tags respond in the same tineslot it

creat es aobihe wesppuding tdgk eeh ke heaod piopedn In Wenysiisiopswh grocasscwlled antbn occurs,
no nessage ,104 .of the re di ng tags can, be heard properl.y. |

Cystens. Eoliidr iSmReRmiEr Bt e o PG5 Siriippe i Rtk tiephomiTg
commndedta%,@ afeq8RRITRd ModeldieneNprobediRe) AN dbbihestob micBFnAh@xicdent i fi ed.
However, this process typi cal Iy consunmes too nuch tinme in exit control

appl i cat i eenito! appligatiets, mayhich tags pass gidkly thrpeghghe comidenr ri dor. | nstead, the

techni ques describ herei.n ask al.l .tags tq respond in the sane tine slot
now g that oot BrEehmre iRt ok HERESRe-tendE Ea Ry i
(checked- §18) kdd¥ing Shat BHIBSIERY willodcheifere kigkdrone ThkfecREDO6H (BstkedBkasg iSe Of
the fact that the SOF is one piece of information that can still be validly

recei ved presentwhée conidor.sThin smbedimrent Tiake SOE df she fapethat the SOFria astpiced on sent

by t di ) d,. .dl f. h t dtoth
comana ¢ RGO i PR o TR e St TR oo Trf SRR 10 1
det ect i ngtHeRstfdnsmisidn SRS TAaLIHRHRE th AbmAlani e Rebad8s 61RSKBfiny N tag is

actually in
tags respond to the command they will all respond with the same SOF at the same time.

By detecting the SOF, the system validates that at least one checked-in tag is actually in
the interrogation field.

FIG. 7 shows an example of two tag signals, a first tag signal 110 and a second tag
signal 112. Both signals 110 and 112 transmit the same SOF, but have different data in
the message fields. Since both tags are responding at the same time and the data is
combined by the splitter/combiner going back into RF reader, the data in the message field
received by the RF reader is subject to a collision. The SOF, however, does not collide
irrespective of how many tags are in the field.

FIG. 8 is a flowchart 130 of the present technique for verifying presence of an
unchecked tag in an interrogation corridor using the AFI byte as a status byte and the SOF
as verification that an unchecked tag is in the field. First, the RF reader sends the AFI
command with the AFI value set to checked-in (134). Each tag with a matching checked-
in AFI byte responds, and the possible checked-in tag response is received (136). Next, to

verify that the response is an actual tag response and was not created by noise, the system
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the interrogation field. FIG 7 shows an exanple of two tag signals, a first
tag signal 110 and a second tag signal 112. Both signals 110 and 112
‘transnmit t YeOSMF4KBOE, but have different data in the neBERgE200#/034d66 Since
both tags are responding at the sane tine and the data is conbined by the
splitter/conbi ner going back into RF reader, the data in the nessage field

recei ved by,t does
not colli d}eéh ?q(frf%spectr v@Bgf I%%M%?%%S&%Aéédﬁﬂp%ﬁ EP&]? gequbfﬁﬁgsel s a
flowchart L3&enfintheinprageaton tachod (9e) fuarthy el yd Illylvm66$ﬁtme Taé abifm is
unchecked tag in an interrogation corridor using fhe A %a/te as a status

byte and t [gtrgeyd fog w@d&m%@r@tpﬁa@hﬁhe@ﬁ@ﬁe@r@e&%@d. E ¥ noREeE ey
First, the, féfﬁfeﬁﬁj %S%‘ﬂﬁt ﬁ&?ﬁ}éﬁked £he Bﬂsewaﬁ h%ﬂﬁer‘%ﬁk&rlﬁgé'ﬁ mfh 1O

checked-r n ag wth a rratc g chec yte responds,
and the posﬁedadee-lﬁt@ahehbd:crmﬁagm@)spﬁnfsl@opsherrﬁeﬁmueﬂy §ehdfe. anNEXE cortmandrer i fy
that the res&onse is an actual tag response and was not created by noise,
t he system MO 2005/ 048211 PCT/ US2004/ 034366 checks for the SOF (138). If

a valid SOF was y t he
i nterrogation cor r %Xﬁ?ﬁ@i&n Sq%"qlﬁlhcgﬁg Cg‘%ﬁrasnﬁ%%gtﬂ%g@ gqgéﬁ ‘i@geﬁee%e alarmis
activated fpafticaldpyeaetiecdiiped stemgh irlicatdais tbed totsdé]ﬁlfathaﬂdal tai peodwaéd d SOF i s

not received, the system assunes that ngQi se caused the response, and that
t her ef or e teEPEBSSS dropROIsC-PEIBESAIESHORSesad 1O O shewe ot ragulle phiag pienghigame s
then restar b 4 - fgP

teohni ques HoPSteats 8F S-Stk oRETRNLs it dn orlbeApose (ROP I B Boise

recei ved siffpoals raésrsertgtalﬂdlaﬂdy@aitaardcrs&b&ded}otmmmpay avalid8Obal tag- produced
reéponses from nqi se produced responses. F 9 shows an exanple _of tag

signal frame inFEnd0 sraleweharok/Oshpyme ﬂi‘]‘?éc‘thé{:ﬂ%r SHas 1%&&11{1%31%5\;@[ dH top

of a noise ASHL
descri bed t%lggftgl\?vé%%ggyt %“S%ggggléﬁ k%@gélﬁé %Jr? I stﬁgbﬁ? art 1& jRe })OWI ng
t hi s t echnivgliéate Eltafg prbﬁud:esl b, | hradtlmoﬁl Be fBwchart bhBIG t]h)elséth rdmy:i\ed isgznals ed

as a checked-in/checked-out,_ sta byte and the SCF is. used to. validate a
tab pr oducé‘Hc%tg Ff%?ﬁmqflﬁ toypdidated h FFIISB\FJE‘%%P fc%?mﬁés SqR "En‘étég‘ea‘éﬂ?léﬁ’é‘? ved

2L, o SRRt S e ot T
the corri dmny r@ egasue.eAny I434yitp AFbbyteget to checked-in will respond to the command,
the response is received and the signal strength is measured (168). The system next
checks for the SOF (170). If a SOF is detected, the response signal strength is compared
with the noise floor (172). This is because although receipt of an SOF is an indication that
a tag is in the field, since the SOF is only 8-bits long noise can sometimes produce an SOF
sequence. If the differential between the response signal strength and the noise floor is
adequate to indicate that the signal is authentic (174}, the system validates that a checked-
in tag is present in the intcrrogation field (176). The system then alarms (178). On the
other hand, if the differential is not adequate (174), the system assumes that noise created
the response and that therefore there is no checked-in tag in the corridor (182). The loop
is then restarted.

FIGS. 11A and 11B show two embodiments of the method for comparing the
possible received tag response with the noise floor (172 in FIG. 10). In FIG. 11A, method
172A first looks for a difference between the measured noise floor and the measured
signal strength, the signal strength measuremnent occurring during the time of the signal

response period, that is adequate to indicate that the received signal is authentic (202). If
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any tag response. Any tag with AFl byte set to checked-in will respond to
the command, the response is received and the signal strength is neasured
(168). ThwOospewestHext checks for the SOF (170). If a SOVYSIYIBERPed, the
response signal strength is conpared wth the noise floor (172). This is
because al though receipt of an SOF is an indication that a tag is in the

field, sipges | SireRlnYiaBis bl | i n SOF
ﬂlié]?m %1%2 s%%:%tl'l giffeRinYiaBis Ahd iateAB Ind1O4S thak AR %@gﬁ%l ARRoRE PRUS G

sequence. erential between the response strength and the
noi se f| o®F readeraniicpied thattam unabkcked-out hat, chénkediigriag is resent inghe caride74) , t he

ol d (L7608 riene s GareERER crar Rl 15 e R R dhdittn e harbee | AR
di f f er ent {@uihchtidOthe IS4 Asstitnéé that hBBe HRLESD BB $65FB sl A lih M &ofd @At ed

t he response and t hat therefore there is”"no checked-in tag in the corridor
(182). Thehdokog-in tags ategprescabindhe enfridéd @86). 11A and 11B show two enbodi nents

f th t hod i t i bl i. t ith th
ol se tloor (155 FiG TR clhe oot BRE o UioRsiasatioor et RO SokePor o
di ff er encerbehweRd of it PR 188 r3pome. Uheiin@ifd 4ol MRRaHESH: FoIFgRal

strength, the signal strength nmeasurenent occurring during the tinme of the
si gnal r espordds pay inotk, verifiadtidinghatidbejreapenst ovas wehllyat egiphatucehespeseiandd
signal is authentic (202). If WO 20 48211 PCT/ US2004/ 034366 the

i Gnal st PBTEPHSGTPIBPErErTATSS STORIBRRAN 0l TP dpUaler ¢ Aerenie GrgRe Fs
aut hent i ¢ n6Z204hor kdGsurddpri 36 &e Scndh&%@%ignapétrea?mwag@eqkﬁﬁ:dm&reﬁﬁax%s :
checked-in) tag is present in the corridor (208). 1f the signal strength

di f f er ent nat adeguatoto adanteahet thosipmaicattkenticd222)hthersggteinassiinsgsgrradise-i s

aut hentic, the RF reader,ass s that nojse produced t.he, respqgns nd .t hat
her of or o PRCed fssRaRE fhd FRRLS TRehd Plecki- i BY FE RSFr B 0e C3RAS CoR e
11B, the ngtdeedrenQhi i9888quhR0fe92 Althd N18teRPHSE 1dJkQ 961 ;p&tf@feﬁtim%t@%i thut al so

after the end of the expected tag response. Checking the noise floor after
t he EOF i signpksirengdcndshemmsentboos measirkd efier the EOT5ef thhexpegteddastespensereal |y a

t ag- produ r on and . .not a. noisesproduced respo . _The t.hod 172B
rrst ool o BRARRrERGk iT ho Filiei e habe Sofeh SRR e SO ER B ot
t he SOF a?gsgﬂqng{%ﬁd&t@%gth (220). If the differential is not adequate
to indicate that the signal is authentic (222), the system assunes a noi se-

produced respordde tephdigweyescibadinflGs. Khawkbdman bevessvenabadagges: By t he
corridor (2200 .y lf. e differential, s adgauate, (PARL dligasy alemient
whether a checked-in tag is present in the interrogation field is significantly reduced. The
minimum scan time is reduced from around 60ms to around 20ms. In addition, when all
the checked-1n tags respond at the same time, the likelihood of detecting a checked-in tag
is increased because the signals are combined going back into the RF receiver. Also, since
the system only looks for the SOF, the whole tag transmission need not be heard to
determine whether or not it is checked-in. This can occur when a tag moves into a weaker
portion of the interrogation field and loses power half way through the transmission. In
this way, the system can reliably alarm even if a tag only has enough power to transmit
part of its serial number. In fact, the checked-in tag need only transmit its SOF for the
system to detect its presence. Furthermore, the system is not compromised when multiple
tags respond at the same time. In fact, the system is designed so that this is the case.
Multiple tag responses occurring at the same time actually increase the likelihood that a

checked-in tag will be detected.
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signal strength and the noise floor neasured after the EOF of the expected
tag response (228). If this differential is also adequate (230), the system
"signal s t hd{O2005M¢eked-in tag is present in the corri dorPCDB2004/034866

techni ques described in FIGS. 10 and 11 may have several advantages. By
having all the tags respond in the sane time slot, the amobunt of tine
required to det .

nterrogat fon {10t pepa SREHTAGE R bR Sl ARy Wt fifiments,
reduced fr anomy @ubsiGOMS tHeGi gnabstretigRQndicatbnisagdemiedby adignitahid protides an
checked-in_ tags respond at the sane tinme, the |ikelihood of detectin

a
checked: | nindegionsf iioreasie! BewnEdm gmp%foaw%ﬁﬁmagae@m@engm
into the r SYS t he
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checked- i ndigital Sonvamerac euilyydiha sgnhlog demrﬁed iabdw withvesfen to PIES.i lda ofd t he
interrogation field and | oses power half way through the transm ssion. In
this way, {Hg. systemcan reliably alarmeven if a tag only has enough power

to transmt pa fr d i E‘M{Hﬁ% I . - ] need
only transmt i FEG%‘&—JI]%)%F%?{%@@II%W em&%toc’f%é{‘%%%d F’% g%hcﬁggéggce}?é UrtRer mor e,
the systemittsroigt whether @ thaked- wag inpretdnplrethe idgSogaHReodidy. This fBedes ti me.

In fact, the systemis deS|gne,g so that this is the case. Miltiple tag
responses Gduisisg with thhe %eﬁetmﬁ%sewwq @omriﬁeﬁée%trtlwenwwwﬁe@fd that a

checked-in abRR \Pfhel 193 cgmtn?a%h‘? the 0-1 I%Q %’f Qrﬁg%]a;h tgg/nllﬁ;z Qé{' 3 The
e y ofe o

si gnal strength i nai d using a’varre nents

I n one enbmdpmhwlthtﬁbaiasa geﬁld nshlli eagteh bldﬂﬂ]z@lattbffy will gerep@ided tlb:ysamecﬁm@wt
and provides an indication of the strength of the recejved signal. Thi
i nf or mat i on B BTeAFH 6GAbniye Spla oge Rlock of d%tﬁ@ s 525 ¥ ther chepkoat %ﬁ%‘éblﬂsher al 14

in FIG 2)g o) g

anal yze ¢ hataronififd kb fleato UBERAAR IRHCPROLAL ofk PIOBIQHIRkELI R
FIG 12 shogds andt lield. embodi ment of a nmethod by which the RF reader nmay
determ ne whether a checked intag is present in the interrogation corridor.
This process (Pgugxample;aswnyg the cheek- OUTé‘@t‘istblocll*ybé Ci‘ﬁfé@dé’%}ébq’%ﬁ &tP'om Texas
I nstrunents as dopped above. There is a command in the Tag-it protocol
where all tags inthe interrogation field respond with the data stored in
an defi nedaid teklaarid atchegkediih bodl Is seetepond at the sane tine.

00000000.

As tags move through the interrogation field, the “read unaddressed block”

command is sent by the RF reader. Every tag in the field will respond at the same time.
As the tags respond the RF reader will receive the SOF as described above. The check-out
status block for each tag will be identical except for the last bit and the CRC if both
checked-out and checked-in tags are present. The present method checks for collisions on
the last bit of the check-out status block and the CRC to determine whether at least one
checked-1in tag is present in the interrogation field. For example, the following table

shows the possibilities that may occur, where “clear” indicates no collision was detected.

All checked-out books SOF —clear No alarm
Checked-out status — clear
CRC - clear

All checked-in books SOF — clear Alarm
Checked-out status — clear
CRC —clear

Both checked-out and SOF —clear Alarm

17



The present techni que sets one block of data in the tag as the "check-out
status block." The command is then used to determ ne whether at |east one
unchecked¥yRg00f0488tked-in) tag is in the field. For exarpl/es20a8edhsd t he
check-out status block in a checked out book is set to: 00000001 and the
data in a checked-in book is set to: 00000000. As tags nove t hrough the

I nterrog TC'h‘é&Lefi 1E'b80k{”e * rea C@QE’F&?&&‘&SD' ocK* T command-Ts sent by tihe RF

=N

r eader . he fie L @d at thel same tine. As the tjags
respond the RF reader wll reg % T Re as descyi bed above. The chegk- out
st at us bl t ag i Pe T4 IPRS;\l nvr-npf for the last bhit . an t he

CRCif both checked 'out and checked-in tags are present. The present nethod

e ot oot i RrB80 FIGNP2 WASRE BldaeiOlentiffhc S RER e S iRD! Ok and the

CRC to determ ne one I'S present in the

| nt err ogatbwmahil €252). Fae pessitiplag redpbselio kdoeived (2340 IIthe sgphamehédke for SOF
possibilities that may occur, where "clear"” indicates no collision_was

det ect ed using Ithedﬁ@t!k@@sélﬁﬁmb%ﬁ@vsaﬁhméﬂ’f‘éhp G- & &9 madpebl i theOB 1sat us -

cl ear cl out
Ctatus - Pk Eaoss] peREr TolduBoA SR s CER sOFH A a-REAE 00"
2005/ 0482 t{stérfethédke Oo4 &31453@16011 Bladadt 6t of mmeiq&d(&l& cleag-o (238 RtHS
collision on |last bit - collisions In reference to FIG 12, the RF

reader sefeMisionds detecied %ﬁd@ﬁé%@édn%qt slegeks ﬂ@o@%ﬁr@@h b3 colfipien rpdsieainde t ag
Gosor | bed L3 Mk ER ena i at SR NBE AR 078 kol pdoiac psd) RO fues

det ect ed @2DEYes thehﬂafneazm Thirtié thesBusivackowg if 25 )hred &f the TREk diveassdét ect ed,
t he

above.

If no collision occurred in the checked-out status bit (260) the reader determines
whether the checked-out status bit is set to checked-in (268). If so, the reader checks for
collisions in the CRC (270). If there are no collisions, then all of the tags in the corridor
are checked-in tags (272} and the controller activates the alarm (266). This 1s the situation
shown in row two of the Table shown above.

If no collision occurred in the checked-out status bit (260) and the checked out
status bit is not checked-in, then the books must be checked-out, there are no checked-in
tags in the corridor (274) and the next response is checked (276). This is the situation
shown in row one of the Table shown above.

Other embodiments may also be used to determine presence of a checked-in tag in
the interrogation corridor. One of these embodiments is shown in FIG. 13. The flowchart
may depict an algorithm that runs continuously in the RF reader. When the RF reader
indicates an alarm (320) a message is sent to the controller notifying that a checked-in
book has passed through the interrogation corridor. This algorithm shown in FIG. 13
1gnores collisions and overpowered tags during the first sweep for tags. The algorithm
concentrates on reading as many tags as possible as quickly as possible.

The algorithm shown in FIG. 13 allows the current TI “Tag-it” and TI1ISO 15693-
3 tags to be used in an exit control system without significant degradation of performance.
One conventional way to determine whether the TI-type tags are checked-inistorun a

SID (Simultaneous IDentification) Poll on all tags in the field and then read from the
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system checks for a collision on the last bit of the checked-out status byte
(258). If a collision is detected (260) the reader next checks the CRC
(262). If AV@aNI04820Nh is detected in the CRC the system BCHHE1084/433306 at

| east one checked-in tag is in the corridor (264) and activates the alarm
(266). This is the situation shown in row three of the Table di scussed

b I f I Sil hE i - t |
eader det Pt blotk BReRAGHERS e By LG EDGR (58 Rlep?) Shd By bR Wi |
(268). |f shis tdchrignedit thé 8T Pofl arill comiduesindnsli tollitiors ERCedoXAA)Xwhéd t here

are no collisions, then all of the tags in the corridor are checked-in tags

(272) and tHaEtRigAEs sk et thesame dimes) apd & opedagiepasdhe igldiduring thigalzgenitmut i on

shown inr t e J,Si LNt he
checked: outtar BF pepf NS ) B SARERCRIRUE T o0 Gy e SL Bnp e 4 Bltedtn
checked- i nenvib@mdnevhbrakgs s sbnhantbhackag imotnd ldaeme tiey geldo patiaskeslking

tags in the corridor (274). and the next response is checked (276). This is
the situat itBRuekthgdriticantEelaysiae with PWST&'FHCB haketgsabove. Ot her enbodi nents
may al so be use : ] f - | -

i n%/er rogation cg}h%?loeg)?&kﬁ%wmé%?ﬁ{ﬁggggés oadl?lr?g{rfllt%gl@@ lJs0 ﬂo(\%m@’gi ajrlll Hﬁléqgf%ﬁ.omfhe
flowchart agmangeqsat passitdé gogiitkiyak hadsible it frentimea toosdlythe algoHtnRBEMeader .
When the RF reader.  indicates an al arméS_ZO) a nessage is sent to the
control | er 2881¢Yilhytagiyith a setirdewed-1p fodgis SRUMKS 1 ph Hicerdarihis diggerad 8 20).
interrogati I . { KRN 1¢To) - £al ] hSi ons
and over pouish f S8 Bire byt @B} (VR B e fediiiheh AR EE i Wi

concent r at esempt toaesl vegasataredlidiagSas pdsgiisIs $308) eBeguspLit oklly\ssass hossi bl e. The
al gorithmshown in FIG_ 13 allows the current Tl "Tag-it" and TI |SO 15693-
3 tags to Bemisksd SIR noH andiignersheqlbsions unlesitigre HRReush dme e eapkve degrdfat i on

f f . . i. m . TI - t
ar e chockeabrey it PRIR BRbURAT o eded WHBl LR dh sl Sy bR | pos
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specific block where the checked-in/checked-oqut code is ke[%t, .One potenti al
probl em wi thparenheses aerrempies of leashsispHeans il thep 0 codgndivimis besstdiop al |

col li sions . Vi %@% td t imﬁ: if
one tag Ieatll:]jereg6 {1@%&{;% %ﬁdﬁ uri ng%ﬁ"i gseagq%gstg?l&ts%%n%&? ﬁlepnag{}ﬁ%e%%ﬁgg{eess & la f5j and
no data is tagtvalidsel affdritise finubaksvery easily happen in a detection

0 Tags 100.00%

1 Tag 100.00%
2 Tags: 15/16 chance of reading 93.75%

3 Tags: No Collisions (012) 210/256 chance {82.03%)
i One Collision (011) 45/256 chance (17.57%)
Two Collisions (111) 1/256 chance (0.39%)
Overall Chance:
No Collisions + 1/3 * One Collision + 0 * Two Collisions §7.89%

4 Tags: No Collisions (0123) 2730/4096 chance (66.65%)
One Collision (0012) 1260/4096 chance (30.76%)

Two Collisions (0001) 60/4096 chance (1.46%)

Double Collision (0011) 45/4096 chance (1.10%)

Three Collisions (0000) 1/4096 chance (0.02%)

Overall Chance:

No + 1/2 One + 1/4 Two + 0 Double + 0 Three 82.31%

5 Tags: No Collisions (01234) 32760/65536 {(49.99%)
One Collision (00123) 27300/65536 (41.66%)
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envi ronment where tags are constantly noving into and |eaving the field -
patrons wal king through the exit control systemwth books (which have
tags). Th&VAP@SPIRHM shown in FIG 13 uses a nodified SIEHGSI0{BIX and
tries to resolve as nmany tags as possible as quickly as possible the first
time through the algorithm (304 and 310). If atag with a set checked-in

code is f ﬁﬁx}s(ﬂba @125}@5 ered (320). If there is still time

r emai ni ng n hefleld) then the algorithmw |
attenpt t sé Iés ? p033| ble (308). Because it only
i ssues th ?QE%I 8](5 3§r{ 0 ores collisions unless there is enough

time tor é"fﬂvWQ h which the al gorithmcan identify
uncheckedT@‘(ﬁ/T@Qis(ophll)ﬁéoﬁ%%l(q gz%hcreased The statistics for this nethod
are descr ivechlldghapee: The first set of nunbers given in parentheses are
exanpl es ®fo + 840Wnes+ Qi3 Twe anys Thepetis1/6R2-2 Mg 260D code. This is based on the
16 tinmeslot SID al gori thm The second set of nunbers in parenthesis is the
nunber of tag

100. 00% 2 Tags%S\ﬁ bg%ﬁgﬁ@é@ g%hlfnﬂh&tg%a?%%%m%ﬁ%m% ‘Qﬁllo/qes‘?%%%g( 012)
210/ 256 cHhiaher i 82 GBH4gion, tfhteccﬂhdhhg mg@mm addpe ad 2k tlmhmweg whieh5I688 ndiwo

Col l'i si ons 111)l 1/ 256 chance (0,39% . Overall Ci‘gance: Col |/LSI ons. + 1/3 *
One Col | i $1aseh wilipereadygnésinrg Q'F%ﬁémS?’f thgdlreg PPSHRC 1245, TR Of dRs!s pepis)

2730/ 4096 . | 2 30. 760
Two Col 1+ B0 By hEicheiforE Rt drhialinh op BT TMARER e ORfiaRed 07, 1)
45/ 4096 ¢ hﬂamgimﬁmt@%er 4Bhd SeaCsthatists 0Tish{lDBI86 e LhdGS60¢ Hamntes 0. 02%

Overal | Chance: e + 1/4 Two_+ Doubl e.+ O Three 82, 31% T
No Collis @%ﬂ%@@fﬁmﬂ 3%@}08? E5 Dass arl tho opher iags “@%IbF TS0 Vﬁ?l@ééfé%eﬂuem

27300/ 655%953(34%111@631@1 1dchtion of the tags permitting.
' Another embodiment of the checked-in tag detection is shown in FIG. 14. The

ags:

algorithm refers to a database containing tag ID’s of properly checked out items. This
database that may reside on the exit control system itself, but the invention is not limited
in this way.

First, an SIF poll is performed on the tags in the interrogation corridor (352).
When tags are detected in the interrogation fields (354), the algorithm only gathers the tag
ID’s that can be resolved before the tags leave the interrogation corridor (360). The
amount of time before a tag leaves the interrogation corridor could either be determined as
an average calculated value based upon expected speed through the portal or be
dynamically determined by the inventory of tags being collected.

An additional poll of tags could also be required after each collision is resolved. If
this poll doesn’t get a least one duplicate tag I as that was obtained in the initial poll, the
determination could be that a new set of tags has entered the interrogation corridor. This
would trigger the database query for the previous set of tags.

Another possible strategy would be to infer that the tag has left the corridor as soon
as the current collision cannot be resolved. This also would trigger the database query.

The algorithm shown in FIG. 14 thus specifically focuses on collecting as many
tag ID’s as possible and does not check for security information until the above mentioned
time is expired. At that time, a query is made to the database to determine if all the

detected tags exist in the security database.
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WD 2005/ 048211 PCT/ US2004/ 034366 Two Col Iisions (00012) 2145/ 65536 (3.27%
Three Col l'i sions (00001) 1290/65536 (1.97% Four Collisions (00000) 1/65536
©(0.00%  Twe 2005Twe210100122) 1890/ 65536 (2.88% Two / Thr e@CIOB2A0#034556)/ 65536
(0.22% Overall Chance: No + 3/5 One + 2/5 Two + 1/5 Three + 1/5 2-2 77.26%
It shall be noted that with 3 tags, if there are no collisions, all tags

Wil be verifiedne abifankd}RE Bryiaely tROLbSHiRRNt SAEICE Ol lateieNed BYBe Widds sot be
read, but the one tag which does not mtch will be read, and since this is
one of t he nbhuedopoéisids) as welbss, thaaheagdtar tiofe dvalable fardegldetoctiomiThispl y by t he

per cent age chance of .having one coll.ision. This l.ogi¢c i s continue .

bt oughoot AeHEHGE RGOS fiches pogeSimiePeffeadmthd of o siude By Sy sThiso
that these y @GR N RA SRS 200k BEAN I dd-fufiforRPedds BREudRcOlRGEg IRgs Wil |
be resol ved on subsequent passes, ti'ne and |ocation of the tags permtting.
Anot her enfsoléaehthecysttmenccloegdradedsito taguuietieits woh thestag bpwacirity FI G 14, The
algorithmrefers.to a database containing tag ID s of properly checked out

i tems. Thi %M Base that nay reside on the exit control systemitself, but

the invention i%@%ndwigghﬁéussidﬁ ib Hir&:té‘@bﬁwag% 3 flethd@YoShde WRh thelwper f or med

on the tags in the interrogation corridor When tags are detected in

t he i nt er r djeticnie Hrodiot o8 BADC). tThe B Grdet tmrﬂllpﬁllagrt thalnévessal ReoduagCodeD s

that can b ol ved, befare the tags | eave the.interrogation corridor (360).

The armunEUéﬁ f‘"i %taMP@ﬁéatéP“F gé “F‘g‘g\ﬁé:igtfeﬁéﬁ?rﬂﬂ%er“?lgﬁﬁtﬂ%o n\k/&‘g%”rt F¥coul d

ei ther be : I3 , ed
%&&ﬁ%@ﬂ% Pestilly geeeﬁmggﬁj th& @Hr?é&@uﬂ!@kéﬁ%eﬁ%ﬁb@ﬁmﬁ% RXREF

speed through the porta nam cally determ ned by the i'nventory of
t ags bei ng oc abtfenttiadal. APheatdethtd cmates pGkey dior thagdestoy bodmalasd wheclr ie gifficad

after each cqllision is resolved. If  this | I, doesn't ge | east one
Qupl | cat 6 BACFS BRI ERS O BRLPALEIORs AL T Al IR BRbnot et
det er m nat ?@Hoﬁ%ggopﬁctﬁﬁb@g_new set of tags has entered the interrogation
corridor. [ [

his would trigger the database query for the previous set of
tags. Anot her pdbsideiteystomabamglyremdens the REDotag ndbwfiundtivaal. t Tesdt she deagoy ef t t he
corridor as soon as the cyrrent collision channot be resol ved %hi s al so
woul d tri 9(58 €, APEORFL fYH AR &ﬁfgyvx to the chip and the memory 1s programmed. To eXecute

the destroy command, the password which was placed in the destroy memory location
must be sent again to the chip, and if there is a match then the chip is destroyed.

The present method creates a secure “key” for the destruction of RFID tags. If one
key was used for all tags at all locations, if someone were to break the key, they could in

theory destroy all RFID at that location. For example:



The al gorithmshown in FIG 14 thus specifically focuses on collecting as
many tag I D s as possible and does not check for security information until
t he aboveWters/$20 tine is expired. At that tine, a qURGHUFE4EEE6t 0 t he
database to determine if all the detected tags exist in the security

dat abase. 20 WD 2005/ 048211 PCT/ US2004/ 034366 The advantages provi ded by
t he enbodi nent of FI ted to the effects of non-uniformfields,
as well as the anouﬁgo‘%ﬁ%]% %‘as'gla'"?l able for tag detection. This algorithm
provi des d¢sman€odé: Graxi Mszi ngGt he nunmber of tags to sanple for security.
This algorithmis not affected as significantly by non-uniformfields
because once thﬂ'letsﬂﬂlelcgdéﬁlth@ﬂbitﬁﬁ/trggstef #ﬂ@ld@é%@ﬁbﬂi@yr OAGRiroR@SSall Rgs

ormati on hefollovvln

comunicate with the tag for security in gdlscussmn
i s directadandwsalldtian.net hod for use with the new El ectroni ¢ Product Code

((:ErptC Zil nngpFlp (C:: VBE@H&S%@P%B‘%FMW@F "Fet %ﬁ{:s i f‘oti??lfng‘tfngg“p W% L{iI’DC q h| s new
speci fi catih@fmhord is ARSthf re%%h aft QIPFRREL bpfuritBeRacem @ deqRfiahsmbie RFID tag

destroyed or nonfunctio The nethod creates a "key" for "this destroy
command whgister 624d111fs} i Thik wouldbmdkt ety destrag cbmawsngd emique te cadhitag, and wonildus

use of the destro nd W not affec erfarmance of the RFID tag. The
dest r oy cdﬂ%ﬁnad tﬂedﬁ?ﬁpﬁcﬁg ffﬁ‘?&% . To set the destroy

code, a proper connand IS glven to the chip and the nenory is programmed. To

execute the destro fiecpassword which was placed in the destroy
menory Ioclﬁésm Cogu%ﬁb‘e ntothe chip, and if there is a match
then the c Vs s roye present nmet hod creates a secure "key" for

t he destruction of RFIDt gs If one key was used for all tags at all
| ocations, if sUhHEMEhREkeYT & emampn ol fegsand drstroy sees, Pyt beeatsd iy destr oy

all REID %?%%E%%{dt%o redd o RS ineprooti HORER rbtnddlatdonfin 034360

TagA TagB stroy me code 1nt estroy register
yields a pnemldwﬁlcult;o knfealcﬂmﬂgnnthmn@uahllalmaa‘g'mg the overall security of the site.

Example EPC Identification: 00000000 00 hex

11111111 FF
00000000 00
11111111 FF
00000000 00
11111111 FF
00000000 00
11111111 FF
00000000 00
11111111 FF
00000000 00

88 bits organized into 11 blocks of § bits.

An example algorithm may, for example, select some memory, perform a function
" (add, subtract, multiply with data or constants, etc.) and create an output destroy

comimand.

Destroy command 10001101 8D
(random for this example) 01111011 7B
00010110 16

Another EPC value with this algorithm run would create an entirely different

destroy command value.
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in an installation. Wth the present nethod, however, the EPC identification
code (up to 88 bits of information) is run through an algorithm and further
‘pl aced i nt ovOheosgl@stit oy menory register (24 bits). This ROTIUS20eREI&very
destroy command uni que to each tag, and would nake a unique key that is
difficult to deci pher For exanple: Tag A Tag B Tag C Destroy Code: U WL
An al gorithm"k I : e se the
destroy code caﬁ%%we%eg Jegggaﬁeg%ﬁt ’%hﬁggg&ﬂg kl?g%%%({e%\e/dﬁ%%% %ffepelﬂ{ %Q%gﬁgt hod
makes it nuedndorsmieh thaf ﬂie@hlﬂférehm@crrﬂﬁm wdied abgalovt theitadshe be daitaled.Mhag t he
overal |l security of the site. mpl e EPC I dentification: 00000000 00 hex
11111111 FP m@@@motmaﬂwﬁfmfﬂﬂdﬁ sl soerFoetager tommliil‘:msyqﬂr—ythebm@ooo 00
L Fareael SBRe o gt%ﬂejs%&}da renpﬁg&f?@ﬂ% e ; %ulamtép %ﬁﬂl into 11

ocks of n exanpl e orit or ' exanpl e, sorre menory,
perform a fﬂaﬁta(ﬁffereﬁaﬁ&uoyubﬁmmﬁ,coml tiply with data or constants etc.)
and create an out put destroy command. Destroy command 10001101 8D (random
for this exanpl eYatouspmppdirpents Gb@im%thlﬁhm%§ﬁeﬁp@¢amc\%ﬁ pthen) s

al gori thm r iy MEMLSs GFSPfifin e &OhE bEIY A8 Elims dest roy command val ue. 22
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WO 2005/ 048211 PCT/ US2004/ 034366 Between sites, a different algorithmcould
be used to discern different stores or vendors such that the different

al gorithmwould not allow the tags to be destroyed. In a shipping security
exanple, only articles sold to one retailer to could be sold by that sane
retailer. Between two stores with different algorithns, the identical EPC
value would vyield a different destroy conmand code. Various enbodi nents of
t he i n(ERiison have been descri bed. These and other enbodinents are within
the scope of the following clains. 23 Clains: 1. A system conprising: a
plurality of radio frequency (RF) antennas set up to provide one or nore

i nterrogagi r 5. .4 RF reader coupled to the plurality of antennas,
the RF re%dgpgﬁggﬁﬁg&@ﬁgpﬁgle transmtter/receiver (T/R) port that provides
each of t he agrrehtyad radi¢ freRienpp(R¥) annpascdugeto prontide oregatmare ifteredgddomi t hi n

t he interréggtipn corridors and delivers a conbined input signal to the RF
reader, WHEPEPY the RF reader generates a tag detection signal to indicate

that at | eagtRORAdraBupIed td¥he pRIIitYbF Atdhnbd)thd RE RlaHQdRVInG™ saiplé | dors; a
splitter that receives the RF power fromthe RF reader and delivers the RF

power to Hamsmitgr/receiver GT/R) apitilat provides esnhed therpntenaas withREfposveploreducey of
X dei ' . ity . e .
oo RO 56 PP R R0 P S

si gnal s t aFfreddet, WierdtwthsiRIedaddn geiiereganaak deRctidnbigial toyindicats elius ot 18ast ondlag &ct
a patron within any of the interrqgation corridors and generate a patron
si gnal ; aR@SHt Mithinthe fraerregatien eRfFiges an al ar m si gnal upon receiving the tag

detection sizAdfeARE rbiifed H RMpoRL AR MUREYeRdd? ahd UBIVRRY hOR Fg,%we;f adyst em
of claiml1, erein the p urallgy of antennas generate the Input signals in
response thephatlity efsttenme it thg fpmesBnplusalityhofrantensa dniveesigradpa hereinf the bplgter 3.

The systemof claim| wherei.n the splitter. c jnes the input signals sych
Chat " & welRSHFRRE oFsioghalpuf pgato femage Rl et o ComBRRE R A Botdik
i nput  si gfghalé foofohAthd RAMindANRpWALIAL, antenna to increase the |ikelihood of
detecting a tag in the corridor. ) )
a plurality of sensors to detect a patron within any of the interrogation corridors and generate a
patron signal; and
a controller that outputs an alarm signal upon receiving the tag detection signal and the patron

signal within a time period.

2. The system of claim 1, wherein the plurality of antennas generate the input signals in response

to at least one tag present within the interrogation fields.

3. The system of claim 1 wherein the splitter combines the input signals such that a weak input
signal from one of the antennas is combined with a weak input signal from at least one other

antenna to increase the likelihood of detecting a tag in the corridor.

4. The system of claim 1, wherein the interrogation corridors are located near the exit of a

protected area.
5. The system of claim 1, wherein the controller initiates a timer upon receiving either of the tag

detection signal or the patron signal, and outputs the alarm signal prior to expiration of the timer

upon receiving the other one of the tag detection signal or the patron signal.
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4. The systemof claim 1, wherein the interrogation corridors are |ocated
near the exit of a protected area. 5. The systemof claim1l, wherein the
controller initiates a tinmer upon receiving either of the tag detection
signal or the patron signal, and outputs the alarmsignal prior to
expiration of the tinmer wupon receiving the other one of the tag detection
signal or the patron signal. 24 6. The systemof claim1l wherein each
antenna receives RF power fromthe reader that is out of phase with its
nei ghboring antennas to, produce rotating interrogation fields wthip the

i nt er r ogaPi grhe sygpmicsfaim 7 W r@yge@rﬁnteesw?lg?%kg PAVE fERralﬂ?etf;‘ia‘)gf thabgjoyt of
frequency : i ; i i ;

cor i dor P WRITRAB0R RS b pKIcE RIfE iper SR o A I A Rerogation,
having a sémgbe transmitter/receiver (T/R port that provides each of the
antennas with RF power to produce interrogation fields within the
interrogation corridors and delivers a conbined input signal to the RF
reader; and A s¢ednh tdoBiprikidgt receives the RF power fromthe RF reader and
delivers the RF power to each of _the plurality of antennas in the formof a
plurality ofapineled ragip frequingh SRE) anjgaaassiehup Wweprayide pReer mergdpipiyegitiohe or
nore i nputcorﬂ'dgl[gal s fromthe plurality of antennas and conbi nes the one or
nore tag sSighals to formthe conbined i nput signal, wherein the RF power

del i ver ed t candi€ieaddr cotygleditit the phisalivasf amtQiayp ItaskF ciatiérdraeinge dinghen t he RF

power delivered to a neighbori one, of th nt ennas, . wherein the 90
phase di fFf@%léérfﬁe%e‘bﬁré{#ﬁéﬁ“d&qrl?&’““?e& e%&‘\fﬁl@%ﬂl‘%“@?&’ g?ﬁ%s%ﬂ‘%ﬁﬁ“r Pfﬁé € 8. The

syst em of jgbaddhtidn WRQS KitRint A€ inlérFdgRRET cothidoth hRAN&ANSIY RInDNdSRpR 3fzRal?b tHehe
antennas with the RF power and accepts a signal produced by an RF tag in

any of th&Iimaderrapdati on corridors. 9. A nethod, conprising: producing a

radi o frequency. output, stgnal from.a.single transmtte eceiver (TIR)
ort of an PRI BB TRR B s YR GG b BPRR RS 1 P
a plurali the graffytcfan@nilisiiy theSodnal $pluralie} dfemtdnng dihesigidls Wirei the€plttegnal s
to a plurality of antennas to produce interrogation fields, wthin one or
nor e i nt ef9eElyss PRPIERATE iyt signals from the plurality of antennas and combines the one or more tag
signals to form the combined input signal,
wherein the RF power delivered to each of the antennas has a 90° phase difference from the RF
power delivered to a neighboring one of the antennas, and

wherein the 90° phase difference is provided using % wavelength transmission lines.

8. The system of claim 1 wherein the T/R port simultaneously provides each of the antennas with

the RF power and accepts a signal produced by an RF tag in any of the interrogation corridors.

9. A method, comprising:
producing a radio frequency (RF) output signal from a single transmitter/receiver (T/R) port of an
RF reader;
splitting the RF output signal using a splitter into a plurality of antenna drive signals;
delivering the antenna drive signals to a plurality of antennas to produce interrogation fields
within one or more interrogation corridors;
generating one or more input signals with the antennas in response to at least one tag present
within the interrogation fields;

combining the input signals into a combined input signal using the splitter;
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generating one or nore input signals with the antennas in response to at

| east one tag present wthin the interrogation fields; conbining the input
signals into a conbined input signal using the splitter; 25 providing the
conbined i nput signal to the T/R port of the RF reader; outputting the tag
detection signal fromthe RF reader to a controller; receiving a patron
signal that indicates whether a patron is present within any of the

interrogati o&@iﬁggﬁqg)m?ir?c'aqnﬂws%ﬁlttbm T/P%oﬁ'cﬁﬁﬁ@ﬁ%ﬁ&;umn receiving the

tag detection sig the patron signal ‘wthin a tine period. 10. The
met hod of claaipwithg thataghkleteciiempgiad fnogr the BEatadenty a dvatroberbi ned i nput si gnal
with the T/R port: and generating.a ta etection signal .fromt conbi ned
put ot gnal ey PRS e e ol foiBel MeRE? SiioR T s RS by el et e

i nt er r ogatntéitoga®éit ¢itBllsrs; ahdl. The method of claim 10, further conprising
producing rotating interrogating fields in the interrogation corridor., 12.
The met hod SmtRttHIgHhealary sigpglupen rseivileihe tagdetertion vignal and the patrpyvyignabwithin ng
ei t her of attipﬁﬁ)teﬁgd detection signal or the patron signal; and outputting the
alarmsignal prior to expiration of the tinmer upon receiving the other one
of the tag detection signal or the patron signal. 13. The nethod of claim

9, further npri si elivering the.plurality of antenna drive signals to
the pl uralft ed‘Feﬂz‘ﬁf‘%ﬁ?ﬂ@ %Sme?ﬁ%ﬁlpr facent antennas are driven out of
phase. 14. FB&iﬂﬁém@@oﬁbir&h%ﬁm%Fneﬁ%{m éTﬁPF&{;'aﬁﬂng delivering the

ur

f
plurality of antenna drive signals to the plurality of antennas-such that
adj acent antgeneratinga @gdeieviéon 9gnadiromghe pimlsined input signabtorindicate that pideasgone tag

produci ng.a_radi o. f.requenc F) output signal froma single
transm ttésrgr?seegée‘?"\%lpﬁla&r')q%r\éﬁ%tﬁn C&m&ﬂgsn RF reader; splitting the RF output

signal using a splitter into a plurality of antenna drive signals;
del i veri ngﬂ the antenna drive signals to a plurality of antennas to produce
i nt er r ogat i obherpethegsot clgimnhls fsther epmprising predusineggtating intersrgating fields pghe

interrogation corridor.

12. The method of claim 9, further comprising:
initiating a timer upon receiving either of the tag detection signal or the patron signal; and
outputting the alarm signal prior to expiration of the timer upon receiving the other one of the

tag detection signal or the patron signal.

13. The method of claim 9, further comprising delivering the plurality of antenna drive signals to

the plurality of antennas such that adjacent antennas are driven out of phase.

14. The method of claim 9, further comprising delivering the plurality of antenna drive signals to

the plurality of antennas-such that adjacent antennas are driven 90° out of phase.

15. A method comprising:
producing a radio frequency (RF) output signal from a single transmitter/receiver (T/R) port of
an RF reader;
splitting the RF output signal using a splitter into a plurality of antenna drive signals;
delivering the antenna drive signals to a plurality of antennas to produce interrogation fields

within one or more interrogation corridors;
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generating one or nore input signals with the antennas in response to at

| east one tag present wthin the interrogation fields; conbining the input
signals into a conbined i nput signal using the splitter; providing the
conbined i nput signal to the T/R port of the RF reader; and delivering the
plurality of antenna drive signals to the plurality of antennas using' /4
wavel ength transm ssion |lines such that adjacent antennas are driven 90 out

of phase. 1Gendxirgxire otoidre tpusyighabiwitl thedteffids in Gespomsditd ar lezse dnd @ Pradnt OFf
articles froma protected area, the exit control systemconprising: a
pl ur al i t yWHhindht BerEeeaten 88id8d to provide interrogation corridors; an RF

reader COUplc@ﬁllbhf?n\#eirB@ gr%u%i@ﬁﬁlg e c&ﬂfaiﬁéﬁ‘ﬁngleuséi%%l &E\}éﬁﬁq fird?dVi Ng @ singl e

transmtter/recel por at provi to the antennas to
produce i nt growadiag iterconfhimdddsput signhlgo ithet BRregatfitheRE ovadeiond and del i vers a

conbi ned i nput. Si | to.the.RF reader,. wherejn , t reader .i nterraqgates
Cherpree ) T tiyetBe Bty G aienn 3RS sigh Yo s ot o arf e it SRR
t he antenﬂ@tﬁnﬁ&%ﬁ%e‘é@ﬁ&ﬁﬁﬁ e{dfﬁenﬁiaﬁt%ﬁﬁzfs afrémeh@@? s gipnase. at t_he _Si ngle T/R
port, wherein the reader generates a tag detection signal to indicate that

at least one tag is present within the interrogation corridors; a splitter

h [ he R P f he RI P read d.del h
cach of - Ie b sare) SarTLRe dRRULS ey e R e 8t fRleR PR/ Bptete BRAdne | °
drive si geﬁ{&ntﬂwwsmcddiﬁiﬂ?;i tter receives one or nore input signals from

the plurality of antennas and conbines the one or nore tag signhals to form
t he conbi ned Mviglity ofiagternas ogicpied tapiovide datersegpbion somidorset ect a patron within
any of the int i rk . gs, i ; and a
controller taﬂe@{ %8‘?%&? @‘%@a‘?‘%ﬁ%@.‘%ﬁg ugg%%ﬁe?é%fe\??%ﬂa? ﬁé%tsa detection
si gnal antandndttgateeiver (BIR)patt thdt plovidea RIF posvep @r tho dntedras td\pmdngeunerrogamdabl e

nmedi um co I Si .instructions that cause a pr.ocessor.to: output RF wer
froma r o Rl Ifu@? HYCrE082HPR fferélfiownédr}r‘i'fr%a ‘féelﬁalmd lamté_fﬁﬁlalsw_ttﬁ? @ﬂgﬁdar» _@3}?@%
transmttgfe/ Kf?féﬁéléf%ten(ra_éa?% tH@ﬁlhreH OF DEUAGES l_is'ﬂig%é Eiﬁél‘é'm pfolrt_% 9§n§Mi$I@F P%\Zcr_r/ R

plurality of interrogation corridors; receive fromthe splitter via
port a cotbihpententng adétostéivntagisignalls fiohathe anidinpa atdhe ainglecbBt porio whereimghé s

present Wi LB Al%ed" i Gerdtidh Behdido Raidall 5" LAY R 52 bredtSvith the
interrogation corridors;

a splitter that receives the RF power from the RF reader and delivers the RF power to each of
the plurality of antennas in the form of a plurality of antenna drive signals, wherein the splitter
receives one or more input signals from the plurality of antennas and combines the one or more tag
signals to form the combined input signal;

a plurality of sensors to detect a patron within any of the interrogation corridors and generate a
patron signal; and

a controller that outputs an alarm signal upon receiving the tag detection signal and the patron

signal within a time period.

17. A computer-readable medium comprising instructions that cause a processor to:

output RF power from a reader using a splitter to a plurality of antennas through a single
transmittet/receiver (T/R) port to produce interrogation fields within a plurality of interrogation
corridors;

receive from the splitter via the T/R port a combined tag detection signal that indicates at least

one tag is present within any of the plurality of interrogation corridors;
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receive a patron signal that indicates at |east one patron is present within
any of the interrogation corridors; initiate a tinmer upon receiving either
of the tag detection signal or the patron signal; and output an alarm
signal upon receiving the tag detection signal and the patron signal prior
to expiration of the tiner. 18. A systemconprising: a plurality of radio
frequency (RF) antennas set up to provide an interrogation corridor; a RF
reader couplresivie@ ganen glgualahattivdicdtesan leanme patrdveis/presesadeiin hawofithe a si ngl e
transmtter/receiver (T/R) port that provides each of the antennas with RF
pover to PHOEAERLON ¢4 Fogation fields within the interrogation corridor and
del i vers a_ Gfiaindiipbih reebRidleithr dtfifi. & deie@RATanaiSheE birdil\egddl shgader
generates a tag detectfon signal to indicate that at least one tag iIs
present wit utput Aealam signdgabn oecivingrthelag detctopl sigrtaband tha patrgcegnabprioite RF
power from t.hﬁ RF rhegider and delivers the RF power to each of the plurality
of ant enn&PURHOR REMEEMEof a plurality of antenna drive signals, wherein the
splitter receives one or nore input signals fromthe plurality of antennas
and conbines the one or nore tag signals to formthe conbi ned i nput signal;
a sensor t& AlSYst CMpERHBN Wi thin the interrogation corridor and generate a
patron signal; : t j . 3 [.ecei vi ng
Phe. tag der adivaD. g aadp Rk ins RIARer Bl miotRo Ak bl lor RoRUGEC
The syst em GfRE teatencbpledirethe phurdlite o pantermbs, the RF readedranag aggbaple at e t he i nput

signals in response. t | east one, tag,pr.esent wthij he interrogation
field 20724 %r{fseeéYﬁrgT’ﬁéLpartﬁhaig_{ovmﬁ&hrpff%a%wﬁ pip Rt@meﬁwm % nput
si gnal s Sﬂﬁarégﬁﬁ&n ﬂd‘c&@@aﬁhimﬂﬁé‘htenﬁigﬂﬁ@ cofrr’icﬂﬁ‘aﬁﬂ'@emcrsti‘&)n%]ﬁé‘d”mﬁﬁ sig%ap@m wed
with a weak 1 nput signal fromat ['east one other antenna to Increase the

| i kel i hootkadér, wheretntthe§Faeadgyginaratdser tapdeteation sighal to Tinkicaty thabahlepkst arledagns 18,
wherein the interrogation corridar, is |ocated near the exit of a protected

area. 22. p‘leﬁeélt?)} R SRR i@?ld%erei n the controller initiates a tiner

upon recei vigwpligértth@redives i RRgowaddrdretiRHE RBdeY laBidtlivers thb RFRWeP)D datigoml |
and outputs the alarmsignal prior to expiration of the tinmer _upon

recei vi ngtherduralityef apigenasin thedonm gl ajpiredity ofiinisnpmaniveyigiale Whateihe SpIHiaI |
23. The SysL&M Qe cﬁ'g?drmrﬂp%t siphis £5M tRA0NAR SHARRSSHL EEHbRES BRWAE of MO th'e

reader that 1s out
signals to form the combined input signal,

a sensor to detect a patron within the interrogation corridor and generate a patron signal; and
a controller that outputs an alarm signal upon receiving the tag detection signal and the patron

signal within a time period.

19. The system of claim 18, wherein the plurality of antennas generate the input signals in response

to at least one tag present within the interrogation field.
20. The system of claim 18, wherein the splitter combines the input signals such that a weak input
signal from one of the antennas is combined with a weak input signal from at least one other

antenna to increase the likelihood of detecting a tag in the corridor.

21. The system of claim 18, wherein the interrogation corridor is located near the exit of a protected

area.
22. The system of claim 18, wherein the controller initiates a timer upon receiving either of the tag
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phase with its nei ghboring antennas to produce rotating interrogation fields
within the interrogation corridor. 24. The system of claim 23, wherein the
RF power delivered to each of the antennas has a 900 phase difference from
the RF power delivered to a neighboring one of the antennas. 25. The system
of claim 24, wherein the 90 phase difference is provided using '/<

wavel ength transm ssion lines. 26. A method conprising: producing a radio

f r equencydetdetipn ighslwi tls [ginah si‘ghsjmxﬁi @it the atafm Signhl @icr teegiiradon 6flth&yimpor t

of an RF reader; ,splittin RF out put signal using a litter into a

pl ur al i t yuRSP reF g te gthey n%?fgefh%rag deteglion gg1al Aythe RECSIEHha dr i ve s gnals to
a plurality of antennas to produce interrogation fields wthin an
interrogation corridor, wherein each antenna receives RF power fromthe RF
reader t2&(The systam obélaiph 8 evherdimedchsintesnaytebeivésRF powerrfras tlteaeqﬂeoﬂlat:i@ out of
rotating interrogati.on fields within the interro do ener tlng
one.or " mopEst WG A= apgRharire g PR e RIS el il o SRR on o
present Wdrhidr. the interrogation fields; conbining the |nput S|gnals into a
conbi ned i nput signal using the splitter such that a weak input signal from
one of the antennas is conbined with a weak input signal from at Ieast one

or ovi di ng2t 0 Eue REGERERY Mt B RGP @ aplAREE Ay B hshuplhel iy gt o
out put t i nghdsbdiffeegcel foricthe RF pivgnadliveredd b heighboringase of the aatenmast r oI I er;

receiving a patron signal that indicates whether a patron is present within
the interrogation corridor; and outputting the al arm signal upon recei vi ng

the tag dgj gglte' ?s@eln%bﬁéléi 8l ichén %tqo@ghgkqmérencwléﬁg&d@d ml e e\’gﬁfl%thzg 27.

The net hod m 26 urther conpri Sing: receivi the co put
si gnal wi trinstissiofilliReport; and generating a tag detection signal fromthe
conbi ned input signal to indicate that at |least one tag is present within
the interrogation corridor. 28. The nmethod of claim26, further conprising:

26. A method comprising:

producing a radio frequency (RF) output signal from a single transmitter/receiver (T/R) port
of an RF reader;

splitting the RF output signal using a splitter into a plurality of antenna drive signals;

delivering the antenna drive signals to a plurality of antennas to produce interrogation fields
within an interrogation corridor, wherein each antenna receives RF power from the RF reader
that is out of phase with its neighboring antennas to produce rotating interrogation fields within
the interrogation corridor;

generating one or more input signals with the antennas in response to at least one tag
present within the interrogation fields;

combining the input signals into a combined input signal using the splitter such that a weak
input signal from one of the antennas is combined with a weak input signal from at least one
other antenna to increase the likelthood of detecting a tag in the corridor;

providing the combined input signal to the T/R port of the RF reader;

outputting the tag detection signal from the RF reader to a controller;

receiving a patron signal that indicates whether a patron is present within the interrogation
corridor; and

outputting the alarm signal upon receiving the tag detection signal and the patron signal

within a time period.
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initiating a timer upon receiving either of the tag detection signal or the
patron signal; and outputting the alarmsignal prior to expiration of the
ti mer upon receiving the other one of the tag detection signal or the
patron signal. 29. The nethod of claim 26, further conprising delivering the
plurality of antenna drive signals to the plurality of antennas such that
adj acent antennas are driven out of phase. 30. The nethod of claim 26,

further compré ﬁgmgdgguiayﬁgg,rignﬁémoﬂbﬂgig%;i ty of antenna drive signals to the
plurality of antennas such that adjacent antennas are driven 90 out of

phase. 31. MWeeivingithoepnalfined inpuhsimal witkethei TiR@erti ansk i ng the plurality of
ant enna_dri yg, 510095, GA0RIoh 5Ral (5h IneRohBhel Ao LBRALS inRlahar of WY ShETY! "
is present within the interrogation corridor.

28. The method of claim 26, further comprising:
initiating a timer upon receiving either of the tag detection signal or the patron signal; and
outputting the alarm signal prior to expiration of the timer upon receiving the other one of the

tag detection signal or the patron signal.

29. The method of claim 26, further comprising delivering the plurality of antenna drive signals to

the plurality of antennas such that adjacent antennas are driven out of phase.

30. The method of claim 26, further comprising delivering the plurality of antenna drive signals to

the plurality of antennas such that adjacent antennas are driven 90° out of phase.

31. The method of claim 30, wherein delivering the plurality of antenna drive signals comprises

delivering the signals using % wavelength transmission lines.
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