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COPYRI GHT NOTI CE [0001] A portion of the disclosure of this pategt) Lﬂ?@'ﬂqﬁ
contains material which is subject to copyright protection. The copyri ght
owner has no objection to the facsimle reproduction by anyone of the:

pat ent docunment or the patent disclosure, as it appears in the Patent and
Tr ademar k WPO¥/a9patent file or records, but ot herw RETABRRETHRS al |
copyright rights whatsoever. FIELD OF THE | NVENTI ON [ 0002] The present
invention relates to a nethod and systemfor digital rights nmanagenent
and, nore particularly, to a method and systemfor automatically offering

and granting rights over i } or other channels.
BACKGROUND OF THE | NVE I%\lﬁi gggFﬁ%G ﬂgbg?tﬁ%}wgg% has greatly increased,
concerns about ownership, access, and control of copyrighted information,
restricted services and val UQQIPXWQHEMQQ@ Rapi d evol uti on and wi de
depl oynent has occurred for nputers, and other el ectronic¢ devices such

as cel | ul a0 Qﬂ%neé popingeaf she d[p{b;ag.rre akhis atsnb fojument centalns Mol e devi ces
are inter C ﬁﬁ%}écﬁ&&wrlgﬁﬂfmﬂéﬂfﬁlatﬁh@%obw@ﬁ%dvﬁéﬂH#i'rl&%lﬂé@:ﬁoﬂ nternet,

intranets a net hese i nterconnected devices are espeC|aIIy
conduci ve tt@tfmfbcﬂlm@ﬁ reprodsiction by gayane obtheepatapt dcumept, pcibs PaIRAt avai l ability

of resour C%%cf%ls 59*?1! %ﬁdég}‘s irl Q%Oﬁéte@‘é?}doﬁaﬁﬁﬁnaﬂpé?rde”ﬂ%éﬁt% o Ssues

i npedi ng the WI pr ea stribution digrt wor ks (1.e. docunents or
ot her cont emordmbﬁfcnthewma‘aa%leﬁalbgﬂpwm’fﬁﬂgbtﬁg%atswaerel ectroni c neans, and
the Internet in particular, is the current |ack of ability to enforce t he
intellectual property rlghts of content owners during the distribution and
use of digital works. EfforEELDOF dSEINKENEIQN pr obl em have been terned
"Intell ectual Property Rights Managenent” | 29 June 2005 WD 02/101491
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rights management and, more particularly, to a method and system for
automatically offering and granting rights over a communications network or

other channels.

BACKGROUND OF THE INVENTION

[0003] The digital age has greatly increased concerns about ownership,
access, and control of copyrighted information, restricted services and
valuable resources. Rapid evolution and wide deployment has occurred for
computers, and other electronic devices such as cellular phones, pagers,
PDAs, and e-book readers, and these devices are interconnected through
communication links including the Internet, intranets and ‘other networks.
These interconnected devices are especially conducive to publication of
content, offering of services and availability of resources electronically.

- [0004] One of the most important issues impeding the widespread
distribution of digital works (i.e. documents or other content in forms readable
by computsrs), via electronic means, and the Internet in particular, is the
current lack of ability to enforce the intellectual property rights of content
owners during the distribution and use of digital works. Efforts to resolve this
problem have been termed C“intellectual Property Rights Management’
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Property Managenent” ("IPM'), "Rights Managenent" ("RM'), and "El ectronic
Copyright Managenent” ("ECM'), collectively referred to as "D gbigallyuRedPe5
Managenment (DRM" herein. There are a nunber of issues to be considere I'n
effecting a DRM System For exanpl e, authentication, authorization,
accounting, paynent and financial clearing, rights specification, rights
verificati ¥@02idight s enf orcenent, and docunment prot ectPEAUNEYEs shoul d be
addressed. U. S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and
5,629,980, the disclosures of which are incorporated herein by reference,

di scl ose DRM systens addressing these issues. [0005] Two basic DRM schenes
have been ef{pRM/kd Digitad uPepetnt Rightsr Maregementlis(‘BBR84St dntellecual secur e

cont ai ner" ' ed: TR p kKeep docunent
contents en%@é%@e@gh%ﬁeﬁbngr@gp%fQ'&ﬂ@%ﬁ?é@"%ﬁ( RQ(MJ ,ﬁd}’%@@;;g met and
sonme copyr i Gnyrigkir Menagemdndn (ESH”), ecolieciivgnyeferred floras ([Bigifal Righter t he

docunent 1 S ERabtRn R FooiE s Pl B s P e BaG TS uen
as Crypt ol dpesifebtimnd DR [BysteaTM Fal éxampley adthenticatiayoauthoriz@tiesar | y, t he

dur i ng del i GepypGerepent He ahdid S8ai "B ROERIOT MR, “oohani sm

t o prevent Jegficdtionptights eafoscanient) st docunregt hatectionaissubacshonid bend t hen
using and redistribyting it i ' t f te rs., intellectual
property. [ fﬁ?ﬁeénﬁ#’egat?mﬁs{g#&gtiﬁk(gigp%?a]{léh‘{b%t %gagrﬁ%‘ﬁr 8%ystemis
responsi bl &,6400880p iRy @iRtloBred NFUNIE iafee thodfratad hérsih roybrefdremcedf t he
docunent . Buyil di rf)%l@ t rust m usual |y entails introduci ng new

syst
har dwar e s H§5loge SYPTES aHIrGEUAL Kese $8¥&%r e st orage and secure rendering
devices. This also requires that all software applications that run on

trusted sy be certifi to be .trusted. Il e building.tanper-proof
rusted oy PG I Habie DA 3PeGe nble BT emPlied i GhR T Bt
mar ket tr enmd tesigdegiteinbalA ‘spaine andtainat (arsimsly aneatgpted doooierty PC s and
wor kst ati ons. usin rowsers to access the 42 2 u 2005 WO
02/ 101491 PERIRINEY PpinpE SRR oM YR LaY & te! BB e coss
di gi tal wordsaditiond drBinfet SRESOmMe copyright terms are honored (e.g., payment for

use). After the various conditions and terms are verified with the document

provider, the document is released fo the user in clear form. Commercial
products such as Cryptolopes™ and Digiboxes™ fall into this category.
Clearly, the secure container approach provides a solution to protecting the
document during delivery over insecure channels, but does not provide any
mechanism to prevent legitimate users from obtaining the clear document and
then using and redistributing it in violation of content owners’ inteliectual

property.

[0006] In the "trusted system” approach, the entire system is responsible
for preventing unauthorized use and distribution of the document. Building a
trusted system usually entails introducing new hardware such as a secure
processor, secure storage and secure rendering devices. This also requires
that all software applications that run on trusted systems be certified fo be
trusted. While building tamper-proof trusted systems is a real challenge to
existing technologies, current market trends suggest that open and untrusted
-systems, such as PC’s and workstations using browsers to access the Web,



exi sting conputing environnents such as PC s and workstations equi pped

w th popul ar operating systens (e.g., WndowsTM LinuxTM and Uglg)gu@édZOOS
rendering applications, such as browsers, are not trusted systens an

cannot be.made trusted without significantly altering their architectures.
O course, alteration of the architecture defeats a primary purpose of the
Wb, i.e. WP ity and conpatibility. [0007] Sone HORWSeNIZE2ns al | ow
content owners to specify usage rights and conditions, and associ ate them
with content. These usage rights control how the recipient thereof can use
the content. Usually after a content distributor or consumer has conpl eted
sel ecting awll berberdamjna sysieing usedtte mcoess digita) ovarkmt In shigleenseer ed ei t her

| ect i A it QR i ; i I
di stri but 1 cRostng cBHRaREr o8 A | RA s BEYs Sha MidioRO MERRERTE. 1
conmmon car rwithr popian epspatingi sygieDRMesy s VndovesSedLibyx M hend UNKpasht , f or

exanple th i i . QL: i i ipghts and
condi ti onsqggé%@bae{ﬁ gfé‘%\;/[\lnoﬁ‘u sﬁtﬁlgésg%ﬁ?vg%# é%nr%?&gge@%gg%&fggg%ﬁ r'%qlt how t he
content i s i mhdeé busted vethdiiosignifoadtly Bliteringl their afchitscigresr i @htosirdencl ude vi ew,
print and e ct the cont.en n istribute, repac e.and .| oan content.
hssoci at ed IR e A RRbe, BBfeals, 5 BatiR bR B B die "rmy be
cont i ngent. fiexibitityeendpmynpatibilityi dentification, tine period, or the like.
[0008] U.S. patent 5,634,012, discloses a systemfor controlling the

distribution of digital docunents. Each rendering device has a repository
associ at ed [0005] ewiSome BRNIr systemsr ationechriett awnetss tigepecifiabsaget lights st eps def i ne
a protocol it O i b org| A associ at ed
i En o dodeandtogs, nd SRR hERRVLP o o e E AT Bt 7 T Leage
ri ghts can hper fhet raciiend ubensainnar sisefthaseomenth Bsyallyi &ferng contepf use once,

O R o G o DS el BB S S BE EB Ra he ©
However, t ittes eorderd i$ idefiviesdd either slestronicdligdrom sbmé lwentehiorepositong boned
Pa 0T e e 43T b e 3ot SR TRt cont en
purchased sent via a common carrier. Corresponding DRM systems used by the

recipient, for example the distributor or consumer, will then interpret the rights

and conditions associated with the content, and use them to control how the

content is distributed and/or used. Examples of usage rights include view,

print and extract the content, and distribute, repackage and loan content.

Associated conditions may include any term upon which the rights may be

contingent such as payment, identification, time period, or the like.

[0008] U.S. patent 5,634,012, discloses a system for controlling the
distribution of digital documents. Each rendering device has a repository
associated therewith. A predetermined set of usage transaction steps define
a protocol used by the repositories for enforcing usage rights associated with
a document. Usage rights persist with the document content. The usage
rights can permit various manners of use such as, viewing only, use once,
distribution, and the like. Usage rights can be contingent on payment or other
conditions.



by an end user, a consuner, or a distributor, of content along with its
associ ated usage rights and conditions has no nmeans to be |egal by é%g@
to a next recipient in a distribution chain. Further the associated usage
rights have no provision for specifying rights to derive other rights,

i.e. rights to nodify, transfer, offer, grant, obtain, transfer, delegate,
track, survedgen4?l exchange, transport, exercise, revdaUsey17¢he | i ke.
Conmon content distribution nodels often include a nmulti-tier distribution
and usage chain. Known DRM systens do not facilitate the ability to
prescribe rights and conditions for all participants along a content

di stributi ¢e008hd Hiswgesrctharenare lifitationt assegciated with dhef dbayaimentioneda cont ent

t t | ati hi
wth each BAPRRT IR bERARLy Mo R b Rt B E MBS RN o A
first aspeate sfecified byrooatent owners oaothet hrzmhtdre of tigietas Omce ipnghasae rights
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for the lta@smasad alsagsa@atsrargmoﬁd:ﬁ@fsl misrr@ Redfmtode fe@awwss‘earort he itemns,

sai d net a- hts specj fyi ht erive usa hts or . ot her
a1 oot 9 & BPudebRfun Al chahg FathiriBe 4 JBhIYi ng a
sel ecti OE hé@hgrmo\hslbﬁtfozc@pwmﬁgf righilﬁdbc@érlv@g)tﬂashgfﬁd uﬁ&@gtsrtoghé s and
net a- I‘IgtS an ener at I rst | C rantin t he lre usage
rights andMegtha.- g AR Brtgfémﬁ qbﬁ‘"-cﬁﬂ%ﬁ?%rde%a?ec  SEPFUEOf t he

i nvention bﬁchﬁnééfsrtrﬁﬁgﬁcﬁtr SlefdISd, erdvbing e agé likd. IhtamasbaPcestehto be
associated with an itemto be licensed in nulti-tier channels of

di stri but i diriREten mosRist eiaaminclugnes MaHitier oMefibutions and: ysegee @R | east one
level . The%(ﬁéﬁr?ﬁ mmoé?%fén%ﬁoanﬁ%mﬂbﬁr tl'féoaﬂﬁ’tﬁ}%t reSOMBY HigHt8 @ supplier

user interface nodul €, an of gener at or nodul e for generating an offer
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rights, a suppli managemnent t abase he syste urt conprises a
consuner unless thanwngdwamtoasm;nwa@gamrmmmemaanut@mb@nent conpri sing
a consuner user interface nodule, an offer- consideration nodul e configured

to anal yze the offers gengrfieYBrtiME INVENTION

A first aspect of the invention is 2 method for transferring usage rights
adapted to be associated with items. The method comprises generating, by a
supplier, at least one first offer containing usage rights and meta-rights for the
item, said usage rights defining a manner of use for the items, said meta-
rights specifying rights to derive usage rights or other meta-rights, presenting
said offer to a first consumer, receiving a selection from the first consumer
indicating desired usage rights and meta-rights, and generating a first license
granting the desired usage rights and méta—rights to the first consumer.

A second aspect of the invention is a system for transferring usage .
rights adapted to be associated with an item to be licensed in multi-tier
channels of distribution with downstream rights and conditiops assigned at
least one level. The system comprises a supplier component, comprising a
supplier user interface module, an offer generator module for generating an
offer containing at least usage rights and of mefa-rights, a rights composer
module for composing a draft license, and a repository for supplier's rights, a
supplier management database. The system further comprises a consumer



suppl i er conmponent and sel ect offers based on the analysis, and a
repository for consumer's rights, a consumer nanagenent databagg 2005
aspect of the invention is a nethod for generating a |icense to glt
content to be used within a systemfor at |east one of managi ng use and

di stribution of the digital content. The nethod conprises presenting a
consunmer WORZ#mf fer including nmeta-rights, receivi RgTASREr@eti on by the
consuner of at |least one neta-right in the offer, generating a |icense
based on the selection, wherein the license permts the consuner to
exercise the at |east one neta-right and permts the consuner to offer at
| east one deamppognt roogiptisidgr Av ednsumen very dntetfaces tmedide,nenaoffeight and

generate a o} RI EF

Sescr i o BERHRRo Mol Baidbe B anePae RETRrH qRbielegfBy n€™ Vo on
wi || be dessupplierdomponkritaint seleat offers baﬁmdemniﬁetamatybﬂe, aid aodpeditaty awi ng i n

whi ch: [00 1 l.s.a . schematic di a three-tier nodel for

cont ent ]11{?(?"8 ?B%?gsrtt%@loﬂnswpar_ mﬁnqggﬂ? g@‘ﬁé‘?ésu c diagramillustrating

ri ghts of f eri ngAahied gspet bhihe ipventiers es mathddher genkebtingf a feemse o [ 0013] Fi g.
3(a) is a ti.C ramof..a si R consuner ush nodel for
rights geneqﬁ%{%te'?ﬂgﬁgnﬁsegn‘ﬁ“m&é‘rsg;g%mné aﬂﬁf‘filfmeh gmaﬁ?%' "8 a schematic
di agram of damdsdmﬂﬂnﬁiomumhe eligitabosritarer Thl rhetg;aiudfkndﬁnees t::reglﬂ.lrtltinggaane[1 ating,

i ssuing and exercisin .5, .a bl oc a rights

of o | ng. Qe WE e L dpaluding’ mebarifS Beofinere st byt

enbodi ment coﬁs@ﬁerhf@le’é@%ne %télﬁéﬁtqw%lom béif&@ﬁn’g@@é’er{s@%@éd Fl gs. 5a and
5b are workfl ow di agr Ies of fferln and ranh rights
between a rAnghe §e’§ﬁg’ﬁb WB?‘%@GE'C? kﬂ%m% £ ie %e%&&ﬂ ©&hd pul | nodel

respecti veliygst B%’iﬁﬂa-ﬁglﬁ arf@ pie'?mﬂs ﬁ'le%’&nﬁﬁiﬁéﬁ toociffe? bi @Bét%n@fdéﬁ(!ecgener ation
process in _accordance with t preferred enbodinent; [0018] Fig. 7 is a

f1 ow chart right derived frem the ﬁb\eaﬁwl m@a@gh@ndﬂ%@@g ajligense including

the at least one derived right.

BRIEF DESCRIPTION OF THE DRAWING

[0010] Exemplary embodiments of this invention will be described in detail,

with reference to the attached drawing in which:

[0011] Fig. 1 is a schematic diagram of a three-tier model for conient

distribution;

[0012] Fig. 2 is a schematic diagram illustrating rights offering and granting
processes in the model of Fig. 1;

[0013] Fig. 3(a) is a schematic diagram of a simple supplier-consumer
~ push model for rights generating, issuing and exercising;

[0014] Fig. 3(b) is a schematic diagram of a simple supplier-consumer pull
model! for rights generating, issuing and exercising;

[0015] - Fig. 4 is a block diagram of a rights offering-granting architecture in

accordance with the preferred embodiment;



accordance wth the preferred enbodi nent; [0019] Fig. 8 is a flow chart of
a rights offer custom zation process in accordance with the prggejdreél2005
enbodi ment; [0020] Fig. 9 is block diagram of a DRM systemt hat

utilized in connection with the preferred enbodi nent; [0021] Flg 10 is a
bl ock di agram of an exenplary structure of a |license containing usage

ri ghts andawaerviights of the preferred enbodi nent; amd¢TUp@026@} Fig. 11 is
a schematic illustration of a rights |abel of the preferred enbodinent.
DETAI LED DESCRI PTI ON [ 0023] Prior to providing detail ed description of the
apparatus and nethod for offering and granting rights, a description of a
DRM syst em[oata] caﬁigsbéa and bb iareworkiow diagrains fenekaemies efeofiesibgend i ght s and

nmeta-rights far s cont rVi ces first
descri bed t%?'gtwg f@%‘zﬁﬁ“ﬁ?’ba f %FSI ﬂ?gﬁ: n@ Eﬁiﬁﬁ@%”i‘ﬁﬁ&“@ﬁﬁ 'u§|? ncl udes a
user acti vandgull neaepegesttively;n the form of activation server 20, that
i ssues public and private key pairs, or other identificatian nmechani sns,

to content users in a protected fashion, as is well known. Typically, when
a user usedOURVY syig efnid @ flow CIEFQ@fJaerhiSOGfEF genenation0 pAgesPaT/ US02/ 17662

the first td Ica(% on ﬁépl,é?a}@d [ﬁbgq%&sﬂ/are that works with, or includes, a

renderi ng ap a par tontent format. The software is
installed in client environnment 30, a conputer associated with the content

recipi ent, ih@rg] XY B a ket SRAt WRIL ribts Riet cBhsiddMid pfacebem and is used
to enforce usa e rlgﬁts for protected content. During the activation

process, @ﬁ@ordamﬁedm h@@f@fﬁ@@(&bﬁﬂm%’ﬁ bet ween activation server 20 and
client environnent 30. Cient conponent 60 preferably is tanper resistant
and contains the set of public and private ke s i ssued by activation

server 20 &9018k | Figs Boisha flowe ghash AE At 4ahts QHer & t‘?'@ﬁﬂ’%‘?q REPCEBfbnent s for

exanpl e. [ @@datiatdeditihdné pREretbniSodifieaci ated with content 42 and specifies
usage rights and nmeta-rights that are available to a recipient, i.e. a

consuner of rights, when corresponding conditions are satlsfled Li cense
Server 50 [0020] Fig. 9 is block diagram of a DRM system that may be utilized in

connection with the preferred embodiment;

[0021] Fig. 10 is a block diagram of an exemplary structure of a license
containing usage rights and meta-rights of the preferred embodiment; and

[0022] Fig. 11 is a schematic illustration of a rights label of the preferred
embodiment. '

DETAILED DESCRIPTION

[0023] Prior to providing detailed description of the apparatus and method
for offering and granting rights, a description of a DRM system that can be
utilized to specify and enforce usage rights and meta-rights for specific
content, services, or other items is first described below.

[0024] Fig. 9 illustrates DRM System 10 that includes a user activation
component, in the form of activation server 20, that issues public and private
key pairs, or other identification mechanisms, to content users in a protected
fashion, as is well known. Typically, when a user uses DRM system 10 for




manages the encryption keys and issues |licenses 52 for protected content

42. Licenses 52 enbody the actual granting of rights, includi nggu&q,gé 2005
rights and neta-rights, to an end user. For exanple, rights offer may
permt a user to view content for a fee of five dollars and print content
for a fee of ten dollars, or it may permt a user to offer rights to

anot her usWp2/tg#lexanpl e, by utilizing the concept CTHS0%76Rght s

descri bed bel ow. License 52 can be issued for the viewright when the five
dol l ar fee has been paid. Cient conponent 60 interprets and enforces the
rights, including usage rights and neta-rights, that have been specified
in the |icdhedirstRiigat dha aiser instplis rapftvare et Worka rwith, dirsieliides] an det ai |

bel ow. [00 0. its t @Tﬁ%’ [ I ' : with the
preferred %gﬁ%@gﬁgé@?&’g’ gﬁt{: a leqrr °§'E‘Eﬁtn#8ﬁﬁ%‘eﬁg|éﬁﬁ"é’?’%ﬁ?gﬁ?@ggpti ons 44.
Each ri ght dn cligst eoviroamenh 30, .alesnpidergesodiaibd withdieg codendiredipeny, fonb, and
cont ent. SpegLiRAt AN sofdie KA DARCH LIGaH S 4R038 dighyde any
mechani sm for referencing, ¢ ing, locaffhng, or otherw se specifying
cont ent 42 ussg®aightse dbrwproeatedy leorgentofiuzing 4the  Fctatichu peoc28)5som© 02/ 101491

orant 520, MATAENG vxRuddfted dcffaiatsoner SBRRA el TR oo “Ccage

ri ghts and/36r Qlisnhecompaiens 60 erefertablg i$ tapnpdr absidtantTdrel cintaivt theesebf t he grant

al so includes pne or .nor ri.ncipal s, .tg whomt specified usage rights
andror et 41 PrBlE 8% puvRtg ek ifhied By e ion it 20,38 alds ST o v | abi os
requi red teompbasms subleas rergiensecompdnentsSadsxanipht s, access and exercise of
the granted neta-rights are controlled by the condition list and state

vari abl es as descri bed bel ow. [0028] C ear (unprotected) content can be
prepar ed wif@d25joc Rights labpl 4 & asbciated ppith canterd@t27ahd sysscifies edagsm conput er 70

associ ated wi i h t blis a,content di.stri butor cont ent
service pr 5'@11%&"% %’%E’éﬁé]{t%tﬂﬁate{rar%fp ?’{ﬁble prgprg?lgltepgd.eo@ CORYERE %Eonsi sts of
speci fyi ngrights, wdegecorreppbsdingrebaditiorghtse satiglidd coitehseo Bervendsl whi ch
content 42 can be,used apd distributed, assgciating.rights.label 40 with
Contont 42 Mandoms e encnRlon kevdaht RpusticenSSSet bt prafehied B A Ght's
| anguage suibngss 59 dnbddctve fialgedtiigof rights, including usage rights and

meta-rights, to an end user. For example, rights offer 40 may permit a user fo

view content for a fee of five dolfars and print content for a fee of ten doliars,
or it may permit a user to offer rights to another user, for example, by utilizing
the concept of meta-rights described below. License 52 can be issued for the
view right when the five dollar fee has been paid. Client component 60
interprets and enforces the rights, including usage rights and meta-rights, that
have been specified in the license. Rights label 40 and license 52 are
described in detail below.

[0026]} Fig. 11 illustrates rights label 40 in accordance with the preferred
embodiment. Rights label 40 includes plural rights options 44. Each rights
option 44 includes usage rights 44a, conditions 44b, and content specification
44c. Content specification 44c can include any mechanism for referencing,
calling, locating, or otherwise specifying content 42 associated with rights
offer 44. '



specify the rights and conditions. However, the usage rights and
nmeta-rights can be specified in any manner. Al so, the rights cH4 r% @
formof a pre- defined specification or tenplate that is rrerely assocl a
with the content. Accordingly, the process of specifying rights refers to
any process for associating rights with content. Rights |abel 40

associ at edwaovivigont ent 42 and the encryption key us®dTiUsnzames:ypt the
content can be transmtted to I|icense server 50. [0029] Ri ghts can specify
transfer rights, such as distribution rights, and can permt granting of
rights to others or the derivation of rights. Such rights are referred to
as "meta-ril§eey" . AdsthawniinRigs 1@ dieensed2rinayides lichnte Gae grantb2m angrani pul at e,

modi Y. o AHIPLHhSRNIBSL B BSD BAs GLaRLP ySlod L ahdiB g Mot T gt

can be thoug as usSage ri gh us ts can incl ude
rights to oights selgu:temn'rpnniabeh nThe Btimsttirerqf thlelg@ﬂtamo tncludes ose@ior ender

exchange, and revoke usa [ hts i om o an |ncI ude
the T ght aprs GRS TESRel PRcbebfied bPBROAIEs Ba kT a3 ey | Tohe's.
For exanplgrantadnetlst rdfgimdnnalys bemdt beter vgiebldso raxired do oenforeel e the scope
of a 8 29 l.June ﬁg H@%/ 101491 IaCT/ uso2/ %h766 %grtlcul 6{? rr(_jaght. A

met a-ri ght REGSC FEG USROS ANty A5hess AP o g ¢antesd Peia M908 @ Yat i on peri od
of a right.cohfloiRAlby@hé esnditivpniei dridastste vasdbldicassddscabadesblovn or der to exerci se
the manner of use in a specified right. For, exanple a condition may be

t he paynent of a fee, subm ssion of personal data, or any other
requi r enent[0028]i r €ikdre {topetegied)nicontenig cex ebe i prepared a withndesumsht use.

Cond 11013 580Le B iicalh 59 el BH M LhA0R: 7 Hes AR AS5RAP, Condi L1 ons

can apply t oup or ~use ents in a university, or
menbers of pablishek a:d:cmibentldwtmmtm,ra cuvﬂerttssawﬁdeq:romdeh br any othet peaty. t he user is

can exi ot dueBanPhebellenions S s MshisRed To s F 8Bl e vari abl oo
track pot erﬁn‘kjabcbndntdmsam]derswmcasommrdl 42 ans. bSt atel aralr ldlstrlbemdar e variabl es
P e St ds B R, Sty ot e it B i oS

some crypto algorithm. A rights language such as XrML™ can be used o

specify the rights and conditions. However, the usage rights and meta-rights

can be specified in any manner. Also, the righis can be in the form of a pre-

defined specification or template that is merely associated with the content.

Accordingly, the process of specifying rights refers to any process for

associating rights with conitent. Rights label 40 associated with content 42

and the encryption key used to encrypt the content can be transmitted to

license server 50.

[0029] Rights can specify transfer rights, such as distribution rights, and
can permit granting of rights to others or the derivation of rights. Such rights
are referred to as “meta-rights”. Meta-rights are the rights that one has to
manipulate, modify, or otherwise derive other meta-rights or usage rights.
Meta-rights can be thought of as usage rights fo usage rights. Meta-rights
can include rights to offer, grant, obtain, transfer, delegate, track, surrender,
exchange, and revoke usage rights to/from others. Meta-rights can include the
rights to modify any of the conditions associated with other rights. For
example, a meta-right may be the right to extend or reduce the séope of a



by cl eari nghouse 90 |icense or server 30 another device, based on

I dentification nmechanisns in |icense 52. Further, the val ue of %?alﬁHBZOOS
vari ables can be used in a condition. For exanple, a usage rig can b
the right to print content 42 three tinmes. Each tinme the usage right is
exercised, the value of the state variable "nunber of prints" is

I ncr ement WO 0/W14%i s exanpl e, when the value of the FCAUSNAEabl e is
three, the condition is not |onger satisfied and content 42 cannot be
printed. Another exanple of a state variable is time. A condition of
license 52 may require that content 42 is printed wwthin thirty days. A
st at e vari giricutamighé Aseelatright may lkaltohiee éheprighdttd erteod ar educe thays.

Further, t t can be tracked as a collection of state

vari abl es. W%%bgleﬁé%?f%h&ﬁf the change is the state of a usage right
represents 3 | rkfl ow for
DRM syst em[%?q]s 25T | %'?aﬁf%bélr@{v%t B%%&tgéé‘gg 8'#%9%5% é%és%g rﬁ%%enr Y\Doper ating
wi t hi n cl i esftuseiirva speoifisdtrighd Fa, eu(ampraaexindlf‘@'rmayaberthe pymemtbeat by
activation sery u S|na bI|c r|v Kk L r (and sone
ser | i dee.cpmen B bl sl coarl e rtuBia e HeRR e 5005° Vo
02/ 101491 I?ﬁidmlﬂﬁ@%ﬁe?ﬁﬁ@ of lal mahnarnofi msmmmhdﬂ&s pari iadsof be rfacdess! | ent

sof tware conp g?ent known rrﬁ ner. @?tivr?.tlloggrprocgss can be
acconpl i shégd 3F°’t‘?’$?E‘PEer38?eSP&°{‘ “ﬁ%%rh"f' a gatipiah@i8uP °5033] when a
user w shesisb®, tsasa am&hgcm@uﬁm%mto%embbs @E@boﬁﬁb&&) aln oegrest for the
content 42 ht bro site runr}l ng on Wb

Coer 56 e, it S & g R sl & /ARfLle" GHISAN & rHem

di stri but orparuéalangmmpbrmgﬁ@@na R6AdHIdrRCbanexist ia8 Bep BN ERITEE BF céw and
attenpt to domnload protected content 42. During this process, the user may
go t hrough bg combines- of steps possibly including a fee transaction (as in
the sale content) or. ot her trans tions (such as collection of

i nformatio ¢§0311w] Fﬁt?rYé"%\bg?ﬁE i Baten hd%m@raﬁsst%tﬁace@qifmnsprét%ui sites,

such as t hgaritiéd Qa‘éWa‘ﬁQbi@é h@wrﬁgﬁ@a!@é@th\éﬂépﬁéé&ﬁi étﬁ!i!sto?%h ifehe ugags has been

activated, are _satisfied server 80 contacts |license server 50 through
a secure d&gntFulinense PI)H@'GEHW‘F conglitiansg s Siate Manahas ¢aly brytracks8eur e Socket s
Layer by clearinghouse 90 license or server 30 another device, based on

identification mechanisms in license 52. Further, the value of state variables
can be used in a condition. For example, a usage right can be the right to
print content 42 three times. Each time the usage right is exerciéed, the value
of the state variable “number of prints® is incremented. In this example, when
the value of the state variable is three, the condition is not longer satisfied and
content 42 cannot be printed. Another example of a state variable is time. A
condition of license 52 may require that content 42 is printed within thirty
days. A state variable can be used to track the expiration of thirty days.
Further, the state of a right can be fracked as a collection of state variables.
The collection of the change is the state of a usage right represents the usage
history of that right.

[0032] A typical workflow for DRM system 10 is described below. A
~recipient, such as a user, operating within client environment 30 is activated
for receiving content by activation server 20. This resulis in a public-private
key pair (and some user/machine specific information) being downloaded fo




(SSL). License server 50 then generates |icense 52 for the content and Wb
server 80 causes both protected content 42 and license 52 to beZQO.YH(]'Hé’m
Li cense 52 can be downl oaded fromlicense server 50 or an assoclate

device. Content 42 can be downl oaded from conputer 70 associated with a
publ i sher, distributor, or other party. [0034] Cient conponent 60 in
client enWoeHmeit 30 wil|l then proceed to interpret PC@ensesssd2 and al | ow
use of content 42 based on the rights and conditions specified in |icense
52. The interpretation and enforcenent of usage rights are well known
generally. The steps above nay take place sequentially or approximtely

si mul t aneoudieyt anwironmerd 3000 ¢heofodre of cljebdsEwapRRbEPeNant Ot (N aktiPWRses security

aspects of tecti. 4 I ' r may

aut hent i Catrﬁérﬁ}egei@g%g%ﬂhﬁﬁ Fqﬁgg‘sz Elenegr}l3 é)c?'\é];sdgg egyat F%E@éﬁ@\}%% 50. One way
t o acconpl iisduirgofla liwemdeent i cation is for application 60 to determne if
the licenses can be trusted. In other words, application 60 has the
capability to verify and validate the cryptographic 10 29 June 2005 WO
02/ 101491 HOT33YS0Vheres psesivgehasie se prafedied eantentdathaiusesmakessd ot her

i dentifyin t.eri St t Lgen ¥ ' Lon step
descri bed 2-8@\[};%[ ?cgotﬁ% c@f'ﬂlegtnt%'er?\%?%é]ﬁr}@%ta%fsggﬂ%ﬁﬁr@g%sgqg%?\%g% 50 receive
a set of kaysning oa Wehervared) sssusiatesowithea grantgraefkaghds stelmwsad so i ncl udes

oL ner  COMPARRRNE uishiLhlby 25 & BHGREHSR Mo FTBRAE BhfrghilentSp! uis o cf f ent
envi r onment O verity signature 5270 | CENSE I'n a known manner. O
cour se, t hattematriol dovaiicedeprotecied cohipniotie Dwing this prédesst tha usaNNgy st em  For

exanple, the L] se en .St Ei b 0 | f.f erent '

entities. ﬂostg,b%gﬁgarf%%%f&gﬁé%ob%sgﬁwbgagg@écq gee{g‘;n\;%\ng?@n @gﬂ"t] eﬂtrll by a party

ot her t han salee op aptitgnip roe pathémtyansaeticesnisadt .asAtdllectionc bk informglionlse 90 can be
ment to issuing a

used to prqgess  ,paynent transactions and verif . priQr
li cense. [&8@%] t&rapgmpng cgf 'ﬁ?rﬁhf’lg, d(H%rr é”%{%%”'? ’ Iﬁuﬁ?i'jsaso&heent ities
i nvol ved, tchiection Wi ey an@nerifidation Ghatstheeliser hBsebdamnattivatedpfarg he suppl i er
Is to offer d ossibly grant, the rights d,the function of the
consumer i ssat'g'%gelvg SenNe chc%@{aﬁﬁsy IRASE PRI ?ig frolehs a8 BUP t he suppl i er
and consungbmifiticaténettannel, such as a channef using a Secure Sockets Layer

(8SL). License server 50 then generates license 52 for the confent and Web

server 80 causes both protected content 42 and license 52 o be downloaded.

License 52 can be downloaded from license server 50 or an associated

device. Content 42 can be downloaded from computer 70 associated with a

publisher, distributor, or other party.

[0034] Client component 60 in client environment 30 will then proceed to
interpret license 52 and allow use of content 42 based on the rights and
conditions specified in license 52. The interpretation and enforcement of
usage rights are well known generally. The steps above irnay take place

sequentially or approximately simultaneously or in various order.

[0035] DRM system 10 addresses security aspects of protecting content
42. In particular, DRM system 10 may authenticate license 52 that has been
issued by license server 50. One way fo accomplish such authentication is for
application 60 to determine if the licenses can be frusted. In other words,
application 60 has the capability to verify and validate the cryptographic

10



represent two or nore entities. In general, nultiple entities may
collectively make an offer and grant rights to nultiple entiti®g.JJke 2005
supplier and consunmer represent any two entities in the content val ue
chain that have a direct relationship with each other regarding the
granting of rights. At the beginning of the value chain, the supplier and
consuner mMAQOHWIQAUt hor and publisher. Going down al oR§TURE/1¥@E ue chain,
the supplier and consunmer may be a publisher and another publisher (for
content aggregation), a publisher and distributor (for content
di stribution), a distributor and another distributor (for nulti-tier
cont ent di stighaurei afrdigitah sitineturé KZcoor ather ddenditying earaeteristicosft tbat
retailing), et al . ; n : jon), and a
conaurrer Aol oA he Hefvdof Mg FRoped iy Brhal A EIRAGD | “0C Sona
| endi ng). [8D8M licknse sdriver Shfeceivgla g8t obkeysrin gHasperffegistant gpifverees how a

ont

consuner (e, A nt .di.stributor or ) n_acgui rticular

i nstance of p%%'ﬁtggn att B%t"flncélr'é% PRl tcs?%gg'l’s{%ﬁ%'a?@% 3§a{gﬂ'§ bfg%e%?és){?and/ or

met a- r i ght scordponerfts efor seivated client envirorroert a3t td ivediycsighaturer 62 .of An of fer is
an expression of rewllingness.. 11 29 June 200 WO 02/ 1

Pt UB02) 1708254 57 Bt RBGR:  of clreatiy SR bods SEYRe;

w | | i ngnes swéiytogsffeot a @RM tsgstem. SFat @admphs) tied fiesmseand entexpeasbed in the

of The. ri giSngReh FomsieenePitEs Haso. robh er4h &b Be arieuli AR The™™"

ri ghts bei ngn@nt ayyed parey Rassi Py theapgrei pesparingnthancoragmocisxoed terns and
condi tions. A "choi ce of r'bght s" is a selecti og of {,irﬂ{lt s and their
associ at ed YearRghouse S0oFRN PF J158driP JHPCess iRgHMeNt tansactions; and et es t he

I ntent of td@@,—r@ﬁgﬁ@misém@gﬁ@@{se; hese rights and the corresponding terns
and conditions. For exanple, selection can conprise selecting one option

44 from | abel 40. "Custom zation of rights" is a process as part of the
rights grarf003q) i Fomhny bet dferighitg theresarp itvo &inda of entitiess involgéd, shend  terns

and condi ti,ons based.on.,a choige . of the rights consuner. .The output of
this procesguﬂf’g?faﬁa éh%r“:?f’?”m?'g'eﬂg'g fi"@)&'B@ Og@‘@eﬁ'fpé’ﬁerbﬁﬁgeh@ﬂ#s consuner .
A "l i censeoséiblyigednt Stheirighe) atdl R Amictoh 6ff thé icohéuinarnig tpesiettbbid condi ti ons
accepted and It is the

out put of tm@5i&?{e§§%§g§8$g%f§;h§ﬂﬁl @g;ﬁf;p&%%b%@g@%e&%g?gagﬁ%&i s a grant

t o exerci sqeprBSent i bB more entities. In general, multiple entities may collectively
make an offer and grant rights fo multiple entities. The supplier and consumer
represent any two entities in the content value chain that have a direct
relationship with each other regarding the granting of rights. At the beginning
of the value chain, the supplier and consumer may be author and publisher.
Going down along the value chain, the supplier and consumer may be a
publisher and another publisher (for content aggregation), a publisher and
distributor (for content distribution), a distributor and another distributor (for
muiti-tier content distribution), a distributor and a retailer (for content retailing),
a retailer and a consumer (for content consumption), and a consumer and
another consumer (for content supper-distribution or personal fending).

[0037] An “offer of rights” or "rights offer” expresses how a consumer (e.g.
a content distributor or user) can acquire a particular instance of content
together with its associated usage rights and/or meta-fights. An offer may or
may not contain financial terms. An offet is an expression of mere willingness

1




t hat govern the usage (possibly including further distribution) of content
or other itens. [0038] As described above, a rights label, suchgagyreP0es
| abel 40, may contain a nunber of options 44 allow ng the consuner to nake
a selection and conduct negotiation (if permtted), while |license 52
contains rights the consunmer has sel ected and accepted. Note that the
accept ed rWgREYIPAy include a right to present offer PATASBYERs or nake
sel ections of offers. [0039] An exanple of a distribution chain nodel is
illustrated in Fig. 1. The distribution chain includes a content provider
100, distributor 110, and end wuser 120. O course content nay be prepared
i n the manntsr caresenice megotialign\and also gg expegHan of nalingness @ fatonhas al r eady
been prepar ' ' i . ' ELee t Re transfer
of content %ﬂgés%ﬁ%émtg ?ﬁgt?!‘erirﬁé% E%%Xprég%é?p?et?ég?@/ieggr_ hgsg'ér?gly 1gubl i sh
content to @oesiderpiiancef righ” isra pisesssas pasionitientigte granding in whighihai st ri but or

110. Distri r N [ rig €p.:60N t 20 Or receive
r et ur ned co%ﬁt@%%gﬁg‘gf fg#mﬁgeﬁ%lggm%aﬁe'ﬁq}%éﬂ u%"ed?g’%'%mo 021101491
PCT/ US02/ 17B8gainsktheprarshassodlstetiiemiseandidohditionsatAe “chhise pbtights'i iak

conplexitie . | 4 k ' ' | Hvi d . AN aggr egat e
content f ro%l%{t‘ﬁg}égﬁaggﬁssﬁq E)uf@%gs'c’%%?qggﬁéq?g@zzpe(ﬁe‘ﬁ%%snﬁéﬁgg ?[ Pgtr% ot her

di st ri but oraffefront indidates tid intérd rof thendonssmer tal 2¢cephiheshaigbiscamt that with t he

other users, It is,.clgar that re ar | ur al s in the. content life
cycl e and p(foﬁrre%Pérl'd&gaﬁﬁBﬁﬂ?p‘@@@?ﬁ%eﬁgf ﬁéélr(}é?i stlé‘ﬁ%ﬁaﬁ“i g %enﬁgpr-eci se and
conlsi st egt mml ngfj bnﬁppﬁm\. Mfron"ngiabe! 46t “Cgﬁomizbfi@’lt ei;nﬁgms”aiggsgirocn;sst he ![i f;a.
CyCl e an rel at I IS |I. ortant .an I ucl 0 S1.sl.en rotecti on
o Ccontent Spartine s ofnubd FLCRS R Hont Kibnler AsSeRBes HaNE B0, M Detr at o
the flow oftenﬁegﬁﬁqscdnnitibhsleba@ﬂmr{]md&iiceddfw tighitsgonstir@int $h@emﬁntadfgng_,

a regatin . I SSuUl ng, el l SNl ng, rrvin ant | ng, surre eri ng,
dolegat i ng HSEPTaSsH bh b o9 icerisads be eopsnlet by iha aRtconsimer- sAne. ent !t es,
provi der 10fcer@b 9F rightst i8anlekPressin Gf HEE ahd Posdibly @afdiBensSaRBptef hat, with

respect to the flow of ri%hts eachgé)arty can grant and acceg rights.
User 120 candgidkerd dnod e Spﬂghﬁ%’!’ rrang irepeeeT- Jsieribe oyipyl 8kciBes cal | ed

" del egat i onightd d¥fefiRy Bn@YRAIMBhE process. A license is a grant fo exercise the rights
that govern the usage (possibly including further distribution) of content or

other items.

[0038] As described above, a rights label, such as righis label 40, may
contain a number of options 44 allowing the consumer to make a selection
and cdnduct negotiation (if permitted), while license 52 contains rights the
consumer has selected and accepted. Note that the accepted rights may
- include a right to present offers to others or make selections of offers.

[0039] An example of a distribution chain model is illustrated in Fig. 1. The
distribution chain includes a content provider 100, distributor 110, and end
user 120. Of course content may be prepared in the manner described
above. ltis assumed that the content has already been prepared in the model
of Fig. 1. Fig. 1 is directed to the transfer of content and shows that, in this
example, provider 100 may publish content to distributor 110 or receive
content for reuse from distributor 110. Distributor 110 may in tumn distribute
~ content to user 120 or receive retumned content form user 120. User 100 can
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[ 0041] The nodel of Fig. 2 covers many specific content publishing,
distribution and use relationships. Qther nodels can be deri ved grm

this nodel by a different consolidation or segregatlon of the parties. q—D
exanple, every provider can be a distributor. This is "direct publishing”,
which allows individual authors to distribute/sell their content w thout
any i nt er n&¥aioztoa491 publ i sher. Further, every consuner @ga/Use/1a6pot enti al
distributor. This allows consunmers to pass content to each other. This

i ncl udes supper-distribution, gifting, and personal lending. In a 'Wb
comuni ty" and everyone is able to publish, distribute and consune
content. " Cmd eotiegtggriegatrihen illuatrhievthe pmibmtlattmnmle)ﬁiesoufpnw&i-ﬁmntent from

ot her publi S. 1N o conposi wor ks |te | ri se use

o 1'ows” shar TGP RisRAbARS FR G 5o S8 &fareostp SnspiTalR SRR RMREF " he 1T ohes
rel ati onshi p0, sanwecdive Eordertefroin Géter tm'mmmps dorecbdisyritiiion, gadeuser

DL CORBR o Sl en i e By 2l i 200 S
02/ 1|0_14912(|;§f3'éé‘43?2h%66ﬁ£8?]t| Itfe tchste RmE pluraldelatishupips be‘tth@a@ the3{atjous r i (E:]) hts

suppl i er nitjates ri ering,a nt . rocess by

gener at i ng RATHES fépreéﬁﬁ age &A ﬁ%@“ﬁﬁ‘?@m{i‘fg&% gf 'E‘Qr}ﬂs g{fged%ﬁ?@ %@ﬁ%umer 210. In
the pul | nogtelhesifevycieNafm gﬁraﬁor%m; isl ingfoktant GAMSoHIgiAl B1Pelskidntat es the
process by requestl ng an offer and accepting the rights fromthe rights

suppl i er 2080 GPMFO%FRHHP@FH“H&'M@UHP“?%”% erred enbodi ment for rights
of fering and grantlng |s shown in Fig. 4. Architecture 400 can be

i npl ement e a o t|on of conput har, dwar e and twar e and
el udee. v 1IGMRY" S b1 MRSEE o8 0R6 S ot PoSn 20k hbient 438 and
comuni cat i iyt rwn@ﬁtmg 4%§gtelgaﬂmgag|s‘sxhta§e rélinquishingordrivirg,  drantirgcanpl e,

0 corrput er

conmuni cati on channel can be Internet, a dir . ter

connecti on,$ geﬂg@qmgadg\;pgg\ngs@d RIS %edpoéj%é’??'%efn&\igﬁfslt $ conponent
402 i s assoghit eftities tmmha@r 160/ RIRdtdikor 110€ and heeenL0.t Wit emkb@&eén ght S

avai |l abl e to a consuner is the entltgf’!E goi ng to exercis e., consune

i
the ri ght s.thathwitlk [aspegtde ﬂl?oﬂﬂ“ﬁ"fﬂ'@hf%éa% ryrfian gamandgccspt cﬂghﬁer or coul d

be a di strilugranoOsandghant ahai%@eéjmrgms o otASr @seréeé%rb&rss%llécperator of a
web site. Consuner_ conp onent 438 i s associ at ed
“delegation”, in thls example, '

[0041] The model of Fig. 2 covers many specific content publishing,
distribution and use relationships. Other models can be derived from on this
model by a different consolidation or segregation of the parties. For example,
every provider can be a distributor. This is “direct publishing”, which allows
individual authors to distribute/sell their content without any intermediate
publisher. Further, every consumer can be a potential distributor. This allows
consumers to pass content to each other. This includes supper-distribution,
gifting, and personal lending. In a “Web community” and everyone is able to
- publish, distribute and consume content. “Content aggregation™ allows
publishers to compose content from other publishers info composite works.
Site license and enterprise use allows sharing content arnong consumers.

[0042] In general, ali the rights relationships shown in Figure 2 can be
captured by two generic supplier-consumer models, as shown in Figs. 3(a)
and 3(b). Fig 3(a) shows a “push” model and Fig. 3(b) shows a “pull” model.
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wi th the consunmer who could be the ultimate user (i.e., content consumer)
or a "mddle-man," such as a retailer, whole-seller, or resel lﬁg'Jtﬁ? @6(55
m nd that the consuner consunes rights and does not necessarily use %i €.
consune) the content. Both supplier conmponent 402 and consunmer conponent
438 can enbody any type of hardware devices, and or software nodul es, such
as a perswaakigomputer, a handhel d conputer, a nobil ecphisnarazserver, a
network, or any conbination of the sane. Supplier conponent 402 generates
rights | abel 40 as offers, presents draft |icenses and grants |icense 52 to
the consuner. Consuner conponent 438 issues requests, select choices of
opti ons 44 if tkerpusty hioslel shoeinsin 4. 3ge) dglats essipplEn 208 rinitdtés ke, rightel accept s

| i censes 52... Supplier component 402 and consummer . can be
enbod: od 1 PTERED Bk Sty BRPES oy rheBiifie A 0T B SRERRARS o8 e 2

i nternal clinanights dehsiithed @16. 200he M MB3AdI0SHWh RCTQGLISO2(D), 76dis [ 0044]
Suppl i er conponent,. 402. contai ns user interface dul e 404,. puni cati on
interface r?ggﬁl"geﬁ%ﬁ) ﬁ“ﬁ'@%sitﬁ?/p%ﬁﬁ RY IFgRSSHOg AL ¢ f”ﬁffcqug%@%ppl ier's
rights (e. gightsifﬂ)nﬁh@ﬁghtg’@upf_)liérseu_ed | i censes) and dat abase 414 for
managenent related information. User interface 404 acconplishes

presentation to the user of the conponent functions and acceptance of user
i nt er act i 0f8043) a Aonarchitectune ef the oefemmed embodimenhioe rifjbis efféd®y pndbvi des t he

proper formattin rotocols . a e SRR | onponent
402 and coﬁgﬂﬁggqﬁgﬁ%&ﬁeﬁtﬁ%%ﬂ é@éﬁ%ﬁﬁé @aﬁg%tb%éensurééds%% hagt t he

i dentity ofcombimatiorenf commaercherdwifl2 and sofiwamusikintiuded Bghtd puppdias uner
conmponent 438 and r&@g e ntain aut henticatjfn infornmati passwor d,

ik
erypt ogr apAPEPRESHE e chhonga 41 i ommiticton phaish | er
conponent 429 Zinkifty $idse tWe Rombbrinys. 4H¢ esdaniphs complunativrachizdael 42 t he user of

supplier conponent 402 and may include functions faor,indexin sear chi ng
and” Updat CABBBNEOME 7 Qs ETERHSR BispPuleh RSP A SEoR S | o used Lo
ar chi ve i ntgfmattibi® orofeenial e@uﬁ?lfe!r NébnigdRent gbe Ss aiskediated willd gy ant i ng
processes. Such information incluydes information related to initial offers,

consumer cRYPRIEE Leptesntivanaiingights araiable to g coRsHMRTVNCIR e e | i censes.

going to exercise, i.e., consume the rights. The supplier could be the content
owner or provider, or could be a distributor or any “middle-man,” such as a
retaller or operator of a web site. Consumer component 438 is associated
with the consumer who could be the ultimate user (i.e., content consumer)} or
a “middle-man,” such as a retailer, whole-seller, or reseller. Keep in mind that
the consumer consumes rights and does not necessarily use (i.e. consume)
the content. Both supplier component 402 and consumer component 438 can
embody any type of hardware devices, and or software modules, such as a
personal computer, a handheld computer, a mobile phone a server, a
network, or any combination of the same. Supplier component 402 generates
rights label 40 as offers, presents draft licenses and grants license 52 to the
consumer. Consumer component 438 issues requests, select choices of
options 44 from rights labels 40, generates counter offers, and accepts
licenses 52. Supplier component 402 and consumer component 438 can be
embodied in the same device(s) and communication channel 422 can be an

internal channel.
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[ 0045] Consuner conponent 438 includes user interface nodul e 428,

comuni cation interface nodule 424, identity nodul e 426, repositqry 43
consuner's rights (e.g., in the formof issued |icenses), and dégaﬁﬁyééﬁgﬁg
for managenment related information. User interface 424 deal s handl es
presentation to the user of the conponent and acceptance of user

I nteracti oRggfepspuni cation interface 422 provi des thecRrRBAkekE Or matti ng
and protocols for rights offering and granti ng nessages between supplier
conponent 402 and consuner conponent 438. ldentity nodul e 426 ensures that
the identity of the consumer conponent 438 can be authenticated by

suppl i er cofgaafeNts hBkerd BomPBYent U2 IcHntais NGsEr! midrized MBA@EBd4,on |ike a
password, cryptiographic keys or bionmetric information of the user. Rights
reposit ory asandiieaties integatesmgdulatded identibhmogddle 40§t repesioontt2 ©5nponent 438
and may inc ”"}% i I I YN Al 4 the rights
stored wit h%%ﬁ?\r/fgn' geérrg?" i a{hgbfggg)&zf’r;%u?iﬁﬁ%ﬁeégé)t%“gggtﬁ?ve i1r.ﬁ‘1g)rrnat ion 15
29 June 200managenepf 1®iated pirmatior/ 17882 duedacst etD4duadcagplishesri ght s
offering a ' thed P i ' elated to

of fers 44, n’%ggés@é}rrfgbqgﬁ% @géegfs"?é%esg‘?’ﬁ'f’ @e@%ﬁ{:@%oﬁr@gﬁd sC Bgﬁggér gfgarrsee;r\t s and

| i censes 52nteNmtiens inaa koawrabwseerd 36omanunisaitoneinianfaoe #ER ippovidesithe i s t he sane

other par t 1RGSR AP BRI ol TG BBE Sl RmebiEl 0t LT )
c]?][rg?genﬁ i M2 ait‘soon':umeuatezﬁ?mére r403§e(r;lfle?ttxo rmcrd_mtm%f_)‘ fﬁsur:a% dnatgheng; a: iangI St o
(r)md ule 418%‘%)&“% ?ogpﬁugwﬁhed”?%%ﬁﬁé 540%0Farb3)%2%§hgﬁgéalﬁf }S’s §0rbsgggg on p rgvi ous

transact i ongnipodertcid8oandf mayrebithiy authentication infamaationdike anpassworf i | es nodul e

416 for custoni zi nd granting.rights based on ast consumner
charact eri qup?ggrgﬂ‘gc E@fség ibb‘?{%?ﬁ"gg‘fmﬁ@fﬁ‘ﬁﬂﬁﬁHéﬁﬁﬁaeﬂﬁﬁ&ﬂﬂﬂ?ﬂeﬁs al so
i ncl udes of4fogr Riykty Zedosiiarl U 12 4Bfbs fights WhalRed t@the nGer iofBUpliend t hei r
terms and conditi on%Q#Jre ent ed, V\fl t hicfn ,offefrs,,rﬁl choi ce nmker dul e 432
for sel ect iSgPPESBr sifal piMa¥nigclufe JHpgtions ; fAr " iGs SearaligpPRr pref erence
nmodul e 438 Jpaktifdeter ridhts GtarBy wathal. e MR dgemURiPiatahsscbasL e eBePdst and
exi sting supplier characteristics and . . )

archive information generated during the rights offering and granting

processes. Such information includes information related to initial offers,

consumer choices, possible counter-offers, agreements and final licenses.

[0045] Consumer component 438 includes user interface module 428,
communication interface module 424, identity module 426, repository 434 for
consumer’s rights (e.g., in the form of issued licenses), and database 436 for
management related information. User interface 424 deals handles
presentation to the user of the component and acceptance of user
interactions. Communication interface 422 provides the proper formatting and
protocols for rights offering and granting messages between supplier
component 402 and consumer component 438. [dentity module 426 ensures
that the identity of the consumer component 438 can be authenticated by
supplier component 402 and may contain authentication information like a
password, cryptographic keys or biometric information of the user. Rights
repository 434 stores rights granted fo the user of consumer component 438
and may include functions for indexing, searching and updating the rights
stored within. Management database 436 is used to archive information
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rel ati onshi ps, and choi ce patterns nodul e 440 for providing patterns and
Interests in selection options in offers. For exanple, the choig attern
nodul e 440 may include a list of preferred suppliers or a |list 35~ﬁ6%%3@05
prices for the itemof interest to the consunmer. O fer analyzer nodule 430
and choi ce maker nodul e 432, respectively, may be conbined into one

modul e.  [{848le1sbhe process of offering and granting nj Wit hin
architecture 400 Ps based on protocols followed by sﬁggﬁ?‘%ﬁ gonponent 402

and consumer conponent 438. These protocols generally consist of an offer
and acceptance of that offer. Specifically, the protocols include an

of fering of ' . : .t hat off b
Son QR b DRSS bk FROpARInE e haagTRlol 1o, oL DY

t he person made, nmay be styled so that

it may revdkeudesobaibreltecioapiicsméd consumer dolass opossibif eousfsfiaiigrs t so that it
cannot be r nl r ' ' ef i nabl e by
Che.of for orCraIENF 2pe RecnsBd 520 st MR s ERAE 4 53 SUTE I MIERM 02, 17662

al so expi r ghatnis \tee saros asay diffecant doanpatebase 4 4demdisanthef partiescmapt ance
passes. |f . there.is.n clfi ! t; r could expire in
a predeter rjrﬁ’tﬁg%’t ﬁnrtﬂégtggﬁ%%ﬁegs %r{dr;@gs g%gegaﬂd%} %rg';t at{)érb?\{éﬁé&gﬂﬁ%ﬁg@t matter of the

offer. For periodically avail able content such as magazi nes, journals, and

even news S, ' gog od of the
cont ent, pﬂgﬁﬁ!at is%ﬁ?ﬁe?‘%reﬁ xaﬁgﬁgﬁéﬁmﬁﬂgﬁ)@ﬁé@&é‘gﬂg%ﬁ or provided

cont ent suder gereratingeeffarhgicbtmeemnposes mashisoAtblas qonpestigdicansss. any ti ne
before the | .0 e d |0 Lie n dictate
ot her ter nBOf%yq%HH@Q{egc@ée{%ﬁ%r@g fo?ﬁ“\b\ﬁ?'hﬂ ttgﬁglaﬁsgﬁ%zg%%ﬁ%éﬁ#i bound. For
exanpl e, tlased fer previgus drgosactions capt anuenann feymalityngf befieks,i and certain

formvia an ' L 1. | Nt 49] Fig.
5(a) ill ustcpﬁgg{-'sért'ﬁéﬁl%p{gﬁ wgvh\i' @ffgﬁ?‘% %@%F@%f@a%?m@p&rﬁgﬁg%%{ &?or rights
granting. $appitdnsumenshacavtanistickahdyelationdhips. an of fer of rights in the form
of rights |abel 40 for exanple, with possibly many options 44, and sends
It to consuner conponent 438 (51%’.@ Consuner conponent 438 considers the
of fer and i[@@47)os SopsunaompasentA3§ alassipelldes after anplyrerenoditeidthent 402

‘é“;)';rgoﬁeﬁ[mif&euﬁéer&gﬂdiﬁé Hghe SR i8R kerfls IS cBidifiins?Prekeritdd - wibhPP! 1 er
offers, a choice maker module 432 for selecting favorable options specified in

offers, a supplier preference module 438 for describing any preferred
suppliers based on past and existing supplier characteristics and
relationships, and choice pafterns module 440 for providing patterns and
interests in selection options in offers. For example, the choice pattern
module 440 may include a list of preferred suppliers or a list of lowest prices
for the item of interest to the consumer. Offer analyzer module 430 and
choice maker module 432, respectively, may be combined into one module.

[0048] The process of offering and granting rights within architecture 400 is
based on protocols followed by supplier component 402 and consumer
component 438. These protocols generally consist of an offer and
acceptance of that offer. Specifically, the protocols include an offering of
rights by one party to another and acceptance of that offer by the person to
whom it is made. An offer, once made, may be styled so that it may revoked
before acceptance or the offeror could siyled it so that it cannot be revoked at
all or only under certain circumstances definable by the offeror. An offer can
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402 custom zes rights according to the consuner's response, and issues the
rights the user of consuner conponent 432 (514) in the form of draft
| i cense. [0050] Consumer conponent 438 then accepts the draft |§8eﬁyée|2fOQ$
corresponds to the choice made and is otherw se acceptable (516). Upon
acceptance, supplier conponent 402 generates |license 52 and transmts

| i cense S52xh@ymensunmer conponent (518). Keep in mnd thalys@hads 52b of
| i cense 52 can include usage rights and/or meta-rights. Therefore |icense

52 can permt the user of consunmer conponent 438 to grant rights to others
in a simlar fashion. However, the derivable rights are controlled by

upstream pggd éﬁﬁeﬁ(téﬁ!ﬂ@ V\Hgﬁ o\"éfangfle elRadiifdbea héd guxaks yif the
protocol can Include steps Wwhere supplier conmponent 402 requests to make
paynent t hriberghs ao speeified deadiige.dhen the affsecodd expiFs it Predeigidinght 438, and
the user c ; 2 1 USfae/ 1§92 402
provi des tﬁ%ﬁ%@%ﬁg#ﬁbﬁ&ﬁg&%tﬂgftpez\é%ab?%gllg%ﬁggf%%t h supplier
conponent 4@Riodicallyc awsilably ewigpbrstieh 2a33megazings, dpdnalsstandu$VeRkports on

success or [ RidhHi&sOf S8R TR oulRid Aelord RAIHGI ol 3 iU dARARY | cat e each
ot her during process and mai ntain aut hent i cati on t rough the process.
[ 0051] Fi g.publitatios Homexanpe.oFoudynamicaliyugénenatee br provided gontentguaint i ng. Fi r st
consumer co . 43 d St t o i 2to
i ndi cate anél:’lpg{']%}ﬁ'gg c?oﬁeg'@t %i %ﬁ%‘g%gger %@%n%h esgmctfgﬁogr@gﬁ?é (t@(gO) . Supplier
conponent 4aildHiliey of thepmintésmt.WiThé rights slipglier can didtede fothamierisl ofldbé 40 havi ng

plural offer options 44. coveri the rj.ght e Y GO mer
conmponent %ﬁ@ﬁa%?‘?d%%gﬁﬁ:g tﬁﬁétgh@%@psql’géﬂclgtbgﬁﬂé.r %lcdg%t&)%ﬂglgtth%éﬁé F522). [ 0052]
Consuner canppreyuire 438epthrse moswuihgr isacktie ao0tértrin forch Viasanogmaibos, and
responds tq su&gl I er .con‘gonent 402 with a choice of one of the offer
options (53APUSia GRIIRIAWED NAGEMISHECE02 cust omi zes rights according to the

response, and grant the rights to the consunmer in the formof a draft
"o T8 o D 0 SRS, HSERAERR o o conc (52
conponent 4g8ts( Grafjng. CRumpliag admpdrieat 402)geseratms annaffardd rigbtsadn theght s.

form of rights label 40 for example, with possibly many options 44, and sends

it to consumer component 438 (510). Consumer component 438 considers

the offer and its possibie options, and responds to supplier component 402

with a choice of any of the optional rights offer 44 (512). Supplier component

402 customizes rights according fo the consumer’s response, and issues the

rights the user of consumer component 432 (514) in the form of a draft

license.

[0050] Consumer component 438 then accepts the draft license if it
corresponds to the choice made and is otherwise acceptable (516). Upon
acceptance, supplier component 402 generates license 52 and transmits
license 52 to consumer component(518). Keep in mind that grant 52b of
ficense 52 can Include usage rights and/or meta-rights. Therefore license 52
can permit the user of consumer component 438 to grant rights to others in a
similar fashion. However, the derivable rights are controlled by upstream '
~ parties through the use of meta-rights. Additionally, the protocol can include
steps where supplier component 402 requests fo make payment through a
credit card of the user of consumer component 438, and the user component
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[0053] Fig. 6 illustrates the offer generation process 600 perfornmed by

of fer generator nodule 408 in supplier conponent 402. |In offer gér atzﬁg
process 600, available rights are first collected in block 602. Em 95
be available froma previous supplier by being derived fromneta-rights
granted to the supplier or may be originally created rights. In step 604

it is deteywdodedssrwhether supplier has a right to makepiyspifzeh to the
consuner. For exanple, if the consuner is known to be a mnor and the

content is restricted to an adult consuner or if the consumer is on a |ist
of those prohibited from receiving content, the supplier may not nmake an

of fer . 1n_suoh fitfdes {nBeirflrfiblion GARCARKRRS RO ARy T A pRidrn step 606.

If the supplier has the right to nake an of process then
det ermi nes ammpqnaet402g¢ndscqnﬁwewmmeaif4f3§rcéa gen@'aterﬁa%mﬁéﬁm n step 608

by parsi ngp%#ﬁogjﬁ@xé%?ﬁ@ﬁ&gsé e %Pﬁgﬁr%s c&ﬁéﬁt{‘:enﬂc%tez@acﬁ%?er2005 WO

02/ 101491 In"step 61 e process determ nes whet her the

consuner haguringdbe gioeeisssand maiptadi auﬂaentm@mﬂihrough&lerm@ﬁmt has been
recei ved, the process further filters the determned rights that can be

of fered, taking the received consuner requested rltghts | nt con5| deration
and conpar i B§3Therfig-Pbhshansas psipe! of P@‘hfr@del'lfﬁéﬁgh reingc &4t det er mi nes

whet her an gffsifnef %Hﬂabéﬁéht %Bd%nﬁg dO?equeﬁpdol ddhé'r §6rﬂﬁ§ne@ﬂ-402 [t9054] For
exanpl e, the consuner be of fered standar i ncluded in the

tenpl ate, sﬂd'ﬁaf&sa'bﬂ“fﬁ'telsg(y ObiRiRing eeainiighis in gq@ptengt(§20)018upﬁ@r content. |f
an offer tegph Egﬂ ?%hll‘@pétﬁld thnﬁ'?gﬁé? in A8 18k OF 1460 #afingS then

applied in ste I'n steps uman I ntervention nay be provided to
further makelurdpiiesoptionssi4, @ovet@gdﬂne dghts mpe%terébmmm%lr@mwompmﬂ% rights that

are avail abjg Next, restrictions can
be a\ép: | edJ‘ Eﬁ%a&{?@con%rﬁgggnsfgﬁ{g}' é({h%{'g‘k%/g; |a IesX For exalrrpl la, atine

restriction may be place on certain rlghts in step 620. Finally, a digital

signature Oroosﬁ]herc&@&:‘ﬂ@ﬂ&drﬁﬁédeﬁﬂ43astheﬁ QUhdiRets e drrdriddqrldpgedd, on of rights
to be offered’in step 622 and an authenticated offer, in the f or m of

rights | abeandsmspendsiifcaipplierssasppopent 4Rqwi aseheiceqch ene shthenefer conponent

438 1n St enodidfs (54908Gbpiel GomBohdr YBb AsiizdsOiits Gesbamh!hen process
response, and grant the rights to the consumer in the form of a draft license |

(526). Consumer component 438 then accepts the draft license (628) and
supplier component 402 issues license 52 granting rights to consumer
component 438 (530). Once again the rights can include meta-rights.

[0053] Fig. 6 iilustrates the offer generation process 600 performed by
offer generator module 408 in supplier component 402. In offer generation
process 600, available rights are first collected in block 602. Rights may be
available from a previous supplier by being derived from meta-rights granted
‘o the supplier or may be originally created rights. In step 604 it is determined
whether supplier has a right to make an offer to the consumer. For exampie,
if the consumer is known to be a minor and the content is restricted to an
adult consumer or if the consumer is on a list of those prohibited from
receiving content, the supplier may not make an offer. In such case, the offer
- generation process terminates in step 606. If the supplier has the right to
make an offer, the process then qetermines all the rights that can be offered
to the consumer in step 608 by parsing the rights collected in step 602. Next,
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performed by rights conposer nodule 410 in supplier conponent 402.
Initially, consuner's choices are received in step 802. Choices_ar ri%?ts
and conditions of an option 44 selected | abel 40 of step 624 (aggﬁJ@? G
process then determnes if supplier conmponent 402 has the right to grant
rights to consuner conponent 438 in step 804. For exanple, if the consuner
fails to @BRkndEssgertain requirenment, such as m ni UM RGRsP 76, 00f of
residence in a |ocale where content nmay be |icensed, for exanple, granting
a license may not be proper, and the rights custom zati on process 800
termnates in step 806. O herw se, consuner selected choices are anal yzed

in step 80 Caltal 0 .| | el h@r conponent
402, For exaoaPa e FeRopsh ol oS iRotl: RbSERAMT s PUROR ahT
under st andaipiesific tightsg Ifjafeauesidms baengegeiety e womssdother fkgrs the0s56] Next

t he proces ' | fy GO r A r L ON IS Lha ' step 810.
For exanpl quq‘%{gﬁgél?ner}@ﬁtgr gfalql @P%y Oltf)fg'fegt OW? fgh& i Wbdgﬁ%éggge%r%ﬂh%{ Fig. 4). If
avai | abl e, retyaesterh sightsr intntonsideration and cakparinghthene dadheleavalalde in  step
812 for fur r | viS] C ey ' . mc
I nf or mat i or{}glg'gsr'\ ?ﬁ%ﬁ@oé@%ﬁr%ﬁé g]g% e@%ﬁe‘g%& ﬁ??%%’ﬁ@%%é%%ﬁ% t he
profile mneappiisttimsdepsetir ust rating or address of the consuner that renders
it desirable of undesirable to provide certain rights. The process then
determnes if the choices are reasonable in step 814. This determ nation

may be car MP@&fioutFor ®@mplecalitpl eonsterputight deapbffgred  stapdaid Hights
I nterventi e, 0 M @aS QR e,
re-negot i aﬁl?hé%defgf ﬁ‘?ﬁ'gqgﬁ]?@?ﬁes}lgh g% ! @g@&ir@ﬁﬁt ﬁen E%F‘?’f}f %ed%i n block 816. In
t hi s re- negotieat i ramelivrdemplatenis avaiabierand inseded. dhe pifeitenpldie 4 new proposed
of fer base | Y/ d ' ; { {S given an
oppor tuni tghﬁaﬁg%w &ﬁgﬁgﬁiolpgﬁsﬁﬁ étr]%rg?mngeﬁge n[t' Qﬁ}a&g tﬂ gﬁ&s dom' zation
process 800o liethien snakgadiusimends wpth8Gier @rhpataics do any of theaighits that| udi ng t he
selected rights_is,C | ) . 7] t a.license i s created,
| f consum@%@ggkﬁgn@g%&%ﬁnr%@ggg%?';r}%%ﬁnécge%g?d?&’i rt%gtlnghdﬁrs ec%gn %d to the
consuner f @ppliesyitBswugh cndifio®? and/bf stdte vadables meffordaesnpigt a at'g;mefae with the
LS b RsBE B8y e, S cR2undi igRRIR' i8h 'R, T Bl il 2 0 1 step
signature or other authentication is provided with the collection of rights to be
offered in step 622 and an authenticated offer, in the form of rights label 40 is

made in step 624 and presented o consumer component 438 in step 624.

[0055] Fig. 8 illusirates rights customization process 800 which is
performed by rights composer module 410 in supplier component 402,
tnitially, consumer's choices are received in step 802. Choices are rights and
conditions of an option 44 selected label 40 of step 624 (Fig. 6). The process
then determines if supplier component 402 has the right to grant rights to
consumer component 438 in step 804. For example, if the consumer fails to
meet a certain requirement, such as minimum age or proof of residence in a
locale where content may be licensed, for example, granting a license may
not be proper, and the rights customization process 800 terminates in step
_ 806. Otherwise, consumer selected choices are analyzed in step 808 to
ascertain if they are an discernible by supplier component 402. For ekample,
. the choices can be parsed to see if they are understandable.
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custom zation process 800 again in step 802. In step 820, if a review by
the consuner is not required, then the license is authenticateg i

826 to create a conpleted license 52 in step 828 which is to b 9
associated wth content 42. [0058] Fig. 7 illustrates offer consideration
process 700 which is perforned by offer analyzer nodul e 430 and choice
maker nodulyg oddriee?f consunmer conponent 438. Avail abl g @fik@Ssear € first
collected in step 702. In step 704, process 700 determ nes whether it has
a right to accept offers fromthe supplier. For exanple, if the consuner
certain restrictions on the purchase of content, such as an age

restrictiong Qﬁ%]a "Next, rtﬁ&ﬁﬂo@é‘ss%?érﬁiﬂesﬁ%ﬁ&]mé}gnﬁﬂﬁét@:’ﬂtis a\frai' 18BeQyt si de an

enterprise, consuner may not accept an offer. In such a 20 29 June
2005 WD 0tem84®1 FoCExaimdle/ eqmemet ardlestmay befsigred dhgpiabash #¥h process

term nat esud; ALR alfftbid, ihd BShsGRBP ?B%au&}f% thRéh idBinsldeRapt of fers

fromthe s offers are en ana E 08 to ascertain
i f they ar estet 8t2fon hirther rhalysis of camumemqliie@es hdﬂ %@R)@ﬂ -efilynaﬁ‘i*‘éf erences are

avail abl e 'iﬂfoﬁﬁéati%nyaﬂ’afstorh%{iﬁﬁér‘aﬁ%s%gcrfbbhtb@foﬁfj Ed? e%u‘ﬁ le7g1g sk on the

pref erences nsuner a speci pplier or
ot herw se pna&fiaclude arixstab‘atmmsr addrdsstohtoe Qunpquhe@‘lat ngoders itidgsirablaer

suppliers re avail abl e
and 11 0,0 WiksreRb I R B RITLORS. TreRINI e HERBRRECA TG P 20
offers aremoabyamjneabqnab@mlgtemgm h&hik aigtermofation epy RO&nTdodnd any ot her
desired lo consu hen . i i and
specifies Bn{a’f ?ic(fogéwr%oﬂ?l ¥ ‘V@bhﬁrﬁ%ﬁé&%&?ﬁ@i oﬁ tﬁ% 8%% 'i%%'ﬁs can be done
aut omat i Caldhgiceé éreidﬂémeh dlun_t}ﬂsumtge mnégt;t:aﬂmsbfrtbelpuﬁthaeﬂaﬂm 28 lis cgn e
i ntervene t her. .spec addj.ti ona i ces or .con | ons desired.
Any preferga%ré ‘)r"'i'I'PQé" B@’F*‘éﬁ@ie? hbsg'i'ecn‘?@g atpn RfResps; e Cé'g@“fié of fers.
[ 0059] Q/erp?ééenteﬂswﬁﬁlﬂa rews piposall bier ﬂ@@a‘dr bRttherprefiokilgunelyz&d 7, and 8
above, the consuner sends a request, and then a_license is_constructed.

od R Yo

Ei t her the SS05pY:itls Coiome’s G iﬂ’ﬂéipp%‘dﬂ'%f 19 sypitgw the |icense,

but in thenaXmif caltemeatifiepobsR! 808bedneagain. in $iep 8020 Dldwise, a subset of

an offer and the offer has_one or mnore options. 'g e supplier makes the
of fer a license including the selected rights is created in step 81

[0057] After a license is created, if consumer acceptance is necessary
(step 820), it is presented to the consumer for review in step 822. If the
consumer does not agree with the terms in the license in step 824, re-
negofiation is then initiated in step 816, which re-starts the rights
customization process 800 again in step 802. In step 820, if a review by the
consumer is not required, then the license is authenticated in step 826 fo
create a completed license 52 in step 828 which is to be issued and

associated with content 42.

~ 10058] Fig. 7 illustrates offer consideration process 700 which is performed
by offer analyzer module 430 and choice maker module 432 of consumer
component 438. Available offers are first collected in step 702. In step 704,
process 700 determines whether it has a right to accept offers from the
supplier. For example, if the consumer certain restrictions on the purchase of
content, such as an age resfriction or a restriction against accepting content
from outside an enterprise, the consumer may not accept an offer. In such a
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avai l able to the consunmer sending the request (and to other consuners if
that 1is the desire), and the consuner (including other consu | f
appl i cabl e) rmakes choices. Then, the supplier analyzes the choééeg"“§%@05
constructs the license (i.e. a grant of rights). Note that the request can
al so be rejected, or a counter proposal could be made and the same process

coul d t hengpgppads;for the counter proposal. [0060] Alpg@msiphiedszt he supplier
anal yzes the request, the analysis may be done automatically, or with
human i ntervention. Wien the consumer considers the offer, the choice or
acceptance may be done automatically, or wth human intervention Ei t her

the offer Qigsa, thheRBS@NsABAON BrocB?é’teﬁﬁmat%& iSted 708, HARS condirid2/ 101491
PCT/ US02/ 17662’ gener at ed based nanm ¢ | nfor t|o e consuner's
@g%i[

n,
i nfor mat i orf1asdhelrightfie accsRteffass ffgmrtbﬁﬁ er, Meé%ar&é ol ?%&T—'egﬂ%ye [0061]
The dynam Gk ni7g8 f@ééc%ﬂaIWthbwakéJeecérﬁmé kl?ﬂ‘i@d@l%nhlﬁé@ﬁtﬁmtsh?ﬁller' ncl udi ng

I nformation rel ated pricing, of the network affic of a
web site atpr@@mc%ﬁ@rﬂva&ﬁblq inraéep Zl’l%@lﬁﬂff%s geviareddp sisprd 20135eH, the habits

of the CONSygE o S&%’né@”ﬁotr'eﬂﬁrﬁ Ehl‘ﬁe%8§§ ﬁg@?ﬁ%pgéﬁ@s@pﬁér how I ong

the content was u where 1t s use ynarm ¢
i nf or mat i orprdirerise preferdsansastions avith ’Bhaﬁlmbll@sﬂ@mﬂlah@thﬁalsmleﬁf the state

vari abl es Cﬁé}db‘ﬁ heg h?grrﬁﬂgs H%‘éﬁglﬂﬂ? efé%%§§? g\ﬁ%l%gl@izdtndwrﬁ%m ¢

information 1S orna on capa ern need not
actual ly bdmescamrayaldadan siepgaﬁé@trtgo@rs bYneesilidhe ntferstase anaibzedsb)at ic

el enent. Far ased on a

formul a, dﬁpgﬁgqﬁé %BC°th9§¥egﬁ?%nﬁghmﬁf&%gﬁ‘%%nﬁ% ﬂ'aepval ue, a

function, rtedreselacte optiorst inedoakal 6 asdJspecm'iestdmatnpgennesriatbﬁ)othZOnt erest or

e changeyn b BAPSHodlRl SFon. B OBt P e iRt iy 00 © 1"

i nf or mat i onjesitad, ithec tusttenarrdanrin@hicns aadcftgrtm lspd!ua‘y aﬁ?morﬁél dhbleesonsuner , the
It L,mt aof t

credit history,.of the consuner, the cr con i ncone
of the con§8ﬂ‘i¢‘?n '?ﬂreii YoPrefarghes: gfies: iof S og;ﬁtcgpeté%ysefﬁ% password of
t he consun@rnajygé]afféfg_y assigned to the consuner, club

[0059] Overall, as can be seen in the description of Figures 6, 7, and 8
above, the consumer sends a request, and then a license is constfructed.
Either the supplier or the consumer could draft the content of the license, but
in the example above the supplier does so. The request is a subset of an
offer and the offer has one or more options. The supplier makes the offer
available fo the consumer sending the request (and to other consumers if that
is the desire), and the consumer (including other consumers, if applicable)
-makes choices. Then, the supplier analyzes the choices, and constructs the
license (i.e. a grant of rights). Note that the request can also be rejected, or a
counter proposal could be made and the same process could then repeat for

the counter proposal.

[0060] Also, when the supplier analyzes the request, the analysis may be
done automatically, or with human intervention. When the consumer
considers the offer, the choice or acceptance may be done automatically, or
' .with human intervention. Either the offer or a license, or both, may be

21




menbership for access or discount, the class of the consuner based on a
predeterm ned criteria, or any other data, identification charagieristi

and information. The supplier's information may include sone oﬁbajun%fﬁf%
subjects of information as the consunmer's information, and nmay al so

i nclude, for exanple, available options or variations, suppliers, shipping

i nf or mat i ofg o Ot her information. [0064] The systeR-grdpRrfRsesses
disclosed in this invention support nulti- tier and super distributions of

content. The following is a use case that shows 22 29 June 2005 WO
02/ 101491 PCT/ US02/ 17662 how this can be nodel ed and supported. It

11 ust 1 at eqyanBfudd 0885 Sndhe aRid Afbmanth, HiAhbiifiord Blibafty, afeu ng the

process of Transtormng o ts to a rights supplier (the content
di st ri but orth¢ ponsimer's agaiest, sudirasrdesaribadgiose.t o a rights consuner (the end
user in this case). It specifically shows how an offer is generated from
an exi sti n&gl I cense, how this offer is considered with a _choice, and how a

final |iced8@6tls ilde dmamiginfrmation &ay, ipeluge manyeirds PERferBIRtIORer i t ti ng

the transf gao@ling infdtinatib fIAEE & Bﬁ&ﬁ% sttud BeBESChwdR! fhi trdificRofcnt ent
di stribution chaln. [0065] Suppose that a content provider P of sone

content C weah siteral eagh aramst oheme.disroypts; aivene EoupoRs gives) the habitainy end user
Wi thin the g qel othefnek, Yow, Hh} EfeStift EsnibhSas 5dah ysBLAHF HbivaBlhg at a f1 at
rate of $1 aﬁ% le(ﬂ'e En|§r’i e rlhght e_at A Cost of %4_ upser' C(’;py (both are paid
by D to P) thertpenignbwase tised,swhek| buvikag weed.contgtlikei siThpbétnemie o add its
own condi t i t e l@¥ie PR st408 L BGiabidd | | nd users.

[ 0066] A | i'@gﬁ%éetBPr%ﬁ] ?‘ﬁé@%{%ent entSta?)é g@'ﬁa eléé ?ﬁﬁ ?%éebﬁlyéfﬁ)r@%t t(c)"frg‘téranay resenbl e
t he fol | owivatgahles can hehehexked and updgtedsasinesgssapne. <l i cense> <grant> <forAll
var Name="user"/> <forAll varNane="di stri but or Condi ti onFor Pl ay"/ >

<principal id="distributor"/> <issuel/> ] )
[0062] Dynamic information is information capable of being (although, it

need not actually be) changed or created by or by reference to a non-static
element. For example, the dynamic information can be obtained based on a
formula, database, curve, predetermined table, percentage of a value, a
function, reference o cother data, such as the prime rate of interest or the
change in a stock market index, and/or by a human intervention of the user or

distributor, and/for consumer’s input.

[0063] The consumer's information may include information such as the
age of the consumer, the credit history of the consumer, the credit limit of the
consumer, income of the consumer, what kind of rights or licenses obtained,
the password of the consumer, the key assigned fo the consumer, club
membership for access or discount, the class of the consumer based on a
predetermined ctiteria, or any other data, identification characteristics and
information. The suppliers information may include some or all of the
subjects of information as the consumer’s information, and may also include,
for example, available options or variations, suppliers, shipping information,
and other information.

[0064] The system and processes disclosed in this invention support muiti-
tier and super distributions of content. The following is a use case that shows
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<grant> <principal varRef="user"/> <play/> <digital Resource

i censePart| d="book"/> <all Condition> <region regi onCode="US"/ > < ond>é68§
var Ref ="di stri but or Condi ti onForPl ay"/> </all Condition> </ grant

<flat currencycode="USD'>1</flat> <to licensePartld="provider"/> </fee>
</ grant> 23 29 June 2005 WO 02/101491 PCT/ US02/ 17662 <grant> <forAll

var Name=" uggloaheieerf or Al 1 var Name="di stri but or Condi t i ondeqhRedMsz/ >
<principal id="distributor"/> <issue/> <grant> <principal varRef="user"/>
<pl ay/> <di gitai Resource licensePart| d="book"/> <all Condition> <region

regi onCode="US"/> <condi tion varRef="distributorConditionForPrint"/>

</al | Condi t p@ihise4H B hrivdeleH 8RT sufitflelds & iRHaRRAGRE prockRIbrotreriRgr Use>
and granting rights by showing the process of transforming offered rights to a
rights supplier (the content distributor in this case) to granted rights to a rights
consumer (the end user in this case). It speciﬁcalIsthows how an offer is
generated from an existing license, how this offer is considered with a choice,
and how a final license is issued. Meta-rights provide a mechanism for
permitting the transfer of rights from one party to the next party in a content

distribution chain.

[0065] Suppose that a content provider P of some content C wants to
specify that a distributor D may sell, to any end user within the region of the
United States (US), the “play” right at a flat rate of $1 and the “print” right at a
cost of $4 per copy (both are paid by D to P). The provider aiso allows the
content distributor to add its own conditions to the “play” and “print” rights it

issues to end users.

[0066] A license from the content provider to the distributor may resemble

LTM

the following using the XrML"™ rights language.

<license>
<grant>
<forAll varName="user"/>
<forAll varName="distributorConditionForPlay"/>
<principal id="distributor"/>
<jssuef>
<grant>
<principal varRef="user"/>
<play/>
<digitalResource licensePartld="book"/>
<allCondition>
<region regionCode="US"/>
<condition varRef="distributorConditionForPlay"/>
</allCondition>
</grant>
<fee>
<flat currencycode="USD">1<fflat>
<to licensePartld="provider"/>
</fee>
</grant>

23



<to licensePartld="provider"/> </fee> </grant> <issuer id="provider"/>
</license> [0068] The distributor nmay make an offer to the end 29%} bagﬁﬂ)
on the rights it has as expressed in the |icense above. Note tfdt S
rights and conditions of each option are set forth as XM.TM el ement s
between <grant> tags. In the followng offer, note that the distributor
adds a feeywgephdohon for getting the "play" right, chergkfgrdshe end user
$2 ($1 nore than it pays to the provider), and another fee condition for
the "print" right, charging the end user $6 per print copy ($1 nore than
It pays to the provider) The distributor also |imts the offer to an

OO\

accept anceti ppETTod (up to Decenber 31, 2002). Meta rights granted to
the distribut Otspsl P HéeuLgbpyl butor to nodify the grant in fhe license,
as descr i Ded Ry vaHNGmER ?stﬁmorep.fuﬁﬁonmﬂim@w <grant> <forAl

var Nanme=" user L | 1628, t =ruser <obt ai n/ > <grant>| <pri nci pal
var Ref =" usler />5nn<t§EJ />d'§<{gllgtb¥t al Resource licensePartl| d="book"/p <region

r egi onCode="USLPS 94 29 June 2005 WO 02/ 101491. PCT/ US02/ 17662 K/ gr ant >

<fee> <fljat cu ngpggr cHBll s/ flat> <to licensePartld="disgtributor"/>
</fee> <play/>
<digitalResource licenseParild="book"/>
<aliCondition>
<region regionCode="US"/>
<condition varRef="distributorConditionForPrint"/>
</aliCondition>
</grant>
<fee>
<perUse regionCode="USD">5</perUse>
<to licensePartld="provider"/>
<fiee>
</grant>
<issuer id="provider"/>
<flicense>

[0068] The distributor may make an offer to the end user based on the
rights it has as expressed in the license above. Note that usage rights and
conditions of each option are set forth as XML™ elements between <grant>
tégs. In the following offer, note that the distributor adds a fee condition for
getting the “play” right, charging the end user $2 ($1 more than it pays to the
provider), and another fee condition for the “print” right, charging the end user
$6 per print copy ($1 more than it pays to the provider). The distributor also
limits the offer to an acceptance time period (up to December 31, 2002).
Meta rights granted to the distributor permit the distributor to modify the grant
in the license, as described above, and make the offer.

<offer>
<grant>

<forAll varName="user"/>

<principal varRef="user"/>

<obtain/>

<grant>
<principat varRef="user">
<play/>
<digitalResource licensePartld="book"/>
<region regionCode="US"/>
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</grant> <grant> <forAll varNane="user"/> <principal varRef="user'7>
<obtain/> <grant> <principal varRef="user"/> <print/> <digi taéRe ource

i censePartl| d="book"/> <all Condition> <region regi onCode="US 7 9 Jynre =005
<per Use currencyCode="USD">6</ perUse> <to licensePartld="distributor"/>
</fee> </allCondition> </grant> </grant> <issuer id="distributor">

<val i di tyi whesMalor <until >2002:12:31 </until> </vali gickNknhSeyal >
</issuer> </offer> [0069] Wen the offer is presented to an end user, the
end user may choose to get only the right to "play" for the flat fee of $2
and responds to the distributor with a choice set forth as an XM.TM

el enment b tvwerk/gj.gh rce>—tags—as fottows—<chorce>—<grant>—<pri nci pal
i d="anEndUser"/ ><Fégt ain/> <grant>

<flat currencyCode="USD">2<fflat>
<io licensePartld="distributor"/>
</fee>
<fgrant>
<grant>
<forAll varName="user"/>
<principal varRef="user"/>
<obtain/>
<grant>
<principal varRef="user"/>
<print/>
<digitalResource licensePartld="book"/>
<allCondition>
<region regionCode="US"/>
<fee>
<perUse currencyCode="USD">6</perUse>
<to licensePartld="distributor"/>
<ffee>
</allCondition>
<fgrant>
<fgrant>
<issuer id="distributor">
<validitylntervai>
<until>2002:12:31</until>
<fvaliditylnterval>
<fissuer>
</offer>

[0069] When the offer is presented to an end user, the end user may
choose to get only the right to “play” for the flat fee of $2 and responds fo the
distributor with a choice set forth as an XML™ element between <choice>

fags as follows.

<choice>
<grant>

<principal id="anEndUser"/>

<obtain/>

<grant>
<principal id="anEndUser"/>
<play/>
<digitalResource licensePartid="book"/>
<region regionCode="US"/>

</grant>
<fee>
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<principal id="anEndUser"/> <play/> <digitaiResource

i censePartl| d="book"/> <region regi onCode="US"/> </grant> <fe§ <f

June 2005 WD 02/101491 PCT/ USQ2/ 17662 <flat currencyCode="USD'48<JUNQs >005
<to licensePartld="distributor"/> </fee> </grant> <issuer id="anEndUser">
<validitylnterval > <until >2002:12: 31 </until> </validitylnterval >

</i ssuer> woohwipe> [0070] Note that the request can pgRydR8ssk €l €Ct €.
Note also that a response can also be constructed as a counter offer for
rights not originally offered by the distributor. Wien the distributor
recei ves the choice fron1the end user, it then i ssues a Ilcense to the
user as sh - et ser"/ >

<obt ai n/ > Resour ce

| i censePar

</grant>
<issuer id="anEndUser">
<validitylnterval> _
<until>2002:12;31</until>
<fvaliditylnterval>
<fissuer>
<fchoice>

[0070] Note that the request can also be rejected. Note also that a
response can also be constructed as a counter offer for rights not originally
offered by the distributor. When the distributor receives the choice from the
end user, it then issues a license to the user as shown below.

<license>
<grant>
<principal id="anEndUser"/>
<obtain/>
<grant>
<principal id="anEndUser"/>
<play/>
<digitalResource IlcensePartld-“book"/>
<region regionCode="US"/>
</grant>
<fee>
<flat currencyCode="USD">2</flat>
<to licensePartld="distributor"/>
<ffee>
</grant>
<issuer id="distributor">
<issuedTime>"
2002:05:06
<fissuedTime>
<fissuer>
</license>

[0071] Note that in all the XML documents above, the issuers may choose
to digitally sign the documents using some digital signature algorithms. The
recipients of these documents have options to verify the validity of these
documents by checking the validity of the attached digital signatures. Access
to the various documents, and elements thereof, can be controlled using

known techniques.
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<fee> <flat currencyCode="USD'>2</flat> <to |licensePartld="distributor"/>
</fee> </grant> <issuer id="distributor"> <issuedTinme> 2002: ﬁé Xﬁi
</issuedTi me> </issuer> </license> [0071] Note that in all 9xyne 2005
docunents above, the issuers may choose to digitally sign the docunent s
using sone digital signature algorithns. The recipients of these docunents

have optioggoi/mmerify the validity of these docunentegrfigeaheeki ng the
validity of the attached digital signatures. Access to the various
docunents, and el enents thereof, can be controlled using known techniques.
26 29 June 2005 WD 02/101491 PCT/US02/17662 { [0072] In sone situations

of fering angogspnt \N8orhé Skthdtioh® offefiCATGaMirg redult i Qﬁiﬁerﬁsb%ﬁn dor content
usage. As one starts to exercise the rights, derived rights, obtained as a

resul t of niEesh-#tpigHps content ysamer iAs enedsters khaxescisn dhas fights, deied abl e val ues
associ at ed itkd) chihod 414 fosultk n@e@ﬂ%ltg il RISy RN Gt th the

right to pri nt times and i'es of some docunment, all new copies
may have t hegrigbiswvalies 3§$0Qfﬁt@¢1wﬂh et rightearior eampleawen one iscrented ng  ri ght s)

W th the oryg f?x%dgh?‘fo &{nt%ﬁ%égé Rake & p:Q§%f‘s %&‘i’mﬁwttéma”d a new

copy was then na original' can together print 3 tines
and nake quseﬂhbha%ftheesam{a@wgl rigiie but eh&‘ertbd Mddr reshetinisgin utilize

various devig, ﬁigw&tﬁﬁ%@?ﬂ&ﬁgfﬁ%ﬁ n&l%@%&ﬁ@nn@ﬁ@’tﬁﬁ Wr‘ﬁeﬁat'ons

PDA's, thin or éex envi ronnent can
be a handhedogy sagitioen sadd, ths capy amborismabhmnall togethePprint mmesam channel s for

communi cat i rg&ecfﬂogene%g&;es,

[0073] The preferred embodiment can utilize various devices, such as a
personal computers, servers, workstations, PDA’s, thin clients and the like.
For example, the client environment can be a handheld device such as a
maobile phone or a PDA. Various channels for communication can be used.
Further, the various functions can be integrated in one device. For example,
the license server function can be accomplished by sofiware within the client
environment. Further, the function of the license server or other modules for
making offers, selecting rights and granting licenses can be accomplished in
the same device. The disclosed functional modules are segregated by
function for clarity. However, the various functions can be combined or
segregated as hardware and/or software modules in any manner. The
various functions can be useful separately or in combination.

[0074] The various elements and portions thereof can be stored on the
same device or on different devices. For example, a license can be stored
fogether with, or separate from, content. Further, the various elements of a
license can be stored on separate devices. For example the values of state
variables can be stored in a state vatiable repository of a system that fracks

 the current value of state variables. Various iinks, references, specifications,
and the like can be used to associate the elements.

[0075] The invention has been described through a preferred embodiment
and examples. However, various modifications can be made without
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Further, the various functions can be integrated in one device. For
exanple, the license server function can be acconplished by soé@gg&g
within the client environnent. Further, the function of the |i 8a40R%
or other nodules for making offers, selecting rights and granting |icenses
can be acconplished in the sane device. The disclosed functional nodul es
are segregab@shdyw: function for clarity. However, thelﬁﬁﬁje#ﬁaﬁunctions can
be conbi ned or segregated as hardware and/or software nngu es in any
manner. The various functions can be useful separately or in conbination.
[0074] The various el enents and portions thereof can be stored on the sane
devi ce or " | d ; i : stored

t oget her V\nqitéﬁ,ghlfo@ ﬁé@gﬁ? gﬁfeﬁ ghr% Iﬁgéonrtllt8 é%%r% ur’:f;'%’hﬂéllra ?Sﬁﬁgje\ggﬁlrﬁﬁs el enents of
a |icense andregabeguivalends.on separate devices. For exanple the val ues of
state variables can be stored in a state variable repository of a system
that tracks the current value of state variables. Various |inks,
references, specifications, and the like can be used to associate the

el ements. [0075] The invention has been described through a preferred
enbodi mrent and exanpl es. However, various nodifications can be nade

W t hout 27 29 June 2005 WO 02/101491 PCT/ US02/ 17662 departing fromthe
scope of the invention as define by the appended clains and | egal
equi val ents. 28 29 June 2005 WO 02/101491 PCTI US02/ 17662 What we claimis:
1. Anethod for transferring usage rights adapted to be associated with
itenms, said nethod conprising: generating, by a supplier, at |east one
first offer containing usage rights and neta-rights for the item said
usage rights defining a manner of use for the itens, said nmeta-rights
specifying rights to derive usage rights or other nmneta-rights; presenting
said offer to a first consuner; - :
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receiving a selection fromthe first consuner indicating desired usage
rights and neta-rights; and, generating a first |icense granting_.t

desired usage rights and neta- rights to the first consuner. th@“ﬂ%éﬁgys
of claim1, wherein said |icense specifies one or nore condltlons whi ch
nmust be satisfied in order for said usage right to be exercised and one or
nore condi fyp@gfwhi ch nust be satisfied in order for SgifigBéa-rights to
be exercised. 3. The nmethod of claim1, further conprising the step of
receiving a request for a license fromthe first consuner. 4. The nethod
of claim1, further conprising: receiving a request generated by a second
consuner fofynat b CRMSR: containing at |east one of usage rights and
meta-rights Por the itens; generating, by a second supplier, a second

of fer containin hts derived from said neta- rig Fts contained in the

second of f ek, F'@ dfpiotransireng usagsplights adapted i pe PsseaAed MR  and

generati ng, ,tgpys 3aiA9RARSH SoMRisi®f . @ second |icense containing rights
derived fromsaid neta-rights contained in the second offer, wherein the

second suppl i er geBergfing, bvla@p@ltﬂﬁsaiﬂ@et onepfirsiootty senta i usage ot 01491
PCT/ US02/ 17£®?r ta .ﬁh&@?%tﬁwﬁ’? n‘ﬂ% elri H’c‘@@éﬁlﬁgréhﬁaﬂﬁe?mﬁwmr' ses digital

content. Ising the steps of:

provi di ng sﬂiﬁ d’fefﬂsr §§ldlm%féﬁl§éf8a@e§|fﬁfﬂ$ﬁmfﬁ i@@eaveausagei d@‘ﬁ%@f ofherhe first
consumner; E?Ih a confirmati on of said custom zed draft |icense from
the fi rst cons mer; and authenticating said draft |icense to create an

aut hent i cat'ed | ptesasting sgid dffes tvafitsbconstimel;ai m 1, wherein said first |icense

comprises a i “FLkn 'é’E&E&toh‘%?&rﬁﬂ% firdt irdldnal m%ﬁcgﬁr?é dedired® Qgé‘ | east one

grant, said at Sone”grant ng usage ri Ights, a
nanmed pri naightd amﬂasetgﬂ@htsngld he first consunmer to whomrights are granted,
and a condi ti Ongcleﬁesrétlng a first license granting the desired usage rights and meta-

rights to the first consumer.

2. The method of claim 1, wherein said license specifies one or more
conditions which must be satisfied in order for said usage right to be
exercised and one or more conditions which must be satisfied in order for said
meta-rights to be exercised.

3. The method of claim 1, further comprising the step of receiving a
request for a license from the first consumer.

4. The method of claim 1, further comprising:

receiving a request generated by a second consumer for a license
ccontaining at least one of usage rights and meta-rights for the items;

| generating, by a second supplier, a second offer containing rights

derived from said meta-rights contained in the second offer, wherein the
second supplier is the firs consumer; and

generating, by a second supplier, a second license containing rights
derived from said meta-rights contained in the second offer, wherein the
second supplier is the first consumer.
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8. The method of claim1l, wherein the first supplier is at |est one of a
provider, distributor, retailer, consuner, or a user. 9. The meégo'ji
claim1l1, wherein the first consuner is at |east one of a provi une 2005
distributor, retailer, consunmer, or a user. 10. The nethod of claim1,
wherein the step of generating at | east one offer conprises the steps of

col I ecti ngwgs®@R4eii ghts and neta-rights avail able to herrkéRRad;
determining if the supplier has a right to offer the available usage rights

and neta-rights; termnating the generating of a set of offers, if a right
to offer other wusage and neta rights does not exist; conposing an offer

based on awi | aphemkinghiohclbin § NehetERM fim B@fﬁpﬁééed.g‘ﬂagéamén@ of fer ot her

usage and neta rights; and aut henticating sard offer. 11. The nethod of
cl aim 10, wherein said conposing step conprises: 30 29 June 2005 WO

02/ 101491 RCTI :"fQ@{n@m@%fagfn? %'@"é}%"h{g"@" 'ﬁtlé;[%%r fhas requested an offer

i ncl uding spec usage rights an appl yi ng t he specific
usage rights anprowiding-saidFitst llcensehaﬁ efmetona@dadram licease tca%m stermning if
an offer t Lﬁ'llt|e'? corresponds to the filtered offer and if so applying
said offer ate as an offer, 12. The nethod of claim 1, wherein said
step of generatam:gp’mgfa cenfinhatiomesaid custdansized drafirlicerse frome the #pk of :
determ ni ngohgungé}e I,ﬁiuppl er has the right to grant the rights; term nating
the step o At ng a draft license, if the supplier does not have the
right to grant alikeenticgimpsaidadraft licsnsg tocreateranranttentibated sensecei ved from t he
consuner; determning if the choices are acceptable; and creating a draft
|'i cense based on the choices if the choices are acceptable.

7. The method of claim 1, wherein said first license comprises a license

identification, a digital signature, and at least one grant, said at least one grant
including usage rights, meta-rights, a named principal designating the first
consumer to whom rights are granted, and a condition list.

8. The method of claim 1, wherein the first supplier is at lest one of a

provider, distributor, retailer, consumer, or a user.

9. The method of claim 1, wherein the first consumer is af least one of a

provider, distributor, retailer, consumer, or a user.

10.  The method of claim 1, wherein the step of generating at least one
offer comprises the steps of:

collecting usage rights and meta-rights available to be offered;

determining if the supplier has a right to offer the available usage rights
and meta-rights;

terminating the generating of a set of offers, if a right to offer other
usage and meta rights does not exist;

composi‘ng an offer based on available rights if the supplier has the
right to offer other usage and meta rights; and

authenticating said offer.

11.  The method of claim 10, wherein said composing step comprises:
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13. The method of claim 12, wherein said step of generating further
conprises; presenting the draft |license to the consuner; re-neggQLiatin
license if the first license if not approved by the consumer; gédﬁ-me%oaO5
aut henticating the draft license if the first consuner approves the draft

| icense. 14. The method of claim 1, wherein said usage rights specify

rights to wo@Pwioiransfer, loan, play, print, back-up,pcrgRiPFr&Qe del ete,
extract, enbed, edit, authorize, install, or un-install the item 15. A

system for transferring usage rights adapted to be associated with an
item to be licensed in nmulti-tier channels of distribution with downstream

i ght's and: condigeionipcst s upler 88 baRARd & Bifer FRIRINYSIGRRLCONP | SI NG:
31 29 June 2005 WO 027101491 PCT/ USO2/ 17662 a supplier conponent,
conpri si ng: Usgge tighisiaad medefightsit er f ace nodul e; an of fer generator nodul e for

generating an of : Bk ; t qﬁ&?_ hah n f ta-rights; a
ri ghts conposer ah@glﬂggﬁk% %Pegfgtgmggés eng&g%?rngft ir@*e‘%sf(gsﬂ%a&;égpagg?t ory for
suppl i er' s fitegland; a supplier nanagenent database; and a consuner

component conpr lgiehfinind IEAN SHIABIRES chBHAACE (R AilEn i and i

of f er-consi deration no e confirgured yze the orfers generated by
t he suppl i efo appiyingrasid offenterapdtecs anfdiier,s based on the analysis; a
repository for consuner's rights; a consunmer managenent database; and a
comuni cation |ink coupling said supplier conmponent and said consuner
conponent . 16. Ahs yrethenth efsclaimct, tvdrein seidastep dfSgenenadingi anfitshbbcenappl i er

conponent Jﬂﬁ%&s@‘f’ﬁ&@ﬁé gﬁssg{:fer-terrpl ates and consuner profile

informatio
determining if the suppler has the right to grant the rights;

terminating the step of customizing a draft license, if the supplier does
not have the right to grant the rights;

analyzing one or more choices received from the consumer;

determining if the choices are acceptable; and

creating a draft license -based on the choices if the choices are

acceptable.

13. The method of claim 12, wherein said step of generating further
comprises;

presenting the dratt license to the consumer,

re-negotiating a license if the first license if not approved by the
consumer; and

authenticating the draft license if the first consumer approves the draft

license.

14. The method of claim 1, wherein said usage rights specify rights to
copy, transfer, loan, play, print, back-up, restore, delete, extract, embed, edit,
authorize, install, or un-install the item,

15. A system for fransferring usage rights adapted to be associated with an

item, to be licensed in multi-tier channels of distribution with downstream
rights and conditions assigned at least one level, said system comprising:
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said offer-tenplate contains one or nore predeterm ned usage rights and
nmeta-rights, and wherein said consuner profile information conppi.ses at

| east one of consumer identity information, account informti of;

history information, consuner preferences information, and credit rating
information. 17. A systemas recited in claim15, wherein said consumer

component whhadigh conprises a supplier-preference nodgifyshPhrgRr Ovi di ng
supplier information. 18. The system of claim 15, wherein said

of fer-consideration nodule conprises: neans for determning if the
consuner can accept an offer; means for applying selection logic to the
of fer; means for ﬁ‘éfg BEn&R gng! es; and 32 29 June 2005 WO

a
02/ 101491 PCT/ US02 7662 onsalrhﬁ?hﬂﬁiea s for authenticati ng choi ces and
provi ding the choi cessepRipr iser intesfasemtasiule; 19. The system of claim 18,

wherei n said neans fa{ ﬁé}pﬁl oftl aﬁ@ﬂé ﬁﬁsgeneu‘gﬁﬁ@énfd?fre g@ﬁ@#l?,gratthe of fer and

sel ecting preferred usage nmeta-rights in he 0 nmeans for
filtering okashusapmdghds end slupelbirightspr ef erences; neans for appl ying

consuer pref et ences, e SRRy LRI RS BB ARoditzed O (he output
appl yi ng consuner pa:ea‘pesm:mxa&rrsumﬂter’sxng‘rﬂas hod for genérati ng a license to

digital content to b; %%R%eﬁueﬁtd%é’lfé §nér]‘00 at | east one of nanaging

use and distribution o sai d nethod conpri sing:
presenting a coamnmnnamcbmpanemfcbepnsmg:l uding neta-rights; receiving a
sel ection by the consuner st oncf nmeta-right in the of fer;

generating a i censée? mg@ewsqrﬁge@aéﬁe&q wherein the |license

an offer-consideration module conf igured to analyze the offers
generated by the supplier component and select offers based on the analysis;
a repository for consumer’s rights;
a consumer management database; and
a communication link coupling said supplier component and said

consumer component.

16. A system as recited in claim 15, wherein the supplier component
further comprises offer-templates and consumer profile information, wherein
said offer-template contains one or more predetermined usage rights and
meta-rights, and wherein said consumer profile information comprises at least
one of consumer identity information, account information, purchase history
information, consumer preferences information, and credit rating information.

17. A system as recited in claim 15, wherein said consumer component
further comprises a supplier-preference module for providing supplier

information.

18. The system of claim 15, wherein said offer-consideration module
comprises:

means for determining if the consumer can accept an offer;

means for applying selection logic to the offer;

means for specifying contingencies; and
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permts the consuner to exercise the at |east one neta-right and permts

the consuner to offer at |east one derived right derived fronlége at | east
one neta-right and generate a license including the at least o Jane\2905
right. 21. A nethod as recited in claim15, wherein the at |east one

derived right in the license for the second party includes usage rights to

be exerci s{@obYorqdihe second party and neta-rights perrgdhdsphgsieri ved rights
to be offere to a third party. 33

means for authenticating choices and providing the choices to said

supplier component.

19.  The system of claim 18, wherein said means for applying comprises:

means for parsing the offer and selecting preferred usage rights and
meta-rights in the offer;

means for filtering offers based on supplier preferences;

means for applying consumer preferences; and

means for selecting options based on the output of said means for
parsing, said means for filtering, and said means for applying consumer

preferences.

20. A method for generating a license to digital content to be used within a
system for at least one of managing use and distribution of the digital content,
said method comprising:

presenting a consumer with an offer including meta-rights;

receiving a selection by the consumer of at least one meta-right in the
offer;

generating a license based on the selection, wherein the license
permits the consumer to exercise the at least one meta-right and permits the
consumer to offer at least one derived right derived from the at least one
meta-right and generate a license including the at least one derived right.

21. A method as recited in claim 15, wherein the at least one derived right
in the license for the second party includes usage rights to be exercised by
the second party and meta-rights permitting derived rights to be offere to a
third party.
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