1 METHOD AND SYSTEM OF SECURE COVPUTI NG ENVI RONVENT HAVI NG AUDI TABLE
CONTROL OF DATA MOVEMENT 5 FI ELD OF THE | NVENTI ON The present invention
rel ates twoaose@sne conmputing system More particul arl ypca/mpetbost2end
system for extending the 10 trusted conputing environnment of an

organi zation or a central host to untrusted renote conputing devices
outside the organi zation, with auditable control of data novenent between
the organi zation and the untrusted conputing devices. 15 BACKGROUND OF THE
| NVENTI ON Wor k environnents beconme increasingly dynamc. There is an
increasing trend that organi zations approve their staffers to 20
tenporarily nove data out of the orgéni zations. This may be due to the
needs for meeting organizational or customer requirenments in regard with
productivity, service level commtnents and business continuity. 25 Data
proprietary to aMETHGPAANDASYSTEMI@F BECUREidOMPETENG ERAZ®ONMBET Of t he sSecure

perimeter of the orggn) zatlon %3 U3%froL oF DATA MOVEMENT

FIELD OF THE INVENTION

The present invention relates to a secure computing system.
More particularly, a method and system for extending the

10 trusted computing environment of an organization or a central
host to untrusted remote computing devices outside the organ-
ization, with auditable control of data movement between the

organization and the untrusted computing devices.

15
BACKGROUND OF THE INVENTION

Work environments become increasingly dynamic. There is an
increasing trend that organizations approve their staffers to
20 temporarily move data out of the organizations. This may be
due to the needs for meeting organizational or customer re-
quirements in regard with productivity, service level commit-

ments and business continuity.

25 Data proprietary to an organization may be legitimately moved
out of the secure perimeter of the organization by a user
through transferring the organization data to an external
storage device such as a USB flash drive. The user may re-—
motely access the organization data stored in the organiza-

30 tion server via an online means.

In prior—-art solutions, such proprietary data may be protect-

ed against unauthorized access through cryptographic protec-



t hrough transferring the organi zation data to an external storage device
such as a USB flash drive. The user may re- notely access the organization
dat a st orw0 20n/mBE40r gani za- 30 tion server via an onli RETABZNG05228 ti on of
data stored in the external storage device (US 20040103288 by Ziv et al.).
Data in transit may be secured by cryptographic protection of the online
access channel (US 6732269 by Baskey et al.)and even the data itself. 5

Ef fectively, such cryptographic protection extends the secure perineter of
t he organi zation to include the storage device and the online access
channel . 10 However, such conventional solutions fail to provide end-toend
protection. The organi zation data iszsusceptible to unaut hori zed access by
mal wares and file sharing software residing on the untrusted user conputing
devi ce. Th&Ohttustéd EE%?KE6ﬁpGL?ﬁﬁ“&%?@&esF%L%ﬁTﬁfgdc%rhﬁ%rtable conput er
used to 15zexcteompssabpd miecessal he organizaid-onidabhay o Siedarédeoy
organ-ization. The %ntrusugdtpser of uting devi ce may interface with the
user ext er AAYPSIBrRGEC ARV CEHOF Qht d exXChaRge™ @t Si £ Ry be "Connect ed to

t he I nternet3arb tiye Basgani xatilonaeXtawamethe Thetaunttsasted user conputi ng
devi ce y be the user's 20 personal conputer(s) at hone, off-site
conputers, shared puters for public use and even conputers owned or

pr e- appr ovedf byt td vor garh zatvirongraditi ciousecotes exaynat sthdeedowal oaded to

sai d untru%&?%ﬂé§§¥‘of the organization to include the storage device

and the online access channel.

10 However, such conventional solutions fail to provide end-to-
end protection. The organization data is susceptible to unau-
thorized access by malwares and file sharing software resid-
ing on the untrusted user computing device. The untrusted us-
er computing device is a fixed or portable computer used to

15 exchange and process the organization data outside the organ-
ization. The untrusted user computing device may interface
with the user external storage device for data exchange and
it may be connected to the Internet and the organization ex-
tranet. The untrusted user computing device may be the user’s

20 personal computer(s) at home, off-site computers, shared com-
puters for public use and even computers owned or pre-—

approved by the organization.

Malicious codes may also be downloaded to said untrusted user
25 computing device via the Internet, Bluetooth and other means
of wired and wireless communication without the user’s
knowledge. Said malwares, which include file sharing software
and malicious scripts, may copy the organization data and
send it to a remote requestor which may be an application ex-—
30 ecuting from a server of dubious nature. The remote requestor
may be another individual user running the same file sharing

software.



25 conputing device via the Internet, Bluetooth and other neans of wred
and w rel ess comruni cation without the user's know edge. Said nal wares,
whi ch i ncwoaelifi4sBr4shari ng software and mal i ci ous scri pPST/IRBEN0/62P86 t he
organi zation data and send it to a renote requestor which nay be an
application ex- 30 ecuting froma server of dubious nature. The renote
request or may be another individual user running the sane file sharing
software. 3 The organi zation data may not have sufficient protection when
copi ed or downl oaded to the untrusted user conputing device. In addition,
applications referencing the organi zation data on the untrusted user
conputi ng device are possible causes>of 5 data | eakage when the nmal wares
have successf ul | ai ned access to the organization data by prying into the
Fegi stries iFi el HAG  TEhoTI s a8t by TRe Appl 1 CAt] GhS- A0 BUINARY OF THE
| NVENTI ON Thpi¢d esedbwappidenttoonhprintirdesca asdhodnandi sy steemctor
inplenentigg a(g.cure co ut%n envigonnent havi n auditablecfgntrol of
dat a novenght 295" A Ret ABY B - rBF ehBHTI NG -89 s 68Ure JE8/pTt T HYy %8hGi ronnent i s
provi ded. bn the uretheded aisdreastiponens eleut ec cagamiozat bdd carseut bAg

| at form executjng a first .guditable data exchan | i catiopon capabl e of
Pecordi Ry SUERtECTHOS PP IRuPE EY 20 Can be T RUGH aboH T *5nd | n
conmruni cat cems wid hthat okeastzagrienesdder rral psvonagetdevheeréorstexehangi ng

organizatileggggmpgkﬁgg$%%QEEgeggryhoE%%H§C9{ i zation conputing platform

and a secure partition o he ‘externa orage device, and the external
storage device conprising at |east one read/wite se- 25 cure partition

whi ch stores organi zation data in encrypted form and one read-only
partition, and the external storage device can further be interfaced and in
communil @at SBMMARY [PFaTHE e BEYENFHONuUNt r ust ed user conputing device to which

t he organ-
The present application provides a method and system for im-

plementing a secure computing environment having auditable
control of data movement

15
A method of implementing a secure computing environment is
provided. In the method, at least one secure organization
computing platform executing a first auditable data exchange
application capable of recording events in a first audit log

20 can be interfaced to and in communication with at least one
external storage device for exchanging organization data be-
tween the memory of the organization computing platform and a
secure partition of the external storage device, and the ex-
ternal storage device comprising at least one read/write se-

25 cure partition, which stores organization data in encrypted
form, and one read-only partition, and the external storage
device can further be interfaced and in communication with at
least one untrusted user computing device to which the organ-
ization data can be transferred for processing with pre-

30 authorized software modules comprising an operating system, a
plurality of authorized applications and drivers pre-
installed in the read-only partition of the external storage

device, and the method comprises the steps of an organization



i zation data can be transferred for processing with pre- 30 authorized

sof tware nodul es conprising an operating system a plurality of authorized
appl i cat iwo0andstni vers pre-installed in the read-onlyPpanB2oid/osz2gsd t he
external storage device, and the nmethod conprises the steps of an

organi zation 4 user interfacing the external storage device to the

organi zati on conputing platformfor checking out the organi zation data, the
first auditable data exchange application recording paraneters and events
associated wth data novenent and any 5 other pre-determ ned events in the
first audit | og, the organi zation user decoupling the external storage
device with the organi zati on data stored in the secure partition and
interfacing the, external stor%%e devjce with the untrusted user. conputing

devi ce, thBSGhtTUSTEGCuser onpufT iy deviFE8° bbotiGTg “20 FF oth¥e 28per at i ng

system pretiostaddmeding phe foeadfonl ygharihigt bon ofe bhgaextiarinal dstor age
device, with the rd, disk, on-vol atil e storage.devices, .Internet and
any ot her ﬁau{lheo:}ialféa %Lé%%aw%cgﬁg%c‘ﬁ% §g8na£ff??lelc%§€Pﬂs¥ee%f&§élg conput i ng
devi ce deaptiwmtied,s bthe organ zatbofetsewithvokingooreeds ord anpl ural ity of
the authorized, appligations pre.ipstalled in, the readsoply partition of the
ext ernal storag device for processing e 0rgani zati on°data Stored in the
secur e parvbtiorioh ther edd@npalingt oragetdevstestcandet Hevprocessed

organi zat i d t sferr to.the ni Lon_ canputing 20
platformi (rBIH% %a%&ggﬁggﬁgi%a%pr Sggg%ﬁi Th tﬁl%esgrée o&%@ttﬁgl% ea% trllél out of the
or gani zat i oarfatamomapebexiparfadr pedrdye tdeeitersitladdict abt eudatdauexchange
applicatio ) .Lhe i i a t he i i conpu-
257 g Pl ATTo o LR Ar T e et Cr Yo Sqraph eyt o AecaERnal h

secur elpar frenome fopkkowerd By sieint Prry itthvd aéhned yipt édicor gawhi Zdti ®ATdata to

the secure.pardityonnef ihe £xt ernal sSterage, demicen.30.1p 4ihe method, the
data check-in process may be perfornmed by the first auditable data exchange

appl i cat i oA™Y ordetioypt 1t hestharact fom ddfe Seeareepamnti ervrrigfett Hé—ext er nal

storage degh@ﬁbrized network connections on the untrusted user compu-
ting device deactivated, the organization user invoking one
15 or a plurality of the authorized applications pre-installed
in the read-only partition of the external storage device for
processing the organization data stored in the secure parti-
tion of the external storage device, and the processed organ-
ization data can be transferred to the organization computing

20 platform in a data check-in process.

In the method, the checking out of the organization data may
be performed by the first auditable data exchange application
to encrypt the organization data from the organization compu-
25 ting platform with an unlocked cryptographic key for access-
ing the secure partition, followed by writing the encrypted
organization data to the secure partition of the external

storage device.

30 In the method, the data check-in process may be performed by
the first auditable data exchange application to decrypt the

data from the secure partition of the external storage device



5 with an unl ocked cryptographic key and transfer the decrypted data to the
menory of the organi zation conputing platform In the nethod, the

or gani zatworrodatse2pr ot ected in the secure 5 partition ofPCrhB2awdersal
storage device may be firstly unl ocked or decrypted before being accessed
by the authorized applications running in the untrusted user conputing

devi ce, and processed organi zati on data and other application related data
generated in the untrusted user conputing device nay be 10 encrypted and
transferred to the secure partition of the external storage device, and
this data encryption and decryption nay be executed by a cryptographic
application executed in the user conﬁuting pl at f or m usi ng an unl ocked

cryptographi c_ key fqor accessing the secure rtitiqon, and the crypto- 15
Or aphi o apBFT a1 G ARG ba OREaF e ot APt §FBr TRkt ROY | FE EBERI cati ons
pre-instal Hedaitb the measewrdfy tparbdtddranadtoh heorexitenpabl stfarage devi ce.
In the nethod, the cryptographic key for accessing the secure 20 partition
may be stored in protected formin a key nmenory of the external storage

devi ce. | nItheharetdradd, t tiee autghol kzetbrapplbcat ¢tons ey n comprdesera second

audi t abl e dat a. exchange, appl.ication which is.loaded to_25 and executed by
The unc?ust SHEHos SoaBnE Tty <raut oa: IR prd S AR erbos o oot  ng

processes, lanked he slecorpetaldicttabt ebeaton aexehangevappki eathon zrey be used
to record ip & second %ﬁ'gﬁitnﬁql Qg the S@r%sr{%%{e@é}t c%ﬁgg@leﬁ;%gﬂgvﬁ%ét er nal

storage devite and the untrusted user conputi ng dev I""the pa- 30
raneters, evénmntwoctdetiher gorizespondiag tingeoshanperrieqatred dsytathe audi t

policies o g LZat i nd_audid; |0 he.stared in the
secure par%ﬁ%?éﬁgg %?%é ex?g¥hgpg§%%$§§§ggevfce.tﬁ?ﬁng?ﬂgxiet 05? t he
secondlaudenabire daradeketrsige rappl ¢ cdtS cRchay raplidéent vt ey progr aphi ¢

appl i cation.fQf) enchypti fg,and degryptd ng-data-exchanged; beiuween the secure
partition of ex- 5 ternal storage device and the untrusted usér conputing

device. |ntthe et hedexatuiesadly oner Gt aierbt gatirZatrPorceonnititAg pl at f orm
and UntrUsgﬁdtM§eﬁxﬁoBPMﬁﬁﬂﬁmﬂ%Yh@?oﬂ@Xm@%@CHﬁQnﬁocked cryptograph-

ic key for accessing the secure partition, and the crypto-
15 graphic application may be one of the plurality of authorized
applications pre-installed in the read-only partition of the

external storage device.

In the method, the cryptographic key for accessing the secure
20 partition may be stored in protected form in a key memory of

the external storage device.

In the method, the authorized applications may comprise a se-—
cond auditable data exchange application which is loaded to
25 and executed by the untrusted user computing device upon the
completion of the booting processes, and the second auditable
data exchange application may be used to record in a second
audit log the data movement between the external storage de-
vice and the untrusted user computing device, and all the pa-
30 rameters, events and the corresponding time stamps required
by the audit policies of the organization, and the second au-
dit log may be stored in the secure partition of the external

storage device.



10 device verification process for determ ning whether the interfaced
st orage devi ce has been pre-authorized by the organization.
nmet hod, awol2enst4s2ae of t he organi zati on conmputing 15 plParfiBzor/e52d86

ext er nal

In the

untrusted user computing device may unl ock the protected cryptographic key

for accessing the secure partition of the external

of a user
process.

st orage device by neans

password provided by the organization user in an authentication

20 In the nmethod, at |east one of the organization conputing

pl atform and untrusted user conputing device may execute a key verification
n whi ch the unl ocked cryptographic key for accessing the secure

process i

partition nmay be conpared 25 agai nst

a paraneter derived fromthe origina

cryptographi c key for validating whether the unl ocked cryptographic key
he original cryptographic key, and the paranmeter may conprise the
crypt ogr aphhctighecksom of hd he conb ghwnal t enyptiogs aplinenkeyasiioredibn t he

mat ches t

ext er nal

computing PF&tforR En

Lo, der o, 20,0, o

" a%.“§ t ogeroftgpe grganization
Gt hy" d&Vi EBSREE8i 6Fce data

control andesegutriirdgy dpoki €t@mnpre- detwerem ned Hycdrke pergani@aof éxtion, and
the pol fcies By SomBLLse. ver Lication,, authent cat ion, and authori zati on
nEe Wi 'tHh fi°Fe %y Es,

results;

fi'Te nmovement control i n accor
time of usagecsand any other pre-determned criteria. 5 In the method,

a p

e .
file size,

any

of the above device verification, authentication, key verification and
policy enforcenent processes executed on the user conputing device may be
execut abl e Ipr ocessadopr o dedslyoomecfortha pkoaal ety oof comeutauchor i zed ap-

10

15

20

25

30

platform and untrusted user computing device may execute a
device verification process for determining whether the in-
terfaced external storage device has been pre-authorized by

the organization.

In the method, at least one of the organization computing
platform and untrusted user computing device may unlock the
protected cryptographic key for accessing the secure parti-
tion of the external storage device by means of a user pass-
word provided by the organization user in an authentication

prrocess.

In the method, at least one of the organization computing
platform and untrusted user computing device may execute a
key verification process in which the unlocked cryptographic
key for accessing the secure partition may be compared
against a parameter derived from the original cryptographic
key for wvalidating whether the unlocked cryptographic key
matches the original cryptographic key, and the parameter may
comprise the cryptographic checksum of the original crypto-

graphic key stored in the external storage device.

In the method, at least one of the organization computing
platform and untrusted user computing device may enforce data

control and security policies pre-determined by the organiza-



10 plications pre-installed in the read-only partition of the external
storage device. In the nethod, any of the above device verification,

aut hent i caDi20n/148k2y verification and policy enforcenment PppraBEa&eR285 nay be
executed by at |least one of the first and second auditabl e data exchange
applications. In the nethod, the paraneters |ogged by the first and second
audi t abl e data exchange applications nmay conprise the identi- 20 fiers of

ei ther one or both of the organization conputing platformand untrusted
user conputing device, and the identifiers can be constructed fromone or a
plurality of the identity codes associated with the central processing
units (CPU) and subsystens of the or&anization conputing platformand un-

25 trusted user(%ggpgtin devi ce respectively.. In the nethaod, the drivers
may be sof fwafe &S URRY 61 BAKLT WY *E6nt T ot $iqgnars ahd Fara%exchange
bet ween t heisesperauyaoautdtoinzedsinpyt -fFauk pudvaesitcesnangl time aynt r ust ed

user 30 conputing devic and the aut hor.i zed_input-output devices may
i ncl ude baEBE ?%%%F?¥hg§%% ?@%?SSUghE%§l%FCetﬁﬁ%<ﬁEV88§?d§rf $dentia
out put t i ngodewt qes=-slechrasnaronictioesiand printers, 8 but exclude any

conventFonaI external storage devices such as portable flash drives and
external hard disks. In the nmethod, the authorized input-output devices my
i n- 5 cl udénbtlmretatihods camnerts tandalpord alslvéceryptid-itekéon usad heor storing

secr et uset;GLyple0fanhi o keys ysed ip gult(-{actorauthentlsation. In the
met hod, the untrusted” usér conmputing devicé may be a
executed on the user computing device may be executable pro-
cesses provided by one or a plurality of the authorized ap-
10 plications pre-installed in the read-only partition of the

external storage device.

In the method, any of the above device verification, authen-
tication, key verification and policy enforcement processes
15 may be executed by at least one of the first and second au-

ditable data exchange applications.

In the method, the parameters logged by the first and second
auditable data exchange applications may comprise the identi-
20 fiers of either one or both of the organization computing
platform and untrusted user computing device, and the identi-
fiers can be constructed from one or a plurality of the iden-
tity codes associated with the central processing units (CPU)
and subsystems of the organization computing platform and un-

25 trusted user computing device respectively.

In the method, the drivers may be software codes used for en-
abling control signals and data exchange between the respec-
tive authorized input-output devices and the untrusted user
30 computing device, and the authorized input-output devices may
include basic inputting devices such as mice and keyboards,

essential outputting devices such as monitors and printers,



10 fixed or portable conputer with which the organization user works

out side the organi zati on, and the untrusted user conputing device my

i ncl ude twe 20se824home conputers, off-site conmputers amrdTARzmeods2esnput er s
for public use, and the untrusted user conputing device nmay have a standard
Basic In- 15 put-Qutput system (BIOS) editor which can be used to register
with the untrusted user conputing device that the external storage device
shoul d be searched for the operating system when the untrusted user
conputing device is powered up. 20 In the nmethod, the cryptographic key for
accessing the secure partition may be cryptographically protected with a
second cryptographi c key derived frof the user password and ot her
parameters_in accordance with a pre-determ ned algorithm and the protected
crypt ogr aphift K&y 16r 25 ce¥8iTng ﬂ%l§3%ﬁF8aBa??° % eV oR° tair Be®tinl ocked
in a decrypbrodbly ageess atitest hedsecontaar yptogriaphi.c key derived fromthe
user password using the sane pre-determned algorithm In the nethod, the
cryptographi c key for accessing the secure 30 partition nay be

crypt ogr aphihcahd ynegphotiectled duy hbhezas empfuitngetprt rntevtioe§ anap anlocked
fingerprint dul.e which is secure and can.be stored in the externa

St 05 age” dovLa W TR LT B SRR roOPARN P e o LT let 4o 't he

met hod, theterimpt cgraphi csoperabtoosagiandking tdrel emcmyptintpcard decrypting
of the datgugﬁgnglg%tgggure partition may be perfornmed by a software
application or a hardware nod- 5 ule within the external storage device. In
the nmethod, the operating systemmy allow the authorized applications
pre- nstal bedo 0 JAGLeath O RBELALIAR Qhablies BxleLRAL BlpIAE device to
access the organi zation extranet, 10 Intranet and any ot her networks

pre- autbor fzeed by rhetebamiozwuien. vt rhéchettodrdenitsaldzasesn of the
external storage,device: Y, ComRLLSEt e ndt eRs ft J8ELYI NGt Repu-

crypt ographi c key for

ting device may include the user’s home computers, off-site
computers and shared computers for public use, and the un-
trusted user computing device may have a standard Basic In-
15 put-Output system (BIOS) editor which can be used to register
with the untrusted user computing device that the external
storage device should be searched for the operating system

when the untrusted user computing device is powered up.

20 In the method, the cryptographic key for accessing the secure
partition may be cryptographically protected with a second
cryptographic key derived from the user password and other
parameters in accordance with a pre-determined algorithm, and
the protected cryptographic key for accessing the secure par-

25 tition can be unlocked in a decryption process with the se-
cond cryptographic key derived from the user password using

the same pre-determined algorithm.

In the method, the cryptographic key for accessing the secure
30 partition may be cryptographically protected by the user fin-
gerprint to form a locked fingerprint module which is secure
and can be stored in the external storage device without ad-

ditional cryptographic protection.



15 accessing the secure partition of the external storage device from at

| east a master key and the identifier of the external storage device,

prot ecti ngoantliemsa2ypt i ng the crypt ographi c key for acce®sirnpoioves2escur e
partition froman initial password assigned by the organi zati on or sel ected
by the user, 20 and witing the protected cryptographic key for secure
partition to the nenory of the external storage device. In the nethod, at

| east the volatile menory of the untrusted user computing device for
hol di ng any unl ocked cryptographic 25 key may be zeroized, foll owed by
system shut -down of the untrusted user conputing device when the externa
storage device is decoupled and di scénnected fromthe untrusted user
conputing device. 30 In the nethod, the user conputing device may be
pre-configured to forbid the operating systemto use any nmenory on the
external stearage idevoce @ise tdgpebataealidreperytiond hAngystemmef caecur e
conputing environment i.s provided, The stemc rises at | east one secure
or gani zat | GhYBoMBUEI g FTBUTdr i Oht “ToARt Tone” extorfal ot dge aevi ce
conpri si ngmay beasirfoneed ead/amsbtewsst wpplpastidi er andaaiwdreasbdene read-
5 only Qar%&tiQﬂﬂugpghate£§§§%loggogggg%%gggeuser conputing device, wherein
t he organiza?ion conpu?ing platforn1é§ecut|ng'a first auditable data
exchange application capable of recording data novenent and ot her
pre-deternm_ped even in fir it lag, the er nal ar devi ce can
Do nter f acad TS VG SR i e Eag P PR e e 25 R A e ut f ng

pl at f or m whPphi cdEn cnsansterngrgand zat itde datd-¢olyt Perextermalt sher age
device In g.dala Clleeksoutadriacess LpoN.SuRCessidl: etb i Lati.on.and .
aut henti cation, the seclure partition of the external storage device storing
or gani zat i entaast isndeney ypithed PeFWerksS PrhedeXt@rirgld by ofyeordevice can be
interfaced,tp;and in comunication with the untrusted user conputing device
to which the organi zation data can be transferred for processing with

aut hori zed software nodul es conprising operating system authorized
applicationg and (iihwer s; predinstatded d Rnkhexf&adn 20y Rantition of
the external storage device, the organization user decoupling the external
storage delPEeCTHIHSEhENBriteganiPzattory ‘EGnplt i Wy PICAE FBEHT Mishh fPRe

organi zati gRc8ad starededitd bart hei SEGH enpastiddn, sapehdterfiasi ng the
external storage device with the untrusted user conputing de-

fromTat least a master key and the identifier of tRhe external
storage device, protecting or encrypting the cryptographic
key for accessing the secure partition from an initial pass-
word assigned by the organization or selected by the user,

20 and writing the protected cryptographic key for secure parti-

tion to the memory of the external storage device.

In the method, at least the volatile memory of the untrusted
user computing device for holding any unlocked cryptographic
25 key may be zeroized, followed by system shut-down of the un-
trusted user computing device when the external storage de-
vice is decoupled and disconnected from the untrusted user

computing device.

30 In the method, the user computing device may be pre-
configured to forbid the operating system to use any memory

on the external storage device as the virtual memory.



25 vice, the untrusted user conputing device booting fromthe operating
systempre-installed in the read-only partition of the external storage

devi ce, wvOhotih@sizard di sk, any nonvol atil e storage deviPCEdB20imdEeset and
any ot her unaut horized network connections on the untrusted user conputing
devi ce 30 deactivated, the organization user invoking one or a plurality of
the authorized applications pre-installed in the read-only partition of the
external storage device for processing the organization data stored in the
secure partition of the 11 external storage device, and the processed

organi zation data can be transferred to the organi zati on conputing platform
in a data check-in process upon succéssful verification and authenticati on.
5 1n the system the authorized applications nay conprise a second

audi tabl e HabE Kt RAngEc AppITRET ORC VI G oM 8T baded S 0F: REr ust ed user
conputi ng devtee dponithe comphketi ome ofecilhe bogidingtppocesses,ingnd t he
second audi@a?%e dat% EXC ange 10 aIijc tion gﬁy.be used to rec?rd in a
second audPtetog ™I Pt he paraireter & "bveht s dnd dara meVeheht%b&t ween t he
external sfeaagerdevieee/and<d ecunt rpsttedivsesncenpuebny devireedas required
by the audit,policies of the organization, and the second audit Log my be
stored Pn the' secure partitidn of the "5 "8t &F ra storag evi’ce and the
second auditabl eldatanekichangenappt i catdoopumayg el acdpabl exeafutengr ypt i ng and
decrypting data fgr (Lo, SeaUr e.RALLLS 10n.0 f he, extarnal  staradg devi ce. 20
In the system the verificatlon and authenticati on may conprise a device
veri ficati ongpitocessveoendetnar withengewwhelehernited iaveerfaced éxternal
storage devige. has, been Dresauthorlzed b.tbe oLo3 2atlof andqan

aut henti cation process nmay conprise pronpting the organization user for a
passwoit@ 28nfoin TEERI Ayt epratectiedl aoppt eyt aphicomkeyitorelenéeypti ng and
decrypting,dat@ f0f :LhesS8CW @ RaLLi 14,0008 Lheexterpal, staraggcdevice.
The present invention provides an innovative nmethod and sys- 30 tem for

i mpl enent i AGVECS Ecuredebpta g oBRVPTUIRPENEPRBNPIICSISAGUAN BrigarPzat i on
secure conmpubj NehS¥Sk8Bht £xdtarnal + 81 W RQe dpyi €as And ruptd ustedryser

conputing devices on which the users.ethange and process data proprietary
to the orgéﬁPﬁ%QQ(ﬂ$Vlce storing organization data in encrypted form,

15 the external storage device can be interfaced to and in com-
munication with the untrusted user computing device to which
the organization data can be transferred for processing with
authorized software modules comprising operating system, au-
thorized applications and drivers pre-installed in the read-

20 only partition of the external storage device, the organiza-
tion user decoupling the external storage device from the or-
ganization computing platform with the organization data
stored in its the secure partition, and interfacing the ex-
ternal storage device with the untrusted user computing de-

25 vice, the untrusted user computing device booting from the
operating system pre-installed in the read-only partition of
the external storage device, with the hard disk, any non-
volatile storage devices, Internet and any other unauthorized
network connections on the untrusted user computing device

30 deactivated, the organization user invoking one or a plurali-
ty of the authorized applications pre-installed in the read-
only partition of the external storage device for processing

the organization data stored in the secure partition of the



12 in a secure manner. Authentication events and data novenent are recorded
in auditable | ogs as per the organi zati on data novenent policy. 5 As a
resul t, twWe2prielgeazs secure computing system extends thePCTOB20l0R2085Ut i Ng
envi ronment of an organi zation to untrusted user conputing devices outside
the organi zation. The present system allows secure hone and off-site
wor ki ng by the organi zation staffers using | owcost and of f-the-shelf
external 10storage devi ces. BRI EF DESCRI PTI ON 15 Enbodi nents according to
the present invention will now be described with reference to the
following figures,in which |ike reference nunerals denote |ike el enents.
FIG 1 illustrates the secure conpuﬂﬂng system of the pre- 20

external storage device, and the processed organization data
can be transferred to the organization computing platform in
a data check-in process upon successful verification and au-

thentication.

In the system, the authorized applications may comprise a se-—
cond auditable data exchange application which is loaded to
the untrusted user computing device upon the completion of
the booting processes, and the second auditable data exchange
10 application may be used to record in a second audit log all
the parameters, events and data movement between the external
storage device and the untrusted user computing device as re-
quired by the audit policies of the organization, and the se-
cond audit log may be stored in the secure partition of the
15 external storage device, and the second auditable data ex-
change application may be capable of encrypting and decrypt-
ing data for the secure partition of the external storage de-

vice.

20 In the system, the verification and authentication may com-
prise a device verification process for determining whether
the interfaced external storage device has been pre-
authorized by the organization, and an authentication process
may comprise prompting the organization user for a password

25 for unlocking a protected cryptographic key for encrypting
and decrypting data for the secure partition of the external

storage device.

The present invention provides an innovative method and sys-
30 tem for implementing a secure computing environment compris-
ing an organization secure computing system, external storage
devices and untrusted user computing devices on which the us-

ers exchange and process data proprietary to the organization



sent invention, 25 FIG 2 illustrates the flow of a data check-in and
checkout process executed by the first auditable data exchange application
of FI G 1,wWOBbG/14821| | ustrates the flow of an audit | oggPOT/IP2I0EERI86
executed by a second auditabl e data exchange application in one enbodi nent
of the secure conputing systemof FIG 1, and 30

12

in a secure manner. Authentication events and data movement
are recorded in auditable logs as per the organization data

movement policy.

5 As a result, the present secure computing system extends the
trusted computing environment of an organization to untrusted
user computing devices outside the organization. The present
system allows secure home and off-site working by the organi-
zation staffers using low-cost and off-the-shelf external

10 storage devices.

BRIEF DESCRIPTION

15 Embodiments according to the present invention will now be
described with reference to the following figures, in which

like reference numerals denote like elements.

FIG. 1 illustrates the secure computing system of the pre-
20 sent invention,
FIG. 2 illustrates the flow of a data check-in and check-

out process executed by the first auditable data

exchange application of FIG. 1,

25
FIG. 3 illustrates the flow of an audit logging process
executed by a second auditable data exchange appli-
cation in one embodiment of the secure computing
system of FIG. 1, and
30

FIG. 4 illustrates a process executed for initializing the
external storage device of the secure computing

system of FIG. 1.



FIG 4dillustrates a process executed for initializing the external storage
devi ce of the secure conputing systemof FIG 1. 13 DETAILED DESCRI PTI ON 5
The presew0d 20nvest2zion may be understood nore readily byPcafiBr0atve®22860 t he
foll owi ng detail ed description of certain enbodi nents of the invention.
Secure Conputing System 10 FIG 1 shows a secure conputing environment 100
conprising an organi zation secure conputing system 110, at |east one
external storage device 150 and at | east one untrusted user computing

devi ce 190. 15 The organi zation secure conputing system 110 conpri ses at

| east one organi zation server 112 for_ executing a plurality of organization
applications. The organi zation server’ 112 is in comunication with a
plurality of organization conputing platforms 120 which provide

organi zation staffers or users 20 access to server and client applications
and data. One such application is the first auditable data exchange

applicatiogE%%E#gﬁnbEgéﬁgeﬂﬁﬁgg organi zation data 140 with external storage

devi ces 15 oriz organi zation. The first auditabl e data
exchange application 130 further nonitors and 25 records device usage, data
novenen$ afitdeipramyntenhoscel or gani zaturakalstgoy enn@nceadetuirenents for

audi tabl e data eant el co1 Qdanization data 140 4s any.dara, propri etary to
t he organi zati on including tex ocunents, Image files and other nulti-30
nmedi a dat abodidents of the invention.

Secure Computing System

10 FIG. 1 shows a secure computing environment 100 comprising an
organization secure computing system 110, at least one exter-
nal storage device 150 and at least one untrusted user compu-

ting device 190.

15 The organization secure computing system 110 comprises at
least one organization server 112 for executing a plurality
of organization applications. The organization server 112 is
in communication with a plurality of organization computing
platforms 120 which provide organization staffers or users

20 access to server and client applications and data. One such
application is the first auditable data exchange application
130 for exchanging organization data 140 with external stor-
age devices 150 authorized by the organization. The first au-
ditable data exchange application 130 further monitors and

25 records device usage, data movement and it may enforce organ-

izational governance requirements for auditable data control.

Organization data 140 is any data proprietary to the organi-
zation including text documents, image files and other multi-

30 media data.

Verification of external storage devices 150 may be carried

out by the organization computing platforms 120 or the first



audi tabl e data exchange application 130. Devices which have not been
explicitly authorized are rejected. The device verification result is
recorded wo 2a11fi4828# audit | og (270). 5 The nenory of ea®hTaB20ibres2est er nal
storage devices 150 conprises at | east one read-only partition 160 and one
secure partition 170. The secure partition 170, which is read-andwite
enabl ed, stores the organization data 140 and any other user and
application-related data in encrypted form The 10 cryptographic key for
accessing secure partition 170 is stored in a key nmenory 180 of the
external storage device 150 in a protected form This protected

crypt ographi ¢ key can be unl ocked bf‘h user password provided by the

organi zation user in an authenticatjon proc . 15 The read-only partition
60t o esSh TR Erng SYTaeL 800 Be0s L. Y e v U Adedr T comput i ng
devi ce 190noThe=dreactpont y: parduchbonzdb@ireurthettst.orres adt hor vzed-
applicatio?s 164 for Eocessin 5h§ orggnga%ioQYQQ a 1?97 tored in 20 the
secure par tiTFon™ 176545 Wel1° R59a7i Ver's “of “authori z&d I apUt- out put devi ces
166 allowed to be coupled to the untrusted user conputing device 190. The

or gani zati o, user ey decoupl.e an externdl Jstorage device 25 130 from his
assi gned organlzé%ﬁbn conputing pl at orm 120°" The “Gser may 1 nterface the
external stvoiage adeveeet 15¢ treadnouhyt rusttédiosero cemputnagsateviece 190 at

honme, a re . .CUSt r site or_in bli.c_a iti.es. en the externa
storage deggéglEggl?ggfn§%%ﬁﬁ%ﬁfga?$%ﬁiﬁ§?hT?§bVﬁﬁ%?u??éaﬁ%ggﬁgconpu- 30
ting devi cerio®, endpdcfoost Frigsmuar ecndartiretint rdsteed 4dsend conputhay devi ce

190 sear chesoand, £xaeut 65 e aner al NG Sy EMARReBLER. I.capabl e of
executing the authorized applica- 15
10 cryptographic key for accessing secure partition 170 is

stored in a key memory 180 of the external storage device 150
in a protected form. This protected cryptographic key can be
unlocked by a user password provided by the organization user
in an authentication process.
15
The read-only partition 160 stores an operating system 162
for booting the untrusted user computing device 190. The
read-only partition 160 further stores authorized applica-
tions 164 for processing the organization data 140 stored in
20 the secure partition 170, as well as drivers of authorized
input-output devices 166 allowed to be coupled to the un-

trusted user computing device 190.

The organization user may decouple an external storage device
25 150 from his assigned organization computing platform 120.
The user may interface the external storage device 150 to an
untrusted user computing device 190 at home, a remote custom-
er site or in public amenities. When the external storage de-
vice 150 is in communication with the untrusted user compu-
30 ting device 190, the boot firmware of the untrusted user com-
puting device 190 searches and executes the operating system

162, which is capable of executing the authorized applica-



tions 164, pre-installed in the read-only partition 160 of the external
storage device 150. The untrusted user conputing device 190 by itself is a
fixed 5 owoportyiaki2e conput er used to exchange and procePSTURB1@NEASH zat i on
data 140 outside the organization. The untrusted user conputing device 190
may interface with the external storage device 150 for data exchange. The
untrusted user conputing device 190 may be the user's personal conputer(s)
at hone, 10 shared conputers for public use and even conputers owned or
pre-approved by the organi zation. In order to create a trusted environnment
in the untrusted user conmputing device 190, the operating system 162 has
been 15 pre-configured to deactivatet he | ocal hard disk and any | ocal
non-vol atil e storage devjce of the untrusted user conputing device 190. The
operating SySven CTB2PF or {Hier PEEnt Bi LE CRETUATUSEEA" bied RomBdting devi ce
190 or itstappdticatiaonstbraore aecess t5n.any networ ks, such as the Internet,
whi ch have 20 not been pre-approved by the organi zation. Furthernore, the
system 162 prohi bits any input-output devices which have not been

aut hori zedThy tihe wrganizat icempht Ony excliargl Ny datia sand ¢ gnalisedi th t he

untrustgd user conputing device %99. 2o, First_ auditable data exchange

applica i on" FFE "2 FESR Y at'es *Fhe %é?%*@ﬁggk-lnfmgﬁgéﬁ-oﬁfCﬁpggéss and

audi t | oggkngiexetuked4byotte dbi rt @udintiabl odatieeexchangescappkircation 130
of FIG 1'c§§ggyﬁmf%89§§g Pﬁgh@§t¥%égkﬁgégpw% '%Qe%@kggné %ﬁ%ﬁxggographlc

key for acc I ng the secure pa Ion 0 of the external storage device
150 i s retdreved lafd fanl ecthedxcTonper fldrenudat as tiveckeoutori240pg the first

audi tabl e data.£xahange APRHLAse: 16 1.0, 130; sparups) organieat i on data

t
140 from the organi zation conputing atform 12 mﬁtﬁ he unl ocked
crypt ogf aphher«eycdiprtaceesyi mybt he swc@ne past i IAPHEETO ¢vnest ep 260. The

appl i cation, 130 further, wiid esthe, encyypted data to the secure 5 partition
170 of the external storage device 150 in step 265.

In order to create a trusted environment in the untrusted us-
er computing device 190, the operating system 162 has been

15 pre-configured to deactivate the local hard disk and any lo-
cal non-volatile storage device of the untrusted user compu-
ting device 190. The operating system 162 further prohibits
the untrusted user computing device 190 or its applications
from access to any networks, such as the Internet, which have

20 not been pre-approved by the organization. Furthermore, the
system 162 prohibits any input-output devices which have not
been authorized by the organization from exchanging data and

signals with the untrusted user computing device 190.

25 First auditable data exchange application
FIG. 2 illustrates the data check-in, check-out process and
audit logging executed by the first auditable data exchange
application 130 of FIG. 1.

30 The process begins with step 230 in which the cryptographic
key for accessing the secure partition 170 of the external
storage device 150 is retrieved and unlocked. To perform data

check-out (240), the first auditable data exchange applica-



To performdata check-in in step 240, the first auditable data exchange
application 130 retrieves and decrypts data stored in the secure partition
170 of twoentiemszl storage 10 device 150 with the unl oekedBunypi2egy aphi c
key for accessing the secure partition 170 in step 250. The application 130
further wites the decrypted data to a pre-assigned or user-specified
menory of the organi zation conputing platform 120 in step 255. 15 The first
audi tabl e data exchange application 130 records all data novenent in the
first audit log in step 270 according to pre-determ ned organi zation
policies. The audit |ogging process of step 270 may al so be executed
concurrently with any 20 of the dat a%heck-in and check- out processes 200.
I n anot her _enbodi nent, during the data check-jin_and check-out processes
200, the fFrSt HUHIPABYE" UAUREREARNYD DI § SatioN 130 PEITI G7esoand
unl ocks t heoppoieet edactypi agnaphite kKey whobcRPEd angesshngpisecee partition
170 froma_centralized d@tabase stored .in Epﬁ orq&nizg%ho server 112.
In yet anof Rer®EnbbsdifentS TH&Fi Pettaudit abl e 'Hat & esthangs &ppl i cation
130 retai nglaceoppn aBoanyridatrawbetag tird thenypo-BQlatthetexiler malkust or age
devi ce 150, ternal .Sto e Device .17 The nor f .the external storage
devi ce SOP%E%(rrjptrjiosne%@tof Ztgnset eéi\ré%rrrl%la -t8ﬁraﬁeg§?—‘ﬁc¥% gﬁol%% Sgcnec? gt%gr east one
secure partition 170. The secure partition 170, which is read-andwite
enabl ed, st.or h rganji,zat i t 4 nd y-.0t he . r. and
applicatio%gré%g%gﬁlgggg #%Qghggyg?e E%b%ﬁ?’TH%QFEEEFO% %ﬂ%%ﬁfi??on 160
st ores sof tnasechrodgl esprtorpriosi hgo aretoperati Ayl syestrent 46X taaut hori zed
appl i cat i ons, 164 and,dr LYers, of..aut ot 1:28doEnpyl ~Outpyty devl.ces 166 all owed
to be coupled to the untrusted user conputing device 190.

10 device 150 with the unlocked cryptographic key for accessing

the secure partition 170 in step 250. The application 130
further writes the decrypted data to a pre—-assigned or user-—
specified memory of the organization computing platform 120
in step 255.

15
The first auditable data exchange application 130 records all
data movement in the first audit log in step 270 according to
pre—-determined organization policies. The audit logging pro-—
cess of step 270 may also be executed concurrently with any

20 of the data check-in and check-out processes 200.

In another embodiment, during the data check-in and check-out

processes 200, the first auditable data exchange application

130 retrieves and unlocks the protected cryptographic key for
25 accessing secure partition 170 from a centralized database

stored in the organization server 112.
In yet another embodiment, the first auditable data exchange
application 130 retains a copy of any data being written to

30 the external storage device 150.

External Storage Device



10 The read-only and secure partitions 160 & 170 are inplenented in the
non-vol atile nmenory of the external storage device 150 such that the stored
i nf or mat WO 208/14812ai ned even when the external storage ®€TiIBH1)/85208k

el ectrically powered. The non- 15 volatile nenory may be flash nenory, hard
di sk or optical based provided that the read-only partition 160 and the
secure partition 170 can be created. The secure partition 170 may be

i npl enented in the formof 20 disk encryption or file system encryption.
The external storage device 150 nay conprise a controller and ot her neans
for enabling the required data access processes. 25 The external storage
devi ce 150 may be a custom zed or offt he- shel f product, typically with the
aforesaid non-volatile nenory, controller and. other sub-systens housed in a
portabl e cha8st¥O30 °FThe externar: st sragé g@‘\ﬁ‘%ee ]%@OC%% i%<estan interface
capabl e of 1exehasigi ngagignal paand: dat a on thdt e wnistushedsatsete conputi ng
device 190_and. the organi.zation _co ting p form 120. The interface may
conf or m t oPFht e AL ﬁgﬁal Jﬂé%dseﬁ%ﬁr?%&ﬁt@%fla#?&’l nteff'acé stHhdards adopt ed
by manuf actvutes ssrefolbdxedtand poet abjanicenput i dgradeviocesd aihe oichter f ace may

support sany of the wiged or.witeless data,communications, ingluding the
Uni versal Sérta uéjpzL Wt h Specifications aval 1 abl 8" at www. usb. org),

| EEE 1394 (Fadewilye part bt specioli eattensscdvatabtelde swawnpeies.ngr gi  and
Bl uetooth (g short rs?Qg mgloéﬂg“%%ﬁ%%?z”eétagnﬁégtfon 5Bl uet optih, com . The
S c e Buf "are not 7 m

i nterface standar ncl u ted to the protocol s used by
USB t okens ofextigravalzeRak dowi-sks pupedricest Leksalmwedi redba cwardsd 10 secure

digital (Sp% cRl %trﬁpﬁgéc&égrecg%%ings%%cge A cards and conpact flash
T

cards. e external storage device 150 may be integrated with anot her
devi celtised primarily for tel ecommunications, entertain-15 nent or ot her

appl i cationg. ALOREN3t LAY System 162 di09et hes with a.pl uraldly.ef author-
i zed applications 164 and drivers for pre-approved input-output devices 166
are pre-instafbedamvehetFeadesary parilie- external storage device 150

such that the stored information is retained even when the

external storage device is not electrically powered. The non-
15 wvolatile memory may be flash memory, hard disk or optical

based provided that the read-only partition 160 and the se-

cure partition 170 can be created.

The secure partition 170 may be implemented in the form of

20 disk encryption or file system encryption.

The external storage device 150 may comprise a controller and

other means for enabling the required data access processes.

25 The external storage device 150 may be a customized or off-
the—-shelf product, typically with the aforesaid non-volatile
memory, controller and other sub-systems housed in a portable

chassis.

30 The external storage device 150 comprises an interface capa-
ble of exchanging signals and data with the untrusted user
computing device 190 and the organization computing platform

120. The interface may conform to international and proprie-



20 tion 160. The operating system 162 may be M crosoft Wndows, Linux and
their variants. The operating system 162 nay be any suitable system capabl e
of executwogotih@shural ity of authorized conputing appl PcatiBzne/o2ess and
drivers 166 can be executed in the untrusted user conputing device 190. 25
The input-output device drivers are software codes used for enabling
control signals and data exchange between the correspondi ng i nput - out put
devices and the untrusted user compu- ting device 190. Only the drivers for
pre-approved i nput- 30 output devices are pre-installed in the read-only
partition 160 of the external stor ag]le devi ce 150. The pre-approved

i nput - out put devices may include basict inputting devices such as mce and
keyboards, as well %s essent | aI %l%)ut'gu devic- 19 es |$d{ udi.ng nonitors
and print eFéryTHbteﬁ 8SSppr IEnpUtE PguFaﬂ%%C5€§eﬁﬁyo £Hér i ncl ude

bi onetric SﬁﬁWt&b&@dc@@fMtﬂibﬂgEd@ﬁy@és) trokenst & 07acst aBi, Nngugesitetnyuser
cryptographlc keys used in nulti-factor authenticati.on . a I| tlons Driv-
5 ers conf8rr‘r‘fng 6 “6peh % sjtrmi AP d3° S S RS BF o ABI® (luﬁ%llé&) Consorti um
W th speci Uhtadd s savanl abl=e ( aIBB\AMkals@apufomg@ldrmr ababmaﬁre atdevi ces and
PKCS#11 (under LA S cu iy 1\@49 éggrm flec%t klgns avai.l a rsa.com

for por?abrqe cry to iC token Y be Use lciagl?rﬁspoarvt anta that the

pre- approvb@lelmtputwo_umpatomwa@es%mﬂodtheml@ﬁdtertamangenvmmturunalr type of
external storage deviges., %‘i%g%gt 'coﬁagt erfal ; JLo% ?\98 devi£es, such as a

USB flash drive or external har nject malwares into 15 the
unt rust ed dsekudoipat Bng m@nleeul@@,tdwetrhi@epdomcrnbhmﬁgdthe Eécurirty | evel

of the pregent, SEAULRaCONRME NG SMVHERNTEAL s 100; MILEHSHEY diser, computing
10 secure digital (SD) cards, xD-picture cards, smart media

cards and compact flash cards.

The external storage device 150 may be integrated with anoth-
er device used primarily for telecommunications, entertain-

15 ment or other applications.

An operating system 162 together with a plurality of author-
ized applications 164 and drivers for pre-approved input-
output devices 166 are pre-installed in the read-only parti-

20 tion 160. The operating system 162 may be Microsoft Windows,
Linux and their wvariants. The operating system 162 may be any
suitable system capable of executing the plurality of author-
ized computing applications 164 and drivers 166 can be exe-
cuted in the untrusted user computing device 190.

25
The input-output device drivers are software codes used for
enabling control signals and data exchange between the corre-
sponding input-output devices and the untrusted user compu-
ting device 190. Only the drivers for pre-approved input-

30 output devices are pre-installed in the read-only partition
160 of the external storage device 150. The pre-approved in-—
put-output devices may include basic inputting devices such

as mice and keyboards, as well as essential outputting devic-



20 The untrusted user conputing device 190 is a fixed or porta- ble
conputer used to exchange and process the organi zati on data 140 outside the
or gani zatworno1/1482zay be the user's personal conputer(s) par/IRzr@ps208d - site
conputers and shared conputers for public use. 25 The boot firmwvare of the
untrusted user conputing device 190 is capable of searching and executing
the operating system 162 pre-installed in the external storage device 150
when the external storage device 150 is interfaced to and in conmuni- 30
cation with the untrusted user computing device 190. The authorized
applications 164 pre-installed in the same read-only partition 160 are
execut abl e by the operating systen1i%ﬁ within the untrusted user conputing
device 190. The |Jocal 20 hard di sk and any | ocal non- voI%ille st or age

devi ce of ERer UM USFelOUEE 6 u??HBEHEV|E%eﬁ§63§P8r8% ti\PAfed such that
t he externahtﬁﬁwkﬁgﬂcdevmﬁﬁjﬂﬁ@hhﬁSlm&uﬁQCBSSmé@ﬂkh%cbﬂﬁ@ﬂshﬁﬁd di sk.

Possi bl e harnéwg_execu aqu{ % as mal war es . residin %he unt rust ed
user conmpuPPhbd&vitE 190" Are Sunabl & Vo Ex &gt e uesceé{u o'k oeqréﬂ)?ecut abl es
have no aceegs id he pundcessicngrresdurntcesaoiod hpplitrusted wser—-conmput i ng

device 190, 10 T Aser conp utln a9§¥&ﬁf 190 nayIQeABE <C9 flgyred to

forbid tThe Bpera |ng s?s en1f§2 0 use an§unennr ef?ernal st or age

devi ce 1SOOaBIt¢mnaurmuumlwruhn3pyciﬁrcqﬂummessvagﬁabﬂheastandard Basi c
InpUt_CUtp%&w?@fﬁéﬁy.gggsOfogl%ig§eggié(aékices and PKCS#11 (under RSA
Security with specifications available at www.rsa.com) for
portable cryptographic tokens may be used.
10
It is important that the pre-approved input-output devices
should exclude any conventional type of external storage de-
vices. Conventional external storage devices, such as a USB
flash drive or external hard disk, may inject malwares into
15 the untrusted user computing device 190, hence diminishing
the security level of the present secure computing environ-

ment 100.

Untrusted user computing device

20 The untrusted user computing device 190 is a fixed or porta-
ble computer used to exchange and process the organization
data 140 outside the organization. It may be the user’s per-
sonal computer(s) at home, off-site computers and shared com-
puters for public use.

25
The boot firmware of the untrusted user computing device 190
is capable of searching and executing the operating system
162 pre—-installed in the external storage device 150 when the
external storage device 150 is interfaced to and in communi-

30 cation with the untrusted user computing device 190. The au-
thorized applications 164 pre-installed in the same read-only
partition 160 are executable by the operating system 162

within the untrusted user computing device 190. The local



15 on the untrusted user conputing device 190 nay be used to register with

the untrusted user conputing device 190 that the connected external

st or age

devi ce 1580=hnulsse2be searched for the operating system P6Z/IBiaon03208
user conputing device 190 is powered up. The external storage

unt rust ed

device 20 150 may be listed as the first boot device in the booting

sequence of the untrusted user conputing device 190. The operating system
162 may further prohibit the untrusted user conputing device 190 or its

applicatio
have not b
pr ot ect ed
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conputing
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ns fromaccess to 25 any networks, such as the Internet,

whi ch

een pre-approved by the organization. O gani zation data 140
in the secure partition 1 of the external storage device 150 is

ted before 30 the authorized applications 164 running in the
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The standard Basic Input-Output System Editor (BIOS editor)
on the untrusted user computing device 190 may be used to
register with the untrusted user computing device 190 that
the connected external storage device 150 should be searched
for the operating system 162 when the untrusted user compu-
ting device 190 is powered up. The external storage device
150 may be listed as the first boot device in the booting se-

quence of the untrusted user computing device 190.

The operating system 162 may further prohibit the untrusted
user computing device 190 or its applications from access to
any networks, such as the Internet, which have not been pre-

approved by the organization.

Organization data 140 protected in the secure partition 170
of the external storage device 150 is first decrypted before
the authorized applications 164 running in the untrusted user
computing device 190 can access it. Processed organization
data and other application related data generated in the un-

trusted user computing device 190 are encrypted and trans-



20 ring data associated with the secure partition 170. Wthin the secure
conputing environnent 100, such data communi cation does not require the
est abl i shwen1iofs8r4speci al secure channel or tunnel. 25pr6aaBrido/eirdsd abl e
data exchange application FIG 3 illustrates an enbodi nent in which an
audit logging process flowis executed by a second auditabl e data exchange
application. 30 The second auditable data exchange application 320 is a
pre-installed authorized application 164 stored in the read-only partition
160 of the external storage device 150. 22 As soon as the external storage
device 150 is interfaced and in conmunication with the untrusted user
conputi ng device 190, the boot firm@re of the untrusted user conputing
devi ce 190 executes the o erating,siste@116% re-instalged inthe 5
read-only PaFTTTi'dh “180°50f " th&2ekt et wfal! St 8 aﬁ%e FeViFE8* 1509 W%t ep 310,
fol | owed byeexecutiongahheosecond andlidmbleeadatsatexechangeiappld cati on (320)

w thin the Fntrystedruser cog§%ti % devi ce 190. In thernexglstgg 330, the
second audif'abt & ‘datA ek eiahg apg Tt OR P EeH S PREA% sEdbhd audit | og
330 all 10tthesparametershe event snanchdyhereopeespanrdi hyg 4 idesbanps, and

any information, such as the_.sizes, types and attributes associated with
Tha transt BrrO uaa e itataante WRRRERBTR At rBob Py a R ERE
or gani zat i phatfden sédonda aldirtypkogr &30 ey fbeast gred icat tde iseoure

partition 0 t.he _ext er nal 2yjice 15 ith its nt
directly uééa%%%Iﬁ§$€§éE§é%%ﬁﬁ%§8§%%%ﬁ%%p g¥%g€&c gg§L£§%§VF§%$?%§ 320. The
second audiif tlog 330-mayy henteadoantb @ rdnsher exxitb(M340ptoadchalegrgani zat i on

comput i ng_phgt farmc120- by, phe of Lost, auditable. data exshange apphicati on 130

when the extern rage device 150 20 is interfaced and i n conmunication
with the firpstushadi tabr ecoatvd iegchange dPpl reat itdre £30sr The decoad

audi tabl e data.exchange.appldicat ben 320 JmRynt eplace .apd perfiorm the
functions of the aforesaid cryptograph- 25 ic software application for

encrypt i ngtaasedwiser eAORPOMOhEcthtT Ustled ThS err Cepati Ay RIediré82190 to t he

ZecuretparHEthﬁ:éﬁoa@EeéQﬁxﬁ%k%ﬁP@HxﬁkgEégﬁ deyice 190: ka8 ekl as
ecrypting

least the password provided by the user in the aforesaid au-

15 thentication process.

Data communication between the untrusted user computing de-
vice 190 and the external storage device 150 includes reading
of authorized applications 164 and drivers 166 and transfer-
20 ring data associated with the secure partition 170. Within
the secure computing environment 100, such data communication
does not require the establishment of a special secure chan-

nel or tunnel.

25 Second auditable data exchange application
FIG. 3 illustrates an embodiment in which an audit logging
process flow is executed by a second auditable data exchange

application.

30 The second auditable data exchange application 320 is a pre-
installed authorized application 164 stored in the read-only

partition 160 of the external storage device 150.



data copied fromthe secure partition 170 of the external storage device
150 to the nenory of the untrusted user conpu- 30 ting device 190. The
crypt ogr awbi2e1keg22ior accessing secure partition 170 mapChaBztiene2dsd n
protected formin the key nmenory 180 of the external storage device 150,
and this pro- 23 tected key is unlocked upon the user entering his or her
password. User Authentication 5 The cryptographic key for accessing secure
partition 170 is stored in a key nmenory 180 of the external storage device
150 in a protected form This protected cryptographic key can be unl ocked
by a user password provided by the Q%ganization user through the aforesaid
aut hentication process in which the - 10 er is pronpted to enter at |east
his or her _password a ng ot her credenti al s. Tgﬁ%authenti ation process nmay

be executeégbﬁo?%é“bF ant 24 "Eitoi - RoHBUHg CPI T 120 GCFhéE i r st
audi t abl e dat aorex:nithtehange happki eatdon cd30sepatoniche i agnnecideon of the

external s a device_150 wth_the organi zation conputing platform 120.
The authené?éagﬁgh SP5ceEE Ry B execl 5ﬁsé§ Hﬁ%ﬂséggﬂﬁt%éh SH16Ft abl e
dat a exchange appliteat tba (B320rioy oy cof 1bheparihoriazedd appltheat i ons 164

pre-instal Ledyin the read:only partiti an, 160 of (the external ,skorage device
150 upon t he®Connection  of't he "ext ef nal storage devicce“ 150 Wi th the
untrust ed asep %bhpdbﬂhgw@bﬂhcex@@@ting the second auditable data ex-
change application (320) within the untrusted user computing
device 190. In the next step 330, the second auditable data
exchange application records in a second audit log 330 all
10 the parameters, events and the corresponding time stamps, and
any information, such as the sizes, types and attributes as-
sociated with the transferred data, in accordance with the
audit policies of the organization. The second audit log 330
may be stored in the secure partition 170 of the external
15 storage device 150 with its content directly updated by the
second auditable data exchange application 320. The second
audit log 330 may be read and transferred (340) to the organ-
ization computing platform 120 by the first auditable data
exchange application 130 when the external storage device 150

20 is interfaced and in communication with the first auditable

data exchange application 130.

The second auditable data exchange application 320 may re-
place and perform the functions of the aforesaid cryptograph-
25 ic software application for encrypting data written from the
untrusted user computing device 190 to the secure partition
170 of the external storage device 150, as well as decrypting
data copied from the secure partition 170 of the external
storage device 150 to the memory of the untrusted user compu-
30 ting device 190. The cryptographic key for accessing secure
partition 170 may be stored in protected form in the key

memory 180 of the external storage device 150, and this pro-



25 Device Verification Either one or both of the organization conputing

pl atform 120 and the untrusted user conputing device 190 may perform device
veri fi catworroofi48ize external storage device 150 prior te®C30BimanRegr of any
organi zati on data 140 or the execution of any authorized applications 164.
Devi ces whi ch have not been explicitly authorized by the organization are
rejected. A "white list" of pre-authorized external storage devices, 24
which conmply with the security requirenents and device configuration
described herein, is maintained in the organization server 112. During the
device verification, the identifier of the external storage device 150 is
conpared against 5 the white |ist of%3aut hori zed devi ces each tine an

ext er nal storqg devi,ce 150 is interfaced to the,org%nization comput i ng

pl at f or m 126°BAU/SY dfit PEStEE usBP” copUtthgSUeVide 169. “Ddtfitces whi ch have

not been expkéwddtd.y authorized are rejected. The device verification result
may be recorded in the au- 10 dit logs 270 & 330. The identifier of the
external storage device 150 may be read fromthe device. The identifier my
be har dcodvder radthenti¢vatiorby t he devi ce manufacturer. Some devi ces may

al low the qrganization admnistrators with sufficient admnistrative right
to amend theSidentifie %%roﬁbh a 15°<Uit'dbi e 'sof tware deve opnment kit. The
i dentifier sobredeirext eenaterstror 4ge devilee eibOrialgetthergai ddvitdee 150

organi zati op Yser, .0 @Qopa&ﬁezﬂ§g!§§1%§ge ag, -&%?%JhQSaﬁg Jmgy,oe stored
by the organlzd%lon For account abi |?y ent or cene S per the data control
policy requirtepstt Hvobk ther graganpPratioid20 Thetis rogspanuchtiall esdat a
exchange a i i . P 1 .devj veri.fi i ri,or to
xecat ng L he Got & onaske e ot e s Chetk aur prosasees Bo6% The
aut hor L2 edeext eravalnrsedr bgeerdevi eb 150ty sseorient pesdevitempadi fi cati on
status 25 pppiis-Seadzonly partition 160 for use by the second auditable
dat a exchange application 320 to determ ne whether the interfaced external
storage devi ce 150 has been authori zed.

The authentication process may be executed by the organiza-

tion computing platform 120 or the first auditable data ex-
15 change application 130 upon the connection of the external

storage device 150 with the organization computing platform

120.

The authentication process may be executed by the second au-
20 ditable data exchange application (320) or one of the author-
ized applications 164 pre-installed in the read-only parti-
tion 160 of the external storage device 150 upon the connec-
tion of the external storage device 150 with the untrusted
user computing device 190.
25
Device Verification
Either one or both of the organization computing platform 120
and the untrusted user computing device 190 may perform de-
vice verification of the external storage device 150 prior to
30 transfer of any organization data 140 or the execution of any
authorized applications 164. Devices which have not been ex-
plicitly authorized by the organization are rejected. A

“white 1list” of pre—authorized external storage devices,



The second auditabl e data exchange application 320 may per- 30 formthe
device verification prior to transfer of any organi zation data 140 or the
execut i orwoR20arpuszat hori zed applications 164. |dentifi ePCofiB2theoe2s6er nal
storage device 150 may be used for device verification. Alternatively,
second au- 25 ditable data exchange application 320 may check sai d device
verification status stored in the read-only partition 160 of the authorized
external storage device 150. 5 Key Verification The unl ocked cryptographic
key for accessing secure partition 170 may be verified, in a key
verification process, against a paraneter derived fromthe origina

crypt ographi c key for validating whether the unl ocked crypt ographi c key

mat ches the 10 original .cryptographic key. . The key verification process is
executed byt HEPTaNe" bt HOEh 6F LT heY SPYHAF 25ET oh B0t 1 fg BPaL f or m 120
and t he unttysted ciseaescoiput ihagedeyioe nk98tafder ihthenerypiodr-aphi c key for

accessing secure partition 170 of the external_storage devi, 50 is
unl ocked i l?%é*%ﬁ%?ehﬁ%nggPﬁga%?%é%?ﬁfﬁtVSﬁl%?ﬁgéggf %%%Jpﬁp'ﬁeter may
conpri se theecryptidgr aphecnadhecksage afetie 080 gi nalomprypd ogredplicc key. The

parameter my fe stored side by side with the, praticsted oryntographic key
for accessing secure par?ltlon 17657 " Thé“8xt et ha St or age déVice 150. Key
verificati enoresuldesyimayl e i20 ineeofasd itn the @uhint zhogsn 2@ r&-330. Any

negative key, g§ﬂ£€€%§&'ﬁ?oréﬁ%&%ESuQFQhéE%%SSs&P%x%g%@Hﬂét&é%&ég:1?8¥ dat a
transfer requ S. The Kkey verification process may be executed by
ei t her oneDeri@ss htikhohatherofti psen (£:830)1 candy secdrd 1£8203raudijeabte dat a
exchange appl ifal 'a%%cepféﬂj?fﬁcﬁ@ﬁgﬁcﬁéﬁﬁtt ﬁh%h@é QN8 QL4 POL Qf Jhhe
organi zation conputing platform 120 30 and the untrusted user conputing
devi cel290dmayl&rff Grifespdll cildés byeitiifeerypésthd ig=aespze, stdmeeof usage,
keywor ds apd,any 0fohgk, phe-delerm ned, Lt erk a. rifor b Ast ANGe magl be
execut abl es are bl ocked frombeing transferred as they may be enbed-
hardcoded in the device by the device manufacturer. Some de-
vices may allow the organization administrators with suffi-
cient administrative right to amend the identifier through a
15 suitable software development kit. The identifier of the ex-
ternal storage device 150 together with the organization user
to whom the device 150 has been allocated may be stored by
the organization for accountability enforcement as per the
data control policy requirements of the organization.
20
The first auditable data exchange application 130 may perform
the device verification prior to executing the data check-in
and the data check-out processes 200. The authorized external
storage device 150 may store the device verification status
25 in its read-only partition 160 for use by the second audita-

ble data exchange application 320 to determine whether the

interfaced external storage device 150 has been authorized.

The second auditable data exchange application 320 may per-—
30 form the device verification prior to transfer of any organi-

zation data 140 or the execution of any authorized applica-

tions 164. Identifier of the external storage device 150 may

be used for device verification. Alternatively, second au-



26 ded with mal wares which may underm ne the security |level of the secure
conputing environnent 100. Any requests for data transfer which have been
rej ected we 201v@8a4t of policy enforcenment may be recor @#ew/iBr10/he2280udi t

| ogs 270 $& 330. 5 The policy enforcenent process nmay be executed by either
one or both of the first (130) and second (320) auditabl e data exchange
applications. 10 Audit Log The audit logs 270 & 330 have entries and
formats conformng to the organi zati onal governance requirenents. The audit
| ogs 270 & 330 may record the identifier of the external storage device
150, the identifier of the organization conputing 15 platform 120, the
identifier of the untrusted user coﬁﬁhting devi ce 190, any user identifier,
devi ce and keg veagfication statui, as. wel | as any inforpatjon, such as
event ti medstahps A8z 88 ARATeSPRAUCATT YT Bal e82Y 43€66i 4t 6d W't dat a read
from and wvketieicdtdohhetseclrseopatitit itor té0dodniheaexit 26h ti@onak st or age

device 150, The identifiers of .the organjization. conputing platform 120 and
unt rust ed U8er*ESHBGEI G Hevice ibﬁnﬁgydﬁglE%n£?9Ucted fromone or a
plurality of the identity codes associated with the central processing unit

(CPU) anpd . f the respective organization conputing 25 platform
120 andgun?ggi%%%gﬁgggl%%nputing devi ce 190. The conponent and subsystem

identity codesuarekieypreaptoggrsehibykehgorespeets vy mrnufaatantétsonDat a and
Key Protectigon in rnal St aqrage, Devj 30_The cr r i.c _key for
t1|76) méey b%xtvgrl?leo?78m 9 ]agf ve%%f%gatlon gsrégégg %P%l%st X

accessing Ssecure partition use or éencryptin decrypting data in
t he secur erpagtéttdrondet70edfnome thxt @ritainadt or ageodevince 450 vy be a single

symmetric bgyi&gtfy% %ﬁ¥9ﬂ@¥'ﬂﬂ% Bﬁyoé%gJ'cryptographic key matches the

10 original cryptographic key. The key verification process is
executed by either one or both of the organization computing
platform 120 and the untrusted user computing device 190 af-
ter the cryptographic key for accessing secure partition 170
of the external storage device 150 is unlocked in the afore-

15 said authentication process. The parameter may comprise the
cryptographic checksum of the original cryptographic key. The
parameter may be stored side by side with the protected cryp-
tographic key for accessing secure partition 170 in the ex-
ternal storage device 150. Key verification results may be

20 recorded in the audit logs 170 & 330. Any negative key veri-
fication results may cause the termination of any data trans-

fer requests.

The key verification process may be executed by either one or
25 both of the first (130) and second (320) auditable data ex-

change applications.

Policy Enforcement

Either one or both of the organization computing platform 120
30 and the untrusted user computing device 190 may enforce poli-

cies by file types, file size, time of usage, keywords and

any other pre-determined criteria. For instance, all executa-

bles are blocked from being transferred as they may be embed-



27 The cryptographic key for accessing secure partition 170 may be
cryptographically protected with a second cryptographic key derived with

t he user wasswons22and ot her paraneters in 5 accordance WRCThB2010/052286
pre-determ ned algorithm In this case, the protected cryptographic key for
accessing secure partition 170 may be unl ocked in a decryption process with
the second cryptographic key derived fromthe user password using the sane
pre-determ ned al gorithm The encrypted data stored in 10 the secure
partition 170 can be recovered if and only if the password entered by the
user for unlocking the protected cryptographic key for accessing secure
partition 170 is identical to the password used for | ocking the original
cryptographi ¢ key for accessing secure partition 170. .15 ta encryption
P docr ypRP G S g P AFES POH P BS S oCTHS TBAPt FiY 61 E70L Ry Eanform Lo an
open crypt ege apdnyurst ansath sy ehvasoM=S o NoST PSS ct@ésws ttorspeekf i cati ons
available at _http://csrc. nist.qgov/publications/PubsFIPS. html) and triple 20
DES (NIST FIPS 48a W ek ShEcrTront Fons Suar abi e ap of polfey) &

htt p: // csr contstergowapubd | catdrans/ Pubste BRSAL chldam2)’0 The3xr.ypt ogr aphi c
operatig)ns handl i ng the encryption and decryption of the data for the
secure partition 170 may be per- 25 fornmed by a software application or a
har dwar e nBtal goMidvhienfoheerexttepnate st oragee dexd aeeti5by Thehear ppeogr aphi c
key for accessi re rtiti 7 e r . t user
fingerpri nt8§t 80(51?&0%6%}{ o%l{z%& f(}ihggr%ngosr%ﬁlﬁt (%ﬁcﬁgﬁgg%@el tofs]‘ﬁ%faf secure.
Ther ef or e, exheanarckedlicagerpr-int nay be stored in the read-only partition
160 of the external storage device 150 w thout further cryptographic
protection. An authorized fingerprint scanner attached to or 28 integrated
with the eRudiwdiost orage device 150 may be used to capture the user

fi nger pr i ntrnf ofudi20008Ea4 NG, LhE REIGINRL:COYRIOFRRALE ket d:iffingooessi ng

secure partition
to the organizational governance requirements. The audit logs

270 & 330 may record the identifier of the external storage
device 150, the identifier of the organization computing

15 platform 120, the identifier of the untrusted user computing
device 190, any user identifier, device and key verification
status, as well as any information, such as event time
stamps, sizes, types and attributes, associated with data
read from and written to the secure partition 170 of the ex-

20 ternal storage device 150. The identifiers of the organiza-
tion computing platform 120 and untrusted user computing de-
vice 190 may be constructed from one or a plurality of the
identity codes associated with the central processing unit
(CPU) and subsystems of the respective organization computing

25 platform 120 and untrusted user computing device 190. The
component and subsystem identity codes are typically set by

the respective manufacturers.

Data and Key Protection in External Storage Device

30 The cryptographic key for accessing secure partition 170 used
for encrypting and decrypting data in the secure partition
170 of the external storage device 150 may be a single sym-

metric key or an asymmetric key pair.



5 The operating system 162 nmay al |l ow applications pre-installed in the
read-only partition 160 of the external storage device 150 to access a
renote oryenowausm server 112 through the organi zati onPextiBzZNn@bs2886 ch nay
be a virtual private network. The organi zation data 140 may be centrally
stored in the or- 10 ganization server 112 and accessed by the user on a
need-touse basis. This further reduces the risk of data | eakage when
external storage device 150 is msplaced or lost. The organization data 140
may be further secured with application-Ilevel cryptographic protection. 15
External Storage Device Initialization Deploynent of external storage
devi ces 150 for the inplenentation(ﬁ7the secure conputing environnent 100
may be managed centrally. 20 FIG 4 illustrates a process flow executed for
initializing an external storage device 150 of the secure conputing
envi ronmenthd 08rsaftobtréphic 12y The atypiaguapbierkeprtotiaccemsinag secure
artition 70 us d for Lencr ting and de tin d ta stored |n t he secure
b W I RAF St B agh "dell Ce 190

partition W IOFERPBX B RalPTSERY age miy YBe Wt VEd from a
mast er keykéﬁldarﬂmmd almeHhﬁ|uB¢roﬁa$EwdamehedSOﬂh@rsbapaméKbréThe mast er key

410 is securely held by one or .a pluralj- 30t personnel wi
suff|C|§nt prlnggﬁbs g25| ned Stgf%%“%%éﬁ ?EEIF%nI Eﬁ%%é“ﬁﬁ?tgg?ep 430,

t he der|vedretg¢w£§papht@gMﬂyutokeacﬁBs@bngssgmumecpaetparmmﬂbio is
protected BYoaf. Nt L8l passur 4 assignad.by Lhe orgeni galianqn sel ected

by 29 the user he password-pro cryp o raphi c or accessing
secure parpryptﬂgﬁﬁp91p5k$hehHMWEﬂtéﬂﬁmGhﬁheSkeypaﬂﬁmgry Q80m1¢hphe ext er nal

storage deyhge 150 peshep.#40,00: The arganhzalion meLer. kay 410 my be an

asymmetric key or a symmetric K e master Key may be stored in a secure
smart &hi ptba s paéémlorfrﬁéorra@m gre keyonayede fsphilt omhid st 6Fed in the

secure smaphs GRS Qf e8Py ahlt ¥ Of ARLL)CaK 03, each of Which may be
retai ned by a staffer assigned by the organi- 10zation. The cryptographic

key for acEe¥RitHFPB&arkePait Pronc 17 Seurs oredniéiypt I 1Yy indddecr ypti ng

data stored;im the ($eCHE8sRa LtLaN: 70 Joi s gachext-ebnak st.ofage device 150

may be derived
graphic key for accessing secure partition 170.

15
Data encryption and decryption algorithms for the secure par-
tition 170 may conform to an open cryptography standard such
as AES (NIST FIPS 197 with specifications available at
http://csrc.nist.gov/publications/PubsFIPS.html) and triple
20 DES (NIST FIPS 463 with specifications available at
http://csrc.nist.gov/publications/PubsFIPSArch.html) .

The cryptographic operations handling the encryption and de-
cryption of the data for the secure partition 170 may be per-
25 formed by a software application or a hardware module within

the external storage device 150.

The cryptographic key for accessing secure partition 170 may
be encrypted by the user fingerprint to form a locked finger-
30 print which is by itself secure. Therefore, the locked fin-
gerprint may be stored in the read-only partition 160 of the
external storage device 150 without further cryptographic

protection. An authorized fingerprint scanner attached to or



15 fromthe master key 410 and an identifier unique to each external
storage device 150 in step 420. The identifier may be the serial nunber

har dcodeawoOreotigseit er nal st orage devi ce 150 by the devipca/1remuhzeseur er

The al gorithn(s) involved in the key derivation may be a standard or
proprietary symretric 20 or asymmetric cryptographic algorithm The inputs
to the cryptographic algorithmconprise the naster key 410, the unique
identifier of the external storage device 150 and any ot her paraneters
required to ensure that the master key 410 cannot be deduced fromthe
derived cryptographic key for ac- 25 cessing secure partition 170 and / or
the unique identifier of the ext er nal® st orage device 150. The paraneters
may conprise a randomvalue or salt. In the event that the user fails to
foral t T he BaS e (Sbh S G CBr bt beit ERESCTY L or AnPEY Ky 6P accessi ng
secure par tbt tamukrZ0rhtheset yphegraphitc theyré@gsnaceessi fige SeGUYrieaparti ti on
170 can be derived %henkthqfuser is able to grovng .the1 ser identifier

assi gned by YReCGrFant 25ty ot orf C§8P &t d by 3P tHe “dS8r "As wel | as the
identifier of the external storage device 150. The unique identifier of the
external storage device_ 150 be_obt.ai ned by. ei.t.her readin e .code from
t he extérngﬁes d?%é;%ngng%ﬁf n§§20?a¥rﬁé;%ﬁhaP%otﬁﬁﬁioﬁﬁ QF?Eﬁﬂ%%ag?e% dat abase
whi ch storeés tihe mevi-oely denttiitien t@T regspoadexigprtnalt heowsser dedénti fi er
provi ded by shhe, user, User.passyprds, my he.chanoed 00, L he organi zati on
conputi ng pFat orm 120 or 1n a crédentl al managenment application pre- 10

i nstal l ed pPnotheatéad- entyarpar vht cormaib®eoh vhetwxt erpabtstrotagekdevi ce

150. Upon regugst,,ithe;gfedent ha ganagenent . appl id %&geniasch%xggut ed on the

untrusted user conputing device 190." A new password is accepted only if the
user i30abbentertgraovisdevehel lderai| acefs aehebgurrentseer edentisddstinel udi ng 15

user identifLer,and UL ent Yser -password. Syst em Shvk- DOWLge when

external storage device 150 is misplaced or lost. The organi-
zation data 140 may be further secured with application-level
cryptographic protection.

15
External Storage Device Initialization
Deployment of external storage devices 150 for the implemen-
tation of the secure computing environment 100 may be managed
centrally.

20
FIG. 4 illustrates a process flow executed for initializing
an external storage device 150 of the secure computing envi-

ronment 100 of FIG. 1.

25 The cryptographic key for accessing secure partition 170 used
for encrypting and decrypting data stored in the secure par-
tition 170 in each external storage device 150 may be derived
from a master key (410) and a plurality of parameters in step
420. The master key 410 is securely held by one or a plurali-

30 ty of personnel with sufficient privileges assigned by the
organization. In the next step 430, the derived cryptographic
key for accessing secure partition 170 is protected by an in-

itial password assigned by the organization or selected by



During device verification and user authentication, when the nunber of
failed attenpts has exceeded a pre-determ ned 20 threshold val ue(s), the
aut hent i ca0ion/wsRus is firstly recorded in the audit POFABAIQ0R2&30 and
the untrusted user conputing device 190 shuts down automatically.

Furt hernore, decoupling the external storage device 150 from 25 the
untrusted user conputing device 190 causes the untrusted user conputing
device 190 to shut down automatically, resulting in |loss of data which has
not been saved to the external storage device 150. 30 Before shutting down
the untrusted user conputing device 190 upon user request, or other reasons
i ncl udi ng decoupling of the externaPN%torage device 150 fromthe untrusted
user conputjng device 190 and failed authentication attenpts, the 31

Vol atile MBIy i CHE GRLTUSEelr Beer: Compubl iy Hevicke Lot whiceh i s used to
t empor ari | yeholth theuual pokead iehy ptographea key:daar tacerssidig secure
partition 170 may be.zeroi zed as per_the Federal .Information Processing

B andar d (FFPRT Bt Bar s Siten A0 2 T re 5 ahd Rooger 28 140"
(csrc.nist.gov/publications/fips/fipsl40-2/fipsl402.pdf). In sumary, the
secure co ting environment 100, all a _user_to transfer .organization
data 14D tON8ro Qi BFRATOSUBI486 107 d\| 887150 BUCHOFIZEH by The® °

or gani zat i epnndthel cexeer ndhe stegrtagekaeviaye be50t@onprinsess¢éworpambrti ons one
of which is,read-anl 0 r ecand Lte- bl ecure
partition ?9683?65E§%8% duﬁgﬁeﬁggy%$%ﬁ§?%gﬁ1m%§§%!%%éggs%$9fﬁ$%? aces the
ext ernal stiorgge WeviceestdO wihtihs apf intrlyseéedt yiser stBreoppists vgctevi ce 190,
t he untrusted t] - i i oot ed fromt 1al storage
dovi co 1507 of I sued By devt e wer {11 ations ueer Sitnent I eats n and
deacti vati eatdfnthe I nternet connection, local hard disk and al

unaut hori zed i nput-out put devices. A cryptographic software application 20
performs encryption and decryption of data to and fromthe secure partition
170 of theTBRt @r¥RaICISEBR by deFPEe2ABESIAG herticariroat event’® ardddat a

rovenent ke[ &Gondednk Ny diderl 8952 th ek 330-a8 Dk nLhe.argahzat i on

security and data novenent policy. e secure conmputing environnment 100
ext ends tition 170 in each external storage device 150 may be derived

15 from the master key 410 and an identifier unique to each ex-
ternal storage device 150 in step 420. The identifier may be
the serial number hardcoded in the external storage device
150 by the device manufacturer. The algorithm(s) involved in
the key derivation may be a standard or proprietary symmetric

20 or asymmetric cryptographic algorithm. The inputs to the
cryptographic algorithm comprise the master key 410, the
unique identifier of the external storage device 150 and any
other parameters required to ensure that the master key 410
cannot be deduced from the derived cryptographic key for ac-

25 cessing secure partition 170 and / or the unique identifier
of the external storage device 150. The parameters may com-

prise a random value or salt.

In the event that the user fails to recall the password used
30 to protect the cryptographic key for accessing secure parti-

tion 170, the cryptographic key for accessing secure parti-

tion 170 can be derived when the user is able to provide the

user identifier assigned by the organization or selected by



25 the trusted organi zati on secure conputing environment

100 to untrusted

user conputing devices 190 outside the organi zation. Al though the above
descri pt iwo 200nt48i2as nuch specificity, 30 these shoul d motT/IB®1Cs2esG ued as
limting the scope of the enbodi ments but nerely providing illustration of

the foreseeabl e enbodi nents. Especially the above stated

enbodi nents should not be construed as limting the scope

enbodi ments but nerely to explain possible achi evenents

advant ages of the
32 of the
f the described

enbodi ments are put into practise. Thus, the scope of the enbodi nents

shoul d be determ ned by the clains and their equivalents,
the exanples 5 given. 33 CLAIM 1. A%et hod of i npl ement i

conmput i ng ggvironnent, erein 5at | east one_secure orﬁgg

BUtiTy &5 I'Pst HudPfabi e dat'& eREnAHgE 40P

platforme

rat her than by
ng a secure

i zati on conputing
ati%GA9%Capabl e of

recordi ng ewents 15v.athérsticquditieholficanobet hateideaced toomaned be-
communi cation. wi{n al |eagt, ane exfernal.,storaas, dey e.f o gxehiangi ng

. L VL
organi zat i on

external storage device 150 or through looking up a table or

5 database which stores the device identifier corresponding to

the user identifier provided by the user.

User passwords may be changed on the organization computing

platform 120 or in a credential management application pre-

10 installed in the read-only partition 160 of the external

storage device 150. Upon request, the credential management

application is executed on the untrusted user computing de-

vice 190. A new password is accepted only if the user is able

to provide the details of the current credentials including

15 user identifier and current user password.

System Shut-Down

During device verification and user authentication,

when the

number of failed attempts has exceeded a pre-determined

20 threshold value(s), the authentication status is firstly rec-

orded in the audit logs 270 & 330 and the untrusted user com-

puting device 190 shuts down automatically.

Furthermore, decoupling the external storage device 150 from

25 the untrusted user computing device 190 causes the untrusted

user computing device 190 to shut down automatically, result-

ing in loss of data which has not been saved to the external

storage device 150.

30 Before shutting down the untrusted user computing device 190

upon user request, or other reasons including decoupling of

the external storage device 150 from the untrusted user com-

puting device 190 and failed authentication attempts, the



10between the nenory of said organization conputing plat- formand a secure
partition of said external storage device, and said external storage device
conpri si yoani/wsxt one read/ wite secure partition, whiPCh/IB2000/@32286

organi zation data in encrypted form and one read-only 15partition, and
sai d external storage device can further be interfaced and i n conmuni cation
with at | east one untrusted user conputing device to which said

organi zati on data can be transferred for processing with pre-authorized

sof tware nodul es conprising an operating sys- 20tem a plurality of

aut hori zed applications and drivers pre-installed in said read-only
partition of said external storage ice, and the nethod conprising the

steps of an organi zati on user interfaci sai d external 25staqrage device to
PoLeTorr GRBAY I Y PratPof M 161 ERGCKTT G0E SaT i organi zati on

sai d organi

dat a, whis®i ik fusest t audirticabbei tatie 1ex ehangel apel eaypoiydaeeardi ng

paraneters and_events associ ated mﬁth.datagqﬁvenent and gg%iother
said

pr e- det er mned" SvEaTtS SP A Sai s U r BEE 304081 £ /P gy Pe zere %r §anhi zat i on

user decouphéngedaiad extermeliost brages devi ceamid:l gardspryaniizati on dat a
stored in its spajd secure partition and interfacing said external
ion 0=2" Leve and above

(csrc.nist.gov/publications/fips/£fipsl40-2/fipsl402.pdf).

In summary, the secure computing environment 100 allows a us-—
er to transfer organization data 140 to an external storage
10 device 150 authorized by the organization. The external stor-
age device 150 comprises two partitions one of which is read-
only 160 whereas the second read/write-enabled secure parti-
tion 170 stores data in encrypted form. When the user inter-
faces the external storage device 150 with an untrusted user
15 computing device 190, the untrusted user computing device 190
is booted from the external storage device 150 followed by
device verification, user authentication and deactivation of
the Internet connection, local hard disk and all unauthorized
input-output devices. A cryptographic software application
20 performs encryption and decryption of data to and from the
secure partition 170 of the external storage device 150. Au-
thentication events and data movement are recorded in audit
logs 270 & 330 as per the organization security and data
movement policy. The secure computing environment 100 extends
25 the trusted organization secure computing environment 100 to
untrusted user computing devices 190 outside the organiza-

tion.

Although the above description contains much specificity,

30 these should not be construed as limiting the scope of the
embodiments but merely providing illustration of the foresee-
able embodiments. Especially the above stated advantages of

the embodiments should not be construed as limiting the scope



34 storage device with said untrusted user conputing device, said
untrusted user conputing device booting fromsaid operating system

pre-inst avbediiimsxzai d read-only 5 partition of said extPerTnBloigvizegge
device, with the hard disk, any non-volatile storage devices, Internet and
any ot her unauthorized network connections on said untrusted user conputing
devi ce deactivated, said organization user invoking one or a plurality 100f
said authorized applications pre-installed in said read-only partition of
sai d external storage device for processing said organi zation data stored
in said secure partition of said external storage device, and

sai d processed organi zati on data canr‘be transferred 15to said organi zati on
conmputing platfor mbiqa a data check-_in proc nmet hod of claim1l,

. ss. 2. T
aherel ' SaPl CHOGRIG: BE o Eart S dA ZHERON: G4t HLF g Pe e

ments if the described embodiments are put into practise.
Thus, the scope of the embodiments should be determined by
the claims and their equivalents, rather than by the examples

5 given.



20perfornmed by said first auditable data exchange applica- tion to encrypt
sai d organi zation data from said organi zati on conputing platformwth an
unl ocked woyptiogsrphi c key for accessing said secure parCirtiBzng/0$208d owed by
witing said encrypted organi zation data to said secure 25partition of said
external storage device. 3. The nethod of claim1, wherein sai d data
check-in process being perforned by said first auditabl e data exchange
application to decrypt the 30 data fromsaid secure partition of said
external storage device with an unl ocked cryptographic key and transferring
said decrypted data to the nmenory ofzfaid organi zati on conputing platform
35 4. The nethod of claim1, wherein sai d organi zation data protected
in said se§$£§$€artition of said external storage device being firstly
5unl ocked rypted before being accessed by said au- thorized
applications running in said untrusted user conputing device, and processed
organi zati on dat ancanddodhermdppkheatd an skehat echbrgatta ngeaer atethenn, sai d
unt rust ed userxﬁggpg%ing devi ce being encrypted and trans- 10ferred to said
secure partitioh of Said external storage device, and this data encryption
and decbyption bei ngtexegstt ethebygeaucs yptoagr aphien appbucatd griiaexeeut ed in
sai d user computing. plat{orm.ising, an unlgeked, sryptographi g key for
accessl ng sal d secure 8art| I on, ana sal Ccryp-
capable of recording events in a first audit log can be
interfaced to and in communication with at least one ex-
ternal storage device for exchanging organization data
10 between the memory of said organization computing plat-
form and a secure partition of said external storage de-
vice, and said external storage device comprising at
least one read/write secure partition, which stores or-
ganization data in encrypted form, and one read-only
15 partition, and said external storage device can further
be interfaced and in communication with at least one un-
trusted user computing device to which said organization
data can be transferred for processing with pre-
authorized software modules comprising an operating sys-—
20 tem, a plurality of authorized applications and drivers
pre—-installed in said read-only partition of said exter-
nal storage device, and
the method comprising the steps of
an organization user interfacing said external
25 storage device to said organization computing platform
for checking out said organization data,
said first auditable data exchange application re-
cording parameters and events associated with data move-
ment and any other pre-determined events in said first
30 audit log,
said organization user decoupling said external

storage device with said organization data stored in its

said secure partition and interfacing said external



15t ographi ¢ application being one of the plurality of au- thorized
applications pre-installed in said read-only partition of said external

st orage dw0i208/148224The net hod of any of clainms 1 to 4, RIEAB2MO/LD& d
cryptographi c key for accessing said secure partition being stored in
protected formin a key nmenory of said external storage device. 6. The

met hod of claim 1, wherein 25said authorized applications conprising a
second auditabl e data exchange application which is | oaded to and executed
by said untrusted user conputing device upon the conpletion of said booting
processes, and said second auditabl e data exchange application being used
to 30record in a second audit |og t he' data novenent between said externa
storage device and said untrusted user conputing device, and all the
paramsters,  events AR THE Car FBsBOHUIHE FLT het oL Hip S OPENLT Hod By 1 he audi t
policies 36 of iwe,organi zation, and said second audit |og being stored in

said secure partitiaon,aqf %%gdte terngl %}ogage(gevice StziTq% gethod of
claims 4 and 6, wheF&ih “ITTUStES oS AR RUTT t BbITE SdRP ] Eik haRTe
application replaci ngesat thersyptographiinsapplécain eaifioreanemypti ng and

decrypting data, exchanged, beteen. sald secuLe. PALLLI o of xferngl storage
disk, any non-volatile storage devices, Internet and any
other unauthorized network connections on said untrusted
user computing device deactivated,
said organization user invoking one or a plurality
10 of said authorized applications pre-installed in said
read-only partition of said external storage device for
processing said organization data stored in said secure
partition of said external storage device, and
said processed organization data can be transferred

15 to said organization computing platform in a data check-

in process.

2. The method of claim 1, wherein
said checking out of said organization data being
20 performed by said first auditable data exchange applica-
tion to encrypt said organization data from said organi-
zation computing platform with an unlocked cryptographic
key for accessing said secure partition, followed by
writing said encrypted organization data to said secure

25 partition of said external storage device.

3. The method of claim 1, wherein
said data check-in process being performed by said
first auditable data exchange application to decrypt the
30 data from said secure partition of said external storage
device with an unlocked cryptographic key and transfer-
ring said decrypted data to the memory of said organiza-

tion computing platform.



10conputi ng device. 8. The nethod of any of the above clains, wherein

at | east one of said organi zati on conputing platformand untrusted user
conput i ngwoeviicesmtecuti ng a de- 15vice verification pr®CEaB20l@n52286
determ ni ng whether said interfaced external storage device has been
pre-authorized by said organization. 9. The nethod of any of the above
clains, wherein 20at |east one of said organization conputing plat- form
and untrusted user conputing device unlocking said protected cryptographic
key for accessing said secure partition of said external storage device by
means of a user password provided by said organization user in an

25aut henti cati on process. 10. The nethod of any of the above clai ns,
wherein at | east one of said organization conputing platform and
untrusted user conputing device executing a key 30verification process in
whi ch said4un|oukedeﬁhy@t@gkﬂphm Le keyefiar accessing said secure partition

bei ng conpared agai nst par anet er rlved ron1 he or| i nal cryptographlc
key for validating ﬁﬁe?h% 9% 4di” uﬁ?oékéﬁpg?LeCte 15 851 Sebu

partition of said external storage device being firstly
5 unlocked or decrypted before being accessed by said au-
thorized applications running in said untrusted user
computing device, and processed organization data and
other application related data generated in said un-
trusted user computing device being encrypted and trans-
10 ferred to said secure partition of said external storage
device, and this data encryption and decryption being
executed by a cryptographic application executed in said
user computing platform using an unlocked cryptographic
key for accessing said secure partition, and said cryp-
15 tographic application being one of the plurality of au-
thorized applications pre—-installed in said read-only

partition of said external storage device.

5. The method of any of claims 1 to 4, wherein
20 said cryptographic key for accessing said secure
partition being stored in protected form in a key memory

of said external storage device.

6. The method of claim 1, wherein

25 said authorized applications comprising a second
auditable data exchange application which is loaded to
and executed by said untrusted user computing device up-
on the completion of said booting processes, and said
second auditable data exchange application being used to

30 record in a second audit log the data movement between
said external storage device and said untrusted user
computing device, and all the parameters, events and the

corresponding time stamps required by the audit policies



cryptographi c key matches said original cryptographic key, and said
paraneter conprising the cryptographi c checksum of said origina
crypt ogr apbi2e1kag2d8t ored in sai d external storage devi ceCTABA10/0500% net hod
of any of the above clains, wherein at | east one of said organization
conputing platformand untrusted user conputing device enforcing data
control and security policies pre-determ ned by the or- 10 gani zati on, and
said policies conprising verification, authentication and authorization
results, file novenent control in accordance with file types, file size,
time of usage and any other pre-determned criteria. 15 12. The nethod of
any of clains 1, 8 to 11, wherein 36 any of said device verification,
sai d aut henti cat sai d ke ,verifi%ation and said thicy enf or cement

g

i on, . .
processes execdﬁé&h8n0§%?%l ePlcomputidng geviice Beithg 8%etut bl e processes

provi ded by onestaired phusadd tspcate 20saiid iaut bordzied cappthLatdtensge
pre-installed in said read- only partition of said external storage device.
13. The method Ot &%y of clains 1, 8 to 12, wherein any of said device
verification, said authentica- 25tion, said key verification and said
policy enfarcenent processes .being,executed by at |east one of said first
and secgndqaudi é%ﬁgtgggafgigﬁﬁﬁae4d%ﬁf%éa??%%%yl14. The nmet hod of any of
clains 1, 6, 7 and b3idwheramidnauditable data exchange application re-

placing said cryptographic application for encrypting
and decrypting data exchanged between said secure parti-
tion of external storage device and said untrusted user

10 computing device.

8. The method of any of the above claims, wherein
at least one of said organization computing plat-
form and untrusted user computing device executing a de-
15 vice verification process for determining whether said
interfaced external storage device has been pre-

authorized by said organization.

9. The method of any of the above claims, wherein
20 at least one of said organization computing plat-
form and untrusted user computing device unlocking said
protected cryptographic key for accessing said secure
partition of said external storage device by means of a
user password provided by said organization user in an

25 authentication process.

10. The method of any of the above claims, wherein
at least one of said organization computing plat-
form and untrusted user computing device executing a key
30 verification process in which said unlocked cryptograph-
ic key for accessing said secure partition being com-
pared against a parameter derived from the original

cryptographic key for validating whether said unlocked



30 said paraneters |ogged by said first and second auditabl e data exchange
applications conprising the identifiers of either one or both of said
or gani zatworzotiongaztii ng pl at form and untrusted user conpeCirngodevizes, and 38
said identifiers can be constructed fromone or a plurality of the identity
codes associated with the central processing units (CPU) and subsystens of
sai d organi zation conputing platformand untrusted user conputing de- 5vice
respectively. 15. The method of claim 1, wherein said drivers
bei ng software codes used for enabling control signals and data exchange
bet ween the respective 10aut hori zed input-output devices and said untrusted
user conputing device, and said aut hori zed i nput - out put devi ces i ncl udi ng
basi ¢ inputting devices such as m ce and .keybpards, essential .outputting
Govi Ces. buch ACTHAPOORET kg, PGS Tt Bty difm G aRGo Gmvant | bnal
external 15storiege dedi cesd suchmasepordnghlieifd aste driyvesgaathiext er- nal
hard di sks. 16. .The net hod of cl ai ma]Z_J(S), anrei n s.aig aut horicged

ret’

i nput - out put de?/}}ec%s?uf“n% uHf g OB 8" PrRIstEhersY and pot t'dbl e
crypt o-token usedid extstiosl dtpgagecdetiaeser cryptographic keys used in
nul ti-factor authentication.
11. The method of any of the above claims, wherein
at least one of said organization computing plat-
form and untrusted user computing device enforcing data
control and security policies pre-determined by the or-
10 ganization, and said policies comprising verification,
authentication and authorization results, file movement
control in accordance with file types, file size, time

of usage and any other pre-determined criteria.

15 12. The method of any of claims 1, 8 to 11, wherein
any of said device verification, said authentica-
tion, said key verification and said policy enforcement
processes executed on said user computing device being
executable processes provided by one or a plurality of
20 said authorized applications pre-installed in said read-

only partition of said external storage device.

13. The method of any of claims 1, 8 to 12, wherein
any of said device verification, said authentica-
25 tion, said key verification and said policy enforcement
processes being executed by at least one of said first

and second auditable data exchange applications.

14. The method of any of claims 1, 6, 7 and 13, wherein
30 said parameters logged by said first and second au-
ditable data exchange applications comprising the iden-
tifiers of either one or both of said organization com-—

puting platform and untrusted user computing device, and



17. The method of any of clains 1, 4, 6 to 11, 14 and 15, 25wherein

said untrusted user conputing device being a fixed or portable conputer

wi t h whi cwotzhe/@szani zati on user wor ks out si de the or gamcraBroops2asd sai d
untrusted user conputing device including said user's honme conputers,
30off-site conputers and shared conputers for public use, and said
untrusted user conputing device having a standard Basic | nput-Qutput system
(BIOS) editor which can be used to register with said untrusted user
conputing de- 39 vice that said external storage device should be searched
for said operating system when said untrusted user conputing device is
powered up. 5 18. The net hod of any:%? t he above cl ai ns, wherein

sai d cryptographic key for. accessing said secure partition being

Srypt ogt aphi cal 1% brGFBCt B il ERNaPSoid“BF bt GPAPATE Koy d&Pived from

t he user password iaRdoot tier ipananey ef&ldsn aaccoiHdanRceivht tha emnerdet er m ned
10al gorithm and said.groteq;eg gﬁzpto ra%hic qu Epr ac- cessing said
secure partiti off C&f 687 Uit dcked T h LUEEPBt SR Fo&8ss Wi €4 d second
crypt ogr aphi ¢ keyordepinpedidfyg @gmasaocth user upasswosrdl wssirngoms@itt ngame-

predetegnined alqprithn1 15 19. The net hod of any of the above cl ains,
wher ei n vVIte respectively.

15. The method of claim 1, wherein
said drivers being software codes used for enabling
control signals and data exchange between the respective
10 authorized input-output devices and said untrusted user
computing device, and said authorized input-output de-
vices including basic inputting devices such as mice and
keyboards, essential outputting devices such as monitors
and printers, but excluding any conventional external
15 storage devices such as portable flash drives and exter-

nal hard disks.

16. The method of claim 15, wherein
said authorized input-output devices including bio-
20 metric scanners and portable crypto-token used for stor-
ing secret user cryptographic keys used in multi-factor

authentication.

17. The method of any of claims 1, 4, 6 to 11, 14 and 15,
25 wherein
said untrusted user computing device being a fixed

or portable computer with which the organization user
works outside the organization, and said untrusted user
computing device including said user’s home computers,

30 off-site computers and shared computers for public use,
and said untrusted user computing device having a stand-
ard Basic Input-Output system (BIOS) editor which can be

used to register with said untrusted user computing de-



sai d cryptographic key for accessing said secure partition being
cryptographically protected by the user fingerprint to forma | ocked

finger priwo 200d4BR4Whi ch is 20secure and can be stored iPaT4B20d0/@32% nal
storage device wi thout additional cryptographic protection. 20. The net hod
of any of the above cl ains, wherein said cryptographi c operations handling
said en- 25crypting and decrypting of the data for said secure par- tition
bei ng performed by a software application or a hardware nodule within said
external storage device. 21. The nethod of claim1, wherein 30said
operating systemallow ng said authorized ap- plications pre-installed in
said read-only partition of said exter nal storage device to access the

organi zation 40 extranet,, | ntranet, and any gLher, netuetks, pre-authorized

searched for said operating system when said untrusted

user computing device is powered up.

5 18. The method of any of the above claims, wherein
said cryptographic key for accessing said secure
partition being cryptographically protected with a se-
cond cryptographic key derived from the user password
and other parameters in accordance with a pre-determined
10 algorithm, and said protected cryptographic key for ac-
cessing said secure partition can be unlocked in a de-
cryption process with said second cryptographic key de-
rived from said user password using said same pre-
determined algorithm.
15
19. The method of any of the above claims, wherein
said cryptographic key for accessing said secure
partition being cryptographically protected by the user
fingerprint to form a locked fingerprint module which is
20 secure and can be stored in said external storage device

without additional cryptographic protection.

20. The method of any of the above claims, wherein
said cryptographic operations handling said en-
25 crypting and decrypting of the data for said secure par-
tition being performed by a software application or a

hardware module within said external storage device.

21. The method of claim 1, wherein
30 said operating system allowing said authorized ap-
plications pre-installed in said read-only partition of

said external storage device to access the organization



22. The nethod of claim1l, wherein 5initialization of said external storage
device com prising the steps of deriving said cryptographic key for
accessi ngveand/mexure partition of said external storagecCias2oa@os2egm at
| east a master key and the identifier of said external 10storage device,
protecting or encrypting said cryptographic key for accessing said secure
partition froman initial password assigned by the organi zation or sel ected
by said user, and 15writing said protected cryptographic key for secure
partition to the nenory of said external storage device. 23. The nethod of
any of the above clains, wherein at | east the volatile nenory of said
untrusted user 20conputing device f ot hol di ng any unl ocked cryptographic
key being zeroized, followed bé aéﬁtem shut -down of said untrusted user

r

computi ng devi CE WRER"sat d eXFer Adl Storage’ devied s PligcBligloed aid
di sconnect ed frigmtsai dryati1Aistied. user conputing device. 25 24. The net hod
of any of the above clains, wherein
22. The method of claim 1, wherein
5 initialization of said external storage device com-—
prising the steps of
deriving said cryptographic key for accessing said
secure partition of said external storage device from at
least a master key and the identifier of said external
10 storage device,
protecting or encrypting said cryptographic key for
accessing said secure partition from an initial password
assigned by the organization or selected by said user,
and
15 writing said protected cryptographic key for secure

partition to the memory of said external storage device.

23. The method of any of the above claims, wherein
at least the volatile memory of said untrusted user
20 computing device for holding any unlocked cryptographic
key being zeroized, followed by system shut-down of said
untrusted user computing device when said external stor-
age device is decoupled and disconnected from said un-

trusted user computing device.

25
24. The method of any of the above claims, wherein
said user computing device being pre-configured to
forbid said operating system to use any memory on said
external storage device as the virtual memory.
30

25. A system of secure computing environment comprising
at least one secure organization computing plat-

form, at least one external storage device comprising at



sai d user conputing device being pre-configured to forbid said operating

systemto use any nenory on said externa

storage device as the virtua

menory. 3WO02B11/A8RyYst em of secure computing environnent PCOAPLGIGDIG86at | east
one secure organi zation conputing platform at |east one external storage

devi ce conpri sing at

41 |l east one read/wite secure partition and at | east

one read-only partition, and at |east one untrusted user conputing device,
wherein said organi zati on conputing platformexecuting a 5 first auditable

dat a exchange application capabl e of

recordi ng data novenent and ot her

pre-determ ned events in a first audjit |og, sai d external storage

devi ce can be
conmput i ng 10pl

storage devi ce 1574 Gafa" CHEK 66t Spriocedst bpoh s (CCe8k s

interfaced to and in comunication with said organi zati on

tformwhich can transfer organizatio datﬁTto sai d externa

a3fePPfi cation and

aut henti cati on,read-onlySpdrt is@eul eapardd tleant odnesaind rext€f naderst or age
device storing organi.zation data, in encrypted form 15said external
devi ce can be i A& FACEd 6 Snid"'R* TSmuni cation with said untrusted user
conputing devi ce tosehichr@aiidaolgani@atitangdat e foam beetutansf erred for

pr ocessing wi t h. authori;zed sofware npdul es CoNpLi.s|ng. opesatjing syst em

1r3C. au
aut hori zed applications an

10

15

20

25

30

app

cording data movement and other pre-determined events in
a first audit log,

said external storage device can be interfaced to
and in communication with said organization computing
platform which can transfer organization data to said
external storage device in a data check-out process upon
successful verification and authentication,

said secure partition of said external storage de-
vice storing organization data in encrypted form,

said external storage device can be interfaced to
and in communication with said untrusted user computing
device to which said organization data can be trans-
ferred for processing with authorized software modules
comprising operating system, authorized applications and
drivers pre-installed in said read-only partition of
said external storage device,

said organization user decoupling said external
storage device from said organization computing platform
with said organization data stored in its said secure
partition, and interfacing said external storage device
with said untrusted user computing device,

said untrusted user computing device booting from
said operating system pre-installed in said read-only
partition of said external storage device, with the hard
disk, any non-volatile storage devices, Internet and any
other unauthorized network connections on said untrusted

user computing device deactivated,

st or age



20drivers pre-installed in said read-only partition of said external

st orage devi ce, sai d organi zation user decoupling said external

st orage dw0i2081/f4822m sai d organi zati on conputi ng pl at f or MCHWIBI16/632d86

organi zation data stored in its said secure 25partition, and interfacing
said external storage device with said untrusted user conputing device,
said untrusted user conputing device booting fromsaid operating system
pre-installed in said read-only partition of said external storage device,
with the hard 30 disk, any non-volatile storage devices, Internet and any
ot her unaut hori zed netvvork connections on said untrusted user conputing
devi ce deacti vat ed, sai d o%'Zgani zation user invoking one or a
plurality of said auth ri zed .applications pre-installed in sai d read-only
partition of said eXférnafIgst: 6?2@8“&%5}3 ce W oF ¥ SEESST ny B¢ dFYani zat i on
data stored in @ﬁlﬁlﬂ&ﬁﬂﬁl&ﬁﬁ@ﬁt bbpOItoficsai ﬁr@—xitr%ﬁzlaaheﬁtﬂf ageddevi ce, and
sai d processed or atl oncc% ata can be trgnsfe d to s(gl d organl zation

conput i ng pl at form | 5 SEVE Y ﬁec% i 15 8¢ pon “SGec eSS verification
and aut henti Catplm’teslsﬁ)n@fisaiﬁ’l©r$ysiﬂaﬂﬂl®fn chab mi2b,ednher eatd secure

5 partition of said external storage device, and
said processed organization data can be transferred
to said organization computing platform in a data check-
in process upon successful verification and authentica-
tion.
10
26. The system of claim 25, wherein
said authorized applications comprising a second
auditable data exchange application which is loaded to
said untrusted user computing device upon the completion
15 of said booting processes, and said second auditable da-
ta exchange application being used to record in a second
audit log all the parameters, events and data movement
between said external storage device and said untrusted
user computing device as required by the audit policies
20 of the organization, and said second audit log being
stored in said secure partition of said external storage
device, and said second auditable data exchange applica-
tion being capable of encrypting and decrypting data for
said secure partition of said external storage device.
25
27. The system of claim 25, wherein
said verification and authentication comprising
a device verification process for determining
whether said interfaced external storage device has been
30 pre—authorized by said organization, and
an authentication process comprising prompting said
organization user for a password for unlocking a pro-

tected cryptographic key for encrypting and decrypting



sai d authorized applications conprising a second auditabl e data exchange
application which is |loaded to said untrusted user conputing device upon

t he conplwOi2on/82t sai d booti ng processes, and sai d se®ecmdBzuaiizasld e da-
ta exchange application being used to record in a second audit log all the
paraneters, events and data novenent between said external storage device
and said untrusted user conputing device as required by the audit policies
200f the organi zation, and said second audit |og being stored in said
secure partition of said external storage device, and said second auditable
dat a exchange application being capabhle of encrypting and decrypting data
for said secure partition of said exter nal storage device. 25 27. The
system of claim 25, wherejn said verification and authentjcati on conprising
a device verifitti oA protesEFor Bteriohi Ry Whet ﬁéFe%‘?Jd T9éPfaced
external storagedewi.ce has been 30pre-authorized by said organization, and
an aut hentication process conprising pronpting said organi zation user for a
password for unl ocking a protected cryptographic key for encrypting and
decrypting 43 data for said secure partition of said external storage

devi ce.



