WO 2012/004395

100 - \’)—101
(:; XXX YT )

102‘\

103\ ‘.Z@

(4GHI)(5JKL)(6MNO)
(7rars) (aTuv ) (owxy)
CoOC oOCED
\. : /

N__ 104
T

j 105

106

PCT/EP2011/061672

110
4 )_ N

Card reader device | ——%"

I dn

( 1) (2r8c) (3DEF)
(acn ) (sue ) (emno )
(7rars) (sruv ) (awxy)
o oD

111
107\/t
109
(" [T \/

"1
T )_ 108
EMV ]
Smart Card
L J

Fig. 1a

\. /




WO 2012/004395

11

1131

2

Q
4 N

Please enter your
Secure PIN number

—_—
GOk

C 1+ ) (z2a8c) (3DEF)
(4GH;)(5JKL)(6MNO)/
(7rars) (atuv ) (swxy)
G IGID I G

]

\_ Y,
4 )
Card reader device

2/6

j114

j115

-—g__

\

Credit Card

\.

.

17—

PCT/EP2011/061672

118
B

(7)) (2rBc) (3DEF)
Cacrr ) (sux ) (smno)
(7rars) (sTuv ) (owxy)
2 oCee O )

-

5116

Fig. 1b

\. J




WO 2012/004395 PCT/EP2011/061672

3/6

4 )
16
)

—

( 1+ ) (2a8c) ((3DEF ) 120
Cacr ) (saxe ) (smno) j

I 121
(Zrars) (8Tuv ) (swxy )
OO \<‘ Pl
\. : J 4 ™

(C 1+ ) (2nec) ((3DEF)
Cach ) (5 ) (emno )
(7rars) (aTuv ) (Cawxy )
O O

122

Card reader device

j123

Smart Card

Fig. 1c



WO 2012/004395

4/6

PCT/EP2011/061672

Security
Module

<«i—i Collector

208

X

oX

£ >

D

s2

(el ()

_03<

= O

Q=

Pl yo!

e 5 2

w - %
o o
o <

Ll

210

A

|

-

Security
Module

Payment Server

™~

Card & PIN
~ identifying
software

!

Payment
acquirer
server

a
e

LEFE XX TT FFFY PR

-------------------------------------------------------

Card
Reader
Device

.......
......
.
“~.a

_;j— 202 \- ______ ,,

Smart Card__s— 203

PIN entry
device




WO 2012/004395 PCT/EP2011/061672

5/6

Card Reader 300
o Device is | 57302 j
Establishing connected to
communication Mobile phone
between
Card Reader
Device and
Mobile phone, | § 304 Initiating
and between PIN > payment
Entry Devicce software in
and Mobile 310 4 Mobile phone
phone l
Establishing
306 communication
with payment
Communication 31271 gerver

established?

!

Verifying user

Display error | §~ 308 and deyice
message | 314 |- credentials
using the PIN

Entry Device

Dispaly error

L Credentials ok?
3181  message

316

3204 Ready for
payment

Fig. 3



WO 2012/004395 PCT/EP2011/061672

6/6

Smart card inserted into 402
Card Reader Device | 5

400
406
404 ¢ ) ;
Fd

No
@ Error message

BY 408

Enter amount to pay 7

¢ 5410 420

Enter personal details [<— Error message

41
o]
Details ok?

412 Yes
'L Y 422
Enter PIN code and/or : '
signature -<«— Error message Signature ok?
L l 424
Sending information to L, Payment amount
payment server 414 checked with acquirer
l l 426
Processning NoO
transaction 2 Error message Amount ok?
> 428
416
2 430

Cash withdrawn
432
- from account

/3‘ 436 434 T ¢

N~

Transaction history Receipt generated
stored ' and distributed

Fig. 4



