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10002] Enbodi nents of the present invention relate to an card,

el ectroni ¢ HerhR®, PORTABLE a1 ®ETRONEC .DIBACKROMNIRE O0BRIVERIEER! | v,

*159159+*

an | C

card used as a portable electronic device is provided with a card shaped
mai n body forned ofRPISSSREEEBENCIRTDI RELATHID ARPLICATHINe enbedded in the
mai n body. Thﬁ | C modul e has an IC (Integrated Crcuit) chip_ The IC chip

has a nonvi9P&

source,

Menory) an
to execut egéhPsS2 09

the processing of the CPU and so on. _

reference.

FIELD

[0002] Embodiments of the present invention relate to an IC card, a
portable electronic device, and a reader/writer.

BACKGROUND
[0003] Generally, an IC card used as a portable electronic device is
provided with a card shaped main body formed of plastic or the like, and an
IC module embedded in the main body. The IC module has an IC
(Integrated Circuit) chip. The IC chip has a nonvolatile ﬁemow which can
hold data in the state without power source, such as an EEPROM
(Electrically Erasable Programmable Read-Only Memory) and a flash ROM
(Read Only Memory), 2 CPU (Central Processing Unit) to execute various
operations, and a RAM (Random Access Memory) used for the processing of

the CPU, and so on.

[0004] An IC card can perform transmission of data and reception of

data by contactless communication. The IC card to perform contactless
communication is provided with an IC chip and an antenna. The IC card
receives magnetic field outputted from a reader/writer of an IC card
processing device which processes the IC card through the antenna within

the IC card, and operates by electric power induced by electromagnetic

_induction. In addition, when the IC card receives a command from the IC
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-.[0004] An I C card can performtransm ssion of data and reception of data by
contactl ess comunication. The | C card to perform contactless conmuni cation
. 75 provided with an 1 C chip and an antenna. The IC card receives nagnetic
field outputted froma reader/witer of an I C card processing device which
processes the IC card through the antenna within the |1 C card, and operates
‘by electric power induced by electromagnetic induction. In addition, when

the | C car earfdes@tasstngod MmN ebrita@Mst RBmludiVRAI2 the IC card executes
1111111111211112111111111112111111111111111 card processi ng devi ce by

cont act | essncerheatianin arordanee Wik thred receivedtcommandapHyi dus mankn

accordance Vgo]&g tae received co nd. By this neans, the I C card can
real i ze vattohfscardifen renlize Vﬁmﬁ%ﬁm’éﬁti onal ly, an I C card processing

devi ce per g@?gﬁoﬁ?&f}ﬁrggﬁ%ﬁégff ga%\pl) iléecayyﬁi 8pocggs%?pgsa?e§n%e %&9’90@&1% néi\%t ganlC

.a
card. In a erforns as a Sive ‘device i°Ch perforns

processi NgadtiveddsiideMARE tYAldhitd8 hRECANED GRNIBRGL. Bl aadifiegNiHey, an IC
card which perfornms as an active device has been desired. [00061But, when

ot her | C cH? dedrdr phdornexisst a8 phédiven, dexiceonvhich gavfoemsapgeessfing ha | C card,
the I1C card whjch has switched to an active devi ce reqnyires to perform

col | i si on &FBIEMRY b ek Seartyedammedrdi Fenyregndlyi aptiGrardevhichy so as to
detect the lr?r%ftaSLa%ﬂlgcQ{VQ d:[ebx%efxlg Ini &&2%3%' range. For the reason, there is

a probl em¥ha e ‘processing i'ncreaseés. BRI EF DESCRI PTI ON OF THE
DRAW NGS [ 8861 Fi Butl whefi Gtheh 807ARA $e8RES RERE JMhhiC CAmRRRGERSI Ng system
range of the IC card, the IC card which has switched to an active device
requires to perform collision avoiding processing (anticol]ision).and initial
setting so as to detect the IC card within the communicable range. For the
reason, there is a problem that the processing time increases.
BRIEF DESCRIPTION OF THE DRAWINGS
[0007] Fig. 1 is a diagram describing an IC card processing system
according to an embodiment;
Fig. 2 is a diagram describing a configuration example of an IC card
according to the embodiment;
‘ Fig. 3 is a diagram describing switching processing of the IC card
according to the embodiment;
Fig. 4 is a diagram describing a block format of an example;
Fig. 5 is a diagram describing a protocol control byte of a switching
request command of an S-block according to the embodiment;
Fig. 6 is a diagram describing a flow showing switching processing of

the IC card according to the embodiment;

Fig. 7 is a diagram describing a functional configuration of the IC



-according to an enbodi nent; Fig. 2 is a diagramdescribing a
config-uration exanple of an | C card according to the enbodi nment;

"Fig '3 is a diagram describing swtching processing of the IC card
according to the enbodinent; Fig. 4 is a diagram describing a bl ock format
of an exanpl e; Fig. 5 is a diagramdescribing a protocol control
byte of a switching request conmand of an S-bl ock according to the

enbodi mentéard accordingftb Ghe émb&dimedt;agdam descri bing a fl ow show ng sw t chi ng
processing of the IC card according to the enbodinent; Fig. 7 is a diagram
describi ng a fules-iBonaldizgraf dascabingrmrotherfanttonad sordigacaoedofithet o t he
enbodi nent a di agram descri bi ng anot her functi onal

- .an . Fig 8. is
confi gur at]i(b??rgfac‘f%@nlgéoég‘? ﬁma?ﬁ‘i‘ﬁ’re&f"ng to the embodi ment. DETAI LED
DESCRI PTI ON [ 0008] An I C car]gEqaﬁﬂﬁﬁiﬂlﬁSbmlaﬁ@gbodi ment is an |1 C card which

[0008] An IC card according to an embodiment is an IC card which
performs contactless communication with an external device, and is
provided with a receiver to receive a first command transmitted from the
external device, a determining processor to determine whether or not the
first command is a switching request command to request switching a mode
of the IC card from a passive mode to an active mode, a switching processor
to switch the mode of the IC card from the passive mode to the active mode,
when the first command is the switching request command, an
identification information acquiring processor to acquire identification
information of other IC card existing in a communicable range of the
external device from the switching request command, a command
generating processor to generate a second command including the
identification information acquired by the identiﬁcatiOn information
acquiring processor so as to make the other IC card execute processing, and
a command transmitter to transmit the second command to the other IC
card.

[0009] By this means, an IC card and a portable electronic device of the
present embodiment can smoothly switch an own mode from a passive mode
to an active mode, and the IC card and the portable electronic device are
provided with higher convenience. In addition a reader/writer can
smoothly switch modes of an IC card and a portable electronic device from a

passive mode to an active mode.



-perfornms contactl ess comruni cation with an external device, and is provided
Wth a receiver to receive a first command transnmtted fromthe external
_Jdevi¢e, a determ ning processor to determine whether or not the first
command is a switching request command to request switching a node of the
I.C card froma passive node to an active node, a switching processor to
'swi tch the node of the IC card fromthe passive node to the active node,
when the fl0030) cormi@athafert ha B daedli BYpsrabIeStlepRHRB NdbyviRN dndert i fication
information acquiring processor to acquire identification information of

ot her | C creadewwrisen aggording te ammambadaipient mall die dfscribedl bx detafavitbevi ce from
the swi tchi request conmmand, ommand . gener at i roocessqQr to generate a
second corﬁf’g‘%an?%gq L?Iléﬁﬁﬁa‘f”ﬁ‘@s'i d@’nﬁ?e‘f probod "‘itnfiﬁrﬁfsﬁgnlsa‘ésﬁai #%8 by the

| dent i {1 cabholil of-0h0RL B0 A % 4

WCH&qug%lgesd)g%%?ea ricigke the other IC
card execute processing, and a conmand transmtter to transmt the second

comand t ofoblg] ot g, i Ghews G cdri2RUPIthin LRABPRESNSn [8Mcak& prddedsiapd a .
portabl e el ectronic device of the present enbodi nent can snoothly switch an
own node fsystam lpeswidie toobe ebdbodmentt | The i0derd pridedsives éy6tararidsand t he

portabl e el ectronic device are provided wth higher convenience. In
addi ti on aPTPEEEE Mith 7 & cardhl & #pdCrayd 2R andantdeardsi0.-an 1C card and a

portabl e r oni i from.a passive,.node o _an actiye,node.

00107 Hor 0EAY or PO Bl ST LB pB it Roitp 0F chEmreRpbEeiang o
reader/ wr i 4:@rthaqeoéAa0do! 90 aRd S0 ALl GRh ofithd 10885 E6, Redhd Bodetail with
reference to the drawi ngs. In the enbodinent, an IC card is used as a

port abl e givecidedmiith aemitaet]lesancmamnlidatvarfdnétsons @Y whss Mesfivaded IO i ter.
[0011]Fig. 1 shows a configuration exanple of an IC card processing system
1 accor di fgr¢ 3% the Enbodi #rand thed Q @xdatticysy beaswmitndpts yadaiereive s provi ded
with an | ard.10. ,an, | C car and an. |1 C carg 3 012]1.Port abl e

el ect r oni (% 2%y edch other yn“gf’n?%c%%ﬁ%coﬁ?’é’é’é‘fﬁ‘ggﬂbo&“hg%F‘;r%a]l?oehﬁ%gé | C cards
10, 20 anda3Ppoand t5830 Qb4 BHGrd &&?&Beghs?%ﬂmhggaﬁm c%ﬂﬁgﬁréwoﬁ.v' dwtha

contactl ess communi cati on functi on. i's neans, the card 10, the IC

card 20, additidig absuirtingdh30thedd dakdne PHetfotkas as aRGctfies @évie, dad ghavi t h each
other by contactl ess comunication. The 1C card 10, the I1C card 20 and the
| C card 30CaeaedpeB\vinde?P finction e asparisiver devinsf igandnitin stdtp, gadid i on,

assum ng tha h C 10 perfor S | active device, and the | C cards
20 ;nd 1930 cf*ffm(ﬁ’itgﬁ&g§a§{god§’§‘?&lf@%ﬁ@%“?ﬁqu;’ﬁ\{?ﬁdal Vlstate, the IC card

10, the | d 2 i described 0013] The I C card
10 perfor (rg?s&ggg a ?}elggg:r%%rgi itde:}j&\%]?%ﬁzg%\rgakésar%g ‘s"'mggrcgllrﬁ@nga %mgt ﬁ]ea | C card 20

or the | CeomirthndCo tBOUCIREERY 85 thd YCENAMNIE ahQ rbdeves @ sk kopad he | C card
20 or the I1C card 30. Each of the IC card 20 and the I C card 30 executes

pr ocessi ngommaadciomathe d Criard 20 oo theah@ chrdaAB.ni Edabdoff the i &sd 12D card 10,
and transm hs a response to the command to the I C card 10.
and the IC card 30 executes processing in accordance with a command
transmitted from the IC card 10, and transmits a response to the command
to the IC card 10.
[0014] In addition, each of the IC card 20 and the IC card 30 is provided
with a function of an active device to transmit a command to other IC card

in the same manner as the IC card 10. In addition, the IC card 10 is

provided with also a function of a passive device to execute processing based



.[0014] I n addition, each of the I1C card 20 and the I1C card 30 is provided
with a function of an active device to transmt a command to other |C card
“'in the sane manner as the IC card 10. In addition, the IC card 10 is

provided with also a function of a passive device to execute processing
based on a command transmtted fromother IC card, in the same manner as
‘the I1C card 20 and the IC card 30. [0015]Fig. 2 shows a configuration

exanpl e of od Beokdm £ thadbmaesOfréinN@het 0CIAL, aARALIsERBtmakkbraddikei On, the 1C
card 20 will be described here, but the IC card 10 and the IC card 30 have

t he sanme cBhtardlilarndorhed€ dahd30.C card 20. [00161As shown in Fig. 2, the IC
card 20 is vided with a rectangular main body 21, an | C nodule 22 and a

r esonat or @@l&? nnd 184 sherrc e contpption saamplect! the dCicarh 2P aewrda@si n the main

body 21. The,l C ule 22.1s .pr.ovi ged, wi th l..C, chi 3., Wen the IC
o o Pehe e e 2 rh 3aREOY BECIAIRT A pE N AR RS 6

22 is connget A Mdt 1o bR theIeNaL@30Ahve Bledddn®d chdtihlStidR L thody 21. ,
[00171In addition, wthout being limted to a rectangul ar shape, the main

body 21 nmesar@0of any shape in which at | east the resonator 24 and the IC
modul e 22 can be install ed.

0016] As shown in Fig. 2, the IC card 20 is provided with a rectangular
main body 21, an IC module 22 and a resonator (antenna resonance circuit)
24 which are Incorporated in the main body 21. The IC module 22 is
provided with an IC chip 23. When the IC module 22 is installed in the
main body 21, the IC chip 23 of the IC module 22 is connected with the
resonator 24 installed in the main body 21.

[0017] In addition, without being limited to a rectangular shape, the
main body 21 may be of any shape in which at least the resonator 24 and
the IC module 22 can be installed.

[0018] The IC chip 23 is provided with a CPU 25, a ROM 26, a RAM 27,
a nonvolatile memory 28, a transmitter and receiver 29, a power source 31
and a logic circuit 32, and so on. The CPU 25, the ROM 26, the RAM 27,
the nonvolatile memory 28, the transmitter and receiver 29 and the logic
circuit 32 are connected to each other through a bus.

[o019] The resonator 24 is an interface for communicating with an
external device such as other IC card. The resonator 24 is provided with an
antenna composed of a metal wire having a prescribed shape arranged in
the IC module 22, for example. The resonator 24 is connected to the
transmitter and receiver 29 and the power source 31 of the IC chip 23.

[0020] IC card 20 makes the antenna generate magnetic field in



-[0018] The 1 C chip 23 is provided with a CPU 25, a ROM 26, a RAM 27, a
Jnonvol atile nenmory 28, a transmtter and receiver 29, a power source 31 and
@ logic circuit 32, and so on. The CPU 25, the ROM 26, the RAM 27, the
nonvol atile nenory 28, the transmtter and receiver 29 and the |ogic
circuit 32 are connected to each other through a bus. [0019] The resonator
24 is an interface for communicating with an external device such as ot her

| C card. TR&orRSENALIPE dafa it HY OMndRGLME 1D AD ARLRANA-HAPASEEhR! a netal
Wi re having a prescribed shape arranged in the I C nodule 22, for exanple.

The resonainesand)4thie I cavde? edn tteardnet ttharduta tth ehe axternet devies. 28 and t he
power source 31 of the IC chip 23. [0020]1C card 20 nakes the antenna
gener at e nedpitioncthe &€ ceardy 20qeevoenignt clajip tthanimistedofrpm theapxternaled to an

external d vi.ce.b B%dthi S rrear&s he Ithard 288 chan tt;lansngt th?’ data to the
external d&V7Te. K" alflii ¥ off’ g TETHr PR HEL offni 285 *UET Rt PEnsmi tted
fromthe ext E'Jiﬂégrf&%fé' iﬁ&u&ﬂz%?d@%}ﬁ@niél%,cﬁfé RYUELAN 880 edalednkn the

antenna by el ectromagnetic induction. By this nmeans, the I1C card 20 can

recei ve théatdatsnsdiend fioki 8 dxtamal Beviext ernal device. [0021] The CPU 25
functions as a controller to ad[ﬁ nister the whole control of the IC card
20. The CHO02Y perBher GBUv25 ifanctions rses siontrsllbn se ddovinigtarober wholpr ogr am and

trol data t t dint 2 t hy | ati | 28.
For - exanpl GAtEha BB OB e, (b6 o PO BBt 88 HE A R EETBHER 1ot e
comand 1 egel Yotk [ AklL o SX LaDA a5 hiLur At AINSHATRMIH A figsed on the

processing res can generate a conmand whi ch

nmekes the @¢ivelafaé Wembse 38X eCEée eRaMHERS STHRY CHIO PR [ekBoutBONatfouks a
nonvol atile nmenory to previously store a control programand control data

~and so on.pritessiREMig Gesronia botlpocemmeni metdieed fomhp exBernal dévace,
manuf act uri stage, .in the state in which the control programand the

control daAnd gemerdtppAaig bappdypn the progessingresiit: phbatdilirartde UFY dntrol data

in accordance with . the specification of, the |IC card,20 are preyjously
nseal led PR RO DeRam Fhish iy Fue e8| terties e85 o
perforns eiﬁ.oésmrgki ng

[0022]  The ROM 26 is a nonvolatile memory to previously store a control
program and control data and so on. The ROM 26 is incorporated in the IC
chip 28 in the manufacturing stage, in the state in which the control
program and the control data are stored. That is, the control program and
the control data in accordance with the specification of the IC card 20 are
previously installed in the ROM 26.

[0023] The RAM 27 is a volatile memory which performs as a working
memory. The RAM 27 temporarily. stores data or the like which is being
processed in the CPU 25. For example, the RAM 27 temporarily stores
data received through the resonator 24. In addition, the RAM 27
temporarily stores data to be transmitted to the external device thrbugh the

resonator 24. In addition, the RAM 27 further temporarily stores a



.menory. The RAM 27 tenporarily, stores data or the |like which is being
processed in the CPU 25. For exanple, the RAM 27 tenporarily stores data
‘recerved through the resonator 24. In addition, the RAM 27 tenporarily

" stores data to be transnmitted to the external device through the resonator
24. In addition, the RAM 27 further tenporarily stores a program which the
‘CPU 25 executes. [0024] The nonvol atile nmenory 28 is provided with an EEPROM

which can Wickemandch e cbe gt@cugich as a flash menory. The nonvol atile
menory 28 stores a control program control data, an application, personal

i nf or mat i o029k c urTheynomfobatita manorya@8disdaboaided et ah ERBRAPMPIhicht i on. The
security information_is a cipher key, for_exanple. 10025] The transmtter
and recei vein JgitsepndIpRTide (iedn. pradicas s flshumhmesy.entltiinegvolaile | oad
nodul ation, to tﬁg data to be . transmtted t‘? t he extgrnal devi ce. For
exanpl e, t REATEASHVLER QREO! BEWTGRr CORPpltatEy AR ARBULAQ Bprsona

(ampl i 11 capisgia i, SBEHS!BrdabBnl LATHI L bR RCHPILAR ARV Ce. The

transnmitter recelver 29 transnits ata after gnhal “processing to

t he resonak@iiriedinfh:002H B odpthdri IR, fok RRakpRNSM tter and recei ver 29
perfornms denodul ati on and decoding to a signal received by the resonator
24. For exHW¥8bk, tThe transmittartand reaeiver @@ iperfprme signal yroeessitgesushgnal

recei ved by the reson r 24. By this ans, the transmitter and receiver
29 acqui r e8° EPRSE| g”d‘af%?.d“iaﬁ@“t F%E‘ﬁi ‘f%tért"ah‘? dransditod to et r ansni ts
the anal yzgdedah ficbRe! "ol BhhiBle! BRI OalilS: BtG +l-O0GTLINGRRNET source 31
gener at es power based on el ectric wave, especially a carrier wave,

out putted mb@iladion | Eniptifidatisr)CESTeNdatdeyd Be trndhREASEH BB biie@id, or other
IC card, or the like. That is, the power source 31 can generate power by

el ect r omagdmsticec Thducinmmitteased oeveivie Watmnewiteahe data yfecesigedei ved by
the resonator 24. In addition, the power source 31 generates an operation
cl ock. ThePyreRisinedathe eesgnatonddi j es t he generated power and operation clock

to the r es@%ﬁﬁi ve Igaratd%it?fnt e! Qr&x?sé%u%?- N ABVENT oheGRL el L he supply

of power, each of The par? S of the
demodulation and decoding to a signal received by the resonator 24. For
example, the transmitter and receiver 29 analyzes the signal received by the
resonator 24. By this means, the transmitter and receiver 29 acquires
binary logic data. The transmitter and receiver 29 transmits the analyzed
data to the CPU 25 thorough the bus.
[0027] The .power source 31 generates power based on electric wave,
especially a carrier wave, outputted from an IC card processing device to
process an IC card, or other IC card, or the like. That is, the power source
31 can generate power by electromagnetic induction based on the carrier
wave in space received by the resonator 24. In addition, the power source
31 generates an operation clock. The power source 31 supplies the

generated power and operation clock to the respective parts of the IC card

20. When having received the supply of power, each of the parts of the IC



.card 20 becones in an operable state. [00281In addition, the power source
31 is provided with a battery 3la. The battery 3la is provided with a
fbatfér‘y to extract electric energy by chem cal reaction or physical

" reaction of substances, for exanple. In addition, the battery 31la nmay be
provided with a capacitor or a rechargeable battery which stores the
supplied electric power. [0029] For exanple, the power source 31 can
generate elgabbide.RRA¥ER NASRIaNL stdhe carrier wave outputted in space, and
can charge the generated el'ectric power to the battery 3la. In addition,

t he power Kogogke Jh ahliticimhb potvbesalreciBiliic ppowidsd whthcd bhtteryhdteged in the
battery 3la to the resonator 24. By this nmeans, the |IC card 20 can out put

t he carri eFhevbattefy Sintineorpeidehatith a2kattenyotos peleectuglepeigictdneray d¥tric power
charged in the hattery 3la.. By this peans, the IC card 20 can supply

el ectric pHifEHe qo“?ﬁ‘ﬂ@? ‘?ICPB?&%/‘EFIi F?agrﬁ%’&e‘%( FIRSEAECEafE B hdl C card 30,
for exanpl . i I I ' ; form

cal cul ati o%édﬁﬁlérgggg%ﬁggﬁyé%iggg%g? gﬁ}é(?%?mﬁlrtgsd %g(ra@%(xﬁg#ﬁ %?hér%g??ggi cC circuit
32 per f or NBathdro GASEh B@resthe Rupsliinlediibgowdgcodi ng and generation of a
random nunber, based on a command from an external device. For exanple,
when the 10082k d Frrexesiplesthe pavnearsdovacs Bérrancegsnesate calesvainckowene | ogi ¢
circuit 32 generates a . random nunber, and transmts the random nunber

gener at ed piset Re thpcperier T%ﬂ‘]‘%‘ﬁi ThEpace; %P“Z@’airge Fhe eepepated; ve node,
e o ol SEGS RS PRESD 0. (RTINS UATubR PIRONC 1T 1O 2

comrand recei ve rans I an ecerver ccording to the

conmmand 1 e&ipkedhdYeltdific t SRS MivhicBl 12 BHadgRECinY €he Hhtteki€31@PtS 2Be Can execute
processing in accordance with various conmands prescribed by |1SQO1EC7816,

such as readimgomld By thisgpedms; tlex Horphel 2) ¢882utputaddi ¢arges waken the |1 C
card 20 is in an active node, the CPU 25 can transmt a command to an
external deuncide regenntas 2dHatq epacarying thy elegiriq power ghaggehyn the

transm tter and yecepver.29. In addision,,the U 25 anal yzes response
2%“ el"%r%ﬁfihe 53%’& Faree Brac 4 ééi n%ﬁ%p]?' (?lecmﬁ)f’fﬁ'%?ot he 1C card

transmtt _ dev! c€, 'suc _ car _
30, and c héﬁ@%ﬂ%ﬁs%&% %ﬁ%%ﬁﬂﬁ@&%ﬁ@kéchﬂé@?o%ﬁlﬂ@! device, such as

the IC card 10 or the 1C car
[0030] The logic circuit 32 is a calcqlator to perform calculation
processing by means of hardware. For example, the logic circuit 32
performs processing, such as encoding, decoding and generation of a random
number, based on a command from an external device. For example, when
the IC card 20 receives a mutual authentication command, the logic circuit
32 generates a random number, and transmits the random number
generated to the CPU 25.
[0031]  When the IC card 20 is in a passive mode, the CPU 25 can
éxecute processing (command processing) corresponding to a command
received by the transmitter and receiver 29. According to the command

received by the transmitter and receiver 29, the CPU 25 can execute

processing in accordance with various commands prescribed by



.[0033] The IC card 20 is issued through a primary issue and a secondary
issue. In the primary issue, the |C card 20 creates files for storing

fvari bus data in the nonvolatile menory 28 in accordance with commands. By
"'this nmeans, a Master File (MP), a Dedicated File (DF), and an El enentary
File (EF) and so on are created in the nonvolatile nenory 28 [0034] The MF
is afile which constitutes a core of the file structure. The DF is created

at a | ower th i.n. ierarchigal structure_ The DF is a file to
store appl é%@xgmgi%r?ﬁ%n%%nf%aﬂ%%%de%ﬁ%m p%’lréef‘émﬁiaé\'/e, and so on, by grouping

them The Roskp Crepi&ftish, @hdPVRId exRl 20%s then Betivd R dEFHescRUf i I € for
storing various data. In addition, there is also a case in which the EF is

posi t i oned25 ok diaakalitya behmant he avlextdrti@Baévite saclanethe Mtsardudoras a

Working Elenentary File (WEF) and an_Internal Elenentary File (1LEF) in the
ER The WEFthesIGeaggrdf gthetrangmitier apdseqsivesdifal In piditwat heCBH@Ss0 on. The

|EF is an internal EF, and stores data such as, ci pher, ke rsonal
dent 1 caFPORET hBETonTh FoEsRHiEe PR (Bt rEgal Suirhprth frdbtBfondary

I ssue, in { R ¥ . Su tg. s stored
o the R, I CoE RS 1€ % 001 HAEUL (RS BDRBI IR del 2

oper abl e ségkenal UbeicéRuck bs exeltlitad 10h@ the §greand 8so6.ored in the nonvol atile

menory 28 or the ROM 26, and thereby can realize various processings.
[0037] As sK®RAl i n BieglC qard @Qdhisshed Haongh earimaryssuprndznsdsandarys jt s

issue. In the primary issue, the IC card 20 creates files for storing various
data in the nonvolatile memory 28 in accordance with commands. By this
means, a Master File (MF), a Dedicated File (DF), and an Elementary File
(EF) and so on are created in the nonvolatile memory 28.

[0034] The MF is a file which constitutes a core of the file structure.
The DF is created at a lower level of the MF in a hierarchical structure.
The DF 1s a file to store applets and components which the applets have,
and so on, by grouping them. The EF is created at a lower level of the DF.
The EF is a file for storing various data. In addition, there is also a case in
which the EF is positioned immediately below the MF.

[0035] There are kinds such as a Working Elementary File (WEF) and
an Internal Elementary File (IEF) in the EF. The WEF is a working EF,
and stores personal information and so on. The IEF is an internal EF, and
stores data such as, a cipher key (personal identification number) and so on,
for security. .

[0036] In the secondary issue, in the IC card 20, individual data such as
customer data 1s stored in the EF, for example. By this means, the IC card

20 becomes in an operable state. The CPU 25 executes the program stored



-functional configuration, a receiver 40, a determ ning processor 41, a

sw tching processor 42, a nenory 43, an identification information
Yacqui ring ‘processor 44, a command generating processor 45, a command
“‘transmitter 46 and an identification information transnmtter 47. [0038] The
receiver 40 receives a first command transmtted from an external device.
[ 0039] The determ ni ng processor 41 determ nes whether or not the first
command i sjAatginbatiiRgle’ RAHRSE MMOMTRAL EOM 28USRE hWbdbyhéO 108 @ passive
node to an active node. [0040] The switching processor 42 sw tches oneself
from a passiwmsrdestiagan acti ve node when the first comand is the

swi tching request command_ [0041] The identification information acquiring
processor W33k quidseshawien Fig- catsaoh of the rlfacdrdn 16f 26t Behapaeatsd exi sting

in a conmupi cabl e range of the external. devjce fromthe sw tching request
cormand. | GORO7 e BUHEE, charSiiTHy 19, gt bLoP Be B HEP eBsIh Second

command i nNe};ugR %Jb%e s8Nk T L Caldy @l Nis0r [Tt fdgﬁt'ﬁ&ﬂwnr Qe at B8
identification ihformation acquiring processor 4°50 as to make the ot her

| C card exaguind pocessr Ny, a idahhhexdopatadd ptdcagisfi4st er colbmbhansnits the

second conmand to
transmitter 46 and an identification information transmitter 47.

[0038] The receiver 40 receives a first command transmitted from an

external device.

[0039] The determining processor 41 determines whether or not the first
command is a switching request command to request switching from a
passive mode to an active mode.

{0040] The switching processor 42 switches oneself from a passive mode

to an active mode when the first command is the switching request

command.

[0041) The identification information acquiring processor 44 acquires
| identification information of other IC card existing in a communicable range

of the external device from the switching request command.

[0042] The command generating processor 45 generates a second

comménd including the identification information acquired by the

identification information acquiring processor 44 so as to make the other IC

card execute processing.

f0043] The command transmitter 46 transmits the second command to

the other IC card.

[0044] The memory 43 stores the identification information.

[0045] The identification information transmitter 47 transmits the

10



:the other 1C card. [0044] The nenory 43 stores the i dentification
Jd.nformation_ [0045] The identification information transmtter 47 transmts
_.the “i'dentification information stored in the menory 43 to the external

devi ce when onesel f

is swtched fromthe passive node to the active .node by

t.he switching processor 42. [0046]1n addition, each of the IC cards 10, 20,
30 which perforns as a reader/witer has, as is functional configuration,
an i ni tialjLeSRORREA AGAHIAtLA%tHAGRSER mefhorR 436le@l NG 0QesROr 51, a

swi tchi ng request command generating processor 52, an identification

i nf or mat i omhaddherglfis ewtishat b, tlenphsaiver andertd tloy a&idve NOQIBY The i niti al
response acquiring processor 50 transmts an initial response request
tohaseprpessstrdd-i al responses including identification

conmand,
i nformati
conmuni ca

JPath

| C.cards. froma plurality of the I1C cards within the
ang&® aﬁg’é’ﬁéc??%‘i"{)ﬁhe[ §Ha: €8 %ﬂ:i’"ﬂ“ﬂfg‘ HEEESH2 51 sel ect s

an | C car dth e £ 0BTV Gl ANAS AU 8 | Dkl RaRONSe.

[ 0049] The sw tching redquest coman

generating processor

acquiring processor 50, a selecting processor 51, a switching request

command generating processor 52, an identification information adding

processor 53, and a transmitter 54.

[0047]

The initial response acquiring processor 50 transmits an initial

response request command, and receives initial responses including

identification information of IC cards from a plurality of the IC cards within

the communicable range, respectively.

[0048]

The selecting processor 51 selects an IC card within the

communicable range using the initial response.

(0049)

The switching request command generating processor 62 52

generates a switching request command to request switching the IC card

selected by the selecting processor 51 from the passive mode to the active

mode,

[0050]

The identification information adding processor 53 adds the

identifieation information of the IC card within the communicable range to

the switching request command.

foos1]

The transmitter 54 transmits the switching request command

including the identification information of the IC card within the

communicable range to the IC card selected by the selecting processor 51.

[0052]

The IC card of the active mode can make the other IC card of the

passive mode execute command processing. Here, an example in which the

11



.generates a switching request comand to request switching the IC card

,selected by the selecting processor 51 fromthe passive node to the active
‘mode’ '[ 0050] The identification informtion adding processor 53 adds the

“identification information of the IC card within the conmunicable range to
t.he switching request command. [0051] The transmtter 54 transmts the

'swi tchi ng request command including the identification information of the

| C card witthidrdt10as GOSN EARbae, aad3Be 10 chhE20 end 361G ehdcItestely t he
sel ecting processor 51. [0052] The IC card of the active node can nake the

ot her | C cpasdiveimddesvifdegleseribmide execut e conmand processing. Here, an
exanple in _which the 1Ccard 10 is in an acti_ve'égoge and the | C card 20
and the | d08a8ld 3dimrdshovspmeramplngiEhapTacesmetaddhe Bedard bogbpri g. 3

shows an l, €40 tt&e roc i nas. of..the |1 (rfg ({1 IF rd 20 and
the 1C carelg?%fi “Ionanéiat ?tlleé:ﬁfglgéf t ea%rl%é%ﬁf‘ te?‘r'gge | Ir’ré%??&_lﬁlgn_’éggard 10, the
I C card 20icandyd @, | heCBE a3l P& The O aGtd 655 PPN ESRALUMRsDY the

bl ock format prescribed by SO 1ECL4443. Fig. 3 déscribes swtching

pr ocessi NGeoliininkicatiord be the Wedkd fokthac haagetbellr MISOAESOHLAR Rige3t o t he
passi ve node, and the IC card 20 changes fromthe active node to the

passi ve nodpscripsosuwfching egpasssing i vereh dbe 1ICseaad Hhehanes iferm ¢bet i ng
processi ng::u:tive mode to the passive mode, and the IC card 20 changes from the active
mode to the passive mode.

[0054] To begin with, anticollision and initial setting processing
performed first in the processing will be described (step S10).

[0055] The IC card 10 that is in the active mode transmits an initial
response request command to the IC card 20 and the IC card 30. The
initial response request command has a parameter indicating that the
command is an initial response request command, a parameter for
specifying the application field, a parameter indicating attribute
information such as the kind of the command and a method of anticollision,
a parameter indicating the number of slots of the anticollision, and a eyclic
redundancy check code, for example.

[0056] The IC card 10 repeatedly transmits the generated initial

response request command to a communicable range in space by the

resonator 24. In addition, the IC card 10 supplies carrier wave to the
communicable range.

[0057]  When the IC card 20 and the IC card 30 enter into the
communicable range of the IC card 10, they are activated by the carrier

wave from the IC card 10 and become in an idle state. That is, the IC card
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-perfornmed first in the processing will be described (step S10). [0055] The
VI.C‘ card 10 that is in the active node transmts an initial response request
. orfmand to the IC card 20 and the I C card 30. The initial response request
‘command has a paraneter indicating that the command is an initial response
request command, a paraneter for specifying the application field, a
‘paraneter indicating attribute information such as the kind of the command
and a met hogls@fplRBELE Blrries waRe t@LIRATCEERIEI0 AldiAtd Addtdeewinabge of slots
of the anticollision, and a cyclic redundancy check code, for exanple.
[ 0056] The ¢ommanidalle rangeat bdlajditicanghiet EC ched @énenditthe Ithicardal30r esponse
request command to a communi cabl e range in space by the resonator 24. In
addi ti on, Xegeive thelyigalmgsranspreassicepmmanrdywave to t he conmuni cabl e range.

[ 0057] When | C,gargd, 20 a@th | C car 0 enter into the co ni cabl e
ange of RESRC cA it Sarhlf il ng 06T iR B e P LB £ om the | C
card 10 and paceNBqidi Bmhdhg SBRtRs lfdls b 1¢ B! upplies the
carrier vvavgpto th% | C card 20 aﬁd the IC E:ar dé g% va%t%ﬁ%ehlgl%g%mni cabl e
range. | n swdedpettively FecoghlZeCiliedvalQesnndl viakious Gagandtedd of aheiiitidihe initi al
response request command. [0058] The I C card 20 and the I C card 30 anal yze

t he recei vieaPInserpaiest expoand r’BeplscandothantitheBy canfl S0resnestivelne | C card

20 and the I C card 30 respectivyely recqgnize the val ues of various

par anet er se"(‘ifutfh%leiffﬁ"f‘?sé’ir’;@éﬁ%ﬁget e‘Eﬁiggﬁc’ ERAESFAsRiTeh PAERIREEEF- 20 and t he
|C card 3 [ i %@51% J l.yes of the
recogni zegr}%)eggggrf%?er s.%ﬁéqﬁé&g%?g%%&%gﬁﬁﬁﬁggﬁe cagsdggbéb grr%?at?e initial

responses tas in@s410ASEsnseOrclyigsti Mintth@hd 18 SRAHSIANES G the PFHRBSNE N
accordance with the processing results, respectively.
results, respectively,

[0059] The initial response includes a parameter indicating that the
response is a response fto the initial response request command, a pseudo
peculiar IC card identifier, application data, protocol information, and a
cyclic redundancy check code. The application data indicates what
applications are written in the IC card 20 and the IC card 30. The protocol
information indicates the protocol which the IC card 20 and the IC card 30
support,

[0060] Having received the initial response request command, the IC
card 20 and the IC card 30 generate initial responses including the
information as described above. In addition, the protocol information
includes information (communication speed information) indicating
communication speed which the IC card 20 and the IC card 30 support.
Furthermore, the protocol information includes a maximum frame length, a
protocol type, a frame waiting time coefﬁcienf, application datsa encoding

and a frame option, and so on.
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.[]0059] The initial response includes a paranmeter indicating that the
Jesponse is a response to the initial response request command, a pseudo
peculiar I'C card identifier, application data, protocol information, and a
" cyclic redundancy check code. The application data indicates what
applications are witten in the IC card 20 and the I1C card 30. The protocol
‘information indicates the protocol which the IC card 20 and the IC card 30
support. [[@068] HaviHaOmbkSGRIN Tehrhd) Gorlglh lih@ca fef SPRARAN LAMESE 160ARBNd, the 1C
card 20 and the 1C card 30 generate initial responses including the

i nf or mat i owhieh the st caxrdd2(abod ehe II6 @atdi 30 om rédeévepr Ghequbtdeslf yprat | on
includes information (comunication speed i nformation) indicating

comuni catingdisatgsearaipiot byrehwhicls thad§ cadAddand ghe XE eandd3Beurnephor t .

Furt her nor he pratocol infarmation.includes.a naxi fr |l ength, a
ot ocol ¢ P traReR B TRS FHYIOPH A £ PR D BedAP O Bt e encod ng
and a frarng (fRlhRm S : . umﬁi : kndi cates a
maxi num f rar%e I engt%ﬂﬁ\rfﬁi c%ntgkrl:ned?%gggt%uggl an )'?Ilz%{ens%{cll&ggrd Sgﬁ{:‘gﬁ receive.
The pr ot ocakd 29 padithe 1€ ahris3ttod timeoohed Vel Wird 20t 416l dhe ICasagd 30 and the | C

card 30 support. The frane waiting tinme coefficient indicates a maxi num
time fromstie thasesprnsehelloapplivation dataremcoding uudingtes etype mfethe)
transmtted fromthe, | d 20_and .t he ca 30 to a tine when the IC
card 20 ar?d‘c?‘;'l'@gl‘@lﬁ]értgegg{ a1 20 opd {%s#fgﬁé L SQ1awRBH i e #maa a

encodi ng ihdi f ' ' nd the IC
card 30 su"%gfé’sr:‘? F%ﬁgsﬁ%ﬁ&ﬁ%@nﬁﬁﬁc%&\éﬁuﬁﬁgﬂ %'é@(%p%gl(ragézo and t he
| C card 3GiddupdNAD® sAcderdddéarer(CAD),, or a card identifier (CI D).

[ 0062] The I C card 20 and the IC card 30 transmt the generated initial
responses [0@62lhe ThedCahrd 88 poddbe 1€ qaed 80 domsmititheoganieeateCinigiall 10. | n

addition, the IC card 20 and the 1C card 30 tr(gns ) t ?L_:he initial responses
to the | CTESRORSADY Fheopifia) respopseqieugst comypand, to %‘35 trd 19 of% presented
by the initi r r e C@%ﬁ 0063] Havi n eceived the initial
response raéi((:]lﬁckaos?f @%@%&,ﬁgﬁ%ﬁh@f t e‘Ia |d38 L[églrlsdn%gﬁ %Hﬁaf’%ree%mflsg%;‘% 30
transmt the ICRaPONE6Sn RAKENSIoE BBt 6D phlalitP of IR d16tsGRESNLEE bPehd hat the
initial response does not collide with the initial response fromthe other
| C card. Bytishrespresnsguedieom@agwl d 10 can acquire the CID of each IC card
included in the initial response. _[t_00641Havi ng received the initial
response 0063l e i Having rele@g%ﬁg% initial response request command, each of

the IC card 20 and the IC card 30 transmit the response having the own
CID to the IC card 10, so that the initial response does not collide with the
initial response from the other IC card. By this means, the IC card 10 can
acquire the CID of each IC card included in the initial response.

[0064] Having received the initial response to the initial response
request command, the IC card 10 analyzes the received response. By this
means, the IC card 10 recognizes that the IC card 20 and the IC card 30
exist in the own communicable range. The IC card 10 selects an IC card to
be processed. In addition, here, it is assumed that the IC card 20 is

selected as an object to be processed.
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.-request command, the 1 C card 10 anal yzes the received response. By this
Jrans, the 1C card 10 recognizes that the 1C card 20 and the I C card 30
.exi‘st 'in the own comuni cable range. The IC card 10 selects an IC card to
" be processed. In addition, here, it is assuned that the IC card 20 is
selected as an object to be processed. [0065]In addition, the IC card 10
‘confirnms the comruni cation speed information included in the initial
response, Rydsr €CagN Fl8ad, NheCRMIMY ¢@tdARrRPERE WInthilaicupRagt ed by the
IC card 20. In addition, the I1C card 10 generates a sel ection command

havi ng i nf gférmtdtion i mdivdadi ig aheonmtial catdponsspead Wecedhitas Rt by the IC
card 20, and identification information for. identifying the 1C card 20. The
i denti fi catdnununishBemapéednwhichascapgontdd i theelC ¢@dH0. floradditaorpl e. The 1 C

card 10 tran ts.the selection command to the | C card,. 20. [0066] Havi n
recei ved tﬁ@?eqaé@ﬂp@ﬁn%rarﬁ%%ﬁl@ﬁa cprmandhasing ipfprpyation ngc@&g{ i on ’

command. B i S, : 20 T, nj t i i on speed
and the. i qbsPRETlBARE sreRf sinf Gty (RERONEE D, AR JREMIRER °Car i 10
and i ncl udggbrnihtidncfos edeeinyiap taomueadd 20 0a6Llidhaifdatioaridfodagenpar es the
recogni zed identification information and the identification information
whi ch onesiel 4 daad idasptefiert (C8]).c Birneiadeplpi t Khealsh catchdp, trahenitCtbar d 20
performnms the subsequent processing. In this case, the IC card 20 sets the
comuni catéieg’r?“%é%'é'-nﬂ’é'é‘it@ﬁ}é‘i gﬁcwg%%e sel ection command to the onesel f.

Speci fi cal t he . or i > eftl i nformation
i ndi cati ngl{0 %Sﬁ%] coan%ﬁﬁggaﬁ%le%%dZ%%S%E%gog%ég&’b@gtlﬁggggIzz)ceﬁail)’ﬁ Command in a
prescri bedhgeaREor2tS@mdRd! NByRONL 2fe s, LR NONMO 330 hEcoBBRIZRY ¥he8, tOo

t hereby set the conmmunication speed. The IC card 20 perfornms the reception
of the comwancumingtidrhesperdnanisshenidehtificetiores pdoseation aghichdamee wi th t he
comuni catj on speed indi cated by the conmuni cation speed setting

i nf or mat i msmﬁ)@cbx thetlfecaphif and gpeluded wghe sPlaeiioncorpmaryd. 28

[0067] The IC card 20 compares the recognized identification

information and the identification information which oneself has. When
they coincide with each other, the IC card 20 performs the subsequent
processing. In this case, the IC card 20 sets the communication speed
designated by the selection command to the oneself. Specifically, the IC
card 20 stores communication speed setting information indicating the
communication speed designated by the selection command in a prescribed
memory area on the RAM 27 or the nonvolatile memory 28, to thereby set
the communication speed. The IC card 20 performs the reception of the
command and the transmission of the response in accordance with the
communication speed indicated by the communication speed setting
information stored in the RAM 27 or the nonvolatile memory 28.

foos68] In addition, when the acquired identification information does

not coincide with the identification information which oneself has, the IC
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J0068]In addition, when the acquired identification informtion does not
$,oi ncide with the identification information which oneself has, the IC
€ard 20 finishes the processing. [0069] Wen the setting of the
" communi cati on speed has been finished, the IC card 20 generates a response
to the selection command, and transmts the generated response to the IC
‘card 10. In addition, in this case, the IC card 20 transmts the response

in a stat ecaird 20Mingdhet lee procering. 10 can anal yze at a standard conmuni cation
speed to the 1 C card 10. After having transmtted the response to the

sel ecti on [086%and WharetheGestang oD thercopeiyveisation speasoharabrgn fmishad ansmits a
response to t i n accordance with the conmuni cati on speed set by

t he above- sifi%ggn%?%é‘?ﬁt%.a EOWPOEE thh seleetion  pmypartcaf¥es t he
response tt?a:’iJL%ﬁ?ﬂf%ﬁ%ﬁte@%&%e ttoflg-;fel thhg 140 lgmng%&iﬁgﬁ, ihg,;L esponse, to

t hereby recogni ze t e selection C car as nornmally been

conpl et ed.cab 186 1CNasd 20 Reads@itathd rdSpdrsanam dtatd HewBRATBAACARAEd r ecei ves
the response at the comruni cation speed set in the IC card 20. [0071] By the
above- descil dsachnalyrees 2i signdaxd commmmicaidinmpeet amtlel 10 eard d0abAftshed bet ween
the 1C card 10 and the |IC card 20. After.this, the I.C card 20 can execute
vari ous cOATHHOt RS Hysrosbiss tofhe selsatigm aoerandntie Kdc#idof t he 1 C card

10. [0072] Ngxté theewl %:ocaraddlo rtggsq‘ilittss aarecsoggims%engo %oe gake the.l C card 20
execut e t HE*PFEcqsEnGTEYED 81T) T RaVi'hd teteiVe B COBMARAU™ the | C card
20 anal yzggcdrigndLGatlY alle CAIROTicatibs ddec@atdd B rLGBLRSAdP/L&PMMEN
processi ng based on the anal yzed command, and generates a response. The IC

card 20 t ranessing. t he generated response to the IC card
[0070] When the IC card 10 receives the response to the selection
command, the IC card 10 analyzes the response, to thereby recognize that
the selection of the IC card 20 has normally been completed. After this, the
IC card 10 transmits the command and receives the response at the
communication speed set in the IC card 20.
[0071] By the above-described processing, a communication channel is
established between the IC card 10 and the IC card 20. After this, the IC
card 20 can execute various command processings based on a command
transmitted from the IC card 10.
(0072} Next, the IC card 10 transmits a command to make the IC card
20 execute the processing (step S11). Having received the command, fhe I.C
card 20 analyzes the received command. The IC card 20 executes the
command processing based on the analyzed command, and generates a
response. The IC card 20 transmits the generated response to the IC card
10 (step S12).
[0073] In addition, the IC card 10 and the IC card 20 perform
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10 (step SI2). [0073]In addition, the I1C card 10 and the IC card 20 perform
Lomand/ response by transmitting and receiving a frame of a prescribed
fornat Herei nafter, the command and response which are transmtted and
recei ved between the IC card 10 and the I C card 20 will be described.

[[0074] The 1 C card 10 and the IIC card 20 transmt and receive data of a
‘frame in accordance with the comunication format prescribed by

| SO | ECL4443, BRI E5BHRY &&&é@éﬂ%&l&%éwﬁ,% @figm%%%mlbeﬁl ock

transm ssi on systens, suc as an l'ock (Information ock), an R-bl ock

(Recei ve rpagyt.bl Hedenafen, thdkoakahIuped \tegdnge B0k )ararteamimeisedi bed.
[0075] The |-block, R-block, and S-block have different roles, respectively.
The I - bl octkad Eeceivedbetmechdhe 1€ arehiQ %llldqghq 13 enreeh20i widl hestedcribedan appl i cation

| The, | - b| f dat d t t
L6h561 Tho lR0ERher The T St 1o tamel e T o o i oein s BA KA AR PEAL o a

ti d T d
o R ARy [BRAC e fBRSED R, TRLASR (AT 700 o0
is requestm)/mmmmtmnexd,hﬁleRnbusohE(d\mu@I@s W SRS 4t bIRRS M ssi on of

the received command is requested. [0077] The S-block is a format so as to
exchange ctoansmoissionfsysteats, cuchesweed ok (Igfararadiontblasil, aheR-blockard 30. The

S-block is_used as an C%(s)enm on r quest of a processing tjme, an
i nstruct i d¥fepeBe Baadybjock), ang¥Blogh Gepersiogrst bothn a3e RrasPBRdd.

[0075] The I-block, R-block, and S-block have different roles,
respectively. The I-block is a format for transmitting information used in
an application layer. The I-block is used for usual reading data and writing
data.

[0076) The R-block is a format for transmitting an acknowledgement or
a negative acknowledgement. There are kinds such as an R-block (ACK)
and an R-block (NAC) in the R-block. The R-block (ACK) is used when a
next command is requested. In addition, the R-block (NAK) is used when
retransmission of the received command is requested.

[0077] The S-block is a format so as to exchange control information
between the IC card 20 and the IC card 30. The S-block is used as an
extension request of a processing time, an instruction (Deselect) to make an
IC card to be deactivated.

[0078] Fig. 4 shows an example of a block format. A frame conforming
to the block format prescribed by ISO/IEC14443 has fields such as a
prologue field, an information field, and an epilogue field, and so on. All of
the I-block, the R-block, and the S-block conform to the block format shown

in Fig. 4,
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.[0078)Fig. 4 shows an exanple of a block format. A frame conformng to the
Llock format prescribed by | SO | EC14443 has fields such as a prol ogue
_,fie‘la,‘ an information field, and an epilogue field, and so on. Al of the
| - bl ock, the R-block, and the S-block conformto the block format shown in
‘Fig. 4. [0079] The prol ogue field has data such as a Protocol Control Byte
‘(PCB), a Card IDentifier (CID), and a Node Address (NAD). 10080] The PCB

that is a[poT8]ocothepididzab floyd BaLdita R Sk Proftkelr Caiti Byte@esBary for data
transm ssion control to a device of the other party (external device). For
exanpl e, tah@addBensidier (FIE) nand oNodediddaess{yAMet her this frane is the

| - bl ock, the R-block, or the S-block. [0081] The CID that is a card

i dent i fi ed0980]dat Ahe HChsthas iyagmeiestieontrol bytesfed rangseit jafsweatien. Each of

the 1C cards 10 and 20 stores.a.ClD th f in the M 27 or_the

nonvol at i I"§ “FERGr 3°r2§.am'l'hreanlsemcséornd c&’btr? ng g deyige 3f W Pé’éa ' RHY acquires
the CID fromife §&iGar d 20 bfahfie, ithe! PAB 385! idteem A lifdicaigy 10 sets the
CID of the IC card 20 to be processed in the CID of the prol ogue field.

[ 0082] Whenrwlidiker tRicfasle 20tHedcidosle sha Reloloeig e thevBidilockhe val ue of the CI D of

t he prol o?ue field coincides wth the value of the own CID, the |IC card 20
execut es P81y ocEBeiCAR thak tsea prnddidantifier isdatn se asve designaigin IC The NAD

Egﬁ}[,‘ el:ts i gﬁgxgc{j & géj grroecgsssetii.s lgg'cthaofr he I%Ogasrtdg Listalnr&gZdj !stfo;eesrae @IDltggli‘e%? |
in the RAM 27 or the nonvolatile memory 28. The IC card 10 that is in an
active mode acquires the CID from the IC card 20 in the initial setting.
The IC card 10 sets the CID of the IC card 20 to be processed in the CID of
the prologue field.

{0082] When the IC card 20 receives a command, when the value of the
CID of the prologue field coincides with the value of the own CID, the IC
card 20 executes the processing corresponding to the received command.
The NAD that is a node address is data for constructing different
logical connection. -
[0083] The information field is provided with Information (INF) having.
a data body of a command, application data, or status information, for
example. The IC card 20 executes various processings in accordance with
the data stored in the information field. In addition, the information field
may be omitted.
[0084] The epilogue field is provided with an error detecting code, such
as a CRC (Cyclic Redundancy Check), so as to make the IC card 20 at a

receiving side detect a communication error. The error detecting code is a.

value which is calculated based on the data of the epilogue field and the

18



-[0083]The information field is provided with Information (INF) having a
body of a command, application data, or status information, for

exanple The I C card 20 executes vari ous processings in accordance with the

"‘data stored in the information field. In addition, the information field

y be onmitted. [0084] The epilogue field is provided with an error

'det ecting code, such as a CRC (Cyclic Redundancy Check), so as to make the

| C card 20in@drotio@CREIMI NTHhS | 1491 SfHAE tis AnCAEIYMNHRL hdde &dahOfetedN8 €5 T OF
detecting code is a , value which is cal cul ated based on the data of the

epi | ogue f qosinglurapatidrh @rrarnbagedabn othef datad in Tthe emligne fidlat and tha t he
passive mode can detect a communication error based on the data in the
epi | ogue firformaiing ﬂe%apﬁftb? REFOT deteeting godeand the error det ecti ng code.

[ 0085] Af t Vi n bl i sh nuni cat i ann t e IC card
20 by t hee@?%a g"P’é ke g%’ lstﬁﬁd af°‘1’§minh°"? CRRPRSSe 1\#5&12‘3 E@ner ates a
conmmand, t r 0 e the
proce55| ng@%b?%g%ﬁ%gﬁgr%ﬁzgﬂgt@@%&g g%{%gitiﬁﬁllén%{sggl I??%ng%ﬁﬁg%c card 10
transmits d denmaondend ®insnhies theloatmkad dtd haké he P R0 x0@61tHavi ng

received the command, the IC card 20 anal yzes the received conmand. The IC
card 20 exsecssanstnshe dGeardi2dr brabeistrp B ednmqldztm ahal§zedl tdrmand, and

t The | 2 t ed t
Thecl o Catrppy e ramiind Grbe T PIR s R T eams | Ceart 20 tr anoni e the
r esponse C[éoéd}e | 3B xd i ol CobAE O thw&%p@% ablfeL.Coard 10 that

is in the active node gener ates a swtch |ng request co t o request

swi t chi ng rb&fivede Borh@ndct Mhe TOARArAMD eheupas she/ o d grdcb&ind card t hat
is in the passive node (step 813). In addition, the I1C card 10 adds the CI D

of other [b@seshorthg atrmlweﬁmemmmnn@abh@'ateamgesmaeh hhe [Geard %{bqw red in

the initi set.ti to the switchin st comrand(step S14 The 1 C
card 10 t?%fﬂlﬁs E h%enﬁﬁ“teékﬁeﬁﬁoqsﬁ(fgéi‘leq’ggh%w YEde AR By tHe step S14

to the | Caﬁ&ft%n,zale(ﬁf gﬂd%@ransmlts the response of the I-block to the IC card
10.

[0087] Next, the IC card 10 that is in the active mode generates a
switching request command to request switching between the active mode
and the passive mode to the IC card that is in the passive mode (step S13).
In addition, the IC card 10 adds the CID of other IC card within the
communicable range which has been acquired in the initial setting to the
switching request command (step S14). The IC card 10 transmits the
switching request command generated by the step S14 to the IC card 20
(step S15).

[0088] Here, the switching request command which is generated by the
step S13 and the step S14 will be described. The IC card 10 transmits the
switching request command to the IC card 20 under a prescribed condition.

For example, when the IC card 10 or the IC card 20 judges that switching
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.[ 0088] Here, the switching request command which is generated by the step
813 .and the step S14 will be described. The 1C card 10 transmts
:SW't chii ng request conmmand to the | C card 20 under a prescribed condition.
" ‘For exanple, when the I1C card 10 or the IC card 20 judges that switching
bet ween the active npde and the passive nbde is necessary on the processing

Y

inthe |IC card 20, - Cé
to the | CgakderGhel Be@ddiddRRNandhal thesilE ©odd 40nidk

previously set command to the 1C card 20, the IC card 10 next tr
SW t chi ng precpsesily iaahadQdatd20,lthe [C card U0 2thnsiis the seatcHinkGetjt@asm t s t he

swi t chi ng

request comrand in either block format of the I-block

t he

the 1C card 10 transmts the switching request command

aey &5 thbe

ansmts the

or the

S-bl ock t cropHeandtacthed Cxgrd RBO S| qusitien.anisirethetlfecard 10 srapsmitsgdaer at es t he

swi t chi ng
and the p
| - bl ock f
field, an

EPORSy saECTRRAR b R SR Pt R Rnca® LARERE e
%ﬂfémng Q&g%kg Pﬁ%@ﬁ% Qhe thecz{ra bpc .hief‘l(?)&af_lﬂéi féﬁ&am[hﬁs

I ntornmat | , and an eplrliogue 11 e e swtchin

active node
de by the
a prol ogue
g request

command of thk hevitchblOfdque st @ddeghd & EfiRer Plotk faMiAnIithelBlek o2 thormand of a

normal fo

rmat. That is, in this case, it is indicated that the c

ommand i s a

swi t chi ng Fblpakse thedheard 20y a cl ass byte (CLA) and an instruction byte

(I'NS) of
IC card 1

the co nd added tq t information field. [QQ91]In ad
do%és %@ﬁthﬁp@gﬁ»i @’ﬁ PQ?FBF i BIPESRIeE Heot IpE redyast

dition, the
within the

tification information 1s a car

d 10 _ f 01 Biegh eSOt PE B wi thin
communt cabl, gL A0S M dobag, DSARBEAEGLA Nub Nl ol 88 (hg9 1O the

swi tching

i dentifi erpa&hv®modeofo ®xaitpbaerd F0OthaaXa MRl the pJalsivé Gaierd, 4 BBESk t he Cl D

acquired

fromthe ICcard 30 inthe initial setting to the switc

hi ng

request cdommaid in the information field of the I-block. The IC card 10
the_sw t chi ng re%uest command including the CID of the other IC

transmts
card with
card 10 c

ilA03%e cdbmirrmam _ _ _
alIQfO%%.Flo}l %%ld, gnﬁ%ﬁmdep%ggw ﬁglﬁ : ﬁ"hg gwﬁ%h&x‘é“r%&@e%g command of

the I-block is added to the information field of a command of a normal
format. That is, in this case, it is indicated that the command is a
switching request command by a class byte (CLA) and an instruction byte
(INS) of the command added to the information field.

[0091] In addition, the IC card 10 adds identification information of the
other IC card within the communicable range which has been acquired in
the initial setting to the switching request command. The identification
information is a card identifier (CID), for example. For example, the IC
card 10 adds the CID acquired from the IC card 30 in the initial setting to
the switching request command in the information field of the I-block. The
IC card 10 transmits the switching request command including the CID of
the other IC card within the communicable range to the IC card 20. By

this means, the IC card 10 can make the IC card 20 which is to be switched
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.to the active node recognize the CID of the other 1C card within the
;comuni cabl e range. [0092] For exanpl e, when one IC card 30 exists in
“addition to the 1C card 20 sel ect ed by the IC card 10 within the
’connunlcable range of the IC card 10, the I1C card. 10 adds the CID of the
LC card 30 that is not selected to the lower 4 bits of the information
‘field. In addition, when two IC cards exist in addition to the IC card 20

sel ected Q¥ flealibo fldte M Bud RATF OTH! GARL qc! BRESwRhi N © card 10,

the IC ca a plurality o car s {hat are not

sel ect ed t@ninh@nitsDBraskebi ts of the information field. Simlarly, when IC
cards that are not selected further exist, the IC card 10 can add CIDs of a
plurality [0092]he [FGr eaaxiplet Imdtenaqsre Hdtcask B obads tio addgidmtotieaiCon fi el d.

[0093] Fig. 5 shows an exanpl e a PCB of a switching request command of
the S bl ocRrd B S%Jda'ietiub@rﬁhetlﬁecaptézo |“§t}§nﬁ|“6t06’€&}“né‘iﬁ’?ﬂ-er Eﬁngsﬁ &he 16 addition,

2 frame ol o SPIP kel S0 BABY hISH Pt e REDUOBKALOLTRE SO b Fio. 4

and is pro@f roI ogue f

epi | ogue fihehved @Q&é] me REBrRfatbh Sici Fﬁhb&wtlbﬁ,qwﬁ& twOMeRRaf the
S-block is data of one byte, and has a first bit bl to an eighth bit b8.

[ 0095] The ezt dndadddition 2o ahel I€Chard [20rcklditéd by the dCpesadcl( éthivaheles. The
fourth bit b4 indicates the presence or absence of the CID. [0096] The fifth
bit b5 andomﬁél@iﬁﬁ)&l% riypge @festhsrf&/\pwdelmethetlﬁﬁ @réd&mhiﬁ the GIBATOE 4 Wai ti ng

Ti Xt , t | C d 20
fo be ooty o the T ARRE 4REe 2 LOP ARG onBe TP 8IS of ! © po”

i ndicate GHR ALASEMHefa OrSitRBARC &1L 1dCamid dhabiand nB@gél@&Ed farther
exist, the IC card 10 can add CIDs of a plurality of the IC cards that are not
selected to the information field.

[0093] Fig. 5 shows an example of é PCB of a switching request
command of the S-block. In addition, the PCB is a protocol control byte.
In addition, a frame of the S-block is provided with the block format shown
in Fig. 4, and is provided with a prologue field, an information field, and an
epilogue field.

[0094] The PCB of the switching request command of the S-block is data
of one byte, and has a first bit b1 to an eighth bit b8.

{0095] The second bit b2 and the third bit b3 are prescribed values.
The fourth bit b4 indicates the presence or absence of the CID.

[0096] The fifth bit b5 and the sixth bit b6 show whether this command
is a WTX (Waiting Time eXtension), or an instruction (Deselect) so as to
make the IC card 20 to be deactivated. In addition, the fifth bit b5 and the
sixth bit b6 indicate the presence or absence of the switching request.

[0097] That is, when the fifth bit b5 and the sixth bit b6 are “00,” it is
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L0097] That is, when the fifth bit b5 and the sixth bit b6 are-"'OO," it is
indicated that the frame including this PCB is a Deselect. In addition,
fhehi*the fifth bit b5 and the sixth bit b6 are "11," it is indicated that

“the franme including this PCBis a WIX. In addition, when the fifth bit b5
and the sixth bit b6 are "10," it is indicated that the franme including
‘this PCB is a swtching request (role exchange request). In addition, when

the fifth Bidicaey apgt bleraitt theRidin®@nfy POBOL a Ddselest.i Ndi £akiG6h t hat the
frame including this PCB has accepted the switching request (role exchange
request). WwheQ3hd fighsay dtitdndbible dixthand dohereeildfitib ibirdidaBed Bigtctdiee t hat t he
frame including this PCB is either of the |I-block, the R-block, or the

S- bl ock. FarmexaeipHing thirePNCBle adVdRt hIniaddt@e, when the fifihcbit hé avdvent h bi t

2 bl ock. ' [GoBTihar bb 6% Sor & imafare AR 1hO Batta HEbalg PR ORIt he rol e of
h i i i i . | C d 10
Lhe.acli VEARAGE A1t REIPABELE HBNLES, 1 LRub eanbigipl b |0 cord 10

seventh bigs hdd @dsikEbie bl «®1,1 ith8 id @catdd thatlihe HdméMAudifigthi@ansmts the
swi tching request conmmand whi ch has been set in this manner to the I1C card

20. [ 0100PCH halsiascepaeskthiecwitching teQuestr(told @xchaage réme@)D of the | C card
within the cogmmi cabl e range whi ch _has been acquired in the initial
S

setting toOPRY swiTtherfienepthetitibd enddhensighthint b mdirate thetthe framgr g 10 adds
etting tothe e o P (
{he 1 e APl RS AL BLOPRDE ACKRRh 30 D stligpd kel setLing

swi t chi ng &@aHAs twETTRNGhOE bidiang Ghreatd BhotedeReh Bither icarditwit hin the
comuni cabl e range to the 1C card 20. By this neans, the IC card 10 can
make the ligdzated @t theafiranas 1ddudieg shistREB ¢ the S-bleclact i ve node recogni ze the
CID of the other 1C card within the comruni cable range. [010] The IC card

20 recei vd0?¥e aldabidcshen thedl GoandcHe inptrustuexitching thameletdfdheni tt ed by
the step Sl

" ving received the co d,the éé: a;ngZO | yzes the PCB
of the T elbTYECESAIBRGS PRSI ET g RHEACCAE! EOriere FRaTEbr ock. t he
| C card 2QnanlyBRS5l0R thesBhAR: B6of 1! BB 19 “1drehePY @G AUELRatie SW t ching
request command. In addition, the IC card 20 can acquire the CID of the
ot her | C ddt b7 ahdehd &ghtdrlsdt BOto f1I.” eXhePC edrdi (f fransrhite tisoswietiingbl e range
of the I1C card 10, which has been added into the sw tching request conmand.

request command which has been set in this manner to the IC card 20. :
[0100] In this case too, the IC card 10 adds the CID of the IC card within
the communicable range which has been acquired in the initial setting to
the switching request command. For example, the IC card 10 adds the CID
which has been acquired from the IC card 30 in the initial setting into the
information field of the S-block. The IC card 10 transmits the switching
request command including the CID of the other card within the
communicable range to the IC card 20. By this means, the IC card 10 can
make the IC card 20 that is to be switched to the active mode recognize the

CID of the other IC card within the communicable range.

[010]The IC card 20 receives the above-described switching request
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.[0102] I n addition, when the conmand is the S-block, the I1C card 20 anal yzes
Ahe PCB, to thereby recognize that the received command is the swtching
-request conmmand. In addition, the I1C card 20 anal yzes the information
" field, and thereby can acquire the CID of the other IC card (the IC card
30, for exanple) within the comruni cable range of the IC card 10. [0103]
"The I C card 20 generates a response to the switching request command. Wen
t he comMmangniBatdifrabsliieskby thestbfSaar dHAQigenResiat® shcon@bRRd3Be Of t he
| -block. In addition, when the command is the S-block, the IC card 20
gener at es & cadfihsmalpfestthe PFCHhbHtte. recrivad dpmimgmd. t be 2alditwar wbgd adds t he

own CID to_the response gstef‘) 816&; F(ﬁr exanmple, the I1C card 20 adds the
own C D t dhetsemmmetisghe GRlock by [Greard 20 analysps the frmatioafield. 30 t r ansnit s

t he respo to the. swtching. re comr t:0 the.l C.ecan 0,(step S17).
[ 0104] V\he?‘[%ﬁeé)ylaéqgggghiﬁwﬁtﬁgmr"e%g:ﬁg%dm wegyg(\%ii/i tlgha}(ir?gué%d“&ggte c(j:a(g(rinnatnd from
the | C cargh 48, aldifire theCOITH o2 Oné WiHeE €S cdrf AHIPVIC RRAE 36 RFkBBpRASSI ve node
to the active node (step S18.) The IC card 20 which has svmtcﬁed to the
act i ve nodeithanthe camnsmnicableompantticol G bardl 10, ehidh HA leentadded tteard 30. I n
addi tion, since the IC card 20 perforns as the active device after this,

t he | C carthezpitgbingireguesheommend) D. [0105] I n addition, when the 1C card 10

i t t th i.t chi t f the | C d 20,
the 1 C carlfa®andr yoiatie St e Birraafdnds SRRl G Mhalyses « he
i nformati qpahieh dnOPdr) Qo tBERDYSRcodnPzd REItERY lre@éw&?hg,ﬁman&_igti?e of the IC

card 20 that s to be swtched'to tgﬁle active node. In addition, the I1C card
10 sets t haitchtgpgné@edt Chbnamd hdnoadiliGbh) (It ¢0 &1Q) 20 andlyawd théies from t he
active node to the passive node. [0106] For exanple, it is assuned that the
Cl D of thénfogmetipn fipbl, isndabseshy can heq@rothd CIDef tl@ etherIQoaidsthd " and t he
CID of the JC d. 30 is "2".in the initial state. The IC card 20 can
r ecogni zeelphcétr&s{%’efo}" @‘adﬁPla)ZW{kigbﬂ’élcﬁmirgumﬁablﬁi?’%qes"fﬁﬁf i[|¢ ﬁaﬁdﬁ “communi cabl e
range, fr e Si i r , ngqﬁ V4 -Om: ard 10. In
addi tion, C[%deé; th‘g‘h{E g@cg%g %%ﬁgésmg% tc gpd‘{ nt%gq;’to htglga%v{]?{/ﬂéﬁﬁﬁie‘gs he I C card
20 del et esomhean@dvn WldA tHe' conmanl@liid tINI-bWIRNtHeNES bArdC20 dedddatosid ches to the
passive node, the IC card 10 sets, as the own CID, the CID "1" that has
been addedespyushef thesipdnds Teadiditénn, frhem thh com@ agdlrid the S-HlekOhehen t he
role exchg ge between the I1C card 10 and the IC card 20 is con%)I eted in.
thi s manndF,carh&0 gprrrgfes heespensepidhe Fhationda adgition, the ¥y prrgi2G he | C card
20 becones , t Cl.D of ar, 0.becopes, ~2." 108]In this
case. t e MR T b 3B Lo Vhe B rctbe, K8 T6f iy EREGS BRI Bara 30

adds the own CID to the information field of the response. The IC card 20

transmits the response to the switching request command to the IC card 10
(step S17).

[0104] When the IC card 20 has received the switching request
command from the IC card 10, the IC card 20 switches the own mode from
the passive mode to the active mode (step S18.) The IC card 20 which has
switched to the active mode can transmit a command to the IC card 10 or
the IC card 30. In addition, since the IC card 20 performs as the active

device after this, the IC card 20 deletes the own CID.
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-make the 1C card 10 or the 1 C card 30 execute the conmand processing.
A4-0109] For exanple, when the IC card 20 nakes the IC card 30 execute the
.command proocessing, the I C card 20 generates a comrmand designating the CI D
" 1'2," and transmits the command to the IC card 30 (step S20). The IC card
30 conpares the CID designated in the received command with the -,own CID,
‘and executes the command processi ng when they coincide. The IC card 30

transmts fdi@s) esunt adfitibhewbenmBadCpeNdes® irb@ived fhaerckforartd 2@ (step
821). [0110]In addition, for exanple, when the IC card 20 nakes the IC
card. 10 exwitching reguesh sommingdr foemsde g, cade2Q, Ghe dCdc2d Ifemealyzess a command

desi ti the D "1" d i th dto the |C d 10 t
05 9" e P P yebenia 2be SR ]o RS ERR ek BTSN comns
with the o ) C 1 he c n esSin en.they coincide.
The I C car ié&f%lstgf gﬁrs}%e’?yt%ég%éiseuﬁe Wﬁg t@%?ﬁ&m?\a dp?%\(l:t\g%sfsngo %68 the IC

card 20 (siecieddd thd Akl thBdaddh bi@iond O cdria ol etL@eFedf@niansm ts a
command to the IC card 30 in the step S20, it is sonetinmes necessary to

per f or m t h€ID mistthalowseCID fgteh 1M aamd heittl@sciaod tBO aatise tnrele|t€ thar d 30.
Therefore, the IC card 10 may add the initial response received fromthe IC
card 30 i nP#%Eeimede al setting in the step S10, to the switching request

comand i np,t st S15. 0112]..1ln i e.~hhe: )C card can acquire
the initi {108 o Fehmplcy ik porPatd el B %bd‘_’%ﬁ‘e_eﬁ‘?s"ﬂ"ﬁgovhst hin the
comuni cabliehAREE 0P df e 1@ L&A $b k01, " Phk RADSW the hEngyd S6IUES command in
the step S15. The I'C card 20 can performthe initial setting between

onesel f anih theanitlcaatd. 3ThadCngrd R0s:annterogliza BsnahsdC da0d ¥dose addi ti on,

the 1C card 20 generates a sel ection command having information indicating
comuni cat $BhissBeedistenyidhin the samaunicable mmget Homtbe s@itching re@uesand

identifi ti i nf i f .,d i i | C d. T
dent ! 11 carraRethTSPEE B (BF TP EM 1oy FooifiBorcvBE il il fR card
identifierpdQaNenel 16 B dctiveHdledthe IErh SoGRIHLhelfANEM tH» t i Sel ection

command to the | C card 30.
addition, when the IC card 10 switches to the passive mode, the IC card 10

sets, as the own CID, the CID “1” that has been added to the response
received from the IC card 20.

[0107] When the role exchange between the IC card 10 and the IC card
20 is completed in this manner, the CID of the IC card 10 becomes “1,” the
CID of the IC card 20 becomes absent, and the CID of the IC card 30
becomes “2.”

[0108]  In this case, the IC card 20 designates the CID, and thereby can
make the IC card 10 or the IC card 30 execute the command processing.
[0109] For example, when the IC card 20 makes the IC card 30 execute
the command processing, the IC card 20 generates a command designating
the CID “2,” and transmits the command to the IC ca_rd 30 (step S20). The

IC card 30 compares the CID designated in the received command with the

24



[ 0114] Havi ng received the selection command, the I1C card 30 anal yzes the
‘sel‘,é;(;‘t”i on command. By this neans, the I C card 30 recogni zes the

.comyruni cati on speed and the CI D that have been included in the selection

" ‘comand. and designated by the 1 C card 20. [0115] The IC card 30 conpares the
recogii zed CID with the own CID, and perforns subsequent processing when
‘they cbincide. In this case, the 1C card 30 sets the comuni cati on speed

desi gnat edy by dIDE 288! 864ItON tOMTRAARE QroagsabiwhdOdke] Mhemd hehset ting of
t he conmuni cati on speed has been conpleted, the IC card 30 generates a

response tIC tdrd ¥etrexdmivantlzorselndf tlendnimand prdcessietgtedCataed 20esponse to
the 1C card 20. [0117] Havi ng recei ved the response to the selection
command, t&ePIRard 20 anal yzes the response, and thereby recogni zes that

t he sel ect of the J|1C.card 30 has norngl |y, be conpl et e By ,t he
above-desc[lrogggd pﬁ%}caé‘_gé%°ﬁgf°rﬁ%‘8mé’z‘?n¥“3?ﬁ‘g§ﬁ ?obncagﬁ;)ﬁn%gg e{}ﬁggnc%ﬁe | C card
30 and theyd G&atdl@lodtmead BhboShRC! eHenId B £P8Enerhfi€ d forfiltala20 uses the
initial response of the IC card 30 transmtted fromthe IC card 30 to the

| C card 1(ddsigniabi@gshe@IBlIQ, aAd eaimdinigl the dohendd wathd I2Gaednossept en a tine
required for the initial setting between the I1C card 20 and the I C card 30.
That is, t$%2) CTher iComrdnkd cemparrscdhe ¢He desigmptedydricthgorsseiyed require

transm ssion of the.initial sponse request command to the other IC card,
and Tt eceptPBHEaH P Pif pva CIPE B eeCr e  he PRITT PREcsUi BB quest

command f rt%@}'t&%léi’&é‘.erq‘gec €808k hBLIBhEIAT (e kSaulf B e GEHap@ and the 1C

card 30 can transmt and recelive a conmand and a response at t he

communi catgrocessipgad thelC tardtde(step S23).
[0111] In addition, before the IC card 20 transmits a command to the IC
card 30 in the step S20, it is sometimes necessary to perform the initial
setting between the IC card 20 and the IC card 30. Therefore, the IC card
10 may add the initial response received from the IC card 30 in the initial
setting in the step S10, to the switching request command in the step S15.
[0112] In this case, the IC card 20 can acquire the initial response
transmitted from the IC card 30 existing within the communicable range of
the IC card 10, from the switching request command in the step S15. The
IC card 20 can perform the initial setting between oneself and the IC card
30 using this initial response.
[0113] In addition, the IC card 20 generates a selection command having
information indicating communication spéed which 1s made to be set to the
IC card 30, and identification information for identifying the IC card 30.
The identification information for identifying the IC card 30 is the card
identifier (CID) of the IC card 30. The IC card 20 transmits the selection

command to the IC card 30.
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.card 30. That is, the IC card 30 executes various conmand processi ngs
Jased on the command transnmtted fromthe | C card 20. [0119]Fig. 6 shows an
,exaﬁ)l‘e of- a flow of processing of the IC card 20 in"'Fig. 3. The IC card 20
" waits for reception of a command fromthe I1C card 10 (step S31). Having
recei ved the command, the 1 C card 20 anal yzes the received command (step
'S32). By this neans, the I1C card 20 judges whether or not a role exchange
request i s{g19g] udedadifg bhRiveACHL e GONTBRthabdt B [B83drd Fhakalyfes the I C
card 20 judges whether or not the received conmand is a swi tching request
command. [ fhe?26dlMtem téemhadcaBg 20s jmetges théndC tdrd B@cercopmikesorhieand i s t he
swi tching request conmand, the 1 C card 20 recognizes a CID of other IC card
i ncl uded i ePremenivptipe lsperg FrdythesCll} htalavepeapndadyd uTHeg sdlectionhe | C card
20 recognizes the CD of the IC card 3 xi sting in the conmunicabl e range
of the IC %Oé?ﬂaﬁg?nflgiﬁﬁ’]‘aﬁﬁgbV%’%E‘?aabégg‘gener ates a response to the

swi tching. st iﬁggd i 1 : t own CID to
this respo[r?ggfu)_]eThali'fﬂinist?Qétflrk(liezl’dl1 carrgg glge 5%%@?%%@2%%@5@%??% ‘I?lfctf’udi ng the
own Cl D (S&@PpS3boms FielferiairdcedbinklvaR&they dohiQienghahRdeakesipense to the
|C card 10 (step S36). Furthernore, the |IC card 20 switches the own node
fromthe pHsgiayd Ffbdetst the emmuri¢asionp gpeqds degigsgey . by rfhe hsedectione, the I1C
card 20 deletes the o CID. In addition, when the IC card 20 judges in the
step S33 t¥PRMERG I MEEPNed command is not the switching request conmand,

the I C car ex : I i Q i nmmand.
[0122] By t ilggjrreaﬁ@t&ﬁ 8%?6@%;0?33%8&%% Ecaﬁgg bé%%pg%eb\c?e% ?ggr%\gtpeﬁ%fpassi ve
nmode to t hgheatti ¥a-dMBOEgGRBateE COUREFMsk N Chd Rlectibs @ni@and,Cagard existing

in the conmuni cable range. By this nmeans, imrediately after the 1 C card 20
has swi t chizdnémuathegeneaatsid vespoosietothetlRecand 0ve node, the I C

[0117] Having received the response to the selection command, the IC
card 20 analyzes the response, and thereby recognizes that the selection of
the 1IC card 30 has normally been completed. By the above-described
processing, the communication channel between the IC card 30 and the IC
card 20 is established. In this case, the IC card 20 uses the initial response
of the IC card 30 transmitted from the IC card 30 to the IC card 10 in the
step S10. Accordingly, the IC card 20 can shorten a time required for the
initial setting between the IC card 20 and the IC card 30. That is, the IC
card 20 that has become the active mode does not require transmission of
the initial response request command to the other IC card, and reception of
the initial response to the initial response request command from the other
I1C card.

[0118] After this, the IC card 20 and the IC card 30 can transmit and
receive a command and & response at the communication speed set to the IC

card 30. That is, the IC card 30 executes various command processings
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card 20 can transmt a command to the other 1 C card, w thout performng the
_.Lni_';ial setting with the other IC card. In addition, even in the case in
which setting of the communication speed is required, the IC card 20 can
“receive the switching request command including the initial response of the
other 1C card. For this reason, the |IC card 20 can shorten the tine
required for the initial setting to the other IC card. [0123] By this neans,

the | C carphsf ondhe s6RAGLAN Yrandhdithd Hoa tiTg@ge 2br om t he passive node to
the active node. As a result, according to the present enbodinent, it is

possi bl e t®1psvi dég.ahsha®can exanaplpof baldve obpwctssing of theComyd 88d a
reader/witer of an I C card which are provided with higher conveni ence.
[0124] I n atdFig én, The dRotard 28 Wats ifoR Fesgption oh 4t compraand from ¢ I9escri bed

in the above- ri enbodi nents are confiqured in rdware, the
respect i vecafrﬂﬂg)ts(g%ﬁgb%gén q%%“?%ﬁ‘fclekvgg tﬁg i‘Rg T ﬁ%erg‘.sc a:;t@?nsa, Yhe

respecti vetﬂ‘e%eéiw&\%oﬁ,ﬂﬁnﬁe(sfe%a@z%edB?ythﬁ@meaﬁs,aﬂﬁoz@u&ﬁr 20 ﬁ@@%ear ogram
describing the respective functions. 1n addition, each of the functions may
be confi guwheéthBy oBhét 4 Fdlé ekashanet eefuengisantlinded i tlsxofecwimed cansdahdr dwar e.
[0125] Whi | e certai n enbodi nents have been descri bed, these enbodi nents have
been presestardSBY- wAhabfs, cshandst arshRQ juders whethestori petethteteceiyedi nit the
scope of the ntions.lndeed, the novgl enbodi ments descri bed herein may

i nv .
be enbodi _e‘i?nfrﬂa‘é‘?%ﬁ? 'ﬁ}""&?r‘?ﬁuﬁitrcofnd?%,‘ furthernore, various onissions,
substi t uti@Rsgand WwRANGES 16 Ratd 0 jARR LIt NB e BRDAGL IR M@ SE thbed herein

may be made without departing fromthe spirit of the inventions. The
acconpanyi &ygtéhind Fq R8¢l cérigiahd thd I eard 20akeognidesnd €Dt 6f sthseICsuch forns
or nodifications as would fall within the scope and spirit of the

i nvent i onseard WWeNTdedSnChapwitEhing requeish cammia@d deted S- ¢ iThaé i, 6hedC cont act | ess

conmuni cati on C e )
card 20 recognizes the CID of the IC card 30 existing in the communicable

. range of the IC card 10.
[0121] The IC card 20 generates a response to the switching 'reciuest
command. In addition, the IC card 20 adds the own CID to this response.
That is, the IC card 20 generates a response including the own CID (step
S35). The IC card 20 transmits the generated response to the IC card 10
(step S36). Furthermore, the IC card 20 switches the own mode from the
passive mode to the active mode (step S37). In this time, the IC card 20
deletes the own CID. In addition, when the IC card 20 judges in the step
S33 that the received command is not the switching request command, the

+ IC card 20 executes the processing in accordance with the command.
[0122] By this means, the IC card 20 which has switched from the
passive mode to the active mode ¢an recognize the CID of the other IC card
existing in the communicable range. By this means, immediately after the

IC card 20 has switched from the passive mode to the active mode, the IC
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W th an external device, the IC card, conprising! a receiver to receive a
first command transmtted fromthe external device; a determ ni ng
.procéssor to determine whether or not the first command is a switching
“‘request command to request switching a node of the I1C card froma passive
node to an active node; a switching processor to switch the node of
the IC card fromthe passive node to the active node, when the first
comand i Scdrle0ssint ehh&igitrLauesbtng RO dther 1C cardawithdan pésfbx@sihon

i nformati on acquiring processor to acquire identification information of

ot her | C ctredngxilsettmg withathesthemi@ aide dargditofn, ehen axther ek devi ce from
the swi tching request command; . . a, command generatin rocessor to
gener at e aVREBcRHIRS ARERICORRIBHARHER SReed b"eFﬁquf-Iieéafli‘%ﬁCicﬁ\“g? Pon acquired

by the id If1catll )i L -1 110G - ke th
ot her 1 C card eVB iV R A SRR hlNB BSTRRH oERpf% ST Er 1o

transmt tdiResSqCORLACOTIRNGIS edddf, AT khrdL 200can’ sbi@ed GhEakhideaccor di ng
to Claim1, further conprising: a nmenory to stere the identification

I nf or mat i areguand for the initiahsdttiapto thecathenC caddor mati on transmtter to

transmt the identification informatjon stored in the nenory tqQ the
ext ernal d@¥fde winthihmeaptidbolCrawl 2Ecanppopthlssyitehthe T¥dvMcdfe passive

mode to t r-5‘§0na:ict:thieVpeaezsrsrll%(ejem(t)) e ohﬁlesgvti:t&vcehxin% ePTRS %sz%g{tl't, according to the
present embodiment, it is possible to provide an IC card, a portable
electronic device, and a reader/writer of an IC card which are provided with
higher convenience.
[0124] In addition, without being limited to that the functions described
in the above-described embodiments are configured using hardware, the
respective functions can be realized using software. That is, the respective
functions can be realized by making a computer read program describing
the respective functions. In addition, each of the functions may be
configured by arbitrarily selecting either of software and hardware.
[0125]) While certain embodiments have been described, these
embodiments have been presented by way of example only, and are not
intended to limit the scope of the inventions. Indeed, the novel
embodiments described herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing from the
spirit of the inventions. The accompanying claims and their equivalents
are intended to cover such forms or modifications as would fall within the

scope and spirit of the inventions.
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3. The IC card according to Claim2, wherein the identification information
s a card identifier. 4, The | C card according to Claim?2, wherein:
‘when“the node of the IC card is switched fromthe passive node to the
“‘active node by the switching processor, the command generating processor
generates a third command including the identification information
‘transnmitted by the identification information transnmitter so as to nake the

external dgyigLPICCEQED k@ processing; and the command transmitter
transmts the third conmand to the external device. 6.The I C card according

to CGaim1l, confrisingm an IC cardwHich pedinkes hautagetsheommaaicativon t he
determ ni ng gr ocessor, the switching processor, the identification
i nf or mat i omit @é‘ftﬁxﬁqrﬁgf vinee theolC carfecosenmtingl generating processor, and the

command transmtter: ul e | rranged
6.1n a portable eeﬁ%f"? |r8°‘ﬂ7§‘?/?c‘% V\%O"b’ﬁ‘amgﬁad’rsﬁﬁwé%%%bg? n| cation
w th an exjgtlal device, the portable electronic device, conprising: a
receiver to receive a first command transmtted fromthe external device;
a determ ni ng paodessRinihg otatdn Be ddteimiae @hetil drhaof ithstfisermand is a
swi tching request command to request switching a node of the portable

el ect r oni coganandeisf 2 smitghingseiquestmotanand 4 reaesty ewitohiag a mode of

the IC card from a passive mode to an active mode;

a switching processor to switch the mode of the IC card from the
passive mode to the active mode, when the first command is the switching
request command,;

an identification information acquiring processor to acquire
identification information of other IC card existing in a communicable range
of the external device from the switching request command;

a command generating processor to generate a second command
including the identification information acquired by the identification
information acquiring processor so as to make the other IC card execute
processing; and

a command transmitter to transmit the second command to the
other IC card.

2. The IC card according to Claim 1, further comprising:

a memory to store the identification information; and

an identification information transmitter to transmit the
identification information stored in the memory to the external device when
the mode of the IC card is switched from the passive mode to the active

mode by the switching processor.

29



a switching processor to switch the node of the portable el ectronic device
Lromthe passive node to the active node, when the first command is the
,SW tching request commuand; an identification information acquiring
" processor to acquire identification information of other portable

el ectroni c device existing in a communi cabl e range of the external device
fromthe swtching request conmand, a command generating processor
to generate a sexond cCiheriéhcird actoudinggotCieim @ewhefedin altd dantififaiawat i on
acquired by the identification information acquiring processor so as to
make the obHermaginnigt ardidestifioni ¢ devi ce execute processing; and a

command transmitfier tqQ.transmt the secqpd c nd.to the other portable
el ectroni c device. 7. ﬁ‘}%eelglocé‘rrrT;lW‘iof‘g‘ngf’%gﬁnT %%?rﬁfn'conpri si ng: an
initial responseyRGOtHe hog B AeeRSQa Wisthhi AR ivdithdq of esponse
request command, and reecei ves fromar pl Sggﬁbity oPl P% %%rs S vvél)thtlon a
communi cabtl® hafige moddi biyathe’ SVREREQS prdtehdsd] MBe | eithidd GabERMingNf Or mati on
of the respective |IC cards; a selecting processor to select an IC
card wi t hi procéssorogemarateablae thard ecorsioagdt hecluding ather eidpomesion a

sw tchi ng request conmand ner.atj.ng .processor to, generate a sw tching
request coMEMAHOS Fagtredte Ebémdﬁ'gﬁﬁcm‘emg‘rmt%% CaRHP S EPAEt ed by t he

sel ecting prBGESaR LAl FeliBSblite TREBridedla Al Ve MO0; an

identification intormation a g processor d the identification

information of tthe dombRdd tWishliftet NRaRONTY Nheabilifd BRIl td BeSW t Chi ng
request command; and a transmtter to transmt the swtching request

command i nedterdiahdetibe i dentification information of the IC card within the
comuni cabl e range to_the I C card sel ected by the sel ecting processor.

5. The IC card according to Claim 1, comprising:

an IC module having the receiver, the determining processor, the
switching processor, the identification information acquiring processor, the
command generating processor, and the command transmitter; and

a main body in which the IC module is arranged.

6. In a portable electronic device which performs contactless
communication with an external device, the portable electronic device,
comprising:

a receiver to receive a first command transmitted from the external
device;

a determining processor to determine whether or not the first
command is a switching request command to request switching a mode of
the portable electronic device from a passive mode to an active mode;

a switching processor to switch the mode of the portable electronic

device from the passive mode to the active mode, when the first command is

the switching request command;

30



8.Areader/witer of a portable electronic device, conprising: an
Anitial response acquiring processor which transmts an initial response
_request command, and receives froma plurality of portable electronic
‘devices within a comuni cable range, initial responses including
identification information of the respective portable el ectronic devices;
‘a selecting processor to select a portable electronic device within the
communi cabl e rarge identficativa iinforinakionesysaniing processor atoswadqubieng r equest
command generating processor t enerate a sw tching, request command to
request swideRHPfRFR iR aston HeothsF PaBtable pleETPRs Ve A e et ed by t he

sel ecting pr $ f a Si dg. t. LV X an

i dentifica Q%%S?%?%IF rrlwtaat%lré’pgnc’fg% ﬁéﬁlﬁl?%cgg‘;s1§$ %%Léﬁl 2%18 ?‘H@aﬂggnﬂeﬁﬁ%at i on

i nf or mat i ogyhahdte portable el ectronic device within the conmuni cabl e range
to the switching request command; and a transmtter to transmt the
swW t chi ng request caomeaddgenacdtivdd pepcedrer | Wegdrieratead | secondntanmandon of t he
portabl e el ectronic device within the communi cable range to the portable

el ect r oni cingidinge the| Wentfeation Hafosmpiieni peauivedc by sbhe 1dentification

information acquiring processor so as to make the other portable electronic
device execute processing; and

a command transmitter to transmit the second command to the
other portable electronic device.

7. A reader/writer of an IC card, comprising:

an inmitial response acquiring processor which transmits an initial

-— response request command, and receives from a plurality of ,IC cax;?cls within
a communicable range, initial responses includix.ig ident-iﬁc;ation information
of the respective IC cards;

a selecting processor to select an IC card within the communicable
range using the initial responses;

a\' switching request command generating processor to generate a
switching request command to request switching a mode of the IC card
selected by the selecting processor from a passive mode to an active mode;

an identification information adding processor to add the
1dentification information of the IC card within the communicable range to
the switching request command,; and

a transmitter to transmit the switching request command including
the identification information of the IC card within the communicable range

to the IC card selected by the selecting processor.
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8. A reader/writer of a portable electronic device, comprising:

an initial response acquiring processor which transmits an initial
response request command, and receives from a plurality of portable
electronic devices within a communicable range, initial responses including
identification information of the respective portable electronic devices;

a selecting processor to select a portable electronic device within the
communicable range using the initial response;

a switching request command generating processor to generate a
switching request command to request switching a mode of the portable
electronic device selected by the selecting processor from a passive mode to
an active mode;

an identification information adding processor to add the
identification information of the portable electronic device within the
communicable range to the switching request command; and

a transmitter to transmit the switching request command including
the identification information of the portable electronic device within the

communicable range to the portable electronic device selected by the

selecting processor.
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