WD 00/ 04458 PCTI US99/ 15951 1 GLOBAL DOCUMENT HOSTI NG SYSTEM UTI LI ZI NG
EVBEDDED CONTENT DI STRI BUTED GHOST SERVERS Technical Field This invention
rel ates generally to information retrieval 5 in a conputer network. More
particul arl i nvention relates to a novel nethod of h i
distributiﬁéoggﬁﬁg%t on the Internet that addresses the prg ﬂg%%“g?g
Internet Service Providers (ISPs) and |ntlernet Content Providers.
Description of the Related Art 10 The Wrld Wde Wb is the | t's

mul ti medi a FhOBARROEFMENT HQSEINGSMTTHM UTILIHNGAMBERIELL G Nicl'i ent
machi nes ePIARIBUTERSGHOSAPERVERED servers using the Hypertext Transfer
Prot ocol (HTTP), which is a known application protocol providing users
access to files (e.g., text, graphics, inmges, sound, 15 video, etc.) using
a standard pagenitesicrHiglldon | anguage known as Hypertext Markup Language
(HTML) . HTML provides basic docunent formatting and allows the devel oper
to specify "linksiid amstehetonseevetss apshdrdldy. tbnitherhat srmetetpaeadiigm a
network path to a server is identified by a so-called Uniform Resource
Locator 20 (KRL)chaitg acspeekal wyrd parfdcudefilg ngha hetewrionceriectson.
Use of an HTM.-conpati bl e browser (e.g., Netscape Navigator or M crosoft

I nternet Exphogefdval rdthlodeBt nashime drnvalivesibspeayf coatdran of tael i nk
via the URL. In response, the client makes a request to the server

identified ifriPged itHa@ndidrkBses the problems of Internet Service
Providers (ISPs) and Internet Content Providers.
Description of the Related Art

10 The World Wide Web is the Internet's multimedia information
retrieval system. In the Web environment, client machines
effect transactions to Web servers using the Hypertext Transfer
Protocol (HTTP), which is a known application protocol providing
users access to files (e.g., text, graphics, images, sound,

15 wvideo, etc.) using a standard page description language known as
Hypertext Markup Language (HTML). HTML provides basic document
formatting and allows the developer to specify "links" to other
servers and files. In the Internet paradigm, a network path to a
server is identified by a so-called Uniform Resource Locator

20 (URL) having a special syntax for defining a network connection.
Use of an HTML-compatible browéer (e.g., Netscape Navigator or
Microsoft Internet Explorer) at a client machine involves
specification of a link via the URL. In response, the client
makes a request to the server identified in the link and, in

25 return, receives a document or other object formatted according



25 return, receives a docunent or other object formatted accordi ng WO
00/-04458 PCT/ US99/ 15951 2 to HTM.. A collection of docunents supported on
a Vb servgy IO?M@é)metl mes referred to as a Wb site. It ispelidoolibayn in
the prior art Wb site to mrror its content at another server.

I ndeed, at present, the only 5 nethod for a Content Provider to place its
content closer to its readers is to build copies of its Wb site on

machi nes thab arer. | ogcated it i\Wbohogt Engefay R rdihf 6F entydiwcali@ns 1 5
domestically and internationally. These copies of Wb sites are known as

mrror sitegembpigss unatsl g Mo LAr ;SktgsSsPlace unnecessary 10 econom ¢ and
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they fail tgnd internationally. These copies of Web sites are known as

mirror sites. Unfortunately, mirror sites place unnecessary

10 economic and operational burdens on Content Providers, and they
do not offer economies of scale. Economically, the overall cost
to a Content Provider with one primary site and one mirror site
is more than twice the cost of a single primary site. This
additional cost is the result of two factors: (1) the Content

15 Provider must contract with a separate hosting facility for each
mirror site, and (2) the Content Provider must incur additional
overhead expenses associated with keeping the mirror sites
synchronized.

In an effort to address problems associated with mirroring,

20  companies such as Cisco, Resonate, Bright Tiger, F5 Labs and
Alteon, are developing software and hardware that will help keep
mirror sites synchronized and load balanced. Although these
mechanisms are helpful to the Content Provider, they fail to

address the underlying problem of scalability. Even if a

25 Content Provider is willing to incur the costs associated with



address the underlying problemof scalability. Even if a 25 Content
Provider is willing to incur the costs associated with WO 00/ 04458

PCT/ US99/ 1389do/0adsgM Froring, the technology itself wll notpcgeaogiddgyond a
few (i.e., less than 10) Wb sites. In addition to these econom c and
scalability issues, mrroring also entailds operational difficulties. A
Content 5 Provider that uses a mrror site nust not only | ease and nanage

physi cal spacerddird,Stant tkepabi@ns, it i Lyimushodl s@ b Angda gaksyain the
software or hardware that synchronizes and | oad bal ances the sites.’

Current sol yfions r2qui-henCont ed, Rridders to supply personnel,
technol ogy and other itens necessary to 10 maintain nmultiple Wb sites. In

summary, mrrorifg a_rd%qtr!iiBi%StoC@r%seé‘ted?{n%\é@i@e%ﬁdt Sc ﬁiet%PQ%%iu%s?nd ot her
resources on functions that are not relevant to their core business of

creating copl ety ; MQKeLr L0 i Rravider s, absoydesise Lo cigtare control

15 of their content. sone I'SPs are installing caching war e t hat

interrupts I j t .. Provi de a t he. end-user._ The
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balances the sites. Current solutions require Content Providers
to supply personnel, technology and other items necessary to

10 maintain multiple Web sites. In summary, mirroring requires
Content Providers to waste economic and other resources on
functions that are not relevant to their core business of
creating content.

Moreover, Content Providers alsc desire to retain control

15 of their content. Today, some ISPs are installing caching
hardware that interrupts the link between the Content Provider
and the end-user. The effect of such caching can produce
devastating results to the Content Provider, including (1)
preventing the Content Provider from obtaining accurate hit

20 counts on its Web pages (thereby decreasing revenue from
advertisers), (2) preventing the Content Provider from tailoring
content and advertising to specific audiences (which severely
limits the effectiveness of the Content Provider’s Web page),
and (3) providing outdated information to its customers (which

25 can lead to a frustrated and angry end user).



limts the effectiveness of the Content Provider's Wb page), and (3)
providing outdated information to its custoners (which 25 can lead to-a
frustrated gp@oangsy end user). WO 00/ 04458 PCT/US99/ 15951 pér/5®rig9si enai ns
a significant need in the art to provide a decentralized hosting solution
t hat enabl es users to obtain Internet comtent on a nore efficient basis
(i.e., wthout burdening network resources unnecessarily) and that

| i kewi se 5 enabl Bsetderdionirents Biouifecaho medtial RheoAkt oto OyEFviides a
content. The present invention solves these and other problens associated

with the prideceattal BRIEMSUMMBRYoOEtTHE 4MMWENH2ENe 0uktbrista ganamal
obj ect of the present invention to provide a conputer network conprising a

| arge nunbernetriéeetynian] eed mbptesneicsoiveasikhat  £of myamarganic,
massively fault-tolerant infrastructure designed to serve Wb content
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general object of the present inventionis to provide a fundanentally new

and better @ﬁﬁb@gstﬁhgléﬁﬂﬂéﬂ%t@r@@?depa§§qHé¥Hgéi%tcoxggoin¥§ I M&
architecture provides a nethod for intelligently routing and replicating

content ovepogckarge network of distributed servers, preferably with no
centralized 20 control. Another object of the present invention is to

provide a The present invention solves these and other problems

associated with the prior art.
BRIEF SUMMARY OF THE INVENTION

10 It is a general object of the present invention to provide
a computer network comprising a large number of widely deployed
Internet servers that form an organic, massively fault-tolerant
infrastructure designed to serve Web content efficiently,
effectively, and reliably to end users.

15 Another more general object of the present invention is to
provide a fundamentally new and better method to distribute Web-
based content. The inventive architecture provides a method for
intelligently routing and replicating content over a large
network of distributed servers, preferably with no centralized

20 control.

Another object of the present invention is to provide a
network architecture that moves content close to the user. The
inventive architecture allows Web sites to develop large
audiences without worrying about building a massive

25 infrastructure to handle the associated traffic.



network architecture that noves content close to the user. The inventive
architecture allows Wb sites to develop | arge audiences w thout worrying
about bui | §ygay@qssgassi ve 25 infrastructure to handl e t he asgaeidbeshs:
traffic. WO 00/ 04458 PCT/US99/ 15951 5 Still another object of the present
invention is to provide a fault-tolerant metwork for distributing Wb
content. The network architecture is used to speed-up the delivery of

richer Wb pagestiandandtiodd @ngeCaNbENth®rOm Leits iwvkhAt b ah ges audianeasied
to serve themreliably and economcally, preferably fromservers |otated

close to end ysers-tddradtheretheakurerofii shei PItaseNtiebN¥eAt &N, | SrHhe
ability to distribute and manage content over a large network w thout

di srupting hbewEcent eptn o der 'is dkegctorgladd-opshig ﬁ%ibvépﬁ oﬁi%fyﬂér
user. Yet another feature of the present invention is to provid
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burden of Web confent distribution fromthe Content Provid 0 a network
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gl obal basis. In general, sent T nvention“i's"a ne itecture

t hat supporﬁgcgggé @90%@ téﬂg Ysglgbal scale. The inventive framework
allows a Content Provider to replicate its nost popul ar content at an

unlimted nunber % i nts tqhough ut. the 20 rld. As an, ad I
feature, the actua u%ﬁ%\ eatul ¢ %he presen [ nventiod 1 é% %1ty

to distribute and manage content over a large network without
disrupting the Content Provider's direct relationship with the
10 end user.

Yet another feature of the present invention is to provide
a distributed scalable infrastructure for the Internet that
shifts the burden of Web content distribution from the Content
Provider to a network of preferably hundreds of hosting servers

15 deployed, for example, on a global basis.

In general, the present invention is a network architecture
that supports hosting on a truly global scale. The inventive
framework allows a Content Provider to replicate its most
popular content at an unlimited number of points throughout the

20 world. As an additional feature, the actual content that is
replicated at any one geographic location is specifically
tailored to viewers in that location. Moreover, content is
automatically sent to the location where it is requested,
without any effort or overhead on the part of a Content

25 Provider.



replicated at any one geographic location is specifically tailored to
viewers in that | ocation. Mreover, content is automatically sent to-the

| ocati on wWhgiRlolsskS requested, without any effort or overheadsoymsbhe part
of a Content 25 Provider. WO 00/04458 PCT/US99/15951 6 It is thus a nore
general object of this invention to provigle a global hosting framework to
enabl e Content Providers to retain control of their content. The hosting

framework of therpreseitud NVeRLELORROPPT IS8 & oF $6hs0f SELVESS Qperating
in a distributed manner. The actual content to be served 1s preferably

supported oR 8,58t Qf%fgﬁgﬂ'MBSt§ﬁ&V?f§méﬁ5¥ﬁﬂﬂdn§%a%§geﬁngeﬁg &5, 8RSk

servers). This conte conpri ses HTM. page obj ects that, conventionally,

are served frop g Lont.ant, 1Py ?V%ﬁgirsééﬁ%e461 accordance with the invention,
10 however, a base HTM. docunment portion of a Wb page is served fromthe

Cont ent Pro der I r.e enhedde ts for the p
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framework. In gartlgular_ the framework i ncludes a second set of servers
QO

(or server PESSETTEesIOtHAMEr ESEGRFFYUTRPS ghost servers). This content

comprises HTML page objects that, conventionally, are served
from a Content Provider site. In accordance with the invention,

10 however, a base HTML document portion of a Web page is served
from the Content Provider’s site while one or more embedded
objects for the page are served from the hosting servers,
preferably, those hosting servers nearest the client machine.
By serving the base HTML document from the Content Provider’s

15 site, the Content Provider maintains control over the content.

The determination of which hosting server to use to serve a

given embedded object is effected by other resources in the
hosting framework. In particular, the framework includes a
second set of servers (or server resources) that are configured

20 to provide top level Domain Name Service (DNS). In addition,
the framework also includes a third set of servers (or server
resources) that are configured to provide low level DNS
functionality. When a client machine issues an HTTP request to
the Web site for a given Web page, the base HMTL document is

25 served from the Web site as previously noted. Embedded objects



20 to provide top | evel Domain Name Service (DNS). In addition, the
framework al so includes a third set of servers (or server resources)-that

are confi gyygdobLsProvide low level DNS functionality. Whepcpusdoh sl
machi ne i ssues an HTTP request to the Wb site for a given Wb page, the

base HMIL docunent is 25 served fromthe Vb site as previously noted.
Enbedded obj ects WO 00/ 04458 PCT/ US99/ 15951 7 for the page preferably are

served fromfear theubagehpstfagbiserarer seikdeat i et ithe at-0Ros el
| ow- |l evel DNS servers. To |ocate the appropriate hosting servers to" use,

the top-leveleres seeMelrded eyities thbe HSgrisylsati oRsi Betherhet ey k to
identify 5 a given | ow1level DNS server to respond to the request for the
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the identified | ow I eve server that, in turn, resolves the request
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back to the client. More generally, 1t 1S possi I'n sone cas
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demand, the %%%h%gs Obkggégsaggmipgga%P address for the given hosting
server that serves the object back to the client.

10 More generally, it is possible (and, in some cases,
desirable) to have a hierarchy of DNS servers that consisting of
several levels. The lower one moves in the hierarchy, the closer
one gets to the best region.

A further aspect of the invention is a means by which

15 content can be distributed and replicated through a collection
of servers so that the use of memory is optimized subject to the
constraints that there are a sufficient number of copies of any
object to satisfy the demand, the copies of objects are spread
so that no server becomes overloaded, copies tend to be located

20 on the same servers as time moves forward, and copies are
located in regions close to the clients that are requesting
them. Thus, servers operating within the framework do not keep
copies of all of the content database. Rather, given servers

keep copies of a minimal amount of data so that the entire

25 system provides the required level of service. This aspect of



so that no server beconmes overloaded, copies tend to be located 20 on the
sanme servers as tinme noves forward, and copies are |ocated in regions

close to tRepgdhatd s that are requesting them Thus, servesSrofensdsi ng
within the framework do not keep copies of all of the content database.
Rat her, given servers keep copies of a m&inmal ampunt of data so that the
entire 25 system provides the required |l evel of service. This aspect of WO
00/ 04458 PCEhESOVAROGIN a8 lblwe iktheendsoma@ldowmet he hesfingnechesrE itache
far nore efficient than schenmes that cache everything everywhere, of that

cache obj eehsnostiyendrs prespeacheedve ogatironsvethengkepadr hostd ngcheanewor k
is fault tolerant at each 5 level of operation. In particular, the top

| evel DNS sepyetts @il s preispbcdfib@vrd@mealondNS servers that may be used
by the client to service the request for the enbedded object. Likew se,

each hosting servies Préyfar ablsyihgckugdes,@ buddyserverictiat 4 dsed to
assune the hosting responsibilities of its 10 associated hosting server in

the evend of cgefabt uise/canditi 0ty pAECOLAING ket RBoPEESENt RGN, | 0ad

bal anci ng across the set of hosting servers is achieved in part through a

novel techpigye,for df rcjfb%iﬂng%{&%f.&@ %&%%ﬁ% dglggg?des;@%f's%y the

particul ar, each enbedded obj ect i's preferabl

prepending g yLilual Seruel. RSt pagR.Lnte, L he Ry Mg ogengrally, the
virtual server %ostnane 'S |nser?e§5|h?o(% e URL. regeﬁgﬁ?y, the virtua
server hOStﬂﬁﬁglegJ%gﬁﬁl%o%%kgg server preferably includes a buddy server
that is used to assume the hosting responsibilities of its
10 associated hosting server in the event of a failure condition.
According to the present invention, load balancing across
the set of hosting servers is achieved in part through a novel
technique for distributing the embedded object requests. In
particular, each embedded ocbject URL is preferably modified by
15 prepending a virtual server hostname into the URL. More
generally, the virtual server hostname is inserted into the URL.
Preferably, the virtual server hostname includes a value
(sometimes referred to as a serial number) generated by applying
a given hash function to the URL or by encoding given
20 information about the object into the value. This function
serves to randomly distribute the embedded objects over a given
set of virtual server hostnames. In addition, a given
fingerprint value for the embedded object is generated by

applying a given hash function to the embedded object itself.

25 This given value serves as a fingerprint that identifies whether



(sometinmes referred to as a serial nunber) generated by applying a given
hash function to the URL or by encoding given 20 information about the
obj ect i nt owbhgoy@gue. This function serves to randomy di serabasiigesihe
enbedded obj ects over a given set of virtual server hostnanmes. In
addition, a given fingerprint value for the enbedded object is generated
by applying a given hash function to the enbedded object itself. 25 This
gi ven val ue tger vabedsed bbiger prasntoechamoddensdf i esrasetdnar, Won80/ 04458
PCT/ US99/ 15951 9 the enbedded object has been nodified. Preferably, "the

functions uschdtdogenesatetd hgeneadates thie. ealuéor (1 he Vvifdruahe Servesl
host nane and the fingerprint) are applied to a given Wb page in an

of f-1ine progaser TbYsnambeman I R nbegpesht f 0srd mq;ﬁiré@g@oi 8 §eceh s
t he base HTML docunment is served by the Wb site and sonme portion of the

page' s enbeddad aqbj gat srareiserpmeteds omrhiie, hostd ng, seimeersqnear £& theugh
not necessarily the <closest) to the client machine that initiated the
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and features of the present invention. These objects should construed
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applications of the invention. Many . eficial resul'ts can
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and a fullen yundesstand,ng. pf the Jpvention may; be had by referring
The foregoing has outlined some of the more pertinent
10 objects and features of the present invention. These objects
should be construed to be merely illustrative of some of the
more prominent features and applications of the invention. Many
other beneficial results can be attained by applying the
disclosed invention in a different manner or modifying the
15 invention as will be described. Accordingly, other objects and
a fuller understanding of the invention may be had by referring
to the following Detailed Description of the Preferred
Embodiment.
BRIEF DESCRIPTION OF THE DRAWINGS
20 For a more complete understanding of the present invention
and the advantages thereof, reference should be made to the
following Detailed Description taken in connection with the
accompanying drawings in which:
Figure 1 is a representative system in which the present

25 invention is implemented;



to the follow ng Detail ed Description of the Preferred Enbodi mnent. BRI EF
DESCRI PTI ON OF THE DRAW NGS 20 For a nore conpl ete understandi ng of the
present i nyghhi@ass and the advantages thereof, reference shaulgkdbesssnde to
the followi ng Detailed Description taken in connection with the _
acconpanyi ng drawings in which: Figure 1 g a representative systemin

whi ch the present 25 invention is inplenmented; WO 00/ 04458 PCT/ US99/ 15951

10 Figure 2 is arsiupdidied o epnesentali ospafsantimikHpor! @ , docunent
illustrating the base docunent and a set of enbedded objects; Figure 3 is
a high | evehadyagganiedurerd ahahishegting SYStePe éo@ﬁﬁ@ﬁg'gﬁht§)géQeoEresent
invention; Figure 4 is a sinplified flowhart illustrating a nethod of

processi ng am¥eliPags,{o-dmdi fied enbedded object URLs that is wused in the
present invention; Figure 5 is a sinplified state diagramillustrating how

the 10 present [ sqt est
DETAI LEDpDESCRI PFI'I orjjrﬁﬁ’rE%sP%%Eq lE%e%N%%ﬁﬁ\#ﬁ%% 3 &%a? %/%rng’t%g%y“em

client-server.sysie {é.&ﬂpéggggﬁgdigée %llustrated in Figure 1. Aclient

machi ne 10 1s connetted to server 12'via a network 14. For

illustrative purplc_)&gge Q‘Eisn%t \gpdtnél%%lleé % oewclh%tr ?EUSQIatlt ranEt thog of

extranet or any

processing a Web page to modified embedded object URLs that is
used in the present invention;
Figure 5 is a simplified state diagram illustrating how the

10 present invention responds to a HTTP request for a Web page.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
A known Internet client-server system is implemented as
illustrated in Figure 1. A client machine 10 is connected to a
Web server 12 via a network 14. For illustrative purposes,

15 network 14 is the Internet, an intranet, an extranet or any
other known network. Web server 12 is one of a plurality of
servers which are accessible by clients, one of which is
illustrated by machine 10. A representative client machine
includes a browser 16, which is a known software tool used to

20 access the servers of the network. The Web server supports
files (collectively referred to as a "Web" site) in the form of
hypertext documents and objects. 1In the Internet paradigm, a
network path to a server is identified by a so-called Uniform

Resource Locator (URL).



ot her known network. Web server 12 is one of a plurality of servers which
are accessible by clients, one of which is illustrated by nmachine 10. A
represent atyw¥omddsgnt machine includes a browser 16, whi chpgpugookaesin
software tool used to 20 access the servers of the network. The Wb server
supports files (collectively referred to s a "Web" site) in the form of
hypertext docunents and objects. In the Internet paradigm a network path
to a server is idenddrieadnbytavsoiaaldeadednibor B a ResHslite: Lotk HYRL) .
WO 00/ 04458 PCT/ US99/ 15951 11 A representative Wb server 12 is a conputer

conpri sing apr@ideessas,18n afeoperdf isYgtesbom 200 AR MR SehVBEran
program 22, such as Netscape Enterprise Server. The server 12 also

includes a dizplakrsuppeetkpgpd Gi@aRHGal Bseleint efface (@ 25,105
managenent and admi ni stration, and an Application Progranm ng Interface

(AP) that prevides extelsignssiganable . apabheal]ofdeuslaness. t goexf end
and/ or custom ze the core functionality thereof through software prograns
i ncl udi ng; Copp Ny 2 RIGWAY EH&eééﬁﬁﬁiéég%ﬁhggtO%éﬁng? éﬁé&kég¥%bnserV|er’
active 10 server pages, server side include’( ) functions or the like. A
P e e el e 0o e OISl Lok e BST PRSI )
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support for fﬁﬁggfgﬁglg@prHgieof through software programs including Common
Gateway Interface (CGI) programs, plug-ins, servlets, active
10  server pages, server side include (SSI) functions or the like.
A representative Web client is a personal computer that is
x86~, PowerPC®- or RISC-based, that includes an operating system
such as IBM® 0S/2® or Microsoft Windows '95, and that includes a
Web browser, such as Netscape Navigator 4.0 (or higher), having
15 a Java Virtual Machine (JVM) and support for application plug-
ins or helper applications. A client may also be a notebook
computer, a handheld computing device (e.g., a PDA), an Internet
appliance, or any other such device connectable to the computer
network.
20 As seen in Figure 2, a typical Web page comprises a markup
language (e.g. HTML) master or base document 28, and many
empbedded objects (e.g., images, audio, video, or the like) 30.
Thus, in a typical page, twenty or more embedded images or

objects are quite common. Each of these images is an

25 independent object in the Web, retrieved (or validated for



ins or helper applications. A client may also be a notebook conputer, a
handhel d conputing device (e.g., a PDA), an Internet appliance, or any
ot her such gyseQsconnect abl e to the conputer network. 20 psr/ge@Asdsn
Figure 2, a typical Wb page conprises a markup |anguage (e.g. HITM)
master or base docunment 28, and many enbedded objects (e.g., 1nmages,
audi o, video, or the like) 30. Thus, in a typical page, twenty or nore

enbedded i magesgel sepjestslare T temponMBshaBach «af at hesecipgges is an 25
i ndependent object in the Wb, retrieved (or validated for WO 00/ 04458

PCT/ US99/ 1595k reidrehangejo sepamteky badbennonmmiraehayi ahqotnén Wb client,
therefore, is to fetch the base HTM. docunent, and then imediately fetch

t he enbeddednﬁ@bﬁﬁtélymbéﬁﬁnaﬁﬁz%M@b@@EHYOEf%@tSnQﬁu%%“@¥§)tb§Eégf¥¥ %u&he
sanme server. According to the 5 present invention, preferably the rarkup

| anguage basgtdacapst 12&dsu s vad Lhpo (e, b ser \6%1&!; foru cifdre Content
Provider site) whereas a given nunber (or perhaps all e edded

obj ects greseryed fromother RrLeLs Ag MA )pr gguaﬁée%é%@bwc&&k"e“

embedded object Is served fro server server

| [sel) 't hapg s closeedoptdp 6ld g, s@%&”gmé hat, J.s gt ggeﬁ&adae and

that is nost likely to have curr Version o ere U|red

file. Refer I Il@gl) NAMG Qagl urj.eve% n mber g{bg‘{gl q'g Iss a (Z\th e\fegh embe ehOStI ng
system of thé presen Favent Wil l

objects are served from other servers. As will be seen,
preferably a given embedded object is served from a server

10 (other than the Web server itself) that is close to the client
machine, that is not overlcaded, and that is most likely to
already have a current version of the required file.

Referring now to Figure 3, this operation is achieved by

the hosting system of the present invention. As will be seen,

15 the hosting system 35 comprises a set of widely-deployed servers
(or server resources) that form a large, fault-tolerant
infrastructure designed to serve Web content efficiently,
effectively, and reliably to end users. The servers may be
deployed globally, or across any desired geographic regions. As

20 will be seen, the hosting system provides a distributed
architecture for intelligently routing and replicating such
content. To this end, the global hosting system 35 comprises
three (3) basic types of servers (or server resources): hosting
servers (sometimes called ghosts) 36, top-level DNS servers 38,

25 and low-level DNS servers 40. Although not illustrated, there



15 the hosting system 35 conprises a set of w dely-deployed servers (or
server resources) that forma large, fault-tolerant infrastructure
desi gned t ayg@hyasyeb content efficiently, effectively, angcresdonldsy to
end users. The servers nmay be deployed globally, or across any desired
geographic regions. As 20 will be seen, the hosting system provi des a
distributed architecture for intelligently routing and replicating such
content. Tomthiise emdjititmagl deaklbhosti tige SYS eme3SredHpPr i SESerddviee 1¢3)
basic types of servers (or server resources): hosting servers (sonetines
cal | ed ghosthpr86may ape lee\sdngDNSDEST Vevsl dhat22oapinkoWw hevalndNSserver s
40. Although not illustrated, there WO 00/04458 PCT/ US99/ 15951 13 may be
addi tional bevehs tdb therdINSnki eparchyel AldBidiat.i vehythis her g dmkuheea
single DNS | evel that combines the functionality of the top |evel and
| ow | evel sefyedsmedt), tdHeS invienst fat £ ¥aneIMOdismeRt gobheydauantiyve
framework 35 is deployed by an 5 Internet Service Provider (I'SP), although
this is mot Iﬁtefﬂlé‘%t%ﬂﬂ%eoﬁ?r%k}@dQEe?f’@ﬁ),' nvenil.an- t?:bg begpn 4 SPs that
depl oy the inventive global hosting framework 35 preferably have a |arge
number of machipes: dhads i Botbehhe; ghast; servey, Eeﬁpgpe;;éps%ch%@d the
| ow- | evel DNS conponent 40 on thelir 10 networks. Thede nachines are g
di stributed ghout, net ; r aply, concent r.at

dE [9}‘;’ 1%%‘&1@% wég%lngﬁtﬁgettelmr%f f%amgag}_lkaé?rﬁrse flf,atbélyt ﬁgﬁa

around net wor exchange points 4 k "access po

this is not a,redulr&fmnle MAYALL o RS LIRLPLELCLRbLY Nas &

h

component 36 and the low-level DNS component 40 on their
10 networks. These machines are distributed throughout the
network; preferably, they are concentrated around network
exchange points 42 and network access points 44, although this
is not a requirement. In addition, the ISP preferably has a
small number of machines running the top-level DNS 38 that may
15 alsc be distributed throughout the network.

Although not meant to be limiting, preferably a given
server used in the framework 35 includes a processor, an
operating system (e.g., Linux, UNIX, Windows NT, or the like), a
Web server application, and a set of application routines used

20 by the invention. These routines are conveniently implemented
in software as a set of instructions executed by the processor
to perform various process or method steps as will be described
in more detail below. The servers are preferably located at the

edges of the network (e.g., in points of presence, or POPs).



smal | nunber of machines running the top-level DNS 38 that may 15 al so be
di stributed throughout the network. Although not nmeant to be limting,
preferably vaogh @k server used in the franmework 35 incl udegcgusdhassssor,
an operating system(e.g., Linux, UNIX, Wndows NT, or the like), a Wb
server application, and a set of applicatioen routines used 20 by the

i nvention. These routines are conveniently inplenmented in software as a

set of instructioaseexeducedrbynt fedPfH6EIROWhel@ PBET D6 SR M3 | QUS REOEESS
or nethod steps as will be described in nore detail below The servers are

preferably posate@diattHheetadgrs ofnide Mot wWark(8, Jrhel S PRI NUS QR 5 ons
presence, or POPs). WO 00/04458 PCTI US99/ 15951 14 Several factors nmay

det er mi ne wheeeptdies oSt RBLSSHYRES B & J¥Unced di-Bvbhen fefyor Kndag-rl;g'fn%t for

exanpl e, the server locations are preferably determned by a driven

network mapaihats @Hé(§¥%vﬁﬁgrpqu&d?rtﬂéLﬁkP) RQEBE§E%O£OtPg¥BféM}e 5%22&9

requests. 5 By studying traffic patterns, the | may optimze the server

locations fgy Lhesdiy Qﬁfagg&fci BaPLobld esn Aol dLO0SLO ANE RESRAL o

invention, a given Wb pa (conmprising a bas ocument and a Set of

nbedded obyj ) o d d_i I i but ed.nmanner. Thus, preferably, the
enbedded objgelSlond SielYedqhea dl ot PG TaN

base 10 HTM. docunent 1s ser ntent “Provider that normally
hosts t he page. ggg% .Subset ther are

. l%pbed%%d ggjegtgénéni %9”% 0 ive ggf, .
preferential ly served Fiom t ie- hostTHY Sevard©36 andiVeRgleh M8 1y, given
hosting SerYEé%p§¥§fAEa%.%B%e”E@ﬁLt5§ééﬁé§¥"and a set of embedded objects)

is served in a distributed manner. Thus, preferably, the base

10 HTML document is served from the Content Provider that normally
hosts the page. The embedded objects, or some subset thereof,
are preferentially served from the hosting servers 36 and,
specifically, given hosting servers 36 that are near the client
machine that in the first instance initiated the request for the

15 Web page. 1In addition, preferably loads across the hosting
servers are balanced to ensure that a given embedded object may
be efficiently served from a given hosting server near the
client when such client requires that object to complete the
page.

20 To serve the page contents in this manner, the URL
associated with an embedded object is modified. As is well-
known, each embedded object that may be served in a page has its
own URL. Typically, the URL has a hostname identifying the

Content Provider’s site from where the object is conventionally

25 served, i.e., without reference to the present invention.



machine that in the first instance initiated the request for the 15 Wb
page. In addition, preferably |oads across the hosting servers are

bal anced th@@@ggggthat a given enbedded object may be effpEie@bhyvsser ved
froma given hosting server near the client when such client requires that
object to conplete the page. 20 To serve itshe page _contents in this manner,
the URL associated with an enbedded object is nodified. As is well- knomn,

each enmbeddedcobipeaty thathamynhemtsenyedhbnedbdags s cickSUROWIs URlzst
Typically, the URL has a hostnane identifying the Content Provider's site

from where thelighpect pksrenapentironal by £29i s€ryeheds, to WohloU o &fif ence
to the present invention. WO 00/ 04458 PCTIU899/15951 15 According to the

i nvention, tre esbeddedrodi asy tU!%Lgu%bfaUﬁéstiW@'sfér‘%fé’rsprei\eff@%él{}ost. ng

of f-line process, to condition the URL to be served by the global

servers. A fillowebartink! tis d;slaéﬂé}&efdhﬁe%séef&e% gqggf%e d Ngk it he
object URL 5 is illustrated in Figure 4. The routin gins at” step by

determ nsng ;uhet hgsrakic9f i, thgripgdded objects in a given page have been
processed. If so, the routine ends. If not, however, the routine gets the

next enbedded_obhggtrg&t§$ éﬁﬂqu%ts%@Baﬁ%°d§é§1 t%ghn g%¥ﬁé V?rhﬁgfna@e

is prepended into the URL e given

server hostnage hgg&gggslggcg%ue (e %1Ven pagQQ9Q% Q%% b%og§Q§§?ted for
exanpl e, by app y|ng

so, the routine ends. If not, however, the routine gets the
next embedded object at step 52. At step 54, a virtual server
10 hostname is prepended into the URL for the given embedded
object. The virtual server hostname includes a value (e.g., a
number) that is generated, for example, by applying a given hash
function to the URL. As is well-known, a hash function takes
arbitrary length bit strings as inputs and produces fixed length
15 Dbit strings (hash values) as outputs. Such functions satisfy
two conditions: (1) it is infeasible to find two different
inputs that produce the same hash value, and (2) given an input
and its hash value, it is infeasible to find a different input
with the same hash value. 1In step 54, the URL for the embedded
20 object is hashed into a value xx,xxx that is then included in
the virtual server hostname. This step randomly distributes the
object £o a given virtual server hostname.
The present invention is not limited to generating the
virtual server hostname by applying a hash function as described

25 above. As an alternative and preferred embodiment, a virtual



function to the URL. As is well-known, a hash function takes arbitrary
I'ength bit strings as inputs and produces fixed | ength 15 bit strings-(hash
val ues) as WHihyiss Such functions satisfy two conditions: péisdoisess
infeasible to find two different inputs that produce the same hash val ue,
and (2) given an input and its hash valueg it is infeasible to find a
different input wth the sane hash value. In step 54, the URL for the

enbedded 20sebjeethosthashed igeheratval ae #3120ws .t habnksdthemd ncl uded in
the virtual server hostname. This step randomy distributes the object to

a given virtrépkesefivetihosioramme THE2 PI e elarvRRE . @Rl S ML 1494 ted L0
generating the virtual server hostnane by applying a hash function as

described 25naboves Astaveadl ter Bat kvee AN RIS ed -erbogi npnt clﬁd\é' S tual
WO 00/ 04458 PCT/ US99/ 15951 16 server hostnane is generated as

Consi der t he,rrepsesentald e Jhestpame. aé?é% £ akamaist.echy, g?tor TJ?rfalgﬁ

val ue, sonetines referred to as a serial nunber, pre era

| nfor mat §on;800kke L be ARl LRlopBuEh: 85 | L8, AL (bi g ra;gﬁé'gb 2 L

anticipated popularity, thé date on Whic obj ec ed the

d f b ect moyi e or, st
L|§?EL2¥ ° gg gﬁapgﬁigﬁggggﬁggﬁﬁb?$%QRgﬁéFa ed%hﬁytgpglvg R lﬁe 9-r

f i on. t hat 2 iven serial nunber
encode ai | qﬂf@%&?ﬁ. n*%aotrl'rsé “onuas— oy P an g Mor SR PR nbars G e

np the seri al, nunber may be a
conponents gndeeQVen o f l%lon Ca@}?’course, it is not requf&ed that
si npl e i nteger fn any" €

any given serial number encode all of such information or even a
10 significant number of such components. Indeed, in the simplest
case, the serial number may be a simple integer. In any event,
the information is encoded into a serial number in any
convenient manner. Thus, for example, a first bit is used to
denote size, a second bit is used to denote popularity, a set of
15 additional bits is used to denote the date, and so forth. As
noted above in the hashing example, the serial number is also
used for load balancing and for directing certain types of
traffic to certain types of servers. Typically, most URLs on
the same page have the same serial number to minimize the number
20 of distinguished name (DN) accesses needed per page. This
requirement is less important for larger objects.
Thus, according to the present invention, a virtual server
hostname is prepended into the URL for a given embedded object,
and this hostname includes a value (or serial number) that is

25 generated by applying a given function to the URL or object.



the information is encoded into a serial nunber in any convenient manner.
Thus, for exanple, a first bit is used to denote size, a second bit is

used to denphgepfAeyl arity, a set of 15 additional bits is useflus® senot e
the date, and so forth. As noted above in the hashing exanple, the serial

nunber is also wused for |oad balancing and for directing certain types of
traffic to certain types of servers. Typically, nmpst URLs on the same page
have the sameaserimdtuirbery be B RaBhzeuthe giymer «20oaf ngi siiagwrshed nane
(DN) accesses needed per page. This requirement is |less Inportant for

| arger obj eehs. 1Tkels, according to the present invention, a virtual server
host nane i s prepended into the URL for a given enbedded object, and this

host name i ncl udesysnmad U Packebbatnaurhgldndhat ths 25,9eneraied by
applying a given function to the URL or object. WO 00/04458 PCTI US99/ 15951

17 That funebhemidy be S hHaslk EH”QB&P@deaﬁqﬁﬂﬁﬁdkaguguﬂﬁt{ﬂghoﬂﬁéctbge
|l i ke. Turning now back to the flowchart, the routine then conti'nues at

step 56 {0 pRel Ud@r@f@ﬂ*a\{ﬁr},v%lh\é?gjﬁoeﬂ he, b E:\&Ihg%ﬁle?ay&: b%Pr%gopel{ﬁgllgy’a the

gi ven value is generated by applying a given uncti o enbedded

' : IS [ fl | .of .th bject that i
obj ect. Thi 4 5EEM £L0L 68 aUDLANE. | LNGSKRL] 0Lt herpbl gt thal. Jis,

useful for term ning et her t | ect een nodi erea
t he rOUtineunggﬁgran%é} fﬂ% %9 @ g Cgcécs'tﬁg% %Ltﬂsg?gla ggeaégérmining
background, 't I NVenti ve gl obal "hos |%g
whether the object has been modified. Thereafter, the routine
returns to step 50 and cycles.
10 With the above as background, the inventive global hosting
framework is now described in the context of a specific example.
In particular, it is assumed that a user of a client machine in
Boston requests a Content Provider Web page normally hosted in
Atlanta. For illustrative purposes, It is assumed that the
15 Content Provider is using the global hosting architecture within
a network, which may be global, international, national,
regional, local or private. Figure 5 shows the various
components of the system and how the request from the client is
processed. This operation is not to be taken by way of
20 limitation, as will be explained.

Step 1: The browser sends a request to the Provider’s Web
site (Item 1). The Content Provider site in Atlanta receives
the request in the same way that it does as if the global
hosting framework were not being implemented. The difference is

25 in what is returned by the Provider site. 1Instead of returning



framework is now described in the context of a specific exanple. In
particular, it is assuned that a user of a client nmachine in Boston

requests a G964k Provi der Web page normally hosted in Atp@Efigoo 5
illustrative purposes, It is assuned that the 15 Content Provider is using

t he gl obal hosting architecture within aisetwork, which may be gl obal,
international, national, regional, local or private. Figure 5 shows the

various compenentislopatde systreimnandohenst hevaaguest theomebhe: € i @ity s
processed. This operation is not to be taken by way of 20 |imtation;, as

will be explaaipagd. wSteperdbeddei kiowser ysendsn s r&@%@i&@eahsﬁ’éﬁafﬂrﬂfr{&
Wb site (Item1l). The Content Provider site in Atlanta receives the

request in tthe sagRowaylihedrddedlaestas kfoldead oalrighest ing A4 amework
were not being inplemented. The difference is 25 in what is returned by the

Provi der si tevhBsEeaddofcFBIdY Nithg %@LQ%Q&%@&&@’a‘J@g%éiﬁgﬁ ag8 the

usual page, according to the invention Si'te return a page with
enbeddedsobjegt ol)RLSs that are nodified according to the method illustrated
in the flowhart of Figure 4. As previously described, the URLs pref erably

are changed as 560lkous:, ASsTR Lhat bheng o100 090! LLyal. ghogy

e S
servers, even though there nay onl Fel ativel @

120 P12 SERMEEEERREDL A A0S e ks gt st e 820
physically present on the network. These virtual ghost servers
or virtual ghosts are identified by the hostname:

10 ghostxxxxx.ghosting.com, where xxxxx is replaced by a number
between 0 and 99,999. After the Content Provider Web site is
updated with new information, a script executing on the Content
Provider site is run that rewrites the embedded URLs.
Preferably, the embedded URLs names are hashed into numbers

15 between 0 and 99,999, although this range is not a limitation of
the present invention. An embedded URL is then switched to
reference the virtual ghost with that number. For example, the
following is an embedded URL from the Provider’s site:
<IMG SRC = http://www.provider.com/TECH/images/space.story.gif>

20 If the serial number for the object referred to by this URL
is the number 1467, then preferably the URL is rewritten to
read:
<IMG SRC = http:
//ghost1467.ghosting.akamai.com/www.provider.com/TECH/images/spa

25 ce.story.gif>.



10 ghost xxxxx. ghosting.com where xxxxx is replaced by a nunber between O
and 99,999. After the Content Provider Wb site is wupdated with new

i nf or mat i oRyo@o/eakd Pt executing on the Content Provider sig€riSoonsyst hat
rewites the enbedded URLs. Preferably, the enbedded URLs nanes are hashed
into nunbers 15 between 0 and 99,999, altheugh this range is not a
limtation of the present invention. An enbedded URL is then switched to

reference the virhgahsghostsarith hhabepdMerth FOmkRIPLE st thgucdOld W ng
is an enbedded URL fromthe Provider's site: <IM5 SRC =

http://vww. pipebded. ornd TRRYHIAEshSpasee sty - 1@ 200291 L wL heysard al
nunber for the object referredq?o by ?his URL is the nunber 14%7, t hen

preferably tshevbRLnhges eWNddLREe theafrow M3 SRe= ALt RE 111 person ize
/I ghost | 467. ghosti ng. akamai . coni ww. provi der. com TECH | nages/ spa

ce.story.gify 9 4458 RCH;US994 15951 ) e _of rial_nunbers in
this nannertdfsy%?bgégs theaggﬁggddé% %R%EN%%Jb %?Hgvgﬁl§ﬁ§v%$r?%% 100, 000

virtual gho%Eco§85M8rtﬂafFﬁ§rvimta%. hg%wﬁcﬁ .OViI\%%‘reo%ieEre £aD. a}ééxlfsjlcc}eéeﬁag

personalize the page by rearrangi e various objects on

di t Qi.ndi i I . reover.,. the Provider can al so
fneart adverirBonibPhe p Rl alARICRT s MOMTRIST ARey SR Bo¥ vl aaRlsd.

Accordi ng t%iggee égfggyed enbodi ment, an additiona

According to the preferred embodiment, an additional
modification to the embedded URLs is made to ensure that the
10 global hosting system does not serve stale information. As
previously described, preferably a hash of the data contained in
the embedded URL is also inserted into the embedded URL itself.
That is, each embedded URL may contain a fingerprint of the data
to which it points. When the underlying information changes, so
15 does the fingerprint, and this prevents users from referencing
old data.
The second hash takes as input a stream of bits and outputs
what is sometimes referred to as a fingerprint of the stream.
The important property of the fingerprint is that two different
20  streams almost surely produce two different fingerprints.
Examples of such hashes are the MD2 and MD5 hash functions,
however, other more transparent methods such as a simple
checksum may be used. For concreteness, assume that the output
of the hash is a 128 bit signature. This signature can be

25 1interpreted as a number and then inserted into the embedded URL.
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al nost surely produce two different fingerprints. Exanples of such hashes

are the MD2 g dM5 rhrahl: EUNEhHbOASed mw%%rldd%g@glml%o% anspay epl s .

met hods such as a sinple checksum nay be used. For concreteness, assune

that the outpyt of the hash is a 128 bit signature. This signature can be
25 interpreted as a nunber and then inserted into the enbedded URL. WO

nle, if the h he data.in th
00/ 04458, PCHABRNL951 0,29 Eor cpxaml e, hot he hosim el e data,in Lhe

pi cture space. st rom t er web si 'S e

then the nogifi RL uld actually ook as follows: <IMG5
SRC=htt p: //&%%fﬁf%%%ﬂ%g%%g?%%a%?fg%m 28765/ www. provi der. com

[ if" [ nged, preferably the
L;Eﬁ}ﬁBP322§LSp%ﬁ%me%%%r%'ggge>is c%ﬂ%%gﬂ %rg%ggaéfy%ﬂ%z ash %or each y

embedded URL is recomputed and the URL is rewritten if
necessary. If any of the URL’s data changes, for example, a new

10 and different picture is inserted with the name space.story.gif,
then the hash of the data is different and therefore the URL
itself will be different. This scheme prevents the system from
serving data that is stale as a result of updates to the
original page.

15 For example, assume that the picture space.story.gif is
replaced with a more up-to-date version on the Content Provider
server. Because the data of the pictures changes, the hash of
the URL changes as well. Thus, the new embedded URL looks the
same except that a new number is inserted for the fingerprint.

20 Any user that requests the page after the update receives a page
that points to the new picture. The old picture is never
referenced and cannot be mistakenly returned in place of the
more up-to-date information.

In summary, preferably there are two hashing operations

25 that are done to modify the pages of the Content Provider.



enbedded URL is reconputed and the URL is rewitten if necessary. If any
of the URL's data changes, for exanple, a new 10 and different picture is

i nserted vvi{vgoq,}a@“sglama space.story.gif, then the hash of tRergabsushs
different and therefore the URL itself will be different. This schene

prevents the systemfrom serving data that; is stale as a result of updates
to the original page. 15 For exanple, assune that the picture

space. st ory.@irfsti, ShakBRPh@cesth Wd h 2aompbaeHp- bt o-dal G‘pfb%fe%is%yown{ﬁﬁ ?C]Om ent
Provi der server. Because the data of the pictures changes, "the hash’ of

the URL changss sasnWebkr THuse1dheqnew %?Qﬁgggfhl%ﬂeldﬁ%&intggmesﬁﬁ§>%¥06pt
20 An t hat

that a new nunber is inserted for the fingerprint. y user

requests t h%i&%&%l@%ﬁ@éttﬁﬁn&pdeﬂse Wfi8§ebyes. Page o tﬂ%tstp%irgﬁg 39 d hieonnew
picture. The old picCture is never referenced and cannot be nls¥a enl’y
[

returned 1n d¥aee ob 08 ION &Rt dBl L NEOLIBE QL sy SUTTREY. o fy the

preferably there are two i ng operations are

fcth i Q/ 04458, PCT/ US99/ 1 21 First,
pages, of oL e el Y oultar V009,048, PCT IS ISON BLM I .

hashi ng can be a conponen process

selected to,tyansformthe in name intgo a  virtual ghost nane. As wl|
be seen, thf?’%ﬁ%s ?%%%?gﬁ%g f@ncognggg 3 B SEEE dRtentiet R he

gl obal hosthgg sgsten1to %%%ﬁ%%%Fve t he enbedded URLs. Next, a hash of the
data poi nt edt'§ S6Y°PHet & YRS SPEVRINPUtRIP tETF iBAS&PERASTHE T he

URL. stale and out-of-date content from the ghost servers.
Preferably, these two transformations are performed off-line and
10 therefore do not pose potential performance bottlenecks.
Generalizing, the preferred URL schema is as follows. The
illustrative domain www.domainname.com/frontpage.jpg is
transformed into:
XXXX.Yy.zzzz.net/aaaa/www.domainname.com/frontpage. jpg,
15 where:
XxXXxX = serial number field

vy = lower level DNS field

zzzz = top level DNS field
aaaa = other information (e.g., fingerprint) field.
20 If additional levels of the DNS hierarchy are used, then

there may be additional lower level DNS fields, e.g.,
XXXX.Y1Y1.Y2Y2 zZz.net/aaaa/.

Step 2: After receiving the initial page from the Content
Provider site, the browser needs to load the embedded URLs to

25 display the page. The first step in doing this is to contact



This second transformation serves to protect against serving stale and
out-of -date content fromthe ghost servers. Preferably, these two
transf or maty,§ggoase Performed off-l1ine and 10 therefore do peysRESHs
potential perfornmance bottlenecks. Generalizing, the preferred URL schena
is as follows. The illustrative domai n weav. domai nnane. coni front page.jpg is
transforned into: XxXxxX.yy.zzzz.net/aaaa/ ww. domai nnane. com front page. j pg,

15 where: xxxx DNSefdrlernyibencfiieds s Wachihewehr! gvetnONG dyirel QSPI)CZ%é =
top level DNS field aaaa = other information (e.g., fingerprint) field. 20

I f additiongksdBueltmeot 1thecBNSobi iRl Chys algsusgde: then there may be
additional |lower |level DNS fields, e.g., xxxx. ylyl.y2y2 zzz.net/aaaa/

Step 2: A@s@étw@ﬁ@ﬂo@gﬂ?eak%éi alopagef ramthe Cont en:theh gﬁ%b?ef site,
the browser needs to | oad the enbedded URLs to 25 display t page he

first step ws@pdgﬁgartdwl%eb%u&@ 89“&@& a%r\éQe%Q/ %éé#&f@%ﬁ%%ﬁ%%%% A the

DNS server on the user's machi ne t he user eéso

alteredgﬁos%@%gﬁ,tﬁﬂlggl nGasen |?é%?9 tl AQZ ghosting. qgaWQ% gpg%hﬁgﬁﬁpu|abe

seen, the glo osting arc ur e of the present i nventl tes
the 5 DNS S’é’ﬁ:gter@ss%ear}atthghgll NG almsd rl%s%ll\ﬁeq tgoonaevgftﬁeh%a%e atlready

To appreciate how this is done, the following describes the
progress of the DNS query that was initiated by the client.
Step 3: As previously described, preferably there are two

10 types of DNS servers in the inventive system: top-level and
low-level. The top level DNS servers 38 for ghosting.com have a
special function that is different from regular DNS servers like
those of the .com domain. The top level DNS servers 38 include
appropriate control routines that are used to determine where in

15 the network a user is located, and then to direct the user to a
akamai.com (i.e., a low level DNS) server 40 that is close-by.
Like the .com domain, akamai.com preferably has a number of top-
level DNS servers 38 spread throughout the network for fault
tolerance. Thus, a given top level DNS server 38 directs the

20 user to a region in the Internet (having a collection of hosting
servers 36 that may be used to satisfy the request for a given
embedded object) whereas the low level DNS server 40 (within the
identified region) identifies a particular hosting server within

that collection from which the object is actually served.



that is near the client and is likely to have the page already. To
appreciate how this is done, the foll ow ng describes the progress of the

DNS query tpghohass i nitiated by the client. Step 3: As prevpOpEidg159s1
described, preferably there are two 10 types of DNS servers in the

i nventive system top-level and |owlevelk3 The top | evel DNS servers 38
for ghosting.comhave a special function that is different fromregular

DNS servers |ikeMothosenafalllhe eamdesai sbovkhe thep Dgveko BN s&lV &lnt38n
include appropriate control routines that are used to determ ne wheie in

15 the netW@ékeaaUSEévéI% |l atrede safgt hefct o divhach thevdsefo i@ er
akamai.com (i.e., a low level DNS) server 40 that is close-by. Like the

com donai n, dqakapgai ticom prafierablay ghast asoeper 0&h%°$ho£€V§%r@§5ré&ky%éﬁ 38
spread throughout the network for fault tolerance hus, a given top |evel

DNS server 38sdi hed sndhe 2Q1user FQracfaghon ivyibhe gl gt &k élé%é? Ig~a

col l ection of hosting servers 36 that nay be used to satl request

for a giyenp enpeddedy obj &)y \Mfer‘§§§3t$ﬁ 04 O ) \é@ PSS seryer 40 (\ IentDRFhat

the identified region) i1dentifies |cular ostng server

d 04458
e 8%55?25%%?&2%5@%”%%’% ES?E};%‘E%%‘? aBove’ Phe ﬁﬁ%p%ag@sls i "

t I 0Ges |n each f rves to hetter,
G oot the ot oSSR Rl RROSER Rk Gue ST He LBk0R, SRErSSebr Taee inve

nore fields. F akana tec et" may be used i nstead
of "al23. ghostgﬁ a%%?%éﬁ%npxq %Fg bﬁed J1b YooRingat the Tp

address of the client machine making the request. 1In the

10 present example, the DNS server is running on the machine of the
user, although this is not a requirement. If the user is using
an ISP DNS server, for example, the routines make the assumption
that the user is located near (in the Internet sense) this
server. Alternatively, the user's location or IP address could

15 Dbe directly encoded into the request sent to the top level DNS.
To determine the physical location of an IP address in the
network, preferably, the top level DNS server builds a network
map that is then used to identify the relevant location.

Thus, for example, when a request comes in to a top level

20 DNS for a resolution for al234.g.akamaitech.net, the top level
DNS looks at the return address of the requester and then
formulates the response based on that address according to a
network map. In this example, the al234 is a serial number, the
g is a field that refers to the lower level DNS, and akamaitech

25 refers to the top level DNS. The network map preferably



| evel is used, a representative URL could be "al23. akamai.com Although

ot her techni ques may be used, the user's location in the network preferably
i's deduced Ry dogptsing at the IP address of the client nmachpagyR®kised t he
request. In the 10 present exanple, the DNS server is running on the
machi ne of the wuser, although this is not4a requirenent. If the user is
using an ISP DNS server, for exanple, the routines nake the assunption

t hat the usemnkaihscateﬂsmeﬂieﬂﬂnIhherhétepfﬁﬁoéﬂmsﬁﬁwtbh&cﬁ@ryﬁd, for
Alternatively, the user's location or IP address could 15 be directly

encoded i nt @adhe 1PeHUESE, SEY i) WBectepnéevithe fNS o diGedet erai Aepidie .
physi cal |ocation of an I P address in the network, preferably, the top

| evel DNS semeemapuplese famief Woy kiparBRqt Ia@qtatirﬁlatn%n gased ba hdepdify the
rel evant |ocation. Thus, for exanple, when a request cones in to a top

| evel 20 DN@HEQEl@nge§§@Lgﬁéyfﬂgy’ al234. g. akamai tech.net, the top | evel
DNS | ooks at the return address of the requester and then fornulates the

responsesbased op¢that dé‘@&&ﬁ%ﬁnﬁ;ﬁ%&é%“g t@hé" né’cewt [hg‘i?ﬁg{xé' ghis

exanple, the al234 is a serial 'S a Tefers to the
| ower Ievelcﬁbg ggg? @@%‘%%ﬁ?ﬁ§§§ ﬁgg % }g4} C{%%C%%v%ke The nq}mork
map preferably WO / 5 contains "a s
BRGNS e
based on net%@lltycgndlééﬂﬁiﬁgn%qﬁggggl1s a standard feature in the DNS
system. In addition, this redirection can be done in such a way
10 that if the local low level DNS server is down, there is a
backup server that is contacted.
Preferably, the TTL (time to live) stamp on these top level
DNS redirections for the ghosting.com domain is set to be long.
This allows DNS caching at the user’s DNS servers and/or the
15 ISP’s DNS servers to prevent the top level DNS servers from
being overloaded. If the TTL for ghosting.akamai.com in the DNS
server at the user’s machine or ISP has expired, then a top
level server is contacted, and a new redirection to a local low
level ghosting.akamai.com DNS server is returned with a new TTL
20 stamp. It should be noted the system does not cause a
substantially larger number of top level DNS lookups than what
is done in the current centralized hosting solutions. This is

because the TTL of the top level redirections are set to be high

and, thus, the vast majority of users are directed by their



5 After determning where in the network the request originated, the top
level DNS server redirects the DNS request to a |ow | evel DNS server -cl ose
to the usegd oy network. The ability to redirect requegcgnissysost andard
feature in the DNS system In addition, this redirection can be done in
such a way 10 that if the local |ow | evel2sDNS server is down, there is a
backup server that is contacted. Preferably, the TTL (tinme to live) stanp

on these tapdaaveks PNS:igshi rastd Ql@%rhgrlé»belegmﬁ'H&-tqg@.gﬁgﬁéﬂ.éoﬁn Sfis Lo
be long. This allows DNS caching at the user's servers and/or the 15

| SP's DNS seiers to prevent the top | evel DNS servers from being
overloaded. If the TTL for ghosting.akamai.comin the DNS server at the

user's machi ne QBrE§EeP?Sf§ﬁ%¥rﬁﬁ%er%%@? @o%ogﬁzhﬁﬁﬁhf§%ﬁvgﬁsi§e§ cted,

and a new redirection to a local low Ileve sting. akamai . com server

is returned, wth.a F@b%g%iéghlu%bePN§$S?%%H+€5£ﬁKE§E§g thedgxstﬁggaﬁgf not

1 .
cause a substantia ar ger Iooﬁups han a IS

d incth nt n i zed hosting,solutions. This is. be the TTL
done, | nst NeaunLent csenitell zed diostl ug selatl onse (T 5ol epaipe !
Tocal DS STt ESTRY ALY by ESRRErE! P Grost it ok dm SEoRE DRSS e
Mor eover, fault tole ce for the top |level DNS servers is provided

ot ot | cal'ty By BNDRR R TSAY (O RRE £5 done 4 e servel! °'1f The

of the low level DNS servers is down, the user will still be
able to contact one on the list that is up and running.

10 Fault tolerance can also be handled via an “overflow
control” mechanism wherein the client is redirected to a low-
level DNS in a region that is known to have sufficient capacity
to serve the object. This alternate approach is very useful in
scenarios where there is a larée amount of demand from a

15 specific region or when there is reduced capacity in a region.
In general, the clients are directed to regions in a way that
minimizes the overall latency experienced by clients subject to
the constraint that no region becomes overloaded. Minimizing
overall latency subject to the regional capacity constraints

20 preferably is achieved using a min-cost multicommodity flow
algorithm.

Step 4: At this point, the user has the address of a
close-by ghosting.com DNS server 38. The user’s local DNS server
contacts the close-by low level DNS server 40 and requests a

25 translation for the name ghostl467.ghosting.akamai.com. The



5 popul ar com domain. Fault tolerance for the low | evel DNS servers
preferably is provided by returning a |ist of possible |owlevel DNS

servers insyg3gefks] ust a single server. If one of the | owtE¥ede 0P
servers is down, the user will still be able to contact one on the I|ist

that is up and running. 10 Fault tol erancegan al so be handl ed via an
"overflow control"” nechanismwherein the client is redirected to a | ow

| evel DNS inczanegenséhadr iss kn@pdnkeohaveosufdd Gy %ﬁ@aﬁbté{dd%ﬁsé%\/e
the object. This alternate approach is very useful in~ scenarios ere

there is a lafegerampungheét darmnd o BEMA 15 SPEGIJIC thegi 98 er when, there

is reduced capacity in aregion. 1In general, the clients are directed to

regions in a8y hbatovd8tNJIA&ES e guer t ri ed by clients
subject to f%e const?gint t hat ﬁb rgbion§£%%%ﬁé§p%¥é%%§gdggpgNﬂﬁ?nizing
overal | Iatqg&xi§ggjggga;o the regional capacity constraints 20 preferably

is achieved using a mn-cost nmulticommodity flow algorithm Step 4: At

this point, the r the ress of _a close-by .ghosting.com DNS server
38. The gser's Iggglb%§é§§§?¥%ggsgbﬁfﬁc %p?ﬁ%gGﬁg%é?%yuﬁgmﬁﬁ8éﬁln%ﬁgg§é¥ver
40 and request 2 ransl at.i.on for,_the nane , _

ghostl467.gﬁro%$'fli 89%&%@?%"“0%“?% %eoﬁf%)g%’ée%éﬁ%@é@}li5%15°2%a%1§c9a| DNS

server is responsible for, returni the | P address of = one of the ghost
cervers 36 SV PHE RBEVBTR Het A% CEF6SAPED the)- UserTiAdt Noyed Aot tand

most likely 1,081 (820 MV& 4N and 1n v.s. serial No. 09/088,825, filed

June 2, 1998, each titled Method And Apparatus For Distributing

10 Requests Among A Plurality Of Resources, and owned by the
Massachusetts Institute of Technology, which applications are
incorporated herein by reference. Consistent hash functions
make the system robust under machine failures and crashes. It
also allows the system to grow gracefully, without changing

15 where most items are located and without perfect information
about the system.

According to the invention, the virtual ghost names may be
hashed into real ghost addresses using a table lookup, where the
table is continually updated based on network conditions and

20 traffic in such a way to insure load balancing and fault
tolerance. Preferably, a table of resolutions is created for
each serial number. For example, serial number 1 resolves to
ghost 2 and 5, serial number 2 resolves to ghost 3, serial
number 3 resolves to ghosts 2,3,4, and so forth. The goal is to

25 define the resolutions so that no ghost exceeds its capacity and



required data. 5 The basic nechanismfor mapping the virtual ghost names to
real ghosts is hashing. One preferred technique is so-called consistent

hashing, a kbed in U S. Serial No. 09/042,228, filedpdMag€yddod; 1998,
and in U_s%”@ﬁ??gﬁpnb_ 09/ 088,825, filed June 2, 1998, each titled Method

And Apparatus For Distributing 10 Request<7Anmong A Plurality O Resources,

and owned by the Massachusetts Institute of Technol ogy, which applications
are incorparattedhberetal byuiefiergnael Ghoststantahasksbunetbessis make the
system r obust under machine failures and crashes. It also allows the

system to gmawigraeef uthys i thew tehasgipg dfawhere SRskni LeAB A& | ocat ed
and wi thout perfect information about the system According to the

invention, th&ivkltHabaghasd damee aBY:ben) baghesd - nto Jueal -ghost . addresses
using a table | ookup, where the table is continually updated based on

net wor k condigt ia0Rs §8Rda @PatdAfd idkeln e§'fi!§£‘ilg? VWEYad %a’l%%%&%lgl oafl.pal 3{}%

g
and fault tolerance. Preferably, a table resolutions s create or

each Serbalt@%@b%ﬁ-cggﬁeQ%ﬁﬂﬂhﬁﬁﬁ%ﬁ%bg%yQnggrogﬁ%%%gk §§ Egcpghgg%g%.and

S5, serial nunber 2 resolves to g sert al I resol ves 3 dhosts

Choat onmaed P e 0P 4 SR AR S b et

:gtggsﬂrgbfﬁggkgﬁg[Sg£?§§;§é§$€%§%§r%%Okgkéoggsiéaméggy ggzg étT?égoiékfg%ge
tend to stay consistent over time provided that the loads do not
change too much in a short period of time. This mechanism

10 preferably also takes into account how close the ghost is to the
user, and how heavily loaded the ghost is at the moment.

Note that the same virtual ghost preferably is translated
to different real ghost addresses according to where the user is
located in the network. For example, assume that ghost server

15 18.98.0.17 is located in the United States and that ghost server
132.68.1.28 is located in Israel. A DNS request for
ghostl487.ghosting.akamai.com originating in Boston will resolve
to 18.98.0.17, while a request originating in Tel-Aviv will
resolve to 132.68.1.28.

20 The low-level DNS servers monitor the various ghost servers
to take into account their loads while translating virtual ghost
names into real addresses. This is handled by a software
routine that runs on the ghosts and on the low level DNS

servers. In one embodiment, the load information is circulated

25 among the servers in a region so that they can compute



maxi mal advantage of the avail able nenory at each region. This 1is a mjor
advant age over existing |oad bal ancing schenes that 5 tend to cache

everyt hi ng wyeh¥xiagre or that only cache certain objects iBcEBEdonisssi
| ocations no natter what the loads are. In general, it is desirable to

make assignments so that resolutions tendgo stay,consistent over time
provided that the | oads do not change too nuch in a short period of tine.

Thi's mechani segdid: farefserrakl ¥aahsoet ke UMRES . ACERMNL 1 tHP$8 rt REm h9§$g'5
to the wuser, and how heavily | oaded the ghost is at the nonent. Note that

the sane virtami1ghests poeker abl Yol Soud. an%'h@t edryip #ifderen %ﬂ’t@@' EQOSt

addresses according to where the user is located in the net

exanpl e, assuip;ddialy albast (BELYSTod hdibd8.0 dLel s dacatad 1, the, i ted

States and that” ghost server 132.68 28 1| ocated’ i n rael .

request for s ghost 14a7..ghoshi 00 BkAIRI., GO, QT LOLNALLNG, [0 Boston wi |

resolve to 18.98.0.1/7, while a request originati ng i ViV |1

resol ve t0 132, 8. T | ev DNS server itor the various
ghost servers {%§%§a eofﬁgg ggc%égé ttﬁéﬁ’eﬁggdgeﬁh?f PRl &t FRECr t ual
ghost names eal. .addre ses his is handled sof t ware routlne
that runs orp‘{ ogtlg%an CT Veé\feIlSDf{I?l%%?%éjrssmgl i GRBsSistent
enbodi ment Ioad i nf |on |s C|rcu ted, 25 anong the servers in a
regi on so tHE%%f 5% §0np ?%hvﬁ?%&ﬁ%mf SBCH? USH 15791 veslg tPekbPut i ons

for each serlal nunber orithmfor conputin
allest 1n1t1a? Se ment of servergpfromgthe priority list so

that no server becomes overloaded. For example, if the priority

10 list for a serial number is 2,5,3,1,6, then an attempt is made
first to try to map the load for the serial number to ghost 2.
If this overloads ghost 2, then the load is assigned to both
ghosts 2 and 5. If this produced too much load on either of
those servers, then the load is assigned to ghosts 2,3, and 5,

15 and so forth. The projected load on a server can be computed by
looking at all resolutions that contain that server and by
adding the amount of load that is likely to be sent to that
server from that serial number. This method of producing
resolutions is most effective when used in an iterative fashion,

20 wherein the assignments starts in a default state, where every
serial number is mapped to every ghost. By refining the
resolution table according to the previous procedure, the load
is balanced using the minimum amount of replication (thereby

maximally conserving the available memory in a region).



resol utions works as follows. The server first conputes the projected |oad
(based on nunber of user requests) for each serial nunber. The serial

nunber s argwbggamg{ocessed in 5 increasing order of |oad. Fefr/genAsserial
nunber, a random priority list of desired servers is assigned using a

consi stent hashing nethod. Each serial nggber is then resolved to the
smal lest initial segnent of servers fromthe priority list so that no

server becones oves|DEUetbr koresexaspl Bevéf N thian@lbtYodd i sded b &e
serial nunmber is 2,5,3,1,6, then an attenpt is nade first totry to nmap

the | oad foshbhe serdmlonwmen ckorgbests<. whdd Hfvg ovgh! padseghasty 2, then
the load is assigned to both ghosts 2 and S. If this produced too much

| oad on eithae of thdhogeserverge then: g he Joag s asghgned, g, ghosts 2, 3,
and 5, 15 and so forth. The projected | oad on a server can be conputed by

| ooki ng at ﬁlahi{a§§£’ij:éﬁikpﬁ%hteh%?sggﬂt%niﬁﬂ?rte sae'b\églénggdbg%/we&g 'igr%ly;‘fi N

anount of load that is l'ikely fo be sent to that server fromt

nunber . ghi souELhod Of AQOYGENToN SROLULIGNS s MBSl ehigelive, when used

in an iterative fashion, 20 wherein e assi gnnents star

SLat e, Wher goger yus SELLAL NUTHEL | s, IRgped g, evely ooty By sfining the

. on
resolution table accor € previous ‘procedur e, Sb ced

i th 1 Nj f lLi.cat i t hereb maxinmal |y conserving the
ovai Pabl'e iy ySYEITE, TSR0 s TBoT GsTor 16881 58 T SHLY or

these lom"%ﬁglusefstgcrﬁgf¥y %g%elgosgg écigxalevel DNS lookup. Most

users will see a DNS translation that is cached on their machine

10 or at their ISP. Thus, most users go directly from their local
DNS server to the close-by ghost that has the data they want.
Those users that actually do a low level DNS lookup have a very
small added latency, however this latency is small compared to
the advantage of retrieving most of the data from close by.

15 As noted above, fault tolerance for the low level DNS
servers 1s provided by having the top level DNS return a list of
possible low level DNS servers instead of a single server
address. The user’s DNS system caches this list (part of the
standard DNS system), and contacts one of the other servers on

20  the list if the first one is down for some reason. The low
level DNS servers make use of a standard feature of DNS to
provide an extra level of fault tolerance for the ghost servers.
When a name is translated, instead of returning a single name, a
list of names is returned. If for some reason the primary fault

25 tolerance method for the ghosts (known as the Buddy system,



short to allow a quick response when heavy load is detected on one of the
ghosts. The TTL is a paraneter that can be nmanipulated by the systemto
insure a bgj ﬁ;etween timely 5 response to high | oad on ghogdes1a93¢ t he
| oad |nduced on the low |evel DNS servers. Note, however, that even if the
TTL for the Ilow level DNS translation isyget to 1-2 mnutes, only a few of
the users actually have to do a | ow | evel DNS | ookup. Mst users will see a

DNS transl afh 0 tlr@tdés%r(iEGBegeP&)t k@lrlsna%h'en@llé'xg)t Orgrdﬁ] etxh%llrlll ggnt% S,
nost users go directly fromtheir local DNS server to the close- ost

that has thg,data tthrée%twagt 8110;'995@{1 usgr s ;that actually do a low | evel DNS

| ookup have a very snal ded latency, however this latency is small

conpared to th ta,d)v%nt a@'ﬁeoﬂréﬁ%éf wLqulmo evefé%ﬁ%gatta)fra%m %I Qs by. 15

As not ed above, fault tolerance for t servér's ey provi ded
by having t lev e a list of 0SSi bl I ow I

servers i nsgtp%zlaécflogafl2@‘3 ?hﬁgpgnééég%r AddY ess /wﬁlﬁepﬁ(%wr /gf;égklém caches
this |I% art ) the andarg ENS 5%1 rp agd contacts. one of the other
servers on 19 IR%SE £ O ket © S §186Gn°Y o7 "SBme  MASoNAFhEDT ow

| evel DNS servers q?) e use of _a standard feature of DNS to provide an
extra | evel "8F° AUl S GFePaRge ForYThe "YioSECLreRr o™ W&t & 2Rl Fs

transl at ed, n]oUr ad of returni ng a single name, a list of nanmes is
Rl

ret ur ned. SoRe PEASORTE HES JFitar y PeadPE tYaTe of Eikimce AReth8dIRest t he
ghosts (known as the Buddy system WO 00/04458 PCT/US99/ 15951 30

parses the page name into the original host name and the real
page name. If a copy of the file is already stored on the

10 ghost, then the data is returned immediately. If, however, no
copy of the data on the ghost exists, a copy is retrieved from
the original server or another ghost server. Note that the
ghost knows who the original server was because the name was
encoded into the URL that was passed to the ghost from the

15 browser. Once a copy has been retrieved it is returned to the
user, and preferably it is also stored on the ghost for
answering future requests.

As an additional safeguard, it may be preferable to check

that the user is indeed close to the server. This can be done

20 Dby examining the IP address of the client before responding to
the request for the file. This is useful in the rare case when
the client’s DNS server is far away from the client. 1In such a
case, the ghost server can redirect the user to a closer server
(or to another virtual address that is likely to be resolved to

25 a server that is closer to the client). If the redirect is to a



which is described below) fails, the client browser will contact one of
the other ghosts on the list. Step 5: The browser then nmakes a request for
an obj ect yEH4a123. ghosting. akamai . cont. ../ ww. provi der .geqsheisgs: S

i mages/ space. story.gif fromthe close-by ghost Note that the name of the
original server (www. provider.con) preferafly is included as part of the
URL. The software running on the ghost parses the page nane into the

original hostrhage asadvihe 1Rl 1tPaGENBEBradde® CORY-QE LN s
al ready stored on the ‘io ghost lt hen t he da?%(;?s re%renea)E Butl) %iely I f,

however, no r<GQRY%-0ohber dat aca‘?ﬂntgh?)lggg.ﬂ exi Sp f%(}tgédl gmk?} JE hgyed fr om

the original server or another ghost server. te T hat no’ws who

the origi nal. SgrLYer gyﬁgqﬁﬁyt he Qgg@ giz lae eo%%qelchto Qe URL that was

passed to the ghost 15 "brows copy “has “heen Tettieved it

is returned €n d f er abl Ly, st red on the ost for
answeri ng flIthIa r%ajgreaﬁgskgeféaane a'g)rlije1 g drt | ona%lrea(ftlgoﬂla % Hﬁ?/ b tpgtg‘f Serabl e

to check %b ser i ﬁ he server. ﬁ can be done 20
by exam Ri ng thS IJB ala%lr eXé:FI gﬁt b‘é?lbfraemr SI5GAAENGLED t he request

for the file. Th|P usefuf nlthe rare caewhen the client's DNS server
is far away from ?ﬁtoﬁrf‘?ré?ﬁ qrn SUehA8YNLARES T3 Hti6s Pes eFREPVRAPY edi rect

the user to a cl oseglserver . (or_to anot her virtual address that is likely

to be resol V&FaF6C25L% %fé?%lr“% R PETUPBsE? Mottheé GlLiteRE) Ls|gonnpeted
redirect is to a WO 00/ 04458 PCT/ US99/ 15951

based on changing network conditions. This is especially
helpful for audio and video downloads (where the connections can

10 be long and where quality is especially important). In such
cases, the user can be directed to an alternate server in mid-
stream. The control structure for redirecting the client can be
similar to that described above, but it can also include
software that is placed in the client’s browser or media player.

15 The software monitors the performance of the client’s connection
and perhaps the status of the network as well. If it is deemed
that the client’s connection can be improved by changing the
server, then the system directs the client to a new server for
the rest of the connection.

20 Fault tolerance for the ghosts is provided by a buddy
system, where each ghost has a designated buddy ghost. 1If a
ghost goes down, its buddy takes over its work (and IP addreés)
so that service is not interrupted. Another feature of the
system is that the buddy ghost does not have to sit idle waiting

25 for a failure. Instead, all of the machines are always active,
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gating mechanism works as follows. When the number of requests

10 for an object exceeds a certain specified threshold, then the
server can elect to not serve the object. This can be very
useful if the object is very large. Instead, the client can be
served a much smaller object that asks the client to return
later. Or, the client can be redirected. Another method of

15 implementing a gate is to provide the client with a “ticket”
that allows the client to receive the object at a prespecified
future time. 1In this method, the ghost server needs to check
the time on the ticket before serving the object.

The inventive global hosting scheme is a way for global

20 ISPs or conglomerates of regional ISPs to leverage their network
infrastructure to generate hosting revenue, and to save on
network bandwidth. An ISP offering the inventive global hosting
scheme can give content providers the ability to distribute
content to their users from the closest point on the ISPs

25 network, thus ensuring fast and reliable access. Guaranteed web
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the ISPs points, for example). This enables the ISP to serve content for
sites that it hosts directly into the network exchange points

10 and access points. Expensive backbone links no longer have to
carry redundant traffic from the content provider’s site to the
network exchange and access points. Instead, the content is
served directly out of the ISP’s network, freeing valuable
network resources for other traffic.

15 Although global hosting reduces network traffic, it is also
a method by which global ISPs may capture a piece of the rapidly
expanding hosting market, which is currently estimated at over a
billion dollars a year.

The global hosting solution also provides numerous

20 advantages to Content Providers, and, in particular, an
efficient and cost-effective solution to improve the performance
of their Web sites both domestically and internationally. The
inventive hosting software ensures Content Providers with fast
and reliable Internet access by providing a means to distribute

25 content to their subscribers from the closest point on an ISP’s



25 network, thus ensuring fast and reliable access. CGuaranteed web WO
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busi ness, apg g4l hosting allows for the creation of a sefuéPAsdshat
satisfies this need. dobal hosting according to the present invention also
5 allows an ISP to control how and where gantent traverses its network.
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the many neneerkrexchangeidind caceessthepi s r f1f RRMLEN- 1 INhSrenahles
the 1SP to serve content for sites that it hosts directly into the network

exchange poielisw] 0t BAdy BAGAS hoRRK ALSso BXPENST Mes Packhones! Laks; ng l.anger
have to carry redundant traffic fromthe content provider's site to the

network exchange: ands acL8ss OBt SorkNst e - the content is served
directly out of the ISP's network, freeing valuable network resources for

other traffic. 15n€$t{H%§Hédyf%gaélgggigﬁ§é§ﬁ %%&v%%%“825 3%%%;#%%%gﬁyis

al so a nethod by which global 1SPs ma e a piece of

cxpand ng hosLi g B} o Mioh kSl ank st maed, ot quer 8 biJ Lion

dol l ars a year. hosting solution %
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Cont ent ProéF g?g wWiF S points. As a result of this
efficient distribution of content directly from an ISP’s
network, the present invention substantially improves Web site

10 performance. In contrast to current content distribution
systems, the inventive global hosting solution does not require
expensive backbone links to carry redundant traffic from the
Content Provider’s Web site to the network exchange and access
points.

15 A summary of the specific advantages afforded by the
inventive global hosting scheme are set forth below:

1. Decreased Operational Expenses for Content Providers:
Most competing solutions require Content Providgrs to
purchase servers at each Web site that hosts their content. As

20 a result, Content Providers often must negotiate separate
contracts with different ISPs around the world. In addition,
Content Providers are generally responsible for replicating the
content and maintaining servers in these remote locations.

With the present invention, ISPs are primarily responsible

25 for the majority of the aspects of the global hosting. Content
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to their subscribers fromthe closest point on an |ISP's WO 00/ 04458
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detail bel ow, the gl obal hosting solution also provides the inportant
benefit of reducing network traffic. Oncesgnexpensive gl obal ho;tlng
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servers in remote locations.
2. Intelligent and Efficient Data Replication:

10 Most competing solutions require Content Providers to
replicate their content on servers at a commercial hosting site
or to mirror their content on geographically distant servers.
Neither approach is particularly efficient. 1In the former
situation, content is still located at a single location on the

15 Internet (and thus it is far away from most users). In the
latter case, the entire content of a Web site is copied to
remote servers, even though only a small portion of the content
may actually need to be located remotely. Even with inexpensive
memory, the excessive cost associated with such mirroring makes

20 it uneconomical to mirror to more than a few sites, which means
that most users will still be far away from a mirror site.
Mirroring also has the added disadvantage that Content Providers
must insure that all sites remain consistent and current, which

is a nontrivial task for even a few sites.



content and naintaining servers in these renote |ocations. Wth the present
invention, |SPs are primarily responsible 25 for the majority of the

aspects of‘ggﬁwghgfal hosting. Content WO 00/ 04458 PCT/ US9958&b/1503
Providers preferably maintain only their single source server. Content on
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copied to renote servers, even though only a small portion of the content
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to mirror to mor@:thadm PR wSiPBSeRhnYRPAIRUETE : t hat nost users will still

be far away froma mrror site. , _ .
Many existing solutions require active management of

content distribution, content replication and load balancing

10 between different servers. 1In particular, decisions about where
content will be hosted must be made manually, and the process of
replicating data is handled in a centralized push fashion. On
the contrary, the invention features passive management.
Replication is done in a demand-based pull fashion so that

15 content preferably is only sent to where it is truly needed.
Moreover, the process preferably is fully automated; the ISP
does not have to worry about how and where content is replicated
and/or the content provider.

4. Unlimited, Cost Effective Scalability:

20 Competing solutions are not scalable to more than a small
number of sites. For example, solutions based on mirroring are
typically used in connection with at most three or four sites.
The barriers to scaling include the expense of replicating the

entire site, the cost of replicating computing resources at all



Mrroring also has the added di sadvantage that Content Providers nust
insure that all sites remain consistent and current, which is a nontrivial
task for evgy dodigyyv sites. WO 00/04458 PCTI US99/ 15951 36 Wdhyddgsddiesent
invention, content is automatically replicated to the global server _
network in an intelligent and efficient gashion. Content is replicated in
only those locations where it is needed. Mireover, when the content 5
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software do not need to be replicated at every node because only
the hosting server runs at each node. 1In addition, the global
10 hosting server is designed to run on standard simple hardware
that is not required to be highly fault tolerant.
5. Protection against Flash Crowds:
Competing solutions do not provide the Content Provider
with protection from unexpected flash crowds. Although mirroring
15 and related load-balancing solutions do allow a Content Provider
to distribute load across a collection of servers, the aggregate
capacity of the servers must be sufficient to handle peak
demands. This means that the Provider must purchase and
maintain a level of resources commensurate with the anticipated
20 peak load instead of the true average load. Given the highly
variable and unpredictable nature of the Internet, such
solutions are expensive and highly wasteful of resources.
The inventive hosting architecture allows ISPs to utilize a

single network of hosting servers to offer Content Providers

25 flash crowd insurance. That is, insurance that the network will



typically used in connection with at nost three or four sites. The
barriers to scaling include the expense of replicating the entire site,

t he cost of (g?%‘,i $ti ng conputing resources at all WO 00/ 0445%;s99/15951
PCT/USQQ/lgg é nodes, and the conplexity of supporting the w dely

varying software packages that Content Prgviders use on their servers.
The uni que system architecture of the present invention is scaleable to
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vari abl e and,ungredi ctable nature_of the Internet, such
mirroring, 1t 1s possible to save bandwidth over certain links

(i.e., between New York and Los Angeles). Without global
10 hosting, however, most requests for content will still need to
transit the Internet, thus incurring bandwidth costs. The
inventive hosting framework saves substantial backbone bandwidth
for ISPs that have their own backbones. Because content is
distributed throughout the network and can be placed next to
15 network exchange points, both ISPs and Content Providers
experience substantial savings because backbone charges are not
incurred for most content requests.
7. Instant Access to the Global Network:
Competing solutions require the Content Provider to choose
20 manually a small collection of sites at which content will be
hosted and/or replicated. Even if the ISP has numerous hosting
sites in widely varied locations, only those sites specifically

chosen (and paid for) will be used to host content for that

Content Provider.
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Net wor k: Conpeti ng sol utions_require th ntent Provider to choose 20
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be automatically moved to servers that are also located in Asia.
In addition, the global hosting framework allows the content to
10 be moved very close to end users (even as close as the user’s
building in the case of the Enterprise market).
8. Designed for Global ISPs and Conglomerates:
Most competing solutions are designed to be purchased and
managed by Content Providers, many of whom are already
15 consistently challenged and consumed by the administrative and
operational tasks of managing a single server. The inventive
hosting scheme may be deployed by a global ISP, and it provides
a new service that can be offered to Content Providers. A
feature of the service is that it minimizes the operational and
20  managerial requirements of a Content Provider, thus allowing the
Content Provider to focus on its core business of creating
unique content.
9. Effective Control of Proprietary Databases and

Confidential Information:



hosted and/or replicated. Even if the ISP has nunerous hosting sites in
w dely varied | ocations, only those sites specifically chosen (and paid
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above, initial requests for content are directed to the Content
Provider’s central Web site, which then implements effective and
10 controlled database access. Preferably, high-bandwidth, static
parts for page requests are retrieved from the global hosting
network.
10. Compatibility with Content Provider Software:
Many competing solutions require Content Providers to
15 utilize a specific set of servers and databases. These
particular, non-uniform requirements constrain the Content
Provider’s ability to most effectively use new technologies, and
may require expensive changes to a Content Provider’s existing
infrastructure. By eliminating these problems, the inventive
20 global hosting architecture effectively interfaces between the
Content Provider and the ISP, and it does not make any
assumptions about the systems or servers used by the Content
Provider. Furthermore, the Content Provider’s systems can be
upgraded, changed or completely replaced without modifying or

25 interrupting the inventive architecture.



Content Provider to focus on its core business of creating unique content.
9. Effective Control of Proprietary Databases and Confidenti al :
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hosting architecture effectively interfaces between the
9 partlgily eliminate %%ese issues (such as keeping counts on hits

for all cached copies), each of these solutions causes a partial
or complete loss of functionality (such as the ability to
10 personalize advertising). On the contrary, the global hosting
solution does not interfere with generation of dynamic content,
personalized advertising or E-commerce, because each of these
tasks preferably is handled by the central server of the Content
Provider.
15 12. Designed for the Global Network:
The global hosting architecture is highly scaleable and
thus may be deployed on a world-wide network basis.
The above-described functionality of each of the components
of the global hosting architecture preferably is implemented in
20 software executable in a processor, namely, as a set of
instructions or program code in a code module resident in the
random access memory of the computer. Until required by the
computer, the set of instructions may be stored in another
computer memory, for example, in a hard disk drive, or in a

25 removable memory such as an optical disk (for eventual use in a
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be depl oyed%{%% §93‘Yﬁ? aCt E&BFkrB‘a%?Elg‘ﬁﬁ?é’gé)Jm?@ fhuaesi poe of
functlonallt of each}h]t the ¢ onents. of the global hosting architecture
preferably i ﬁﬁf%n% t e art would also recognize that such methods

may be carried out in hardware, in firmware, or in more
specialized apparatus constructed to perform the required method

10 steps.

Further, as used herein, a Web "client" should be broadly
construed to mean any computer or component thereof directly or
indirectly connected or connectable in any known or later-
developed manner to a computer network, such as the Internet.

15 The term Web "server" should also be broadly construed to mean a
computer, computer platform, an adjunct to a computer or
platform, or any component thereof. Of course, a "client"
should be breoadly construed to mean one who requests or gets the
file, and "server" is the entity which downloads the file.

20 Having thus described our invention, what we claim as new
and desire to secure by Letters Patent is set forth in the

following claims.



20 software executable in a processor, nanely, as a set of instructions or
program code in a code nodule resident in the random access nenory of the
conput er. lwg)lo{)] ods8flUi red by the conputer, the set of instryesti@Rgssgpy be
stored in anot conput er menory, for exanple, in a hard disk drive, or
ina 25 rermvable menory such as an opticgl disk (for eventual use in a WO
00/ 04458 PCT/ US99/ 15951 42 CD ROM or floppy disk (for eventual use in a
floppy disk drive), or downl oaded via ¢thenhdit ernet or other corrputer
network. In addition, although the various nethods described are ’

conveni ently i npl ement %@tthaoﬁeé‘@f@lndo%r mgepgg?g‘%%“%y 2 gﬁ:t }“\é%%ﬁ% art

activated or reconfigured by so tware,” one of

Id al b d.out in h L in
i rmmare, or s &2 e oerHRPag appaarsae'[{ﬁéfc%ﬁg%ﬁ%l S optaPt the

requi red nmet;ho 0 .steps Frther, ed herein "client"” should
be broadly M(:lo%lst :sueéietn%lrfreaﬁ ah Z‘FrSFnc%Jrfb%rh #etdr‘?@rdeBPj 8fFectly or
indirectly co n d or ctable in any nown or | ater devel oped nanner
to a comput&ch © §u@ﬁ Eh?%é’qshtbéireﬁefmdigl% £ eMAlAgls esEBivepal

shoul d al so_be br a construed to nmean a_  conputer, conputer platform an
adj unct to %e%voerfpg][ §F¥’6‘F‘e'pFé?fIB’?‘?ﬁo%rcoﬁ‘WlébﬂBoWéﬁﬁtStt%@éi O course, a

"client" should be broadIX construed to nmean one who requests or gets the
responsive to a request for the Web page issued from a

client machine, serving the base document to the client machine
from a content provider site; and
10 serving the given embedded objects to the client machine

from hosting servers identified by the virtual server hostnames.

2. The method as described in Claim 1 wherein the hosting

servers are located in a computer network near the client

15 machine.

3. The method as described in Claim 1 wherein the step of
serving a given embedded object to the client machine further
includes the steps of:

20 redirecting the request from a first level domain name
server to a second level domain name server near the client
machine; and

having the second level domain name server resolve the
virtual server hostname to identify a given set of one or more

25 hosting servers for serving the embedded object.



file, and "server" is the entity which downloads the file. 20 Having thus
descri bed our invention, what we claimas new and desire to secure by

Letters Patgé 0oz €t forth in the fol l owing clainms. WO 0058443615951
PCTI US99/ 1 ? é CLAIM5 1. A nethod of serving a Web page conprising a

mar kup | anguage base docunent and a set aff enbedded objects each of which
is identified by a URL, wherein given enbedded objects 5 each include a URL
that has been nodified to include a virtual server hostnanme, the nethod
conprising the steps of: responsive to a request for the Wb page i Ssued

froma client maghi nerhsefatinyg thedbase: dogument; £i@ thenelb et (BGHI NG 11
froma content provider site; and 10 serving the given enbedded objects to

the client nrehkbpencifQRN0SIdINGSCRVEEBub g&lﬁéxfd %ﬂ%&&?&%lﬁ%%'gﬁ% ver

host nanes. 2. The nethod as described in m1 ost1ng

servers are¢.gecatgd & @héugygga@%dnggyggg near the client 15 machine. 3.
The method as described in Claim1 wherein the step of serving a given

enbeddedsobj ect to the client machine further includes the steps of: 20
redirecting the request froma first | evel domain nane server to a second

l'evel domain namg seryel ﬂ5¥ybdtgg ﬁgggpibe&m¥%“dlalm q wherein the value

is generated by encoding given information, the given
information selected from a group of information consisting
essentially of: size data, popularity data, creation data and

10 object type data.

6. The method as described in Claim 1 wherein the
modified URL includes a fingerprint value generated by applying
a given function to the embedded object.
15
7. The method as described in Claim 6 wherein the value

is a number generated by hashing the embedded object.

8. The method as described in Claim 1 wherein the markup

20 language is HTML.

9. The method as described in Claim 1 further including
the step of rewriting the modified URLs as the content provider
modifies the Web page.

25



havi ng the second | evel domain nane server resolve the virtual server
hostnane to identify a given set of one or nore 25 hosting servers for
serving theyghegded object. WO 00/ 04458 PCTI US99/ 15951  44pdryddeaseskt hod
as described in Caim1l wherein the virtual server hostnanme includes a
val ue generated by applying a given funcyson to the enbedded object. 5 5.
The nmet hod as described in Caim4 wherein the value is generated by

encodi ng gi ven ibfor mathedhod ke geveingi Hfups 'q@ncgﬁbggggg?fg(Mgghﬁgoup of
information consisting essentially of: size data, popularity data,

creation datangffge 192 0bjRlunckReadat & s& JhenPribed assdescrihgd in daim

1 wherein the nodified URL includes a fingerprint val ue generated by

appl yi ng  acgb¥efed Unstd an iR he;egbegdded;abi %%n%.grléizg g{&g dé%&!&ﬁ%f%s

described in Caim6 wherein the value® 1s a nu r gener ashi ng

t he enbedded obj - S. i i imJl wherein the

mar kup 20 Iangugg%p?é?%égu% %S%Qgggén%?ﬁggﬁgggggbngtgdgf%e?]%ﬁqﬁdﬁepurpher

i 11609, | EBGeRt PP alv e d hilfie B TR O WRGR 82nL RS SO P Up R H e
a given function to the embedded object; and

in response to a request from a client browser, serving the

web page.

10 11. The method as described in Claim 10 wherein the
hostname value is generated by encoding given information, the
given information selected from a group of information

consisting essentially of: size data, popularity data, creation

data and object type data.

15
12. The method as described in Claim 10 further including
the step of:
modifying the URL to include a fingerprint value for the
embedded object by applying a given function to the embedded
20 object.

13. The method as described in Claim 12 wherein the given

fingerprint value is generated by hashing the embedded object.



WO 00/ 04458 PCTI US99/ 15951 45 10. A nethod of serving a Wb page
tonprising a markup |anguage base docunent and a set of enbedded objects,
each enbeqp&ﬁo/@;ggsect identified by a URL, conprising the stenSse9hsos
prependi ng a hostnane into the URL for a given enbedded 5 object, server
host name including a value generated by applying a given function to the
enbedded object; and in response to a request froma client browser,

serving the wea4pagg.mgghé&.oﬁgﬁxﬁgg@qq as Qg§3%%9$g¥% r¥_atgginmalo wher ei n

the hostname value is generated by encoging gl ion, the "given

informatio d a of _infaornation _consi sting essenti all
I | ARRELEInLE R S AR O e o} &6t nggm‘a%?%e& 15 12.

of : size dat'a, popularity data, creation

The nethod gs: ' ' [ m 10 further. includi tep of:
i fyi ng. (R0 URE t 6oF cT Uae T I Rgar b e vht U 161 t AL o RBBRBGEH b ect

by applyingjgegkgﬁg f%nction to the enbedded 20 object. 13. The nethod as
described in O arm 13 Wwherein the given fingerprint value is generated by
hashingSthe enbedded 8b'ect. . g§/04458 PCT/ US99/ 15951 46 14. A nethod of
processi’ng a megrggsg &%%p?i%ﬁﬁ] server hostname into the URL for a

given embedded object, the virtual server hostname including a
value generated by applying a given function to the URL or the
given object:

wherein the given function randomly distributes the

10 embedded objects over a given set of virtual server hostnames.

15. The method as described in Claim 14 wherein the given

function is an encoding function.

15 16. The method as described in Claim 14 wherein the given
function is a hash function.
17. The method as described in Claim 14 further including
the step of:
including in the URL a given fingerprint value for the
20 embedded object generated by applying a given hash function to
the embedded object;
wherein the given fingerprint value identifies whether the

embedded object has been modified.



hypertext markup | anguage base docunent and a set of enbedded objects,
each enbedded object identified by a URL, conprising the steps of: 5

prependi ng ' | server hostnanme into the URL for a giypepugohsdded
obj ect, th399¥¢§%§f server hostnane including a value generated by

applying a given function to the URL or the given object; wherein the
given function randomy distributes the 10 enbedded objects over a given

set of virtual ser.vernBosttRsBSas ddscrifRedmehhedsas deseliled hﬂcgtﬁiﬂgl4
wherein the given function is an encoding function. 15 16. The net hod” as

described it fiep b4 %@Bﬁ%@tirﬁﬁa given syf ynet icfzg i:fn@el{@*htf %gﬁgi?_ogﬁd”-

The nmet hod as described in aim 14 further 1 ncluding ste

i ncluding ifedhie URBL cReOLXEN; Fi dJuidnat valu e 20 .embedded obj ect
gener at ed by appﬁyﬁng a given hash fun twb%ktghggﬁ%ggﬁ%%Hdébcgﬁfgﬁ?: _
wherein the given fingerprint value identifies whether the enbedded object

has been nodi fied. WO 00/ 04458 PCTI US99/ 15951 47 1?. The nethod aﬁ hash
d ibed in dgign 1 - i ncl.udj.n he_step of recaonputing the has
eSCri be gign 14 FHE%PE%W&@& hosttll%g %ﬁémﬁﬁﬁ‘p]ffo%%’%aetsls%r yo

for the fingerprint value an ewltin en the Wb

=
i i i i rk operative in a
page 1s Chaégr%qite§ %%twér Ilsrtl rv!zl?iuctheqls%?:sst L)?gcflrigm:avﬁachin%s connect to a

server via service providers, wherein the server supports pages
each comprising a markup language base document and a set of
embedded objects and wherein each embedded object is identified
10 by a URL, the framework comprising:
a first set of servers that host the embedded objects;
at least one top level server that provides a top level
domain name service (DNS) resolution; and
at least one lower level server that provides a lower level
15 domain name service (DNS) resolution;
wherein page requests generated by the client machines are
serviced by the server and a given subset of the first set of

servers as identified by the top level and lower level servers.

20 20. The hosting framework as described in Claim 19 further

including a redundant top level server.

21. The hosting framework as described in Claim 19 further

including a redundant lower level server.

25



conputer network in which users of client machi nes connect to a server via
service providers, wherein the server supports pages each conprising-a

mar kup | an e docunent and a set of enbedded obj ectsanghoMbrRS €I N
each enbedggg&@%ﬁgit is identified 10 by a URL, the franem&?i conprising: a

first set of servers that host the enbeddgg objects; at |east one top
| evel server that provides a top | evel donain nanme service (DNS)

resolution; and g, | east neBei hWeFaaMelk S&r MeL L haty provi,dss, 34 9%‘@!&?1&"9'

15 domai n nane service (DNS) resol ution; wherein page requests generated by

{he cllent Iaeiides:y or SRLVELEO fed NG SRLVEL: AN ALY o couibel ol L he

first set of “servers as identi e top Tevel an ovwer Feve
servers. 20¢20..Jhg hesting tibed | aim19 further

i ncluding a reéﬁ%éﬁﬁtgf33@|2§% §£ﬁ%§¥%%fgs§%hgl%%s?%”é?%|%%¥§%0?Rea8§
descri bed i im. 1 urth including a.redupdant | ower .| evel server. 25
WD 00/ 04458%%%&9%f&9§% SiEvey dher %ogtlivﬁﬁ P EERordOnse (a88er i bed i
Caim 19 wherein a given one of the first set of servers includes a buddy
server Tfor assum ng the hosting responsibilities of the given one of the

first set of serygers,upon a _given failure condition. 5 23. The_ hosting,
franmework as deé%gibgﬁeiﬁoﬁ$gT%1 NG AS described %n Claim 18 wherein
the lower level server includes a load balancing mechanism that

balances loads across a subset of the first set of servers.

10 24. The hosting framework as described in Claim 23 wherein
the load balancing mechanism minimizes the amount of replication
required for the embedded objects while not exceeding a capacity

of any of the first set of servers.

15 25. The hosting framework as described in Claim 19 further
including an overflow control mechanism for minimizing an
overall amount of latency experienced by client machines while
not exceeding the capacity of any given subset of the first set
of servers.

20

26. The hosting framework as described in Claim 25 wherein
the overflow control mechanism includes a min-cost

multicommodity flow algorithm.



the lower |evel server includes a |oad bal anci ng mechanismthat bal ances
I oads across a subset of the first set of servers. 10 24. The hosting
framework agodesskkd bed in Gaim23 wherein the | oad bal ancpRgysRaheni sm
m nimzes the anount of replication required for the enbedded objects
whil e not exceeding a capacity of any of sthe first set of servers. 15 25.
The hosting framework as described in Caim19 further including an

overflow control2mechan s@sfahgmepbfdEd MY AN aRverakl apout i 0f1d ahereyn
experienced by client machines while not exceeding the capacity of any

gi ven subsetnhef céherdidistscsobr 9hc366YETS nALAG mEEefQﬁsﬁééﬂglrI AR

described in Caim25 wherein the overflow control anisminclu e

m n- cost I f ri¢h 0/,0445 / 9 1..49 27
The hostlnguf?gggmor %ﬁ? g@%??%gg ?% %9%§¥%éﬁat%h§r legq égf%%Q%% fﬁrSt
server includes,a netyrk map for use in directing a page request
generated by a client to a given one of the first set of servers. 5 28.
The hosting framework as described in Gaim19 wherein a server in the
first set of server includes a gating nechanism for nalntalnlng over al

traffic for a glygn QHEEQQQQ1RBJ%ramewo%ﬁ"ggzﬁég%&gbeg n&{alm 19 wherein

a server in the first set of server includes a gating mechanism
for maintaining overall traffic for a given embedded object

within specified limits.

10
29. The hosting framework as described in Claim 28 wherein
the gating mechanism comprises:
means for determining whether a number of requests for the
given embedded object exceeds a given threshold; and
15 means responsive to the determining means for restricting

service of the given embedded object.

30. The hosting framework as described in Claim 29 wherein
the restricting means comprises means for serving an object that

20 is smaller than the given embedded object.

31. The hosting framework as described in Claim 29 wherein
the object is a ticket that allows a client to receive the given

embedded object at a later time.



10 29. The hosting framework as described in Caim28 wherein the gating
mechani sm conpri ses: neans for determ ning whet her a nunber of requests for
the given gphedsgs object exceeds a given threshold; and 1pciRgsgses:
responsive to the determ ning means for restricting service of the given
enbedded obj ect. 30. The hosting franeworkgpas described in Caim29 wherein
the restricting nmeans conpri ses neans for serving an object thaté& 20 is
smal | er than thesgiven gahedded abireshy 3lyedhe JOSing kA 8%
described in Caim29 wherein therobj céct i(?s lf}%tdléc_ket EESt Rat gﬁl\gﬁv\s élspcl i ent
to receive the gLYeN,,e0hedded qbjegt a t t : 00/ 04438

PCT/ LS00/ 15951 80° 332 "A et fiod Tof se?v%‘?\g %ﬁﬁi‘%’%&%@ 8\éDeFf§|%%‘f5%h%rkup

| anguage basg ;dact - f edded aobj ects each ichis

i dentified %élggu%{e{%’gﬁgﬁ%d;?’ e% 8E edded obj ects &8 ﬁdgﬁ&%ﬁe%%Rh |

t hat has be £ to iyclud virtual 5 server hostnane, the netho
conpri si ng %%gﬁg?}é%&g 2 dr%sptglﬁgi sést%e?rédﬁ%dsltfglerdoFot ﬁQCg‘ngp%g‘éllité’sa&edh
fromfirst d_second clie machi nes, serving the base docunent to eac
client rrgchiS%rélv ?oﬁno%t%%%et'e%%eprmﬁ%‘agrégrf‘?%l,sjsrtgr Vifig S4°HP veh: enbedded
object to the first client machine 10 _froma first hosting server

identified by a fFPRYRSAYR Al 1SEHFEFS RSt idleakgye issued from first

and second client machines, serving the base document to each
client machine from a content provider site;
serving a given embedded object to the first client machine
10 from a first hosting server identified by a first virtual server
hostname; and
serving the given embedded object to the second client
machine from a second hosting server also identified by the

first virtual server hostname.

15
33. The method as described in Claim 32 further including
the step of resolving the first virtual server hostname into an
address for the first hosting server as a function of a location
of the first client machine and local traffic conditions.
20

34. The method as described in Claim 32 further including
the steps of:

as the given embedded object is being served to the first
client machine, determining whether the given embedded object

25 can be served more efficiently from another hosting server; and



serving the given enbedded object to the second client nachine froma
second hosting server also identified by the first virtual server

host name. 15,3@0443€ Method as described in Caim32 furthegciHsdolshspg the
step of reso?w ng the first virtual server hostnane into an address for
the first hosting server as a function ofgpa |ocation of the first client
machi ne and local traffic conditions. 20 34. The nethod as described in

Claim32 further;dnel udicRginhe sieps, R -aSchbe, giyen ded gQL@%i s
(11:1 g et her P

being served to the first client machine, determnin € given
embedded objcts; 25 can:he seLyed nor, fficien from anot her hosting
server; and WO 010/ 04458ePCT/ US99/ 15950% %5?[&'1?;‘:88%!?¥%1e1} isnegrvéarr‘enai nder of
t he gi ven enbedded object-to the first client machine froma third hosting

server. 35. A nethod of serving a Wb page conprising a markup 5 |anguage

b d t a a se dded .obj ect.s, each of which is identified b
aafJEL, O\(/:\zg‘regi n g%\ienﬁehn%ghgggggb%e&%d éaa;(':qﬁbi %(F%d%o?rd:ﬁ_l“tglhﬁt {“ﬁégu;ﬁelen Y

Steps of  reSBE 25 Pelifusrs TR Retven Pbeived dd SentRrFePt 10 and
second cli ent. 1 chi nes, .s¢ [ Vi ng taheURliase docunent to each client machine
from a Contgﬁkng§VIg§P é?f%? % . wherein given embedded objects
each include a URL that has been modified to include a virtual
server hostname, the method comprising the steps of:
responsive to requests for the Web page issued from first
10 and second client machines, serving the base document to each
client machine from a content provider site;
resolving the virtual server hostname into a first address
and a second address;
serving a given embedded object to the first client machine
15 from a first hosting server located at the first address; and
serving the given embedded object to the second client
machine from a second hosting server located at the second

address.

20 36. The method as described in Claim 35 wherein the
virtual server hostname is resolved to the first address or the
second address according to where the request for the Web page

originates and local traffic conditions in an associated region
of the computer network.

25



resolving the virtual server hostnanme into a first address and a second
address; serving a given enbedded object to the first client machine 15
froma fir OER@%&QQ server |ocated at the first address; apgrysflissig the
gi ven enbedded object to the second client machine froma second hosting
server |ocated at the second address. 20536. The nethod as described in
Claim 35 wherein the virtual server hostnane is resolved to the first

address or the second raddiRs®rageotdhfd i helR fclaﬁpﬁc‘fgyﬁftafn%rr&gﬁ Veb
page originates and local traffic conditions in an associated regi on of

the cOMPU e anghuE ke 25 J0.00K04458 PCTLUSOILBASL, 53,37, A TBLRod of

serving a Web page conprising a markup- |anguage bas unent a set of

nbedded obj - ' i tifj .a_ URL i s th
Clops of renrerne T CRL ol i cnnelidba abj 6T Ea yERer i o oo odi 1 | od
URL, the nodified, ir%ltlill%i %ﬂﬁg‘g?e% hgr%enoa&e‘ad J%é%%%ngedg%)%?fancoe?rait gi nal

host nane, wherein the orl gi nal name 1S mal ntained-as he

nDdified5U§58ég£H%2§th Qg&;%%&Egg?dtQ&Lﬁgﬁf@?ﬁ%ﬁﬁ%&gg%nﬁggnever a cached

copy of th dbjéct "I'sTnot "aval ( e toa
hen moge O BEEYERALS dERPAIGSIRET Sl O™ AL B b nd" 9188 s £ Hochdnt "
is maintained as part of the modified URL for use in retrieving
the embedded object whenever a cached copy of the embedded
object is not available; and
10 in response to a request to serve the Web page received

from a client browser, serving the Web page.



