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PERSONAL lDENTlFlCATlON AUTHENTICATING WITH 
FZNGERPR.INT IDENTIFICATION 

FIELD OF THE INVENTION 
The present invention relates to a system for 

authenticating personal identification and more particularly to 
a· personal identification authenticating system for a client 
terminal in communication with a server. 
BACKGROUND OF THE ZNVENTZON 

Proving one's identify is necessary when accessing a 
computer whope users are limited. In order ro prevent 

Individuals other than the registered users from accessing the 

computer, a password or a personal identificatlon number is 

issued with each ID card. Access to the computer is enabled 

only when both a passworcf and an ID number corresponding 

to the user's numb.er read from the ID card is entered through 
the keyboard. 

Transaction execution systems which enable the 

performance of transactions, such as. cash issuance at 

terminals remote from and in communication with a host data 

processing system having a central database in which account -

and other information is stored, are well known. 

Such systems, which are frequently use(J by banks to 
extend their services, permit the issuance of cash or the 
receipt: of deposits through a terminal, far example, an 
automatic teller machine (ATM). Such a terminal typically 

includes a mechanism for receiving and reading information 
from a card, a user inpur such as a keyboard, a display and 
document entry and exit apertures. Issuing a personal ID 
number with each credit card attains increased security for the 
issuance of cash or other banking transactions without 
intervention of a bank employee. A credit card transaction Is 
then enabled only when an ID number corresponding to the 



account number read from the credit card is entered through 

the keyboard. This required correspondence prevents a thief 
or mere finder of a credit card from receiving cash, for 
example, from a terminal. Upon entry by a terminal user or a 
customer of a credit card and personal identification number, 

the terminal is instructed to communicate the credit card data 
and the personal identification number to the host for 

authorizatiO!' of the transaction. At the host, a database of 

identification numbers is accessed by the card data. The 

identification number obtained from the database is compared 

·With the personal identification number received from the 

terminal to perform a host PIN check. 
When ID cards, credit cards or other cards are stolen, 

passwords and/or ID numbers read from cards are decrypted. 
Thus, presenting a P.~ssword or a personal identification 

number with a card is woefully fnadeQuate in prevenring 

individuals other than the registered us~rs from accessing the 

computer. 
It is known to use fingerprints in conjunction with an 

identification card to verify ownership of the card. JP-A 63-
288365 discloses an ATM wherein a selector button to be 

pressed by a customer for transaction is transparent. A 
fingerprint of the customer. impressed on this transparent 

button Is recorded using op.ticat system including a video 

camera. The recorded fingerf)tint Information is compared 

with stored fingerprint information. 
JP .. A 1·154296 discloses an ATM wherein a selector 

button, such as a yen key; ·;s provided with a fingerprint pickup 

head of an optical fingerprint recording system. 

Various compact fingerprint sensors are disclosed by .us .. 

A S,446,290 (issued on August 29, 1. 995) t:hat is considered to 
correspond to JP-A 5·325158, LJS .. A 5,635,723 (issued on June 
3. 1997) that is considered to correspond to JP-A 8-380173, -------This Sheet ll. -----
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and US-A 5,7DB,497 (issued .on January 23, 1998) that: Is 
considered to correspond to JP-A 9·136328. 

In transaction execution systems, a transaction terminal 
Is designed for maximum likelihood that the user of the 
terminal can perform the transaction in an error free manner 
even if the use has never ope;ated the terminal before. Such 
a terminal typically includes a group of selector buttons which 
allow the customer to perform the transactions and a keypad 
which may be used the customer to enter money amounts. 
Th1.1s, the selector or key switches or buttons of the terminal 
;Jo not exceed a certain number in the neighborhood of 40. 
-The transaction terminal may incluae a supply of cash and a 
cash dispensing mechanism and may al~o include a depository 
for receiving customer deposits. These components would 
then be located within the security chest. In addtt;on, the 
main control- electron/cs for the terminal may also be located 
within the security chest so as to prevent any unauthorized 
access to the control electronics. In addition to the 
components of the terminal system located within the security 
chest, a number of components may be located outside the 
securit;' chest. Thus, the terminal is not compact. In the 
transaction execution systems, a highly reliable commLJnication 
means . such as an exclusive line is used ta establish 
communication between each terminal with the host data 
processing system. 

In a local area ne.twork (LAN) or a wide area network 
(WAN), personal computers and workstations are used as 
terminals. Internet system with great number of servers and 
clients allows the use of desktop or hand·held terminals. A 
keyboard of such a terminal Includes a great number of key or 
selector switches that amount in number to approximately 
300. In the internet systems, each server may perform an 
exclusive· service for a group of authorized users and also may 
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perform an open service whose · users are unlimited. 

Communication means used to connect each terminal to such 
a server Is not highly r.eliable. 

It would therefore be desirable to provide a personal 

identification authenticating system for use in a terminal that 

can request both an exclusive service and an open service to a 
server. The exclusive service requires authentication of 
personal identification of the terminal user before access to a . 

computer of the seNer although the free service requires 

password only from the terminal user. 

An object of the present invention is to provide a small· 
sizecJ personal identification authenticating system for 

preventing unauthorized individuals from accessing a 

computer. 
SUMMARY OF THE lNVENT10N 

According to one aspect of the present invention, there 
is provided a system for authenticating personal Identification, 

comprising: 
a· server including a computer whose users are limited, 

said server having a database storing Information related to ID 

numbers assigned to said users and information related to 

fingerorlnts of said users; 
an IC card storing personal information including 

information related to an ID number of t:he card owner ana 
information related to a fingerprint of the card owner; 

. a client terminal In communication with said server, said 

client terminal including a card reader for reading the stored 

personal information on said IC card, and a fingerprint sensor 
for sensing a fingerprint of the client terminal user; 

an authenticator rhat compares the sensed fingerprint 

information of the client terminal user with the stored 

fingerprint information of the card owner and produces an 

aur:hentication signal if the sensed fingerprint Information 
·------ -------·-----···--·--·------
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matches the stored fingerprint information; 

a transmitter that transmits personal information 

including the sensed fingerprint information and the 

authentication signal to said server if the authentication signal 

is produced; and 
an aut:horizer that compares the transmitted personal 

information of the card owner with the stored persona/ 
information on the database and produces an authorization 

signal if the transmitted personal information matches the 

stored information on the database, thereby to giVe the client 
terminal user an access to said computer of said server. 

According to another aspect of the present invention, 

there is provided a method of authenticating personal 

identification for a client terminal in communication with a 

seNer that includes a computer and a database, the method 
comprising the steps of: 

storing into the database Information related to 
identification numbers and fingerprints of users who are 

allowed to access into the computer of the server; 
storing into an IC card information related to an 

identification number and a fingerprint of each of the usersi 
presenting descriptive screen to a client terminal user to 

give instructions to the client terminal user; 
sensing a fingerprint of the client terminal user; 

reading the stored information on the IC card; 
comparing the sensed fingerprint information with the 

stored fingerprint information of the cara owneri 
transmitting the sensed fingerprint information of the 

client terminal user and the stored information of the cara 
owner to the server from the client terminal If the sensed 

fingerprint information matches the stored fingerprint 

information of the card owner; 
comparing the transmitted information with the stored 

----------· 
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information on the database; and 
authorizing the client terminal use to access into the 

computer if the transmitted information matches the stored 
information on the database. 
BRIEF DESCRIPTION OF THE DRA WZNGS 

Figure l Illustrates client terminals in communication 

with a server incorporating a personal identification 

apthentlcating system according to the present invention. 

Figure 2 is a block diagram of the terminal. 
Figure 3 is a perspectlve view partially broken away of a 

.fingerprint sensor. 
Figure 4 is a flow chart illustrating a method of 

authenticating personal identification. 
Figure 5 (llus~rates a terminal and a server, in the Form 

of a single computer incorporating the personal identification 

authenticating system according to rhe present invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
The present invention will now be described more fu/Jy 

hereinafter with reference to the accompanying drawings, In 
which preferred embodiments of the invention are shown. The 

terms userver," "cl/ent. terminal, n and "integrated circuit (IC) 

card" are used throughout the specification. The term "serverN 
is meant to Include a data processing system that performs a 

service for clients. Th~ term "client terminal" Is meant to 

include a terminal that requests services of a server. The term 
"IC card'' is used to mean cards that can store personal 

information including information related to a fingerprint of the 

card owner, and is meant to include cards whose purpose is 
purely Identification, and diverse other cards used for 

additional purposes as well. 
Referring to Figure 1, the personal identification 

authenticating system is designed to authenticate identification 
of a user of each client terminal 30. The client terminals 30 

·--··------··--·---··---



-7-

are in communication with a server 32 through a network 34. 

The server 32 Includes a computer. In this embodiment, the 

server 32 can perform both an exclusive sentice whose users 

are limited and an open service whose users are unlimited 

although it may perform an exclusive seNice only. 

The server 32 Includes a database 36 storing personal 

information 38. The personal information 38 includes 

information related to ID numbers and fingerprints of users 

authorized to access the computer of the server 32. Th.e 

server 32 also Includes an authorizer 40, which compares 
_-personal information transmitted from a client terminal 30 with 

the stored personal information 38 on the database 36, The 

authorizer 40 transmits an authorization signal to the client 

terminal 30 if the transmitted personal information matches 

the stored personal information 38 on th.e database 36. 

Each client terminal 30 includes a user input device in 

the form of a keyboard 42, an IC card reader 44, and a 

fingerprint sensor, preferably in the form of a semiconductor 

fingerprint sensor 45 (see .Figure 3). It also includes a 

communications section 48 for transmitting and receiving -

information to and from the server 32. The fingerprint sensor 

may sense information related to a fingerprint using a multiple 

of small capacitors to detect the ridges ana valleys of a 

fingerprint. A client terminal user puts an IC card 48 into a 

slot of the tC card reader 44, Each IC card 48 stores personal 

information of the card owner. . The stored personal 

information Includes information related to an ID number of 

the card owner and information related to a fingerprint of the 

card owner. It is preferred that the fingerprint information be 

encrypted. 
The client terminal 30 as illustrated in Figure 2 carries in 

addition to the IC card reader 44 and the fingerprint sensor 

40, ana an authenticator 48. The authenticator 48 is 
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. electrically connected to the finger print sensor 46 and the JC 

'. carci reader 44. It compares Information related to a sensed 
flngerprfnt with the stored fingerprint information on the IC 

card 48 and produces ~n authentication signal If the sensed 

fingerprint Information matches the stored nngerprint 

information. A transmitter SO is electrically connected to the 

JC card reader 44 and the fingerprint . sensor 46 for 

transmitting the sensed fingerprint information, the personal 

informatfon read by the re card reader 44 and the 
authentlcaring signal to the server 32 only if the authenticating 

signal has· been produced. A receiver 52, for receiving an 
authorlziltion signal from the server 32, and a display 54, for 

indicating that a client terminal user has been approved for 

accessing the computer of the server 32, are preferably 

included Jn the client terminal 30. The keyboard 42 is used by 

the terminal user for entering information. The transmitter 50 

is rendered responsive to the keyboard 42 for transmitting 

information entered by the keyboard 42 to the computer of the 

server 32 upon or a~er receipt of the authorizing signal from 
the server 32. A controller 55 controls operations of the client 

terminal 30. 
The server 32 includes an access approval mechanism . 

for receiving the personal lnformarion including the sensed 
fingerprint information along with the authenticating signal to 

compare this personal Information with the stored personal 

information 38 from the database 36 and for approving access 

to the computer of the server 32. Spec/flcally, the authorizer 

40 transmits an authorizing signal to the clien~ terminal 30 If 

the personal information transmitted from the client terminal 
30 matches the stored personal Information 38 on the 

database 36. The authorizer 40 may transmit its signals over 

the network 34. 
Referring now to Figure 3, the fingerprint sensor 46 of 

--------------·· -------·---- ---------
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Figures· 1 and 2 will be descriped. The fingerprint sensor 46 of 

the illustrated type is disclosed Jn US-A 5,446,290 lssued on 

Aug. 29, 1.995 to Fujieda et al., the disclosure of which is 

incorporated In its entirety herein by reference. Briefly 

explaining, the fingerprint sensor 46 includes a planar light 

source 11, a two•dimension'al image sensor 12, and optical 

element 1.3. The two·dime11sional Image sensor 12 Includes a 

great number of photosensitive elements 24 arranged two .. 

dimens_ional/y on a transparent substrate 21. Each 

photosensitive element 24 is formed on a light shielding plate 

.. 23 and connected to a terminal of a s1'g_nal reading switch 22 ln 

r:he form of a polycrystalline silicon thin film transistor (TFT). 

The switch 22 is further connected to a signal reading line 26 

and a switching llne 25. The photosensitive elements 24 

arranged along the switching line are connected to a bias 

applying fine 27. An opening 28 is provided in an area 

unoccupied by the lines 25, 26 and 27 and the light shielding 

plates 23. 
A preferred method of authenticating personal 

identification is illustrated by the flow chart of Figure 4. After 

activation of a client terminal 30, a descriptive screen is 

presented or shown by step Sl. This screen offers a· client 

terminal user instructions to put an IC card 48 into a slot of an 

IC card reader 44 and place a fingerprint on a fingerprint 

sensor 45. In accordance with the instructions on the 

descriptive screen, the user puts an IC card 48 into the slot of 

the IC card reader 44 and places a fingerprint on the 

fingerprint sensor 46 by step S2. Information related to the 

ft'ngerprint is sensed and the stored personal information is 

read by step 53. The sensed fingerprint information is 

compared with the stored fingerprint information by step -54 to 

determine if there is a match. The comparison resu/t is 

checked by st:ep SS. If there is a match, tne sensed 

--------·-·-.c---··--
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fingerprint information by the fingerprint sensor 46 and the 

stored personal information read by the IC card reader 44 are 

transmitted from the terminal 30 to a seNe 32 along with an 

authenticating signal by step 56. At the server 32, the 

transmitted personal information including the sensed 
fingerprint information Is compared with the stored personal 

information 38 on a database 36 by step 57. If the 
transmitted Information by the client terminal 30 matches the 

stored information on the database 36, an authorization signal 
is transmitted to the client terminal 30 by step SB. If there is 

no match, a rejection signal or no signal is transmitted to the 

·client terminal 30 by step 59. If, at.step SS, there is no match 
between the sensed fingerprint information and the stored 

fingerprint information, an access reject message Is presented 
or shown by step 510. In this case, the information will not be 

transmitted from the client terminal 30 to the server 32. This 

reduces load carried by the server 32 and the network 34. 

From the preceding description, ·it is noted that the 

sensed fingerprint information, which has been compared with 

the stored fingerprint information, is cransmittea to the server 
34 along with the authenticating signal for comparison with the 

stored Information 38 on the database 36. This authenticates 

personal Identification of a client terminal user with a high 

degree of accuracy and security even if the network 34 is not 

highly trustworthy. 
Figure S illustrates a terminal 30A connected a server in 

the form of a single computer 32 by a highly reliable 

communication line 34A. The same reference numerals as 
used in Figures 1 and 2 are used in Figure 5 to designate like 

or similar parts. The system illustrated Figure 5 may 

incorporate the personal identification authenticating system 
thus far described without any substantial modification. 

If communications between · cllent terminals anr::J each 

--------------~ 
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server are highly reliable and trustworthy like the one 

illustrated In Figure 5, the sensed fingerprint information may 

be transmitted directly to the server for comparison with 

stored data on a database of the server. 

. If client terminal users are authenticated with a high 

degree of accuracy and security, a server is enabled to 

perform such exclusive seNices as application software logon, 

encryption of applicat:Jon data, decryption of data with 

encrypted key and electronic signature and its verification with 

a high degree of security. 

Once one Is authorized as a user of an exclusive sen1ice 

_performed by a seNer that performs various other open 
services, this user may request such services to this server 

through any one of client terminals that have incorporatecr the 

personal Identification authenticating system according to the 

present invention . 
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WHAT IS CLAIMED ZS: 

l. A system for authenticating personal Identification, · 

comprising: 
a seNer including a computer whose users are limited, 

said server having a database storing lnformat:ion related to ID 

numbers assigned to said users and information related to 

fingerprints of said users; . 
· an IC card storing personal Information including 

-information related to an ID number of the card owner and 

information related to a fingerprint of the card owner; 

a client terminal in communication with said server, said 

client terminal including a card reader for reading the stored 

personal information on said IC card, and a fingerprint sensor 

for sensing a fingerprint of the cllent terminal user; 
an authenticator that compares the sensed fingerprint 

information of the client terminal user with the stored 

fingerr;rint information of the card owner and produces an 

authentication signal if the sensed fingerprint information 

matches the stored fingerprint information; 

a transmitter . that transmits personal information 

including the sensed fingerprint information and the 

authentication signal to said sert1er if the authentication signal 

is produced; and 

an authorizer that: compares the transmitted personal 

information of the card owner with th.e stored personal 

information on the database and produces an authorization 

signal if the transmitted personal information matches t:he 

stored information on the database, thereby t'o give the client 

terminal user an access to said computer of said server, · 

2. The system as claimed in claim 1.1 wherein said server 

--------------------
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performs both an exclusive service whose users are limited 
and an open service whose users are unlimited. 

3. The system as claimed In claim 1, wherein t:he stored 
fingerprint Information on the IC card is encrypted. 

4. The system as claimed in claim 1, wherein said 
fingerprint sensor is a semiconductor fingerprint sensor. 

5. A method of authenticating personal identification for a 
client terminal in communication with a server that includes a 
computer and a database, the method comprising the steps ·of: 

storing into the database information related to 
· identification numbers. and fingerprints of users who are 
allowed to access Into the computer of the server; 

storing into an IC card information related to an 
identification number and a fingerprint of each of the users; 

presenting descriptive screen to a client terminal user to 
give instructions to the client terminal user; 

sensing a fingerprint of the client terminal user; 
reading the stored information on the IC card; 
comparing the sensed fingerprint Information with the 

stored fingerprint information of the card owner; 
transmitting the sensed fingerprint information of the 

client terminal user and the stored fnformation of the card 
owner to the server from the client terminal if the sensed 
fingerprint information matches the stored fingerprint 
information of the card owner; 

comparing the transmitted information with the stored 
information on the database; and 

authorizing the client terminal use to access into the 
computer if the transmitted information matches the- stored 
information on the database. 
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6. The method as claimed in claim 5, further comprising the 
step of: 

presenting access reject message to the client terminal 
user if the sensed fingerprint information fails to match the 
stored fingerprint information of the card owner. 

8.. The method as claimed in claim S, wherein the server 

performs both an exclusive service whose users are limited 

and an open service whose users are unlimited. 
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