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i nvention relates to an architecture of sinplified hardware require- nents
for bank card paynent transactions in a large group of clients, in which
clients and service providers exist, the clients keep a bank account at
one or nore issuing banks which are authorized to issue bank cards, and
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invention further relates to an extended function SIMcard for a M no-
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PCT/ HUO?’{h?gL?g]hla communication channel, the transaction terminal is installed in an archi-
tecture of simplified hardware requirements for financial transactions in a large group
of clients, in which clients and service providers exist, the clients keep a bank ac-
count at one or more issuing banks which are authorized to issue bank cards, and
have a mobile bank card provided with a customary bank card identification informa-
tion (or some other mobile payment instrument to be described later), a GSM mobile
phone, and a valid SIM card for enabling access of the GSM services, the service
providers keep a bank account at one or more acquiring banks, and have a unit with
a function of a transaction terminal, and a device adapted for receiving system mes-
sages.

The invention further relates to an extended function SIM card for a GSM mo-
bile phone of a subscriber, which in addition to a memory required for functions to
make GSM services available, comprises a separate second memory for storing ad-
ditional data, and a control unit (CPU) adapted for at least performing logical opera-
tions.

The invention further relates to a method for individualization or as we further
call personalization of an extended function SIM card used in a GSM mobile phone of



2 a subscriber, wherein the SIMcard in addition to a nenory required for
functions to nake GSM services avail able, conprises a separate second
menory fowoaBosisag ad- ditional data, and a control unit @ECREUBdapted for
at | east performng | ogical opera- tions. The second nmenory has a
preformatted file structure. The invention further relates to a nethod for
perform ng transactions by making use t he af orenentioned architecture.
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client- sg@g bank! he architecture according to the invention conprises a

vi rtual neans for acconplishnment of a POS-1ike bank card paynent in a

GSM and WEB €heiairorof the present |m\lmmtmynss ¢onpanvide dinregchitedtbee and spsteanwhich
convention

havi ng. SPRRTIERCPPUdaet S Soeledbaticeard bevenent Riisbiah eXated i k ”trteﬁi” ’

et oRomeTR e ShSEERSNE B pRERSRS AR A FHEBRR S SRR,

menu of eereingotsi the proeet Innemcu"esaﬁeqoq:yrmntde ebablegnioesituations where pae of a
bank card is inconvenient or risky or is not possible at all, for example in case of
paying the bills received from a utility company or paying the charge for mobile phone
calls; buying at petrol stations, in restaurants, in other shops or through the Internet.

The essence of the invention can be summed up as follows:

- the architecture according to the invention provides a transaction collecting
channel included in the existing servicing environment of bank card payments;

- the PKI based architecture according to the invention provides safe pay-
ment, where a SIM card represents the safety element on the client-side;

- the architecture according to the invention comprises a virtual POS means
for accomplishment of a POS-like bank card payment in a GSM and WEB environ-
ment;

- in the system according to the invention the conventional SIM card is re-
placed by a multi-application intelligent card having SIM functions at the same time.

The architecture according to the invention supports electronic bill presentation
and subsequent payment, except when a client (the card holder) initiates a transac-
tion from the menu of his mobile phone in order to provide ballance for his prepaid

GSM card. A common advantage of these accomplishments is that the card holder



GSM card. A common advant age of these acconplishnents is that the card
hol der WD 03/067530 PCT/HUO03/00011 3 does not need to key in the data of
t he transwotmosarsBor initiating a paynment transac- tion, weCTHUmpoDe a
source of error, therefore it is nore confortable for the client.
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sult of the applied cryptography each of t he nessages has a size of 1
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account at one or nmore ac- quiring banks. - Buying froma catal ogue. This
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paid card by initiating a transaction from the menu of his mobile phone so that his
bank account is immediately debited with a determined sum.

-  Settlement of a GSM (subscriber’s) bill. The GSM client when receiving his
bill presentation from his GSM provider settles his bill monthly by making use of his
mobile bank card.

- Paying utility bills. Upon receiving an electronic bill sent from a utility com-
pany at regular times, the client is able to settle the bill without paying in cash.

- Web-shop. Secure buying through the Web is enabled, where control of the
logistic functions is performed at the Web interface, payment is performed through a
GSM device identified in the system, to an also identified object, that is, to a unit with
a function of a transaction terminal, and keeping a bank account at one or more ac-
quiring banks.

- Buying from a catalogue. This may be done in like manner as buying
through the Web. A secure way of paying without cash for articles chosen and or-
dered from catalogues, giant posters, etc.

- Mobile paying in shops and restaurants. Similarly, it is a secure way to settle
an account in these places.

In the system according to the invention the SIM card is provided with the fol-



- Mobile paying in shops and restaurants. Simlarly, it is a secure way to
settle an account in these places. In the systemaccording to the
i nvent i orwbDhe/08Iste card is provided with the fol WO 03/ 067P280/IR@3/0bIO3/ 00011

4 | ow ng operational elements: - GSM application; - GSM service
i dentification data; - application accor4di ng to the invention; - individual
SIMcard identification (SIMID or CSN);" - cryptographic public key and

private key. The participants of the nobile bank card service are the

clients 6king dEtktiékad’dlemBatsder) and the issuing bank. The client applies
for a nobile bank card at registration. This can be done either personally

at a bank, or, GSMapplisatinisupports di stant opening of an account and
application for bank. . for. exanpl e when applying for a new SIM
card, the cli eﬁ%%%'&%i@%'ftcﬁﬁgﬁggﬁents necessary for opening of an ac-
count and far Ia@?q&étm\ afcordingfiplthé atvemiohor the bank card at the custoner
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plied in the art. Then the bank generates an entirely virtual mobile “partner-card”,
which is connected with the existing bank account of the client. Bank card and SIM
card identification data connected to the mobile partner-card are transferred to a
bank card data collecting means operated by the system in the bank. The bank card
data collecting means generates the cryptogram for the mobile partner-card and sub-
sequently to proper cryptographic steps, together with the SIM identification data,
preferably through a bidirectional cryptographic interface transmits it to the payment
center. The mobile payment center enters the mobile partner-card cryptogram onto
the SIM card of the client. Upon completion of registration the device of the client is
adapted to payment.

The system according to the invention comprises a number of subsystems
which are separate from each other in terms of management and operation. These
are the next:

- SIM card preparation

- Issuing payment instrument and management

- Transaction and message processing

- Cryptography

-  Telephone-side software



- Issuing paynent instrunment and nmanagenent - Transaction and nessage
processi ng - Cryptography - Tel ephone-side software WO 03/ 067530
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activated, but Ar%gjvﬁ;oqir ed in the systen) SIMcard having a preformatted
file structure and cohtaining the GSM application. Transactions may be
per fornmed by uCRN subdystemki nds of paynment in- strunments, e.g.: bank card,

bank account, etc. To injtiate a transaction with ar- tjicular pa t
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be descréligagwilt spetighisaHingxank. & the dishhdoes nehyethaveceacepuiili thgn opens
one, however, if he already has an account, then — in case of a bank card type pay-
ment instrument - he may give an order for a mobile partner-card. When applying for
a payment instrument, besides the usual data, the client must givé information about
his SIM card identifier (CSN) and the telephone number of his mobile phone.

In case of bank card based payment instrument the information system of the
bank generates data for the client's mobile partner-card in a customary procedure,
with the difference that creating an effective bank card is optional for the bank.

As a next step, the bank initiates transfer of data of the payment instrument to-
wards the mobile payment center through an element of the system according to the
invention, which element in this context constitutes a periphery of the same kind as
the card-manufacturing machine.

A functional diagram of the system according to the invention will be described
through an example by means of the attached drawing.

Figure 1 shows the operational processes and the functional lay-out of the ar-
chitecture.

In figure 1 service provider 2 enters the system as an owner of a virtual POS
terminal 5. Virtual POS terminal 5 physically forms a marked electronic part, a stor-
age domain of a mobile payment center 4. Each of the virtual POS terminals 5 in use

must have an individual identifier, which, during an exchange of messages with client



Figure 1 shows the operational processes and the functional |ay-out of the
ar- chitecture. In figure 1 service provider 2 enters the systemas an
owner of wowsnt1sad POS terminal 5. Virtual PCS term nal Pcphypasoedity forns
a marked electronic part, a stor- age domain of a nobile paynent center 4.
Each of the virtual POS terminals 5 in e nust have an individual
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he selected for the virtual POS terminal later, through the bank. When the attempt for
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selecting a name is successful, then this selected name is considered by the system
as reserved for a period of time determined collectively by the bank and the trades-
man, and requests for the same name originating from other sources are rejected.
Reservation ceases to exist when the determined period of time expires, or it be-
comes definitive when request of the client for operating a virtual POS terminal is ap-
proved by the bank.

For functioning of service provider 2 the following data are needed:

- Virtual POS terminal identifier '

- One or more TID identifiers (virtual POS terminal identifiers) depending on
the load

- Bill number of service provider 2 for transactions of a transfer type

- Data relating to communication channels through which transaction ac-
knowledgements (E-Slip) are transmitted

- Restrictions relating to payment instrument selectable by the users

TID identifiers are needed for bank card based transaction authorization which



- Virtual PCS terminal identifier - One or nore TID identifiers (virtual
POS termnal identifiers) depending on the load - Bill nunber of service
provi der Wofoametss@ansacti ons of a transfer type - Data rel &CTmyBo0011
communi cation channel s through which transaction ac- know edgenents
(E-Slip) are transmtted - Restri ctions7rel ating to paynment instrunent

sel ectabl e by the users TID identifiers ‘are needed for bank card based
transaction authorization which WO 03/067530 PCT/ HU03/ 00011 7 nay be
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For forwarding the registrations of nobile bank cards and virtual POS

t er m nal (categsorigsppet elientpossibleayment center, it is essential to install a
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t he i nvent i dfor forwarding the registrations of mobile bank cards and virtual POS terminals
towards the mobile payment center, it is essential to install a work station as a part of
the system according to the invention, which is connected to the system responsible
for processing of banking demands (payment instrument, virtual POS terminal). This
computer is physically connected to the computer network of the bank, however, ac-
cess to the network for the work station is not needed. Preferably, the work station
comprises a chip card reading unit, a key card and a communication unit which guar-
antees communication of data with a central unit according to the invention.
Information system of the bank makes demands for payment instrument and
virtual POS terminals according to the invention accessible in a shared directory of
the work station. Exchange of data is executed through text files having a determined
format (a file structure comprising own control codes). Demands for mobile cards and
virtual POS terminals are placed into the same input directory. The time of generating
a file and the number of records in the directory are determined by the number of ac-
cumulated demands and the date of the earliest demand. Scheduling of data transfer
through files is a duty of the bank.
Components (presenting individual registration types, e.g.: payment instrument,
virtual POS terminal) running in mobile payment center 4 control the bank’s input di-



I nformati on system of the bank makes demands for paynent instrunment and
virtual POS termnals according to the invention accessible in a shared
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codes). Demands for nobile cards and virtual POS term nals are placed into
the sanme input directory. The tine of gé§1erati ng a file and the nunber of
records in the directory are determned by the nunber of ac- cumul ated
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W th- out success. If there is no registration for the SIMcard, then the
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of successfully registered SIMcard, the for- warded phone nunber is
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by make use of these records. This registration is mainly
tion message, and, addressed to the phone number belonging to the SIM card,
transmits it to the message request server component. The component which per-
forms processing of requests for bank cards keeps a record of the individual opera-
tions, and the file, into which the individual registrations for payment instrument ar-
rive, can be identified by make use of these records. This registration is mainly
needed for archiving and data retrieval from archives. Responses to messages ar-
riving from the user's phone in relation to registration of payment instrument are
evaluated by the relative component of the message processor.

The process of registration means activation of a virtual POS terminal identifier
in the system according to the invention and execution of subsequent verifications
needed for managing of a bank’s POS, as well as activation of keys belonging to
TIDs, in each case. Information relating to success or failure in activation of a virtual
POS terminal is contained in a response file. After all POS terminal records of the
source file have been processed and simultaneously with this results of the record-
ings are available, the response file is placed into a directory of the mobile payment
center 4 containing bank acknowledgements.

The component which transmits acknowledgements running within mobile pay-



needed for archiving and data retrieval from archives. Responses to
nmessages ar- riving fromthe user's phone in relation to registration of
paynent iwetmsoasat are evaluated by the rel ative conponeRCTafumBlerimessage
processor. The process of registration neans activation of a virtual POS
termnal identifier in the systemaccording to the invention and execution
of subsequent verifications needed for 9n‘anagi ng of a bank's PGS, as well
as activation of keys belonging to TIDs, in each case. Information
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t he bankstaredffor thetbank’sddrematiofy syséerat i on processing - logically and in
terns of dependence on external re- sources - consists of several arate

se
actions. MdU/PPSAEHINPERRESTSIM pladical fhiermsnat depsngensa PBr‘r’é‘t%fr”@P re-
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ﬁg,?: {e’r}r{ﬁhﬁigﬁpg,\ﬁga'oﬁ1aetr'tr?r%u?;ﬁravs%cszhr'orﬁo%s%al ing queues, m'tpnﬂ way they
may operate independent of availability of other modules. Components (modules)
operate on application servers in a cbmponent running environment, through which
new component replications may be initiated or connection to an already running
module replication is enabled through connectors. A system of frames co-ordinates
the modules participating in transaction processing, keeps record of application serv-
ers and module replications running on these servers.

Through the system of frames tracing of processes running on module replica-
tions is enabled by making use of individual status tables featuring the individual
modules. Through the message register information may be obtained about events of
great importance taking place in the module replications. Module replications send
the messages to the system of frames through a uniform message sender compo-
nent. Each of the events has an individual message code and category designation
within the whole system. Filters may be used for filtering individual message codes
and categories. By making use of the waiting queues status tables, capacity and
changes of the capacity are traceable;

The outlined operations make precise keeping track of all of the substantial



new conponent replications nmay be initiated or connection to an already
running nodule replication is enabled through connectors. A system of
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i ndi vi dual nElse bigkiistefiitaréd ¢still coded) eawv messdge paclmﬁtogeﬂrei;mﬁiy\eme respec-
tive data — e.g.: the individual message identifier — is sent to the incoming messages
buffer. On the one hand, the primary function of the message buffer positioned be-
hind the communication layer is to make the communication subsystem independent
from being available to other components of the system, on the other hand, it makes
parallel processing simpler.

Subsequent to encryption, messages to be sent to users, together with data as-
sisting in communication and registration respectively are transmitted to the outgoing
data buffer. Components which are responsible for transmission of messages re-
move the packets sent to the data channel handled by them one after the other from
the outgoing data buffer, then the already prepared message is forwarded to the
destination address by mobile payment center 4.

A task for an SMS communication module may be to make connection with the
SMS center of the mobile payment center 4 and service provider 2 and to forward
and receive transactions to and from the center respectively. The mobile payment
center 4 substantially consists of a plurality of virtual POS terminals 5, which are lo-
cated physically separate from client 1, service provider 2, GSM service provider and

issuing/acquiring banks.



buffer. On the one hand, the primary function of the nessage buffer
positioned be- hind the comrunication layer is to make the conmuni cation
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is different”from each
other to some extent are handled together. Depending on the result of the transaction
preparation an answer message is created, which is transmitted to the outgoing mes-
sage buffer, addressed to the sender source. The answer message may be an error
message (if the message failed during control of the content) or an interim acknow-
ledgement (in case of delayed transaction).

In case of initiation of sending a bill presentation depending on the status of the
target telephone in the system an error message is transmitted to the initiator, or a
bill presentation is transmitted to the receiver. This bill presentation formally equals to
bill presentations otherwise initiated on server side and has the same features.

The individual types of messages are different from each other as regards their
function and structure. The structure of the types of messages is determined in the
structure description table. The messages are marked by a type identifier, on the ba-
sis of which processing on the receiver side is able to identify the structure
(sequence, length and type) of the fields of the message from the structure descrip-
tion table.

In case of a 1024 bit key RSA asymmetric encryption algorithm the cryptogram
generated with the employed encryption method has a size of 128 bytes. The maxi-

mal size of a packet through an SMS based communication channel is 140 bytes.



other to sonme extent are handl ed together. Depending on the result of the
transaction preparation an answer nessage is created, which is transmtted
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The channel administrator scheduling the initiations of transactions always re-
quests a transaction for a disengaged channel type. The buffer administrator must
take into consideration what type of payment instrument may be used for transfer
through the free channel type, and select a transaction request from transaction
buffer 7 according to this consideration.

Further, in case of bank card based payment instrument it must be determined
whether a free (momentarily not used in parallel transfers) TID exists among the
ones allocated to the virtual POS terminal 5 involved in the transaction. In case of
successful transaction selection, the buffer administrator must reserve the request, or
in case of a bank card the TID in question. |

Upon accomplishment of the transfer the processor requests the removal of the
transaction from the transaction buffer 7, in this manner the reserved TID becomes
free.

Execution of a transaction request through the authorization center(s) of the
bank constitutes the bottleneck in the whole transaction processing. A transaction
with the authorization center may be effectuated through number of communication
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A fransaction request is performed by the transaction processing component
through a communication channel personalized by this component. The task of the
transaction processing component is to analyze the result of the transfer, and is liable
to instruct the buffer administrator to perform further steps depending on the result of
the transfer, that is, to remove transaction request from the waiting queue if the op-
eration was successful, to delay the request (serial number shift) in case of commu-
nication error, and to declare the transaction request invalid in case of an unman-
ageable error. As a result of a successful transaction the processing component
generates so called E-Slips 9, 10, which are transmitted to the outgoing message
buffer addressed to the user and also to the operator of the virtual POS terminal. Af-
ter generation of the E-Slip 9, 10 the transaction processing component sends a noti-
fication to the channel administrator indicating that the represented channels is free
again. Processing of transaction requests run parallel (on different lines), in accor-

dance with the number of communication channels in the system.
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Reminders sent to telephones will take the place of conventional postal-orders,
printed money orders in the system for settlement of an electronic bill. Upon settle-
ment of the electronic bill, the sum to be deducted from the account of client 1 is
credited to the account of the reminder sender service provider 2 (for example a wa-
ter/gas/power supplier).

Service provider 2 initiates a reminder towards the telephone number of client 1
having a subscription according to the invention. The reminder briefly contains the
cause of demand, the due date of payment and the sum to be paid, and with these it
is sent to mobile payment center 4. Based on preliminary agreement between service
provider 2 and mobile payment center 4 service provider 2 may select the type of the
payment instrument to be used by the client for settling the bill.

The cryptographic element used in the system ensures proper cryptographic
protection for data flowing in the system.

Preferably, the selected algorithm is the known RSA algorithm with a key length
of 1024 bits. RSA algorithm uses a public key and a private key for encryption. Mes-

sages coded with a private key can be read only with a public key, and messages



Virtual POS termnal 5 obtains card data, the total anmount of purchase and
the TID of service provider 2 fromthe system according to the invention
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precl udes purchase, then the transaction is rejected, otherw se a
transaction is formed fromthe above d§§a which is forwarded to the

aut hori zation center 11. If the authoriZation center ac- cepts the
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transaction. Rem nders sent to tel ephones wll take the place of
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2 and nobil e paynent center 4 service provider 2 may select the type of the
payment PieRlemaf authenticdy isgalvey. the client for settling the bill. The
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WO 03/ 0643 3&fiF: hf%ﬂ?éﬁ%éﬁﬁbd(ﬁéh%?ded with a public key can be read only
with a pr?vaﬁeéiéy. Inthis casg any person who knows the public key may
send a nmessage to the owner of the private key. The authenticity of the
sender can not be guaranteed in this case. The dual key is needed to solve
this problem of authentication. The sender party codes the nessage with his
own private key, then codes the so coded nessage with the public key of the
receiv- ing party. In this case the nessage can be unpacked only by the
receiving party, by wusing his own private key first, then the public key
of the sender. In this manner the problemof authenticity is solved.



The above descri bed enbodi nents, particularities, progranm ng and concre-
tized conputing nethods nerely serve as exanples. Mdifications and

al ternat iwe o3@atseai nents can be nade wit hout departing frecrtth@3scape of
the present invention as defined in the appended clains. WO 03/ 067530
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requi renments for bank card paynent transactions in a |arge group of
clients, in which clients (1) and service providers (2) exist, the clients
keep a bank @campgt at one or nore issuing banks which are authorized to

| ssue bank cards, and have a nobile bank card provided with a cus- tomary
bank card identification information, a GSM nobil e phone, and a valid SIM
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and a communication channel of a second type, said mobile payment center (4)
comprises at least one virtual POS terminal (5) as a transaction terminal unit for each
service provider (2), said virtual POS'terminal (5) is adapted to at least control data
handled by POS terminals with conventional hardware which are used as transaction
terminal units for reading bank cards, and/or to handle authorization message an-
swer through communication channel of the second type.

2. Architecture according to claim 1 characterized in that said cryptographic in-
terface uses asymmetric cryptography working with public and private keys.

3. Architecture according to claims 1 or 2 characterized in that said communica-
tion channel of the first type is applicable for SMS based message exchange.

4. Architecture according to claim 3 characterized in that said bidirectional
cryptographic interface is integrated in the SIM card.

5. Architecture according to claim 4 characterized in that said SMS message
prior to encryption preceding said bidirectional cryptographic interface is inaccessible
at user level.



cryptographic interface is integrated in the SiMcard. 5. Architecture
according to claim4 characterized in that said SM5 nessage prior to
encrypti owWwoms®6e®ad ng sai d bidirectional cryptographic int@cran®siosolt

i naccessi ble at user level. WO 03/067530 PCT/HU03/00011 17 6.
Architecture according to any one of cl algms 1 to 5 characterized in that
said communication channel of the secon ype is a wire channel. 7.
Architecture according to any one of clains 1 to 6 characterized in that
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cryptograph|c Interface a communi ca- tion channe irst
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are established in separate nenories of said nmput er being in said nobile
paynent éiredrin(thpt saig, trammaottemnabumt % A \unﬁual RoSoted %t@ establisioed
char act i 5e&rh[9uttep nega%ha mobile payment center (4) which is separate from the ac-
quiring bank, the issuing bank, the client (1) and the service provider (2) involved in
the actual transaction, said virtual POS terminal is connected to the client (1) of the
actual transaction through a bidirectional cryptographic interface and a communica-
tion channel of a first type provided by the GSM service provider, and is connected to
the issuing and acquiring bank involved in said transaction through a communication
channel of a second type.

9. Transaction terminal unit according to claim 8 characterized in that an arbi-
trary number of virtual POS terminals (5) are established in separate memories of
said computer being in said mobile payment center (4).

10. Transaction terminal unit according to claim 9 characterized in that each of
said service providers (2) or bank card acquiring persons has at least one virtual POS
terminal (5) in said computer being in said mobile payment center (4).

11. Transaction terminal unit according to any one of claims 8 to 10 character-
ized in that said virtual POS terminal (5) is connected through said communication
channel of the first type and through said bidirectional cryptographic interface to an
extended function SIM card in a GSM mobile telephone of said client (1) involved in



said service providers (2) or bank card acquiring persons has at
virtual POS termnal (5) in said conputer being in said nobile
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to 10 character- ized in that said virtual POS term nal (5) is connected
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14. Method for performing transactions by making use of the architecture ac-

cording to claim 1 in which a client (1) initiates a payment transaction characterized in
that said client (1) initiates said payment transaction from a subscribed GSM mobile
telephone having an activated and personalized extended function SIM card, upon
initiation an asymmetric cryptography coded SMS message is transmitted to a mobile
payment center (4) where an authorization message is generated in a known manner
on a virtual POS terminal (5), said message is transmitted to a bank card authoriza-
tion system, and a similarly coded SMS based message about the result of authori-
zation is sent back to the subscribed GSM mobile telephone of said client (1) and to
said service provider (2).

15. Method for performing transactions by making use of the architecture ac-
cording to claim 1 in which a service provider (2) initiates a payment transaction on
the basis of an agreement brought about between said service provider (2) and a cli-
ent (1), characterized in that an asymmetric cryptography coded SMS based mes-

sage for initiation of a payment transaction is transmitted to a subscribed GSM mo-



tion system and a simlarly coded SM5 based nessage about the result of
authori- zation is sent back to the subscri bed GSM nobil e tel ephone of said
client (Iwoan@61tse0 said service provider (2). 15. Method frer/H@siorim ng
transacti ons by meki ng use of the architecture ac- cording to claim1l in
which a service provider (2) initiates ggrayment transaction on the basis
of an agreenent brought about between said service provider (2) and a cli -
ent (1), characterized in that an asymetric cryptography coded SMs based
mes- sagblle telephone af said a:ifena('p)alyumlgh amaolsiEcpaymentcénten &l tierd in ease of
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sai d nobil e payment center I n cas sai
t he di s-said service provider (2) brlngs about an agreement through a communication chan-

nel of a third type with the client (1) explicitly identified in said purchase initiating
message, on the basis of which said service provider (2) initiates a payment transac-
tion, and said transaction initiating asymmetric cryptography coded SMS based mes-
sage is transmitted to a subscribed GSM mobile telephone of said client (1) through
said mobile payment center (4), then, in case of said client’s approval of the dis-
played message and the payment transaction another asymmetric cryptography
coded SMS based message is transmitted from said subscribed GSM mobile tele-
phone of said client (1) to said mobile payment center (4), where debit and credit op-
erations are initiated with issuing banks and acquiring banks involved in said transac-
tion through a communication channel of the second type by means of a message
exchange effectuated in a manner known with hardware POS terminals, and an
asymmetric cryptography coded SMS based electronic receipt, a so called E-slip (10)
relating to the completion of said transaction is sent to a subscribed GSM mobile
telephone of said service provider (2).



pl ayed nessage and the paynent transaction another asymretric cryptography
coded SMS based nessage is transmtted from said subscribed GSM nobil e

tel e- phoweodfesadd client (1) to said nobile paynent centem/Hubpoommer e
debit and credit op- erations are initiated with issuing banks and
acquiring banks involved in said transaggtion through a comunication
channel of the second type by neans of a nessage exchange effectuated in a
manner known with hardware POS term nals, and an asynmetric cryptography
coded SM5 badédMgthed rassouding deicHimsal4 ol T andeth EhatacberiZEd) in thelt abich$M$
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based nessage _exchange and sai d nmessage exchange effectuated through conmmu-
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Transaction ter MrawdactiohtteRAReRl (ﬂinitgaédbr@ih?it@ SlaP ¥ 8khrRkterRedi iR thafl aninit

suitable for accepting any kind of paynment instrument is used as virtual
POS t er nisHE@ble gy accepting any kind of payment instrument is used as virtual POS terminal

(5).



