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portion of the disclosure of this patent docunent
contains material that is subject to copyright

pr ot eEELECTRONEC COVIMBRCE QONMENITY NETWRKIS ARD
the facsimle reproduction bg anyone of the t ent

dEVTRAINTER: GO TYSEL] HIING IMBE NiTIATION
the Patent and Trademark O fice patent file or

records, but otherwi se reserves all copyright rights
what soever. 10 BACKGROUND OF THE | NVENTI ON [ 0002] The
present invention relates to systens and protocols
supporting comuni CGOPYMRIGGHENOTIOEI c comerce
docunents anong participants in a community and anong

[pBOL]i Ci pank poitidn o theLtiédlostte éifthls pafedt d6UunREt Edhtdns material
network of conmmunities. Mre particular] y, it relates

thyy is gubjeshio mrlal@td%re%m@l f e qopitightgwreshas nocebiestion to the
HHORL r@dﬁ%ﬂ&‘?ﬁ% %{éggggﬁ%{e%t BPfle b fentREHE s it

ransm ssi on
psam asthe Pa‘eehuandl’ilérad;en(leﬁk B)fﬁamﬁatent file or records, but otherwise

lication-to- a catlon (A2A) el ectroni ¢ conmer ce
qs ICSEYH*@W]@ haf§0gYFcol s for el ectronic data
|nterchange (EDI As busi nesses strive to inprove

their effici enBpGKGROIND O TAHAINYENRONa 20 nunber

of inconpatible platforns and conpeting standards have
[@m]ged Arhsrmgesentdnpentioblrelatss nsjatedss, angaqn@occdsraippottmg
be fil. For instance, stry has .defi ned
cRFariniceP oF Elepe Bt st Mool RS iadne prfgeal o o
cOhiiRlety\W8B afifnY peic éﬁﬁﬂs YAl Boriahities WNaPhse J?ﬁ%@- 119£‘Het§%f of

However, these stan ds do not fully néan
compuiitiss, Meote|pasisilarlyyit reletnaipesyblemstand pmi@lcols for routing’

S50 ] SO ST G e PP

aleiy 1@yl ces conposition based on process flow are

i ngredi ents of collaborative and compl ex web_services,
Wf%h ar e Bistuepnie-tushicarB25) aaﬁyp@w;ge@mmlwlm (A2A)

BRI AR A0S0 1 ARSI B g

(EDIBZ& TausthedsdA seive ¢d imprioge theinmegliciencyGhitti BOBraagp IAQfA systems, a
effort |nc 30 ebXM./BPSS from OASI S, WSFL from
m&?ﬁ%p lathemmsand sempeting,Fiandasds hayn cwerasit dmong

°bﬂ‘?°%‘*éﬂ? Fﬁﬁm U5 5500 S5 Rt R8s R g et

vdwtri namgle seb senvicg ief $tendardsreladse simple YW élr senvitBivichidd UDDI,

WrPly RSPl ettefRa floBie s BBt Dy ety gecursy

r&8lidbility, manageability, and choreography requirements for practical B2B and A2A

electronic commerce. Conversations and collaborative web services composition
based on process flow are ingredients of collaborative and complex web services,
which are not the subject of any comprehensive or unified standard.

[0004] There are a number of industry initiatives to extend standards
applicable to B2B and A2A electronic commerce. Choreography efforts include
ebXML/BPSS ﬂom OASIS, WSFL from IBM, and XLANG from Microsoft.
Conversation efforts include ebXML/TRP from OASIS and Microsoft's WS-routing.
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wabkd4nfosthese ar eas.

proposals from M crosoft, ebXM./TRP from OCASI S, and
HTTPR from IBM WBC is addressi ng standardi zation in
Key industry players haver€DURBDA3/621856
5 rival consortiumcalled WSl. There are no real

st andards for oces | 0 t-here r
Tlpﬁ@ﬂlp@%taﬁ Bt ST st f%?fé@g@é fgpgo T gpere 1o also a
e laaGARY! bty effort TRID ARIS YRRl AR, Ct'%fr'rélﬁab?@c?tﬂhéﬂe' afe

ormation t at enpower s i nteroperabil

premsvlsd‘exn Miiyros piéecibPM I RIbFromi @4 Sk dnctHiHE’iRl fromeIBNbf w3c

. t d t

s PSS A oG P LT P ot KR PTG RO Ehihe formed 2

n&ﬁ’%’é&%uﬂa@ cAQRAtWRE ThtRE kit o reMiSstandiiids Horl (roBdse Makg alieshgh
by QASIS. [0005] Accordingly, an opportunity arises to

thq:@\ares@amé prepdstanninpemetelionsof prasass Rovpr Bewmanagerbiliting

st bl P8 19 308, TRRG TR LRl B0 LR RS Gfrabiliy of web

seNBeS ey Epdcjffym@%hmeélﬁlﬂi o&plbilitiey ef etities 1n€761311et1 @n eleckronic
services and cap ab|I|t¥ for secure delivery
8¢

comaeres-oRne indypte plardard 1oy setlial deniionsisen XAt |CtPPé<§PA

AR RSy S0 & e

[0des]i ces aAccanditfigtian dgpoetshi biiss to de\twmnkﬁlodi and structures
conmuni ti es, e, docunents anon ities havin

thaf GTaRTAR, JRLY PP éf 1 itheeaps aﬁ@na gagy Tlgvapt %sieé\aceaﬂamiar@s,

inblHR E‘MAPVUBBT &M S-s@éﬂﬁf It ARExSBP. Overall,

pres i nventi'on are scrl ed in thhe claims,
erslae end semicemmdarmbabih@v&h‘on g@meamlﬁﬁryuﬁmrﬁﬂicmﬂﬂE

I\I(BBﬁBLOOW | Gts seve%g entities

d%% AigioaEYees caly Sm@@ H P?l{%%ss ISY$OB8] Figure 2
depicts an entity or connector having alternate
comuni cat i on m&y OfT [ 3 depicts a°
connector serving as hub between two connectors using

[0806)i | ar cEheprasepainventighiaphdesdevies and metheds xsesiabiish 5
o Pl o SO o0 ACUas e T bR YA Bl fpimi

inferfidésear@d dbesoiif fa&nﬁfédlaﬁﬁ SUERGHAY Yn @i iulardssdond of thé
30 comuni cations, [0012] Figure ( depicts use of an

presené pveelian gre devertad i b clra@ns,tw%mﬁwém@a dgpigges. 2
WO 2004/ 010312 PCT/ US2003/ 02185651{1[&0013%\5 ure 8 is a
bl ock di agr BRIBF INESCRIBRIQN QI porting

routing wthin a community. Figure 9 is a nore detail

[06DEct r oni Eigneegl ddpigts stivagnl antities[bebhdingfo gemeeal tOmnsumities.
[OI%g]C k di agfggrrg 20cflep?<|:t§ g.rtl EI%PEY %r Ec()ergllegtto{‘ ﬁavqggt gltesmugcg %(r)rtnlrr{]ugﬁcation

channels.

[0009] Figure 3 depicts a connector serving as hub between two connectors
using similar communication channels.
[0010] Figures 4 and 5 depict communication across a community boundary,

between communities in a community network.

[0011] Figure 6 depicts an intermediary community, a chain of
communications.
[0012] Figure 7 depicts use of an intermediary communities for translation

services.
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routi ng between communities. 5 [0015] Figures 11 and

12 illustrate an XML format in which a route nay be
wa@oeowiokesd2z [ 0016] Figures 13 and 14 are hi gh- | rOPUS2003/021856

di agrans of routing vvithi n a conmunity and between

communi ties. [0017 %ure 15 epl Cfs a se

[0043] enent Kiguems i a P?k ?Cﬁromclrﬁglf@baur ISF%@E?@
ro:h%ﬁgﬁxmhﬁ g c@mﬁ% f‘ L secmﬁelte kel %0%%% stry diagram.

lgure 17 plcts del egati on

[(ddprity Bruve teis.a §lododrgEinplebstrosit ragisiryl &Ba supporting
illustrate del egati on of authentication to a gateway.

rquﬁmg 5‘{3\‘6@%%@}&1 tF519B, transl ati on between MWL and

; ems ecUfidiYes Ar 24099} isstiafe SXKONIRIMEONGAHTEN RksAé 1 be

en co nities. 15 [0021] Additional security uSe
compiésl. appear in figures 20 through 25. Fi gure 20 is a

BTt o Betpisgh a4 e P e drsr b fith

c&ghﬂg@&@dg&weg@cérﬁmm@ge 20. A variati on on this use
case 1s illustrated in figure 22, for registry

[(MH7Yi ce r Bimre 5 denichrisearityHuplpnguipten v omumty

(BESL T2 Bl heB5PRb BHADAGA8L) el

[obaoyMENt  Fafivé ¢? deplOs delepitiodntcurit) Q&R ceki gur es 26 and
27 depl ct _establishnent of community net

[@920N LED Dissess 1 and %ré@ptrafﬁ éelregqtu%\/ﬁ mgle@ii%twé&o a

f
B3l RLbBs ST REE %Wa%‘ag@ 6% BARReh ROUDEnd Sy SSeurity
pRIteSANTs ektevded toomuticatidh bbmdennmmmunsnescope whi ch
02 ar ¢ " icBRal e g BRPRLI ATl Brtigh 25, Figure
24 Bl Rl i HERT SR T IRUCE 1) Tl 21 LBt registy
seoimeuodal amhel;.tloénmmgsmglﬁﬁeiesngﬁmuﬁgmmé@ Aavanam?u nnttlyas use case
ol st 22 g ok Dy e poel r Bentiode cRe e paand

241 ﬁ& e fet 1081 2h8 ?en%)ce QEMBHAHY: FihiRe £9 MNsRthiby obtaihitieatibute

place, an enterprise or a sub enterprise.
aSentions ifol Ckx:umant Mlm’lglbsmmms or nore conmunity

QG o B 27 R bRl O A Rl el s,
bet ween msnber co t
net wor ks. The net%ﬁ)@%ﬁ%@% e community
PCT/ US2003/ 021856 i nclude a gol d market pl ace netvvork
[4023) pr ecilhedoHeviag q%ﬁﬂﬁ@é@ﬁca%om@tm&ﬁﬁw% referengeito thee

S EnFphEd SEEHSR 58, B 8 s

t@ [lﬁﬁt o pE tvﬁhcm”ﬂ rdleﬁh«pﬂ lacthe mhﬁmr Khésearf erdinary akitled the art

will recognize a variety of equivalent variations on the description that follows.

[0024] Figure 1 illustrates communities and networks of communities.
Among these communities, a community maintains a local registry that includes
information such as users, companies, services and connectors that are part of the
community. The community can be a marketplace, an enterprise or a sub enterprise.
Communities can belong to one or more community networks. Typically,
communities and networks have some common business interest. Interoperation is

between member communities in one or more community networks. The networks



within the global trading web network 4. The precious

nmet al s mar ket pl ace network 2 5 includes gold and
w@dmro3mar ket pl aces 14, 13. Gol d mar ket pl ace PCBUSI083/621856

can trade silver in the silver narketplace 13 and

_silver marketpl ace custoners can tr old 14

welecorit marketplpeyRaEN ik b aipsesiqus %@%&H@r&@ of REBK d- 2

pﬁ%%%{e%&ﬁg A8 B&l ﬂradmg %R%M&k% 10 1hsR A0 tﬁ%%ld

I'oba tralng net wo anot her community,
nBirketapphétentkl B alhﬂeihe lpgmdus nidtal marketataee nalsmd{ R aBa cantmined

this. ill XYZ 4is. 10 t
i |&1‘§j°a§ bidipg R AGS SRa: T%ﬁtpléefcg,qqs sistalg aglﬂgpfagee peivark 2
u‘l;mggﬁggggf&’and sﬁ%ﬁﬁ&‘kk@%eé 14< 93 P@idﬁﬂ&&é@[&c@ %u@tgmﬁﬁ%ﬁn trade

a conmunity by thenselves belong to th
stjedrdn pheer silaepmanketphest W6 rakd iﬂvefmbetpbmmusmmqs ca ‘eaq;mmgold

1 QP doL 8 RUKEL P ace sLyork du, ond Lhe ol on

theivaed AetWBAKShR] M6 %1&@%&11155 Web Gefk@Ek Eﬂhﬁ‘)’t}&& s@suhfty, ABC
are communities that 15 are part of t he

| d
Bmﬁnmlpﬂr 48 beloogsriorihe yrm@@ Woﬂﬂ ﬁh@l&lﬂﬁﬁéﬁémo?@( Z Gold 14 is

XYZ ol d.. 1 n ket
aélﬁa(r}éetpgage _ci%cof;}.muﬂl@f 9. g ]_%‘Rex%flgr% bléFo t g g%mmumty
Bn@stpiiides $ika PQR Fatefprise D@ v ﬁmveemhﬁécpa b@ﬁﬁuﬁﬁp Byrumnts:elafes
or otherw se transacti nﬁggol d trading . to be routed

belons iy thexeeid markgiplacemstwarkdt Apese, COW@GMS@& parhpf the gld

o0l QUL AS30AL 1Bl ABHRA oG S TR AL i
pan&f &ieSgblcﬂ)ﬁfatkeQﬂadeCm&imWﬁtyv otler eﬁﬁemmks 16 are conpplriides that
18. Small supplier 15 may be an indiyjdual spall

2 st plgthe £ o FOTBELTY BOIFEF %sffﬁmmw gween
2 eloid M end HRES ?ogcrl] gﬁﬂkéﬁl%&n’tﬁﬁs f‘?tl?grﬁ‘ﬁ@age f4Cthe

users, organi zat servi ces and transformati
ma:nkettp]ace ﬂagusesr ayll wdffit betvgeh dntegrises Comaminitiys drh)&lemwtse)

hand,. AB lier r|vten rk
tghseiiae g e rSited troiihok 7 fadafy, g tetces Bl
tillifg R4 995%@5 1ﬂté1h§érﬁ@ infBAkdicA! P ERKEIRET 7304 community is
transf ormati ons hrdden from general public access

por o theegdl hmprietplecedad el sopad cdflocat pnmt@mta@ﬂewubwppher 18.

SR OP R et b oS HEFRel] hrachst ddes ghpagto forma

cORMWINSS HiRYIFAad iddkhd rdans e imetaiapRich dsQusérk %&gﬁlﬁzatlons
financial services to anyone in the global tradlnég th
¢jother

serviage aRd ransderatptipas, rmtl@ rgglsimﬂfﬁbﬁ igold mﬂkﬁ@bcwﬁ)

RS0 S0E e bk 18 il AL bERUAAGNE LPRL . rffinstance

be€gisé itrwar® tod@eprits rfetadata, iﬁf@n@b@bl&bfﬁcegyﬁéxﬁyancber rri ts
| ookup of the community and determ nati on of one

typpplermatians fiddsnfrom senetrlmubliq decessbepayise ey rwae developed at
gﬁﬁ@&%@ %8# I é{%g rPﬂQ;Lf’hls ah:%st%hfe? bF gﬁtgleg:, %@ﬁa’ces in the

ocunent s oun conmuni ty
preatemenverk 3o iirahcial servien @roindéﬁ[ﬂﬂ()ﬂahﬁﬁdila’i]lz wants to provide
CT/,US200Q3/ 021856 mnba‘%r o t her b out ed
Hepeel 15VIERsIRYPIE Bierlpbal §R Ve Ims a

Rﬁi‘iﬂiﬁg &S oWn dndFbdifEds! Wit Ak kﬂﬁlﬁ’&ﬁn G 996&11 A network of
I nter dd zt?))(/) COWTTUH%III ess Busgness Phe Hetwor o
communities makes available a global registry of communities. The global registry
permits lookup of the community and determination of one or more routes to that
community, or to external connectors through which the electronic commerce

documents bound for the community may be routed. Documents routed from one

4
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and security rules for transactions involving the

communities also can be defined and maintained in
W@eowmonidty registries. In general, figure 1 ilPOUBUSBN®EE21856

the m xed loyalties 5 of entities and communities that

creat.e an i etus.for .inter rahbili n
B iR o TRy be Nyrted sifenl Befiismadeeil thesiors for fhe two
cdRnefitbs dreihfirdly tRPRLh 68¢ b0Msretiiftmedi AT UbNEAlEtiv,. tBusiness
ot her applications. nnectors may conmunj cate_ on

anskesepurity ryee or trpsctipesingolyingghe cempupEics alfo wa b defined and
6 . t ' s .
w45 S ARG o Ll KA PILBEY BB i ot

ofGaitiecar@y onirhaditieimiurédia tue inhpdusfoe imtblopetability among

communi cate with other connectors that use the sane
CleGERAMENSE Blai98% ot ocol s.  Connectors t hat

e e o tss L KRR T RY aflicuons B8 ARmEHane fic

otherapphiegionsh€nnmacyirnmay comaommmicat & pedrith-paer (P@RANkasisar on
t hat does pot use the sanme transport/enyel ope

2 BRSO A ORGF SONTR DTS BRI A5 P iR

p&RS betfaP EBRHALBAL Brct oRHE0R Ui CORBRMAI QISP ACHRLHINS O

routing rul es. Routing rules among connectors can be
corgppeEdate with adhereotedtas dahpse the ppoe tramgpotresvelppaypiogocols.

hub and,spoke tapal agi,es..for. one . )
CopesiORtine) ermapbae BEP Gpivoly may silist s dssisiangg of other hub
cdrRBAbRINat HefBfh $raf QATIN HeFAbdsORBeRirPngG t6 BOMBSnicate WillSa
in one or nore tiers. This facilitates centralized

canaesibiibet dngs notwseithe samepiranspest/meedopeprpiocel. | Goyaaeters that

col | ection, irackin udi ti ng,..ac [ ot.her s.
o4t ShnshERE o pRHEbIAR R RER MO (el &0 o
rouEHE nil &) MStRE Sule® aMuhP Odrinetliofs @heietmapped in a directed graph,
transport/envel ope protocol s, and technol ogi es, as :

suppgtiiag oag obinors hh andapokyiopologies dpieene o mere dggEortyelope

00K i : . .
o B0 A P APl B TeDS b I EllohPUIAEERE) © s,
irﬁm%ﬁei oﬁ fedre '%ers.c Gmwéiﬁ&(tjésgenﬁgﬂzb& ser2fcesmychds rbélﬁ?g,chglsiness
. Whet her the source, and destination are _part 1
ingelligene® RRHRGHPY tracipgraudlitngs ATPORBIRE QF P@em}vﬁlﬁln%«sgub and

[ hcl : ' ' : i ons
S B B e o B A e O ong
tramspoitiehoglspe proatcolstahé tavhsalogies adisnggssed bydFigweBudioc at e
.Wth parent copnectors when conmuni.cating wth .
ingtanes, AAIPR%RE B 2By pRoke QEENAg mae/ibsg.eq%%d[’f@aﬁomé asa
trhf Bﬁ@écﬂﬁélogmamo LabrTed of HIAIPS, CORNBGHE! ®nid@iiBiioRsutes
sinply calT'ed connectors), hubs (sonetines called
mg depeag Snovhetlarttes srasrand elestination arerpaet ofrte same community.

t tively,.t . be .d ' f ti. [ly. ..
Wit STt CRe TRy PGS SR is iR Srpltaizeds
FFERINRGHSS Be wifeeEddt and TP dohaiuracRioRS beintittedlakbng connectors

communi cate P2P_anong connectors in the same

ﬂ@ubth%@mmw directepd tacegmmaunipalp &/ itAres eentpptoss wsn
004/.010312. h
SO LA PR R It v

[0026F t hanConnectors may be labeled simple connectors (sometimes simply

called connectors), hubs (sometimes called gateways or routers) or central connectors.
Alternatively, they may be described functionally. Simple connectors are directed to
communicate via hub connectors, except when they are permitted to communicate

P2P among connectors in the same sub-community. So-called hubs are used by

5



10

15

20

25

30

one function and, accordingly, may appear nore than
once in a route froma source to a destination. Hubs

wo ooosar@d1el ect roni ¢ commer ce docunents or nessSBOEES2003/021856
Hubs al so may transl ate anong transport protocols

t hat t . : =
cqeoigBR ok iR R B oF LRRELRUBHE  Blubs el Bkrve mope than
ot fBfcticin@Bdtordngll fthey &iffear bR BRAOGHceih 8rOEO lfrodPPSource to

transm ssi on than upon receipt. A central connector is
a destinpieer. dubsdforvar elechonic cominsrcadasupenty oemepyages. Hubs also

i ) i
OSBRSSt e
Férdn@aideya bl niaf arasslatkicanelopepotdcosndabo iprwensa different

connectors froma saource_according to routing rules
trpspert DEPPRAl upeansEniaign hap upeitecsiappd Pyl fjgnector s a
r r
SFGBSGREpr A SRR o1 8 868y BB P LRI M
ocliriked ¢d then2 0A cemtred canmpator is wéefiiyfos B3GR 08 cargneutdfansiation

whi.ch has been,called a gateway 203. The connecto %f)l
ngtion HAP EAVREAERPIRGRIDR AP B PULCE LogFiaR 10 ToutmE Tules does
unpcTTaY tl?eq:?an‘éﬁ?rﬂ
n(?[?anspgé:l ?%gﬁ\%t%%ga i|c’}r§ot ocol’s a?lré‘;bgoak /r?-}?groéug%ab%ﬁlde to
déstibat?®3 when using MW/ Sonic 205. In effect, the
i]d 201_has repts 202-203. The.rel evant .
@7k, depiii? BRsERES Bt mredtoh B GeBrosa. sgke pel
oPRINAS093%9; on T viHlithBAS R dall SV 23, dineeehfdtor 201 is
routes for communication protocols mght be further
canstrrinadl 8y byutingrrales podirecs eeraminnigatipnstto &ub 302 sden Fgt

{ t h { ' .
ot BRI S0eRar e tnd [ gl ng
ML B onad 206614 effast, the Uil 0 Bhdk twol faddiBPZ02-26N VEcopRvant

protocol nmay refer to a single unified protocol that

parepirisperdsist the ¢ ipgtien ProfPcakOdri0qdsEerusedy: The illustrated

ogqrrge&? Pc])g %hréc&%foﬁ%@ tfo%c%gx%:%%ﬁ tﬁ’)ﬁ%{&%@&l? ﬁﬁ%l}% b rf&itl(l)eé é)verlaid by

use ermtransport/enve

triah o Geturits ptdidb@iy] ed tlad raneahipagh parytsfdepanideon aumiplet efl
protocol. 25 [0028] Figures 3-7 jllustrate different

trprIpRTt eaNelAPY TR0 SSGIHE BrofOcoky Al&‘é%%t}vﬁg% ApHsed heyein,

ugh i endeloBObliSol iy 316 Q5 I8LA TR HHADRH ol Sylits both
eh@ptulaifon atldesankpat. At presdnt, transparhamckdnvelope picgocols are distinet,
MW/ Sqni ¢ 304, 305 ,to hub 303..]ln Figure 4, source 401
bR O ey PR B ORISEVEIPRe PiRTaso} dnisndedss sasamase Ty future
uﬁﬁﬁag’%ts&l'by a ‘communi ty boundary 30 403. The source

an estination are directed to comuni cate via hubs

[0028] and 40ftgures 2 plbcstiatedlifferenimelatiosships E@APIHT PPSA
rotocol.s. 406, 407. Th ubs . in this anmpl are al so
BPERER” o R ot ao R Do AR G sBEE, 1 6
cbRnRAhe! TR B iabd @focteddt HAHSO3 B9 MMt Galeh 815 dided Ween
communities are via external connectors. In Fi gure 5,

cewoeicatods viadMMbAtanied ¢4 0% prhuhy 303a daFigwse pagosied0bynd
d%%%{l%m‘} g%%‘sgﬁ égge%rx cgr%:r)’numetie\.é\;%eﬁg%é/d%%f%sc]o%munity boundary
403. The source and destination are directed to communicate via hubs 404 and 405,
respectively, when using SOAP/HTTPS protocols 406, 407. The hubs in this example

are also external connectors that are registered as accessible to other communities,

because communications between communities are via external connectors. In Figure

5, source 501 and destination 502 are again separated by a community boundary 503.
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The source 501 is directed to communi cate with hub 504

via ebXM./ HTTPS protocols 507. Hubs 505, 506 may be
we@omgiotsied central connectors, to which hub BOBWUSIV3/021856

connector 502 are not explicitly directed or |inked.

SRR e a0 e LTS o
prﬁﬂﬁeg'SlOF.t RiPs 5?5‘}50% DS RBSiderelRefil cdRRcERIM® 'iwi}]lie‘:h hub

protocols of the hubs "are SOAP/sone transport. o
5(4empaonnsctortfiiBsire netrexphicitly dltied pilitikedt Susmwp/thal dastination

ranspqr nd [ HIT, o the sane 506. |f 1.
sl iies ROV AT RS Bugckls 1 32 dein o R Wopleion dapabififies but
mERBPS! 500ME eTtidtolnfthén HMcBlsioT a8 e hEESOAPHBSETC tRakpdn . The
As illustrated, the ubs 505, 506 are al so external

respaotiee hessransleteaahSME AR TR iont PR Basomedeanspert 403 and

MR g TBEI8E O ok B AT B TR

the P RIAG GlpPéas twice @2 thls dolitdTr@t s66reb to/ destiRdtiynTeAl idluytrated, the
comunities are introduced to provide servijices. These

hughs5PP c 20 e alsg gKisTg) SorNselory BeGRESShEY: CRINMUGIAICACHS &

P g B B ST S0 PR e s

wetlkieiopbé sasrmbhtamgdtogat eways using a variety of
qpr otocols, They cauld alsp act as a trust e&l .
002l nedi BrKieniss OchinpIRRGdias commuURttiss e iniipdiped fyprovide
SBE! THEOCYr (iR flo BhSQayPhRMie A BINERRCL BB LbIARDA®
ata to their custoners” In Figure 6, e service is
Interindgiatgcanwoutit esmarn itypieslyimark étplaces thar grovide comnectivity to
possi ble for an inplenentation.to, support
CUPESTRIBIORER E8IoP Y RS DIGIED ORRIPIGcE e Rt shulddsaft s 2
trgé%&ﬁin?e?m%dilaﬂ FRRNRBINBER iRrRemIks diEr. TREPESEd Bfso
oth networKs that ‘permt this. For instance, in
pieiviglerbmsidess istelligenceadrda thetbeir pestoroers clodiguett, the sewvicedad

602 not bel.ong to the c ni ty. network,

B R R P SR R A S R
sUPPbWaAErhdli A RIARA bdlohB 16 ftultite AlkoARGnaR6khck brid%e between
comunity network in comon  with destination 602,

netwerksdormembess of bethoeiwerks that nermit this, Jtos dnstance rindéguae -
in 25 comauni i - bet [ [.on.
R e e e S S
chthiusity aétiverk. a8 @ppakiag e eommiubity 663 bElokgsiowhd 80masmity
This is a sinple case, because the protocols 606, 607
nefsisek BycomHeons With seuten 60 hard another fAMYAITE 9otwerls In ¢ygmon

v yioh ERLE mbiic] A o 3 ks AR oA in
chepauRetigobesvtcarsott and destinhitore TKMEAHFTRSy BOGBaics 608 in

prot ocol , .whereas connector 702 uses.the MM/ soni.c .
this ease évthe Hiptrajion ﬁlﬁiaiswqogwgl}fy gk boyndanes. Rg 93 simple

B! w&guéeqh@grgh ! & b6y sepgg%&yce%m%atd@&mpn 602 are

cohmunity aries 70 e source comunity
tiensdmee No treansiation ¢soenuingd by angl df thehinbs 6034606 s ImFigure 7,

i nyolved in transport fromt source .t i i.on.
Hp oS Srarer R om0t Jre iR R B 76
PRGN, PR Gas CORRRECTE 09 QBN RE MNIT ABHi Weot684-70Thén fHiid Suré,
hubs 711, 712 and 713 belong to an intermediary community separated by community

boundaries 708 from the source community and destination community. All three -
hubs are involved in transport from the source to destination. Hub 711 is an external

connector that receives an electronic commerce document from hub 704. The first

7
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WD 2004/ 010312 PCT/ US2003/ 021856 translation is
performed by hub 712, from ebXM./HTTPS to soap/ HTTPS.

wabkeog/oisi12 still not the conbi nati on of prot ocoPET/US2003/021856
required at the destination, so the docunent is

ATl Tk A AR5 Rl s

S e v

fcvrwartdedéol htly 7tbnllel 7hd pedgres aafgrthe]drmsletiom froffi ap&El TSrto
t
NP PBIFE AR e 2T PO OPaBi S e Gifce. e dooyment i

f&iaRledftd BEb dosigr am of parts of a registry that include
routing information. A connector 801 is the central

[90381 ur e offhe Woutingaequizedrte e@rmee MESSALEH ﬁeé«mqted]asFlgures 3-7is

sGRAReRoY PR uR AL PR PR i I ¥, Figure

8nee Eimplified diagrdm@ Ut paits ofmefegeursi tHapirclude rowtheGafomiBidy , A
and eer-to-peer routing to other connectors in the

areetos §pl edhﬁmﬂtw feapge @f Wisripty struchier &) erpesiahas cappbilities
TR T -
ragingeetmbéshipan aeab osmBRihity,anfipeésoaiesr Hdngtotheher
connectors The 15 rel atiionship

COURAOET BrthBerme sy cQpByRiiye lﬁcaprdtméwstgerqlat@ﬁelep%ébetween

cBEREQE 81 oM brALRAS 262 B0 2D LERRROLAGR e O binore
1i8ks180% doanedt itlat ¢omnsdtopS0 laix)earmmenls 804 el othératonhastors.h @he

no t han one ot i nk 3. from
RSP oL B 2 popmats: i R b pAHICBR PR elope protocol
804 Qip%ﬁk one‘3914mo1%>iﬁ8h%ol' andiﬁ?a CaSRcRRbI %81%@@1%’@11@@81)3 to

not ‘illustrated in Figure 8, where 20 transport
8jpF provarolss8ley thefrelatibrshipsiald encetotorst é"dhabl,s theteus no yaore than one

ofehipegirl 313 AR BGRF BT B0 HreH e RS TSR Ve S botoeol
804 teRedHAth theRKseBhentRrRA @B&RSnt hhet IRHr4tB8 irf MbEretd) Hhere

nmessages to be communi cated according to a particular
tramﬁgpmtpsudm@l fopbkerstiBetsaiddtedpsecguy mldenaboma The

r r e I |
o Bl BCa! Do BRI Eiond W rau B B A the
oGIBBRERTHRN §1BEbresddy the Bauing rihle kat &ieésagdetubefdoeﬁnﬁlh@ted
connector 801 as the destination or conmuni cat

agpprding 1 3 HareewﬁeféWPoe/@eYﬂlQnengioeolaS 152894 ragrde be forwarded to
|
ShIRBARA R 8998 8081 L Rkeq U A0l SHR BERAAY ©
chninzop0sdl/ edm/eibomal hmlos DEident8iks thd dft&meabBSOJOEIshhe destination

transport information 806 and e vel ope mat
i, e BRRRNGAHAN DS O CONNEGIALAFGPT dingie %P%‘Fvgeéranspoﬂ/envelope

PRI O %ﬁs%‘%ﬁ%g%?gﬁéﬂéﬁhggﬁ?%d PinceBr Péra
traigpedtenvespaprotmpt 804, dierasrbott franspgrt titferradijoad®06 and envelope
S5t GRIEHOB SD e R HESTo AR T S8 EaRton S0py Bt

118041 18, BLT tee pf!ﬁéd@bhﬁ 804 HRtecadldt Eelﬁé bb&@ bEHHE satnB OBJ@& asa
case méntioned above, when routing dépends on a

nattepdlatormlizing thesbiact stewpiet.opefishen so-eafled channel object may be
introduced between the connector 801 and the protocols 804 to further normalize the

data structure, in the case mentioned above, when routing depends on a triplet of

transport/envelope/security.
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8 WO 2004/ 010312 PCT/ US2003/ 021856 [0031] Figure 9
provides an alternative view of parts of a registry

wWo ba/otssrri be a connector.' A connector 901 PEEUS2003/021856

various attributes. It has a name, which nay be a

atenatj.on qf ommunj t ndi vi dual .
Eect or Ridhe S rdvifReANet RS T Girednat &gty e esoribe
Jd RBARHGE A Beine&bPO0 1 bR Variold A8foutddd iTCiRk @ MARRL Hafchihgy Be a

connector is a central connector or a foreign
concateration of Acdmmenignnaoe aedanindivédual ggmectodaimecl has a

BRI Boa p i ErP B ST Rl R Py TR Aot Bnl e

cBRRICHR PeL E&HtRAY Bonnbbios 04 Fdréibhl tent¥Ror bA faresgrr bdiettonts a user
contains the name of a managenent domain or sub

d@ﬁmdmnrxycmtaw@tbm 4 eqraRUEy, fean hepie B doFubgommynity ig gflected

Bl PSP R Bl R P R £ SRy i e

ARk ®f bﬁl@dihagcﬁﬁeﬂt IdefBfOdrtsub camsiuatty O Captlddidsl dfttl)e Sdectbn901
present inplenentations, transport i s _associ ated w tﬂ A

mcﬂvedqcraamsp@tr frapslatippsi2 penislape Gapslatiom P23 padgpptghagtion 92
c%&%étr@d)og %‘égﬁ}a% %Jr@ﬁ%h%ﬂé"traﬁ B tEnd &pe bRy 922.

transpor cate W et her t transport
méseﬁmﬁqﬂanﬁttamm,ttranepdrmstabmcmm‘dmh e partpiu&mmnvdbp@protocol.
One_sof tware i Ierre tatlo rovi des native trgnﬁ)ort

i$ gysumpgd idpgetisaal.firm dgAROTy 9 HepsportZ. Flags

5040 G efher R tltaﬁﬂfﬁ'ﬁtgﬁ'ﬁfoc&ﬁ HDAE to BUSBfiRdreF TP
may

e user I nplene A connector 901 al so may have
impleenentrdion o One snfteheimplameatetion tprovidesanptive transpog a8pport for

lON jS again a ned, t ebdrton.A
LTS drd radT il Rlfuiror BogaR sy es PP,
hBHEiseERRABMEAEY. ARLBASIr®0T Ao AR} hdvk Indt tidnlb#e envelope
connector to forward nessages received from ot her

teoslntot capsbilind20 Trandatinn is aglie pssimeditobe bldrr@cttqnab As

cg)gﬁe% olct? ed. tzfllfgarg g%éagglgh@fz %\Ar(?tﬁer a8£b?P8' refers to the

dbllAP S PR htib &mﬁ@u@pﬁ) r@m&aci@ésgag%%ceﬁea frRRs@REL connectors. In
specification is su&?ort ed for a particul ar envel ope

myesenidowleragrdatinns: lOEBRE ipaswicisied Wil p patisula atﬁé?btpﬁtprotocol A

€SS IS assocC ed w't ICU

%é@ﬂé&@@hﬁs suppertedfuiriagrastidular eh‘#@dilﬁegﬂbtocsleahdrpnbtm(ﬂ&er@on
e associated with a partr ul ar transport ty

Yarions BeRIPosiERGSINaaRS wigd o wm@rrtqa@r opePIoRapL Aphyswal
AR RIS Bt hpon o, Onfply et
miyebdessodiated vty arpalrﬁmlar&t;anh;mrﬂ typar Adraasgbrt spec1ﬁcat10n 904 may
G ications directed on a eer -t o- peer basi s,
BN DRt RSRATH R APS A O £ aPSROBH S EioBF SoqURhY Hiplet A flag
iHBERE! Shother i SANR AMPLERADAA hY coRfRRIcHioH: ctlfectetr%n a

transport specification. RoOuti ng@r ul es 30 correspond
fieer-Bh-pepnbakis baitveen he Sonrkietr m@o ¥ gorwegjarsi thaitaromembers of

| | ustr at ed 9 th
the i oot foReiBe oaBF uRSehE kO ieA R e e rdty
&ﬁ@sﬁotta t6 hRGSRDIuteS P8S. Qﬁéreglsﬁ'ygﬁgéiﬁ’zahbﬁ igRGEled 3R BGsire 9

by envel ope protocol or by ‘transport/envel ope
qan b dathes | normalized by introducing a channel object between the connector 901

ARSI PAHERANC ifh AL UL AL ORE 9L Oh4ESkport

and the transport spec 904, to group transport specs by envelope protocol or by

transport/envelope protocols.



9 WO 2004/ 010312 PCT/ US2003/ 021856 [0032] Figure 10
provi des a high-level view of parts of a registry that

WG poId312 r out i ng bet ween communities. A targepPC/08H03/621856
the destination the source is tryi ng to reach. The

et may..ei ther be,an .ult [
DG i ot il MR fieRStpaEh €PeeRiraat support
rf)@dﬂgﬂj"eﬁbvé@l domrhigtise A ta&}%étl 1001 1s°thb aegmtatmnstha%smé ai tefing to
w th 5 comunity, whic rovi des an address, such as

rgacblRLThe éﬁrgm@helﬁlec bmmtm}ate desiination orgenpiaearbe degmation
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T
commmatisiedhich pidédésang@tiress, 30dh asa URLget whish a&smmlmitged

wth a destination connector 1004 and one, or nore
registiG g e a@ﬁ%%p/é DEFssRidaEmlamentgiion suppqrEs designationgof ope

R A B e S TS

1081 aAstan@t B addciated \ﬁlt]m s deginbhios canieeton 1 034 dndtome or more

t%gpll atl&pgﬁmtqccg f@ﬁ;pl e h ng%g g%gtis%ft ol OE%PQOST?OCOIIS
R o bh RIS o1t 49 006 92D GbhsfSebgma- | nst ance”

[6@3%4 e s p adége enwingdakMin StdDsinethisgreheroa withgwo @gpléqaﬁyns in
xsd' ecgt ui d="A"> <Transport Spec uui d="A0L
a,s;mp]gbg Eﬁiﬁﬁ%o jf’gyarenb 20 <Envel opePr ot ocol

verS| on=' C 1 " >SOAP</ Envel opePr ot ocol >

%Ps‘? p@De??éBan = gerd Type>
tf IBY%/'Z@ g%@eﬁpa -instance"
m&é@@agﬁ;%q 5’5@?‘?% BHEhe D ir Gam P biteg iy xsa>
4 ént > > <Child>A01 </ Child> <Child>B01
</ d}‘FTréBSB@”QIE?ﬁ/EP e’?"@l)?ocol ver si on="Cl1
" >SoAPR aenét aeant>
<Tr ansflonvelg Qjaﬁrﬁiqm"ﬁdr"?$ﬂfd%</EnvelopeProtocoI>
<Physi <HlaAd ok St SomoTRimysparHlypedr ess>
</ Tr ansPloydiaiAdadressagatrid</PhysicalAddress>
</TransportSpec>
</Connector>
<Connector uuid="Hub">
<TransportSpec uuid="Hub01">
<Parent>None</Parent>
<Child>A01</Child>
<Child>B01</Child>
<EnvelopeProtocol version="C1">SOAP</EnvelopeProtocol>
<TransportType>Sonic</TransportType>
<PhysicalAddress>String</PhysicalAddress>
<[TransportSpec>
<Capability>
<Hub>
<EnvelopeProtocol version="C1">SOAP</EnvelopeProtocol>
</Hub>
</Capability>
</Connector>
<Connector uuid="B">
<TransportSpec uuid="B01">
<Parent>Hub01</Parent>
<EnvelopeProtocol version="C1">SOAP</EnvelopeProtocol>
<TransportType>Sonic</TransportType>

10
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35 <Hub> <Envel opeProtocol version="Cl

">SCOAP</ Envel opeProt ocol > </ Hub> </ Capabi lity>
W@Ek(ﬁmomsm or> 40 <Connector uuid="B"> <Tr ansme/BBBm/ozls%

uui d="B01 "> <Parent>Hub(] </ Par ent > '

<Envel QBEE& %§e>5%bﬁgn,<_/P%ysmalAddress>

>SOA </
| c</ Transport Type> 10 WO
PCT/ US2003/ 021856

i/ﬂﬁ,gs’ﬁt'alﬁl Addr ess>St ri ng</ Physi cal Addr ess>
</ Tr ansport Spec> </ Connector> </Registry> 5 [0034]
to a.variation an

@I g rge:g%l Shﬁg dat a resgé)f?’gétoaﬂéfa%@é’é’?l%lg‘éfﬁ3 in which the

ORRead destindfdn c&%a@w 4012 @oﬁ%&’e%@mseﬁﬁ &Bk&s §§’zﬂ 305.
305.  The hub 303 is naned

Qﬁh‘{? 3O$H%nﬁﬁfcb"lé@b1@}"am tiuswmptmmryt (Thetdh’el generally conforms to

f F| ure 9. 10 [0035] A single format of
tﬁég%%llng ?fﬁ ﬁ be used both for routing within a

[0038Tuni t y m-mgmefomgmf@@aﬂmgl Blb&Scan et Both ¥orddtidewithin
il lustrat e format which route can be expresse

3 MUty and bebuean eonmaititgs Flguﬂiesﬂ gandel? flustzaiela f@mmt which

44 B OB A PR g

Mil tihassodiatep |1 €6Q dathawb )bp?g%eé&#ﬁcnlw&bﬁ‘s]tl 1084 Q?@' €A dohfeddR 03 is
1205, enyel ope e ag for native or

BERBIGAD acbTBlex ditvpe CoHhulic motuve tecramscng relon
OB LASERE b S AE0ESlpd 0, [ 9RT o

1208 anpoatspad qbr@eeql 1869. thonrartspch brotbdoe 120D 1srferthe aﬁwéia@ed

[ b
ot HEtsr st s femctf Bribe Fawec dhinsen b0l Kebaraipts of
cBAIHEH B tBdvetied fHonDE idupte t%ld‘aﬁﬁha%laﬁ TRYESnedfdf 1 W

1205 may be a uni que nane, as a concaten

pmVIde§§warrgje Eunction alloyg fregbitte/ Thenaee 1065 tuapdb 2G@ ik Riatny,
206 i s the envel gpe

F%lp & 456 ﬁé:tgr}att Dar lsngg ﬁ}l@‘ggg’tr% E@f/lcﬁonneq‘?frtyl’?@?@ﬁé@lty name/
Iseeme: RMelPe thPd-1206N8thelctvdiBhd v pg&&&&%@& this connegtor,

i ndicates whether the transport IS native to

fargpstanee eSQPL elrMIL ordVIMIp et ‘BsiNativey flagel207 indicates whether

the transport type is native to the software system or is supported as a user

implemented extension. The connector function 1208 identifies the function to be
performed at this node. The transport 1209 identifies the transport used to reach this
node. The transport/envelope protocols for this node correspond to a combination of
the transport 1209 and envelope type 1206. An XML code sample generally

conforming to this data organization follows:

<?xml version="1.0" encoding="UTF-8"?>
<Route xmins="http://commerceone.com/wse/routing"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal ocation="http://commerceone.com/wse/routing
D:\design\routing\route-block.xsd">
<Connector>
<Name>
BUY:C:buySpice:nutmeg
</Name>

11
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i npl enent ed extension. The connector function 1208
identifies the function to be 25 perforned at this

wmowe/010BhEe t ransport 1209 identifies the transpor/usSussei8se

to reach thi s node. The transport/envel ope protocols

f nat on of the
t(r)cranés %gr ﬁ%ﬂﬂ%&%ﬁ?géﬁ ﬁl206 IAn XM. code
sarrp q 'S 8d¥®orming to this d%ta or gani zati on
fol Y n ﬁi'OR‘Fe?%V'Gﬁﬁ eipyRction> g 7>

<Rou‘E'E|’aﬁﬁPW§iy TTP&rﬁ’r@‘?@-ébMéC T@'iﬁhl@e/fﬁlﬁﬁ"?ng

xm ns: sAddressriiy: hmrv@rmbgwmmnegmm@m| nstance"
xsi : </drearaploviat i on="ht t p: // conmer ceone. com wse/ routi ng
D:&/@esngoforout i ng\ r.out e- bl ock. xsd"> 35 <Connect or >
<NaDenedidf¥: C. buySpi ce: nut mneg </ Nane> 11 WO

20044)04/¢3832 PCT/ US2003/ 021856

<Enve| QQ?TQ%%ZS? S(Envel opeType>

t|ve>

mseytﬁ%%@sggd%ﬁnec_t or Functi on>

<Tra reliable="fal se">
5 <A%| </'? corri buy/ nut rreg</ Addr ess>
</ Tr 'mﬁq@lf pﬁga ieWaysdrennectantmstiond

BUY: <X 80§t &eegi TTE’ﬁNgﬂ@dﬁ "sync" reliable="false">

<Envel thadrgge>hitpdigaicayselpeTyméexternal</Address>

<i sNdfrarsportre</ i sNat i ve>

<GgGnanécokFunct i on>envel ope- gat eway</ Connect or Functi on

> dSormEcisrSpor t type:" HTTPS" node="sync"
rel igpipssfal se"> <Add ress>http://gateway. seller.

m | <IT t > </ Connect or >
280“3%% Yebajdpitelsats </ Transpor

<EnvelopeType>SOAP-C1 </EnvelopeType>

<isNative>true</isNative>

<ConnectorFunction>service-receive</ConnectorFunction>

<Transport type="Sonic" mode="async" reliable="true">

<Address>SonicCluster1: SellApp</Address>
<[Transport>
</Connector>

</Route>
[0036] This illustrates a route corresponding to a variation on Figure 3, in
which the source 301 uses ebXML/HTTPS protocols 304 to communicate with the
hub 303. The source connector 301 is a native connector named nutmeg. The hub
connector 303 also is a native connector, named GW1, which performs an envelope
Gateway function. The destination 302 uses SOAP/Sonic protocols 305 to
communicate with the hub 303. The destination 302 is a native connector named
exotic. All three connectors belong to the community BUY:C:buySpice. The
transport protocols used by the source and destination are native to the software
implementation, so the hub 303 performs an envelope and transport protocol
translation as a single function. Therefore, it appears just once in the sample route
code.

[0037] Figures 13 and 14 are high-level diagrams of routing within a

community and between communities. Routes include a source, destination, and

12
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20 <Nanme> BUY: C. buySpice:exotic </ Nanme>
<Envel opeType>SQAP- C1 </ Envel opeType>

wae@Mati3ve>t r ue</ i sNati ve> 25 PCT/US2003/021856
<Connect or Functi on>servi ce-r ecei ve</ Connect or Functi on>

S%%?@?é@@i%&% @%@?@3{ | IOI %q%?_ a%%&é}%gl B c%ﬁetdrolﬁg or> more
séc/uﬁrtyaB&% 56 PhatbGRMNRREA6R ah%iys%ﬁiaui Reut0 3 6outd1i B the source

| ustrates a route correspon Ing to a variation on

aﬁd destimadon, iwhichyimay: he sérwicss arecmaped to sernasioxiiIHT PPBcal

e Bt an i RoSOAR C Goti0nt Rn ol i st cam

bebieAicted 1805 Bbgidhing aniReb@te 3RS dEHtiaat drbcoaamB@bisy €onstructing
connector, naned whi ch perforns an envel ope

aqattiahagthlishek sapnects dhrgugh Whishiagrelestronigommesrperd asypient
558{ efidds Q’gﬁ% 9ubs?e§ é ﬁﬁérﬁia\’t\fohl?? Méerﬁ%%% ﬁl%gt%(dg%r{fbg{tmg

I nati on IVG connec

rdles forkbmenmivanes bmosg b@hnemgrg; o/hiidbecanMenmemieseyited as a directed
BUY: C. buySpi ce., The _ trans ort prot%lpol ed by the

gl Filging ageartialpaih L ipglden feyersing {O{AEAS Copgiector.
a%&%ﬂ?ﬁb%f e &Qvér%f aﬁémat%%%re&%g RETRIG Iﬁ&%@é@ Bfailable

transport protoc translation as a sing
fénthe hexariop dtedreafedras sepatrata paéialk sath sThequaletwntdf graversing a

sanpl e, route code. 3. ure d 14 are
DRI PAB O & P oS e HERAPEH [ Feat R Eg: hhes

nBZ)Ei’é%?Ebrﬁl@%}' B dilaBR- usf\?%%@%arl i h s go el rotocol of the
stination, and 2004/ 010312 PCT/ US2 O [/ 021856

t@wrsds Pdterma:mwnbfctlnrcsmp&ﬁti@etOMemrSﬁg ra pegtial pathmeayt ¢omgspond to
§¥Fs also.in Iuded one ,or sec.ur zon?s SO
r‘?"‘}?

& AT PR RS HES lopeet é‘ﬁlﬁ}géhélffaﬁ“ ure

trhBsporihveRBE BPotodN Bf tHeHiavBrdill WbterMihinl wiRiheP& connector
services, are nmapped to connectors 1301. A | ocal

comgiuniqajes PROPtockset ARy needodrlirinicaecalihe Sbrasevrenity that the

B A O T A T T

cORMBIEEE I the s&e0E SIY copirhiiity. BypRitdrehg pahhicHildsb pefent connector,
connectors through which an el ectronic conmerce

pesielinethiistsgae bl Toribe serse aw destinationisonagsiors, Reluding one or
rx:gcﬂ'g 8 m"r% fn{lea&lp Rt G%kShirde éﬂlfﬁééﬂﬁ&t noﬁa%flﬂ%a%lﬁfﬁe linked

cation anong connectors
18eqr Ehefﬁsp&tu&s séurck aredestinationaattial Bathllidtswgn de piaked @kough a

Dt goaraptor, Wheh both paraal peth [isls tase's Sotnoctor nd ec ™
transport/envelope protocol for the shared connector is the same in both lists or the
shared connector has a translation capability to translate between the respective
transport/envelope protocols on the respective lists. The respective lists also can be
linked between similar connectors in the respective lists, similar connectors being
connectors that support the same transport/envelope protocol. As described above, an
extension to this routing method is to use transport/envelope/security triplets as the
basis for constructing partial path lists. Another alternative for linking respective lists
is to link through one or more central connectors that have an ability to translate
between transport/envelope protocols appearing in the respective partial path lists. To

use central connectors, the partial path lists may be extended from parent connectors

to central connectors that are not explicitly linked to the parent connectors.

13



10

15

20

25

30

10 At each connector in the traverse, alternative
transport/envel ope protocols avail able for the next

WO op4aIs1t reat ed as separate partial paths. TheCT/US2003/021856
conpletion of traversing a partial path froma source

estinat.ion corresponds to reaching.a connector
Bl ®has " HisB A erplEbRNGRE sPos FarrHBRieS, & T fedbes
BhhftsahclhiNRPE bEREY 8b:ARRNAO LAL B ifterrall@onnector-to-
traversal. Alternatively, the conpletion of traversing

canpestarihabs pathin the gowormgssodte serdsanddeshnatipnawhich may be

BRRCCAr B=oPed B OOHLP S A ET o fE FATHRg oot piiesifuion

dohAdR61S BklonPed &drhinthifigs. Wiied frRiFceand dofB@tion communities in turn
communi cat es_peer-to-peer may need to take into

hebang in eompainigh netpeiki PRs o1 RGE COREUNEY ASEYAIKS atsdfiaidied
: . | : L . .
{48 el B85 S8 kB B B SOIRRRO L b o
soarand tystinBiord Ean@OBitNshate @BmMblriship ih a-cpmnamiity network,
connector, 20 partial path lists are bujlt

for the.
- ex{nal €oBRRgaIR 8F thA ARSPEFHIVE SARRINESS mayhe ditfrcHy ?%h%c[] wing a

. . . . -
S
o @sfrect tragspenighedopnplotbest, ionabi morepatetmediagyatomrhirgtiss may
can be | jnked through a shared .connector, en both -
§5HO8PLIo RS oSReE bR e B AR or Lig foteEPl Connectors of the
spg&t@%ﬁ@ BEdRANG AR t@irl]al%%@{o%ﬁhaf nnddiGrs DR HeRhe R ANREL OF

he sanme 1 n bo ists or the_ 25 shared connect or
ihesmedisnyaosinatiiies. dapehé imhplpmentatiossy teaumbee bivmtamediery

Li t | { t.h
CERSEHSoy PERSTERILLELISL00%, B8 558 3y 1% o s r
th isKRIey BAIIMBE TWHRN otk BARBACd:@ralicBntdieors 85 BREbINE and

| ist's,” simlar connectors being connectors that

desiipation comenuities, pateniiafy through wtasmedipriotasemimitieg has been

AR g ol PR R B e Do o

Rehpsll In R soufRshd deitinadop 86rhinahitiegtrbutes Sbs. th&S&Urbednd
alternative for linking respective lists is to_li.nk

denfintign comRectsrs tpoieapestivh eEpmaluonBeers are qadaulates, by making

L%Q Iok bt HI{ Ond &alﬁc?lje S stri@% LW ok ﬁ%ﬂﬁ%%&élgﬁvc%nﬂﬁﬁ}iﬁes, routes
protocol's appearing’in e respective partial pa

ftdrf tilfcoming touaRgdigy extatnaLaonnectbsrags cdlhidatpdir Al @mpbaé Foute is

lists may be extended from parent connecgtors
pesitied by eonREeIpla commugry apginte epymunity Foytes, i‘ng {qproduce

ErBRBEELs B o R RARAGH Routing across
@omastiesonaytake pdwantafe 06 pteeomputed soutesortoradin & Egal or global
i ncl udes hogﬁteget ween c

rmrun'{ti es, and..t he inter.gl%@ h
TEGIECtSFOTBYC BT BY dHEPE S AN RICH Y SO, tBoue
Wikeh 3RWa6Es ABHodEs ! THAhtPMedith Ohi@¥tydfay BRVIeGRSslation,
are mapped to connectors 1401." The respective source

amncundiegs busitesointedliganne e bthes sdwicen dt may boefiigitnt ivben Routes

The sour and..destinatian _comunities jn fur bel.on

o5 SRy NGB P e yRTbT LAY (ot goutes
foF Rutdraeat Afteedtivelyl QdlefCTAMy @& Bdy besrfitBBy atilizddnls ipR@ompute
the source and destination communities. If the source
TaHies teatherearBIiE eimardonymeHEmetwielies FeiHeioj cemanunities

bcegng&' Qﬂ}l Yo REENR r<:l<§r’nmun1ty network that may be reached through communities

in the immediate community network.
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external connectors of the respective communities may
be directly linked using a 10 common

wo c@a®psit / envel ope protocol. If the source anBCT/US2003/021856

destination comunities |lack a conmmbn

t/ | t dj
RORIPOL | GER B ERE QPO SRR conffef Hofties Bsfrfctiows a
seE a8 ah@trustod sfite/ 66 fo th eng k@4t Fhat GRUF RGNS t&Ed.t Re

source and destl nation are linked to sim | ar
dosrimerwrthe Bireinat igkeil@pt erATEPtedht Ehereadiregrar destination may be

er of
AP £ oxolls BSnloABh AN SbRARA b Mip MR clndgntial
(onnseio’ hetwesh thﬂﬁddrcd’unﬁb}estmmﬁ nidyedet matitiohsly: thEmeay drop,
lﬁg{pl ify routd . Wien a_route between externa
detsi e cethsmgrdociaents, rpecad daenmends thap tey bﬁVecWﬁ?mﬂ andeaxpose
ﬁﬁ@aﬁm]gan&ame Ut ddity 0B RIEAS Y CRATBIL WiftSy ﬁﬁ I?een
eemn ntra-commnity routes Wlt Pn each
respobsibilipias imay actommbiciousiyesr simply ahanpeithe dembmtics oé tiralocament
nd destinatign co nities, routes fromthe source
e SEE0Reh et Aol An e TAE Bu SRBTTAALY 45 iR methods
2RQ ABRAELOMP s@iufe &l tRisteAlcBthnddtidhtioRRIFBiroMS BoRneH@ R clifents.
one or nore registries 1405. For the intermediary
[8euni t | dSgurenld thsoughrl@rdepint sorine gse cascmﬁog oéqueg and trusted

S R T R S S

aBRRAH. BoriRARS, cohfaniet WhMIOAY &8 dind partners agree and may
connect or - t 0- connector route from sGurce to

regisfer et iagreemRatunithgfoanod sella®ranmagnienent Heiy coltaberation

N R N e G R e
nha)é:8) $1eH ia KignAORIFEAd Ederiditiony Secundyi dgfbeﬁléﬁ{%&ﬁ%ﬁb@ﬂegched
routed. The intermediary comrunity nay provi

betges tradingrpartners @6 gy ibe gdomied freas e.Cﬂmmmmtgeé i@ whichrthe
ng)gcecfve g#d}’ﬂ(.ﬁ? tbeﬁé %e %a]}lhgﬂf ﬁ%hﬂé‘ﬁ‘ﬁf% a el&réﬁt is ¥ehed is
C ute send nmessage froma sou a
uﬂﬁﬁpomtat toosecurk dn fr&yted tdemunichigens30 for | at er use

@H rnatl(g)ly, i dl Ucycl s may be eff|C|entI¥

[ i zed t nﬁ?fé%fé@&ngé he soyig %mtssuwﬁ%sie%mar@ rggfed jyhen
{

O A TS il R o e 0 BT B o long the

nem}mpgh tioomooien adciosding torrotitieg anthtedireteet angkmowilddge it has of the

wor k. 14 WD 2004/.010312 PCT/ USZ 03/ 021856 039
C%tsnﬁs SuEYHhe frangraission, %1 ésﬁ%?%@ W8 dhsontss A b Hedd not be

cBh&hRiaabhsthdral do@ﬁﬁqeﬁt is &ﬁﬁﬁg@d 8hd ﬁé’dj%%ﬁ! trs%ﬁcgronqéj&ﬂ %

the many threats that may be enc untere ocunen
f@rwalr&‘éle\dopmnblﬁ- éﬂo suppdt encikrypted canouyistiahs, fivh as virekprivate

P S ot B M BT Be ko and
c@ﬁlﬁﬁ«,m@eag i@lem&tﬁqu &Rﬁh&%%ﬁ? nid¥e], sour ce and

destination may act mali ci ousl hey may drop, del ay
[0042] et r anﬁﬁnneqi@@mlwém@'lderwsme trenlatian ssTipest sa-¢rdled
o S e BRASE S b i R 18 one

foresp Qﬂ@idﬂhdr iréquix@s ErRY the Glub R kbiBrictos by able t6 dedgypt vl Rdeceives

the semantics of the docunent
and validate signatures. After translation, the gateway re-signs and encrypts what it

has translated. To accomplish all of this, the message received by the gateway should
been encrypted using the gateway's key, not a key for the destination. The gateway

must be able to verify the signature on the message received, preferably by reference
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during translation. These well-known issues create an

opportunity to provide nethods 10 and devices for
waeadne3and trusted conmuni cati on of el ectroni BCT/US2003/021856

commer ce docunents. [0040] Figures 15 through 19

S TR SRy R OB P MR s sttt
d&%ﬁlénﬂ@ﬁﬂe%‘gﬂs&h@&é@ﬂhdnﬁ hiefle esitge @trrecagafdewa@ﬂgnedmfralso
I nstance, conpani es which are trading partners agree

enpryptathe messegesusing thp &Py comaspending to thS pere spisvyay glong the route
oL téld'lg Hé)sli ?&ﬁon 1targ)r]§1%g€1nttr sl-gaoﬁ is rgéﬁl?et&) Ak L%g[bw’la? Jnay have

reemnen ocurren es to

mmtipl@kéyb/peﬁﬂrcﬁ eanifearsalifféreit keyBpaibscandigaRedifor encryption,
signatures and encryption. Security agreements may be
sigping gad forsee e cYiTtRalau vVl NSEV Tk €PERSSHORRyY b e adopt ed

t he '
(A8 e ARt bt ftbe RO Rost HERREBIULE lcBl 00
sdq@antive.d Ths firdt ghtepay tvarifiestthe sigaatnee dfithe samscteeadld re-signs the

communi cations. 20 [004 Connectors al t he roq[te h
d@@@%ﬁn&oﬁﬁ%gawaﬁa@élﬁﬁ tHt S owce: assh %eaaer&ﬁgwwa%@ys rust the

ohtbw %fﬂohf‘wﬁcﬁ Xsrﬁée)fv@ém‘éis'ééé fac alfé’bpay' i8 the dmbPdustOthe

send the docune al ong the™ next hop i'n the route,
gateway teforg it,authenticates tha sllgnatummteecltvesmyi dopbios Jéfd@\@n s]gnature

h f_th tent t
Saimishind Shis b RESEutbe SKRTH e ernd TEPSBR%Y et i spred
an‘ El b% gHRGM Ffsnit id GesBABIE YO RebvRlys 36 REMpExteMeiRe atchives of

functlon i'sS on to 25 forward the docunment. To
traugiped doemeanyspireerdeniomaselseanyshisputasiba asise. viPpeuragnts should

net wor k ni.cations
BBl S e e oty o 40 &0 pugloal i ient proforghly tuding
{RSsigr¥RIre FRBIVe G f any;lhd Ohceniffee trafgatit, b&fof@dﬁkyptlbﬁq&aﬂerably
Connectors that provide envel ope tr ansl ati on servi ces,

SMSM@’EGWWSW esent nmore conplicated trust
RS TSRTBIERA e BRSPS 008 o 0 e

dbRindeed Hdt enblasther theaoios @sd dedinutidn tadt ehesgagevedys rt]m perform
After translation, the gateway re-sign aéland encr

trigpgletiqny andheachicorpectortia ghe ropie LSt i Paer |Sulgﬁeq}:lqﬂ gonnectors
if 08 ¢ ? z‘ﬁg n{lﬁeo%w@e‘ﬂ sB¥rct Bfid GALENE ﬁl?l?sld{l% Q?@\}E Ithmakes

encrypted using the gat emay s key, not a
seiss tin elatti@ric cahmegatiengaytiesrthattrustomdnethen bvfere thyy edubhange

cleRene Ap@mas o uoR 0T Sr3 rebirs KRB RN ST bpoause

Etﬁ:gz'a % a3 HRBR ¥Ry, 11k @Yﬁﬁﬁe@?ﬁ@@ﬁw Bay b&@8intained
eway has translated a docunen re-signs

i ecgikiyu T either ithie souecerms slsﬁg:atwm lackeusy dnla getswey goregetor that

It. al so ncr ts t t he
PerpRRR B RIAR S Bgteet SEa TR, gf‘é%ig‘;n %%1565 haVHils pogall gpding
ph@ndr§ %a?%fpaﬁ%lﬁ&  sehditiroftbik | Redirity lcdnidtis it@didgSartners, such
reqwre gat éway may have 5 mul tiple key pairs or

ag defendel induseyy, pamqlpaem find ieadzangagaoys taknoyecaghaad ety

SRR S PR ol B e

S eGelak&d £ Fhdse@bhdtdrithetigily datevdyscuntents, without decrypting

or translating them.

o2

[0045] For example, consider a particular source and destination: The source
uses MML envelopes and the destination uses ebXML. One possible route would be

from the source to a first gateway, using MML; transformation of the envelope from
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sequential. The first gateway verifies the signature

of the source and re-signs the docunent. The gat eway
woreak/oiesust t he source, as subsequent gat ewaySPOTIEE2003/021856

trust the 10 gateway from which they receive a

RV th

g ggr e |t > aut %ah_%l cat (b[eﬁsIe %Jﬁﬁgz@%@%&oﬁ%%{nfd gaé%@?ﬁgr %iﬁ%on
feomp S0P uot@b:mh siddontardiag fronm ﬂ%&te@dﬂdl Sty th ihSdezhiadtibn,
of .securjty SAI\/L asse “3{2}{ for inst ance can be

In this F3sgfhe é?m‘&c%lﬁlﬂﬁﬁ tEyst poth é%\y@/s ang thedestisationh | Tef or
d%’t‘irfa%ﬂ SulsPLrie AR LR IR VIR ?‘{t Xée?f Qfner Plr Qﬁéﬁzgt €8estination

docunents, In order to reso di spu
dae$ 8@ truSoibe mremnsediny ghiedwi s thet laarfdmnvtmilslamm @he FOUKELS
after Eﬁcr yption as an original docunent, preferably
UPRESCPE the signature received, if any and once
[e04apr tr a'ﬂ}ﬂté\i/ely@ Rlso RBSWA ruSiVRE ¥ e@%&elfﬁ%‘/ e3for . gateway

showi ng the gat'eway' s signature.
anéh the immadiatelnpudreeding ghitivan eddwhaanqm eTlsmmasz ée acfdrred to as
ge L { d
TR Rebl HEheRS tyorenabn s Poumraripiaton wants to be
stifeahatli @inkedscting Vi tieglehents Be lcah thubt. tﬁb?lowgt the tef(éiﬁﬁlé above
the prior and subsequent connectors in the route.
SURNPSE 2 PUHGBBYRIEs diose seier i@asatdvraatli, on ¢ gatdivey Rsaddo gateway

ni ¢ gomerc fo
S o b e RO, AR I o e PSSP e FeEhg souree
and éietsemmdcgaﬂbsmyrrﬁrhte Secohll @afeNal Geust itstdRSFitsPakd Bitd gateways.
hoyld trust the gateways, because_ gateways perform

The &ed sat %ew P G e se@néggtewy@n@égséma@m em@f@cinayteway 3

r f. I sour ce
ug.?ts 21?) ?ganu%?ac S ust fzn%%w%’ emay&%%%%ae%‘?]%% t hat
Tpmsftxye nmslsﬁls aosdiderédosuBeent at@g thistsett Fab@vaes RAYbsmbRkd

used, Wiile not. all tra yartners na

b be
Wi P T peBER s PBroegnt Hrsinabigh. Analtemehies, Foudified trust
nigogr@%?niblg%egﬂ{ﬂlsﬁﬁ rv?hen %lﬁt&liha él\?/‘ag% tg&fnag eﬁ{oﬁu Sﬁie'ts g’gﬁ%{v ‘%aenslaﬁlon gateways.
B nynmsobmmfﬁouenﬁth ditustthg inttetneedidoy eommunétp @rdviding translation

s 2 Bitpl b8 HUenmtsart %%%?5%%\?%? A e I Srmediary
cORMUAR foSper i aH&C S Pksd OThi® Sindi SR st ﬁ%gh%dered

[ 0045] For exanple, consider a par |cu ar source an
appdisebln aniydhan Miermsdiarc communpisy Mihvaved| Ememtamd ﬂm eource

argﬁ?cb naqp Qn, Uses ebXM.. On%é&esm bl e égute woul

NSRS SRS CqrpER nghign will st each

omelarbatfzﬁaylmﬂ tARt hatb® ﬁﬁp@fo@mio%ﬁﬁ%t% b2 O0A R 9312
PCT/ US2003/ 02185 Qy to SOAP; forvvardlsn fromﬂﬂ%

CCfmmgmg geisways should tsee@@h@ﬂgmmy thhlarwleamrhmf chbmomnities,

R M 0oy S UBHE Wi GG RoR G tieR

withasttthduedcbssith@f gastpassh amlextelﬁy: cotapénanabf B8 intdidiate
destination nust trust the source and the gateways. If

CQmHEEY s HanslaiipngrecAnigdst i nati on 5 does not trust the
ooaer rredl t he

[ ; oulfe g ﬂ&%ﬁ% ggffg?%%éfodteﬂ%r ﬁﬁﬁén?fcgﬁér{ ﬁﬂﬁkﬁ 13y v be used. Three

presently used security models for authentication include: username and password;

e

SAML authentication assertions; and X.509 certificates. Operation of these and other
security models can collectively be referred to as making security credentials. The
security credentials may be provided by a server that runs as a separate process or a

routine or section of code. For username and password authentication, the receiving
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[ 0046] Gateways al so should trust the i medi ately

prior source for gateway and the imedi ately
wGermseeding gat eway or destination. This may bBCT/US2003/021856

referred to as transitive trust. Each elenent in the

trust.chain that perforns,translat.i

sig, VR hekitte RELERRTR) (R Blitehlbn ¥ Hicuskhalf ahl
pdsEWEid shbeld rRWinen thays@oRingeRbove,  suppose a route
traverses fromsource to gateway 1, on_to gate é

way 2,
[0948] t 0 gaTea@AMI3 asserion is BrorheorpRlicaicda e Pl tap <enethe
rout e, first .
sqope G denebion 34 PR BN IHER bl AP HHP Boncfith the
SAMIS&ssaﬁian mhisindg;ahﬁWSm a chIﬁﬁnd tutityrwlidg advelery foma particular
trust the second gateway and destination..In e ,
agheraiyayedsby 8 paitigy S%@%v&&ﬁe@e% e%ﬁu%&atpi Oﬁﬁr%%?éégm

BT o o ol ot AR Bt s o

acess byothe panty ecattigntol terifptheastmriiead W th explicit trust

e en the source estination. An alternati .
[Og)ﬁmi fi eal ¢Regation, ﬁ%ﬁ(ﬂg ﬁgymgén%y arcgﬁsaa]ﬁeﬁ‘om b SXNIL client.
The gg;w‘ gér@”igx TRV Rirk RSt R YhOSA KT B0 ehBid DR sSHIS WaKkSto the

| y sufficient to trust the internediary
clemimArS @ AP pnoslopk, dior instames, wiay ba ugs! ethis easmupicatinnytThe

r iring trust of.each.and ever t.eway used by the
SR porF ey SV T A e SRR aP PR g, I tespolise o
ar® SithERR Stion FigBest] i Blal foehdthic @Re QoutityUsédehtialc RspoiRtiRio the
appl i cabl e orc11|y If an internmediary community is -

attniwgé vegdestHb mayy rgenerateaan attridutepgsasieon. aheseriions genaratehby the

in the.same nity.t 0 Laation
SAM Setyisd Sl SR AR Pt b ThE BORARR, R0 BeSCSEh B k0" For
bREE HiRhEBEACSHTERY SAVENSIrdite Bay eX¥ridibiradingpacasmarmiséyd and
gat eways should be explicitly trusted. Wthin a

parewish kRomfanepntieation; caeslential headerdinck oy theotPdRicpy depgralhis
. Lr e [ 1Al i '
ek BT g AL e DL 2 Bomon
c@r@éﬁﬁ@ﬁt_ﬁﬂg tcﬂéf ggdéilig]g b?/tg@arrmg d?fidf It cmnpmen’l thy ;{eceivned mad sdgisory
mechani sm _Man ifferent nodels for

PRSSREN LEEY BHiGnit Scptrates %9895&%3@3.8% fte df thgy do not match,
. I S jot i ' :
SSRGS B MGA AL, Sl BRSO Bet o b
stagsiantthamregistran df 6, Bthaskestwitliteabewpare@per at i on of t hese

nd. ot her _ secyrity mde]s ca ol.lectivel e .
[(ﬁ@ﬂb rred fgr gs%ﬁﬁ?ﬁ%ﬁﬁugaé%r W%? Sﬁ?"@% Eﬁ %’?Sﬁﬁ §¥1 t%h‘éemﬁcate
aRBGHEy th¥t 16588 B dedfiFcalB YL iBEn D6 1aMIsAG R cBteSRENRT IS BRY be
runs "as a separate process or a routine or section of

beseden thoidentiyrafdnecatificaaswhonity oaachmbination thereertifivate
recej ving. 17 2004/ 010312 . PCT/ US2003/.02185 kd
SR P e A e S
ahtRBriHES SUbANE \ﬁéﬂSi%rpalg@mfe@ ceRFI¢h@s,BRayVinaludd ceficicatsd et will
channel . [0048] The SAM. assertion is nore

bz ompled cegardiesspd vehielf cammtitipieeveene fne. Algrmnetivelng list of
it sRARCAP ahhoblal p Be SRR b HRAREL T, Boeing

cértifichtefRYg @nBNbetrarwher theyvcolte frexed Boging oomamunity.
\};?irstiéncclélrt?f[lcates may be trusted for multiple communities.

[0051] A SAML service may respond to an X.509 authentication certificate.
Upon receiving an X.509 certificate, it may extract the certificate from an application

credential header block of a SOAP envelope. It may retrieve process info stored in an
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authority used by a particular source. In general,
certificates of trusted SAM. authentication

w@eiokoridtit es and ot her trusted authorities ar ePCT/US2003/021856
maintained in a registry for access by the party

eedi n veri t he asserti. 0049]. I n o i on .
oS8R L Tt it R0 Be b Repcr vt e, Tt will
cdiidpakh ehe vt SRHNEAELBLRIIVR thel REONES Infb ﬁ@tap dfftﬁe 2Mhment
client and responds back to the client.

wathwak sisen thegredentialdwadsr biasl. Bithe sertificates dqnnst match it reports

o SRR A e ey O ) e SR Rl

AR td gEttthe ahdiap phei @8 hseridiceERcageieh MerekRBy. It compares
securlty credential. Responding to the attribute

theeeress infe an%@glsgywaﬂgt% eanlféhw dmratanately é'frltep‘érfbﬁ an
oS A RIURL LS el 2R iy U, e

aésetymnff@femrha‘atwthaulimhtl cation, the SAML service may
@é&gact a_tradi ng partner or userid.and password from
[ ppl i cAtysbeshaviran may fukbenes ussd dewlegrent didfemmhfevels of
cfasky ?&a‘ﬁ@ﬁ for@ié&ron?tz%o‘r’xhﬁ@rcé:?ééuﬁleﬂtsr eQl ?ﬁs’te)ﬁcﬁ%ﬁ el milit

appl i cation programinter e to obtaint aSswora
canpares{sandi requir®a apdcia détrog tqpasdcree secrmmtsuaedemhalst Whereas

conpar es t e received and regi.str agswor ds.
BN onds et e ncle D g (oS e Gianb Py Hting ey
nfa?@ ¥plY%0 E‘ﬁét(ndmﬁ&ﬁtons' Forf 1%&%&5‘[ Dyefict 9% \mL ts may Be ¥outable

ternative enbodi nent, passvvor S may ashe ore
oz ithrgugls specadlyitrusted gatea@ysthayare kfitherized todranslstedep-aedrét

b d. 050 509 h t t
PRI ArGaLk FOSRY efieads By b i SRRy sdepitd
Iﬂe§§1lr'é%d sﬁdﬂ%s%fgﬂatd‘nb&ﬁio%ﬂoﬁﬁgs%éﬁ&mﬂ s’érbi? Rey Ry AR Hédl@a?&?
entity

aut horities may be 25 based on t of the
transportineasisa. et egieori ty or a combination the certifi cate

PS5t Y CuPabish bR e SaCLAFRERIERRR, b frieialies &

seVﬁfel aﬁdgﬂlsfdd&;‘éﬁnﬁthﬁ@@toﬁ ‘it[agl deb&at @SfactBysuch @é Wﬂ@ther the source
certificates that Wi | e trusted regardl ess of which

tiop are iy the s#ree porarRHNIAY, tveether theyiiyterast direntlyofith the
sob Ly R T BE b bl Shh ARl e Tl SRR mhctblomy,

Figateyl Sdepidts! Sﬁeﬁécmﬁ@ﬁn@l@wnmm withiia domBaRinitg In this
cormunlt¥ Veri Sign certificates may be trusted for
CORPRISY. & &SHWH’% ipdludinggeprpe 1o 1dond desingtion 1743 trust one
anl R0 Dt Pindfoct, BRBCAMD SN L0 3a SAN, berb! 1Beal 1 RR"
recei vi ng an certfficate, it may extract the
canemtnity. cHieesdurant 5 obfasi fooah tleAMr[anbem 1801 headdty

S R RO B it B oG
adhd G N8 Mast the s&d%ﬁtﬁ&&@é‘rﬁﬁ?ﬁid éléctﬁ)ﬂfbt dbmrhdredd un{e?tp et

an authentication failure. conpare the client
paskagddfineateavelrpe act sedt flonga totmee wrtbmeths comufnonity &buk thé source

f th denti al .head
oo R opts s SR oG e SRR e Figh: + &

[0a54 Ut henkigead 1 Odepicdé thelsburce 61 RV Rt EFRhB ity I6G’5%H?the
a regist r& access application
destlnatlon 1612 in a second community 1606, The network concept requires that

source and destination have information about other communities with whom they
exchange documents. When SAML is used as the security mechanism, this

information about other communities incltudes the identity of SAML servers in the
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5 interface to get the trading partner or userid

certificate fromthe registry. It conpares the
wee@soss1t nfo and registry certificates. |If thegT/Us2008021856

match, it reports an authentication failure. If they

do, it generates an assertion and, may signed it. The )
otheneommritipsthebirg traigd tQPIONKlesEewHY sV ings2 T herp AL servers in

oA R AEC xitliPlisnf atiheidy LREEBY Mo LAl Bhnity. In

figge dpedch of %cdmﬁtﬁ}iﬁsel 606¢ }606ciab1udé:d da 8AML saminpd)ﬁ@]nﬂQOZ
may require a _sSpecl .set o op-secret security.

a@j@@@ﬁ&eépgr,cevlﬁii e&@estua%ﬁﬂﬂ k@ér 3”@%3% SHREGE BseRdRYPed

dé‘&zhféﬂt fPHE id@&hﬂﬁéﬁ, hd Qfee rof&st AL SARAT e 1608 %0 gfs%iae a

apply to specral dssertions. For Instance, top-secret
S Adfluassattonndhe seunco als@gheriesdind gestinatoaniprS ApE ceatdryt 602 to

L e B R
alSRY wo (e BleBEdnib CoRfiickideBiherias tid detindRAS WslSperfor@ifince

as”hei ghtened nonitoring, especially strong )
eroegmetitothe comgdivnity suwhichdhessowiree bebeties or ghe soutcersesecurity

el LB 08 A, P 98

b&BNEIRY affdrdich SAMB Yssartishs Thahiae Feuké) @0 HrapFoRe sydémand
destination are in the sane comunity, et her they

penfleraraaes. Alterastivsly (o SAMLhmedhsaisms; Whera PEL machagjism is used,
ro nd .whe 3 i .
il A5 E Bl GeliRabOE AR SRS et e it
fdriRd @Red mhit®R regittbied imtheaiestimitioy communktys 1 6M)MFuMmdeyname
all connectors, including source 1511 and destination, |
andaES WPIGIECHHRY, validgisprapme Rd pRISE orheqrabigationsigee registered with

dgs%gﬁg,ﬁ%/%/@g%gres %‘éé'v%ﬁliSAl\/L server local to the 25

conmuni sour obtains fromthe SAM
[6058Yer 150igute $Bdepittt felegataerftsealrity servaras. hierthisdeggureon
and furthe ohtain.an attr.i ertion

na but es as
CGRTEHOF 7)1 Rt fe80W SEISES SRUATE §° & Poa o srcnd 721 and 1722,

S8Rk 101 °1 RO WP ld! £0£5959 1 £ sBBuri
Aegr?ve olgigll’a%%gse tﬁiﬁegﬁge a rora1 e&lv&hf)gi n tﬁg commnjlt%’y
sérvioes. t Hiee mrowy ¢@11 identifesstitselfitand the sbhics onowhase rebyalf it is

contai n connectors not shown in.the figur 0054
TGUGRING CYEIgiasreLtqn, B&rce@%iiaq?snmﬁ AN R 1
ThE QA M dervBethed 3hdshabb @ity h6sbZidtodhSKS:? B bERINbIthE Yource

1606. The network concept requires that source and

anikslsd nwyyiissue hawtribuie assariono Tha besit fovvards atdeastthsi serwdy

i th wh t . h d , 1S j d
oSSRy TEETEH QR © PR st D St
af¥eRRM ﬁméﬂcbh@?réibd{@ bl egvitdGatedrRt thhtydiedlossAMe host’s

_servers in the 2004/ 010312 PCT/ US2003/ 021856
inptohsmend Frtha sequeidy preedssar e trusted to provide security

. " Th . g
51 oo SR o bl PRl Rt
ghieWaNBLY.. Inl figuré il G4y @nhéctowd@D1 0F82R he: mcsubrotringmity 1806 of

1605, 1606 ,includes a SAML service 1601, 160
a larger community 1805. These connectors 182%, 18%9 u:‘lﬁhze anK/IML protocol to

communicate with the gateway 1812. They pass an MPID, userid and password to the
gateway. Process info includes the same information. The gateway does a registry
lookup to locate the MPID, userid and password it receives. If this triplet is found in
the registry, the gateway creates a credential object as an attachment to the MML

envelope. The gateway sends a delegation authentication request to the SAML
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and either the source 1611 or destination 1612. Wen
the source is sending a 5 docunent to the destination,
wWo b@4posize request its SAML server 1601 to prpoT/Us2083/021856
SAML assertion. The source al so queries the
destination's SAML server 16Q2 to retrjeve

semdech oFieZh MbreTiseorRantisies ua® thei agirevay s srdsatial: (g SAML
SAM. Lasséti ' WIS dQRE Gection. Th
seBnreSE B EGREReARH s dgady bl ol IRAGLAEI LRI Soction, The
auEihEBaRAERertid e partmfwhiat thetgateway A8 12 fewanlsrtc e dbsiinatigs
or the source's security 10 service can save the SAM.
1&dsertion retrieved fromthe second community 1606, or

[Oragﬁh | ocajy, {68 Rogineidioaseenih ﬂﬁsga%IWayl 18t 215 reversed.

se, to IMprove system perfornance. ternatively
TlicosoBANL 8t chmmiusivates whthrtha cBidecioes h8a1i 4932 i the sb, commguty

1§ty AR Troiody TR souER B Sl B Bty ce
cr?qfeg%iggjﬁorh% sh®esrid? 180 € afl@ frivarisiRif vEdngRbohie commerce

For usernane 15 and password security, valid
dacmerentioshe gatewass 5§18 dlhegatsvaatdonrertser BOARgnE¢lepet a YINML

destinaiion conmuni.ties '
cxiglve: Sog Erenar 1o 5P QoRE PP IR g VR g Sechry
crblidiinBand £RABRRAGH 1rthd VML Rasé16pes €T MIML 8@vreldpeds san tb the
acts as a proxy for sources 1721 and 1722. A source

subr@mmuipthatapedMledB@.ered to rely on the proxy 1711
; v 20 : ! o .
880 o Y B KA 500, ISP o SANES scurty

profsteRSS bxgndedse comidupicaisebitivesn covhmmnities ¢R0HIAE ol les
with the SAML service 1701,

The S ) .
e s B EIRTyEC et 15 YYD AR S (RSP A T gy

t.he j i -
clpoRL e i S04 S Bl SR GhrLt [0 fotuREdrl ot
124 letioenird acenuney cedettialiaehelettmnihepniivsice dattingemt torfie

PR hIA Dt ths BuoDs AE! ROLTDEOT FYRy ARERIL 001
p%ls{%?suﬁg Cetukd cr?cﬁé?ﬁ@?t%-thé %9@@13{1 FO QU B sb8AtRRELASAIR is inside

strate ‘del egation of authentication to the .
thgadiagnvERib2. The ghteyay extiBAy the SMDdtam thesgourity erpgntigl én

' b ity 180 f. J it i
oS frae e sonfs3 peteegon SiepSRor oL o e SR o
sﬁilce.o KNG edBn ¥ ddhetRBrgaBE XYYy SdrddentA Y TIRASAMANservice

D, userid and password to the, %at eway. Process .
rétuine an methemtivgtiothassedion, mu¢lbasdesetibed abpee. ghheaulengediong

reqistr | gok to l.ocate e I:
adssticnont repfed el ButiC Fpnfiehd Yol M BBt
dESRaBA Y911t NR figateeMm) comanintation eiredigithe ghtewhy ¢012 s
an attachnment to the MML. envel gpe; The gateway. sends
revetistle §he sonceal Rl aonmmeunicases Wil thedestinsition d 95 the équ)

2004/ Q1 P ' ]
RSSO BTLRARICHRS), o e THsasiity sy
sddigitPdblientREfidinGRe BAMIL Bgvarn Salahé fidriwaadsi this vathsar déatronic

whi ch may i nclude an advjce section. The
commerce do){:ument to the gateway 1912. sl“%e gateway converts a SOAP envelope to

an MML envelope. The gateway uses its own MPID, userid and password to create a
security credential and attaches it to the MML envelope. The MML envelope is sent
to the sub community that uses MML 1906.

- [0059] To facilitate the delegation scenarios illustrated above, the SAML

protocol schema may be extended as follows:
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aut hentication assertion is part of what the gateway
1812 forwards to a destination 1811. 5 [0057] In

wo e@uoe03iBB, conmuni cation through the gat ewayPdBLU200%021856

reversed. The source 1811 conmmuni cates with the
<e)gﬂr\1,@,gognq &Q%dlné'B%?F@'n?; he sub conmmunity 1806 that
co

uses t he | The source 1811 obtai ns a SAM
<§@&9P§em§,targ§f%@qp@ogﬁ hitp: e erRas- CSAIMEresaps, gam/ W aRisecyiiy{delegation”
xissanigs" htthl/Swinobsls-eped OF g/ comraitiess R Iritylocsldra gt chema-

Eoto%ogﬁmﬂssélsz qtté?@w@%em@¥qoﬁfb@&ﬁ{ots§#‘a SOAP envel ope

S its own MPI D,
Xm@@%ﬁ@"@ﬁd’%‘&%ﬁﬂﬁo@@%#%?@aa security credenti al

xrhine: cmélaﬁthﬁ/rschémdsq;otnh@rc%ﬂe RWRlerREurtyIdtRgiMa" envel ope

ofeBe RGP SraBed R RS et PPk d R Mra Rl s
and Smnwertuamqsyacepﬂﬁp dwvvsvmosg/%fiop@ﬁ/dmdﬂsmé"

SORPIVRIE & PRI RRLNESthem@XEIRI ti €5 1905, 1906. The 15
source 1922 is 1n a hﬁrmunlt t hat uses

dest i“(SFIMBAT AANSEPRACS=|hHP: é{WWt’&ﬁ?‘rﬁﬂ?Wrﬁ’mm'H%eége%ﬁWm’draﬁ‘
sdtbecteoargeatotal-2 ksl sgramblrrentich8 2iPafrstc-seberompratopd27 xkd"/>
router_ 1921 to forward a security credential and

el ectronic commerce docunent to the gateway 1912 that
handl es t H@elgeriefi 5 pdhedR@f Biedimor esvies el whish i detegrte is making
tHeQuutrRhtickBahlrequeasses the security credential to the
gateway 1912. The securj the
MWL envel 2%emmll1ﬂ'§”§g'§gcorﬁ'¥umt racﬁére?h Tlpéf’l !‘C?%rﬁzﬁrh
security dfeamunifyayrs -rihe eanenuoiy tyes(ecd. MOE4¥Nd sends a

del egat i onpastipet-iabden request to the SAM

servi ce. Aut hentication is done using the gateway's
credéitial . The SAML service returns an

aut hersd:.oatpieaTypasemet Delagationtyipe'as descri bed above. The
aut henti catipom %?té@r&édth and transl ated el ectronic
commerce docUMERT  ar e forwarded to the 25 destination
1911. In fi gur &xa%@tensighhrRsr caPiPAtheRIBHRNCUENEYR T enay
1912 is reversed. el swbute aardSd DeleguaRor| tymttsd: strifd1/>

t he destination 192 niw: . | O "
uses the MWL prot oc%lXé Eﬁggﬁf%qégwgpﬁg qut >
security credential $¥dAWiPHe ”WC%@WV@WTYP@DWP%FH@C' string"/>

forwards this wth afsedt@bite ﬁé}h&"ossamh'cméi%u@mn?wio
t he gat eway 191(2;< q %?t eway converts a SCAP envel ope
to 30 an ML envar8Pe™™Phe gateway uses its own MPID,
useri d and/xsdsuwpexfonientereate a security credenti al
and ajkaehRSeitipd=0 the ML envel ope. The MWL envel ope
is sent to the sub community that uses MML 1906.
PBHBYP™D facilitate the del egation scenarios

[0060pst r at exdelbatidn authentAlbn rqyfuesteopformitpaicahd@RYicie may
extended as follows: 21 WO 2004/ 010312

appepr esidlesn21856  <?xm versi on="1. 0"

BRREIsRA="1" EnBdiRg="UTF-8">>

<Request xmIns="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
protocol-27.xsd" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27.xsd" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:c1del="http://schemas.commerceone.com/wse/security/delegation”
xsi:schemal.ocation="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
protocol-27.xsd
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W@ o4 y3del egati on”

<xsd: schema

t ar get Nanespace="http://schemas. commer ceone. com wse/ se
xm ns: sam p="http://ww. PCT/US2003/021856
oasi s-open. org/ comi ttees/security/docs/draft-sstc-sch

C%%gg\dfé?ttsﬁ%fsf;m “BBlos 37 3¥hos 09/ xni dsi g#" 5

xsikgrhersabesatishRihtip/gohemas. eeBINtaTCHORO O KRR/ SREHEYIEelegatPhs : cl

c: 0l sPYLE Biskd-88 oft %H‘R(e&@é%{‘&'@ FICARIRE GGy BN aR="
ation" el enent aul t ="

MalprVBrsipT d i Mmﬁ@r%qﬂ‘"& %Hﬂ’ﬂﬁﬁﬁ ”‘?ioa 205 13?%? Yhrepqa,

<X s d¢RegpardWVith>AuthenticationStatement</RespondWith>

nanespasé SAm_tsBx;v(cé e%hgglgAﬁQ BbAhodidls 91;’%6

schemalLocat | on= -core-schema. xsd"/ >
<x s d<dsiigneture Id—"ID01">

namespace3 -uditp sighwiome -0asi s- open. or g/ conmi tt ees/ secur i
ty/dré ég %rt- sstc- schema- prot ocol - 27. xsd"
schemal8eat '6n="dr af t - sst c- schena- pr ot ocol - 27. xsd"/ >
<l-_ //Del egateFor - the ID of the TP or service for

whi Ckhdtﬁb%@b%@@ﬁﬁxsh @pm&uelgnelégbﬁnatyﬁdn eBlkhaterdroMmPxx">
request 15 / gom%mt D - the community I D where the
TP or ser WakSPY¥edati ned // CommunityType - the

conmmuni ty type<sanidlamsostiter Namdeywidupsiriogthat-idedtifesothe-J P/~

<xsd: conpl exTypg,aikaiEklirgabhonType" > 20
<xsd: conplebentent> <xsd: extensj o

base="sanl p: Aut hent Ftdtor BIa A WE”B“ <xsd: attribute
name="Del egat e For" <sgnpCatiftsetichMeihndFhtip://www.oasis-

op}xS og/&ﬁrﬁ tlg %e%ungiggcsyc%fmo@qg%asgwﬁg_" xsd:string"/>
type="xsd: stri ng"</'>F‘ZB(5Q9<§%F'f§Ft€ ?iﬂ&*taé'th%tf?émn
Description” type=" xwhqls:*onﬁrmuﬁdnmthsa»md//@Wmasaisom

</ xsd: conpl exCont ent > xType>
ORENPEYC n'E'ﬁ%(?w%ﬁf‘ff@éﬁ&SS Cé’eei ega |%on aut henti cati on
request conformng t® the schema nmay appear as

follows: <?xm ver sik@Bmi-don8rm=asaRdhdag="UTF- 8" ?>
<Request ‘ '

Xni ns="htt p: //\EW‘B%@-CBB@W%O&E/ commi tt ees/ security/d
ocs/ draft <SS¢’IBSLEJ¢EWE‘FTB pr ot ocol - 27. xsd"

xm nglAggh ﬁ%ﬁ&dugw w3. or g/ 2000/ 09/ xm dsi g#" 35

ns-sam WWW. 0asi s- open. or g/ conmi t t ees/ secur
<lﬁ?9¥ﬁ§b’cs/draft sstc-schemm- assertion-27. xsd"

[00%111]18 XSi ®od that thé DEéABFeF 81400 Naxddidepti fiseatons {efare'the
X hs: cl

sabad ettty sthe pagy foa velicle hadeleeatineauthnntiogiionde pertormpAy éy wgpple
respor?sg to this request, including delegation, may appear as follows:

<?xml version="1.0" encoding="UTF-8"?>

<I--Sample XML file generated by XML Spy v4.2 U (http://www.xmispy.com)-->

<Response xmins="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
protocol-27.xsd" xmins:ds="http://www.w3.0rg/2000/09/xmidsig#"
xmlins:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-.
assertion-27.xsd" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
protocol-27.xsd

C:\XMLSPY~2.3\draft-sstc-schema-protocol-27.xsd" ResponselD="String"
InResponseTo="1fgtTGzMXSqpN++/LcFpBmZWrQg=" MajorVersion="1" MinorVersion="0"
Issuelnstant="2001-09-11T09:30:47-05:00">
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weewmniotogizocs/ dr af t - sst c- schema- pr ot ocol

XSi :
schemalLocati on="http://ww. oasi s-open. org/ conm ttees/s

2004/ 010312 PCT/ US2003/ 021856 C.\ XM LS PY-2.3\d
raft- §% - schema pr ot ocol - 27. xsd"
€

XSi : FaLocat i on="ht tp: // schemas. cormer ceone. com wse
[ securi t yF8tetusgeds \Giye="samip:Success">

C:\ XMLSPY'" - 2. Bksa@tﬂ@éc&ﬁamm&"qmmxw"

Request | D:'/' at Tgi7>M>(SgpN++/ LcFpBmzW Qg="

Maj or Ver si ¥ nor Ver si on="0"

| ssuel nst &ﬁtaMSMSSEQWMT@@tMGASEQQB 00"> 5 <
RespondW tBizAHtEHHt i cation Stat ement </ Respon dWt h>
<l-- The SAML service will treat the signature bl ock
as a P> -> <ds: Si gnature 1d="1D01"> <!-- digital

si gnatamigssertion Mdja¥erSiogriat Mineryes®n=/AUt hent i cat i onQuery

A)ésc‘érﬂ }ﬁ%'ubJL&lefwzwéagL@%b%\@'gﬁMg%su "ﬁgt?gt'?s':gélﬁs"tg 3"%@6'1?09—

<sanl ntifrer
1&@9939‘41]&5&(,?? string-that-identifies-the-TP"/>
<sani : Sub <egarhiQoAditisrsmlotBafore=2'2004109-11F09: 30047505:00"

'\@E&a{&%& C'?(Bdﬁd;\éﬁ%g%(%ﬁ %5>?1q/t p: // www. oasi s- open.

or g/ conmi t<sgrelg¥die’™uri t y/ docs/ draft-sstc-core-27/ passwo
rd <I-- For X5Q@me&ubjkét-cate based aut hentication

<sanl : Confi rnmati onMet hod> )8, !
open. or g/ commi t t i esfg%ﬁ'ih%ﬂ%ﬂ%&@/@%%'f @"?ﬁqe ~delegrE 37/ x
509 --> </sani</s@oh$ibjecrt i on Met hod>

</'sam : Subj ect QQ%IWdV@éEI&ﬂ@ntxsﬂy%@”&sd%{ e@éll?e—'?s%me
</ Aut henti cati onQuery> </ Request> [ 006 Not e t hat

desreiresl/2gat eFor and the Nanel dentifier above refer to
the sane <gamiAduicethe party for which the del egation

aut hent i C%%rﬁlrkukhﬁp&gﬁcfn‘%ﬂgﬁﬁ koA sanpl e response to

this reque egati on, nmay appear as
follows: 30 <9>6ﬁ$m|\7%'PJ§Ptbn—" 1.0" encodi ng="UTF- 8" ?>
<I--Sample XM fil e <g@neNamieRiénimer Ndhe-Smiquedtrivglthat-identifies-
t'geglg,,g: /I www. xm spy. conj - - >
<saml:SubjectConfirmation>
<l-- For basic authentication -->
<saml:ConfirmationMethod>http://www.oasis-
open.org/committies/security/docs/draft-sstc-core-27/password
<! For X509 certificate based authentication
<saml:ConfirmationMethod>http://www.oasis-
open.org/committies/security/docs/draft-sstc-core-27/X509
-
</sam}:ConfirmationMethod>
</saml:SubjectConfirmation>
</saml:Subject>
</saml:AuthenticationStatement>
<ds:Signature 1d="ID11">

</ds:Signature>

</saml:Assertion>
</Response>
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<Response

xm ns="http://ww. oasi s-open. org/ conm ttees/security/d
Wo@e®4dImsit - sst c- schena- protocol -27. xsd” PCT/US2003/021856

xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" xm

| ns: sam ="htt p:

1w, . . .
Whes e SAMe ﬁ@ﬁ@/%ﬁw anpaseesiianby Aelegatipg il Pafsdhe <4dviee bipck

3 IO - 5 tion, th d be simil
3T 1o ckoBSHE bl dnt Witlout defegation, the response would be similar,

but s¥ithoatthe reldvit-ibdock. ht t p: // www. oasi s- open. or g/ comm

[Olﬂtﬁ%]tegiﬁﬂs ?L%%rll@géllgfle%:e%lca iro%,f t _eggste%ﬁo%cs%ﬁgr%é does not allow a single

reéaés%(Meélé’gé fo &é@éiﬁ%&ﬂﬁa%%nﬁ@&%n@ BR¥BER reibstx I8 This

esponse” | D="Stri ng"

inipGespaivae Te-SAFG chicabgpiste requey Bh\wgthentication request,
Maj or Ver,si on="1" nor Ver si on="@Q' .

thRe PR a1 1Y BRI S ol G ing, A s

at@%&{%&@é},@f&m% <St at us> <St at usCode

Val ue="sani p: Success" > <SubSt at usCode
<Rl vessiong” ha aeepding=4 &3 s Code> 5
<!S/§§r;ﬁ§|$ XME%%@%&S%@ bnEML Sbat4is Vesigagesw xwiStyadorgDet ai | / >

</ Status> <samnl : Assertion Maj or Version="1"
<!M@8€%$%qugﬁt£“>0" Assertion IJD:"+1
<wg@gmma#'am;4l_w.mﬁemoeglcopg@fg@plgeqimqq@s/draft—sstc—schema-
prét?g%@?.%%&r'; 3@@5&3&*9@'\%@@%@@.oﬂglzoggag/;ggmga%os: 00" > 0

. Condj tions. ef ore=" - 09- 20, 47505, 00"

RGO R I SERPLSRS S OG0 Mg ostc S
asssainm-;zﬁ.q(bdl' greins:xsts' Aty //vBuljva.otg200 VEMLSehemaipatance”
B T Ty pesrad Str ma vl e som
prgiosehrd’ %4 on"/ > </ sanl : Advi ce> 20

CaAnd R YA Bluest-dstdchemnShmtceaeTxed" <sanl : Subj ect >
AR AR APy R Eppmmavi g, Heig Verspy pyyerson=o
|saeAnatanB 0O G REQ: Tt 45>
<RespondWith>Attribute Statement</RespondWith>
<AttributeQuery>
<saml:Subject>
<sami:Nameldentifier Name="unique-string-that-identifies-this-TP"/>
</saml:Subject>
<saml:AttributeDesignator AttributeName="attribute-name-string"

AttributeNamespace="attribute-name-space-string"/>

</AttributeQuery>
</Request>
[0063] The attribute assertion response follows from this request.
[0064] Additional detail of security use cases appears in figures 20 through

25. Figure 20 is a block diagram of a sample client-service design. In this design,
registry service authentication and cost authorization is based on a CP level identity.
Registry manager authentication and authorization is based on user level identity.
The registry service uses SAML for authentication. It calls for providers application
interface directly to determine privileges; it does its own authorization based on the
authenticated CP identity. The SAML client 2012 accesses stored SAML client data
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25 <I-- For basic authentication -->

<sanl : Confi rmati onMet hod>htt p: //ww. oasi s

PCT/US2003/021856
itties/security/docs/draft-sstc-core-27/password <!--

8L AR i AN Ee RO, My L Deniyich 2013 tha

s@R@&s %ﬁée%ﬁ 93l Eh@l%ln%ﬁ@ bdskd. Yindae€ ﬁ!cdlr ks, comhamEtien Hiditkctly

--> </sanl:Confirmation Method>
mhsthquAMIb pwxoe:@ﬁﬂé r Frethie s¢mote chssapimEmshis 034,38 15 handle

oyl SAb S A AR S 0B PRI, Crggpntls and
SANRE SRLREHS rddy BARxERAHEA bOivedn HieTdobpoRes ORISEBPS Whetvther

a SAML service creates an assertign by del egation, it

sepyessprofRsok Abhe SAMIpsesvike 2@ osasmmaniestphwih piservice and user

A g S s g o

idvngficatiung tsidaind passwdié based @uthenticasiohanmanothesautivntication
allow a single b5 request nessage to contaln bot h
sefiertife ﬁlihecsﬁlf\ﬂ%ﬁnar@r}&erawmasmeét mealéé%% 7| Gempmpyndcates with a

iR Bb0 R cdifior ObfecCirdiilorR YOOTE) 201 OEE WRRA accesses

henti cati on request and aftr
arr@ste}stowThe attribute request foll ovvs aut henti cati on.

(63 o< $Fice ol i amorencagea i grion tipe the
£ Qbeq“ Q)ﬁuﬁﬁ%ﬂ@ﬁﬁ 1413 ﬁ?guH: parallels ﬁ ire 20 except that the
%éh%ﬁp Qﬁ 2

spy com=--> ! Attrib Request - - >
r@mmmmt 2101 registry service 2105, COF 2106 and the reg1stry 2107 are added.

1R e e St ekt aane ) PR oty SR SRSy Ui 161

cXIMH (RS SAA Qllblﬁ)c 211 Wolé‘tﬁm%ﬁ{eﬁﬁ@ﬁfo@9 frihelgdediy of the

xm ns:sam ="http://ww. oasi s-open. org/ conmni tt ees/ secur
aithprtihation mlwnesgmrmog@dwme 18he S48 plignt amysheye access to -

SR SANL i R A 1 et N O M SRS SRR s

fRnD4t6 RATHatd BRISEERE A Y Asdetivh dIfidt, 16pﬂ0@e@1§hﬁﬂ19a-remote
protocol - 27. xsd C. \ XM

aptgprticatign.d The SAME eligw wempnypicaics deougly comppnents 2114, 2115 to

* the SAML service 2116. The SAML service performs authentication, generate a

security credential, may sign it, and returns the security credential to the SAML client
2112. A variation on this use case is illustrated in figure 22, for registry service
remote authentication. Again, the registry client 2201 is initially called. The registry
client determines the remote call needs to be made. It invokes the component 2202 to
communicate through a communications channel, such as an https connection 2203,
to a counterpart component 2204 and also to communicate with the SAML client
2212. Processing continues as above.

[0066] Figures 23 and 24 illustrate local and remote authorization,
respectively. In figure 23, the registry client 2301 calls the registry service 2305
directly, passing and a security credential, for instance, obtained as illustrated in
figure 21. The registry service calls the SAML client 2312 with the security
credential to validate the security credential and get an authenticated CPID. With the

authenticated CPID, the registry service 2305 calls the user manager provider numeral
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Request | D="1f gt TGz MXSgpN++/ Lc FpBnmZW Q="

Maj or Ver si on="1" M nor Versi on="0" 20 |ssuel
wmsaoanio3i2001- 09- 11 T09: 30: 47- 05: 00" > PCT/US2003/021856

<RespondWt h>Attri but eSt at enent </ RespondW t h>

23 o 2ol el rra g ey RO 2. HOBT e O 2318 he

p%"gegé'é forR @B b2 oﬁﬁﬁ@d bt thDMERBYSBUNATEE registry service

I but eNane="attri bute-nane-string" Attri .
mhndzre]l\]é}%gpﬁuees the privildages-elnrignse 3hdbelosal guilgprization process is

</ R t '
exdelsf o P FeEpPE ol o P %#‘.gg e seSp b
cheihicarathrélghaiompRherd 2407, LY03ISL tEasRS reppi@rtbe togistry
figures 20 through 25. Figure 20 is a block diagram
sepfice24@mihravgbitheeamprdeniSce design. In this design,
B D SR PO S B AR i
sibdériRitink C Thé EmpHREnBREDR Bhd %@bﬂe If&'tlimsleﬂlledl asumel‘udlng an

IGIoHem B h2Sgh and oo BHPH-RG TGS ZhiPe 23l Thedibhent 2511
cal sttffé ge%‘&%la? Ibffgelr%’lcé %ﬁewcjﬂlﬂ 10 8ssBlibdl Vg e e séﬁd Q@@ Célstry

hor1'zat T on based on the authenticated
25416 Mroinythe Joneifyidle, ¢d theneft @0the daddieg sies 250@ teall (SAktrvice

| t dat 004/ 0 2 PCT/ US20 218
2Siihcalls heecsing s KRR R 208 ATl SO CATSARAML
cl‘fér}t 9843 ﬁ)‘éﬁs lﬁ%&?ﬁgﬁﬁ% s. ?HE S ARASIRSE WRRNKhE SARKT, 88¥ice 2534

enote c | ocal case, conmmuni cation i s
thz\t isdotdlyon ﬂm: tdvetvesidSAVhe SeML servievalls & servive prasridare

}(E:;gs Stion %ﬁig&g %%? %%)oagf nt%r&l g?agan @ﬂﬁr%g%c? %rtgat%s an attribute

ﬁﬂ)ﬁn iy |s§rvﬁ:‘3q)r§v1&?‘%a}9€§>‘é@§stth@fb‘gls&§)25h2 FKE higilgeel assertion

etween the conponents "via HITPS or another secure
1qcpa8$add:tabk toTthe s@aMidesIEHY pereicg 8131 anshpackngsstia the 1D gecurity

VS5, SA%S Rk TRBEE R REe At AR bery Lol 4
eheicchcaid, RRESWAISD ATased]cpdthbadyri Thé em-lopms &aﬂ:tﬂmabd to
aut hent’i cati on schene. The service and

us

compensaid b3, pihetdiniapthoriratior sredule 232 €8 thy tqﬁelé{e sige sendis the
supports ramewor k (COF) 2018

f‘ﬂg te a?“‘ﬁﬁioﬁraﬁd%ﬁgogggglgesm&gégﬁst ry 2019. [0065]

[(ﬁ)ﬁ@ﬁf e 21TFiduresslq aldey depiit s:ttabhshmrem afeolnmatity networks. In

aut henti cation usi ng the design i,n figure 20. The

figurecis itwig commupities 260y PE0HR¥HFIPaledn Fhengfén%ty netwerkt
C:ﬁatt%lji gz the c‘ggjfr‘%&ﬁﬁfes%leﬂ 1%‘&16% %gﬂnmﬁ]ﬁ%s ?&glél.dﬁl%re&ltéiﬁal%gg? 2602,

registry 7 are at
2606 and local registries 2603, 2607. The local registries identify the external ports.

Operators of the communities make an operating arrangement 2611, which may be a
traditional contract or an electronic contract. The operating arrangement provides for
the communities to form or join a network. The community will have one or more
services that are exposed to others in the network. Discovery services and push
services permit communities in a network to use services in other communities
without duplicate registrations. Operators of the communities further establish a
network search registry, sometimes referred to as a global yellow pages directory
2614. Once the network is operating, the communities may push service information

from their local registries to the global yellow pages, or the global yellow pages may
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15 In this use case, the registry client 2101 is
initially called. The registry client 2101 calls the

w2 ondsient 2112 to obtain authentication. |tPOBRYSH88021856
any of the authentication schenmes nmentioned above.

Th ML [ , ~ . d SAM. cli
plala‘q%g ?é@ﬁgtgdlft?cgﬁgaa%@Pp%\éSg %g%gﬁé}t%ega?gé g{?z)al yellow ﬁ:aglese rgtay
p@ﬁﬁagam éoﬁﬁnﬁﬁﬁg@&twaﬁ FRMoaESIRA fAl theldehr@litiéstha

ssertion. not, it proceeds with a renote 20
infortration icaviildne tTbep @il Ginrewmityceneraiens catyonatkinagiggier

SRR S, S Kol NGB SRS 2P e

alBEGHOHIr GAGEIE B patticul BBdthS @hridinities) deeQIstih% Sf tdiice
security credential to the SAML client 2112. A

inferniation amglohaltyiellewpssescdwild epriespapsite theanatking segiigss from

R B B e et SEBL BRI b B g i
Tt HS HelBitéthallo & wnmmiitiekeseiosicd®s onbef therhenadtids in the

needs to be nade. It invokes the conpgnent 2202 to
nefwierkurleae ey Re 60 AT BOEOHADH YEHe W PagSSdR amsbYorkofich as

o305, GPLREFL 0 S O L SRS

nd a conmuni ¢

e2hdl pdPt GeEHSinddRDND6 1 cEhiginfahnotien chA0E&Eonfgnicaon23

and 24 illustrate_|local and renote.authorization, 3
betwepibeiaral DoFS P9 G B0BOPRENT She bR R Al sianee
<533 SR S SonfBhodlitest Dpapasaodants
WitH ths exeltangded inforfiatjom & Rednd, the@petyirs of fhe sespoitive coainpunities

the SAML. client 2312 with the securit redenti.al to .
Lopeifegisiics VMBI MAIER Bessvara o Saeqag tigipxtemal Somibniey.

FaLLBendd, Rl ehyGRBhiRer Weté%télrﬁﬁ coRthlifR ek Rl pbit khd debgrity

registry servirce 2305 calls the user manager provider
infomentiah. The\Dri@Onag 1eBster thaiT ows xRN Po85 eorrgsperdipgto the

obtajn the privileges for t aut hent.i cat CP.11:
expaL et porss {apersis ol G agaber e Shigsy p govel
sQbiBlepREy ! JoaBibig réRabS td 2 Widkhagdh 261500t Sy Ve SLfeMial® the
nunmeral 2305 enforces the privileges. In figure 24,

commhigicalor hestesoby oneafghe porymusisies & the retaragie d When tasglplal
thori zati henti cat. i .
BBy RSB0 sk F by st

s& 463 IndiRidubl GoneatEticeRUEcofe bie of ggimstwork of esmimmitidd (b
through the conponents. [006/] Figure 25 iIIustrq%Eg.
vehihathe porgranity pddress seswse fncHARS $aadoRdRtRRIOTISBY Grcanging set

SRR T A2 TSR S5 g o

iiRPdmnandtyedidedss baveztae setruprfodother &gl cRfRunitidsesucliBs ports,
client 2511 10 calls, the send.side | servi ce_.2531,
SO B TP deTH Bl P RS BT SL AL ST GG POTS 77 15541
. . r >t
PR A S 5] e gk 8

Servic 8 receive
afd deery Comsenity deth2588vork. $wewpembilitniney bakeseblished threugh the

SAM. .client 2533 et aftribute.assertions. .The
cORInEY PETESCRTIG, e i eS P prtigsaghe hinily fetwork

and potentially subject to bilateral agreements 2611 among communities doing

business with each other.
[0069] Figure 27 depicts a network of more than two communities, in which
one community hosts the community address server. Community 2702 holds the

community address server 2704. Communities 2701 and 2703 exchange information

28



that is local, on the receive side. The SAM. service
calls a service provider 15 application interface 2535

wo eooaloi@in i nformati on for the sender and creaP@pUSI003/021856
attribute assertion. The service provider my access

R B Eolaca i e ML VBl B REERE o
a.h'n%‘,t ofob&ls LR CHY dotnurlitR8 iR 2ddh othér. AR UohARkdi@fions may

ule 2512 put’s the attribute assertion into an
bedirettopedinteddgran istgohediste soB@ARitEarabligated tapass thrakgh an

.envelppe is transmtted ta. 20 cC on 2503, ef.ei-n
RS s Tt LSS 3P oo ST TR0 b R d el Bt Frore
thdnewobohihHii &, aB&R plivad liaRSman be eaellishb@ between participating
subscri ption. [0068? Fi gures 26 and 27 depi ct )
cemmnyisities lané mecotdeddn harasnegti vreeoyr ity Jegistrigsgerthe ognmunity
t cOo niti.es 2601 riici ' .
o M ' BP PRl s AL Fub A 1Gs licety e case
idpnéthetl ofasrURAt tveScommanhitied éxtablixkiel withou arcbsnB iR address
25 2606 and | ocal registries 2603, 2607. The Iocgl, .
servgs thereell ofdbamermpersiggister enmanothss opg Poittemains basipf This
ubd East QBT it TR A fARE BldifiGn BF AAPIRIRRLs © Helnetwork.
rch may be a traditional contract or an electronic
[007%] r act . Whide thperathirigyvantioa tgdisdodedyaefedese tothe ptdferred
c nities to formor join a network. The comrunit
em%gﬁym@w%a@p?%@ﬂeiébwcw {Stéé’ﬂéﬂ%&ﬁ%fgéam?@%s are
A8 b ihRE R MAICK haRis 6 AffiNe SA] CSRpaRflaliely 30
services permt conmunities i1n a network to use
psaressingets implicatédin the deseribéd esbodiineiou A cdondinghytlee present
.registrations. gggnators of. the c?nnunit'es furthert
inentigp ey by enjhoflizd i methods forcompy eF';’?‘,SSIj%FS OCHEES, systems
iﬁ&ﬁcﬁh% e5bid @ iBDlandh aRahet6ds, AWdRABRsesHd Wih Rigic ok out the
Once The network is operating, the comunities nay
npailsddss daty stoeemisrifpresaed with 1dgioin aatrgiout thegadthedsgpseammser-

to ft. | obal yel | ow pages, or .t | o | | ow pages
oD HpsSane oS A A risess] Bt peatioplifes .
comfoRaiBhd RNl feh@ily Sk toCthpsd! JkilldGR B, tWlech mdtigicgiiodbahd
yel | ow pages nma ol | participating communities or

. P P .
ibinatigns Vit bg W}éfblmi thesHiFbeR the Evestin and the scopr &f the following

C'!)nforrmtion is avail able to be pulled. Comunity
%%?ators may mark particular services as visible in
[06™1]| ocal Wegkiiniat Yollowssi bl e in a particul ar network,
visible in 5 all networks or visible to particul ar

ot her communities. The listing of service information
in gl obal yell ow pages shoul d correspond to the
mar ki ng services from visibility. These gl obal yell ow
pages may be inplenented as an UDDI - based registry.

It may be external to the communities or hosted by one
of the communities in the network. There may be one
or nore global yellow pages in a network of 10

conmuni ties. Operators of the conmunities exchange

i nformati on about each other's external port details
and URLs 2612. This information enabl es conmunication
bet ween the external ports 2602, 2606. Operators of
the communities al so exchange
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11

weohangezrl i nformati on i n hand,

security related information, such as security
credentials or SAML certificates 2613. Wth the

t he operat ors pET/UR®03/021856
respective comunities 15 load their registries with

i nformati on necessary to connect to the external
community. For instance,CLAgyISTBY register the

external community's external ports and security

i nformati on. They further may register their own

external ports corresponding to the external

communities ports. Qperators of the communities

furth ISk r j

ot erih PRl g O B ros R BROAEROL Srbibun RO TR AR a
léafterng @nizy BoRtedpohding 06 a basiceidr byloogiag oé tHelvemnoumitynihe ieaty
in the network. \Wen the global search registry is
CHBREEEE by one of the comunities, it serves as a
communi ty address server. Individual communities to
begwsnpEral the cammectast wor k of comunities in  which

the comunity address server functions can join the
nebmookmbre rexitghdardgiangpatenvelgpeipndtoeatathabihe 2ennectq gupports;
2613 with the conmmunity address server and obtain from
25cifhabilitiesviithetcynastisreass server the set up for other
external communities, such as ports, security

cr edepémlupicaligeer-Ry péek YithtoThdrignhdetdryei r | ocal
registry the ports for the comunity address server,

i nst egdn 9fte SRRAL tafidorend8lbbé BbistRIg; €9 Stry entries

for each and every connunl?y In the network.

1n i L i . .

R SR e B RSB SRR NSt oug ofon
i Nelebiortio ovmrickoe dvetimenty incBidimpniabmutdearidi catHoyng libkewith other
to bilateral agreenents 2611 anbng communities doi ng
buSPHEEY™Ai t h each other. [00691 Figure 27 depicts a
network of nore than two comunities, in which one

c oRmuiFhe sedirpnicsregisay O fleimil t yhergin the édegtityafithe connector

. Lty 27 S communi ty address server
I%Eﬂ&%ﬁﬁh#)%?@logﬁ%q%d 2703 exchange i nformti on

28 2004/ 010312, PCT/.US2003/ 021856 wi.t h the ho ‘
coRmIAS S AR Lo B Seaoe Pyt Basbfspvetope
pPAGILIckiaem of fer and, protocols allow ng, to

communi cate with each other. Their comunicati ons may

-be gL &gt eﬂ?ﬁ@c@fﬁ?xﬁrm’er?n i nternedi ate comunity, or

obl'igated t'o pass rough an internmedi ate comunity,

accqordance w th of the network. In a network of
nmagrangaoﬁ]%‘r\#r c%{dg%%mi%rhl d'l es, direct private |links nay

be established between participating comunities and
re@&PH%e&ltqrr? ésﬁ)é e%?@e%%g@ﬁ‘%ﬁ’iﬂty regi stries, or
the commuynity ., addres erver . ma e used to t.abl i.sh
corftnetls derromgregsty to.% CIRI ésg'hPlieig’eﬁ%? t@ggate g%a%?lﬁges 8f the
cgﬁ{eﬁ%&%cﬁdé%iiiﬁm& wo conmmuni ties established

W t

out a co nity address server, where all of the

b . Pt
padhiuiisfeh A e BRIk BB 17 O
oSO =gner  hesel LB Hioby AARER o SR e Bl
ref,gb@pce to the preferred

5. The electronic registry of claim 3, wherein the translate capabilities of the

connector include capabilities to:
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enbodi nents and exanpl es detail ed above, it is
under st ood that these exanples are intended in an

WO bdousia3at i ve rather than in a linmting sense.PCT/US2003/021856
Comput er - assi sted processing is inplicated in the

s Ik RB e A Sl T o

uter-assi sted, processin i ncl udi ng | qgic
4 nqpaﬁﬁlﬁ@n@ﬁﬁn@ﬁ%e FaLoPe Riiped! f&‘fw@gg SEDSROFUHPIPYY @&3
5 toaﬁgﬁl@{ out the methods, data streans i npressed wWith
logic to carry out the nethods, or conputer-
acces i4C t
Char - oo pr Ry SUAb RN 1 Sherdd e Sl AR GTRYR GHncctor o
2 coteninidate pdeose pedsiis Indibatad Hytebsadce of wh bafboumbliiil ﬂ)atheons

and 20 conbinations will be within the spirit of the
T@W@H@"t"ﬁ@%@%@%f the following clains.
[0071] W& claimas follows: 29 WD 2004/ 010312

PC'I7/ U ds¢tm@mlstrmﬁ|cmnﬁ Whepin Bl sapatolify of thegiosneafor to

1

| at
2 Sy AR By TR ATl Bk R B2 o
paelcong iagspost/dnvelopoprovsdol.y, the entry 3 conprising: 4
an identity of the connector; 5 one or nore particul ar

tr ANSPRS sl fh%i%tr?ro@fcllﬁlﬁ' I vdh@f’k‘in ) %aﬁévﬂﬂ%tf&‘ther include
supports; 6 capabilities of the connect or

cepitidsdane ag@sqentraicpe:@frct% withewthrequidam wenim msbouna or

P B MR PR R R B R st S

tfatefetinitRg @b pitderfElop protbcdté.ect roni ¢ commer ce
docunent, including i nbound and outbound |inks with

ot leer Thééle@tf&iﬁ@?e‘g%ﬁr% of tlafm 1T%e19e|1r?ﬁ1te QPR %ﬁﬁér Ynchide

claiml, whereinthé i dentlt’ of the connector
2 capaflititeso attsis raarmtermhé s@meptor,onmhhdo bt commBniti®h end able to

| t t 1 t I
i Fith Ofed piberd! cxtdlyfis assqtirit e b RS e tramtiles.
| f’&ﬁf@? fﬁ«'f @%éjt?%ﬁ%%?s%wiﬁ%@e{ﬁ” PR B sapaby os durther include

2 c‘é}?éﬁ’ﬁtﬁ)ég% V\ﬁ taﬁ%%eﬁn cfnn ‘{8? BLiBels 8 eP c(grﬁﬁhﬁl?l%yﬁﬂlf ab%e to
er e trans t he

iml ernt ate capab Ities o
commmaidaty with othed extemphdinne¢tomsassariatl with tisl cther commmnities.
one envel ope protocol to another; and

11. An electronic registry of cross-community routings, a source-to-destination

98]

AOWON =

[a—

2 community routing including:

3 an address of a registry service corresponding to the destination community;

4 an external connector in the destination community; and

5 one or more transport/envelope protocols supported by the source-to-destination
6 community routing of an electronic commerce document.

12. The electronic registry of claim 11, wherein the external connector comprises

2 aconnector address for the transport/envelope protocol and a connector URI.

[a—y

13. The electronic registry of claim 11, further including an identification of an

2  intermediary community through which the electronic commerce document is routed

w

to reach the destination community.
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4 translate, given a specific envel ope protocol, from
one transport protocol to 5 another. 1 5. The

web@aipsnt c registry of claim3, wherein the trPensbzan®021856

capabilities of the 2 connector include capabilities
to; 30 004/ 010312 PCT/ US2003/ 021856 3 transl ate
fr bome |COPRUERS T P [ SRS A PieCC gommerce
dbEANSE bR a Hu¥&tod c&@t?ﬁ‘dtloh CcoPApIRhORRh I%Lﬁin‘gcrﬁies ekprefBed in a
one transport protocol 5 anot her.
gepk of pawiiechikigektioyshifs aaﬂlcmgmom;lemre,rleﬂﬁdmﬁe capabl lity
of the connector to 2 conmunicate peer-to-peer is
i nghiapping dhdxyouadesidclestifatian toednnector; | i nk for the 3
particul ar transport/envel ope protocol. 1 7. The
el B%]ﬁﬂﬁg at the @brs ¥ndestih@ion dnnydiers chuil ditrepeadladatt listyof
e connector to 2 conmmuni cate peer-to-peer is
|nd¢mﬁ@€ﬁaﬁ}ﬁllab@&nce of an outbound link for the 3
particul ar transport/envel ope protocol. 1 8. The
el ect trevdrsing éginsé clyilddonpketpnito bnewh eros parehieconnectors;
capabilities further include 2 capabilities to act as
a centomideciop nieinative wardspatenvedaope prb'rogole aphilabid to

i nbound or 3 outbound_links, wherein the centra
conneEPBRUNKate fauR the childcopnesins t ‘?I%%FWCBtOTﬂand treating

transhatigy mgsﬁ/a% tﬁr@ce&ﬁé PG pRffl QNI Dathy; 9 The

el ectronic regi try of "cl'aim 1, wherein the

capab| rt 0 act as
an ex{: h fﬁ%{h% t‘pﬁ Sltlgﬁ?onﬁ? Qféf}ﬁ%{rb%ﬂgﬁ%ﬁ““ es

and a&hﬁsrbﬁ/en%el@pﬁpwmcbahpon/\nehdmmg hesnnextoethatthas no parent
connectors associated with the oth r co nities.

10. TRenreciog ayailble tp sgmenymicatsy usipgthgp %Fréwomvelope
capabltD{d tbd S further include 2 capabi I|t| es to act as
an exter na connector, visible to other cormunltl es

a”ﬁﬂ%&l&&?%e%gv%&? TR0 f80eRal &e&rﬁ%‘@%‘%ﬁgﬁﬁ?ﬁ fiyely
of
Cout | NeEnEdhiogEk § bl it RLin bR RRpSRT R veth ists: when

i ncl ugingrared c%ﬂn&%iﬁﬁéssth@fsarﬁe fr@&p@ﬁfeﬁv&@{yé’ pl‘é)ﬁ)col in the
corresponding to the destination comuni

ext er nespediepatiiad pathdistsry deggﬁherﬁlaradrpon@mmas 911 abﬂﬂ@/ ®
t t/ | t 9col,
Che ogaruae pehaRE MRRcr O oBBE s P fopRG S Pt peth

el ect nigRi ¢ commerce docunent. 1 12. The el ectronic
registry of claim1l, wherein the external connector
COMpr i$kfH b%tv@eeﬁ%ﬂﬁﬁﬁt&ﬁn&@d}ﬁ f5the k¥pedthR partial path lists when
transportfgenvel ope protocol and a connector a 13.
The elilscsimiai eonmegprstsnppat the lsaneriranspoft{enyvelep prcﬁomldu ng
an identification of an 2 internediary conmmunity

t hri6uThe mbihobd of blaire [l écwhersindinkonfiarther adtematieely indudes linking

rout ed
to one or more central connectors that are not parent connectors, the central

connectors having an ability to translate between transport/envelop protocols in the

respective partial path lists.

16. A method of computing a route for sending an electronic commerce
document from a source to a destination, compliant with routing rules expressed in a

graph of parent-child relationships among connectors, including:

mapping the source and destination to connectors;
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3 to reach the destination comunity. 31 WO
2004/ 010312 PCT/ US2003/ 021856 1 14. A method of

w@oospotidny a route for sending an el ectroni c cPOTERE3/@21856

docunent froma source to a destination, conpliant

with routing rules expressed in a 3 graph of . .

o DESEDIRF e SHEEEIGH SR St A CEi6n Bl GRg partal path lists of
I nghivlicRBs jﬂdﬂ%ﬁ ing the source and destination to
connectors; 5 eginning at the source and destination
conne : (] di [ h Ilj .
connedrarSmetih il PGty W Bichy ik baftht pdingotors
connector..to one or. npre parent. connectors; .

const ger s Erk T DatePRlrE b BRTEP B artls ool s
avai | abhendnfcatt FOMMENEKERE @nhsash tohEe FdrbhitoaRDARS bad tréfing
t he parent connectors and treating 10 avail able

t r ans poailabiaiyansppd/cpradeRscBpiocels as sqnaraie parbiak patls;

pat hs; 11 conpleting the partial path list of
connecowpketihg theapapaaltpatulisiof ¢éhnectarsioo a padiculet ope

0L ot B BE e SREREHRE ol R e
part i gbrao-feARSR i 8oNMRILRRE or #fe idR&ansgort/érvRldpB Y
respecti ve source and destination partial path lists,

al t er peatpe@d! y 16 |inking through a shared connector in
the respective partial path |ists, when 17 the shared
cottinkingaespestiee tonecesadelestimtisppartiokbpatle lisipealiermativelgl i n
the 18 respective partial path lists or when the

shar etink@grneeugh akhgedbo@tetior tythe @espdQ@ivierpantsil pat@ lists, when
bet ween transport/envel gpe protocols in the respective
par t i e $harad coppeqiprgises the samp Hrpspriayalops PLIterol Hy the
conne : 3 [

22"t ey ehe il phEIRAC Rt e RRbb! 1k Wy 10

t r ans panglaerbeaian transicrtalvelope photoddieinntht hageavifve phaiahpath
14, wherein linking further alternatively includes

linki %! 2 to one or nore central connectors that are
not parent connectors, the central 3 connectors_having
an abilinking hebveangiigilatconpedtos énhtheraspegibre pastial @pidydists when

! SR Sl R LT P
R e AT N

t& oneSorthéfRteffralRRnAsbiors Mdt dre ik phrefNEdAhBG0RMRAB dentral
connectors, including: 4 mappihg the source and

caezsctonniavong 1o abdiintcrasiate bewegprappartgredapprotocols in the
bl 290 EN PAhaREs

18. A method of computing a route to send an electronic commerce document
from a source to a destination in different communities, including:

mapping the source and destination to connectors within respective communities;

identifying one or more shared community networks in which the respective
communities are registered and linking between similar external ports of the
respective communities when the similar external ports use the same

transport/envelope protocol;
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5 beginning at the source and destination connectors,
bui l ding partial path lists of 6 connectors, including

wQ@ 2am@avsisi ng froma child connector to one orP@DULS2003/021856

parent connectors; 8 considering alternative
transpor.t/ envel ope protocol s available.to 9 oo
comiRTEnE S eqmPPRECIRIES A B Eiperir ompupitisg from the
Conpefk @ahd dastthatise8drindetorskO rédpadttvatk@mal ports; and
transport/envel ope protocols as separate partia

patdissi i ng_ ' ' f .
Corhoui e PO St ol RRS HheckRl tnd btk posts spanning
pr dta the sopose to daecdestigatmnconnect or t hat conmuni cat es

13 peer-to-peer with other connectors for the

parlo. Thé avetiodeoteimt U3¢ whekbidentifgingriottbaahcludds: | i nki ng
respective source and destination partial path |ists,

al taeediging wabyal 2sidtiyniel R rhite P8 Rirdot $H@E R BSh Me dolrce
the respective partial path |lists, when 17 the shared
corfREERBYty tedhe Eqsbn@monmmmieﬂm ope protocol in
the 18 respective partial path lists or when the
shacegtsingone ot oorhglebalmegifitibs foy ohe or idrd commaiugityenetworks

bet we t sport/envel ope ocol.s i.n the respective
parb pbic e e Bt P Guibiafl Guthgn Beithusntes kibus troteh
CORRGEMinity néthRrl BERERE dolfodMirhhityPdtthe ddsiihstigen

22 the simlar connectors support the sane

t r sesporEtyenvel op protocol. 1 17. The nethod of claim
16, wherein linking further alternatively includes

| i 0L he m2thod afekimrl SnwhereinddéntHying aitemmativaly ichates ar e
.not, .parent connectors, t central 3 _connectar.s having
iEptigRE BB of GO Sl S Bis IPsREpRERSHIFpa provide
tRhOLGGPISvicss ddi8inkind BSRAE fe¥RcRAE bligthaPRrl} thi 1

18." A net hlod of %:orrpglrjti ng ae%geﬁte to send rfaér%}oigﬁthe
tehdetiomentidiesonmer ce docunent 2 froma source to a
destination in different communities, including: 3

mappi the tethoslad caém d8gwhasiniidaitifping tatematividy irehiles

WM thin respective communities; .4 identifying one, or
idravige PR BEFMBIRy AR RBIREITieS i RetpngHe comapBiy i ve
et RRTHANbR hfSpdcAgL §6L§6ee%dad%gﬁﬁdtfah'ceﬂm%§%%ﬂd linking
simlar external ports of the respective

foomextaimbl portsdfdhe tekpecsiversduace @t destizdtiop@pmsnunstiestthveugh the
.same [ transport/envel ope protocol; 33 WD 2004/010312
IREFIIEBY 63 * 8 computing intra-conmunity routes
within the respective comunjties fromthe 9 source
and2d €83 MEECASH clegRré cversinitee darpediany eorenppitia further
pPRidStrardiiohd S info¥d ?%u‘?cer t?éﬁtsgorf)/gmyé%ﬂe%f &?MQ b {¥stination
connectors and external ports spanni ng T7PFom fiie
trmospocigertveloph @ratestli nat i on.

23. A method to securely transmit an electronic commerce document from a

source to a destination, between source and destination communities, comprising:

determining a security policy mutually acceptable to the source and destination

communities;
authenticating the source to a SAML service;

receiving a SAML assertion from the SAML service;
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1 19. The nethod of claim 18, wherein identifying
further includes: 2 accessing a local registry to

waledoeonidme if a direct route is known from t heP€EDUSING3/021856

3 comunity to the destination community; and, if not,

4 accessin r re gl.obal registries for one, or ..
rorE Kt e S ME SRS A Fothlockigite Coiies degymsgt &cording
corfufehyeleprchreRtst M ning if a route is known through

6 the comunity network fromthe source comunity to

th ﬁi@ﬁ:‘gt ' %o SR @&?I{% f claim
18,%\/\herﬂg?§£\iyeg(gbnettiofyi ngﬂgalh%ﬁélrtﬁgot%ﬂ%gl{ 51% finc ugg)§§32

id i-f yi : 4 . (.]able to the
 cophdipy Ren0RGREli TR o't B0 2 Pt o
seryi ces_apd .l i.nking,.fxomthe respective externa
po%%ﬁ%%ﬂ‘@ﬂ Qtfﬁfénﬂ%to”r%ﬁt??%ﬁd&ﬂqm@ﬁt ities. 1 21. The

met hod .of .claim 18 rein identifying alternatively

T CPRIEE SISRIPPY JOREO MBS or e 1§t or med ar'y

communi ties that beLoq&@}o comunity 3 networks )
av &orapries pneleplaypetigndpared ihe AN dasgerion faen elqctronic

conpunhid 5 ﬂ?@&ukae%g&g%rgﬁtfﬁ% gergi&&@&m%é e atg(tuhgh

respective source an comunitres thr

t heonnuriiyesamdedi ary communities. 1 22. The net hod of
claim2l, wherein the internmediary communities further

2 [e@yindeng framsd dbligiliod@oMing@ sty b S8R 180 tHeGBurce community is
transport/envel ope protocol to a destination 3

t r dFisisd e savhvalecgpaicopaRied docqunmEdis. A met hod to

securely transmt an el ectronic commerce docunent from

a 22. $hamethotl of glathe 88 whereimrthe betting @nd sendingestepsdurther
.qgs%%nation communities, conprising: 3 determining a
LeBdrity policy nutually acceptable to the source and

destipnatjon 4 co nities; 5 authenticating.the

S OUPEDEBS SIS TERNER iusiod CPRIEEIR Rt feasique igtemaedianyn
fr%?}rﬁs‘g&é AML service; 34 WO 2004/010312

PCT/ US20037 021856 7 packagi ng the SAM. assertion and

o LS B SRR B BAPe Mheon

D

rou

desidnatire ofthe SAMIY Asseftlonite An @IR6S6I SIdhature for Se dure

the envelope via the route to the destination. 1 24.
ThEORBIUREY that ixregistprabwith the intsrmpdary eamygunityy

recei ving the envel ope fromthe source; 3 conparing an
el ebtaiging & SN assgrtiongforneprongng to dbsimtaringfiarsocappmunity;
electronic 4 signature for the source conmmunity that

i s paelgigsigahe thtevntediathBAYHS bssertonomith the envelope in an annotated

envelope; and
forwarding the annotated envelope.

26. The method of claim 25, wherein the receiving, obtaining, packaging and

forwarding steps of claim 25 are repeated at more than one intermediary community.

27. The method of claim 26, wherein only one intermediary SAML assertion is

conveyed with the annotated envelope.
28. The method of claim 26, further including:

receiving the envelope at the destination;
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5 comunity; and 6 determning froma destination
community registry that the source community is 7

wo easbed1t o send el ectroni ¢ comerce document SPCIL/URH03/021856
The nmet hod of claim 23, wherein the routing and

sending, steps further 2 include: 3 routi nﬁg t he )
encanp e dengionicrsignagge ebhs SR @ssertion of the itergigdiary

inter A TunL Ly RYAN Yo B t
t reP PP oGRS llabice T B B Co B B
si gaattdteewith thd@esBAdioraseninit) to an el ectronic
signature for the source 7 conmmunity that is

I eghrip S hnl ddhrohfdesigriahet 6F theAME BE8HI oF the source
obtaining a SAML assertion corresponding to the

i neenmpbityato/ancdestiomic signagurg fenthe BeHICe pENMHARIEY Hetlisapgistered
SA sert.ion with the. el ope in an annotated 10
en%gﬁ%‘?@sﬁﬂ loflcoflg?v%%d%% t he annot at ed envel ope. 1
26. The nethod of claim 25 erein t ecei vin o
obSIFRTHGE e R e OB e g B St ity i

2548618q ToeRAA LR AMic WBthekdtadbcents Nt er medi ary
community. 1 27. The method of claim26, wherein only

ongq i 0L RHIRAL ket %ceﬁfeiﬁ;%é&@ﬁic%onﬁn&emmfénmm a

t he” ‘annot at eg envel ope. e nethod of clalim 26,
sdued dterdektivedtion] begweer2souemeindidestinatien epramiupisies atontphiging:
destination; 35 WD 2004/010312 PCT/ US2003/021856 3

COopRAidinga stcﬁEﬁ@ﬁ bDRippostDsRiutityrabcdlhhabidsource or the
assertion of the internmediary 4 comunity to an

el SQUPQFIEMENGHBMEYIVESf or the intermediary community

that is 5 registered with the destination comunity;,

6 owalying angeryalopk Som teiseurse.ghaenrelopsicompesiggpn electronic
assertion of the squr co nity to an electronic

si GHEMEFE SPHIFIPF@@&RS@%&C&‘SFF%%’W that is registered

8 with the destinati.on co nity. and 9 determnin

f r SPRBATHESAT RETOBH LEHATHR W@S%M&#W%&O P ce

c og?g}i&hfe)’fof fhe sblrcb BRIt (N oRlepE&T WRR e fRfiHRIOE €
docunents. 1 29. A nethod to securely receive an

el ecthmonity; aadmmer ce docunent froma 2 source at a
destination, between source and destination

Cc ogeiithiningsfrom ardestimsitiog comanmity végistrygthat tHe scurcgptonmmunity is
supported sec ty protocols that the source or the 4

ri
sotrupied Boterd S{aCioRg P ORerceIqcdpENSi ng an envel ope from

the source, the envel ope conprising an electronic
30. The method of claim 29, er including:

receiving the envelope from the source via at least intermediary community, the
envelope further comprising a SAML assertion of the intermediary community;

and

comparing an electronic signature of the SAML assertion of the intermediary
community to an electronic signature for the intermediary community that is

registered with the destination community.

31. A method to securely transmit an electronic commerce document from a
source to a destination, between source and destination communities via an envelope

translation gateway, comprising:
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6 conmerce docunent and a SAML assertion; 7 conparing
an el ectronic signature of the SAML assertion to an

we@b@arpsni c 8 signature for the source conmunPCHUSIVEE/021856

is registered with the destination 9 conmunity; and

10 determning froma destination bgom‘nt‘gni ty registry .

t haeteRWEINgH Jeerriy Roksh muually acqeptabiq i tag squcagitydestination
el %5@5 comerce documents. 1 30. The net hod of

cl gl m di,tfé?’urt her including: 2 receiving the envel ope
fro e urpce via.a t internediary conmunity,
th%ﬁhé‘j‘hecﬁvé esoﬁfptt%éfuﬁg%ﬁ%%eﬁ‘éﬁg SAM. assertion of
t he interngedar ni d 5 comparing an

co iLty. 4 a [
el BCEWVHR ISt @?%?WP Oélf‘ﬂ%%fgs@ﬁwl §¥E1% on of the
i nt er nedi 6 ity t | ect 1l C, Si t
f OFOTRELIER BRHRUTRIE] ACBiFdERisyap a fhe dSUnatioBgisTereh

Wi E&ufePf%rsdeSti nation conmunity. 1 31. A nethod to
securely fransmit an el ectronic commerce docunent from
a 2,s0ur Q dest | on, b

e SRR S 1M B R B o BL R SsB2YG8 Al s
gab&EYy creddtitial, 36 B€crymahd\Qeddé €okikddide document and re-encrypt
PCT/ US2003/ 021856 4 determ ning a security policy

muitutel trapshaicceirsh Brelans nreteca do psecoad anulaRd prataceh asd to

co M& ) &ond s@cﬁ}ig}?&ga il B EeI & Ah S el H{)cifment
security servicCe; recelving a first assertion from

t hecdording tsthe yecdnyd eaeclopeprotd@oonputi ng a route

through a trusted gateway to the destination via

t r gshaeiin@theasesiation addtheBRERbc th@nietssicRdmgat R¥EMing to
i ncludes one or nore services to validate the first 11

setherfirsienyelope prate¢ol viasthe seuits/fer the Hestiapléen.r oni ¢
commer ce docunent and re-encrypt 12 it, to translate
a BRrElie methed ofelajm 31 cudhertincladisgcond envel ope
protocol, and to 13 forward a second security
cr egteivingihe whidlopdomalteetruned gatewayyer ce docunent 14
according to the second envel ope protocol; 15

f opy@paHiAht Becdnt sedurity SRAéAtRANtPdHklédtdOnR RE@BIf6r the trusted
commer ce document according to 16 the first -envel ope

pr getewey that is remisterasividh the deplénatien comeungy, and 32, The
met hod of claim 31, further including: 2 receiving the
envdeteopimify fpomtahdestinationedmgamniyasgist® ibottha tiustgd ghteway and

L et T

destination co ity; and .. )
33. The methog o%&u 3¥, wﬁerem authenticating the source includes:

providing a registry entry that authorizes an intermediate connector to

authenticate the source to the first security service; and

invoking the intermediate connector, from the source, to authenticate with the

first security service on behalf of the source.
34, The method of claim 32, wherein authenticating the source includes:

providing a registry entry that authorizes an intermediate connector to

authenticate the source to the first security service; and

invoking the intermediate connector, from the source, to authenticate with the

first security service on behalf of the source.
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5 determning froma destination community registry
that the trusted gateway and 6 the source community

wae@4nr0331 ed to send el ectroni c conmer ce docuneCit/g§S2083/021856

33. The nethod of claim31l, wherein authenticating the
soyrce, includes: .2 _providing a registr ntry that

auth oﬂ‘ez%@thﬁa Ogﬁlaél?l !}Edwlé?rémctgﬁ FRMS %“f"tdsg/% ﬁétlﬁfblili’é‘ﬁie cate
chifecRRUHHEGudIOWHIBE tild dl&kroRRCHcldn¥niSRls¥es ChstwBdPihg source and the
I nvoking the internedi ate connector, fromthe source,
deginatioment i cate with the 5 first security service on
behal f of the source. 1 34. The nethod of claim 32,
whabeTle methiod i cleahi30gwhdreinsthelfage inohidesle st ofrusted
providing a registry entry that authorizes an
copesiorBtiralel Wash dit dictiopicglogumpaimasicst Retveen he sewee gl the

dbigfibg st security service; and 4 invoking the
I'ntermedi ate connector, fromthe source,

to
aut,hent | with the .5 first. sSecurl ryice.on
peri 1 it btpbidBeei® i BGaie o ¥t Hom o
sti@té MSPABBhAZHE bétwedn Sdurcelff] destilnidbn@bmeh@iities34da an envelope
wherein the route includes a list of trusted 2

trapylaéen SV COUPHSHET ch the el ectroni ¢ docunment

passes, between the source and the 3 destination. 1

36 providingetdesdtiption off suppoged ssduakepratachls thadbesdursl ardes

a list of té%ﬁt ed Zsc.onnectors t hrough whi ch the

el SQVFB AT HEEU MY frasses, between the source and the
3 desti.nation. 1 37. A nethod to securely recejve an

el &EPdng g0 B 6 0B SURER € G G srugipd peaegiors, the
deghidighd HimprRGiELae G COnRNEEH S KR the source
conmunities 'via an envel ope 3 translation gateway,
comrpmingingiy:and apeeuniddeaiity cadeniral:pt i on of support ed
security protocols that the source or the 5 source

C ORvherdii yhentaystadseeviayriededes ang odmoze velopetof vatidata a first
trusted gateway, via trusted conpectqrs, the 7
en@@u@&écﬁéﬁ%}%{@%t%Sﬁo%F%EQIPJ@HP%Y%%ﬁ%VE@Eﬂ gletiEame

1 QB Lfent &h -'Eﬂﬁgb'ii)fté 8aR GRS BIoPE biofocol t
crg(cen%?%ﬁs@% \Aﬂerélﬁﬁ t tr’us?‘gﬁ Sat eway Iﬁﬁcpugesocgneoa
or semnd eseclopcpwtdeol, wad iatfireard the sesbnd d@usigeaedanyial with the

credential fromthe source comunjty, to decrypt th
o SR comr e ol sEonEH o dheSceen L ARYEREE Tratocqly
translate a first envel ope protoco] to,a 12 second
envepgFang b elsetEmic sigpptyns of dhesspond seeurly aeientddoant v

ac CREAPRE sl o e e B, € ARS8y A Bination

corpanmungtyamdel ect roni ¢ si gnature of the second
security credential to an 15 el ectronic signature for
t hefefdBtiRdfrgatedRMndtidatcomdnindgirsdistie thatvh Rrdsteg gateway and

desti nation . )
the source community are trusted to send electronic commerce documents.

38. A method of establishing a network of commerce communities, a commerce
community having a local registry and at least one service available to other

commerce communities, the method including:

registering an operating arrangement, external port configurations and addresses,
and security credentials in the local registries of at least two commerce

communities;
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16 comunity; and 17 determ ning froma destination
community registry that the trusted gateway and 18

WO b@4po031ze community are trusted to send el ecP€DOBZN03/021856

conmer ce docunents. 1 38. A nethod of establishing a
networ k of commerce c ities, a ¢o rce
co r?ﬁ‘&hlil%}&n%@\l“?%bo@ $18Ef’g1lg’1éﬁ%‘@ PRYSS\PEIYMEF tat qxea%ﬁs reffyggnce to
SR BY el Bt OoBinidh GARTRLGRICRIIUAbLS 82 thet NE

I nc |ng registering an operati ng
arﬁmngnkpnt external port configurations and
addresses, 5 and security credentials in the |oca
r e@gktablisherp fifleat oheglobal twititegapasancladibg oty of tHe@SI,‘VléiaS of the
WO 2004/ 010312 PCT/ US2003/ 021856 7 establishin
| e&@tme?ﬁ‘ée ¢yBERition NG hePxiraal @@?txﬁpefgg%rﬁ%?nse)a 88 é@sses of the
ref ig?ﬁuﬁﬁﬁ%lces of the commerce conmunities in

the n ers of the 9 network; 10

GO, 005 Rl gL

iG@nmHAtdd R6erdaipto aEDBKstefidwad. port configurations and
addresses of the 12 commerce comunities. 1 39. The

mt4@0@h@&eﬂo@'o@ci’a‘%n 3¢heh&kh thbsloghioRaAbwYR 55@%&’6 R3&88& by a host
service is i mpl ement ed according to a
cstmmdmydn the rmworm comnhwitiesfand b alﬁW] e8Imutraah foin filee

TetRer KSR SRR ETeE WP RO e ATy S e

gl@da'ﬂ yéley §a%é§tsém{&é a0l aBIRAVHEYetd ®%ailsdT dheb@ﬁﬁﬂ@ fadth €hd global
di scover reterences to services fromthe 4 globa

Vyletel wqolag@ehmmg vithdhgihesh pemmynidy. e eperadngatrangemerthe
rV|ce [ e changlng
LT R g
external port configurations and addresses, and
security credentials. 39
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