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BACKGROUND OF THE INVENTION o
Classic- large-scale computer network architectures having hundreds or
. thousands -of - network elements, such as bridges, routers, and sw:tches are typlcaI]y
- managed by a single, centralized network management server, which, by ltse]f or poss:bly
with the help of distributed data acquisition units, gathers information received from the
" network elements, through techniques such as polling or event trapping, in support of
performing centralized functions such as determining the topology or operational status of
the entire network or the root cause of network faults. Such ccntrahzcd hlerarchlcal
systems in which raw or formatted information is processed at a master server ultlmately.
~ suffer from exhaustion of computation resources and poor response times. A necessary -
" requirement of such centralized network management architectures is thatrthe ‘network
- management server "see” the entire network and thus be able to receive‘infonnation from
or regarding every element on the network and manage every such element as necessary.
Other network management solutions that partition a network into multiple'domains, with
each domain being separately managed by a central server, do not offer a clear Wéy of
. integrating cross-domain and end-to-end information, and are therefore not viewed as a full
_ solution, or transform into a multi-hierarchy, centralized bottieneck. .

Centralized network management systems suffer particularly when dealing with .
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computation load and complexity. This problem is compounded in partitioned systems
where part of the network suffers, as cach centralized server does not see the entire
network, which may be critical in handling cross-partition faults or provisioning.
Hence, computer network architectures that employ centralized network

management are not easily scalable. Thus, as the number and complexity of network

elements increases, and as provisioning procedures grow increasingly complex as the

network diversifies, the central network management server will ultimately fail as its

capacity to receive and process information from all network elements is exceeded.

SUMMARY OF THE INVENTION

An embodiment of the present invention seeks to provide a method for
path discovery in a large-scale network management architecture using distributed
autonomous agents. The distributed network management architecture may include a
plurality of decentralized network management units, where each network management
unit sees and is responsible for only a portion of the overall network. A software and/or
hardware “agent” may be defined for each network element, with each decentralized
.network management unit hosting those agents that correspond to the portion of the
network for which the network management unit is responsible. Each agent in turn may
comprise a plurality of device components (DCs), with each DC modeling one or more
physical and/or logical aspects of the network element, typically with each DC bound and
scoped to cover functionality which is within a single network layer. Moreover, the set of
DCs comprising the agent, form published, well-defined, and addressable interfaces of

each agent, which may then be easily made known and addressable to other agents.
2
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FI ELD OF THE | NVENTI ON The present invention. relates to conputer network

managenent in general, and nore particularly-to path discovery in a

di stributed network managenment architecture. BACKGROUND OF THE | NVENTI ON
Cl assic |large-scale conputer network architectures having hundreds or

t housands of network el enments, such as bridges, routers, and swtches, are
typically nanaged by a single, centralized network managenent server,

- Which, by itself or [9@&%&'1 thegﬁttllalartgﬁlegﬁ Pw@uld%k%tlﬁhﬁ’b!i&& SaledeRfALI Si tion
units, gathers information Tec from networ k el enents, through

t echni quesmsugémens apbitédturg ueing diseibutetl raaippomgqs agents mopcﬁli nufoubtaelndo@lnm ng-
centralized functiaqgn ch as detetrmnin eto or. operation

oo b bf S dstng PcrabrTione BY ThOCTEAT ek B Irie” P i by o
centrali Zﬁ%nsﬂsﬁﬁﬁhfﬁfeé%%es a'éyo'§§ 185 ?ﬂca‘Mﬁ'eﬁJbrlE For @ﬁmﬁ;ﬂé NRb18 Ghe ;%jé&t@@t ionis
processed at a nmaster server ultina fer from exhausti on of

conput at i qgnatlr fos o @icesnessage rb@(arroumk\bmnme,tthﬂ!ms invohedgssaberecondiguicddorent  of
such centrali.zed net nagement .architectures is that the n rk
TanagenentFRUTG & org SeCt A S TR rateE Rtk T SBrSRE VLR ve

i nformati oRrdss a® ]g}@rsmaﬁﬁm@fkn ﬂleery&wrk@ h8RRNndOMvidRE the MR ckosdRdmiRBATE
~every such el enent 'as necessary. O her network managenent sol utions that

partition derimest faostkdy.nt o mJI ti pI e domains, with each domain being
separ at el y managed a ce not offer

i ntegrating cross- doril ' e‘?{a"‘ﬁ% é‘?’nc?cf‘%%’lpﬁa‘f"iﬂbﬁn ﬁﬁlfﬁda%r ﬂfehé’iﬁ%“ﬁ)re not

viewed as ingentibh la m&ROAIbF Afternithink bR ABALpatR iN4l ddmphted RV, the
centralized bottl eneck. Centralized network nanagenent systens suffer

parti cul armgthquh@du@iealsmdglng sﬂmulatqd Wthmisagem aanadel Rf tharopaipiteance and
provi si oni_ng. t he event a_networ su nk, .between

P Cveor k. oliifliork drmty S, 4Ol eDRRARNE i e, RS0 B3a deahalion eSS T T g
unit  wWhi GRmpekkng widiRnhé glRasItaldae deick bompoﬁehﬁpaﬂletm&hm@g@aa&s erver

whi ch would determ ne the root cause of the fault, those network el enents

that are dfaveise det esgmpuics Hegwork, ancbrmmdmgottw glevige camppusnts naversad bthder of

faults increases ncr.eas e | oad of the required
conput at i %33%1%“3{’\}@%??}31@9‘%%% %% ﬁf‘ﬁ%we of the central server and
in faults not being fiahé if decofdaicel Witteh frefRir¥ bhboiindd oR A [F&Bht igvtnabh 0N
requests that are carried out central woul d i kewi se suffer from

i ncreased thmnﬁlw@ﬁ@ﬂmmmclnﬂmnmm@p@ﬂw rm&b@d&dm@n plusality ahageatongickrgany. Thi s

problemls co nd artitioned.s wher e t he .net wor k
Cfrers. 3oRSRRRUAERY 4 Abath iR EEh Y e BRI e B Mol ™" i ci
may be crighirgl@y dfthetisiklelonn] Qﬁﬁa@;ﬁfr&ﬁt?lldﬁmefn@él lcb@périenil MQ)S b4l dT0he Hence,
conput er net wor k archi tectures that enpl oy centralized network nanagenent

are not ealsvicyceppingtys sodglingat least onp aspaeirab epe afithie aefwprleslements therpspssbr k

being either of a physical and a functional characteristic of the network element, where
each of the agents includes a plurality of the device components, and where at least two of
the device components within at least one of the agents are logically interconnected, each
logical interconnection corresponding to ¢ither of a physical and a functional
interconnection found within or between any of the network elements.

Still further in accordance with a preferred embodiment of the present
invention the sending step includes each device component along the device component
path traversed by the message identifying an intermediate device component along the

device component path to which the message is to be passed, and passing the message and
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el ements increases, and as provisioning procedures grow increasingly

conplex as the network diversifies, the central network managenent server
will ultimtely fail as its capacity to receive and process infornmation
fromall network elements is exceeded. SUMVARY OF THE | NVENTI ON An

enbodi nent apfiddnlifen e IBntintemediatd devicseakmponent peowh damedistsih Gaxy 85VIcat h ..

di scovery in a |large-scal e network managenent architecture using

di st ri but eePmPIEBnonous agents. The distributed network managenent’
architecture may in@liédyain Mcordaick twithof peiéaedtaneiodineait o€ thwoplesarh fggenent
units, where each networ kK managenent unit ,a}ees agd IS IE_I-ﬁgsoonsi ble for only
a portion wentiffieg sop ingludesideniibnng in AcopiapsRay E iERYITE FOUEFURar e "agent” may
be defined for eagh r%?"@{#ﬁc&hm@hh 2 Wrdrbre@anibodinfans f @k pieeeht imetivor k
managenent unit hoSt | ng those agents that correspond to the partign of the
‘network f ofhe ibntifyirigh step atiohsiek ideatityge rtheintermiediaiesdqvise (ROFPPBIE WIEIR f'agent i n
turn may ,‘g:}or,rpr,i,._sgs.g_ gl urality of device conponents (DCs), wth each DC
nmodel i ng off&€df Y“physi cal and/or |ogical aspects of t he networKk

el enent, -t ypi call yudher bh faekadocwithupetfared embodipwut afshepresent MYFKIEN Hi%al ity

which is within a single network, | ayer. reover. h .
conpri si ngmethed @E&bﬁt‘?‘g?‘!ﬁsﬁ?%wﬁlgﬂ%@ 53, Nﬁ’-ed'é'fqeﬁf E‘fﬁy 'geﬁggéavdﬁ%%’sgaﬁiné’
| nter f aces, of, meagh A%ERivedink i ke Loiaporm Rashigemmieorkrioym plasin
~addressabl'e to other agents. 2 31 January 2005 Di scover i n(ﬁnt hg tp%ng that a
message woufotnaimkentnanibiammatgnysack @a mey Hemarsie bY maX 45 ERe R RONENi Y E6t ure
- usi ng .di stributed. : 6 Wike | ddrdpoRentd @sdngothendevicer
assessing '%‘%edé‘ﬁlg? f%ﬁkgﬁ%ﬁﬁd@?ﬁn@ﬁeﬁéﬂfﬁe sughrﬂgﬁ arch_ﬁhgcit)(g‘{ [gri or to
the act ual comdpbeensptis ®i wirictothe messaaje & beaasred apdh i thiressasn 1s FREEXBT Ko™ Bor -
exanpl e, shoul-d the praqjected for ' canfopHiifbabout
one. "t he THEEST FUBRPER id e PER Bt e g G e I ey pat h.
~ By det er mgichGeddag toidintitt € dulpaiuent inermedisre ssdge componeparleng e dvicet he
physi cal network, the netv\@r ks Ia‘erjﬁ andﬁ&ievi ces the path crosses may .be
" derived T semgensatpathigayhich e’f"ﬁ?fgg%f‘f? CH&E°Y'n accordance with an aspect of
~the present i nve§ii Qxtifer Rt fRekdace d@itle raviprefareedacmbodimentc ef itbh preseth in a
conputer network, the method including sendigeg a si‘gql Z(tirel%nggt}o\{prk nmessage
within a rodetionghe idretifiisapigp Bcludesddenbifpng Ysuig e BV e WV CE Component

within the nodel £ guddfstihnakb@ihcdevits @ pReRANeMbodintiti of tthe prsdel  al ong
a devi ce conponent patnh, where the nessage does not, traverse the.conputer

network, amdnticacbe hethgd firtherlineludes chemng A AR O the deYiceePmRPRENE alopg e, oo

thereby determ ning th i i Ralididrii@spati) accordance with a
preferred d&ﬁ%‘iﬂ’f"r‘?ﬁ%ﬂ‘B%hfr%‘ge%é?gg%%t"%?%ggﬁ%i on 1ﬁ!(t he met hod further incl udes

providing the nodel including a plurality of agents, each agent
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood and appreciated more fully from the

' following detailed description taken in conjunction with the appended drawings in which:
Fig. 1 is a simplified conceptual illustration of a large-scale network

management system using distributed autonomous agents, useful in understanding the

present invention, o
Fig. 2 is a simplified conceptual illustration of an exemplary agent and DC

configuration, useful in understanding the present invention;
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corresponding to a different network el ement in the conputer netarv\{)r

including a plurality of network elenents, and a plurality of device
conponents (DC), each of the device conponents nodeling at | east one
- aspect of one of the network el enments, the aspect being either of a

physical and a f urRigidial simpifiecfieydhat illustiontn an xGHPRDEISHRATTOUR e e

“each of the agents jincl.udes | wralit f . . devi ce conponents, and where
at | east t%’g’fme“ﬁ%“ i"b%“dgﬁﬁﬂ%kﬁ%lnegyevs\n tl'*lritvﬁﬁ]a(.)g’ | east one of: the agents
‘are logically intejgonpemties, tas hogelhegiaeah simtiéed Gowelari dhistedionedfpondi ng

to either of a physical and a functional _interconpection found.wthin or
bet ween angedpd of path disgprery B|acdieiAbwed agtyvpTk MR ?rﬁhlée&gué?’aog)ﬁ%él%m}n?h a

preferred enbadl N Girefbi@ bR of tik\REVehtGAVehtich; amndi ng step incl udes
each devi ce conponent a? ong the device conponent path tr aver.se’dcab%hthe
-ge

nessage i dentifyi figsaft andt @raredicsneatively iac@mphiigso ARASEPIEAI GHYSHEANEn ce
component path to which 4 he mpssade i st onbe, NRASSACS (R \eBadsi Figs. une
‘message an ef:“p%?iy%H@Eé@@ﬂ%ﬁ"?ﬁ%ﬁl{]?g %IP the 1nt e_r.?redi at egdeyi ce
conponent. ffa 48 dndneabridsiack epératite ireselting rfmom ewrh. appliertionobrth [usefphin.
accordance wth a preferred_enbqdi of the present the identifying step
i ncl udes i‘H@ﬁﬁslaf"}‘%ﬂ’ci"??“}?g%f‘éﬁﬁgeg’an%h network routing rules. Mreover in
“accordance with a preferred enbodi nent of the present invention the

irdentifying step includes identifying the j ' i.ce conponent
within the. sw nPFHRAREPIDESHRIPT %ﬁgfﬁ'gﬁ}?hﬁhg@%@h@gg& h a preferred
enbodi ment of t NCRBRARGIL ndWHER to¥ig. [ehicH T8 aisipiiid béieptuatdliutation fCei vi ng
‘the nessage at the immedi ately next device conponent, 1f the 'nefﬁgi%ge is

recei ved falargeacaeuetwerkcomagment systemausinggdiatribied iEenontoly agents s
information onto.an infornmation.sta e peeded RWAERY gekRYdlze
“conponent 'BfgHgNding e Bréefﬁggénv%@r'f%‘bn%ttﬂigﬁ E to i dgnt i fy ot he¥=gde-vi ce
conponent el tloScaigirisae plaalipaf actvopatiments i, end isHoansgakbipens ¥ to be

passed, and 1 f the nessage . is . received from i Mg' 1a | ower
net wor k | 95§ d?“@ﬂ%ﬁzﬁg“‘i'ﬁ?’&ﬂ?ﬁ?ﬁ%ﬁ“& P! ?’h“éh%lmn%glxr{ !'r}étt%iogér)\ T st a@&ntﬁiggded' to

identify '184 gﬁgsﬁgﬁ%ﬁ&@iﬁ&rm%@t@pmﬁ 6ﬁg1emvpﬂﬂmgtwcakdiﬁg. V]th@rfemwrce
conponent path to ich the nessage i 0 ssed., Sti Y in
accor danc dasdivere embrddedsraseny é%dﬂi%ﬁ@'ﬁ'?j ‘E?f ef‘ﬁ'eg%wg%eﬁlfmc?tnilﬂeznﬁ 'Eo}tr}g{cﬁe' :

| dentifyi ra?ceﬁ{rﬁﬁcﬂ ﬂ&kv'dﬂ(eﬁaﬂagﬁﬂéﬂt it 104 Wsétng thdie apandvesitiat eerkesporfdoronat i on.

Addi ti onal I'n accordance wth aé&r eferred enbodi man# of the present
i nvent i on tielportivmt didlt fetwark 800 fonwhishdke ratwerkimaagameghyy Oﬁ?ﬁé_f’sa‘%#[)d%

P e R o SR TR AL bty s (e
: numerals 106".) ‘ _ _

Each agent 106 in turn comprises a plurality of device components (DCs) 108,

with each DC 108 modeling one or more physical and/or logical aspects of the devipe' 102,

typically within a single network layer. For example, a DC 108 may represent an Ethernet

port component, a 1483 encapsulation component, or routing functionality within a

network element incorporating such functionality. DCs 108 may maintain any information

concerning certain functions or aspects of the specific network element. This information

may be static, dynamic, or any combination thereof. DCs 108 may communicate directly

with other DCs 108, and two DCs 108 that communicate with each other are referred to as
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The present invention will be understood and appreci ated rrgrlga?uuaﬁglootjr om
the follow ng detail ed description taken in conjunction with the appended
drawings in which: Fig. 1is a sinplified conceptual illustration of a

| ar ge- scal e networ k managenent system using distributed autononobus agents,
useful i n ynARELSE ANSEMEtREypiBsIESRakgel £ Rkl Hrérgrchpwithingheaagesi 1961 | f.i ed

- conceptual 11T ustration of an exenpl a#{" agent and _80n]‘ 'P@J.rcﬂghrgp., usef ul
i n under st witbliangghendevpk BE exting #hibat paGt" ® off o5 IRV 00S Frg. "3 1s a-
sinplified f] owchart j rat | f: fareyce R eralonHY, oidsngpat DC

f ramewor Kk, wﬂ‘%e‘%’& i'tnCdJAnrhﬁéﬁ%{eg'n%Pﬁgagtlﬁgﬂ%‘?ﬁéggﬁ% i nvention; Figs. 4A and 413,
taken t ogetdughunieatewith SitepDCS ittt afe| afksheame tyne TPerfarm 81 BMedUNGRPAE of
path di scovery in a distributed networ it At UDEs mPer ati ve
in accor defEEd\iP 138 QC%F‘EFB?"F’e&UCre}‘rr%SOHi ér@gﬂﬁ%g? agﬁg&p‘?reﬁégﬂt fe'li(znve'_nti oﬁ’;e and
- Figs. 5 angl fme %@uaihREPBLibmally definiy replibiship betwrere PGsar byl hayiseres on of

an exenplary agent and DC configuration reflectj th } of the
met hod of fendgnesgges dh@rdeRlo JifEPVAT t‘°£8'°§'°8'lrly §?J§%GIQ{ @gzes'r aﬁl g%ll?ée:?%ﬁy?& ng from

such appl i 'cag%@g&l@%hmuéqﬁ@hoé Withinele Eshaandhnetdrevitis hodhofaghitdds. 4A and
4B. DETA LED ' PTI'ON OF PREFERRED EMBCDI MENTS Ref erence .is .now nmade to
Fig. | whiEdehiBCd08ipmftrilly agescnsssagstnasding 10] independepiby, copmugicpls WL &¥;) o

net wor k managenent EBEL $itAGut A hbddDidt @thrAlH QRONRYEy 3GANE Senttasieddll i n
under stand?el’\%'%%gr %‘ﬁ%@é‘nﬁb??\}@%{tﬁﬁ%&l{in the system of Fi g. | a network,
gener al | y petiesik gnaigechedtGByiceonpri ses a plurality of network el enents 102,
and i s managed by r nmore decentrali ROGTROhetWBikl S 104,
wher e each netmrP&ggﬂgﬁlé%ﬁqgﬁﬁﬁ'iv?me.SSf%ﬁ télgrgrgmgﬁﬁwlr?%spgns_i bl e for-only a
por tion- ofgd e QyekBich 1Ra@Q0KmbAs, ohap extemalomtinharddvise d 14 (idauiogicelagent

106 is defined for each network el ement . Wth.e t i ked
net wor k mecmabesirahitthay i ot modeletht “f“r?ée‘ftt%ébqig@maﬂ@%%sa%ﬁg%?rﬂe?pgoﬁgd to
the portiop, Qf.delSo BELMRRK HORs,[WHileWioffatioh lone buwretn DENAGR mehtxtemalt 104 i s

responsi bl e. arious agents 106 are - shown in expa %Il%gi%l ews ign. . dashed

‘l'i nes i ndientti@drdgviesfl & an aeferrad ey taxtemph Hows". ENEKRX reral flow,

conpr i ses 2. LAt Ak oo &Y HEEA£L BRRRHBISi ddr rddpBnsibiliytdnd eggokes DE 108
- model i ng dh¥ g *6r'e pqh st cal and/or 1ogical aspects of the_device, 102,
typi cal |y fi foineighbaringd)Gs tnethwmrskell iafeematiqngs uesfiglmbing exampieof g exieRyal
- represent an Et hernet ort co n alxtePihl EPHRTTENt , Or
routing f Jle®tah ifﬁﬁy“ﬁf? ﬂ?wgpﬁﬁgﬁﬁmiﬁeﬁ%ﬁ%?ﬁvﬁgg’?&rati ng such
f unct i onalyipg Yind/BChe b8GRS foRpdllicting taxnlp dddfessermf devicesJGR vdier apilalde+ ai n

funct i_.'o_ns or aspects of t heaﬁace glia; iigcnopee&\émn{elésa%l: SIRaL reaIm))saﬁt&fl&ﬁJ@fyi on

- Upon receiving a message,

changing its physical or logical state and/or that of its corresponding area of functionality .
within the network device or send a message to itself or to a neighbor DC.

Additionally or alteratively to agents 106 being hosted by decentralized
network management units 104, each network element 102 may itself host its agent and/or

 another device's autonomous agent, such as is shown at reference numeral 116. Thus, were

each network element 102 to host its own agent, no decentralized network management
ﬁnits 104 would be required.

Reference is now made to Fig. 2 which is a simplified conceptual illustration of

an exemplary agent and DC configuration, useful in understanding the present invention.
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may be static, dynam c, or any conbination thereof. DCs loglwa%%%fni cate
directly with other DCs 108, and two DCs 108 that communi cate with each
other are referred to as 5 31 January 2005 "nei ghbors.” DCs 108 are
typically arranged in a functional hierarchy within the agent 106, wth a

hi gher -1 evel .DC acj > RA-SEM pbi®s i9RRAGIED BPHEagean200: | Ayoal 200C
"chil dren” ?“ WD&]anm%?‘g%v?tt%hkgﬁm%n?%at es,p sulch as i s shown at ref egﬁ ce
" nuneral 11, wpCsndlinkts seemanDEs AL caswioflpwsst ther DEECOrRsponding 181 ™™PheNSame type

~or performthe sanme function are, r e @ DEGARAS, to tIUCh as
is shown aE‘“\“é‘?“é‘F’e"rﬁ‘Eé}aEﬂﬁﬁ%q“ Pg2° 3%&?‘?‘%&9 (ﬁ®e(%§nr%ﬁﬁhcquai raﬁaed" gy manual |y

defi ni ng r ghet HENehicRntiREDBS eonnkiivitg) onb Y (hpavént tp IDEFO @ONELITEEEFR4NE n or der
to di scover topol ogically_adjacent : DC 108. may. be. ag i W th
anot her DCOCOgORUEEHitY, ‘M’éDgéﬁ@féﬁ%?ﬂ%ﬁ%%“wqrﬁi‘aﬁe%frlllgglhoenr%tgg@jnét%l?g%. Each
DC 108 pr efierabl X5 EASATE ARSI IMGsoRdihg dahe ients ATioviTuaiicharmnel wi ¢ h

any nei ghbor o0r adj acent DCs wi thout the need to cqmmuni ca{:ﬂe gf'[srg&t ly with
a central i par) rovehgwikctivemagdiserishowayiscan aged 209s hadye SBYP eB messages

to/from nel h?}%e{hggcﬁ%#% z;[n? }%tﬂgn%eéomerchons%ﬂ”ﬁﬂétioﬁQIaymi ol fetork108

nmodel s, or® entTty or device 114 (either |ogical or gﬂﬂ\éSi cal)
that is nofaydi®dghaenty taiigagentitding aDC routing ofuneticnsninefuding Betideddf3Des 108
are referred to as "internal" flows, while information flows between DCs.
108 and exiPEFAAPTERIS ti es or devices 114 are referred to as "external
flows". One exanphg M BXT LRy, fok exsmples maingirea histaddall the \Comseigeas

detects a fault within its area of respopsibility. a e fault to
nei ghbor i nig tBCATMopath B iresiglsh 2ipd may ﬁ”é.’f’i“ﬁﬁp? Eﬂr'l?é'ﬁlf‘{vfla. Eel'mg)c(}fééng?%%gf‘hean

external  flow i 4 R&: {o8RE bbrt. OnaPp Gii@tate DT @by, fIGxaiDE, contaietwolPk 100 by
| ogi ¢ ext eﬁjlﬁ‘éﬁ °{’§f?§% %so 105 and/ or the agents 106 %or at%@éé%the | P
addr esses adfireskonfithephysiosl Iitserdaca ot sdgyiee and(3ybpet magk F%gﬁe age, a DC

‘may ignore the.nessage.or Yy I QiRE 8h Yh fgidedcd aml iphysi cal
or | ogi C ol 2PREES PR g on %?ﬁ,;orég%'g;:@gggigndi%g aree?agf fun% nality.

wi thin t hesoRpiusiol. TR ineFipr2, siecthenctwessaigeics tspresgitd bxiecp'? ! Mg gifoor ~ DC.
Additional |y or alterpatively .to agents ) el hosted by decentralized
networ k meth é’ﬂ%?g"l’}h?q%shaig’ﬁ%/e'Bgfﬁg%%%ﬁgﬁg&g?\gt 102 may itself host its
-agent and/ or  anoffedontlQMhtich & Figt DRk sdsgenthrough clentirnous mdelipe Bt

reference nunmeral 116. Thus, were each network.el nt;. its own
agent, no refecethe taiE sl Be DRSPRIKA A8Y SER ey ﬁqssm'%(r;tge\}\bnégﬁet%gm{r]g%ﬁi red.

‘Reference .rﬁaﬁ &%WdMQ‘eﬁIQVeE i 8 rurtimtb GBfidcBtha cairemlstatd eftithe awetraic, (edllowing
(0]

“illustratio an exenpl ary agent and DC confi guration sef ul . i
‘under st andiatigg phthe gataJlomts, $tafoeand gretiogs efthe gﬂﬂ’gﬁg é@ﬁ-ges in th Umlijeﬂ)’in%

physical network may be dynamically reflected by the model by affecting the DCs and the
connections between them in response to network events. For example, if a link is
disconnected between two ATM ports in the network, a link 208 between the neighbor
ATM DCs in agents 200 and 202 representing network layer 2 adjacency shouid be
removed. When the link is reconnected, link 208 between the two ATM DCs may be
-réstored.

By modeling the network elements in a computer network using interconnected
agents through the DCs in them as shown in Figs. 1 and 2, the network may be fully
modeled at both the network element and network function levels. Furthermore, the model
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In Fig. 2 an ATM switch having three ATM ports i s nodel ed by an agent 200.

Agent 200 in turn includes several DCs -202 as follows: two DCs
corresponding to two BNC connectors, one DC corresponding to a fiber optic
(FO connector, two DC parents to the BNC DCs representing DS3

connect i Vi fy bemeedDﬁ At at artyogivdnemEaErt dirmensicay stale of dsePrivAT “"E%SDCS

connectivity, three DCs re ent theA e C ality
for each ofutoromouly Suppo R’ﬂﬁp %Bﬁ'tcso"h%'%%f' I%'Egg %AQ}(E?(ET %@ép%cﬁgﬁggb?l%@t he

switch's A%M\hr,;,mh mama,gl (VC) routing functions.' Also shown is an
agent 204 \P ng rru%

| e DCs 206 _correspaondin M and Eth [
connecti ons and fm&wr@mmownﬁe%&& Bd‘g‘"ﬁ‘éfﬁéﬂn%h%%@gwgh?eg TEER :ang
bridging, sw.tchi, déégﬁ‘%fauﬂ Dg“%d‘ lfﬁﬁlre{vgr'ﬁsmséfﬂp|1Nd1nﬂ&‘sﬁl?dlﬁgldh&4;ﬁasem
interface %‘ro oco 2 may, for exanple, maintain a |ist

of all 't hemV&Bmas stm greadethadooft Fig 3Aa‘il\»¢"p0‘r guchas gfeMdl & 2 E‘F?d‘sffﬁ‘y‘gn‘ﬁﬂl‘fets'or‘s t he
renpval of  a %EPPW ‘g bqtnsn a AR08 i Pafiidin @i, por ¢

An | P int e‘i’el“‘&e contaln ess of
physi cal | thené»@mf @itin @He mcbenmlammeaaamespmrwity Kepk3 1 0 cand, if ywerfpﬂwc may

appear in several instances in, one or nts e pecific
devi ce andsurh actiopdfeR dtibatling P ‘%ﬁ'ih Qe‘eweﬁﬂfg@ a@ r@%ﬁ Q%S ?&H:PE]%athi ce
represent e‘g? leg(ﬁa%?& 2 chi® d@e(ﬁteﬁrbs(ﬁeand»ﬁﬂ'kﬂ a;qﬁéxﬂanu%gml(ste:wlmh and sdmdeeny

i nstances he configuration of Fig. 2 may be adapted
t hr ough- caﬂqrnmdowssasﬁdémsrﬂﬁoﬂﬁo adfPPct the true state of the network at

‘any given tine. E‘fﬁ% E&Q &*H? bk SndBEWER AU hefBabbe @illleelemnce @OVed at

runtime to refle rrent state of the network, allowe‘gg traci ng of
the data fmg,ws,,z smsasa)ambqttemﬁmmd by wenel sxemplsr Un Whabiigelertedto 5@

UNger | Vi NG DY Sh S Bt R, SBYRCAVARIF A bl b 4 B¥pilipsrBmdel by

af f ecti ng S¥H conn i ons between themin response to network
events. Faic x Q! with b:icha)d:m&}fomﬂng it smmmtwnbﬁeta&temwﬂl oRligptyst s in
_the network, a link 208 bet vvei:n the neighbor.. ATM DCs 0@ S RPQ and 202
r epr esent iaskjeyfethifusriemah yrapess  XaT SXATlS W, BRVIFBLE Yis en the link is
‘reconnect g eclfté Ner 208 REEMRRA dnb &yhohronftd/f6CP ey nimsks bmgr &dDCByofm)deI i ng
t he networ enments in a conputer netvvork u i ctiqqy prgent s

t hr ough t heut@cand is alsecigiried by ufers’ H-ger-AT Hﬁg‘éﬁ‘ etvvor may be fully

model ed- at h?%%&h&g%gﬁmn&e%@m VER%S aFARICIRY 6 thelDCE o thel AT ssvitches

_Furtherm)re January 20 may be used to ri{ﬁ*ﬁﬁt %'l[ﬁ any
gi ven nombatvetmihe conters nin otiten werdss for ¢nafigeretips of Qaf fetvesadwo

- t f aul t f f o licy,
SupPor i g R CROLLONE A 3B p6 98 hRea BT GFIBRGEToS Galihidlt. pol i cy

and provi ce I's now made to Fig. 3, whichis a
si npl i i eqsdrbres BRIATM Iphtlidietwath evenotwo consecutive routers in the layer 3 path may be

configured with consistent VBR parameters. In a bottom-up flow, a network or DC event,
including scheduled events, may propagate to other DCs which change their state and/or
perform their part in a distributed algonthm An example of such a flow is in fault

'~ detection. For example, an ATM circuit break is signaled by ATM DCs to both ends of the
circuit. The signal is then propagated up the stack to IP DCs in routers whose IP-over-
ATM-interface is affected by the break. The unreachable IP subnet_failure is then
correlated with the ATM circuit break point which initiated the flow.

An example of DC discrete message passing that provides multi-layer control
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an exenpl ary decision-routing DC framework, useful in undePddamryig0®he
present invention. In the nmethod of Fig. 3 an event, such as a fault or a
provi sioning request, is detected at a DC (step 300). The DC then
determnes if it is to take any action in response to the event within the
DC and/or (f$ B R if esABRsA BidvistotingSdn@Madl Aplatianthay ibk wdsrstped fthns  such
action (st 1}, fu.?The DC then determnes if it is to ﬁenda ngesages to
a parent rEferdhse Gpa@Bapted sarehlaye, poeitechaplogsBis (58 BP AR 56&&4 n?%ince DC
(step 370), and ' ) (rSheRmBoraftlageS Repraaidling80) . The
v e S L G R LR e

concept of escr erein ve with reference to
Figs. 1, Zffaad metwomyeclasenbets definadder haotaiertsy stapdardss  Ehedpe CY FaYhat i s

referred to as a _systemw de, top-dow.f st ISStofih®@m an
‘external enehange MiFFTE BHFESY "FREHNE ﬂ&"?%dr " \?ua'{é g‘glgbhm%‘%r S\e{rfgr ang its

i ndependent, ;caRPadiccAREnd\pirsheiG bl @e layeeinerfacecdsi icisemplegicated & Hel tWPequest .
For exanple, the provisioning of a QoS. paranet ei for mtsqgcgﬁgi[%glgser
class i s siagreatsed Stvidarkyy father-san PES FFRIFSENINET362HASE KEPRBEIIEE A" of

~routers and is, g 5 Gisbs WnclibiRifyBehsed uppdrRn@ Yovver Alblsion figkcfiaseasDCs i nt o
the ATM D@gtwo\f\%?lgﬁggtﬁgﬁﬁ 'ﬁ%ﬁg 'Synchroni ze t e ATM VER paraneters tg the DCs

of the ATNME:Snddtis hetsrorkieg stamdards dnd in thetspecific nefvek ﬁ@fneﬂkﬁpagficalt%ps & gur at i on
f S bet t , t g 0
S e RSt CA Tl CR RSN GRE § Dw B L) BAY bBRhyE Aciaombngds N Ty e

confi gured® rameters. 'Moreover, the ATM pat h between
every two, fHE wag il @hikle benfigaratidreparanyaters 8f hatupperdgyepeclateorihe AYEd wit h

consi stent VBR paraneters. tom u Nej . : : |nt ,
i ncl udi nglaé’élh%ﬂu‘f'%'*d"eéﬁ?éﬁgs],d]ﬂﬁ@ Eﬁgﬁﬁg}gﬁ"g e[cc‘}’ }é‘gﬁﬁ@}“@w\%}ﬁh’%ﬁge t heir
state andf Qf. anRediYemtebhBldrs R, layer? Anklicin, idyet ohredchatié subnet, oi6).eRdnpl e of

such a flowis in fault .detection. For, e%ae:gpl € 1chan ATM circuit break is
si gnal ed by wayietbomnanes siasistics affers terlayersdnvolyqddn sich MARRINg; ool i s then

propagated up th el BnitCovehfd R trSdsSagMpose thd-distabutedATittwark er f ace
is affected by tﬁtesi%raag’gfg T e unreachabl e IPg subnet, fail agrﬁﬁi ﬁ'f‘t hen
e

correl at eshamdgeimetachiamiciof Figst 1 b @saferaly mehsin FC PP Rk iNE S Fow. An
exanpl e O%PIIZZQC 113 G S eI EAR A0SR 3P 24 Piderd bieorogféhﬂﬁﬁgrﬂw dijml @achlotgont rol 8

31 Januar iﬁﬁ%plg’itbvna i'ng TOor use I n end-to-en rovi sioning and fault
i sol at i onEBskid@ce pfar kikofiuei (&, fashdrmeacend SONET) AT #LEE WadrSPsBAL |

- sane-technol ogy .DCs gxﬁag-c(eﬁt }Q@Nﬁ{%%ﬂ&"ﬁ%ﬁ et ). RinhiBY¥I§! pararh&lerdyBS DCs,

t wo LayerC‘S‘ﬁEB'r?%‘"th, oring agehts’representing different
network e } By@nflad iggedts ot Ibatr lapy e accostimgetith detworking $a092089s may

~ exchange discrete nessages regarding, configurati .par a. LS Bkt Us-
~ moni t or i ndgployed i thepgtyer eh’ﬁﬁ”‘é@&ﬂlﬁﬁ%’i’%\ﬁ%ﬂ%r‘?ﬁ@@ﬁghlgfs ‘%’%%‘ttﬁgf;?/gr | n%erface

as it i {{pl BN ek bl BGorR: QNCETIRINET h@idwiatear The combinsionsafisuEiCs
hg ar

representi as of responsibility in the sane network el ement which

maps f uncparomehild sndowsguaietencappipingnee Figlemop AEFELe BFSSPEMETH B etween

DCs constitutes a powerful multi-layer signaling mechanism that can carry out end-to-end
provisioning tasks and can deduce the root cause and the effect of a network condition.

The path that a message would take in a physical network that is modeled by

the architecture described hereinabove with reference to Figs. 1 - 3 may be determined

- within the context of the model itself prior to actual physical transmission, rather than by

observing actual message traffic within the physical network. In accordance with a

preferred embodiment of the present invention, a simulated network message including an
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defined in networking standards and in the specific networ Bldhaymn2005
specifications (e.g.,1P to Ethernet, ATMto DS3, SONET to DWDM etc.)
may exchange di screte nessages regarding the way in which configuration
paranmeters of the upper layer relate to the lower |ayer and visa versa

- (e.g., MUpeddRatidieckes @atfrqm 2 edutce) DC rosgdestitiatien PAén qrspr tordlisrAves fherpath ¢ s

have an effect between | ayer e.qg., | ro2.]i 0 | aMEor3 deVieachabl e
subnet, et thal suchng mTSF@ev%?}‘]‘%éélﬁ‘eog'ﬁf&n%gxs ea?ﬁngtf{&@sqa fect t he_'r l'ayers

i nvol ved igbr& JFBARIthd sodrde DE @PPeginalcathevhak deviee tcorrespdnding sadieng of
the distributed network managenent architecture of F%ﬁgg. 'tu?oﬂ?rrpordﬁlf erably
adhere to dmtimaioriD(g JThaserseaiand destination Qs mILeAsh LPTESFE HESYERF BOTR si des
of an interoperabl¢ | idd i it 8RakpoRdap naosk devidissueikbsirelfce. of a
link fail u%@ r(‘é.sutg%.la,ye% gr?églﬁ “Arﬁggérﬁ“% SO\IET)_p or gg,r ee on a _constant

conf i gur at jnesfapasive device a. g VC GCNEpELSDIort WPthydeXimg k Eagh PO recatying the | y
paraneters of an upper. | ayer . A - 10: 3L aver al alewndrd adgsior di ng
with net m’“f%‘?‘ﬁ&j’%’?%?ﬁ%ﬁr‘ﬁ?‘ﬁgwegg 1‘%31%%'"?0%%?%0@ lrtlg]tem\rl\ﬁ) el 'ements. such as the
way an | P suhdeClite N sirfe Shiargdleristicsamotdt higer foetarddAC Exich DG rmehalsaele | P

software drives SONET hardware. The .conhinatio f su il d and
acquai nt anesafigwredide Rlagh defoanatign é’-“Fﬂ)H‘ed?’B’E‘Pgloél ﬂﬁcgs%sgg%ga%egﬁeg%g? v%{epen DCs

consti tut eg, g, DEMEHEWiondthd fnedsAiegfatiSiogiRRithing ineabaiahanwith abovemnetwarkr y out
end- t o- end provi sioni ng tasks and can deduce the root caugg?]and trp{e ef f ect
[

of a net wobltingomtks;t waich Dfnie forwand @h@amesaasﬁé%sﬂaw%‘_tﬂ ePnfighrg _ “%F'%. cys‘i cal
e e orhigl 65y osed for BIL STICEGreADRGRE R NEVEpataiie s (1

reference ' nmay be rmned w'thin the context of the nodel

i tsel f prigiwddie daviteimby péyenfiEatedt togrisrionts bn stagkemddentifighohire Q¥ ng

actual message traffic- wihin the physi Kind b 8¢ QO abgme th a

pref erred the FRFTReeh S fohéc bF’EEE‘ﬁ?d’ i%@é%@%%?ﬁ%@éi rlrrllﬁ at ed net wor kgmessage

i ncl udi ng ean?gma?ylbel@nﬂgrrw 2016 thenVoridantifianfran dekstack te ddantify SenoHtestgr ce DC
a

to a destinafion DC in order to discover the.path age
woul d t ak&V/GiirbthefincepingeV (s dsouted 6?71@%90 ‘E’B{‘i?f’c‘ge Hg?%"rgk‘pg %&i‘@éé&g%@ﬁg’%ondi ng

- to the S.‘-”%Fggi&@%g;iosmﬂﬁﬁtai PelbRaphativdok Baigeatigansebpb taihegtack forhe -
destinati on :

e source and destination_ PCs ea r epr,esent net wor k
model | ayler cureent déstingtion DGy exprseadces ghifl addiessy gﬁ‘é'llat? ﬁge 885#%?8 p%n%?’ng
network device.. sy | 2" Qhd braidd ek ifforaifation YOhe hext .

Fbp U 3 o s, i o

specific Vi ce. receiving the simnulat e(g meslﬁgge i's
conf i gur ey Thus} the irforbatiompassrd from Besotise DE @@ Ahavepbeloy. g1 pgaient Rissage
with the same characteristics_would f Bc GaGulde BRYnext %6p.be

confi gur eéfe‘ieésaBBa‘i?Btaf'ﬁfCB?ﬁt fnfgymat, noggrﬁetﬂ% \rél\@[cr)%errati on stack as nmay_be needed

by an i nigfseei edntorfy alingell hevwinssagking avlks, vdietkeases pidket isifargededr dance

wi th known network routing rul.es, ich DC to to, and
"may be comithipuhe getverk ge P%"g‘ﬁbﬁ m‘ipﬁ?t\é‘vrﬁta?alc%ﬁe‘?vﬁkf ’g‘ﬂd\@’ﬂﬁé g%ég’:“% ﬁI{:};azc')ﬂr?mexarrpl e,

a DC corrganofdintel Rg@fer Wi RT5dmatibh Al @ the node to determine the next hop,

without requiring any data external to the current network layer.

In general, before the network message can pass from a DC at a higher network
ldyer to a DC at a lower network layer, the stack must contain whatever information that
would normally be required for message passing between network layers within the
physical network, since the stack describes a packet's behavior as it would travel within the

physical network. For example, when an IP packet passes from layer 3 to layer 2, the data
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network device may be configured to place onto the stack adl7#BREy29%r of
the VC over which the nessage is to be transmtted, while a DC
corresponding to an ATMrouting entity may be configured to use the VC
identifier fromthe stack to identify the outgoi ntlg VC that  the incom ng VC
i s routed §may@nd is epippak(stabled) wobnherlgyeve dota. dhe fayenc distiRattoRecYlitgoi ng

VC. Simlarly, a DC corresponding to. a ' L kwiagpdihe st ack
for the cfif Pehfesadrin 'i?'gﬂgﬁe,& gyﬁ'?%gé‘glgg ggggﬁ&fegh\aéédreéls, Ca|_gll),l| ate the
“next hop tiq Julfikisnal GEeindNeh. THis asreegints aspushieg irdaumaben antmige tsiek pathé, and
provide this information to the next DC. Thus, {qhe inggrggrﬁkh%&amﬁed from
a source DOntest afthedisessat inysationy, Meying ) 1Ry empyxes s FERPIRE Y] E6HPEI fis enough
i nformati Oﬂﬁf {E?‘iﬂ”@\?\%{}.}‘as E&Pén?o%ir@%o?m&?dncﬁ%ﬁtt& ithex ekt cbapxt ofTthe Pressnti n

conformty nown networking rules, where as a. packet is frorwarded
Wi thin t henveativer As 8 hevep faykiaf ainstvionk gevicelgesot gl AntREPHSPKTIR S YRAT ch uses

information .from.the et tpageth j i. of td RidhérQsvts. tWhid@ node to
det er m ne Y& AP dﬁﬁspa,oﬁgaﬁvﬁgféﬁe F‘é%‘[ﬁ%éﬁlg tgﬁyg{‘j)g?a e%{]err %gl to the current

net work | ay@Hoeshauieetel elerhent,aneDC hnéll typicakly tequiresdicatpsk elemeplagBoveribm a DC at

a higher network layer to a DC.at a.lower ne ay gk must
contai n what ever RefFERGaiS; Y g to %bﬁ gﬁn%'?ninq\?‘yﬁgé %ﬁti‘oﬁgﬁg?’%@nessage

passi ng beiWagRd MRWARIKiLaYR LS ofat Méthod bEpatipdissdvent ime disuitiutedsiatwerkt he
stack describes a packet's behavior as it vvo.g_lgd tr veJa w}pt(gi ot hemePhysi cal
net wor k. Fomagexent irehitegives oppralive paggeefdanss s a gL faPe3™F Y Payer 2, the

data 10 31 January,0 OF Fids. 43 MAABDS SoukIDC Igribratid 4 hedshye thayer 2
data, and pfﬁ%"qll%é}%Z%gglgheh@tﬁi onéﬁecomes t he new destinatio t he

"
networ k, HDboung fotommlestindtion dIC (xapst0d) e meesen infydesea Feglpprig VIR ﬁ‘&dg ti onal
| nf or mati on, Fgﬂbfpgg,or A e%ﬁ(i/’:ﬁ?5-.5&8&&1@?&&&%&%9& fRt how reffred tha thé aadl in the

~ context ofo{F Ehi" I9VERT 1O ving up a layer renoves the w apping
" fromthe pagkgion DA Bicp 40Dy TRSPArREDA then éntemineg thendantifnefiadC PEBieeR HE st ack

in the context _of the present . i ntion r .| wor k
devi ce do&ureroPCand the g‘?‘l’fﬂ?ﬁ‘r‘ﬁi‘l%ﬂg@r’%ﬁﬁl*ﬁéésﬂgsﬁégevﬁ't?gg)eéfgﬂst,lmsn é?gghdoes a
DC | eave 3LQRf iffeAs)ir SnffiRikation RAds Bpslicably farahduogtveDC agrea of fupitianaliti  DC

does require a stack elenment, the DC wi |l typicall equjre all ck
el enent s fdtepvad4).t ThRBICGotoowhish jthe mEsAgFid 0 £ S%It’g%o.w iﬁ{’ﬁ%{%ﬁ %\ﬁﬁflgﬁ,ﬁ t aken

together, ;apc,fn ¢ @glgfngrgqnoélo?ﬂﬁhﬁésgagla lal 148 b4rdd hedwork lagern@idrie theofforpat h
di scovery“fh a distributed network managenment' architecture,, Oﬁgfatl ve in
accor danc en wiquiintangerR(G ef the dowrerbBEi Fbp sousge P ghen pagses e MesH8a PENY™Fn t he

method of  Figs. 4A and 4B, .a souprece: DC. aenes alLs S nt,héllild, ics bound
fora dest?‘ﬁas?ﬁc%r?“f)(fu(rg?te és}fﬁ‘ﬁﬁog f??elﬁé%g’ge inclﬁﬁgﬁ g?gck ont o_whi ch the
sour ce DCafpushRsiceaDCi dethe isbire¢ D e foférred tohas e gessiving HC.0hat HolReref erred

to as the final destinatio step .402) E dbdpkigieder m nes
the i dent !Wed&“”]é“%bgn edhe lgﬁégetg%%r@ees eyntgm?ﬂg e i nation DC to
whi ch the IBIBAIIpbs rdcbivii@ fiafidssat] the rdseioing DC compares the current destination

DC identifier with its own identifier (step 408). If the identifiers match, then the receiving

DC is the current destination DC and path discovery has been achieved for the current hop

within the current network layer (step 410). If the current destination DC identifier

" matches the final destination DC identifier (step 412), then full path discovery has been

achieved.
If the current destination DC identifier does not match the final destination DC
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network interlayer comunication rules applicable for the source DC s area

of functionality (step 404). The DC to which the nessage is to be sent,
now referred to as the current destination DC is the next hop of the
nmessage at the same network |ayer, and is therefore an acquaintance DC of
t he sour cejdokiificFN@es tereeiitg DOeheda HIbs messegatms dagereceived Mg PAINs st ack

-and current destination DC identjfier, the a opr., e ild, or
acquai nt anB€ GePdfi4né @Bﬁ?cé’é("@(éé ﬁ??ﬁ}v?ctﬁlgr'}]‘ﬁf‘g?(%ogg “ts%tg%‘?'g@fe:i \lflhlte'rq%gtﬁ .t hat

Is the i”%@&bﬁ%%d JBENin RGN EirchedcRRalio BOMENhd enaiiuely eeDO@ t he
current destination DC (step 406). Upon receiving the rressac%a? tqe
recei vi ng Biick ahpareesgt fietcchs peshusiog ¥RewhpeyArk ISTIRYRGOMREYCAP fUFS s own
identifier tep 408). If . i tiefal e, 41 enTHeNBceGREDTItheh . DC i's
t he curren?pﬂ’i‘é‘g’{?? ﬁ’é?%eorﬁcwgﬁgs%%a#f&k@go@e y&tﬁgs Jlgobgen a'cﬁi eved for the
current hogeterisiesi whdthee isformaiot witithwondedédatyere PEt eopreaponyiing |tp & REVOHK r ent

destination DC identifje tches the final, d I i I Lid er
(step 412)inerfagsof [aye 'IH%'(}E% a&?@ é‘lfv%at‘hy“ﬁagl %e%’ﬁ““"‘gz% F}g{)/ﬂé%ﬂmf)&t?ﬁga %:th{‘gr ent
desti nati opPXergydentifier does not match the final destination DC 11 31
January 2005 identifier, then the recejving DC checks, if tCﬁ ”E’SB%%%E has
 been received fr oM thegeasivingrlfC didnot ggcaiye Seayesspae R 15 PRI, Pley recei ved
~ the message eEJiR%TbttélemrvﬁﬂIhem’an? uir€nfofr@ARh \FofUihDetaticloatetarmizs thche next
current destination DC and the imediately next DC to whic Sh message is
t0 be sentnesicomeri rdveination T Ko iwhickr thayaessaEsnifulSi BaseBn(sieR| ¥8) apdlG cabl e
for the recgiving .DC s. I YA Lbihes the@ektesigienti Ng DC
then det e‘PﬁFﬂ%pso éffqﬁnerf% |§n gﬁen%%@ghén\?\ntﬂg}-éc%i)ehr%gggggéby a DC corr espondi ng
to a net Wiieltinaiied ©XF ametherimagietelyfnext BEr toaviiely thehmessegenis 4 dpe SERL WHIE p| aces
the information onto the, stack .(step,418),. I r VAT b not
receive t HaowsHeHpEK g, ?rt"somﬁ'ﬁ’r"é’%tﬂ‘mfﬁfesta ihca%lﬁeépﬁlggg%\ﬁ}iuygﬁ s%}ag?:fgs '
‘whet her  org, N@bndifey (RPUEZ2ES If iRforthiiRhiio Reghiranfromeths sack td detetotinsr e mextt he
next current destlnation DC to which the nesEaﬁe‘éeins to be sent. ( %E%p 420) .
1f no i nfeoreradegination Peqof iaedatehne G farRick RMETEeG 2 ety
deter m neg,. (N6 REXDCCHRSA! the dflile@ahfoRtatleh 4 fhbesticknep at2d).y Trext DC to
whi ch the 'message’is to be sent uUsing known network |%Ttlerl ayer ne
communi catréceivimguDEsdeqmminies dbsl rext gurrenh destigatian, Prgandanumegdiately gex °

functional it step 422). .11 _in0foraat han ksmhesH r&R6vedr Rt the stdcRCig t o
determ ne "fhﬁ%‘ h‘gx’fn SSEir I}'seﬁot fc’?:lesgrgti ‘E\sgﬂilt gl% BE and i_rl;medi ateI}{ next DC to which
t he Messagenjinstib® With dantn ddnveork inteeayee coimmumiration rialesapp igable faqgther ed
information fromthe stack (s 42 The receiving DC determ nes the
next curré"r?F“’H‘@Q'%Q'F?%%ﬁw{’ﬁéﬁpqsﬁﬁé%q)ately next DC to which the nessage
is to be sent usipmgork TerwarfifY Meinesiags anivesdadkr torth¢ emsdiately rient DEoHjeunct i on

with known network interlayer comruni cation. rul.es applic e
receiving DC preferably checks the stack to %etenmne whether the curr%m Satﬂ %{atet ﬂ

valid (step 428). For example, suppose a DC along the message path and corresponding {0
a Point-to-point Protocol over ATM networks (PPPoA) component pushed a PPPoA
identifier to the stack, and a DC along the data path that receives the message is configured
for PPP over Ethernet (PPPoE). When the PPPoE DC inspects the stack, it will find a
PPPoA identifier and not a PPPoE identifier as expected, indicating a misconfiguration
and, therefore, an invalid path. If the current path state is invalid, then the path discovery is

terminated. If the current path state is valid, then processing may continue with step 406
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receiving DC's area of functionality (step 426). Before fordPdiany2eGe
message and its stack to the inmmediately next DC, the receiving DC
preferably checks the stack to determ ne whether the current path state is
valid (step 428). For exanple, suppose a DC al ong the_ nessag Path and
corr espondpig. With tie Iedsdpe beiag perivatde@rootho eppirorsaterpareTivIchid \HSPR‘E“‘ #3500 A)
component pushed a PPPoA identifier to the stack, and a DC al ong the data
pat h t hat DHécei ves the nmessage is configured for PPP over Ethernet (PPPOE)
When' the PPPOE B i,1S RE Grivaldhg aShaedee in accwdh,hcem:mdhamefhp@@Aanaeml fier
~and not a PPPoE identifier as expected, |nd| CFtI n r@@&?”&lcﬁ:‘ﬁgﬁkéon and,
t her ef or e andiABi thusamiraic gt ferwarding REa Parkeb M BAPHPRFISE G YT Y ’ “then the
pat h di scover ‘% }eﬁo{psnated If the current path state is valid, then
processi né“’ﬂﬁ‘é“% ftinue with step 406 12 31 January 2005 above, with t he
“nmessage beijyg If'@ﬁmghadremve;drfmnapmgbgmpmoék lg¥dtent , child, or ‘acquai ntance
DC. The rules for forwardi me e g‘&&evqu}md of
Figs. 4A afd 4BP‘fSHlB’%£°r‘ffTﬁ’?trcégft étmfnslﬁégo Etgaagﬁga packepﬁcf/k\nthi n the physi cal
network, and ngy Q«aw@mu@eq as follows: I) If a nmessage is received
froma hi gher network | ayer: a) Push_ the curren t t.04t he
“stack (i.e.b) w aBeterngiie Rext hppdhipdhe ’Far“?)erﬂet‘f?{etla (rg'g%/ﬁ %ggéchgt %aﬁ%yer) b)
Determ ne the pe Eg’s&ggu%@n}@snﬂﬂlmp@am network | ayer as the receiving DC
~and set it as e current destination DC C Pasngute nessage. § opa child DC
or to an acguai rﬂambenmagﬂfwtﬂlﬁblﬂ@ﬁgHba“cﬂ‘iﬂ‘l“’éf"w Herels ARG i s
received froma | ower Bavede current destination DC from
t he stack @? éﬁamfﬁﬁﬁelﬁﬁ{:@d?gﬁ%@&%@%ﬁ& a}tree the curre %ﬁgestl nation DC
with the idgnti f}?c@rthd)d‘urrteﬂneleﬂmamomrwc Domi the s‘@fé‘ (i-¢.FuppgaRs thg @2 arrived at
current destination DC c ot DCP@dSse t he
message to @aseoc%'l‘Pafco‘B%fz'“ITeﬂ’f%‘?s JQW génf[?ihgr %gésgggz to the next DC.
3) If a ﬂessa%nfe%ageqraehfﬁeehétrcmmmd@ﬁnmdnmm the same network |ayer,
forward it according to networking r Ref [ D Figs. 5
and 6, whiofl ar Decidssyhigh irpwpdately %ﬁ"h&ﬁ?@ t@o(r?\%g% ng)%%cﬂg??g%l on of an
exenpl ary age%fc@ﬂgwpc configuration reflecting the application of the
met hod of Figs and 4B, and a table of stack operations resulting from
such appliafti or&encb@chnmeﬂalthqwxlﬂﬁﬁer standi ng the nethod of Figs. 4A and

4B. Int heB) If a message is received from a DC within the same network layer, forward it

according to networking rules.
Reference is now made to Figs. 5 and 6, which are, respectively, a simplified

conceptual illustration of an exemplary agent and DC configuration reflecting the

application of the method of Figs. 4A and 4B, and a table of stack operations resulting from
such application, both useful in understanding the method of Figs. 4A and 4B. In the

configuration of Fig. 5, a path between a modem 502 and a service selection gateway 506

via 2 DSLAM 504 is determined. Specifically, a path discovery message is sent from an IP
interface DC 508 to discover the path between DC 508 and an IP interface DC 536. DC

508 sets DC 536 as the final destination DC and passes the message to a routing entity DC

510 which sets DC 536 as both the current and final destination and places an identifier for

DC 536 onto the stack. The message is then forwarded to an IP interface 512 and then onto .,
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configuration of Fig. 5 a path between a nodem 502 and a Séd@#wE Tdection
gateway 506 via a DSLAM 504 is determ ned. Specifically, a path discovery
nessage is sent froman IP interface DC 508 to di scover the path between
DC 508 and an IP interface DC,536. DC . 508.. 36 :ag,dikethkineal
dest i nat i onPPROARE pwhich t%‘épﬁég%%{&%c yig %d%lrugﬁ%l ?%'g%e“g't%?t’@&bcﬁfslo whi ch
sets DC 536 ageip%%& §30 Sanfl W28 MdicAlflg pdskagk ofhibs triessags trough @ PBOACRS Sdfh
identifier FPor 536 onto fhe stack. \f‘l{'{]e S esiﬁsth raf)% \{\%rqldto an
EP interfag@ &is2asathel cuiment desinationsDE1thg My it Y ‘fggg 2 F;ISI{"&% 0%61 "whi ch
"wraps” the Stg‘:gd’&} AL L BRAbads B e RREiORa DI 16dha§18.hat adsaR DRop,

hd ~a”’

bei ng DC 5%8™P ag 1 ndicating passage of the message, %%h PPPOA DC
514, and $etife ASpPilEeofCUE P éxdhaciedtte N4 | loandiies MRSAAFCS PBSGHY'E 9 s

mapped, being, for_ example, VC.9. t ASsRShe Rtsarged via DC
516 and 51@.4-Afﬂa“?«?eﬁéo‘%% ‘gezwa?%g ﬂgggiﬂ?g'f‘"‘ggfé lgakiftéI@g"hanged to \g/C 11, and
the nessag&ﬁ;eﬁ BABBeds uh STIC AR2 PRROA 52432 e leg beoReDERPER Dfe S HhHli ng of
VCi 1 is changed to VC 14, and the nessage. i ' gnd 530.
At a PPPOPHBDADE $Rds saspiqied thedRiOPPRER P%gﬂd&ﬂ’z" %ﬁaé%gﬁé%ﬁ%gq%%gf s

conpl et ed, the i pf ounetipnRlAE Bl dINsO td WRicS VETI4 BymPROHDE B3B6 &

removed fri§¥fie stack, and the | P address to whi 35'??1/55;’;143 S [RRRRA. being

| P 536, i Sagaiagglaced pnatbedtadh (The mesgagr . thahpastissdhg PhsSes via'a DC 534

and is ultinmtel receiy he destination DC 536. At any point during
pat h di scdﬁé?“ﬁf’ﬁﬁ‘gﬂﬁgg%r“f“boz’gmg%%%e, the stack and/or the DC hrgu% whi ch
the path di scover yi smBysngduin pasdsuvernys descrihed depvgellic SBER2ANY "BHce t he
pat h di scovery nessage is..received by.th [ IO edPSudnN@atestck tie pat h
may be pr eth@itl%tﬂl‘c?tﬂ“"ip§tha‘fif)°f’§w5‘le§ﬁg¥hsa?agsggg&grb@ Trflfse of the gteps of any of
the met hoﬂ)%%yﬂ(ﬁ&%érpﬁa@ssaélﬁi Rbdvemy thedsthdibe ®Cahe gvire pastimstide PFFseVefl- f er ent

order tha at shown, w thout departing _ fromth lolis les@Agkascope of
the invention. Witlisapprreiajse dhat qpe PrnWEWtqqél?’Fsegs f%" I%@gﬁnﬁg{roei n may or may

not have ﬁfreeri‘n m%ﬁ?ﬂcgrﬁiﬁaﬂor‘@aﬁ'ﬂd b6 iR 2 QNERertt Ordepibai thatcshhem deithant depasieriet war e,

. the present i hv I on has been described in a manner sufficient to enable

t hose ski |frantlthi tru¢ $péritand sqope plthelinventidapt commercial |y avai | abl e hardware
and softvare as Ny b NSedadid GulUCHIR Srchhaay ontngimeifise dée he
o8 pr |

present inventio ce W thout undue experinentati on, ar}%é§5| ng
‘convent i OR@keriber il efersnce W speeificherdvases entoftwatee Hiei FEFFCHILV HRIOR &% bed
wth reference to one or nore. specifi NEB Nk Sthe € tél @sadilypidapn 1S

i nt ended tdesapied [ dsTAHE] FRUIGENY Oeefl%b\}één |o%ggs a whole and is not to be
const r ued s lcidEil i Rgldbienddwaaahdroteart he neytsdierdet to sxlydh 20y Of it

appreciated that various nodifications.my. occur Brafilh bhabingn t he
art that, ewhbpdimeniapf the pressnf [yetiop 1@ H’&Wﬁceh"é é’lutnlfundlé% gxﬂﬁg%r thel ess \l/\,ig?hi n the

true spirit Anf Seefdiqebs the invention.
While the present invention has been described with reference to one or more
d to be illustrative of the invention as a

specific embodiments, the description is intende

whole and is not to be construed as limiting the invention to the embodiments shown. Itis

appreciated that various modifications may occur to those skilled in the art that, while not

specifically shown herein, are nevertheless within the true spirit and scope of the invention.
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14 31 January 2005 CLAIMS What is clainmed is: 1 _ A nmethod of determning a

communi cations path in a conputer network, the nethod conprising: sending
a sinmul ated network nessage within a nodel of said conputer network froma
source devi ce conmponent within said-~REgd to a destination device conponent
wi'thin said nodel 'along a device conponent path, wherein said nessage does
not travgrvgﬁatis%@gqecp@nputer Retwgrk;dand recordi ng.;jhe devi ce cprrponentﬁ
traverse y sal d nessage,. thereby eterm: Sl dcsfRpittHHeb@drkohe pat n.
2 A mothad aceordimoc el PR s Pt e v di ng. sai d
nodel - conpr,i sin -pl.urality of agents, each agent corresponding to a
di fferent r??é‘l%?@"@ﬁ"@%m in said conputer . network commplsiBthedvdkurality
of network el enenesdingmeimalagidnenrark jegspee i 10O %nponen%s \%DC), ergch of
sai d devi ce conponents npdel i it indafleloas pestihatidn dome oimpeagd net wor k
“el enent s, g EI_S&‘érb"egfv'%eefor?&ogl&gh\g&h"g a physical .and a fynctiopal .
.char act er i §fjiCsaftfl moddl dlongh devike epurant palneicEihsRGERSBEC g?fisc? agent s
conprises a plurality of ai d devi ce conponents, and wherein at |east two
~of said deaiﬁemw?fﬁ'ﬁgféﬁlf@"‘gvithi n at least one of said agents ai]rge | ogical ly
i nterconnect ed, eaghgih@dineakievicd aomponest iraverssdr bis A dMEES o' [Pher of a
physi cal and a functional interconnection found within or between any of
said net detiniging st eenmanicalionpRathd according to claim 1 wherein said
sendi ng step conprises each device conponent al ong said device conmponent

path traversed by said nmessage: identifying an inter (= 68l
conponent jal ong saimttibédcemdiog i eladh i a"%é‘f‘ﬁ“’f Sowsé%”gr%k’gﬁ%e%?;ge is to be

passed; and passing sajd ies Lalemtind ioed differeminetwiork demendi at e
devi ce coSpBPRTHS 2 ?]Bfaﬁh’ ‘?%’ﬁ%%‘é@ﬁ?ﬁ? %evilcge corrbponent 4 A itg%tfh()d
accor di ng ;t q.i¢kahpitd netvareicompasing 2 ghwality 9f eV K P ‘H‘rﬁaﬁ"gé‘sp ¥8'31 January
2005 identifying in accgrdance w. net QUbhddeing dt REst ohe aspecratfhod
accor di ng dngqumpﬁp@tM)e?qﬁﬁggfﬁé ?%’é%tc‘}é@%nﬁg step g%m)ri Ses _ | enaii fyi ng
sai d intermedialig ARWHE RlerRiB0 Bad taspatt being ¢ither ofrerhsicabrad YA net hod

. 0 S ) i X .
accordi ng o cTar ™3 and Turther, cofpri SRS gk Qimsfksh pRRSGOT ol sai ¢

said device components, and wherein at least two of said device components within at least

one of said agents are logically interconnected, each logical interconnection corresponding

to either of a physical and a functional interconnection found within or between any of said

network elements.

3 A method according to claim 1 wherein said sending step comprises each

device component along said device component path traversed by said message:

identifying an intermediate device component along. said device component
path to which said message is to be passed; and
passing said message and an identifier of said intermediate device component

' to an immediately next device component.

A method according to claim 3 wherein said identifying step comprises
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if said nessage is received froma device conponent at a hi gher network

| ayer: placing information onto an information stack as nmay be needed by
any devi ce conponent al ong said device conponent path to identify other .
devi ce conmponents al ong said device_conponent path to which said nessage
is to be pssfythg imactoidancsayit ﬁ?@@%@é“?&rﬂ}gécei ved from a devi ce conponent at
~a lower. network layer: renoving information fromsaid i nformation stack
needed to identify a subsequent internediate device. conmponent al%sg\_pg sai d
devi ce cogponent pahéthed awoiding taickim rfe SdagH P%dt‘ﬂerﬁ'@"ﬂ%ssge@d?on}? net hod
according to claim6 wherejn said | MRV GRMPLEk&es 1dentifying
usi ng sai @Cﬁ'éfméﬂdéﬁtwd'ia{‘igcg 'ﬁgaﬁofnggs&gw%h%téﬁ%ngagccordivng to claiml and
~further conprising checking at any of said device conponents al ong said

devi ce conponent path traversed by sai ssage.. validity of said path.
16 31 Janeary 200%5matbedreorfingto ¢ %?’%I%%B\mﬁr&e'hod of determning a
communi cati ons paL ik, &idGRMERILE 8 saRiwEikelyiret deviet bodpéneet udi ng sending a
- sinmul ated network nmessage within a nodel of the corrﬁglt ol eSS ML f rom a
source device corpsitbmessegetihiersived dromyadavice GoPYEEL Y ARIE S GEVI ce - conponent
within the model al ong g, deylGRof oD AR EHbmARLR sals faf benesisd dgenrioes not
ReBwor k, and r

traverse the corrputeP ecordi ng the_device co onentn
t r aver sedghiycetddmponens sioge said ierietppmgencat pathinigientify CSFARNFCHTRIRS

along said device component path to which said message is to be passed; and

S

path. 17

if said message is received from a device component at a lower network layer:

removing information from said information stack needed to identify a

subsequent intermediate device component along said device component path to which said

message is to be passed.

7 A method according to claim 6 wherein said identifying step comprises

identifying using said removed stack information.

8. A method according to claim 1 and further comprising checking at any of said
‘device components along said device component path traversed by said message the

validity of said path.
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