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BACKGROUND OF THE INVENTION

[04] Digital computer networks, such as the Internet, are now used extensively in
many aspects of commerce, education, research and entertainment. Because of the need to
handle high volumes of traffic, many Internet sites are designed using several, or many,
server computers in a multi-tiered, or “n-tiered,” system. An example of an n-tiered system is
shown in Fig. 1.

[05] In Fig. 1, n-tiered system 10 includes four major tiers. These are
‘communications tier 12, web tier 14, application tier 16 and database tier 18. Each tier
represents an interface between a group of server computers; or other processing, storage or
communication systems. Each interface handles communication between two groups of
server computers. Note that the tiers are significant in that they represent the communication
protocols, routing, traffic control and other features relating to transfer of information
between the groups of server computers. As is known in the art, software and hardware is

used to perform the communication function represented by each tier.



Internet and is directed to server conputer 26 in the Wb-Com Servers
group. The conmmunication takes place in communications tier 12. [07]
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[09] Thus, it 1s desirable to provide a system that improves upon the prior art.

BRIEF SUMMARY OF THE INVENTION
[10] The present invention is a network node health assessment system for multiple
networked computers. Each computer, or node, in the network can be equipped with a
software process called an intelligence object. The intelligence object reports on
characteristics of its host computer system. The object can also report on the data flow
to/from the computer system and within the computer system. The intelligence objects can
be used on different platforms having any type of hardware (e.g., CPU, peripherals) or
software (e.g., operating systems). The core algorithms and logic of the intelligence objects
and other software are adaptive and stochastic.
[11] One application of the invention is in a multi-tiered server system. The
invention accurately assesses performance across the multiple tiers. The performance

information can be used to optimize the server system. The invention provides an efficient



i ncl udes hardware, software, operating system and comruni cations. The
result of each intelligence object analysis is communicated to all other
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CONSOlags organized as groups of communication exchange, the method comprising generating a

value indicating performance of a first server in a first group; transferring the value to a
second server in a second group; modifying the value to indicate performance of the second

server; and using the value to indicate performance of the multi-server system.

BRIEF DESCRIPTION OF THE DRAWINGS
[14] Fig. 1 shows a prior art n-tiered system;

[15] Fig. 2A shows intelligence objects and performance value passing in the

present invention;

[16] Fig. 2B illustrates architectural components of the present invention.

[17] Fig. 3A illustrates a user interface display to set up node resource pools;

[18] Fig. 3B illustrates a user interface where a user has added specific nodes;

[19] Fig. 3C illustrates the representation of intelligence objects;

[20] Fig. 3D illustrates further organizing of nodes in NRPs into Functional
Resource Pools;

[21] Fig. 3E illustrates establishing connectivity and data flow among NRPs, FRPs
and nodes;



[26] Fig. 4B illustrates the G aphic View console; [27] Fig. 4C
illustrates the Monitor console; [28] Fig. 4Dillustrates a series graph of
the Moni two®oswsd e; [29] Fig. 4E illustrates a bal ance @capisoni4oshe

Moni tor Console; [30] Fig. 4F illustrates the History Mnitor; [31] Fig.
5A sh t he Regj : UQ‘%B . POMnéipRdoyy, [ 32] Fig. 5B
il lustrates theﬁ%glﬁtrlg%stor égé%?%@%%?%gﬁbﬁgﬁ [33] Fig. 5C shows the
Fil e P3gnsfer SPig BGghotven sabifeiwakt r ansfer protocol tab; [34] Fig. 5D

shows _a destination fol der where redirector. file [ [ ' 35
Fig. Bélshows a E?eéﬁiflﬁﬁftfaé‘?? afSBTealéFﬁgﬁééiuls?reIB e:ﬁ%%?swdfg%ﬁg}%go %ﬂ)s gp%gg%et\[/\or%(
dri vesét%ptarﬁﬁgﬁgg files; [36] Fig. 5F shows dialog pertaining to | aunching

a renote"set-up Using a telnet protocol; [37] Fig. 5Gillustrates a
porti 5] of the TimpdA iHusrdtesshe Node bisipaeoniglea redirector; [38] Fig. 5H

shows HTTP Redi rect.or i guratioen scr , [39] Fig. 51 shows a Create
Connett%on di al 6% 4%[4}5?“3%%3{16 %?)apgilcog}rséwaccofg@g’ Data Link File dialog; [41]
Fig. P9 shows t ey Batiudidids ths Raithi emssfendow, [42] Fig. 5L shows the
Confirmation dialog; iﬁ43] Fig. 5M shows the Confi rmaltj on dialog with

secur 128} t ur nedFigi 4D illngifates aperisnergpl asthefdomion (985016 nent  and I nstal | ati on
w ndo [45] Fig. 50 t adHCoNsidow;, [46] Fig. 5P is a
fi rstﬁﬂll ustrat;Fg%4§dgﬁﬁa¥$ﬁgﬂgg§g§%§0§ﬁgh§§#§%terss for transfer and
renot g3@xecut i oFig. UrGilignsss theldistdry YlomiQr;i s a second illustration
specifying controls and parapefers for transfe and. rennt.e execution
functiiBds; [ 48] Frs-gA shrvisdheRe ep@rhep{g)é/p}ﬁg{ ?Qﬁi@é%ﬁ%f%‘?”ﬁ&o‘gbntrol s and

parampigrs for {x né RAREGoLX REMotOSet UG iddens; 4 WO 03/ 034754
PCT/ Bﬁé/ 14034 %f‘%?@ui‘%“ﬁ@% %s a f8urt hill us{[%igti on specifying controls

and pgxneters fhog. S shosfehe Fikrtranganlattingsdfora figmirangfes praieep] aETAI LED
DESCRI PTI ON OF THE ENTI 5 referred.enmhodi t . present

i nvent¥tn is i ngég-éb d %%#ﬁ‘%‘agl’ﬁﬁe}ﬁ?rs‘f’hﬁali%d&‘ﬁgﬁbﬁ’{ g%elg%ﬁe %néfe(%{éﬁér syst ens
and myggrials cigatsenaid adesiinatibn FstderRpedititd Whei usihgls shared getwork

drive to transfer files;

[36] Fig. SF shows dialog pertaining to launching a remote set-up using a telnet
protocol;

[37] Fig. 5G illustrates a portion of the user interface for preparing a redirector;
[38] Fig. 5H shows an HTTP Redirector Configuration screen;

[39] Fig. 51 shows a Create Connection dialog;

[40] Fig. 5] shows a Load Data Link File dialog;

[41] Fig. 5K shows the Data Link Properties window;

[42] Fig. 5L shows the Confirmation dialog;

[43] Fig. 5SM shows the Confirmation dialog with security turned on;

[44] Fig. 5N shows the SLO Deployment and Installation window;

[45] Fig. 50 shows the Remote SLO Set-up window;

[46] Fig. 5P is a first illustration specifying controls and parameters for transfer and

remote execution functions;

[47] Fig. 5Qis a second illustration specifying controls and parameters for transfer
and remote execu'iion functions;

[48] Fig. 5R is a third illustration specifying controls and parameters for transfer

and remote execution functions;



suite of products referred to as "Metilinx i SystemEnterprise" system The
Metilinx system is designed to optim ze digital networks, especially

net wor ks wb ogmswsconput er servers in large Internet appliPpcattisornstosuch as
techni cal support centers, web page servers, database access, etc. [51]
The sygjem of {ig %?f@?ﬁmw&%ﬁ&ﬂsﬁé@ﬁﬁng%ﬁm& andBAkABicasfor tahdfad

"Inte gence objects” (10s) executing on the various- servers, conputers,
or ot helrepotceesutiog fupttaddsprns, in a network. The intelligence objects are
used to obtain information on the performance of a process or processes,
har dwar e operation, resource usage, or other factors affecting network

per f ormance. Val uesppfia PRSI ERIPTIONGF THEINVBRTIGNOb] ects so that a

conposite value that indicates the perfornmance of a greater port ogs of the
net wof30]can be Adwefewed enbsdiment f tho present iyentipp i inpRrapiaiegd é’r%‘iﬂc cts and

val ue ;,passing. In.F.g. 2A |nt I ' ey t02<and 404 reside
in coprg‘i}%?‘pa&??\?gﬁigitgﬁﬁvt%srr%@rﬁ%%ﬁaq?%gﬁeﬁ?ggg%gj%bj ec}?zl ecar_] feside in a
serve Euifé%m%&{cts%ﬁr@ﬂ)to asIrizetilinnf iSgaemdintaprimltsystemi nTheelehlin systetn syst em
can be equipped with one or nore intel]igenc o?' ects. A first t%\r;e of

i nt el is dgsigoed onndianize digjtal retworks rosppeialyIHEYILS of APy QOYPUPLSPEYR'Y obj ect
(SLO (that. ca I ’ ReGbE, Oftardsber

proceéasr e@&@%&?@m%&%%%@%si&%g%c%lSig &Pﬁegg%rs’rcwg%%gr server:?l A second type
of i nk&dekd gence object, called a transaction level object (TLO is

designed to nonitor transaction |.0ad with respect tg its h conput er or
proced¥ds execdbs AFIHRO ﬁ}?ﬁr??@nﬂﬁg‘?m’(?}?}ﬂr‘ﬁ?ﬁsé’ . af%%‘fafaﬁusghséz g%%odi nent, 10

102 megs ﬂgfeil @o@%t@’ogaﬁ?g&cﬁ{?ﬁg GEE WhsbisCseBferd, tomPoGts, o QBLresessing
represenﬁ. Re’Charactefstic as a binary value. This value is referred to
as t helatfotms ah 4 netvdrk z Zhe omelligdnge objiepts @rd usefl so ebtainaniprmatgn Fhib§ t he host

conputer, or of transaction inforyation relati e uter. The
| ocal PekfPIMangs Pgﬁpﬂ?ﬁﬁfé)rip?cﬁﬁsﬁ’é’ar&aom? @?ﬁthqn’i%fgg]f%%s%%ho nogérffg&?ﬁe passed
val ue aff@cti.ngqie%&k%e%ﬁﬁkﬁc%ﬁ%lueﬁ)ﬁr_eiﬁa@se@\&!ﬁqd_ﬁ(gihg Bestligdnes objétie so tmtlaf i ed
value 1s referred’'to as a "conposite"” utilization value. The conposite

uti | i zemparite vahletbatdadicatenthe perornsace ok steatsh P08k die 1RV KA &Fice obj ect s
that conti,nue to build on, or add 5 WD 03/ 034754 PCT/ US02/ 14034 to, the
nmeasu 8%‘?!415 so that performance across nultiple conputer, tiers, operating
systemsy] appl i gad R@NEIuskites intelligeacdotguesiand talfie pdssingaieFig, 28he utilization
val ue, or values, is passed on to qther processes VX}it},ch cqa?n fi spl ay the

r esul tintelfigense obisets ap O andelidiedds 1 COMPMRTSCYEEr AYSE™MYE Ot esult to

der | Vﬁlggltlihgﬂceroﬁé&st&n rgssi&%ﬁikhesefxﬁé H&ﬁl?ﬁtgr At SREHuSHRPbI fErvercb@Purets ihhe
n-tie gyst e or use the result Tor othel purposes. One aspect of the
i nventhomtipred sy siem chnbe equibpetwitingnpemnerssatslligedee objects. A first type of

intelligence object (I0) is a software process called a system level object (SLO) that can

monitor and report on one or more aspects of other processes or hardware operating in its
host computer server. A second type of intelligence object, called a transaction level object
(TLO) is designed to monitor transaction load with respect to its host computer or processes
executing within the host computer.

[53] In one embodiment, IO 102 measures a performance characteristic of its host
computer and represents the characteristic as a binary value. This value is referred to as the
“local” utilization value since it is a measure of only the host computer, or of transaction
information relating to the host computer. The local utilization value is passed to 10 104. 10
104 can modify the passed value to include a measurement of its own host compﬁter. The
modified value is referred to as a “composite” utilization value. The composite utilization

yalue can, in turn, be passed on to other intelligence objects that continue to build on, or add



i nt erconnections on the network based on the assessed utilization val ues of
the conputers, or nodes, in order to inprove, or optimze, network
per f or mtarwe.03/0w35pr ocesses that perform the redirection &ca/uset/ensed to as
"process redirection objects" (PROSE). [55] Note that although the

i nventtpohe npaswmmbitves fiot pafssRbcerMcdsseaaseicotuRr, 8, bberhiits Sty ver
arrangderrﬁntt. t hat any arrangenent of servers, conputers, digital

pr oceSHBIANOgs,Ste., isachgwed; hl . The term “processing device” is used to
refer [54] any hargj@tfely GRS : formng - i on dat a, Processing
devi cesﬂ nci ude ser very, C%Z%}tugé gjpﬁé’d‘? d{l{ug?, lgp%Sgé;cgésrb&)s?tﬁés}tptg?%eﬁ%esdevi ces,
net worigtesarcdisplay theuesudtutfphe cotehih@brmeastitetnenelowuesin e dsd it rbRltty a

mul ti-gi.ered arrangenment of. processing devices but can use any arrangenent,
ool S SR e P i e S R e BN Eiopivy Shecentierse SYScan e e

or ganiréaltifonobr @r?@ie‘é‘@()he hs"becla&iefﬁéb ?i%l?cig roV/dlEs M}s{hlﬁﬁgﬁ%é)é%g%{%si ddgvention.

[56] Fig. 2B illustrates one possible arrangenent o C
conpoA@icenisctionhen feasbrark basedronithmassbisté utihizttion ralubeo NMhé compaRenty as

used i hj. s i.fication i.ncludes ny .type of _processing device,

har dwfl%tlrggésblrn %@P‘f@élﬁé’r‘%vﬁa?f LS, i‘ﬂg‘tWOS? Pﬁfé@}%%@%x@}gwr@aew& t%ﬁffper@nnby a

di gi t die pdivesivaciie fifersedtb agNprbéekh reiBLESHBoHGE @l?l(@)??ﬁe illustrated in
o)

Fi gs. ([;%ﬁ 2A and 2B, along with virtually any type ‘net wor ked system can
be pr&Alded wi t ANaqtethat plthonghtherinyqngian éndnoeitineastdiscussed i regpeet forest al | ed on
each §RMiN.§krd ' ' ' ed peer-to-peer architecture. The
| Cs, al ongrévcxl,irbte gé}ggﬁ gaeﬁtoﬂﬂ&s%?%&m%#é‘%&%l}ts?&%gg& 8t ,rs’rgg%lg(]]re real -tine
behavpurcesdrs, be., Sepasibie. THRNRaNYRbEessing AHEEER us@t 1 refed PG 1RYGvaAR Overal |
rreasur%)éﬁ{ qtiheégehavi or and performance of the network. A'preferred

enmbod PHRER® FRESTLING aaéﬁ‘r@&é)ﬂé‘sﬂt%é%raﬁﬁsﬁlnsdﬁrﬂéeﬁelmlyd@mmqs,aconwmrem wi de
nmodel dibigIcpteeQdors st ; ' ' ' ed,  abo 8] The

D of oy 1o Taonedorertbidge i dioRpiR dokitos M Bk 380, 8RaNBovomr

par anBeadmot baima amiliiHgted ithigeatdnd of proetssingidevices bir@hh 086 alyakrRMg¥meRt C. The

data | roduced and shared in small four-byte values. In a hrerarchy set
up by{0 Hogéiﬁ“ﬁﬁr%‘%%%% Gy MGYWT&&!W%P?V@%F?@%&WBW phenefyorleis, a val ue

i's coadupnltt frube With €lie pradeHEmvER]AChI eve a conposite value. The conposite
value i s then passed along the hierarchy and used to obtain 6 WO 03/ 034754

PCT/ US8b/ 14034 FigiBrilustistsspne possibly arargsent ethabrespecidiclcospsheis of

per f j ; I oyided in the, conposjited values. [59] A
net wor Eigéeggn tlljlgv‘%vﬂt{oh%gé %E@flgﬁeémotcﬂ@fpo i ?%‘Fsigﬁél?théﬁﬁﬂe icatiof@Cclyges ni zat i on
t ool sargsiypk sEpresesingeletics, HaflwRé 6f §6Tev4rd (AS A ' ' em
Pr oces%ryg)(iiigm atilcl)lg e( D%SPO) net wor k. T‘F\ere g%ﬂfﬁr&gﬁggéﬁﬁ%ﬁ@gﬁof
[

oper at’i PPSEPTHERYRPR net work i nprovement or optinization. These

phaseg7pre (1) §§'§té1ﬂ?sucﬁ 24 tli%gé‘llﬁé{rﬁe@ﬂldﬁ(gg)l, IRt a{nTZﬁ? tatio&%%’with virtually
any type of networked system, can be provided with IOs. In a preferred embodiment, the I0s
are installed on each server in the network in a distributed peer-to-peer architecture. The IOs,
along with aggregation software, discussed below, measure real-time behavior of the servers
components, resources, etc. to achieve an overall measure of the behavior and performance of
the network. A preferred embodiment rates and aggregates network components using a
system-wide model discussed in the related applications discussed, above.
[58] The preferred embodiment collects data on low-level system and network
parameters such as CPU utilization, network utilization, latency, etc. The data is produced
and shared in small four-byte values. In a hierarchy set up by an administrator, or
automatically configured by the system, a value is combined with other values to achieve a

composite value. The composite value is then passed along the hierarchy and used to obtain



In a preferred enbodi ment, the systemof the present invention provides
various user tools, including console interfaces, to allow a human user to
partici pawe om3478e di fferent phases. However, provision PSTAISSD14084de f or
automating the different phases to varying degrees. [60] The operation and
i npl e tat | 1déd|‘1ﬁt§élst emw de
el ST By e P e R

di scus@ﬁgosﬂaelvawesi n connectl on with the three phases and user interfaces

for controlling the three ses. . Set Jhere are st eps
in sel¥®lng up aADA@W@W% %IQW&%E““[’% PH@"N&H’@S@Q ﬁr ce olg)l s

(NRPs), ofgd;?s cﬁ%bglgﬁadlﬂé it %refe &ltd ?Q@D?ﬁanqa régd?@Sﬁ@érﬁ!Phﬁﬁsé‘@plﬁﬁlzaﬁ&i i ne

Funct 1 ona urce Pools (FRPs ahd Establish Connectivity and Data Fl ow
[ 62] HDgSP@AneﬂWGnlst There aresthres dnsic phases aﬁepmtgpg %I?AtSB Ostétachlﬁ"%%éfoﬂ"es our ce
pools, In

used P’BPIQP’S‘E}IE)‘%%(TBE“’F 1%np&8%§ﬁlp§é§eqs%}hes r"é’b@s ¥ fs@ h ?I n gfzzea(r)f

the tipes phdrbiist érﬁﬁddﬂ'ﬁeﬁ?ﬂx%@?&é}n%&“ﬂ{% Iﬁésenﬂ.uﬁentﬁﬁﬁbraﬁded\i%ue aserbeolssed to
create tRe equi val ent o ered structure, or they can beé)glged to create

ot her irsfuding comssleghterfaekssto anipg alamammwapmp%@m/ dpgRIPntpiases- pat a

Server, Pool | icati I elg{fé% d pool, can
be cr W@Heléﬁﬁow%@gf)s 0 TAY ora U%‘O@le & ére 6#11 %%ees %2?}5’“‘%@{ [63] Fig. 3B
il usfg@t es a us@lk opbiadbh @ﬁﬂnﬁﬂﬁﬁ&tﬁtldlﬁﬁth@&ﬁe@pmﬂek is bemn]fyl deperaigetort 0 t he
defi ned NRPs. Nodes can be added by se] ecting them i ndi v “/ from an

exi st ihepydismawirde medel sprplnyed Py ﬁhﬁg)rgiyganﬁfp%thqﬂ §te]5‘r‘?5 6’6‘? e
2»? g;g fﬁ%ss@ %%{' g&e%ﬁm%tﬁ%tﬁpg é)thgges ahﬂ\ﬁ@é}tlht@ffaéé% &sr Jb‘ﬂ%ﬁln%hﬁé fol |l ow

RSnventions suc machi ne, or 1P, addresses. However,
ot her tiggbpriseEnt s may use other protocols, standards, etc., to define 7 mo
03/ 034754 PCT/ US02/ 14034 nodes. Node nanmes can be generic, as shown in
Fig. SB or they can be given unique nanes by a user, or assigned
auto lly. Naturally, any nunber and type of node can be assigned to a
pool . pool / node hierarchy is displayed and nanlpulated much like a
fam | i[6x] file rEheayeadie bssjcsteps in[sedingPipg. DABPO netrrkaasclollows

representation ence bj.e ICGs). I10s are defined and
associ at ed V\ﬁth%@é\?éf @f&q@é are provided in a preferred
enbodi ment. ThesgyaKsddshe System Level Object (SLO and Transaction Level
oj ect
J Install Intelligence Objects on Selected Nodes
Define Functional Resource Pools (FRPs); and

Establish Connectivity and Data Flow

[62] Fig. 3A illustrates a user interface display to set up node resource pools. In
Fig. 3A, node pools are displayed as ovals with labels. NRPs are used to group nodes for
organizational purposes. NRPs are used in place of the tier illustration approach of Figs. 1A
and 2A. NRPs can be used to create the equivalent of a tiered structure, or they can be used
to create other structures of nodes. Fig. 3A shows a Web Server Pool and a Data Server Pool.
An Application Server Pool, or other, user defined pool, can be created and labeled. Any
number of pools can be defined.

[63] Fig. 3B illustrates a user interface where a user has added specific nodes to the
defined NRPs. Nodes can be added by selecting them individually from an existing domain,
or by providing specific internet protocol (IP) addresses. A preferred embodiment of the
invention uses nodes that follow standard internet conventions such as machine, or IP,

addresses. However, other embodiments may use other protocols, standards, etc., to define



(TLO. Each 10O is typically identified by the icon to the left of the
descriptive text. The icon is placed adjacent to a node in which, or to
whi ch, t WwWoX8/0806s4 esponds. During operation, the 10 gathec3/uset/onsati on on
the operation and resource use of conponents at the node. [65] SLGs can be
grouped.in 0ol er. t eamef pool s
as (1}]0 %@flg %ﬁéagl%g é #%@%ﬁggﬁg& daﬁ%r%g?]%%gg%ﬁat support a
COMDBy aRRr] Gradskighed AutbMaticaligd @@mtusbily) ahy kembemadi typadf node aaebgasigred: and

(2) Node Resour ce Pool s for ani zi FRPs and, SL es.t hat
provi &ea poodo e RO é’éerall‘jh}ﬁlég gvég‘i]\ uzat%lal“%B% afaﬁ’BF%r @% wher e
funct shi ps exist. NRPs and FRPs link together to provide
systekﬁ%ﬁgé)%%gﬁt% and to define sub networks for optim zation

cal cul[@q]i ons. [ B 36 iflustBies the ne@rasattmolmfgawlrgenge tiettntdes) i PsM®s into
Functional Resource . Ppol s Once s._have. d and nodes
assi gfekipedapd W@t@awﬂbéoﬁaﬁr &PPJé’rtyp"sSLPSEIBP aJE?thfoquF(gl% Ire?e?{)gal Resour ce

Pool s efn%gcgﬁ*)ent T’bﬁ'esg RRSBSQMEAE cdell GhjERAFBEODY afd TG tioh WReElGljedty al | owi ng
nodes to grouped according to specific roles assigned to the FRPs

(i.e. (Tmpammm is mgcaﬂyséenxe’mé by Shepicon Loidie rl‘eféeftlaé@scr@tlw texionEsiFOhor e

FRPs ¢ r eat si de, a, NRP S 3 ed
erbod A Aiegieh 8 T B o "I HRAP<BreFhohds ught pfa i, 8¢ 22

il UStIO?afﬁ%rseiﬁfcﬁﬁlah&lﬂ b eheCspRRioh lakd te,gomdumaoﬁimmmmmem FRPs and
nodes. An inportant step_ in confi %UI’I ngq a netwotr k invol. determ ni ng

the rd6fle that SLQsreadeigermpedinty PoRlke TRRITISFRdyPRRAKIMEH P t 8 system
Rout e, 31 Sr Seh e 5 PHnBiork ' Resalifté FRBRILS ol AAIRS: B Rodds M duipoaed her

Ther e evel's at whic nks can be defined, as

f ol | oWsmnidn appHeatiBasouhia eolaokitl bkd\ﬁndetuﬁﬂahtyme erdaped; 4nd (BLNedd ReslrcRes our ce
Pool to Functi onal Resource Pool Node 8 WD 03/ OE‘%‘&:
PCT/ U%QISfmmF%]FRPr@ a3 |§A§Sc§°h%&%ﬂ1@t P‘NP(F%E arﬂ‘é’ﬁ?‘B%’éﬁ Phe1"Chest 1evel of

det ai |, And, BOARSmd LEALSAERAe Yt hAlRHal lebihshifPBnaC NRSTwPsdlakhi gher

| evel s~0 overri connections nade at |ower |evels.

Li nki nggeties o bmﬂe&ystanrpromwﬂbwrmd it fineesub matvorkpfor opiiagstien i f two NRPs
are linked, the inference is nmade that every FRP and every node within the
t wo p(9610§af1%nsconnect ed, as shown in Fig. 3E. [71]. Network managenent is

sinplifgged by algpwWianseReeeihizhglo? nbeesTABR B into Functional Resource
Pools.
[67] Once NRPs have been created and nodes assigned, the NRPs can be further
subdivided into Funcitonal Resource Pools (FPRs). The FRPs provide a refinement of node
function by allowing nodes to be grouped according to specific roles assigned to the FRPs
(i.e., Managerial Login servers, Staff Login servers, etc). One or more FRPs can be created

inside a NRP, as shown in Fig. 3D. In a preferred embodiment, only SLO and TLO nodes can

belong to an FRP.

[68] Fig. 3E illustrates establishing connectivity and data flow among NRPs, FRPs
and nodes.

[69] An important step in configuring a network involves determining the route

that transactions will take when they move through the system. Routes are determined by the
way pools and nodes are linked together. There are three different levels at which links can
be defined, as follows:

a. Node Resource Pool to Node Resource Pool

b. Functional Resource Pool to Functional Resource Pool

c. Node to Node



different levels. Initial connections can be made qui ckly and sinply when
establishing an initial network transaction process flow since higher

| evel corweaBioats4 autonatically define |ower-I|evel conne®Cirarse2/14664

exanpl e, a pool -to-pool connection automatically defines |ower FRP and
node connections with respect to FRPs and nodes within the connected pools.
As m)hﬁ net wor fi]ﬂfé_gwﬂ ng beconmes necessary, a refinenent of the initial
set of 7] nks, at#R6S Rt EpIke YRP 8 fepresentthe loyedshlewel(of detailmod eodes- node) .

[ 72] Depickdnp ks S ' he .greati.gon of. DASPO
subnet V\greks_. %égﬁ%%%%%vglﬁgggﬁ%rgﬁé&a&y [%‘lg% %Vélsr"éﬁstﬁﬁa‘ﬂ@ﬂmﬂdaf %hed bet ween
nodes ¢hagctignemiaile kddwet byels hdinkany dsshds\eagiih anpbriie %Flﬁ@a@io@ Fop -

h

Subnet n need. npt, have a, correlation to e physical or
| ogi cai fnilgfemﬁﬁwbé\?fg%ﬁi’ﬂ%ﬁﬁhw rgs tgnade thatsvetywoRR end avery hodd withinhe
mul ti -théwcepbdj@gicgﬁné&&g%ﬁﬁ,%ﬁgq;y% where each of three subnetworks
corresponds to _web, application a 3 dat abase tiers. The concept of

subnethfblr ki ng alNeswerkimasagement is singptifiol py diibwire donaasReE kOB hh@W® acr oss a

net wor, C i.ng ideal syste optjmzation. [73] Fig. 3F

il ustfirffcaféfq’g@q%&e?% nwet%{lf %eﬁﬁ%%s %8 QH@H}“ ﬂﬁ%fdi/ agﬁcfmﬂp velengstablishingan es a

subnetimiktin kneaworkGranesieidn P3SHREd AW dinké hidhEBvdr Bgﬁnecﬁoﬁigﬁ(%lw fty @&f5d S Trom
3G Th b ‘el uded

the "A" node as shown in Fig. e "A" subnetwor Rodes B and
C f r on¢EgEBeYel connestiongs fpr e aapleas pockitarnpelctonnemtion entdnmticulcddfmgalowResour ce

Pool s,FMidrnO&g&me@?n s%@ﬂeﬁﬁéé@%”ﬁ}?&t e Lo ﬁslewhlﬁﬁgthvm ue %%I%/)qls.?ggsot her

intelligence object or na to ea & Coreg

comumiaanétwork Sac-hmimgieecomenwedessady, atrbftnstadntier 8 1QUET %t oPlEr s0de in its
FRP and ift gq%q\rﬁ,qd can jdentify the Best Node. The Best Node is defined
% i

as tﬁlédr%g? _ ROsS P8 (k¢ @giio-pde)-t hat is able to handle a system
transgrxion w tbe?ﬁﬁlg?i’eﬁ%&%%nn&fi&ﬁs@eﬁﬁ@{n fte e %%E%é@(g%@@éwgﬁga' | ed

description of value formats, value passing, ~¢C S-ot her
uses &¥DASPOssbretwotkeisfacped it relatinstiip definddbitwaaPhddeatta@ e (Bked Ci t ed
above, of a rst_node, and fromthe LNVs of other nodes

F the L i
rel at eO(%L) @gll %cﬁrS%rﬂuinP@?n PUTEP %A%bgr?@flwlfs ancopsed net, hge Val ue (CNV) i s
| cut@tetstionfo Ot %Lnf) 3 di t of th
icﬁvglrjl%i on Loél es ﬂ%ﬁ%@g{cﬁgggogv\gaght S té anzlgaéﬁgp %é%xt%%%gedtslg%%g@rﬂ?a@ ENV gnd
CNV ofolleethy mydférdiered design dissnssedvardve admocéaah ef thibd SubnbBvdiky GlireBsi@s The

prefe i es..network | ate into account to nodify passed
CNV aglo(rj‘?%r’ aﬁﬁ%ﬁ{gg: uesdétg\‘}r%g%tl?ﬁe\ﬁggf?%gpta&g}l‘m%“‘%aléﬂW? BY¥SEHtO nodes. [ 76]
One f Setiblyelefific Gapneiar flews arbadi ﬂéﬁ%rkivﬂl&fé@fcuiajﬁﬁggﬁg?%s%% her data in the
formof. CNVs and LNVs and the data is accunul ated by a central console, or

conp u?lgi[lnlzat1on.
[73] Fig. 3F illustrates a connection made between FRP 1 and FRP 2. This

creates a subnetwork among nodes associated with the FRPs. A subnetwork exists from the
“A” node as shown in Fig. 3G. The “A” subnetwork includes nodes B and C from FRP 2.
[74] When nodes are grouped together in Functional Resource Pools, their SLOs
and TLOs communicate Local Node Value (LNV) and other intelligence object information
to each other. As a result of this communication, each node is aware of the value of every
other node in its FRP and, if queried, can identify the Best Node. The Best Node is defined as
the server within a particular FRP that is able to handle a system transaction with the greatest
efficiency at a given moment. A detailed description of value formats, value passing,
composite values and other uses of values can be found in related patent application (3), cited
above.

[75] From the LNV of a first node, and from the LNV of other nodes related to the
first node in a subnetwork, a Composite Node Value (CNV) is calculated. A preferred



system operable or accessible to a human user for nonitoring and control.
This approach allows a adm nistrator to nonitor, |og, analyze, adjust and
opti m ze wopanat7es aspects of a network system Past, rec@ot/usnai4s4 r ent

performance of the network is provided. The network can be automatically

i nst r ughbsignt dfehe iBOARIINAISEDHorANESER ciENS t©MANRthPERBEGRIont T RELNVI N
accordance wth nmeasured paraneters (e, based on the CNV and LNV data)

to reddeNV dfaveaymode st die subnstwerk aﬁma%édﬁaith thsl frstuegdourlbe preferseies,  or

ot her i f i i ! i -t o- peer
Vel e SaTRARER! s B RPRERS e dpoth REL I FEwed LRATRSDMTENY BERL

syst enwhamthgenined are psskd WheéitfcRASRQIsubnet wor ks are created, an FRP process
has in mation Qn _the best node tq utilize at_any_ point in tine. The
"best f?gije" ey 6% ferREes aprefSyrageringinnent s thalfbe nonss| geitisa dig e theisy

provi asid

et or rong R SALEPaH TP 1Bl AR B PR P el OSToRe BrEmnfig

per f orsysteos operpble vwe aenessiblSitorh hamay nsarforiRbhitosingvead eontrolb &dtis appoesh f or

routing,or other. utiljzati.on in th FRP' s spubnetwork, allow ng . for faster
For out HIEg SO R SRR olpE DG AT PRAEE SFParat SBECRGR 3

i1 | ust itk sstefl TR, fdoeht Al cArrdsi§lerfofhfich A€ frediebPb@Ns hovaddiowng user to
set-up a DASPO. [79] In Fig. 3H, the features discussed above are shown,

i ncl udigtgorkhean bs euiomagiodlysinstrimekbyihe consobe (ontaothersysicmeer frocekgrtoract

subnetwor ks_. Ar 120 is used to set subne ks, e 2 1.s ysed to
dor 1 neltiey Gtk S Ra BiEEna s 5. HBsa S BRSNS LU R E iRt et s
and t odatd transf@s tSBE bé ae@ifuble/reSalress! nade, % bthet 06mp&ontNTRUIY Bppoach®@]
Anal ysis includes npnjtoring and adm ni stration functions. ers can view

r esul tdstabutedducrgihicaly peerclornegr vtlne satheringdaeesntrtcopale providse sffisiensy st em
corrporkﬁlla'éfl cura%rsgﬁ%?ﬁaﬁfaé%&g. Various adm ni strative functions can be
an

per formed suc S savin nodi fyi ng configurations, scheduling events,

[ 81] HGOUI consol Waen DA SPassubntyweelss @t created) ntERB provess uséalfotmativalqn di r ect
net wor optim zation and manage the adm nistration. The consoles are as
follo ‘?bi%“9@9@él/t’é‘éﬁ?‘s@ilyﬁ@v}t@@?ﬁiifélmgé%Poé%déal?%tqeﬁﬁswﬁivs|ﬂ@ the G aphi c
Virew Gang atifizedhoddOBY bPSviéAR 8 Yisbattvie otisQ&t¥n Mot hg. 4A
illustrat es} %ehe Nodey?i s‘?i ng (%(ll)ns?ol"lee. (fﬁggi ml’%g%N%‘géencL’l és}?%gp{g%ﬁgssocl@é

provi distermind midepwhizh] ifréwged o, would provids ovérall spstem parformance

improvement. Similarly, an FRP is aware of best nodes for routing or other utilization in the

FRP’s subnetwork, allowing for faster rerouting decisions and improved resource utilization.

[78] Fig. 3H illustrates a screen shot of a user interface display to allow a user to
set-up a DASPO.
[79] In Fig. 3H, the features discussed above are shown, including the use of pools,

FRPs and SLOs interconnected to form subnetworks. Area 120 is used to set up
subnetworks. Area 122 is used to define interconnections. Area 124 is used to provide

details on objects and to allow a user to easily select objects for use.

Analysis
[80] Analysis includes monitoring and administration functions. Users can view

results of node data-gathering which indicates the performance of system components,
transfers, etc. Various administrative functions can be performed such as saving and
modifying configurations, scheduling events,

[81] Four consoles, or basic types of interfaces, are used to help direct network

optimization and manage the administration. The consoles are as follows:
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of the current |oaded network configuration, as well as the current status
of those nodes. The console is also the location fromwhich user access
can be newegawd3476i f f erent network configurations can be ®arasoan®34 oaded;
backups can be initiated, and Wzards, or automated assistance, for
redirectors and Pyst eRbeEVRlingbbRGIs (SLCs) can be started. [84] Fig. 4B
illustrates the Graphic View console. [85] The G aphic View console all ows
users to visual |3 i de@taphic Vaw Gansplsul ate the various nodes, pools and
connections in DASPﬁgn%thrk i’ﬁ}n an easy-to-use graphical user interface.
[86] Fig. 4C illUstrat 8" e ®Bi%i tor console. The Monitor console is a

real -tinme tracking fHgtd BIdoat CoBsvseir es the avail abl e processing capacity
of selected nodes in DASPO network to hel p assess node perfornmance. The

node il8%br mat i onFigs44yilliysiratpe theiNode Leipting eonseleaph or bar format, and the
data c be trac : for . - ef : i

consol |gg]can provi %%Né‘%%l?fgﬁ(ge %)lnfg&grpfééri‘%l&%s?da% 8??@&%\%63%1%%h0g§%2%ﬁ#g%)%n of

i nf or neftthoourrdn® &aded getwdiX ¢dnlfigatatiah.es veelb@rthe surgena platus fof thvae Moddst Dhie
Console. [89] In _the series graph, selected SLO and TLO nodes agppear with
st at | sY9PEQlP 18,alpQude locefigign Shiebusaraposa e %@éﬂ%&edwlgfwhnﬁ?wgﬁ%m in time.
The St&hﬁgﬁﬂaﬁ%s YA iGal&f dnRqbstel Eacktbd &Btbe,i{n%féd%ﬁaﬁz%}/dso{m dfismAgge. The
hi gher t val ue, the nore processing capability is available to be

uti | i zassistacd, dovredivertare andhSysten ésvelrfOeas ($rQw dambelstattérht has a | ow
processging capacity,. .| 90] st . nodes ..t hat are selected to be nonitored
will a@ﬂgar int '%é‘ius ‘%tﬁil;ﬁ‘.e Gr"l*ﬁiugild?‘ﬁﬁﬂnsﬁ forms identically to the

Ser i ey 88| aph. [ 9fle GROnReViERNbAkle SN LIRAS WiREI ﬂi%nﬁfyae{tfd%ﬁdrg%ﬁ{%‘t‘l?eg of

SLO, ) and Host nodes together on the sane graph. This gra perforns

si m | avaripus poddscp@dy indscoanedtivheinHoRASPEY radwierk ih @n adyi-g-us¢Eraphiaabuseat es a

bal ancletegtr aeoh of the Monitor Console. [93] In the bal ance graph,

stati stiCar-differences between the nodes is shown. Exanpl es of types of
di f f er[gspes t hatFigasC BRistatePiha WNhitod ebhiibee. AN MeLitor\Bhic1e & reABgkinBUM

m ni mum et c. These variances are shown visually on one or nore bar graphs.

A | i stiraskingfesqpyephatonearugs thepvaibmis npossingpapadiaist sclpeipd nedesya DAHI@s can

b I ' : j Seri
ond "t HEOE BRI, Bt e Rotiafle DML RIRARPSUSIREISA Ry D Sal ance
gr aph grajghes beo forapnead thddan canexedk&eandsived fedhgetetererc84] Bef ore node

statistjcs or balance variables can he displayed in the Mpnitor graphs,
t he ndg to be B’lt‘gcfoﬂi?é?camﬂrgi’ldﬁée‘éeéﬁ gt SRt donyigid wo sel ect or

fi el dsyrédenfali®n of information.
[88] Fig. 4D illustrates a series graph of the Monitor Console.

[89] In the series graph, selected SLO and TLO nodes appear with statistical values
from 0 to 100 for each node at a given instant in time. The statistical value reflects the current
load capacity of the node. The higher the value, the more processing capability is available to

be utilized. A lower value indicates an overworked node that has a low processing capacity.

[90] Host nodes that are selected to be monitored will appear in the Host graph.
This graph performs identically to the Series graph.

[91] The Percentage graph measures the statistic values of SLO, TLO and Host
nodes together on the same graph. This graph performs similarly to the Series and the Host
graphs.

[92] Fig. 4E illustrates a balance graph of the Monitor Console.

[93] In the balance graph, statistical differences between the node§ is shown.

Examples of types of differences that can be displayed include average, variance, maximum,

minimum etc. These variances are shown visually on one or more bar graphs. A list of
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bottom of the Mnitor screen shown in Fig. 4E. The |left-hand selector field
132 is used for adding SLO TLO or Host nodes. The right-hand sel ector
field 134wo93038684 t 0 add bal ance variables. (Note: the ba&Carusez/v@sd abl e
selector is not available when a M xed Series is selected). [95] Fig. 4F

illustrates,the Hi st Moni r - &rd bafek@d usi ng
t he I\)?)Vﬁqu“glf bf‘%ﬁ?%‘(%jaﬂ]eé c(%%{p})% %Je(r?éecgle %%@aap@%‘g?gﬁ%\% ﬁ%%@ﬁtag?e reference, in
a | ogihbisefles At the 6t frapieincihaidysteac Entereite annhitd:. MitehetithatBatange gtaphe usi ng
t he qulstor% Moni tgr cg/gs%{jse. . Tgseqe?écstory Monitor al so provides a variety of
f eat UfQSS NOhBAPCAT WENL2 SUFEH> ARE “mani pul at ed, di splayed and conpared
in a yppiety ofg g - pablb6 varidb1&Y AR bedplgEd Ihe MdHiREY Moni tor
featu e!i nodes ]r?ﬁs%é;“?&reggt%]gﬁ@%ogtba% gnd trackeg ugi}hﬁg the Monitor. For
mor e prapley, iRt icdls tesleembhitiredmudivsobeseldeped} Thitre akd tomelechsdictdsiet Breovi des
several graphs simlar to those des ;Letllb“ei ab ve f%rglmlygggdtﬁg Consol e.
[ 98] WHHPEEI‘SNOWF_E’T&FH F}}ﬁ’(‘,"f“l}& ég'a‘&g P @'B?‘E‘Sﬁ*?f(x}% itfored SLO and
TLO %@&‘ésp@?@ﬁg orims%ngde%lpfhéiﬁgiﬁl}ﬁﬁ@ sdlec@bPfida 3L & usv@tdgid Balaiee 0 to 100)
for each el ected networ node at a given instant in tinme. This

st at i sdriabids. (Ndterethe bilbeastsiriable stloetdr isaohavailpblsrwhens Mi@d Serishis hi gher t he
val ue, 1t he nore processing capability is available to be utilized. A |ower
val uesl$dtcat es an overworked node that has a | ow processi ng capacity.

[ 99] Mgljli tored Hggshp@p@k@lﬁtewﬂdﬂi@mMorﬁmr.t he Host graph of the History
Monitor. This graph perforns identically to the Series r%?h. d[ﬂ%g{)‘% The
Pelrce[ﬂﬁdt]ge ErapTLO rtegémﬁnfﬂ@ra}e %?ke@d‘lsg’&@?)mgo’f AUHHHEEC tB’EFTQﬁ Sti(r:]
val ues, 0 an S e Kol d grap
per f pf‘tﬂ’_éed’ f"’&gﬁ‘%lf%%?ﬁf%“% ahlgg gger ?gissolg.gtg ‘Egﬁaéloﬁoafsct gsgsjr aphs. I?%_l]a Th}i

st at i §ieGRingdhé Hetteyadenibeicosei. The HisdnsMonite: alavpoedes a vardtaote,

maxi mum mninmumetc.)_ can he rreasureg,\ﬁgn t he bal ance gr.agh of the H story

Nbni ¢ Graturgs thes alfowsrsagerkaatate bs BaHBMAEdydiFp AR CAMPRE 4 P SEHEY O ng appl i ed
by a HERlen: WIS 96E@PR &@Q‘?@ﬁ%&h@ﬁiﬁ%ﬁﬁo%ﬁtﬁfén@&g nif3€ fik#0Bé s@rpph in the
emeEen“terB’ tor. Note

i Syst ri'se noni at the Balance graph does not appear
when andMrxekad Seinigelse Moniied. Eot mdre ihringiGB/se8MpBitoPCIO802/ 14034 [ 102]

Before the node_stajlistics that have beepn captured in the iLor can be
di spl &4dd in théﬁlﬁﬁalftB‘F}S/M rtp59V1§?sa85ﬁ%r?P%fﬁﬁl?%%la1§%r E"gh%sg dﬁo@?@r ed nust
first SEr 85t BnitorO6EBlcAr € two selector fields at the bottom of the
Hi sto?lg&l\e/bnirtor S(l:nr?aren of Fig. 4F. The left- hand selector field 136 is

used {981 addi ng T8e®listotyOMonitegeeludesdessries maph MorEe HatrredPeersf Tl el d 138
| S S e adsappet. PRl TR dfidyRR siRisuddMOhse (R W' BOF for YR RRefatRbRELOT 1S

node at a given instant in time. This statistical value reflects the load capacity of the node.

The higher the value, the more processing capability is available to be utilized. A lower value
indicates an overworked node that has a low processing capacity.

[99] Monitored Host nodes will appear in the Host graph of the History Monitor.
This graph performs identically to the Series graph.

[100] The Percentage graph of the History Monitor displays the monitored statistic
values of SLO, TLO and Host nodes together on the same graph. This graph performs
identically to the Series and the Host graphs.

[101] The statistical differences between the nodes (i.e. average, variance,
maximum, minimum etc.) can be measured in the balance graph of the History Monitor. A
list of available balance variables can be selected and applied by a user. This graph appears
beneath the Series and the Host graph in the iSystem Enterprise monitor. Note that the

Balance graph does not appear when a Mixed Series is selected.
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when a M xed Series is selected). Optim zation [103] Part of the

optim zation process is acconplished by redirecting requests and

connect i OW® 0340847541 Functi onal Resource Pools. This is achiperasousiony data
generated by SLO nodes, which conpute their own statistics and broadcast

t he rifqéits threugh . the, ReQLSisticslitd Ahve bded ABMir& inithPh8ARGaRBer edi rection
is aval l'able to every application 1nplenented in-house. However, there are
many [displaped keihe Blistpp) Moaitbromaphanttic abdasdo be numwitored mush Siset be wpleeied.code

cannot - -and probably uldn't--be altered. .These types.pf iications
el dbene Bus vareiorAr Rt oB of o sty IR shieR B e, 4 Ul 16

reque dsegéb‘i‘orcfm&'?% {sQik&d F&%Hdih%!SﬁG?'I?L@oﬂ_ Mo n6 Q8P TRX rigleit vad kelsyts: em
specific objects nust handle redirection inside each class of calls. A
pr ef erfiekil 3&nib astdoradd bhlanbevsiableer®ote fierhalance vrrehle slecter; aet ayatighle
rediregti ni/[HT'F{P- requests, and OLE DB-connecti ons. However, other

erbodiReR £ MBS SEHET By e5PEM obj ects in ot her environments and on ot her
pl atforns such as HITP in Java, DB in C++ etc., on Linux, Solaris, etc.
[ 105] An HTTP Redirector is a Wndows-based application (HTTPRedir. EXE)
capab|Qptirhizatiori vi ng HTTP-requests and redirecting themto a sel ected web

server cordin t one. pr f I i i A= ToW froma
R L e P e o e A el S T

| og_d- %bﬁiécﬁ%ﬁ§ﬁitﬁiﬂq31ﬁn¢ﬁbﬂaliRiebduirc}e Ifdlotlv.ﬂl‘hh;e'?] mﬁe\&dmﬁggsiam'glﬁnemfeﬁéxyt i \é ]el y "
redirects the requests transparently to.the requesting client. : e
HTTP Ra&-nedasowhichpopputedBelr PwnaﬁaFlﬁt&Séﬁfi%wgasﬁ egg%ﬁgppgﬁl ‘i&‘F?L’%’gs ks. Its
i nter on W thywclj : V&liSn ders 1R&rd t' s | ocat ed,
t he pgﬁ‘hi t's uZrlhﬁlig{ﬁ?éflwg?igeiﬁ?ﬁg&%%ﬁt&%e Ii{ggk@egﬂﬁeg}ga on the accessed
pages implehfvatateh-lvasy Elosveves theesare egay prerpacksged/anplightidngiang objerts ent

sessions, etc, mnmust be handl ed by the adm, ni st r.at or 1 E
DB- Co rfABEIIE USRdd1Vate eFWt'&%W%bﬁ%oﬂg@té' eiah?rgg'aT%%%\l?\%&bas ed
exec ma?ﬁl'ic%ti()&*ﬁ%@%é‘b- EXE)s anfitiOMOSHj&%4. Dife 18 BhesdiFfereiepfuicofedquests t he

| oad-statistic of a set of database servers and to_supply a predefined
connechi oonrskctipmothetrkeplponisi anymipdex thsworkeysteme spagificeiiecds wasthspdighen

requested. .This.redifector. object eds t i it - the

dat abd® re§@9‘é?’§?‘{e1%8]? 8@8‘?%?“%" pﬁegg %@%@@oﬁﬁgﬁé (%Ptﬁ[ge %Eﬁ?(%{e f|?t(r1)%n be manual |y
st ar t gfcjoGEdbicetsMbr %@M@HW@&*@&%&&@@E DBtéosnédtiohs| HeweveFother
represents a difference to commonly used, autona;%g?ns rvers that are

aut omeenibodimentaean srapley othsbabiests Brdtheregyaepgentp Platder as
depl o . and _iRst. tL.an ces ists of five main stages: 1.
Sel ect dgéﬁafq%’rﬂgé@:dﬁ %C%oi’ O?Irifgrp‘%r ?%1?? %%ltcs _

[105] An HTTP Redirector is a Windows-based application (HTTPRedir. EXE)

capable of receiving HTTP-requests and redirecting them to a selected web server according
to some predefined selection criteria. Starting from a list of web servers and a selection
method, this application gathers load-statistics and availability from the web servers and
effectively redirects the requests transparently to the requesting client.

[106] . The HTTP Redirector can be used in different ways to accomplish its tasks. Its
interaction with clients and web servers depends on the place it’s located, the port it’s using
for listening and the links defined on the accessed pages at the web servers. Issues regarding
server affinity, client sessions, etc, must be handled by the web administrator.

[107] OLE DB-Connection Redirector is a DCOM server packed into a Windows-
based executable (OLEDBRedir.EXE). This object is able to keep track of the load-statistic
of a set of database servers and to supply a predefined connection string corresponding to the
selected database server when requested. This redirector object needs to be alive to monitor

the database severs. Therefore, it’s necessary that the application be manually started once
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2. Specify server general settings for each node 3. Specify file-transfer
and renot e-execution settings for each node 4. Execute redirector

i nst al | atwor3ps4eisedure 5. Configure the installed redirecter/Uystdefo3idhe
renote installation mechanismis built around a Wndows application

( RSL up. LL{ark i : ved to the
tar ggﬁg %lggtgﬁ%%)rh%ggp%ﬁeﬁﬁ% gfflfeg%{égH é}%{)}m&ﬁ%&mg?%?%ﬁ%oﬁéiﬁg%ﬁg? mechani sm
| aunc he®niafiealiystiahtedupomclznoeemssts.on t he renote node. For UN X/ Li nux
platforns, SLOw Il he installed as.a E:ﬁggon. For W.ntdo - based pl at f or s,
SLO will#8lpe i nstl&eredregtor deplaymendand istallalon BIPCPSSGoUHas of Ve RE™ st art up

f ol dertfgg)%.] every user. 1. Selecting nodes for redirector installation [110]
Fig. §,§ shows the Redirector Deploynment and Installation window [111] By
choosi ng the cortr ol 'SeBet eates FarredifestoainsRdkior ce Pool " a |ist of avail able
FRPs appears frémth dr.%g-down rrenllu.tt."Adg %ggjgreetor" all ows the sel ection
of the |P addréss fOPCHDNSIETERATEMISS B “qetiYated as a redirector.

"Modi fy Redirector" &bansirtrandh sid Réhoeetectfosetiigobf eglinede so that a
different node takes its place as a redirector, or a different type of

redirector (HTTH. or BiBpcuts rediusator indiatiehian meerduEt or " renopves a server that
is highlighted hy the,user fro nt and Installation w ndow.

[ 112] " Change confi g&oﬁ%a'tﬁgms%agd{gﬁ{e%é}égfal |l ed redirector to be

confi quggd for 3R reBREnNMtitON MRcRariee s ndlt entued ad¥indedisrppitcation and t he
file transfer and execution is, conplete. "Inﬁgal

S . | Al .the Rfedidrgctors" IS
sel ect(REL@Seap Frodendirspbobauiliasy fles fhat are acipally maggr ta thedhregimodp & r ect or s.
The | || .0p ' . iR A Sin SRR prededd W ndow
wher erhseﬁgn? Fh%r%g@trﬂtféﬁdhg%g%% %@? {hre ltetglle{r:}%?%sor ;ulﬁ ?‘gg cagl1 conmence. 2.
Speci foni therehity 86dBOEUNIXSaht plgforiis] ST OGmitleberinsieldedwmeeddsmen. Bl ect ed f or
redirector installation, the Redire rs Renote Setup.w.ndqw gpens. [ 114]
Fi g. SHndpyerdasesiriatiors. ﬁe@iwlﬁi’@d?%‘ﬁfﬁgﬁﬁf‘ée%‘é%rﬁﬁpﬁf%‘& ."lu‘%gl 03/ 034754
PCT/ U %jhgp fdrlal, JiBe Redirectors Renote Setup window is used to define
t he oS’gra fiﬁgd%éyét e?nllyu?liel e-transfer and renote-executi on nmechanisns for
each node. (Noded. Selectimgfredeetbr redigstormstalleti@er vers in this wi ndow. )
Selecting different file-transfer and renote-execution nechanisns wll
activate corresponding tabs which will appear behind a CGeneral Settings

tab, O[hﬂgussed bigb O sHOVRSERe REMréBRDPpRYnic@e bihd Mistdipasaivindownf i guration, as
discussed in detail in the next section. Changes to general settings are

refl editd i n t h8Y ¢hoosiog thaepsro] 1SelgsbFunctional Re%ource Pool” a list of available
FRPs appears from the drop-down menu. “Add Redirector” allows the selection of the IP

address for a node that is to be designated as a redirector. “Modify Redirector” allows an
existing node to be reconfigured so that a different node takes its place as a redirector, or a
different type of redirector (HTTP or DB) is used. “Remove Redirector” removes a server
that is highlighted by the user from the Deployment and Installation window.

[112] “Change configuration” allows the installed redirector to be configured for use
once nodes have been selected as redirectors and the file transfer and execution is complete.
“Install All the Redirectors” is selected after nodes have been chosen for the installation of
redirectors. The Install operation takes the user to the Redirectors Remc;te Setup window
where the transfer and execution of redirector files can commence.

2.  Specifying Server General Settings

[113] Once nodes have been selected for redirector installation, the Redirectors
Remote Setup window opens.

[114] Fig. 5B illustrates the Redirectors Remote Setup window.
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| eft-hand Renote Server field. [116] Note that certain restrictions apply
during this portion the setup. For exanple, DCOMis only available to

W ndows pwetoBos4t84 | n sonme cases, selecting the option "Neagusot/otn3an
operation nechanismis useful. For exanple, if the corresponding files are

alr eagfe P! acedrhingyd ds%ﬂo%s k@i’ﬁ%’cé Setfly RERN Y Rsd e¥Rhe i dpRBtink bysim because

conmo ives are use e execution is required Speci fyi ng
Fi | e- fitefdgdsesr aﬁ@ﬁbnﬁ&%ka:uﬁmmachmsrﬁefot eanpsnode I(Nodee prerrdfengd émast he

file-transfer and renote- exec SB hat were selected in

pr evi BgBoks Ie5vers BrisgVindpy e S¢ “tl%g’g&a%‘gg!ﬁ |aﬁﬂ rgn@gﬁéfﬁ%oget tings tab.

Each e%f?mg_%% ‘Rﬁl acﬁG%ﬂe‘éSEeﬁ%'aﬂqﬁlg%{g*%&m&f)whh@pﬂegﬂ%iﬁm Gbierl Septiigsg on the
S

t ab. ows t er Settings for file-transfer protocol
(FTP) tdbamscﬁiefd Isedd i Tigse new tibseas pewire yéparate benfigarpions ey disgnssedrid passwor d

(if appllca e) and the FTP destinatian directo anonynous
user ndfgll inthemigst seption. g;hf‘%%ﬁisé?ﬁe%ﬁr Sgiupes Trff%é Wéﬁ%sfﬁﬁ%g{i% fﬁ?ﬁlg

desti HAekeMberggthe redirector files will be transferred is

r equi Ea{&ih%ﬁs owneln I%I . 5D. By default, the files will be tran?ferred to

the {ef@ult r emoteethsL@rtam ngefrictigrs pOply\Waing G prtiendhe sesep- ot GBI G i ve to

t | .n Fi

SE TGOV GRly e ot § s rgateEins o asP FilbetfEtno B e 1 T 0
shar ego@3inQperaibs nit8hymsds 1@&Héﬁﬂﬁlﬁm%ﬁiaﬂ191@ﬁl|flthe <(oatespommg filek apecilesdy. 00 nmon
functionalities, such as map a network drive or cr atlg%l](§ ew f ol der

are i placedienia npds @ue ke PlfelVlQéIStﬂFt@FﬁE‘fTérmSt@p@rt%?P?‘bgﬁé’ownc >using the
current, user.cre ich neans the current user mnust have enough

ri ght S2P, 5615’8}%%(?9&{%19& mﬂg@l ons. [120] When |aunching a renote setup using
the tel net protagcol, SpeciftmyFilé-Tramsfer adRemotsetxeantormneitipgssword are

requi red. The Renote Execution Folder points to a local folder (on the
renote server) where the setup files were noved during the file-transfer

st ep. 1] Redi I dSefnbR-deBMorShethahinRtRRN N a
redi réifﬁr for hj Eﬁﬁﬁ%wgigsﬂyt%g%@mﬂ@k eF| g. SeG |ci|ustrat es a portion of

t he uselmﬂedhhepsrbaloes §tops, pnepEmpregesy hab&jappem'sdvﬁhmdﬁﬁwaﬂm@g? . Each

PCT/ USQ2/ 1 ;1,22 di rector Por.t t r used by

the rédfi 9"@3’["0@0‘% épﬁwgﬁ ﬁ?—i‘ﬂ."fﬁﬁ § %tﬂ%e ﬁ ﬁsgoﬁgesa&ggﬁl\%eb servers

tO i %%Wr%@er@étﬁﬂ%@ R MUSRRSTeE FrofRBNETP) tab| Wmﬁs&tﬁﬁg@mnmgemﬁraig thhi s port
e used for the redirector if the redirector wll (?ﬁ%rform ng as

a web F§§’rusemamletand passm@ui (ibapplicablaband the\BTP dastipagipe daﬁcﬁpliyc :ﬁ}i At he

|istenin on o ort g_i ef Hﬂ' irector cannot coexist with a web
serverd® H’t 81r % %g‘{sgegl i stening through the sane port.

The Chiggdy It ! leﬁé?ﬂuﬁi@’ SIfJO,eﬁlerhﬁtnahb‘:efoSdﬂrewlteea‘:lthpmedlrector files will be
transferred is required, as shown in Fig. 5D. By default, the files will be transferred to the
default remote SLO folder.

[119] When using a shared network drive to transfer files, a Destination Folder must
be specified, as shown in Fig. 5E. This folder points to a drive (local to the target node) that
is shared along the network and mapped locally (at a central point). Common functionalities,
such as mapping a network drive or creating a new folder are included. Note that file-transfer
operations are carried out using the current user credentials, which means the current user
must have enough rights to perform the operations.

[120] When launching a remote setup using the telnet protocol, as shown in Fig. 5F,
username and password are required. The Remote Execution Folder points to a local folder
(on the remote server) where the setup files were moved during the file-transfer step.

[121] Redirector configuration is the final step in preparing a redirector for use in a

DASPO network. Fig. 5G illustrates a portion of the user interface for preparing a redirector.
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nunber is available, nmeaning no other |local application is currently
listening on this port. Wen configuring the redirector fromi System

Ent er pri swp oshat7€heck it! button is disabled. [123] A Fumctiusnzl40Resource
Pool is the source |ist of web servers. The SLO Address field refers to an

SLO-n i nstall Lh _on

Stati @‘?’ﬁl:s W | IA eapEetor g‘?ﬁ(ﬁu I%grhﬁeon%? %%&1@ I%Eg teaggdnftéag)g&f)ﬁgm

| ndi Vil TD reqiébts. betISQ\»I@uéeﬂeby Wétsderwadrs @elrsmramdfbryomu rewSti®tmoetmetthe Get
Servers button i s pressed. [124] The Se %gel ect#tg taxﬁ% Q&ect s how
ser veltds mcemwnéequa th@rpoﬂéﬂmiﬂ@épPB?Pd 0 CoR & thg &t ver with
Best ?ér L Sﬁé ?ss by Ldbva, 7P Bl %o hée lfﬂa?BnlyNi’k%p{)l tiofk caﬁﬁé Mi§knihg not be

sel ec aﬁoesn t con e req uest ed” ob ] ec even if its turn has
Come oiPond port,ltBdbloecthi @dfthre[:fbi B}anot boeschst wfitheelels sarvarron the saireednapitesril

d di spl . Th hat
£ ansbetbiagnlisteuine Sraehvph saer ot e gohepl B voF i i e AFIAPRCS Lo ng
the dj k&%ﬁ“?‘ﬁiﬂaﬁe m ﬁgﬁ%ﬁﬁr RRLEpaeatMlis @Lﬁreﬁﬁl‘?ﬂi\éﬁu 1 Gelh@éciced web

server rom renoved sérver is not be included in_any further
redi r Sdnasonfigining tk esliresir fressiSystem Brierpise, tiecGhesk all puitenissbisableds from t he

list The Add Ser n add ew web Ig The Modify
S_erve[ 23t t on qchgnaﬁlfﬁ@s?}gp%ﬁ%@& 638?1%131%&&@6% S%R{e%pghée;vber in the
list. Ah&ﬁe@l £i61dRERfab LA G Ehe 1ﬁ§ﬂﬁﬂe&ﬁ1&ﬁe@f@@%ﬁ§ﬁla£belpﬁglhg¢b ihatpoola

W ndows- based executable process called an " %mdglﬁfy;eﬁl on R d| rect or."

Thi s Shitisti¢s Wil tebkieved frewpm singla SkOoipsteatof] aé]é]éigétl refgieygfhe
dat abas erver t t
Cor rolaEhE ot e U ORBIRe GRGRLE basHicoRARE! 00 St et S mhi o

redir fﬂzﬂ’r obj eqhe SBMSF SEectst Metot dirseinhow sertvies adasedrasdfos eadirestion.
Therefore, the application _nust be nmanually ted once @ne @F{)ed Thi s

i s di Cheicenincludemvesbravorer yitidRast Sisstifsor ha EBPWﬁ{gblP}%& 1o O'aebtat i cal |y
activated .u c b tids Yurg h9t Bthé
conne€? rn1s§1§{1be Jeie%%td Fﬁgygﬁlcgcr?rr\%%lglﬁlgr{éﬁj tggtggj&t g{(:,*(\E/ﬂéﬁoper S creat eg% renot e
I NSt afgSedircdtidg. red| rector and request a valid connection string fromit.
Using this connectio

rin hat the.b st il I i abase
servell?y sel eeAt]éﬂC’?Y"@ /a(yg &‘ﬁ@%%’fﬂﬁ’ %ﬁse%tﬁf—%é
Redi r g6lQ ol ﬁ%}%l BYLadid aleﬁaﬁﬁneqeesehw iy Gan S-hdded 2QnoFeeoFunct i onal
Resource 00 ea 1St

e source list of data base servers. The SLO
Addr essodifiel nisntgﬂhe disptayedlistSbeietwovie rS@tealed buttomremyes p selseted §iut er s

bel ongi n ol . Statistics f i nst ead
of asRFHi g %‘ Q‘?Hﬂgﬁ?eyr.em%e SEY TN B t?? dtew%gyst‘l(Eel‘r")[\E/QeEr}sc'ﬁ e'rag!r)rli?t'EIIWOSLO node
the CgijepSAMRES L bhAsh biSad Al Sedtervers from the list. The Add Server button adds a

new web server to the list. The Modify Server button modifies the parameters corresponding

to a server in the list.
[126] A preferred embodiment uses a DCOM server packed into a Windows-based

executable process called an “OLE DB-Connection Redirector.” This object is able to keep
track of the load-statistic of a set of database servers and to supply a predefined commection
string corresponding to the selected database server when requested. This redirector object
must be active to monitor the database severs. Therefore, the application must be manually
started once installed. This is different from commonly used automation servers that are
automatically activated upon client requests.

[127] Instead of directly assigning connection strings to their connection objects,
developers create a remote instance of the redirector and request a valid connection string

from it. Using this connection string guarantees that the best available database server is

selected.
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[ 130] The Server Sel ection Method area indicates how servers are sel ected
for redirection. Choices include a database server with the Best Statistic
or Round WolBn3f7ashi on. The Dat abase Connection List di spcagsozi4ost of
dat abase servers and connection strings included for redirection. These

are t h@28jat abaseTlseHTEP RetiltadtonCitiguratluai seeeeh iesho®diih ¥8¢ GH. connecti on
Itens in the list can be added, renoved, or nodified. [131] The

reque | |

Rem)vz[tlz%]l ect ed big ¥ewrtipeghigsauresRoalareads the squrcs biskef datmbrse semarsi Flgm  t he
list. I t,i j i i r i tion.
The Res-r?ortgé %i i gﬁghdfr?%gselﬁsﬁﬂsg“e%%? ?)é)ltrng{r?ggée}ha dg gt}mec é‘%%\ré% rO 8%@? ﬁ%%%i st. The
Add DBocbrfitaitsticoarehetrivonl faclds singld 8t liageadostiusieag irahividoaliyh &olretgieve thae

Modi fy. Connection is use o _nodi f he paraneters corresponding to a
conn_egl{SPBBffqrﬁerf %8“1 t?‘%tgiO[li"é%th%}@Eg%V r_Sﬁ?BU‘PI? S@%esSehs are intr oduced, a
confi qua@ti on camdSriRdRicetoR ¥etldeRed Qi€ he¥ sBelORe sG8lEEkdNg the

operation doesn't nodify the current configuration. [133] Arter clicking
on t haeditretipR Caiessdnélode bdatatmse serher vOitle thiedB @bStatistici xR oudd Robin fashishown i n

Fi g. . i.s di-al og_ .al L ows. a, new.. connection to a database server
to be%@fﬁ%@lﬁse @%%&?PEW@EP%F@%& ‘ﬁgbﬁ%eese_ﬁv e&%ﬂﬁé&%“ﬁw&s g and the
name dhclhdl Herdection. YBEde afhe@RMIBESE JePRrSthhi MABhERRRE e ect 1y,

| oaded froma Universal Data Link (UDL) file or edited using the

cor r eSPBRRITIAG reqpsstenitama invihe lishrmdetadded, semovagsormedified. manual 1y or

B _ sd. manual | |
Cost i MBe, port ofRasrrine s b gy g s el Sl GRRn Hhel Bl “bou 1

checkeélik lisEh€he teisivied gompicob@sis nat neided it shyofaftHerdedidctibAS The RRABEGE IAGIN USi Ng
t he gi,ven conngcti on string. Note that there are situations when

135
testi PYHAN EHHHTE ] THHVE @E§Hm%e°ﬁ[ﬁksefr]%1§ﬁ§‘?el.is'f- The Addd¥ Conpprtientbryiton addsraect or
> ; e F et
and 1 g2l aARERAY e IR, eﬁl{l@lﬁ%&iﬁg I[lﬁg COhideRbs ﬁtusg&) %Bglg g@g%kirﬁe%ljs ons

requesting a connection mg ses to reac e sefvers and
t hese cafrespadingdo alsennectiowianthe dist he redi rector. [136] If the connection

et & THAL File. dvigeal sadibafions AenroGised prooabegetor bt PRASHIY or | ent ed
to Se%_f&,@iné@]ﬁe ORMbutioh! €sncelldg f\ﬁ@_o?éfagéﬁaééjsnagé #5084 é@x@éﬂ coﬁﬂ%llti(ﬁ[mt her
h d i ng IC

possibility is to select the Edit Connection St utton, opens
t he D&IBILI nk PrAdirsclitiking o tieoddE PBWponnectivmgbut®l, thiireatd Cahoertioont ai ns a

At or CTASEs B R SRTe SF B g H YR R S Pt Reb iR © PR APt  he
r esul td BgdeRAeChn®ation pirificiets holaded comication SARE bidBleiheHrhO@rvesthown in
Fig. 5L, which _identifies the nane of the provider, the paraneters and the
setti 1f or sediieicoynectipyystrigg can be typed dlrect{) , loaded from a Universal Data

Link (UDL) file or edited using the corresponding system dialog. Connection strings can be

manually or automatically tested before saving to the current configuration. Automatic

testing is performed when the “Test database connection before save” box is checked. The

testing prbcess attempts to open a database connection using the given connection string.

[135] Note that there are situations when testing a connection doesn’t make sense.

This occurs when the redirector and the database server are located on different domains.

Applications requesting a connection might use aliases to reach the database servers and

these aliases can be unknown to the redirector.

[136] If the connection string is loaded from a file, then the file is selected using the

Load Data Link File dialog, shown in Fig. 5J. This is a common dialog oriented to search for

UDL files. ‘ '
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shows a confirmation dial og when security is turned off. The identification
confirnms the settings nade previously. To change the provider or the

par anmet erwQ oBhat78bdi fy Paraneters button is pressed to r@Cwusorowshe
system w zard. Security settings can be nodified directly in this dialog

by se ing dif,f erent seGul . | th?{n : Lhyi idhsspemge and
passwk)]?g} associ g[né’ t éo§sﬁng 6%1%3%%%{#.9@ t39 %Ftbdﬁ%;\ﬁ %h@t\%sﬂ’?ﬁ% confirmation
di al oghehA L sBCRHopEYiet Wintdey down[id B, SKn Hiigdiablgcootatms atviigadiha#llown i s

pressed, control 1s returned to the Create Connection dialog, containing

t he rasteptoyrgeridsfinitien ofbe PIOPFHIS-The process of nodifying an existing

dat ab connect | ' Yo 1HefinfHRQhRABE (R BRE [MISWIARE thepr evi ousl y.
To | a@f@;\ t he prég%glsc%aagl%connggﬁ%n ealt the Configuration Dialog is

sel ectadltiagdohition sinklislidagediBtoCocmdiematon Biatogoshaven iprlig sdd whidy st em Level

Obj ects [ 142] Before systemoptimzation s deferm.ned he-vakue of each
node F‘Een%’éé?s dgme Ofﬁhed%ra@fr&fv © PHFAILAS ?ﬂ%@f sﬁé%glfoér?ﬁ%ﬁ)," Fll%g | i gence
0bj ectfd acﬁanfﬁﬁﬁtiéﬁ BlaRESFh IOty 3 BASRE. NElvaEkifichiies eorifiitsithd gence

obj ects gather statistics on the processes and system_ |oads that are
gener attingsahadmmievioeslyefo duage thepeotidernathe papmetersohededifisBargeteRe val ues,

statistics. and node nformation is di ' b oL EQrpgndi ng
S e kP PLFE N W SRR el e bl e an 0
Usage thig ko oWyt liag dtabitstdueisy Gttingv@nt/oy nvdifyigthagenmpecand bytes
read/ witten per second, nunber of threads, nunber of processes executing
at t hpagswoed agspeisteddothepeaieetidengt h, | ocal response tinme and network

respo tine. t - o8 i@pabout the node,
node iﬁ&]ronrren??g'%%ggém%@%oﬁrg%ggég%@e\?@b',S can be inéll uded. Al so, not
al | offi4dpe |i st ¢d Fidaa,iontethesdK butiores gresbed, sertbliinreturded totthe Preate i ce t he
present invention. |In general, gm/gdie%pe. of information about resource use,
per f ofGeanessiodidlegesontappg hedpsuifeeeigliionge ysed. [143] As mentioned, a

prefenjpgq enbodi LSRNk OfstaRtdbA8e SomRestiodlincliddsdoteggnce
obj ect[is‘F1 all ed é[;%;bg(r)n&%eve °G jfg%t (SIS_Os and Transactional Level Objects
( TLGs he damesst¢psefisussed peeviaslyreln lausibdbe pragessha comeets depl oyed

. ; ; ly
por § olGHIGEIRRFER LiHPB R Tsesd g hn oty i CoBRtetsh sufB i s "Rl (i onal

responsibility of providing statistics for any servers where special hosts

—

(i.e., prograns that provide data access and security between an
appl i SysfepnLavel Objdetsabase) are set up. Note that a "host" or "host

-

conputer” can b digital. pr ENg. I r evd . e
pr oc eslg‘?z]t hat ¢ eaf%%t?‘ﬁﬂ oé’tlfr%aglﬁlgzia%r "d gé&g%n&é&nae@te\%% ﬁ@e[li?l% éﬁggﬂi’or e
syst ey, eRick B EdllecPtheSAmeardanay mitsligence bbjevial(1@s) afe dpbdyed ad®snast

DASPO network. These intelligence objects gather statistics on the processes and system

loads that are generated at each server node. The format, formation and use of the values,
statistics and node information is discussed in detail in the co-pending patent applications
referenced, above. Node information includes CPU usage, size and usage statistics of
memory and storage space, bytes read/written per second, number of threads, number of
processes executing at the node, processor queue length, local response time and network
response time. Note that many other types of information about the node, node environment,
node host, processor, etc., can be included. Also, not all of the listed node information need
be used in order to practice the present invention. In general, any type of information about
resource use, performance or other characteristics can be used.

[143] As mentioned, a preferred embodiment of the invention uses two types of
intelligence objects called System Level Object (SLOs) and Transactional Level Objects
(TLOs). In a preferred embodiment, SLOs are the most commonly deployed intelligence
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first be neasured. In order to collect these neasurenents, intelligence
objects (10s) are deployed across a DASPO network. These intelligence

obj ects gwDha3essati stics on the processes and system | o®d3/ushz14034 e
generated at each server node. The nost commonly deployed O is the System

Level e : { I I s froma
centr Sﬁ%btoiﬁﬁtﬁ gﬁ% iagg1 ﬁ%@es pt%%ﬁi%n mg‘?‘@ag%%@&%ﬁﬁg‘g% ﬁg%s%%%rﬂ?%ﬁﬁgt wor Ks.

| nst aklealdiRidHalciREHREIbIEY & f bevizﬂllig)sthtq‘a;tiss faranyisenyerdiwitbomnspeoiz! odts Bendows NT,

W ndows 2000, Linux and Solaris UN X.. Depending.. on thﬁ pﬁf@%fo "

conf i gEegamoiabpIgVide spfaasress 8¢ $heEely W?ww%&&%flw fata ?sf?ég}aelsleati ons

t ake I > Qfcc A @a&Yi8d, oPCOM

[ 146] uﬁ'hg%?entggtaé{rﬁ%? t|Soo(r% B?%%gglgﬁﬂggﬁégflg? gh%?{%ﬁgﬁ?&ﬁ%?g%s}{ag%?é as follows: (1)
Sel ectsbftgare pasgsd, thud dasper(din Spectidnyomdats sraeetwgdner al settings (3)

Specifying file-transfer and renote- .executi.o ettin faor_e ode and
(2) Eiﬁ‘lf'llr? ing t IRSIQTR SYStP QP TIEHFAHPR EAlRf qerfniller;l]’ ﬁ?h"@ﬁ%ﬁt??% liwﬁ%ﬁ 1rg‘l‘ﬁq;ati on
mec ha@frﬁ% in*?eaQMjeJl.tIn%lE(l?éf@@ QU QR ARRIN AR, iBE1liaRRe 0BjeSBIIAY) atwixi | i ary

files that are actually noved to the target conputers to performthe
i nst aldepibyaiacrddse DASBOmetwakaThese intelligench ahiesin gathes platisdics pn higo parts- - one

for transferri file o, the server, a r

i nst aIpF%‘EFISS%a‘EJ‘F%'ém 10&35 {Iﬁgarlﬁ §ﬁ%efr%te§3ﬁvgﬁge@§$ﬁ%§§@%&§&%fﬁfor nms, SLO-
is i n%ﬂw&q@fs Re g%ggmevangwtmgp@&- based platfornms, SLOis installed as
a regular”application included in the Startup_folder for eve&gﬁjaﬁ%{q h[ 148]

Fig. M3hows t I¥8.Q8lqan bepnssalied on reete cABPEISFREPHR GROKRIIN PR e

Depl oynent an .al | at | I i | BRAESeR! €

di spl 5({?6 a?rﬂS%UYi’té‘I‘I"- aar?gnfccgr/rpu e\g@o%g.l%é%_ﬂét ecgn?ﬁ{@f\t&ﬁgl?% schequl ed to
have SkQihdwiaddwaros/98, Wirklppe NT, Wintidves 20¢fh Lithermhd Swigrist@NIE dPepending 150]
Select Al allows the quick selection of all the nodes in E e.l eft-hand

Conputogrthe Id@Ifgm.mﬁwﬁiorsade%V@ileIﬂﬂé PEVIGERLR Wﬁéﬁgst Mg, nstellafions g | s to
be S5 oty SO 5L Hard Syt SBEBCEMI S0l cct the nodes I

the | er colum that that aren't wanted and then press the
| nver t{14g! ect i oTheuhdtaiatioApyocssd easiste 0 faunamaih stagestrsdolloved €1) Selecting hen be

i ted. In ot ds, checked. b Ll b h
U ce. V00 ¢\ ipes Sy BY soSA RerRLEaraAgb Ao M BERE MR, o a1/
checknBLksioh seEhENRr BRIER R hE () EkebiRtighBe iidllali@procédumput er col um. The

Add button, adds nodes that have been selected in the |eft-hand Conputer
col um{14fld adds Theaemots instellatiommashamsm iz bk arquad a Wswewsappligglon aht - hand

Fermovekrets) ey SRS 3 S0 i B Bt TETIUEIR AT O nce The

desi r ggstaindes. PhsreaRtemblatidnhtedhasital donsibts bf owo patspions sadransfemimy t t he SLO
depl oynment process. . .
files to the server, and another to launch the installation process on the remote server. For

UNIX/Linux platforms, SLO is installed as a daemon. For Windows-based platforms, SLO is
installed as a regular application included in the Startup folder for every user.

[148] Fig. 5N shows the SLO Deployment and Installation window.

[149] In the Deployment and Installation window, all available network nodes are
displayed in the left-hand Computer column. Nodes that are scheduled to have SLO installed
will appear in the right-hand computer column.

[150] Select All allows the quick selection of all the nodes in the left-hand Computer
column. Invert Selection is used when a long list of nodes is to be added for SLO

installation. It is often easier to select the nodes in the left-hand Computer column that that
aren’t wanted and then press the Invert Selection button. Any selections that have been made

will then be inverted. In other words, checked boxes will become unchecked and vice-versa.
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[ 152] Once nodes have been selected for SLOinstallation, the Renote SLO
Setup w ndow, shown in Fig. 50, opens to allow specification of server
general swOtBoges4 [ 153] Specification of server general seCwiusgyigefi nes
t he operating system file- transfer and renote-execution nmechani sns for

gach [l‘Psﬂg (MOt Biec 10008 AL ELPLHE onbh B RIS SRS tidNohiafia i ndlow. )

Sel ec |ffe ransfter and renote-execution nechanisns
acti V@oﬁ@uﬁé@bél@ﬁﬂpnﬂiewdd Elhﬁmyﬁﬂdslmﬁmihatrhabebcmrbeﬂdw@d@eﬂi@rlaft-hsmlt| ngs tab.

e (CPEHiSr COREREIIS0RE 11Age LA LSRR g Noet e PR R MUABEY [ ne

|l eft- totih f &hp d
r:st r :ﬁ?a? ﬁ%‘@?gg%g?@%&% SfL(?LIgmll[lort I g%@ﬁt@?ﬂdé&%_%%@éyup %&?gi%(l?rﬁ%l e, DCOM

i s onlayd teaiclickihg oh derRﬂdmmsbqbﬂoat Oocerthe desiresionmsles axsesslectd] thefust|ll  None f or
an operation nmechanism.c sense. For exanple, if the corresponding
fil es Htten is presg E?%@SW%P ?’Eﬂﬁ@ Sto a previous attenpt to install
or cifsaze con céhb&%%la% BeerlkSRAed FOSIYO MasltatioR XRE Reinote SISO Sempi r ed.

[ 155] lustrate specifying controls and paraneters for file

tr ansfvendcmndhown anrg 6Qecpens dmaliamneneciicstion afs s§rvesgrasdl pRIIRES- t he

br evi 3t eps. Sprifion T AET et e PRl AN &fiel BRoplRlife pREREHED |
Set t i RGSsthadhd rethBf-Sdecttiol MBEHaaIsmSEb:t dabh Bode I(NE‘EEPndsdiab agd deferred peas f i cat i on

of the FTP usernanme and password  (If ap&él cabl <ﬂd the FTP.destination
di r ectRempte Srvetsfimthis wi W%Sﬁ&??ﬁﬁlﬁsdlﬁ?@ ray@ ENrEX St ory are

set. The, Fi.l e-Tr.an sﬁhﬂ’ﬂ? H}jﬁ},m a

Dest i & CP%HSIESO?C& tatse% %%é%%{hﬂg 5%]% or “exanple \EAIESE{ %r\éfﬁegtﬂésgﬁr ed network
dri ve Thesd dean@betan feghies sephtutscdndigdatiopohmy @hahgesathalrarvma@m tha Geselabcal to
the node where SLO wi || he |nstal] ed) sh t he network and
mappedelivearabyare gflegted dmthedist B%t)‘il Eh %ﬁﬁ%ﬁaﬁdfs%%‘?tﬁ ﬁﬁ’ief? ?Igs such as

Mappi Ngsg net work i uerel eﬁﬁ;@@ﬁﬂe‘ﬁﬂ stk %ﬁl?rduﬁﬁgtﬂl@ﬁwe@dfthu@m t hat

file-transfer operations are carried out usi n&tt he current user
cr edenkiupl Bor exhinple, DEOM it biely agaitablertp Wimdpwsm fovas.eInesoniefasssi giecding o

performthe operatjons. .[157] Wen | aun e

Fel ner sk pgBaperheaas s sdiEr i Rl T Eol iy A8, b
Execut f Ototh previshs Skt to heAllidi®etR8OtEmmaN dMDaé 034754
PCT/ U%%fig%%eogﬂdgreid%mereﬁthe Ssetup f(I)|eS vverg noved during the

file- tusaﬁsdrdyr@n@pexmommnum to launch SLO setup is using DCOM

Fol dortt8Hl t he 1 Bits 8roc) ySFEe mltisRTPERIR g RhpRicfTRE ReRasrerdnd | 00

typed bR extdiiohTe@dtiopat h in renote conputer” field. DCOM aI I ows r enot e
processes to be executed u5|ng di fferent user credentijals. Qaraneter
i s sell@dtled i n tDPerepdiogondhs fikertgangter and remote-execution mechanisms tha we

selected in previous steps, one or more new tabs will appear behind the General Settings tab.

The File-Transfer Settings for FTP tab allow specification of the FTP username and password
(if applicable) and the FTP destination directory. By default the Anonymous username and
the Home directory are set. The File-Transfer Settings for Shared Network Drives allows a
Destination Folder to be selected, for example, when using a shared network drive to transfer
files. This folder points to a drive (which is local to the node where SLO will be installed)
that is shared along the network and mapped locally (at a central point). Common
functionalities, such as mapping a network drive or creating a new folder are included. Note
that file-transfer operations are carried out using the current user credentials, which means the
current user must have enough rights to perform the operations.

[157] When launching a remote setup using the telnet protocol, a username and

password are required. The Remote Execution Folder points to a local folder (on the remote
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[ 158] For a successful execution of the renote setup, the sel ected user

must have rights to |aunch applications and access di sk services through
DCOM on twe omseswose server. In terns of DCOM security, thiPETrESansi08he user
(or the group the user belongs to) nmust be listed in the "Default Access

Per m ssi ops’ jth Al Low Access [ i "Def ayl

Per mi §§?’?§2‘§'he‘%ml? ﬁetug\bfeg\x)f eE%H’HX%‘P‘?‘B@ %ﬁ% g#%tﬁ%ﬁ%fﬁe é%]lhlegﬁfnlélﬂggf]tbbe seen and
mﬁdi f @gc@ogéﬁgqg L§flg ch)mogﬁﬁ@matﬂlmﬁm‘ai sitqafallmlecéssulry AeSWeandengel ect i ng
the " ault Security" tab. or nore_infornation consu our

documtma lecildalder e e remots server. e £aBplaie PR dorgbis fﬁﬁaf FWE%%%WPQ‘QC’\%A r, the

i nstal,l gti on process.c i J I gser

sel ec{}%e C%r%a@&nerrefﬁoﬁee |I(’:L§§Ig(§fr‘g 1%%@%3%1%w% Egrngﬂs%i%@ée%%t% gf?ea%}ge%aﬁt&ce t he

i nst alkiag Ffer@it 08@BedentiblsUnighpadamSkesiseleetedan thet DAOM Biserditldnd | aunched

for each specified node. Results, errors and notifications can,he viewed
under [¥38 Resul FQTft‘é‘l!?ce%f@-‘lteﬁ%c“itlﬂgpgmeé?l?‘IB‘i‘? Sewip; ﬁeﬁplggyegggqr IT‘?%B%)VGAI t hough

the p B8 0g 1&@%1@2%&1@%@%%9%@&@&@1@ kb’i«@félés tfﬂrc}nl{ghrﬁeeg&bn {2 r8R6RI eher. In

enbodi reENt'S, iments are nerely illustrative, and not
r est r itg@ins W€ DCPMtsbeuritpythistrnems theFiser (@x thegreyp thietusenashones éo)imwss e lisgd s

di scussed primarily with.reference to nulti-tiered. . or: .h-dI ~L,SYSt ens;
it shduthg ﬁéfag}gp%ﬁ%?ﬁ%‘?wl% pg’%‘ﬁkAﬁ?wt‘ﬁ%eﬁswgﬁ{Sﬁlgﬂ) &&n eefalggfégglvﬁnht h any
type oL REGGHITWiE ‘%&Wmﬁﬁﬁ’ﬂpé@ﬁﬂsﬁn?.hﬁwaé Hft baCbdisen daemodifiedibyc| ude
multiple tiers.” Aspects of the invention can also be applie

: 0 d.tg
st and-eatontieg thesefiguration gypicetien fon RCQMeand selectiamibe FDEEYtmeEWEk 20 [ 161]
Thus, 1he scope of. the inventi i term ned solely by the appended
cl ai néorl?ff‘i/@? 3% 78%Y ﬁ%@@%iﬁéﬁ"% IS CLAIMED IS: 1 1. A net hod
for mypgjoring thecene havarRreearetefinddi ot tah seatenuhkadtalatigrsprecgss whrer ei n
nodes are executing in conponents in the netvvprged s%/rs?tem Wr}iarei nthe 3
nodes bpgioy Tastarrithe insiallagian.dhe uier peleais 2 prrdetgpied 1eon Grputey AR fReiiPhg of a
conponent. inthe. 4 [ AN MnéEsd as
mul ti ﬁtgrf@clﬁo ?t]?%lélgﬁeﬁgtﬁ%l égeﬁsr%ﬁlg':ﬂr‘}g&ﬁ g?eﬁ%rs g??tﬁ%lsgé val ue i ndi cating
per f orfpEdacie st feedfiods! R exattpemerns andynodficfions den ba vigweil naderghoBpsults tab

transferring the value to a second node in a second group; 8 nodifying the
val ue a5 theiipgpléation inEY PIeBitehce of a second conponent; 9 and 10 using the

modi figghval ue tQul adh G SeREt OLHRAGRS BEer! diSoudbddi With resdet REdpapificed system
embodiments, these embodiments are merely illustrative, and not restrictive, of the invention.
For example, although the invention is discussed primarily with reference to multi-tiered, or
n-tiered, systems; it should be apparent that aspects of the invention can be used with any
type of processing system even where the architecture does not include multiple tiers.

Aspects of the invention can also be applied to stand-alone systems, or systems that are not

considered networks.
[161] Thus, the scope of the invention is to be determined solely by the appended
claims.
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1 2. The nethod of claim11, wherein nodes include a systemlevel object. 1
3. The method of claim1, wherein nodes include a transaction-level 2

obj ect. IW0.030hg54ret hod of claim 1, wherein groups includ@Cpashyi1484 nodes.
1 5. The nethod of claim4, wherein a pool includes a functional resource
2 pooémE&Tgs ;Eh%@bhiﬁd of claimb5, wherein a user input device is used to
gener - r esponse to a human action, the nmethod further
coppri sing 3 regei Vi NOmsihed dbrSméritdmnghiee peformiangeudf atigitad aetvorkedti cat e t hat
a 4 connection between two pools is desired; and 5 creati copnecti ons
b2 we BYFLepmyHIPIBTIO8AEATe EEHING 1 UICSORS i e mefiPried Sty whereit tk:

appar s far. | j t Ha sy nketkhe 2 system
e e P R o b g e it one 1 or
obfiai érg systent, ahBdin the riodes @re digghizal anenitiplk soupy shempthofhepwprsiagdes are

executing 1 n conponents in the 4 networked syste rein th des

provi de informati on GANFAIMERRUGHEIC E%B"t‘rg%'fryaf’ﬁee& %ﬁ%ﬁﬁo&qogﬁptﬁb %f a

cogpoggggini Netsh Oﬁﬁrver system wherein the nodes are organized as nultiple
e a%rpa

6 groups, t atus conprising 7 one or nore instructions for
gefierati ng a val ue i nahsfatringghpeatfiotorsecend Bodsfing sp¢andieredponent by a node

in a first group; 9 one,.Qr re.nstruyctjaons.f Lr i value to
a 8econd node in 10 I’%\Odég'&ﬁr}[ge&?l%gq,l v eﬁ@frgé%?§gg%%$}%§gg?ﬁ%§ﬁ 11 one
or ghopgginstructions for nodifying the value to indicate 12 perfornmance of
a second conponent; and 13 one or nore instructions for using the nodified
vdDue to indicate 1¢Simerth@mﬁéllﬁ§éV@1ﬁlet’f¢1@d€ﬁa§qR%forﬁélﬂ‘%ﬁcﬂflﬁ%dlggéltem 18. A
c ut er - rreadab] e nmedi um conprising anethod for nonitoring the 2
pg??opﬁ@f?é%g%?ysé%i gital networked system wherein nodes are executing in
cofgponents in 32t he reiewastk@bofydinemwhehen abdestihadudwoa sstapr-baviebebjesif or mat i on
on at | east one aspect of the 4 functioning onent.in the server

f.a_cC
sydtem wherein3the rdgasethedolsizgimni,dgreia n Stlp‘bl}‘ge BansAgnTslevVehe

cogput gr-readabl e nmedi um conprising 6 one or nmore instructions for
0 _]ect. b . . !
gefierating a val ue indicating performance 7 of a first conponent by a node
inta first group The method of claim 1, wherein groups include pools of nodes.
1 5. The method of claim 4, wherein a pool includes a functional resource

pool.
6. The method of claim 5, wherein a user input device is used to generate
signals in response to a human action, the method further comprising
receiving signals from the user input device to indicate that a
connection between two pools is desired; and
creating connections between any functional resource pools in the two
pools.

7. An apparatus for monitoring the performance of a digital networked

2

1

2

3

4

5

6

1

2 system, wherein the apparatus includes a processor for executing instructions for obtaining

3 information in a digital networked system, wherein nodes are executing in components in the
4 networked system, wherein the nodes provide information on at least one aspect of the .

5  functioning of a component in the server system, wherein the nodes are organized as multiple
6  groups, the apparatus comprising

7 one or more instructions for generating a value indicating performance
8§  of a first component by a node in a first group;

9 one or more instructions for transferring the Yalue to a second node in

10  asecond group;
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8 one or nore instructions for transferring the value to. a second node in
9 a second group; 10 one or nore instructions for nodifying the value to

i ndi cat e wob3pat70r mance of a second conponent; and 12 on@CEUSIDI®34
instructions for using the nodified value to indicate 13 performance of

E:g?rdi gital networke(gng%%%l%géaipétﬁmgggs?forﬁrog%tﬁé valat & plgael enbodied in a

( i er wave, the corputse gn I Sing one or nore
i ngt r peiforatdct of a grRoAd abmpendat;\waliue i ndi cating performance of a 3 first

conponent by a node in a first group;_4 ane or r.e.instructiops for
tddnsferring the val Q8 PHMRISIBEFHHO @é“?lﬁgt@%g&gégﬁgﬁ&t%ﬁﬂfca one or nore

i pgatr #gltf. anst 8}éth€‘aﬁiéiia¥5&%tﬂ% syébpe to indicate 7 perfornmance of a second
conmponent; and one or nore I nstructions for using the nodified value to
i ndi cate 9 per 8or marceomputtieadibly mediumetomprising ayethehior p@nitoring the

2 performance of a digital networked system, wherein nodes are executing in components in
the networked system, wherein the nodes provide information on at least one aspect of the
functioning of a component in the server system, wherein the nodes are organized as multiple
groups, the computer-readable medium comprising

one or more instructions for generating a value indicating performance

of a first component by a node in a first group;

one or more instructions for transferring the value to.a second node in

O 00 1 & w»n =& W

a second group;

—_
[

one or more instructions for modifying the value to indicate

ot
—_

performance of a second component; and

—
o

one or more instructions for using the modified value to indicate

—
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performance of the digital networked system.

—
I

9. A computer data signal embodied in a carrier wave, the computer data
signal compﬁsing one or more instructions for generating a value indicating performance of a
first component by a node in a first group;
one or more instructions for transferring the value to a second node in
a second group;
one or more instructions for modifying the value to indicate
performance of a second component; and

one or more instructions for using the modified value to indicate
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performance of the digital networked system.
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