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AUTHENTICATION OF GOODS

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, European
Application No. 17208880.9 filed on December 20, 2017. The entire disclosure of the

above application is incorporated herein by reference.

FIELD OF INVENTION

This invention relates generally to the management and authentication
of goods, and in particular embodiments relates to a method and system to

authenticate goods at the point of sale.

BACKGROUND OF INVENTION

In the luxury goods industry, the value of a good is frequently
associated with the origin of the good. Currently, authentication of a good is normally
done using a certificate that is provided with the product and stamped or signed by the
merchant to certify the particular instance of the good and the location and date of
purchase. This certificate may also trigger the start of a warranty associated with the
product. This solution has many disadvantages. Firstly, such a document can easily
be forged. Secondly, it is difficult for a person subsequently acquiring the goods to
verify the authenticity of the goods. Further, such certificates have to either be
associated with the good at the point of manufacture, or are filled in by the merchant
at the point of sale, which may be error prone. Additionally, although the merchant
can keep a record of the instance of product and associated transaction details, and
this information can be provided back to the manufacturer and/or distributor, this is
not a systematic operation. Therefore, the goods manufacturer/distributor frequently
misses out on the opportunity to track the goods that are sold and the location at
which they are sold.

Document US 2014/0108174 Al provides a method of geographically
identifying the location of a sale and tracking the sale of a good, wherein the method
reuses elements of a bank payment network. However, this method presents a series
of disadvantages. For example, the method relies on providing an authentication
medium (e.g. a warranty document, card, product packaging itself, etc.) together with

the product, to the merchant. The authentication medium comprises a unique
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identification number that is associated with the product reference. Therefore, the
identity of the product is linked to a separate identifier before being provided to the
merchant. This results in a complex system where products are inflexibly associated
with a single authentication medium before reaching the point of sale.

Therefore, it would be desirable to provide a flexible system for
authentication of goods that is simple to use, reliable, and with a minimum overhead

on the merchant and any other party to the purchase.

SUMMARY OF INVENTION

According to a first aspect, there is provided a method for a goods
manager to authenticate products at the point of sale, the method comprising:
providing an authentication device to a merchant, wherein the authentication device is
not associated with a product but is configured to receive product information from a
merchant terminal; once information about a product has been received by the
authentication device from the merchant terminal, obtaining from the authentication
device a signed message which comprises information about the authentication device
and information about the product received from the terminal; and providing
authorisation data to the authentication device if the information fulfils one or more
criteria, thereby associating the authentication device with the product.

In embodiments, the authentication device is a modified payment card,
chip or virtual card provided by an application executed on a computing device. In
such embodiments, the authentication device and the goods manager may
communicate via at least one element of a transaction infrastructure. Optionally, the at
least one element of a transaction infrastructure may comprise the merchant terminal.

In some embodiments, the information about the product is
communicated to the authentication device by the merchant terminal.

In embodiments, the signed information communicated from the
authentication device is obtained via the merchant terminal.

In embodiments, the merchant terminal is a terminal of a payment
system configured to process transactions according to the EMV specification.
Optionally, the signed information from the authentication device may comprise an
application cryptogram.

In embodiments, the authentication device requests product

information as part of the card data object list 1 (CDOL1).
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In some embodiments, the product information is stored on the
authentication device in the “Amount, authorised”, “”’Amount, other” issuer
application data, “Transaction Date”, “Transaction Currency Code”, or any other data
fields used to compute the application cryptogram in a conventional EMV payment
device.

In some embodiments, the authentication device stores a personal
account number (PAN) and this is used to identify the merchant.

The authentication device may be provided to the merchant via a card
issuer, and the card issuer may query the goods manager to verify the product
information, and provide the authorisation data to the authorisation device.

In embodiments, the authorisation data comprises an authorisation
code.

In some embodiments, the signed data from the authentication device
is communicated to a card issuer, and the card issuer uses the data to generate a
unique transaction identifier. Optionally, the transaction identifier may comprise an
output of a hash function, and the input of the hash function may comprise an
application cryptogram generated by the authentication device. The merchant terminal
may optionally provide product and transaction information to a receipt service, and
the transaction identifier may be used by the authentication device or a user
computing device interacting with the authentication device to obtain the receipt.

In embodiments, the signed information from the authentication device
additionally comprises information about the merchant and/or the transaction.

In some embodiments, the authentication device is associated with a
unique identifier which is comprised in the signed information.

In embodiments, the product information identifies an instance of the
product, and the one or more criteria comprise verifying that the product is not
already associated with an authentication device.

Optionally, the method may further comprise recording the unique
identifier of the authentication device as associated with the product.

According to a second aspect, there is provided a method for a
merchant to authenticate goods at the point of sale, the method comprising: entering
product information at a merchant terminal and communicating the product
information to an authentication device via the merchant terminal, wherein the

authentication device is not associated with a product but is configured to
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communicate with a merchant terminal to receive product information from the
merchant terminal and to store the product information obtained from the merchant
terminal; obtaining from the authentication device a signed message comprising
information about the authentication device and information about the product
received by the authentication device from the merchant terminal; sending the signed
information to a card issuer and receiving authorisation data from the card issuer if the
signed information fulfils one or more criteria; and communicating the authorisation
to the authentication device.

In embodiments, entering product information at the terminal
comprises entering a product identifier at an interface of the terminal, reading a
barcode, QR code, or NFC tag.

In embodiments, the authentication device is a chip card, chip or
virtual card on a computing device. Communicating with the authentication device
may comprise establishing a contact or contactless communication with the card, chip
or computing device. Optionally, merchant terminal may form part of a transaction
infrastructure.

In embodiments, the merchant terminal is a terminal of a payment
system configured to process transactions according to the EMV specification.
Optionally, the terminal may be programmed to execute a standard EMV kernel.

In some embodiments, the signed information from the authentication
device may comprise an application cryptogram.

In embodiments, the authentication device requests product
information as part of the card data object list 1 (CDOLI).

In some embodiments, the product information is stored on the
authentication device in the “Amount, authorised”, “” Amount, other” issuer
application data, “Transaction Date”, “Transaction Currency Code”, or any other data
fields used to compute the application cryptogram in a conventional EMV payment
device.

In embodiments, the authentication device stores a personal account
number (PAN) and this is used to identify the merchant.

In embodiments, the card issuer providing authorisation data if the
signed information fulfils one or more criteria comprises the card issuer querying a
goods manager to verify the product information, and provides the authorisation data

to the authorisation device.



WO 2019/125634 PCT/US2018/059984

10

15

20

25

30

In embodiments, the authorisation data comprises an authorisation
code.

In embodiments, the merchant terminal receiving authorisation data
from the card issuer comprises the terminal receiving a unique transaction identifier
generated by the card issuer using the signed data from the authentication device.
Optionally, the transaction identifier may comprise an output of a hash function. The
input of the hash function may comprise an application cryptogram generated by the
authentication device.

In embodiments, the method further comprises the merchant terminal
providing product and transaction information to a receipt service. Optionally, the
unique transaction identifier generated by the card issuer may be used by the
authentication device or a user computing device interacting with the authentication
device to obtain the receipt.

Optionally, the signed information from the authentication device may
additionally comprise information about the merchant and/or the transaction.

In embodiments, the authentication device is associated with a unique
identifier which is comprised in the signed information.

In embodiments, the product information identifies an instance of the
product. In such embodiments, signed information fulfilling one or more criteria may
comprise the product not being already associated with an authentication device.

According to a third aspect, there is provided a merchant terminal
configured to perform the method of the second aspect.

In embodiments, the terminal is part of a payment infrastructure and is
configured to perform transactions using the EMV specification.

According to a fourth aspect, there is provided an authentication device
configured to obtain and store authenticated product information according to the
method of any of the first aspect.

Using this approach, single instances of a product and point of sale
information can be tracked and authenticated in a secure and flexible manner. For
example, product details can be associated with a transaction and verified by a goods
manager in order to generate a proof of authenticity of the goods and optionally
trigger the start of a warranty associated with the goods. Additionally, a goods
manager can keep track of the sales of individual products in the distribution network.

Advantageously, this approach makes use of existing elements of a banking



WO 2019/125634 PCT/US2018/059984

10

15

20

25

30

infrastructure and transaction protocols, and does not require prior knowledge of the
identity of the goods before they are purchased in order to create an authentication

device.

BRIEF DESCRIPTION OF FIGURES

Embodiments of the invention will now be described, by way of
example, with reference to the accompanying Figures, of which:

Figure 1 shows schematically relevant elements of an authentication
system in which embodiments of the invention may be used;

Figure 2 shows schematically relevant parts of a representative
hardware and

software architecture for an authentication device suitable for
implementing embodiments of the invention;

Figure 3 illustrates the functional features of a terminal for use in
embodiments of the invention in more detail;

Figure 4 shows in flow diagram form a method of authenticating goods
at the point of sale, according to a general embodiment of the invention;

Figure 5 shows in more detail a method of associating an
authentication device to a product, according to embodiments of the invention; and

Figure 6 shows in more detail a method of associating an

authentication device to a product, according to other embodiments of the invention.

DESCRIPTION OF SPECIFIC EMBODIMENTS

Specific embodiments of the invention will be described below with
reference to the Figures. The invention provides a method of tracking and
authenticating goods at the point of sale, wherein the identity of the goods is
associated with an authentication device upon sale of the product, and the sale and
product information are verified and authenticated by a goods manager. According to
the invention, elements and protocols of a transaction infrastructure are reused to
perform the authentication. In particular, the invention may be performed in the
context of an EMV transaction system. Advantageously, this allows a flexible and
reliable authentication of goods sold by a merchant with a minimum overhead, as well

as secure tracking of products sold by a goods provider.

Throughout this document, the words “goods” and “product(s)” are
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used interchangeably, and derived expressions such as “goods provider” and

“products provider” etc. have the same meaning.

EMYV is a financial transaction system based around the use of
payment devices and contact and contactless transaction cards. In the EMV payment
model, an issuing bank provides an account holding customer with a smart card (or
other token) to use when making payments. An acquiring bank provides a merchant
with a compatible terminal device to use when accepting payments. The term
“terminal” here is considered to cover any device that interfaces directly with such a
transaction card. Transaction systems using the EMV specification may support
offline transactions between a payment card or device and a terminal even when the
terminal is not in communication with the main transaction system. Some of the
functionalities provided by parties in this system may be reused or provide by
different parties performing similar roles in the context of an authentication
transaction according to the invention, rather than a conventional payment transaction,

as detailed below.

Figure 1 shows schematically relevant elements of an authentication

system in which embodiments of the invention may be used.

A merchant (not shown) is provided with an authentication device 2, in
the form of a chip card (as discussed below, in other embodiments other transaction
devices may be used). The card 2 comprises a chip 4 with a processor and a memory.
The chip 4 is here able to contact a terminal 6 to enable contact card protocols such as
those defined under ISO/IEC 7816 to be followed. The card 2 may also comprise an
antenna and associated hardware and software to enable communication with a
terminal by NFC and associated contactless card protocols such as those defined
under ISO/IEC 14443. When a consumer (not shown) purchases a product 8, the
identity of the product 8 and sale information (collectively referred to as
“authentication data™) are authenticated and communicated to the authentication
device 2 via a point of interaction terminal 6. The authentication device 4 is then

provided together with the product 8 to the consumer.

In embodiments, the authentication device 2 may be a chip that is
embedded in a product. In other embodiments, the authentication device 2 may be a
virtual card, the details of which are kept in a dedicated application on a computing

device 5. For example, a system similar to that used in the Mastercard Cloud-based
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payment solution may be used.

Other computer equipment in the infrastructure may be fixed or
mobile, such as the point of interaction (POI) terminal 6, of which the example shown
is a point-of sale (POS) terminal used by a merchant interacting with the user. The
POS terminal 6 interacts with the authentication device 2 through a card reader (not
shown discretely from POS terminal 6), an NFC reader, or a communication network
if the authentication device 2 is a virtual card. The merchant POS terminal 6 is
connectable to a card issuer 12, either directly or via a merchant terminal 18,
preferably in a secure way via a network 10 (either through a dedicated channel or
through a secure communication mechanism over a public or insecure channel). In
embodiments, a separate goods manager 16 may be provided. The card issuer 12
interacts with the goods manager 16 to exchange product and sale information in
order to authenticate a product. In embodiments, a single entity may provide the
functionalities of both the card issuer 12 and goods manager 16. The goods manager
16 comprises one or more databases 16a, storing information about previously
registered products, merchants, products sold by each merchant, etc. The card issuer
12 provides the authentication devices 2 to the merchant. As the person skilled in the
art would understand, the reference to a “card issuer” is used as shorthand for the
provider of an authentication device 2, whether the authentication device is physical

or virtual, by reference to the simplest case in which this is a chip card.

In embodiments, the functions of the terminal 6 may be performed by a
dedicated application on a computing device 5, such as a mobile phone or tablet

computer.

A transaction infrastructure 14 connects a terminal 6 or 18 to the card
issuer 12, allowing transactions to be carried out between them. This transaction
infrastructure 14 may be provided as part of a normal banking infrastructure
connecting a payment card issuer and acquiring bank for completing banking
transactions. Alternatively, the terminal 6 or 18 may be directly connected with the
card issuer 12. The banking infrastructure 14 and card issuer 12 comprise a plurality
of switches, servers and databases, and is not described further here as the details of
the banking infrastructure used are not necessary for understanding how embodiments

of the invention function and may be implemented.

In convenient embodiments, the invention may work as part of
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conventional transaction infrastructure as described above. In some embodiments,
some of the elements of the conventional infrastructure described above may be
omitted and/or some of the above elements may provide some or all of the
functionalities of the card issuer, goods manager and transaction infrastructure. In
particular, in convenient embodiments, the system may function without the need for
a transaction infrastructure. A merchant terminal 18 communicates with the merchant

POS terminal 6 and card issuer 12, directly or via the transaction infrastructure 14.

Optionally, an authentication device 2 may be able to communicate
with a goods manager 16 (directly or via a card issuer 12) after the sale has been
completed, for example in order to verify information stored on the authentication
device 2. This interaction may be mediated through a separate application on a

consumer’s computing device.

Figure 2 shows schematically relevant parts of a representative
hardware and software architecture for an authentication device suitable for
implementing an embodiment of the invention where the authentication device 2 is a
chip card (particularly a chip card similar to an EMV payment card). The card 21
comprises an application processor 23, one or more memories 24 associated with the
application processor and a NFC controller 26. The card 21 is equipped with a
contact pad 211 for contact transactions using contact card protocols such as ISO/IEC
7816 and also comprises an antenna 212 connected to NFC controller 26 to allow
transactions under contactless card protocols such as those defined under ISO/IEC

14443,

In the arrangement shown, the application processor 23 and associated
memories 24 comprise (shown within the processor space, but with code and data
stored within the memories) an (authentication) transaction application 201. The
memories 24 may contain a storage location 202 for data associated with programmes
held by the card. The application processor 23 provides an NFC application 207
which interfaces with the NFC controller 26. In embodiments, the NFC application
and associated NFC capabilities may be absent. In embodiments, the NFC application
207 may be absent and the functionalities of the NFC application 207 may be
provided by the transaction application 201. An authentication transaction may be
performed over a contact card interface, a contactless card interface, or any other

communication channel available to the card for communicating with a terminal
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(either general purpose or dedicated to the purpose).

Figure 3 illustrates the functional features of a terminal 6 or 18 for use
in embodiments of the invention in more detail. The terminal 31 has a processor 32
and associated memories 33. The base function of the terminal in the case shown is to
operate as a point of interaction (POI) with a financial system — such as a point of sale
(POS) terminal. In the case shown, the terminal 31 has an operating system 34 and
transaction software 35 (these may be provided together in a single assemblage of
code, or may both be divided into a number of different components, but are
represented here as two elements for convenience). The operating system 34 manages
hardware resources and provides common services for applications, whereas the
transaction software 35 performs the base function of the terminal and may be
provided (for example) as one or more applications. The terminal 31 will generally
have a protected channel 36 to another party such as a goods manager (this may, for
example, be performed over a public network by use of encryption). The terminal 31
will also have means to make a connection to a device such as an authentication
device. In this case, the terminal has a contact card reader 37 and an NFC controller
38 and antenna 381 to allow a contactless card connection to a contactless card, or a
device such as an NFC-enabled mobile telephone able to act as a proxy for a
contactless card. The terminal 31 may have additional ports 39 to allow data to be
provided to it from other sources (for example, by USB stick). The memories 33
contain a storage location 302 for a set of scripts to be transmitted to a payment card,
and for transaction data that is sent periodically to a transaction infrastructure 14.
Transactions may be established through the contact card reader 37 or through the

NFC controller 38, or indeed any other appropriate local connection.

According to embodiments, the invention provides methods and
systems to generate authenticated (i.e. signed) data allowing a goods manager to
identify a product sold as authentic. Advantageously, embodiments of the invention
re-use elements of the EMV transaction infrastructure to generate such signed
information. In some embodiments, the signed information itself comprises product

information.

Figure 4 shows in flow diagram form a method of authenticating goods

at the point of sale, according to embodiments of the invention.

At step 40, a consumer purchases a product. Advantageously, the

10
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purchase transaction may be conducted with a payment card, thereby making
transaction information available at the point of sale terminal 6. For example, the
transaction software 35 at the point of sale terminal 6 may comprise a payment
receiving application that may be able to export transaction information into an
authentication application that may also be comprised in the transaction software 35.
At step 42, the product information is collected at the terminal 6. In advantageous
embodiments (see below), a connection is established between the authentication
device 2 and the terminal 6, whereby the authentication device is programmed to
request product information. Product information may be collected by the merchant
entering a product identifier, such as a serial number, and / or by scanning a barcode,
QR code, NFC tag, or by optical recognition of product details on a photograph of the
product etc. As the person skilled in the art would understand, the manner in which
the product details are communicated to the terminal has no impact on the
performance of the methods describe herein, and will typically vary depending on the

product, the input / output devices available at the terminal etc.

At step 44, the product and merchant information is sent by the
terminal 6 to the card issuer 12. This may be sent directly to the card issuer 12 via a
normal or dedicated network, or via a conventional transaction infrastructure 14. In
such cases, the information sent by the terminal 6 to the transaction infrastructure 14
contains enough information to route the information to the card issuer 12. In such
scenarios, the card issuer 12 may interact with the transaction infrastructure in 14 a
similar way as an issuer bank would in a conventional financial transaction

infrastructure.

At step 46, the card issuer 12 verifies the product and merchant
information, by querying the goods manager 16 if it is a separate entity, by requesting
information from the one or more databases 16a. In particular, the card issuer 12 may
request information as to whether the product information received is authentic (i.e.
corresponds to a product that is managed by the goods manager 16), whether the
instance of the product has already been registered, whether the merchant information

corresponds to a location from which the product is expected to be sold, etc.

When the product and merchant information has been checked, the
card issuer 12 sends 48 an approval to the terminal 6. In embodiments, the approval

may contain an authorisation code and information which can be used to authenticate

11
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the message. For example, the authorisation code may be protected by a message
authentication code (MAC). At step 50, the signed approval is then communicated to
the authentication device 2. For example, when the authentication device 2 is a chip
card, the information may be written on the chip by the terminal via a contact or
contactless (e.g. RFID, NFC) interaction. The authenticated product and merchant

information is stored on the authentication device 2.

Optionally, a consumer may be able to subsequently retrieve that
information to check the authenticity of the goods associated with the authentication
device 2. This may be performed via an application on a computing device that reads
the information on the authentication device 2 and optionally interacts with the goods
manager 16 (directly or indirectly, for example via the card issuer 12) to verify the
information. In embodiments where the information is signed by a trusted party (for
example, as described above), the computing device may not need to interact with the
goods manager 16 to verify the information. Indeed, it may be sufficient for this

purpose to verify that the signed information is authentic.

Advantageously, because the product information is associated with
the authentication device 2 at the point of sale, this solution facilitates stock
management of the authentication devices (both from a card issuer and from a
merchant point of view) and reduces the cost of their manufacture (as they can all be

essentially the same device, prior to being associated with a product).

Figure 5 shows in more detail a method of associating an

authentication device to a product, according to embodiments of the invention.

In this embodiment, the authentication device 2 comprises a chip that
is a modified (contact and/or contactless) chip card as used for conventional financial
transactions according to the EMV standard. For example, the authentication device 2
may be a modified M/Chip card, or a chip embedded in the product or its packaging,
with a contactless M/Chip application, both provided by Mastercard®.

In a conventional EMV transaction (see e.g. EMV 4.3 Book 3
Application Specification), after a transaction has been initiated and an application
selected, the card will provide to the terminal a data object called CDOL1 (Card Data
Object List 1). This data object contains a list of tags that the card requires before

making a decision on whether to approve or decline a transaction. In embodiments,

12
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the method does not require modification of the EMV kernel (i.e. the set of functions
on the terminal that provide the necessary processing logic and data required to
perform an EMV transaction, in combination with the terminal’s payment application)
used for conventional financial transactions. Advantageously, this means that minimal
modification of the existing system for financial transactions, and in particular of the
functionality of the point of interaction terminal, is required according to the
invention. For example, the method may take advantage of existing data exchange
mechanisms in contactless EMV kernels, for example using the Mastercard reader
application MCL 3.0. The terminal will send back the information that the card has
requested in the CDOL1 and request a cryptogram using the GENERATE AC
(generate application cryptogram) command. In response, the card computes and
returns an application cryptogram (AC). An application cryptogram consists of a
message authentication code (MAC) generated over data, some of which is accessed
internally by the card and some of which is referenced in the card’s data object lists
and transmitted from the terminal to the card. This is sent to the card issuer who
checks the information contained and authorises (or not) the transaction. In
embodiments of the invention, this mechanism is advantageously re-used to associate

product information with an authentication device.

At step 502, the authentication device 2, in this example a card / chip
(i.e. a chip embedded in a product or its packaging, or a chip on a contact or
contactless card, as described above), sends CDOLI1 to the terminal 6, wherein the
card / chip 2 has been modified so as to be programmed to contain an additional tag in
CDOL1 requesting product information. At step 504, the terminal 6 requests input of
the product data required by the card / chip 2. Once the product data has been entered
as described above, it is sent 506 back to the card / chip 2. The card / chip 2 then
stores 508 the product data as part of the data included in the application cryptogram.
Advantageously, this solution allows to keep other data fields on the card/chip 2 such
as the primary account number (PAN) for other purposes, for example for routing to
an issuer, and allows flexibility in terms of the size of product information data to be
stored. Further, taking advantage of existing dynamic authentication mechanisms to
carry product authentication information, for example using a chip card application
such as Mastercard’s M/Chip, that is compatible with EMV standard allows to store

more information than using the PAN (which is limited to 19 digits, at least some of
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which may be required for routing to the card issuer). For example, information may
be stored in the issuer application data (IAD), “Amount”, and “Amount, other” fields,
which may all be used to compute the application cryptogram in conventional
transactions (see below). In particularly advantageous embodiments, the PAN may be
used to identify the seller of the goods. This is useful because the PAN is
conventionally used to route the transaction via a financial transaction infrastructure
to an issuing bank, and the seller information could be used here similarly to route the
authentication transaction to the card issuer 12 or goods manager 16 that is associated

with the merchant or the products they sell.

The card / chip 2 then computes 510 the AC, and sends it to the
terminal 6. The terminal 6 sends 512 the AC to the card issuer 12, directly or via the
transaction infrastructure 14. The card issuer 12 then verifies (not shown) the
information and sends the (signed) authorisation code back to the card / chip 2 via the

terminal 6, as described above.

Figure 6 shows in more detail a method of associating an
authentication device 2 to a product, according to other embodiments of the invention.
In these embodiments, no physical card / chip is provided. Instead, a virtual card is
created in a dedicated application provided by the card issuer 12, and installed on a
consumer’s computing device, such as a modified payment application, for example
Mastercard’s Mastercard Cloud-based Payment (MCBP) application. Therefore, in
such embodiments the authentication device 2 is a computing device which is
programmed to execute an application hosting the virtual card. At step 600, the user
creates a new virtual card. At step 602, the application requests the product
information, which can be input into the application as discussed above in relation to
the collection of product information by the terminal 6. At step 604, the application
interacts with the terminal 6 to obtain additional information about the transaction,
such as the identity of the seller, etc. At step 606, the application computes the AC
based on this information, and communicates 608 it directly or via the merchant
terminal 6, to the card issuer 12. The card issuer 12 then verifies 610 the information
and sends the (signed) authorisation code back to the application running on the
consumer’s computing device. Advantageously, this allows the product to be
digitised into the application, which can then serve as a holding place for

authentication and / or warranty information for multiple products, and can be
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regularly backed up.

Multiple options are possible for storing the authentication data
(comprising product information and optionally information relating to the sale of the
product) on the authentication device 2. Advantageously, the authentication data may
be stored in data fields that are specified in EMV protocols, as such fields may
already be present on a conventional transaction chip card. In embodiments some or
all of the authentication data may be stored in the personal account number (PAN)
data field of the authentication device 2. In embodiments, some or all of the
authentication data may be stored in the EMV Issuer Application Data (IAD, tag
9F10). Advantageously, this data is included in the application cryptogram and the
RSA signature used in conventional EMV transactions. In embodiments, some or all
of the authentication data may be stored in a transaction data field that may already be
present on conventional transaction chip cards, for example the transaction amount,
currency code, timestamp, etc. Advantageously, this data is included in the
application cryptogram and the RSA signature used in conventional EMV
transactions. In embodiments, some or all of the authentication data may be stored in
one or more data fields sent by a terminal to a card in a conventional EMV transaction
and used by the card to generate an application cryptogram. Such data fields may
include any of (see EMV 4.3 Book 2, Section 8.1 Application Cryptogram
Generation) the “Amount, Authorised”, “Amount, Other”, “Transaction Date”,
“Transaction Currency Code”, “Transaction Type”. In embodiments, a combination of
data fields may be used, and/or different data fields may be used depending on the
format of data to be stored (e.g. the length and type of the product information data to
be stored). This allows to advantageously re-use data fields or combinations of data
fields that are already defined in EMV standards and used for conventional
transactions, while preserving flexibility in terms of the type and amount of data that
is necessary to authenticate a product. In such embodiments, when the authentication
device 2 is requested for the authenticated product information (see below), it may
return the equivalent of a transaction record, comprising the authentication data. .
Additionally, such embodiments may advantageously ensure that the authentication
device no longer accepts transaction data (e.g. if the authentication device was
misused as a payment device) once authentication data has been recorded in a

transaction data field.
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Advantageously, according to embodiments of the invention, the
authenticated product information may be accessed by a consumer after the purchase.
In embodiments in which the authentication device 2 is a card or chip, the chip may
be read by a card reader (using contact or contactless processes, e.g. using an RFID
reader). If the authentication device is NFC-enabled, the consumer may be able to
download an application on a computing device equipped with an NFC reader. The
application, when executed by the computing device, allows the computing device to
extract and display the authenticated product information. If the authentication device
2 is a virtual card in a dedicated application executed by a computing device, such as
a mobile phone, then the application can cause the mobile device to display the
information directly, or to interact via wired or wireless connection to another device
capable of displaying the information, including e.g. a printer. The application could
instead or in addition cause the computing device to produce a transcript containing

the authenticated product information, and to send this to a given email address.

In embodiments, a transaction identifier may be generated based on the
authentication data (which replaces some or all elements of the transaction data that
would be present in a conventional transaction). Such an identifier may be used to
reconcile signed information in the EMV protocol (for example the application
cryptogram generated above based on the product and card data) with information
from another channel (e.g. detailed information about the product, merchant,
purchase, etc. or any other information that would, for example, be provided to a
consumer on a conventional warranty document). Advantageously, this allows a
consumer to access detailed and verified information about their product in a readable
format while conveying and authenticating product data through the EMV protocol in
a way that is compatible with the existing EMV infrastructure. For example, a
transaction identifier may be generated using the application cryptogram via a hash
function, or other transaction specific elements. Examples of how suitable transaction
identifiers may be generated are provided in document GB 2525191 A. For example,
a transaction identifier may be generated by a digital enablement service that may be
provided as part of a transaction infrastructure. The service may provide the identifier
both to the authentication device 2 (or a computing device 5 equipped with a modified
payment application such as a digital wallet) and to the terminal. The identifier may

be used by the authentication device 2 to obtain product information from a receipt
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service that may be provided by the goods manager 16 or the card issuer 12. The
receipt service may be provided additional information by the merchant terminal, such
as for example the location, date and time of sale, etc.

While specific embodiments were described in detail above, the skilled
person will appreciate that alternative embodiments may readily be devised that still
fall within the scope of the claims. The scope of the invention is defined by the spirit

and scope of the claims and is not limited by the embodiments described here.
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