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NETWORK CONNECTIVITY

Technical Field

The present invention relates to telecommunications and in particular to a

cellular network authentication method to obtain cellular network connectivity.

Background

Generally, Internet of Things (IoT), Machine to Machine (M2M), and consumer
devices are arranged to use a Universal Integrated Circuit Card (UICC) or, in recent
implementations, an embedded Universal Integrated Circuit Card (eUICC), also
referred to as embedded Subscriber Identification Module (eSIM), an integrated
Universal Integrated Circuit Card (iUCC) or a software-based SIM (soft SIM) for
purposes of authentication to a Mobile Network Operator (MNO) or to a Mobile Virtual
Network Operator (MVNO) and access the services provided by said network. The
UICC is in the form of a small card that can be inserted and removed from the device.
The eUICC is also a small chip that is inserted into devices in a non-removable way.
The iUICC consists of a system-on-chip solution in which the UICC capabilities run on
the device chipset. The soft SIM comprises a collection of software applications and
data that performs all the functionality of a SIM card but does not reside in any kind of
secure data storage or use a secure processor and is, instead, stored in the memory and
processor of the communications device itself (i.e. there is no SIM hardware).

Within the present description, a secure module may be any of UICC, eUICC,
1UICC or soft SIM that can be included in IoT devices, M2M devices, or other devices.

In the cases of UICC, eUICC, iUICC, and soft SIM, the authentication and
access to services provided by a mobile network may be performed through Remote
SIM Provisioning, that is, the downloading, installing and enabling of an operational
profile, also referred to as SIM profile, Over The Air (OTA).

The presence of secure modules such as UICCs, eUICCS, iUICCs or soft SIMs
in IoT devices, M2M devices, and other devices is increasing, and it may be possible to

provide connectivity out of the box.
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Summary

According to a first aspect of the present disclosure, there is provided a
computer-implemented method for a host device, the computer-implemented method
comprising:

performing a first process at a first time, the first process comprising using non-
cellular data connectivity to download a profile data structure, the profile data structure
comprising a set of two or more International Mobile Subscriber Identities, IMSIs, and
authentication data; and

performing a second process at a second time, the second time being after the
first time, the second process comprising:

selecting an IMSI from the set of IMSIs; and
attempting to register with a cellular network using the selected IMSI
and the authentication data to obtain cellular network connectivity.

According to a second aspect of the present disclosure, there is provided a host
device comprising at least one processor and storage comprising computer-executable
instructions which, when executed by the at least one processor, cause the at least one
processor to perform computer-implemented methods according to the first aspect.

According to a third aspect of the present invention, there is provided a non-
transitory computer-readable storage medium, comprising computer-executable
instructions which, when executed by at least one processor, cause the at least one
processor to perform methods according to the first aspect.

According to a fourth aspect of the present disclosure, there is provided a
computer-implemented method for enabling a host device to obtain cellular network
connectivity, the method comprising:

receiving a request to provide a profile data structure to a host device; and

transmitting the profile data structure for receipt by the host device,

wherein the profile data structure comprises a first set of two or more
International Mobile Subscriber Identities, IMSIs, and authentication data, and

wherein the first set of two or more IMSIs are selected from a second set of

three or more IMSIs.
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According to a fifth aspect of the present disclosure there is provided a network
element for authenticating a host device to a cellular network, the network element
being configured to perform operations comprising;

receiving an authentication request from a host device, wherein the host device
is using either:

a shared IMSI that is included in a plurality of profile data structures
which are available to a plurality of host devices; or

a private IMSI that is uniquely included in a profile data structure of the
host device;

accessing information that identifies an IMSI used by the host device as being
either a shared IMSI or a private IMSI; and,

responding to the authentication request in a manner which is dependent on
whether the host device is using a shared IMSI or a private IMSL

According to a sixth aspect of the present disclosure there is provided a
computing system communicatively coupled to a cellular network, the system
comprising at least one processor and storage comprising computer-executable
instructions which, when executed by the at least one processor, cause the computing
system to perform methods according to the fourth aspect.

According to a seventh aspect of the present disclosure there is provided a non-
transitory computer-readable storage medium comprising computer-executable
instructions which, when executed by at least one processor, cause the processor to
perform methods according to the fourth aspect.

Many host devices are only registered to a cellular network for a short period of
time, that is, the host device may have a low duty cycle and only require an IMSI while
it is registered with a cellular network for cellular connectivity. Thus, embodiments of
the present disclosure may be useful in allocating to a plurality of host devices profile
data structures sharing the same IMSIs to be used while the host device is registered
with a cellular network. The systems and methods described herein can enable reuse of
a shared IMSI by a plurality of host devices at different points in time. This way mobile
network operators and mobile virtual network operators may manage the available
IMSIs in a more efficient manner. The present invention is particularly useful in

diminishing collision probability when using one of the shared IMSIs to register with a
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network and also in recovering from a collision with another host device using the same
shared IMSI to register with a network.

Further features and advantages of the present disclosure will become apparent
from the following description of preferred embodiments, given by way of example

only, which is made with reference to the accompanying drawings.

Brief Description of the Drawings

Figure 1 is a schematic diagram of a host device comprising a secure module
according to examples;

Figure 2 is a flow diagram showing a computer-implemented method for a host
device according to examples;

Figure 3 is a schematic diagram showing a cellular network, a host device, and
illustrating computer-implemented methods according to examples;

Figure 4 is a flow diagram showing a computer implemented method for
enabling a host device to obtain cellular network connectivity according to examples;

Figure 5 is a schematic diagram showing a simplified version of the cellular
network and illustrating computer implemented methods according to examples;

Figure 6 is a schematic diagram showing a test server and a part of a connection
test procedure according to examples;

Figure 7 is a schematic diagram illustrating a non-transitory computer readable
storage medium comprising instructions for performing a method according to the
examples shown in Figure 2;

Figure 8 is a schematic diagram showing a computing system configured to
perform a method according to the examples shown in Figure 4;

Figure 9 is a schematic diagram showing a non-transitory computer readable
storage medium comprising instructions for performing a method according to the
examples shown in Figure 4;

Figure 10 is a schematic block diagram showing a network element embodied
as a home server and a plurality of host devices according to examples;

Figure 11 is a flow diagram showing a method performed by the network

element according to the examples shown in Figure 10
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Detailed Description

As mentioned briefly above briefly in the background section of the application,
it may be possible to provide connectivity out of the box for IoT, M2M, and other host
devices comprising secure modules such as UICCs, eUICCS, iUICCs or soft SIMs. In
order to do so, a secure module may use a provisioning profile, also referred to as
bootstrap profile, to access a marketplace and a Remote SIM Provisioning, RSP,
platform without the need for a WIFI connection.

The marketplace and RSP platform may enable the user to seamlessly purchase
a connectivity plan from its provider of choice thus enabling cellular network

connectivity. This may be achieved through the following steps:

1- Device boot up upon unboxing,

2- Device establishes limited connectivity using a pre-configured provisioning
profile,

3- User accesses a marketplace and purchases a plan,

4- Device downloads an operational profile from the RSP platform,

5- Device establishes full connectivity using the new operational profile.

The secure module identifies a subscription, either an IoT device, an M2M
device, or a mobile device, through an International Mobile Subscriber Identity, IMSL
The IMSI is a globally routable identity assigned to an operator, which is globally
unique to allow signalling routing between operators.

One potential way of providing connectivity out of the box, as described above,
may require every single IoT, M2M and other mobile devices to be configured with a
working provisioning profile at manufacture, which requires a very large number of
IMSIs to be allocated. This scenario may lead to an increased demand for IMSIs and
possibly to the exhaustion of the global IMSI numbering reserve.

However, depending on the type of device and usage profile, it is possible that
several devices will never use the provisioning profile and associated IMSI either
because they never use the secure module capability or will use the device over WIFI
access. Therefore, it is desired to more efficiently manage IMSI allocation in order to

optimise the use of the resource.
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Certain examples described herein describe methods and systems for providing
profile data structures that can be allocated to host devices for the purposes of
authentication with a cellular network and accessing connectivity provided by the
cellular network. The profile data structures may share International Mobile Subscriber
Identities, IMSIs, with other profile data structures. The systems and methods described
herein can enable reuse of one or more shared IMSIs by a plurality of host devices. A
host device may use one of the shared IMSIs provided in a profile data structure to
access connectivity provided by the cellular network and, when the host device de-
registers from the cellular network, the shared IMSI may be freed for use by another
host device. In this way, mobile network operators (MNQO) and mobile virtual network
operators (MVNO) may manage the use of IMSIs which are available to that MNO or
MVNO in a more efficient manner. That is to say, IMSIs that are available to the MNO
or MVNO can be reused by different host devices thereby reducing the number of IMSI
which may be wasted when allocated to a host device which does not persistently use
the IMSI. No two host devices may concurrently use the same IMSI to connect to a
cellular network.

If a host device is registered using a particular IMSI and subsequently, or shortly
thereafter, another host device attempts to register using the same IMSI, then the
cellular network may react in a non-optimal or unpredictable way, such as authorizing
the second device in lieu of the existing network access of the first device, or rejecting
the registration of the second device. These scenarios may be referred to as a collision.
The present invention is particularly useful in diminishing collision probability when
using one of the shared IMSIs to register with a network and also in recovering from a
collision with another host device already registered with the cellular network using a
shared IMSI. The present solution may overcome the state-of-the-art limitations as it
allows the allocation of the same IMSI to a plurality of profile data structures. This
IMSI, shared amongst a plurality of profile data structures, can be used by a host device
when no other host device is using the IMSI, while also reducing collisions likelihood
of two or more host devices trying to use the same shared IMSI. The present solution
also provides methods for solving collision events between host devices trying to use

the same shared IMSI.
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Figure 1 illustrates a secure module 100 included in a host device 110. In some
examples, the host device 110 may be a consumer device, or a machine or object in an
ToT or M2M context. In some examples, the host device may be a mobile device, for
example a smartphone or laptop. In other examples, the host device may be installed
permanently or semi-permanently at a location, for example an appliance or other
machines in a home or industrial setting. In this example the host device 110 includes
a secure module 100 in the form of a SIM card. However, it will be appreciated that the
secure module 100 may comprise a UICC, an eUICC, an iUICC or a soft SIM. In some
examples, the methods described herein may be implemented by either a UICC or an
eUICC.

The secure module 100, shown in Figure 1, comprises at least one processor 130
and at least one computer-readable storage 120. The at least one processor 130 may be
communicatively coupled to the at least one computer-readable storage 120 and may
be configured to execute instructions 125 stored on the at least one computer-readable
storage 120. The at least one processor 130 may possess proactive capacity in the sense
that it is able to interact directly with the host device 110 informing the host device 110
that a configuration of one or more settings has changed, for example, where an IMSI
to be used to register with a cellular network has changed.

The at least one computer-readable storage 120 includes a profile data structure
140 that may be used to register with a cellular network and obtain cellular network
connectivity as will be described later with respect to Figure 2. The profile data structure
140 comprises a set of two or more IMSIs 150 and authentication data 160. In some
examples, a single set of authentication data 160 is associated with each IMSI of the set
of IMSIs 150. The set of IMSIs 150 comprises one or more shared IMSIs 152, which
are included in a plurality of profile data structures that are available to one or more
further host devices. For example, a shared IMSI may be included in at least one other
profile data structure stored in the secure module of another host device. As the shared
IMSIs are generally included in a plurality of profile data structures which are made
available to a plurality of host devices, when a host device 110 attempts to register with
a cellular network using a shared IMSI, the registration will be successfully processed
if no other host device is using the same shared IMSI to be registered with a cellular

network at the same time.
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Alternatively, or additionally, the one or more shared IMSIs may be included in
at least one other profile data structure which can be downloaded by a further host
device, but which have not yet been provided to a further host device. In some
examples, the one or more shared IMSIs may include region independent IMSIs
associated with region independence indication data. A region independent IMSI can
also be referred to as International Sponsored Roaming IMSI, ISR IMSI, which refers
to an IMSI that is included in a sub range of a global IMSI range of a Mobile Network
Operator, MNO, and is assigned to a network partner operator so that subscribers of the
network partner operator are able to access the network of the MNO when roaming
between cellular networks. Region independent IMSIs are thus not associated to a
particular geographic region. Alternatively, or additionally, the one or more shared
IMSIs 152 may include region dependent IMSIs associated with region dependence
indication data. A region dependent IMSI is an IMSI that is associated with a particular
geographic region, typically a country.

When a first host device registers with a cellular network using a shared IMSI
and subsequently deregisters, said shared IMSI may be used by a second host device to
register with a cellular network. The set of IMSIs 150 also comprises one or more
private IMSIs 154. The one or more private IMSIs are uniquely included in the profile
data structure 140 downloaded to the host device 110 such that they are only available
to the host device 110 and not to other host devices which are provided with a profile
data structure. The private IMSIs 154 may include region independent IMSI and/or a
region dependent IMSI. In the example shown in Figure 1, the shared IMSIs 152
includes region independent IMSIs and the private IMSIs 154 include region dependent
IMSIs, however, as described above both the shared and private IMSIs may include
either or both region independent and region dependent IMSIs.

The regional indication data and the region-independence indication data may
be included as part of the IMSIs to which they relate. IMSIs typically include 15-digit
numbers, although can be shorter in some territories where older standards of IMSI are
used. The first three digits of an IMSI typically represent a mobile country code, MCC,
which is followed by a mobile network code, MNC, which is either two digits
(according to European standards), or three digits (according to North-American

standards). The remaining digits are referred to as the mobile subscription identification
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number, MSIN. The regional independence indication data, or the regional indication
data, may be the MCC included as part of the IMSI. Where the IMSI is a region
dependent IMSI, the MCC relates to the region to which the IMSI is associated. Where
the IMSI is a region independent IMSI, the first three digits of the IMSI which would
normally be the MCC may not relate to an MCC associated with any particular region.

Figure 2 is a flow diagram illustrating a computer-implemented method 200 for
a host device 110 comprising a secure module 100 to obtain cellular network
connectivity. The instructions 125 stored in the storage 120 may, when executed by a
processor 130, cause the processor to implement the method 200. The computer-
implemented method 200 may be triggered upon boot up of a host device 110 for the
first time to register with a cellular network to obtain cellular network connectivity. The
computer-implemented method 200 may also be triggered when the host device 110
detects a need to download a profile data structure 150 or a need for cellular network
connectivity. For example, if the secure module 100 lacks a suitable profile data
structure 140 which can be used to obtain cellular network connectivity. The method
200 may also be triggered based on an input signal, for example, where a user of the
host device 110 interacts with a user interface (not shown) of the host device 110 to
provide an input signal which specifies that the method 200 is to be triggered.

At block 210, the computer-implemented method 200 comprises performing a
first process at a first time, the first process comprising using non-cellular data
connectivity to download a profile data structure 140. The non-cellular data
connectivity can be any suitable means for obtaining data connectivity, for example
WiFi®, Bluetooth®, or any other suitable type of data connectivity. The non-cellular
data connectivity may include wired and/or wireless data communication means. As
described above in relation to Figure 1, the profile data structure 140 comprises a set of
two or more IMSIs 150 and a single set of authentication data 160 associated with each
IMSTI of the set of IMSIs 150. In the examples shown, this set of IMSIs 150 comprises
one or more shared IMSIs 152 and also comprises one or more private IMSIs 154. In
some examples, the profile data structure 140 may include a private IMSI which is to
be most frequently used by the host device 110. A subscriber may be provided with a
private IMSI which corresponds to the region in which they are most often located, e.g.

their home country. The profile data structure 140 may also comprise a plurality of
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shared IMSIs which can be used when the subscriber is travelling to different countries.
For example, the shared IMSIs may include region dependent and region independent
shared IMSIs which can be used on a temporary basis when the subscriber is travelling
to different territories. The subscriber may have one or more countries which they travel
to very frequently and hence the profile data structure 140 may include region
dependent private IMSIs corresponding to those countries in which the subscriber
frequently travels.

In some cases, the first process to download a profile data structure may be
performed during manufacture, for example, certain host device manufacturers may
include items, such as the profile data structure 140, on the secure module 100 included
in the host device 110 during manufacture of the host device 110 before providing the
host device 110 to users. In these cases, the first process of the method 200 may be
triggered during manufacture of the host device 110 before providing the host device
110 to users.

Turning briefly to Figure 3, once the first process is triggered, the first process
may include a host device 110 initially transmitting a request 322 for the provision of a
profile data structure 140 to the host device 110. The request 322 may be transmitted to
one or more remote computing devices which are configured to perform methods for
enabling the host device 110 to obtain cellular network connectivity as will be described
further below with respect to Figures 3 and 4. A response 324 including the profile data
structure 140 is transmitted for receipt by the host device 110. The profile data structure
140 comprises a set of two or more IMSIs 150 and authentication data 160 associated
with the set of IMSIs 150.

Returning to Figure 2, at block 220 the computer-implemented method 200
comprises performing a second process at a second time, the second time being after
the first time. The second process may be triggered independently of the first process,
for example the profile data structure 140 may be downloaded to the secure module 100
included in the host device 110 during manufacture and the second process can be
triggered upon boot up of the host device 110 for the first time to register with a cellular
network to obtain cellular network connectivity. Alternatively, or additionally, the
second process may be triggered when the host device detects a need for cellular

network connectivity, for example, where the host device 110 is configured to obtain
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cellular network connectivity on boot up and if cellular network connectivity is not
already available at boot up. Other examples may include where a user of the host
device 110 instructs the host device 110, through a user interface, to perform a process
which requires cellular network connectivity, and the host device 110 does not already
have cellular network connectivity.

In some cases, the host device 110 may be lacking multiple types of connectivity
at the second time. For example, as well as lacking cellular network connectivity, the
host device may not have non-cellular data connectivity. For example, the host device
may not have access to an internet connection over WiFi®, or any other type of non-
cellular data connectivity and so is not capable of downloading any further data at the
second time, such as another IMSI, which could be used to attempt to register with a
cellular network.

As shown in Figure 2, at block 230 the second process performed at the second
time comprises selecting an IMSI from the set of IMSIs 150. In some examples, the
host device 110 may select the IMSI from the set of IMSIs 150 while in other examples
the second process includes activating the profile data structure 140 that consequently
selects an IMSI from the set of IMSIs 150. The IMSI which is selected may be either
of a private IMSI or a shared IMSL

In some cases, the selection of a private IMSI may be prioritized over the
selection of a shared IMSI. In other examples, the selection of a shared IMSI may be
prioritized over the selection of a private IMSI. The prioritization of either a private or
shared IMSI may be determined based on settings specified in the host device 110
and/or in the profile data structure 140. In some examples, a user of the host device 110
may be able to provide an input which specifies whether a private or a shared IMSI is
to be selected and the selection of the IMSI may be sensitive to this input.

Where a private IMSI is selected from the set of IMSIs 150, a private IMSI
which is associated with a location of the host device 110 at the time of performing the
second process may be selected. In this way a host device 110 may select an IMSI which
is associated with the location of the host device 110 and hence may appear to a visited
network as being a local subscriber. In some cases, a suitable private IMSI, for example
a private IMSI associated with the location of the host device 110, may not be available

in the profile data structure 140 at the second time, and so the host device 110 may
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select a shared IMSI 152. In some cases, while there may be a suitable private IMSI
available, a shared IMSI may still be selected. In some cases, the profile data structure
140 may only include shared IMSIs. The type of IMSIs included in the profile data
structure 140 may be dependent on the type of subscription of the user. For example, a
user’s subscription may allow for a set of region dependent private IMSIs and a set of
region independent shared IMSIs, as shown in Figure 1.

If the set of one or more IMSIs 150 comprises a plurality of shared IMSIs 152,
then selecting a shared IMSI may include selecting a shared IMSI which corresponds
to the region in which the host device 110 is located, e.g. a region dependent shared
IMSI. Where a suitable region dependent shared IMSI is not available, a region
independent shared IMSI may be selected. If there are a plurality of region independent
shared IMSIs in the set of IMSIs 150, the region independent shared IMSI may be
selected at random from two or more region independent shared IMSIs 152 in the
profile data structure 140 or based on a respective position in a list of region
independent shared IMSIs stored in the profile data structure 140.

To determine whether a region dependent IMSI or a region independent IMSI
is to be selected, the second process may comprise determining a geographic location
of the host device 110 at the second time. The geographic location of the host device
110 may be determined in any of a plurality of ways. In some examples, determining
the geographic location comprises receiving at the cellular network 300 a location
update message, communicating with proximal computing devices such as servers,
routers, or mobile devices over any suitable wired or wireless communication means.
Where the host device 110 is located within the region of a home cellular network 300,
the cellular network 300 may determine directly from a communication from the host
device 110 that the host device 110 is in the region of the cellular network 300. Where
the host device 110 is in a region associated with a different cellular network, for
example a visited network 350, the cellular network 300, which may be a home network
of the host device 110, may receive a location update message from the visited network
350.

Determining the geographic location may also be performed based on a stored
indication of the geographic location of the host device 110 or any other examples of

determining a geographic location that are suitable. Following the determination of the
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geographic location of the host device 110, selecting an IMSI from the set of IMSIs 150
included in the profile data structure 140 may include selecting a region dependent
IMSI associated with the geographic location of the host device 110. For example,
where the host device 110 is located in the United Kingdom (UK), then an IMSI
comprising an MCC which is associated with the UK may be selected.

The private IMSIs are uniquely included in the profile data structure 140
downloaded to the host device 110 and not in other profile data structures provided to
further host devices. As such, the private IMSIs in the set of IMSIs 150 included in the
profile data structure 140 are only available for use by the host device 110 and may be
used at any time to register with a cellular network.

Following the selection of an IMSI, the second process comprises, as shown in
Figure 2 at block 240, attempting to register with a cellular network using the selected
IMSI and the authentication data 160 to obtain cellular network connectivity. The
cellular network to which the host device 110 attempts to register may be the home
network 300 of the subscriber, or may be a different cellular network 350, such as a
visited cellular network 350 of a region to which a user of the host device 110 has
travelled.

To register with a cellular network 300, 350, with a private IMSI, the host device
110 sends an authentication request including a private IMSI and authentication data.
If the host device 110 is in a visited cellular network 350 at the second time, the
authentication request is sent to the Visitor Location Register, VLR, 352 of the cellular
network 350 to which the host device 110 is attempting to register, using the selected
private IMSI. The VLR 352 communicates with the HSS 308 of the subscriber’s home
network by sending a Subscriber Authentication Information, SAI, message to the HSS
308. The HSS 308 responds to the Subscriber Authentication Information, SAI,
message accepting the registration. In this way the registration attempt is successfully
processed, and the host device 110 connects to the visited cellular network 350 and may
obtain cellular network connectivity. If the host device 110 is located in the home
network of the subscriber, then a VLR 352 may not be used, and the request may be
sent to the HSS 308 of the subscriber’s home network without using a VLR. The HSS
308 may in this instance respond to the authentication request accepting the registration

without sending the response via a VLR. This process is generally the same regardless
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of whether the private IMSI is a region dependent IMSI, associated with the region in
which the VLR is located, or a region independent IMSIL.

This process may be modified if the selected IMSI is a shared IMSI. If the
selected IMSI is a shared IMSI, the HSS 308 of the subscriber may check whether the
selected IMSI is being used by any other host device. If the said shared IMSI is being
used by any other host device in another VLR, or the same VLR, the HSS 308 of the
subscriber responds to the SAI message refusing the registration. The function of the
HSS 308 will be described later below with respect to Figures 9 and 10.

If the attempt to register with a cellular network 300, 350 using the selected
IMSTI is unsuccessful, for example, where a shared IMSI is used when attempting to
register with the cellular network 300, 350, but a further host device is using the shared
IMSTI at the second time, the second process may comprise selecting a further IMSI
from the set of IMSIs 150 to be the selected IMSI and attempting to register with the
cellular network 300, 350 using this further IMSI as the selected IMSI.

In some cases, the attempt to register with the cellular network 300, 350 using
the selected IMSI may be successful, but no cellular network connectivity is provided
to the host device 110. In this case the method 200 may comprise selecting a further
IMSI from the set of IMSIs 150 to be the selected IMSI and attempting to register with
the cellular network using the further IMSI as the selected IMSI. The lack of cellular
network connectivity may be detected by a set of instructions included in the memory,
or storage 120, of the secure module 100 included in the host device 110. For example,
the instructions, when executed by the processor 130 of the secure module 100, may
cause the processor 130 to attempt to communicate with the internet to detect if there is
cellular network connectivity. A communication relating to the connectivity of the host
device 110 may be sent to a Smart IMSI Selection module, SIS, 302 the function of
which will be described further below with respect to Figure 4. In some cases, the lack
of cellular network connectivity may be detected after a predetermined period of time
has passed since the successful registration. This period of time may be configurable.
In this way, it is possible to prevent premature re-registration of the host device 110
with a different IMST of the set of IMSIs 150.

Where a shared IMSI is used, upon termination of a communication session

which has been enabled by the registration of the host device 110 to the cellular network
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300, 350 using the selected shared IMSI, the selected shared IMSI may be deregistered.
Following deregistration of the shared IMSI, the said shared IMSI can be used by a
different host device to register with a cellular network 300, 350. In this way, shared
IMSIs can be allocated to a plurality of profile data structures 140 which are made
available to a plurality of host devices, e.g. the host device 110 and one or more further
host devices, to use to register with a cellular network 300, 350. Due to the
deregistration of a shared IMSI after the communication session has ended it becomes
possible to use the shared IMSIs across a plurality of host devices. As such, these shared
IMSIs can be provided in profile data structures which relate to bootstrap profiles and/or
fully operational profile without the shared IMSIs being wasted and going unused, as
can happen with IMSIs included in bootstrap profiles.

Returning to the example of a cellular network 300 shown in Figure 3 and also
with reference Figure 4 a method 400 for enabling a host device to obtain cellular
network connectivity will now be described. The method 400 may be implemented by
a computing system shown in detail and described with respect to Figure 8. A specific
example of the functions which may be implemented by the computing system is shown
in Figure 3 implemented as a Remote SIM Provisioning module (RSP) 304, a Smart
IMSI Selection module (SIS) 302, a Provisioning System 316, and a data environment
318. The functions of the RSP 304, SIS 302, and the Provisioning System 316 will
become apparent from the description of the method 400.

The RSP module 304 receives 402 a request 322 to provide a profile data
structure 140 to the host device 110. In the example shown, the request 322 is received
directly from the host device 110 and may be received over any suitable communication
protocol such as Wi-Fi, Bluetooth, other wireless communications protocols and wired
communication protocols.

The RSP 304 may then transmit 404 the profile data structure 140 for receipt by
the host device 110 in the form of the response 324. The profile data structure 140
comprises a first set of two or more IMSIs 150 and authentication data 160, the
authentication data 160 being associated with the first set of two or more IMSIs 150. In
some examples, a single set of authentication data is provided for all IMSIs in the first

set of IMSIs 150. In other examples, the authentication data 160 may include a different
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set of authentication data for each IMSI or for different subsets of IMSIs in the first set
of IMSIs 150.

The computing system implemented as the RSP module 304, SIS module 302,
and the provisioning system 316 may be responsible for generating the profile data
structure 140 which is provided for the host device 110. The first set of two or more
IMSIs 150 which are provided in the profile data structure 140 are selected from a
second set of three or more IMSIs 328. In the example shown, the second set of three
or more IMSIs 328 is arranged into a plurality of batched sets of IMSIs 330a, 330b,
330c although in other examples, the IMSIs 328 may not be batched in this way. The
second set of IMSIs 328 may comprise IMSIs which can be made available to
subscribers of the home cellular network 300. For example, an MNO may have a range
of IMSIs which it can enable subscribers to use to register with the MNO and/or cellular
networks in other regions. The range of IMSIs associated with this MNO may include
both shared IMSIs and private IMSIs. In this way, each host device 110 which
implements the method 200 is generally provided with a subset of the total range of
IMSIs which are potentially available to that host device 110.

While the request 322 shown in Figure 3 is sent by the host device 110 and
received at the RSP 304, it will be appreciated that the request 322 may be received
from computing devices different to the host device 110 but sent on behalf of the host
device 110. For example, where the host device 110 is to be provisioned with a profile
data structure 140 at manufacture, the profile data structure 140 may be downloaded by
a manufacturer to be provisioned onto the host device 110 at manufacture. In this case,
the manufacturer may communicate with an RSP 304 to generate the profile data
structure 140 to be provided to the secure module 100 at manufacture.

In response to this request 322, the RSP 304 transmits a request to the SIS 302
for the provisioning of a set of two or more IMSIs 150. The request transmitted by the
RSP 304 to the SIS 302 may include data which identifies the geographic location of
the host device 110. For example, the request transmitted by the RSP platform 304 to
the SIS 302 may include the IP address of the host device 110 requesting the profile
data structure 140. In examples, where a manufacturer is attempting to obtain a profile
data structure 140 to provide to a device at the manufacturing stage, a signal identifying

a geographic location in which the host device 110 is to be used may be provided.
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Following the request from the RSP platform 304, the SIS 302 performs a selection
operation to select a batched set of two or more IMSIs 150 from the plurality of batched
sets 330a, 330b, 330c.

In the example shown, the Provisioning System 316 batches the second set of
IMSIs 328 into a plurality of batched sets of two or more IMSIs 330a, 330b, 330c. Each
batched set of IMSIs 330a, 330b, 330c may comprise at least one shared IMSI and, in
some examples, at least one private IMSI. The batched sets 330a, 330b, 330c generated
from the second set of IMSIs 328 may be at least partially randomly selected. That is
to say that each batched set may comprise at least one randomly selected shared IMSI
and/or at least one randomly selected private IMSI. This may allow the IMSIs in the
second set of IMSIs 328 to be distributed evenly across the batched sets of IMSIs 330a,
330b, 330c. In the example shown, a first batched set 330a comprises a shared IMSI,
IMSI 5, and two private IMSI, IMSI 7 and IMSI 8. A second batched set 330b,
comprises a plurality of shared IMSIs, IMSI 3 and IMSI 5, and a private IMSI,
IMSI 4. The third batched set 330c shown comprises one shared IMSI, IMSI 3, and
two private IMSIs, IMSI 1 and IMSI 2.

The Provisioning System 316 may associate each of the batched sets of IMSIs
330a, 330b, 330c with respective authentication data, not shown. For example, the
Provisioning System 316 may associate each of the batched sets of IMSIs 330a, 330D,
330c with an authentication data identifier, which identifies a particular set of
authentication data which is to be attached to a batched set of IMSIs 330a, 330b, 330c.
Shared IMSIs of the second set of IMSIs 328 may be included in a plurality of the
batched sets 330a, 330b, 330c of IMSIs, such that a plurality of profile data structures
140 generated from the batched sets may comprise one or more of the same shared
IMSIs. The private IMSIs may be uniquely included in a batched set of IMSIs such that,
once provided to a host device 110 in a profile data structure 140 they are only available
for use by that host device 110 and not by other host devices.

The Provisioning System 316 transmits 320a, 320b, and 320c the batched sets
330a, 330b, 330c of two or more IMSIs and an association with the respective
authentication data, such as an identifier of the respective authentication data, for
receipt by network elements such as a Home Subscriber Server, HSS, 308, and for

receipt by modules such as the SIS 302, and the RSP 304. The SIS 302 function
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includes a pool 306 of the plurality of batched sets of two or more IMSIs 330a, 330b,
330c along with identifiers of the authentication data which are associated with each
set of IMSIs. The first set of two or more IMSIs 150 which is to be provided to the host
device 110 is selected from the pool 306 by the SIS 302, that is to say one of the batched
sets of IMSIs 330a, 330b, 330c, is selected to be the first set of IMSIs 150. Therefore,
in examples where the batched sets of IMSIs 330a, 330b, 330c are randomly selected
when batched, the first set of IMSIs 150 may be in at least one respect randomly related
to the second set of IMSIs 328.

The SIS 302 then transmits the set of two or more IMSIs 150 and an identifier
of a respective set of authentication data to the RSP 304. The identifier is to be used by
the RSP 304 to identify the respective set of authentication data 160 which is to be
associated with the set of IMSIs. The RSP platform 304 generates the profile data
structure 140 which, as described above in relation to Figure 1, comprises the set of two
or more IMSIs 150 and authentication data 160 associated with the set of IMSIs 150
which is identified by the identifier received from the SIS 302. By storing the
authentication data 160 at the RSP 304 and transmitting only identifiers of the
authentication data between the provisioning system 316, the SIS 302, and the RSP 304
the security and integrity of the authentication data 160 may be maintained. That is to
say, the authentication data 160 may not be transmitted between different modules or
over communications networks which might otherwise render it vulnerable to
identification from third parties. The profile data structure 140 may then be transmitted
324 for receipt by the host device 110. The profile data structure 140 may be transmitted
directly to the host device 110 or may be transmitted and received by an intermediate
computing device which then is able to provide the profile data structure 140 to the host
device 110.

As shown in the example of Figure 3, the cellular network 300 may comprise a
Home Subscriber Server, HSS, 308 which provides details of the subscribers to other
entities within the cellular network 300 and to other computing systems in
communication with said network 300. For example, the HSS 308 may send a
notification 326 informing the SIS 302 of the events where host devices register with a
cellular network 300, 350 using a shared IMSI. In some examples, a Home Location

Register, HLR, can take the place of the HSS 308 described herein, or be linked to an
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HSS 308, such that the HLR can perform the function of the HSS 308. In other
examples, an Authentication Center, AuC, is linked to an HLR that can take the place
of the HSS 308. It will be appreciated that while the present example of Figure 3 has
been described with respect to an HSS 308, any home server may be suitable, wherein
a home server can be implemented as any one or more of a Home Subscriber Server,
HSS, an HLR a combined HSS/HLR, a combined HLR/AuC or any other similar
element that can communicate with the entities within the cellular network 300 and the
SIS 302 in the desired manner.

It will be appreciated that Figure 3 does not show all components of the cellular
network 300, but rather those that are material to the present disclosure. In this example
separate modules for the SIS 302, for the RSP platform 304, for the HSS 308 and for
the Provisioning System 316 are shown. However, it will be appreciated that these
modules 302, 304, 316, may be implemented as one or more computing devices,
including any suitable combination of hardware and software, either located at a single
geographic location or distributed over a geographic area, comprising suitable
communications technology for communicating with one or more host devices 110. The
cellular network 300 may also comprise interfaces for communicating with other
networks and/or remote servers, for example, the internet. In some examples, the
network elements described herein may be implemented by either one or many
computing devices. While six communications 320a, 320b, 320c, 322, 324 and 326
have been shown in Figure 3, it will be appreciated that any number of signals may be
transmitted in the cellular network 300 and between the cellular network 300, the host
device 110, and the modules 302, 304, 316 when requesting, generating, transmitting,
and/or receiving the profile data structure 140

In some cases, the selection of a batched set of two or more IMSIs 150 may be
sensitive to the use of IMSIs by other host devices. As part of the operation to select
the batched set of two or more IMSIs 150 from the pool 306, the SIS 302 may be
continuously notified 326 by the HSS 308 of the activity of host devices using shared
IMSIs which are included in the second set of IMSIs 328 from which the batched sets
330a, 330b, 330c of two or more IMSIs are generated. The SIS 302 stores the
information relating to the uses of the shared IMSIs such as the time and location at

which they have been used. The geographic location of a host device that is using a
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shared IMSI which is comprised in the second set of two or more IMSIs 328 from which
the batched sets 330a, 330b, 330c are generated may be determined by the Calling
Global Title which is provided to the SIS 302 by the HSS 308.

In examples where the SIS 302 has been notified by the HSS 308 of the activity
of host devices using the shared IMSIs, the SIS 302, when selecting a batched set of
IMSIs 150, may prioritise a batched set 150 which includes shared IMSIs which have
not been recently used by other host devices. In this way, the SIS 302 may reduce the
probability of providing a shared IMSI which is likely to cause a collision event when
the host device 110 attempts to register with a cellular network 300, 350 using that
shared IMSL

In this way the use of a shared IMSI by the host device 110 may affect a further
set of two or more IMSIs that are to be provided to a further host device. In other words,
the selection operation performed by the SIS 302 when responding to a request from
the RSP 304 to provide a set of two or more IMSIs, may prioritize batched sets of two
or more IMSIs 330a, 330b, 330c based on the number of times that shared IMSIs
comprised in the sets of two or more IMSIs of the pool 306 have been used by other
host devices. In some examples, this prioritization is region dependent, such that
selection operation performed by the SIS 302 prioritizes batched sets of IMSIs 330a,
330b, 330c based on the number of times that shared IMSIs have been used in the same
geographic location of the host device 110 which is requesting the profile data structure
140.

In some examples, the prioritization of sets of two or more IMSIs 330a, 330D,
330c when selecting a set of IMSIs from the pool 306 is time dependent such that
different IMSIs are prioritized at different points in time. For example, a particular set
of IMSIs, comprising a given shared IMSI, which is initially prioritized may be
provided to a host device 110 in a profile data structure 140. After the particular set of
IMSISs has been provided to the host device 110, sets of IMSIs which do not include the
given shared IMSIs may be prioritized over sets of IMSIs which do include the given
shared IMSI. The prioritization of sets of IMSIs may continuously change over time
based on an order in which IMSIs have been most recently, or most frequently, provided

to host devices 110 in profile data structures 140.
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The SIS 302 may prioritize shared IMSIs that were not used in the geographic
location of the host device 110 requesting the profile data structure. If there are no
shared IMSIs that have not recently been used in the geographic location of the host
device 110 requesting the profile data structure 140, the SIS 302 may prioritize shared
IMSIs based on the least number of times that the IMSIs have been used during a
configurable period of time in the geographic location of the host device 110 requesting
the profile data structure 140 to register with a cellular network 300, 350.

In some examples, a data environment 318 may be used for analytics purposes.
As part of the selection operation, the SIS 302 may continuously notify the data
environment 318 of the uses of IMSIs comprised in the pool 306 of batched sets of two
or more IMSIs 330a, 330b, 330c. The SIS 302 may be notified by a host device 110 on
how many attempts to register the host device 110 were made before cellular network
connectivity was successfully obtained and with which IMSI the cellular network
connectivity was successfully obtained.

To this end, the data environment 318 and/or the SIS 302 may receive
registration request tracking data used to keep track of the occurrence, frequency, and
success rate of registration requests, among other things. In some examples, the host
device 110 may be configured to perform a connection test procedure for testing
whether the host device 110 is successfully attached to a cellular network for service,
as described in GB patent applications GB 2212205.5 and GB2212202.2 which are
hereby incorporate by reference. Turning to Figure 6, a part of the connection test
procedure can be seen in which the host device 110 transmits a connection test message
606 to a test server 602. The connection test procedure may also include determining
whether a response to the connection test message 606 is received by the host device
110. In the example shown, the connection test message 606 is transmitted over a
network 604, such as the internet or some alternative communications network
hardware.

The connection test message 606 includes registration request tracking data 608
which may be used to record, or otherwise determine, statistics relating to the attempts
to register the host device 110 with the cellular network 300. In some cases, the
connection test message 606 also includ920es data 610 that can be used to identify the

device 110 to ensure that the test server 602 responds to legitimate test messages 606
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from suitable host devices 110. The test server 602 may record this registration request
tracking data 608 and provide it to the SIS 302 and/or the data environment 318.

By tracking statistics relating to the registration attempts from host devices 110,
it becomes possible to identify when a quality of service for the device 110 degrades.
In particular, an increase in the frequency of registration attempts performed by a device
110 may be readily identified. An increase in the frequency of registration attempts is
generally undesirable as it may be associated with the device 110 undergoing longer or
more frequent periods without having service provided by a cellular network 300. Other
examples include being able to identify the frequency of failed registration attempts
performed using certain IMSIs. Where the frequency of failed registration attempts
procedures using a given IMSI increases, this may be an indication that the IMSI has
been provided to a certain number of host devices such that it is being selected and used
too frequently and causing a degradation in the service provided to certain host devices.
This may indicate that the IMSI should be avoided, or deprioritised, in newly
constructed and provisioned profile data structures 104.

Transmitting this request tracking data 608 in a test message 606 provides a
channel for this data to be signalled into the cellular network 300, and/or to an MNO,
or other service provider who manages the host device 110 and the profile data structure
104 provided therein. The MNO, or other type of service provider, may then use this
tracking data 608 to modify or tune the production of profile data structures 104 that
are provided to other devices. The service provider may also modify the profile data
structure 104 stored in the host device 110 for example to update the IMSIs provided
therein, to reduce the frequency with which the device 110 loses service from the
cellular network 300, and/or to increase the speed with which the device 110 is able to
reconnect to the cellular network 300 following a loss of service. This may be done by
using RSP techniques and transmitting an updated profile data structure to the host
device 110 that includes IMSIs that have been provided in fewer profiles than the IMSI
previously comprised in the previous profile data structure. Where the tracking data 608
is indicative of attach requests using a given IMSI failing more frequently as compared

to attach requests using other IMSIs, the MNO, or other type of service provider, may
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de-prioritise that given IMSI when producing profiles for other devices, such that it is
less likely to be provided to other devices.

By transmitting the registration request tracking data 608 to the test server 602
it becomes possible to improve the service provided to host devices 110 by tuning the
variation in IMSIs provided to certain host devices while aiming to keep the total
number of IMSIs used low.

The registration request tracking data 608 may include a plurality of data
elements in the form of byte sequences which are configured to represent specific
information used to track the registration request procedures. The tracking data 608
may include an indication of a number of failed registration attempts having occurred
since the host device 110 began the attempting to register with the cellular network 300.
This indication may be included in the form of a 1-byte length counter. In some
examples, the first registration request procedure may include re-attempting the
registration, or attach.

The tracking data 608 may include an indication of the number of failed
registration attempts having occurred since a previous reset of the profile, and/or a
number of failed registration attempts since the device 110 was last successfully
registered for service with the cellular network 300. The profile data structure 104 may
be reset following certain events, such as on a re-boot of the device or when changing
geographic location of the device 110. In this case, registration attempts may be
performed repeatedly while attempting to attach to the cellular network 300. The
registration request tracking data 608 may include a counter that counts the total number
of failed registration attempts since the profile 104 was last reset.

The tracking data 608 may additionally, or alternatively, include an indication
of a number of IMSIs having been selected since the previous reset of the profile 104.
For example, the total number of IMSIs that have been selected and used by the device
110 in an attempt to register with the cellular network 300 may be counted and included
in the tracking data 608. Where a large number of IMSIs have been selected since the
last reset of the profile 104, this may be an indication that the IMSIs included in the

profile 104 are concurrently in use by a large number of other host devices and as such
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are leading to a degradation in service provided to the host device 110 due to an increase
in collision events.

The tracking data 608 may also include an indication of the IMSIs that have
been selected since the previous reset of the profile 104. These IMSIs may include a
first IMSI, selected during a first registration request procedure, also referred to as a
registration attempt. Additionally, this may include the IMSIs selected in previous
registration request procedures that have been performed since the last reset of the
profile 104. In this way, it becomes possible to track which specific IMSIs are being
used along with the statistics relating to their frequency of successfully or
unsuccessfully being used in attach requests to the network 300. The indication of the
IMSIs used may include a set of one or more index references which refer to record
numbers of a database in which the IMSIs values are stored. Sending an index reference
associated with each IMSI rather than the actual IMSI value may mitigate an increase
in the size of the test message 606 compared to implementations where the IMSI values
themselves are included in the test message 606, for example, while each IMSI value
typically includes 14 to 15 digits, the index reference for an IMSI may be represented
using one byte in the test message 606. Where there are N number of IMSIs that have
been used since the last reset of the profile, there may be N bytes used to indicate the
values of the IMSIs that have been selected since the last reset of the profile.

The tracking data 608 may also include a region-specific date and time of the
connection test procedure, which is associated with the region, or country, in which the
host device 110 is located. The date and time may be encoded in the tracking data 608
according to ETSI TS 102 223. Including date and time information in the tracking data
608 may enable trends in the operation of the registration request procedures, that are
time variant, to be identified. For example, trends in the frequency and/or success and
failure rate of registration request procedures may be temporally correlated, such that
at certain times of day the frequency of registration request procedures may change.
These frequencies may correlate to trends over different periods than a day, for
example, over a week, a month, or over irregular time periods.

Returning to Figure 5, the data received by the data environment 318, for
example from the test server 602 and/or from the SIS 302, may be used to generate

metrics such as hourly collision rate between host devices attempting to use an IMSI
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comprised in the pool 306 of sets of two or more IMSIs 330a, 330b, 330c¢ included in
the SIS 302; countries in which IMSIs from the pool 306 of sets of two or more IMSIs
330a, 330b, 330c included in the SIS 302 are used; hourly total of uses of each IMSI
comprised in the pool 306 of sets of two or more IMSIs 330a, 330b, 330¢ included in
the SIS 302; average duration of the registration to a cellular network performed using
an IMSI comprised in the pool 306 of sets of two or more IMSIs 330a, 330b, 330c
included in the SIS 302; registration attempts and registration failures performed using
an IMSI comprised in the pool 306 of sets of two or more IMSIs 330a, 330b, 330c
included in the SIS 302; and average time for a host device to recover from a registration
failure performed using an IMSI comprised in the pool of sets of two or more IMSIs
included in SIS the 302. The metrics generated by the data environment 318 may be
used to optimize the selection operation performed by the SIS 302 to select a set of two
or more IMSIs 150 and a set of authentication data 160 associated with the set of IMSIs
to provide to a host device.

Alternatively to performing the selection operation by prioritizing batched sets
of IMSIs 330a, 330b, 330¢ which include shared IMSI which have not been used, or
have been least used, the SIS 302 may select a batched set of two or more IMSIs at
random from a group of batched sets comprising the least used shared IMSIs.

As described above, the selection operation may include either prioritizing
batched set of IMSIs 330a, 330b, 330c that include shared IMSIs based on the use of
these shared IMSIs or selecting batched sets of IMSIs at random. Both methods are
effective in diminishing the collision probability when using one of the shared IMSIs
to register with a cellular network.

As described above, the use of an IMSI to register a host device 110 to a cellular
network 300, 350 may cause the provision of a further profile data structure to a further
host device to be modified in order reduce a probability of a registration collision
between the host device 110 and a further host device. Figure 5 is a simplified schematic
diagram illustrating this according to examples. In the example shown, a first host
device 110 performs a method 200 as described above in relation to Figures 1 to 3. The
method 200 includes downloading a first profile data structure 140 comprising a set of
two or more IMSIs 150, which is selected from a pool 306 of batched sets of IMSIs
330a, 330b, 330c, and authentication data 160. The first host device 110 may then select
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a shared IMSI and attempt to register with a cellular network, the cellular network either
being the home cellular network 300 shown in Figure 5, or a different cellular network,
such as a visited cellular network 350 in a country where the host device 110 is located.
If the registration of the first host device 110 is successfully processed, the first host
device 110 connects to the cellular network 300, 350 using the selected shared IMSI.
Following the registration of the first host device 110, the SIS 302 is notified by the
HSS 308 of the use by the first host device 110 of the shared IMSI. The geographic
location of the first host device 110 using the shared IMSI may be determined in any of
a plurality of ways. In some examples, the SIS 302 may determine the geographic
location of the first host device 110 from a Calling Global Title which is provided to
the SIS 302 by the HSS 308. In this way, the SIS 302 has a record of which IMSIs
comprised in the pool 306 of sets of IMSIs included in the SIS 302 are being used and
in which geographic locations. The SIS 302 notifies the data environment 318 of the
uses of the IMSIs comprised in the pool 306 of sets of IMSIs. In this way the data
environment 318 has a record of which IMSIs comprised in the pool 306 of sets of
IMSIs are being used and in which geographic locations. Simultaneously, or shortly
thereafter, a second host device 500 may also implement a method 200 for obtaining
cellular network connectivity. For example, the second host device 500 can perform a
first process to download a second profile data structure 502 comprising a set of two or
more IMSIs 504 and authentication data 506 associated with the set of IMSIs.

As described above, if a selected shared IMSI is in use by the first host device
110 and a second host device 500 tries to use the same shared IMSI to attempt to register
with a cellular network, this attempt may fail. Each IMSI is unique to a registration
between one host device and the cellular network and so no two host devices can
simultaneously use the same IMSI, although if the first host device 110 were to stop
using the selected shared IMSI then the second host device 500 could use the selected
shared IMSL

In the present example, the SIS 302 may be configured to mitigate a probability
that the first host device 110 and the second host device 500 will attempt to use the
same shared IMSI at the same time to register with a cellular network. When performing
the selection operation to select a set of two or more IMSIs to be provided to the second

host device 502, the SIS 302 may prioritize a batched set of two or more IMSIs 330a,
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330b, 330c based on the number of times that shared IMSIs comprised in the pool 306
of sets of two or more IMSIs 330a, 330b, 330c have been used. For example, the SIS
302 may be notified that the first host device 110 as recently registered with a cellular
network using a given shared IMSI and when selecting a set of two or more IMSIs 330a,
330b, 330c to be provided to the second host device 502, the SIS 302 may prioritize
sets of IMSIs 330a, 330b, 330c¢ which do not include the given shared IMSI used by the
first host device 110.

It will be appreciated that with a limited set of shared IMSIs and over a long
period of time, all, or almost all, of the shared IMSIs may be used. As such, the
prioritization may be time dependent such that different IMSIs are prioritized at
different points in time. The SIS 302 may, for example, order the sets of two or more
IMSTs 330a, 330b, 330c¢ such that sets of IMSIs comprising shared IMSIs which have
been least frequently used, may appear near the top of a list from which batched sets
330a, 330b, 330c are selected. The list may be updated as data is received from the HSS
308 notifying the SIS 302 of uses of shared IMSIs. The SIS 302 may additionally, or
alternatively, prioritize shared IMSIs that were not used in the geographic location of
the second host device 500 requesting the second profile data structure 502. If there are
no shared IMSIs that were not used in the geographic location of the second host device
500 requesting the second profile data structure 502, the SIS 302 may prioritize shared
IMSIs based on the least number of times that the IMSIs have been used in the
geographic location of the second host device 500 requesting the second profile data
structure 502 to register with a cellular network.

In this way it becomes possible to reduce the likelihood that the second profile
data structure 502 to be provided to the second host device 500 comprises a set of two
or more IMSIs 504 that includes the shared IMSI in use, or recently used, by the first
host device 110 in the same geographic location over a configurable period of time.
Which in turn reduces the probability that a registration collision event will occur when
the second host device 502 attempts to register with a cellular network according to the
second process of the method 200 described above in relation to Figure 2.

If there are no shared IMSIs that were not used in the geographic location of the
second host device 500 requesting the second profile data structure 502, the set of two

or more IMSIs 504 which are selected by the SIS 302 from the batched sets of two or
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more IMSIs 330a, 330b, 330c for the second profile data structure 502 may include the
IMSIs which have been the least used in that geographic location over a configurable
period of time. Following the selection of the set of two or more IMSIs 504 by the SIS
302 and the transmittal of this set 504 to the RSP platform 304, the RSP 304 transmits
a second profile data structure 502 comprising the set of two or more IMSIs 504 and
authentication data 506 associated with the set of IMSIs for receipt by the host device
500. In this way, the second host device 500 is less likely to select a shared IMSI which,
when used to register with a cellular network 300, 350, would cause a registration
collision.

Figure 7 illustrates a non-transitory computer-readable storage medium 700
comprising computer executable instructions 702 to 708, which when executed by at
least processor 710 cause the at least one processor 710 to perform a method 200 for a
host device 110 as described above according to the examples shown in Figures 1 to 3.

Figure 8 shows a computing system 800 comprising at least one processor 802
and storage 804 storing instructions 806, 808 for the execution of a method 400 for
enabling a host device to obtain cellular network connectivity described above with
respect to Figures 3 to 5. The computing system 800 may be implemented as one or
more computing devices, including any suitable combination of hardware and software,
including computing devices distributed over a geographic area or co-located. The
computing system 800 may comprise suitable communications technology for
communicating with one or more host devices, such as being able to communicate via
wireless cellular frequencies. The computing system 800 may also comprise one or
more interfaces for communicating with other networks and/or remote servers, for
example, the internet. In some examples, the network elements described above in
relation to Figures 3 to 5 may be implemented by either one or many computing devices.

Figure 9 shows a non-transitory computer-readable storage medium 900
comprising computer-executable instructions 902 and 904 which, when executed by a
processor 906, cause the processor to perform a method 400 as described above in
relation to Figures 3 to 5.

In some examples, the home server 308, such as an HSS, may react differently
to registration attempts using shared IMSIs and registration attempts using private

IMSIs. An example of a home server 308, which is operable with the examples
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described above according to Figures 1 to 8 will now be described with reference to
Figures 10 and 11. Figure 10 illustrates a home server 308, or network element, which
may be implemented as any one or more of an HSS, and HLR, an AuC, or a combination
thereof. The home server 308 comprises storage 1002 and one or more processors 1004,
The storage 1002 comprises computer-executable instructions which when executed by
a processor(s) 1004 cause the processor to perform a method 1100 illustrated in Figure
11. The method 1100 includes, at block 1102, receiving an authentication request from
a host device 110 attempting to register with a cellular network. The host device 110
may be using either a shared IMSI or a private IMSI which are provided to the host
device 110 in a profile data structure 140 according to the method 400 described in
relation to Figure 3 and 4.

At block 1104 the home server 308 accesses information that identifies an IMSI
used by the host device 110 as being either a shared IMSI or a private IMSI. For
example, a Provisioning System 316 may communicate with the home server 308 over
an interface to provide information which identifies an IMSI used by the host device
110 as being either a private IMSI or a shared IMSL

At block 1106 the home server 308 responds to the authentication request in a
manner which is dependent on whether the host device is using a shared IMSI or a
private IMSL

In the example shown in Figure 10, a first host device 110 comprises a secure
module 100 which includes a profile data structure 140 comprising a set of two or more
IMSIs 150 and authentication data 160 associated with the set of IMSIs, wherein the
set of two or more IMSIs 150 comprises at least one shared IMSI and one private IMSI.
The second process according to the method 200 described above with respect to Figure
2 is performed and a shared IMSI is selected. The first host device 110 sends an
authentication request 1020a to the home server 308 using the selected shared IMSI,
wherein the authentication request may be in the form of an SAI message. The host
device 110 may either be located within the region of the home cellular network 300 or
may be in a visited network 350. The home server 308 performs a check to determine
if the shared IMSI is in an active state in either the same cellular network or a different
cellular network to the cellular network in which the host device 110 is located. The

example shown in Figure 10 is simplified such that it appears that the host device 110
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communicates directly with the home server 308, however, it will be appreciated that
the request 1020a may be received through other network elements. If the shared IMSI
is not in active state, responding 1106 to the authentication request 1020a includes the
home server 308 sending a response 1020b to the SAI message accepting the
registration of the first host device 110. The shared IMSI used by the first host device
110 is marked as active and if the host device 110 is in a visited cellular network, then
the host device 110 is also marked as active in the VLR of the visited network 350.

Simultaneously, or shortly thereafter, when the selected shared IMSI is still
being used by the first host device 110, a second host device 500 comprising a secure
module 508, which includes a profile data structure 502 which may share one or more
shared IMSIs with the profile data structure 140 of the first host device 110, may select
an IMSI and send an authentication request 1022a to the home server 308.

The home server 308 accesses information that identifies an IMSI used by the
second host device 500 as being either a shared IMSI or a private IMSI. If the IMSI
used by the second host device 500 is a private IMSI, responding 1106 to the
authentication request 1022a from the second host device 500 includes authenticating
the second host device 500 and sending a response 1022b to the SAI message accepting
the registration of the second host device 500.

If the IMSI used by the second host device 500 is a shared IMSI then the home
server 308 performs a check to determine if the said shared IMSI is in active state. If
the shared IMSI used by the second host device 500 is the same shared IMSI used by
the first host device 110, and this shared IMSI is in an active state in a cellular network,
the home server 308 sends a response 1022b to the SAI message 1022a refusing the
registration of the second host device 500. In this way, when a shared IMSI is registered
and simultaneously, or shortly thereafter, there is a registration attempt using the same
shared IMSI, the home server 308 responds to the SAI message from the second host
device 500 with a refusal to register. This prevents the first host device 110 that was
already registered from losing service and the second host device 500 receives a refusal
to register message. The second host device 500 may then select a different IMSI and

attempt to register with the cellular network using that IMSL
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If the IMSI used by the second host device 500 in the authentication request
1022a is a shared IMSI but it is not in an active state, then the home server 308 may
send a response 1022b accepting the registration of the second host device 500.

The home server 308 may also be configured to periodically process registration
information associated with host devices which are registered with a cellular network.
For example, the home server 308 may process a list of registered host devices and may
deregister host devices which are no longer to be registered. In some cases, the home
server 308 may deregister host devices which have registered using a shared IMSI after
a predetermined period of time after the respective host device 110 was originally
registered. In other examples, a host device using a shared IMSI may be deregistered
after a predetermined period of time has lapsed since the host device 110 was actively
using the cellular network connectivity obtained using the shared IMSI. The
predetermined period of time may be static and set in the home server 308.
Alternatively, the predetermined period of time may be dynamically configured and
changed based on metrics collected by the data environment 318. To this end, the SIS
302 may communicate with the home server 308 in order to update the predetermined
period of time based on which host devices are deregistered.

The above embodiments are to be understood as illustrative examples of the
invention. Further embodiments of the invention are envisaged. It is to be understood
that any feature described in relation to any one embodiment may be used alone, or in
combination with other features described, and may also be used in combination with
one or more features of any other of the embodiments, or any combination of any other
of the embodiments. Furthermore, equivalents and modifications not described above
may also be employed without departing from the scope of the invention, which is

defined in the accompanying claims.
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CLAIMS

1. A computer-implemented method for a host device, the computer-implemented
method comprising:
performing a first process at a first time, the first process comprising using non-
cellular data connectivity to download a profile data structure, the profile data structure
comprising a set of two or more International Mobile Subscriber Identities, IMSIs, and
authentication data; and
performing a second process at a second time, the second time being after the
first time, the second process comprising:
selecting an IMSI from the set of IMSIs; and
attempting to register with a cellular network using the selected IMSI

and the authentication data to obtain cellular network connectivity.

2. A computer-implemented method according to claim 1, wherein the set of
IMSIs comprise one or more shared IMSIs, the one or more shared IMSIs being
included in a plurality of profile data structures that are available to one or more further

host device.

3. A computer-implemented method according to claim 2, wherein the one or more
shared IMSI comprises any one or more of’

a region independent IMSI associated with region-independence indication
data; and

a region dependent IMSI associated with regional indication data.

4. A computer-implemented method according to claim 2 or claim 3, wherein the
set of IMSIs comprise one or more private IMSIs, the one or more private IMSIs being

uniquely included in the profile data structure downloaded to the host device.
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5. A computer-implemented method according to claim 4, wherein the one or more
private IMSIs comprises any one or more of’
a region dependent IMSI associated with regional indication data; and

a region independent IMSI associated with region-independence indication data.

6. A computer-implemented method according to claim 3 or claim 5, wherein the
second process comprises determining a geographic location of the host device at the
second time, and wherein selecting an IMSI from the set of IMSIs includes selecting a

region dependent IMSI associated with the geographic location of the host device.

7. A computer-implemented method according to claim 4 or claim 5, wherein the
second process comprises determining a geographic location of the host device at the
second time, and wherein if the one or more region dependent IMSIs are not associated
with the geographic location of the host device, selecting an IMSI from the set of IMSIs
includes selecting a region independent IMSI associated with region-independence

indication data to register with a cellular network.

8. A computer-implemented method according to claim 6 or claim 7, wherein
selecting an IMSI from the set of IMSIs includes prioritizing a private IMSI associated

with the geographic location of the host device at the second time.

9. A computer-implemented method according to any preceding claim, wherein
the second process comprises, if the attempting to register with the cellular network
using the selected IMSI is unsuccessful:

selecting a further IMSI from the set of IMSIs to be the selected IMSI; and

attempting to register with the cellular network using the selected IMSIL.

10. A computer-implemented method according to any preceding claim, wherein a

single set of authentication data is associated with each IMSI of the set of IMSIs.

11. A computer-implemented method according to any preceding claim, wherein

the second process is triggered independently of the first process.
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12. A computer-implemented method according to any preceding claim, wherein at

the second time the mobile device does not have non-cellular data connectivity.

13. A computer-implemented method according to any preceding claim, wherein
the method comprises, if the attempting to register with the cellular network using the
selected IMSI is successful and no cellular network connectivity is provided to the host
device:

selecting a further IMSI from the set of IMSIs to be the selected IMSI; and

attempting to register with the cellular network using the selected IMSI.

14. A computer-implemented method according to any preceding claim, wherein
the host device is a first host device and the profile data structure is a first profile data
structure, and wherein a second profile data structure comprising a further set of two or

more IMSIs is provided to a second host device.

15. A computer-implemented method according to claim 14, wherein the use of the
selected IMSI by the first host device causes the prioritisation of one or more IMSIs,
different to the selected IMSI, when providing the further set of IMSIs to the second

host device.

16. A host device comprising at least one processor and storage comprising
computer-executable instructions which, when executed by the at least one processor,
cause the at least one processor to perform a computer-implemented method according

to any of claims 1 to 15.

17. A non-transitory computer-readable storage medium, comprising computer-
executable instructions which, when executed by at least one processor, cause the at

least one processor to perform a method according to any of claims 1 to 15.

18. A computer-implemented method for enabling a host device to obtain cellular

network connectivity, the method comprising:
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receiving a request to provide a profile data structure to a host device; and

transmitting the profile data structure for receipt by the host device,

wherein the profile data structure comprises a first set of two or more
International Mobile Subscriber Identities, IMSIs, and authentication data,

wherein the first set of two or more IMSIs are selected from a second set of

three or more IMSIs.

19. A computer-implemented method according to claim 18, wherein a single set of

authentication data is associated with each IMSI of the first set of IMSIs.

20. A computer-implemented method according to claim 18 or claim 19, wherein
the second set of IMSIs comprises one or more shared IMSIs that are included in a
plurality of profile data structures which are available to a plurality of further host
devices and one or more private IMSIs that are uniquely included in the profile data

structure provided to the host device.

21. A computer-implemented method according to claim 20, wherein the one or
more shared IMSIs and the one or more private IMSIs each comprise any one or more
of:

a region dependent IMSI associated with regional indication data; and

a region independent IMSI associated with regional independence indication

data.

22. A computer-implemented method according to claim 20 or claim 21 , wherein
the method comprises using a provisioning system to batch the second set of three or
more IMSIs into a plurality of batched sets of two or more IMSIs, each batched set of
two or more IMSIs comprising at least one shared IMSI and at least one private IMSI,
and wherein at least one of the batched sets is selected to be the first set of two or more

IMSIs.

23. A computer-implemented method according to claim 22, wherein the method

comprises the provisioning system transmitting the batched sets of two or more IMSIs
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to network elements including a home server, implemented as any one or more of a
Home Subscriber Server, a Home Location Register, an Authentication Centre, or any

combination thereof.

24, A computer-implemented method according to any of claim 18 to 23, wherein
the IMSIs in the first set of IMSIs are at least in one respect substantially randomly
related to the second set of IMSIs.

25. A computer-implemented method according to any of claims 18 to 24, the
method comprising receiving data indicating a number of times that IMSIs in the second
set of IMSIs have been used by other host devices, and wherein the first set of IMSIs
are selected based on the data indicating the number of times that IMSIs in the second

set of IMSIs have been used by other host devices.

26. A computer-implemented method according to claim 25, wherein selecting the
first set of IMSIs based on the data indicating the number of times that IMSIs in the
second set of IMSIs have been used by other host devices comprises prioritising IMSIs
of the second set of IMSIs which are associated with fewer uses than other IMSIs of

the second set of IMSIs.

27. A computer-implemented method according to claim 26, comprising
determining a geographic location of the host device, and wherein selecting the first set
of IMSIs based on the data indicating the number of times that IMSIs in the second set
of IMSIs have been used by other host devices comprises prioritising IMSIs of the
second set of IMSIs which are associated with fewer uses in the geographic location

than other IMSIs of the second set of IMSISs.

28. A computer-implement method according to claim 26 or 27, wherein
prioritising IMSIs of the second set of IMSIs is time dependent such that different

IMSIs are prioritized at different points in time.
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29. A network element for authenticating a host device to a cellular network, the
network element being configured to perform operations comprising;
receiving an authentication request from a host device, wherein the host device
is using either:
a shared IMSI that is included in a plurality of profile data structures
which are available to a plurality of host devices; or
a private IMSI that is uniquely included in a profile data structure of the
host device;
accessing information that identifies an IMSI used by the host device as being
either a shared IMSI or a private IMSI; and
responding to the authentication request in a manner which is dependent on

whether the host device is using a shared IMSI or a private IMSIL.

30. A network element according to claim 29, wherein the network element is a
home server implemented as any one or more of’

a Home Subscriber Server;

a Home Location Register;

an authentication centre; or

a combination thereof.

31. A network element according to claim 29 or claim 30, wherein, if the host device
is using a private IMSI, responding to the authentication request comprises

authenticating the host device.

32. A network element according to any one of claims 29 to 31, wherein, if the host
device is using a shared IMSI, responding to the authentication request comprises
performing a check to determine if the shared IMSI is in active state in a cellular

network.

33.  Anetwork element according to claim 32, wherein if the shared IMSIis in active
state in a cellular network, the network element rejects the authentication request from

the host device.
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34. A network element according to any one of claims 29 to 33, wherein the information
that identifies an IMSI as being a shared IMSI or a private IMSI is provided by a

provisioning system via a communications interface.

35. A network element according to claim any one of claims 29 to 34, wherein the
network element stores registration information associated with host devices which are
registered with the cellular network, and wherein the network element is further
configured to process the registration information to deregister host devices which are

no longer to be registered.

36. A network element according to claim 35, wherein processing the registration
information to deregister host devices which are no longer to be registered includes
deregistering a said host device which registered with the cellular network using a
shared IMSI after a predetermined period of time has lapsed since said host device

registered with the cellular network.

37. A computer system communicatively coupled to a cellular network, the
computer system comprising at least one processor and storage comprising computer-
executable instructions which, when executed by the at least one processor, cause the

computer system to perform a method according to any of claims 18 to 28.

38. A non-transitory computer-readable storage medium comprising computer-
executable instructions which, when executed by at least one processor, cause the

processor to perform a method according to any of claims 18 to 28.



