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communication network, a variety of network-enabled portable telephones allow users
to communicate with each other over great distances. The network-enabled devices are
generally configured with a variety of installed components that control how the device
operates, and ultimately, how well the overall network performs.

[0005] In certain circumstances a network operator would like to upgrade, install,
delete, or otherwise change the configuration of the network-enabled devices. For
example, as system software is improved, the network operator would like to have new
components installed on all devices in the network so that the network operates more
efficiently. For example, the network operator may like to install application software,

a binary executable, or other information on the devices to provide service

improvements or upgrades. In another situation, the network operator may desire to
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[0008]t ype Ofn (gnréfo(%rmnoarte iegl%bdiments, a system is provided to automatically process
components on a device. For example, in one embodiment, the system allows a device
to install, update, delete, activate, disable or otherwise change the state of a component
on a device using a versioned action list available on a download server. The
components that can be processed may be of any type, for example, an application,
executable, configuration information, user interface settings, random data, or any other
type of information.

[0009] During operation of the system, the device checks the version of the action list

on the download server against a stored version associated with the last action list
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[0012] In one embodiment, the device checks the version of the action list every time

the device communicates with the download server. For example, the device may
communicate with the download server after the device is powered on or at periodic

~ intervals. The system provides a mechanism to allow components to be processed on
the device with no user interaction or‘ limited user interaction. For example, in one
embodiment, components may be pushed to a device at power up to effectively provide

a “silent installation.” In another embodiment, a user interface is provided so that the
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[0015] In one embodiment, a method is provided for automatically processing a
component on a device, where the component has a selected component type. The

method comprises installing a component handler on the device, where the component

handler is operable to process components having the selected component type. The
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HAsaIcEPNS, vhighowbensexegated by processing logic in a device, operate to
automatically process a component on the device, where the component has a selected
component type. The computer-readable media comprises instructions for installing a
component handler on the device, where the component handler is operable to process
components having the selected component type. The computer-readable media also
comprises instructions for parsing an action list to obtain a component/action pair that
identifies the component to be processed by the device, and instructions for

downloading the component to the device. The computer-readable media also
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FIG. 6 shows transactions that occur between a download server and a device
during operation of one embodiment of a system to automatically process components
on the device; and

FIG. 7 shows one embodiment of an action list for use in a system to

automatically process components on a device.

-DETAILED DESCRIPTION
[0021] The following detailed description describes embodiments of a system to
automatically process components on a device. The system is suitable for use in any
type of wired or wireless network, including but not limited to, communication

networks, public networks, such as the Internet, private networks, such as virtual private
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dﬁi‘)‘{rhpbﬂehtS of % QReMick NTha sysidth 108 cEMptisc@REBAter 1621 GMatAsetwork 104,
the BREW software platform However, one or nore

emddcioiast960 fThe Wetagiptwerin 194 enaychel anaivee ofoviredser wirelpss network
€ ] I .

Ochg'tcaglgg%eﬁf%ngét}]cg zt{& be%nﬁﬂ&c?a?&{@e%?en e @%’r&r&[@ Wlnr% et|1% g%vwe 106.
CE)tleﬁa&ple[ ﬂﬁ&ﬁiwcﬁk@(M h;@*&vﬁcdhﬂﬁulﬁﬁimﬂxl feewbdrkoivide area network,
system 100 to aut omati_cal process n&onents on a
d‘éUP%lé’nV?Wéleé‘y%ftke?ﬁ qm@)lw%wrke%wa ag &W@ mey2, a data
net wor e

[0024]rmy fﬁaorl{l)g/%tr 31/'11(2\'—9 g?ngsm&i?ﬁeégfs the vﬁste%%?eﬂﬁég?a@%@%%ggp%ﬂents on the
acldvmmsi()ﬁntFor amtmpla, thesdreerddinclndatoethpoaenie #12, ahaction list 110,

server 102 an e
an action list version 1c{g:nt1ger 10% andO component handlers 120. The version identifier

108 identifies the current version of the action list 110. The action list 110 comprises
component/action pairs where each pair comprises a component identifier and an action
identifier. The component identifier is a unique item ID that identifies a particular
component. A portion of the component identifier is used to identify a version of the
component. For example, the component identifier is a series of bits where a portion of
the bits is used to identify the version of the component. The action identifier identifies
a particular action, such as install, update, delete, recall, disable, or any other action that

the device 106 will perform with regards to the identified component.



For exanple, the network 104 may be a conmuni cation
network, w de area network, virtual private network,
w@rooa/opesid i ¢ network, such as the Internet. [OPCHPSIN3/040921
one or nore enbodi nents, the sxgten1operates to
process conmponents on the devi‘ce 106. For exanpl e,
the server 102 includes conponents 112, an action |ist
[0025§10, 3he semperent handlsred30 are designed fo pcesd 8slecierticomponent types.

c h .20. . The versi identifier 08
CREPRIGRA ST o, BRSBTS et G s
ThempaienBrhalvingtselktf2dMIVIEitfRsS. THO GP@PEnt BEIAISH cAfbe fstalled on
where each pair conprises a conponent identifier and

afieleyics A 06 pad Frgistered in the devises onesting system r¢gisiryl. Once installed,
upj ' J 14 ] particul : .
RS RE BAILT BB A ipg porponding
ufenhat typedent i fy a version of the conponent. For
xanmpl g, .the conponent identifier is a serjies of bits _
[0026§ 1 er e §uﬁgg PPHALYR the $eavesil02 tliagsrgg%@e.tagtmruléﬁ.tvpfsgpq identifier 108
VEJ ik agyied 16@@1&%&?& 104/ &y %ﬁﬁﬂslglg hd By ltlﬁ may contact the

identifies a particular action, h as i'ns
uprteerd 02 dietieg e pomec ap bequdnaeadiidahe sarvariP2atipendselsy irddmitting the

that .t devi. 106 wi | | f, ith ds to th
| iion il e B SR nbRT 108 B Bayics Bhor et Eeonbadipaniope server
814DEbhedctsTihe de@ED 206 Wheh & RNy Slefsid?OF 6 SctiifSiso e aliSie for

process sel ected conponent types. For exanple, in one
efibripak nfor expmplep irperreeambddimeiitewhems sew estigmiésd becomes available,

p t s havi el e M es. .Th .

C R ET e ORI TSl O IR RECE D bt Bedieg Bpggrsion
ajuentifeegil98emae devict 106 BenipAaes the YRRIGH B ffe¢ 08 With a stored version
registry. Once installed, the conponent handlers are

aldenilagrdd4 thpt sersescats tho wersionof therlastiaggor bstite bp pragessgd by the

f @4 et j |.O he server 102.
0106 g RSk PYCLT DRSO ard Gt
t then tevdeeize HO6s Notanetdh e prafonmr day iflstalldtions 6XEHHBES, toltiteexisting

devi 10 contact the server 102 during a power
PR F189 45 it iy evep gt the siopminadeg version 108 1s different

t £:6M3A8 bl WetiSh 1L RS | «:;\Iricevﬁ_{@g%kgggphﬁiioﬁﬁl cb¥bonent

to the deV|ce 106. I'n anot e € Sserve
lpecessing acteguired Henaxample) hevdunny be new compsneants lotatbd et the

actio i,.st i s avai.l e fo dawn d. For exanpl e,
isﬁr‘éeﬁ[eio%m? B?%tﬂ\i),e lﬂﬁghledao’h%ﬁ/dﬁ%‘?‘? k‘%‘l i st becones
[00271avai | abh& the HBECS BOF 8Etedidthab S AEW v@rsf@ﬁc?ﬁﬁ@aétﬂ)_ntlﬁgexists, it

devi ce 106 that includes the action list versio
| BRI agequUESo tiheervrndi02do obBincthapawestiohbstldfs Tha server 102

[ £ | . W th a stor rsion . i tifier 11
R 7 brad ol Be Befari T & the it 106, The Fvice Thgghen
beogssesabs adioaylist e0 toi@vial cuplide, ddlételonotHewat BR1ZBH components
version 108 and the stored version 114 are equival ent,

tifghifieddn thaactien diseblbiot need to perform any
[0028]' NSt alhid 4QRR 106 SHRARGSS p}o%egst}ﬁe Gioti i 910 by stepping through each
component/action pair and determining whether or not to take action with regard to each
~ component. For example, if the action list specifies that a component needs to be
installed or updated, the device 106 downloads the component 112 and any other
required files from the server 102 and installs it on the device 106. If the action list 110
specifies that a component needs to be deleted, the device 106 deletes the component.

Thus, each component/action pair in the action list 110 is processed by the device 106 to



conponents 116 on the device. However, if the

downl oaded version 108 is different fromthe stored
waeergiosns1d 14, then the device 106 knows that apdi/USmNRD40921

conmponent processing is required. For exanple, there

may be new conponents | ocated dt the server 102 that

need to be installed on the device 106. [0027] Once

t eowenidatly idd4], dptiae deldtéiatc. aha dlentified canpafent. MEhe action list may

ction |ist ex nsm.ts.a request t he
%% Gy dpeth an%ﬁﬁt%nﬁooteﬁ%% s 25tien s fhedevisy éhg *m@ates the stored
Sfcrtiéﬁ ﬁlstwe%smﬁ ?dia%ﬁﬁ@ﬁl@’tots&ﬁ@ O Vet digof t'B@ st feRbhily fbcessed

t he device 106. The device 106 then processes
tmmmadmton list 110 to |nstaII update, delete or

t her se Pracess col nent identified in the action
100297 ¢ " HreShefsa e ctoR o1t 1906 Spd b PP b nlpgicB el h the

t RRioAGHE 1Y o cfeten%ﬂ& WitetBreR RbeLtioh rldh & Q%Hmcular component

conponent/acti on pair and determ ni ng whether or not

t needa Kebfa@kﬁ:m nFaiexAmpleg thedlevige 486 may@ﬁm@mbwe th¢ggwest version of

actlo Ilstsecf t
- BBpGisnlnstaflés 2RsB s hiinePaEy tphTeliee b SoERATH
desmipietls Thivae enmpamnamt, td o eatidentifi@in tHle@tibﬁ f6t 110 includes
files fromthe server 102 and installs it on the ]
djeraationén determine thectersion of e camponenbeEpr xagple; Hie version
ﬁ%ﬂﬁﬁgﬁ c&??éjépﬁfzﬁdgﬁstoqﬁé c?gﬁ tht Q@m én? ﬁiei'lgﬁmd el*h%td%%ce 106
e conponen eac conponen ction pair in
t bompeats a)xtoietl&:bmfpﬂaﬂent S/enrcmcliﬁste dhc—.bgomlbtﬂmdlewrﬁen d&enloaded in the

WO 20 4/ PCT/ 3/ 040 aut omat i cal |

i preioglist 9ﬁ)p g‘ﬁs stefe é’i‘ 0‘@9183 e %glnoas?ﬁwerﬁlfa& are the same, then the
CRNRQYRRE not ke A%} h&ﬁnl\ifﬁ{ re@ﬂﬂs t(pﬁlapéo@ﬁ%eh@ "I%Vbe\%? df the stored
after processing the action list, the device
ugrdhdwlombdsbmpenient aetsionn ate diffexept, sharthe de\ncct lﬂﬁaperfbmls the

to store the, v of the. ent rocessed

| SR Fshelarca v Byt Combaieal inBR bt Thud HEHRES T gery
PattisRAt, kiRe SRIRANLM06R!Y HOcRB ew {?er'élﬁﬁs oGk COMpbichts.
110 to determnm ne whether or not action related to a

[0030bar t i clv ene e‘cndmd@n@m the raete(@isllstsom@nmmmmsntéa@aﬁ@ pair that

t Qig nfg&' oS Qﬁ%r ﬁdlglai/ﬁ{ e 08 IH% X e%ne‘[?g? v1c? 206. The

t &ﬁnﬁﬁl‘éhﬁlﬁmﬁﬁ:r 1260 ﬁsﬂ@p@gfani that is cﬁﬁ@'ﬁ@ﬁﬁrocds@ c@fiponents having a
enbodi nent, the conponent identifier in the action

| sRoeilie rompeBeRidiRs. Hoiesimale BA comPaRtns fyaetBay bea MIME type that
i ﬁf;eﬁﬁﬁ’é% R tdrht &ﬁapﬂfén §h toge gﬁt[)% ?‘%ﬁp e c&#i'ﬁotn\égtr t?/b@ﬂlay be provided

nformati on can he’end
canpsiring bf clheaterk aéaled tﬁhlm loteirindeg d0dhe comppame §ilea In essence, the

stored co ent version 118 to the conpopent yersion
deviAPYSaEY ?H {8 th %\??Yg}?qoﬁg’f’mﬁcf dofg lsttﬂg g?‘tq\i and

[0031fownl opdgeh e Shg w&hgﬂlﬁeﬁfa%u&ﬂsm? acH@deJlébe&b&disads the

devi ce need not take an on Wwth regards to that
coompparent hankend 2@ from ﬂletshgejsl(l?rmﬂ installs the component handler 120 as

part of the device’s installed component handlers 122. When the component handler

120 is installed in the device 106, it is registered in the device’s operating system
registry so that it will be activated to process components having the corresponding
component type. For example, the operating system registry identifies what handler
will be used to handle certain component types, such as URLs, documents, images, or

other data files.



and downl oaded conponent versions are different, then
the device 106 perforns the action associated with
WO bat/ossnponent in the action list. Thus, the BgBUSINN3/6840921
very efficient, since the device 106 onIy processes
new versions of the conponent§- [0030] In one
enbodi nent, the action |list conprises a
[0032]0 onponghiér the tomponeat haridhatl 20 idiastailéd os tiee qeaiceil06) the component
nponent handler 120 to be instal]ed on the device
Trggdler §2d ORGSR FRPFOCESE ARY EPMAPSTISLhal have gieaitieciedcopponent type.
A5 Ind R obindRE AHE Sl B%%Ft%moaﬁyan A nibonEMeGhdibELro handle a
conponent type. For exa e conporient type may be
acoldpdRentytha i$ heityet imdeahled.f Fersexainpld, drengstenf peafdrins éhe flolowing

one enbodi nent,, the co onen be provided as
Sl ip AROBTLEA L BIOTeSt CORBUEAIY IR A S iogi nni ng of ¢ he

coMPOongRhl faldofpoh&ht $88ABESh the i8vicE RIHOBERT s%&ﬁﬁc component type.
defi nes the may the conponent's data is to be hand

[2)03 1]Downloed pdaecompopentss Hig dehise danihbos thetspeaific g@mponent type.
he devi d th dl 120
Fom hCet B SRR Rinsa e sSPRBRES Exs%ﬂ%ﬂt hand! er

20 as lgPart of the device!.s install ed co on

nt
[00331hand| PSS SYURBADE TS B ABOM SR RERSE CORBOREILs to be
' dlﬁ)&rﬁl)i(fcg fiot IHe&eHRY 1 62arkDfocdsked Sh R Ue$ice riggi Tﬂe E(;}ﬁ onents

device's operating system registry so that it e
amoy vcanymsetoonmouwsl@ndlgrsgbatapemtdmwm@ss badected component types.

cFRPEERRG e eoatinRe) Sor g Ry o SRR Bl gt s ot

V\i‘nht’all&ﬁnltﬁ@ Hpdraxinadidictn ﬁgrstrgl FhdoReReME Heti v MBE@ o protsh the new
as URLs, docunents, images, or other data files. WO

2@0apVEY513 PCT/ US2003/ 040921 10 [0032] After the

[0034]? g gp 2 (ﬁp&%ﬂ%ﬁ@%s%fuéﬁ?maﬁ%&%a&l atecgesv(i){é id?ﬁhgq}{&lﬁges ]0ng

han opera O proce

catpainesitsoftaligtteats @utoneatis sl eproeeks componeains 0111 méﬁdewcb 200. The
one_ enbodi nent, the systemoperates to install a
cvisSTOmPLiseTRIORTSsing 1pgin 408 comparsigais206. fumstion WgicA14, version

ylgfc]la{erlﬁ%@%g d, sthfdd a‘éﬁ@r{rmt%rstl&ﬁdéﬂéﬁ&r(%@gﬁ; 994 Bnd &)?n onent

ps to automat y process tonponent
oversion ﬁlentlﬁers ICVII)1312a iistadled oomposmt hwatiels 230 camdtifstalled

CAIOD8HS 2o 5 BGFDHLIRE 5 HBLHAg: PE Y i SeYiFg 200 may be

Si élflérﬁe&ﬁﬂpa?&‘@ﬁ% {otRfire, 0B a cBIBRRHESn bPRard@aft and software. For
corfponent using the component handler. [0033] Thus,

tmgmgysumqn@@@matHsMM@naMﬂmﬁhmﬁmwu@néﬁbnsn@mhown1nFTG—2

SRR EE A BN PHE oAl 00 PG gNBiSn BRI el virua

Cﬁ»\ﬁ@ﬁh@ Qo RRROARINSr I tBhditibh dF hARQAa: hd VRS EBifis, the
sel ect ed corrgonent types. To process a new corrponent
C

t pipecssinglegic 48§ gencrally ¢ranprisesdogirdiatcxpeiiel maching-regdakle instructions
to perform the functions described herein. It should be noted that the device 200

illustrates just one embodiment and that changes, additions, or rearrangements of the
device elements may be made without deviating from the scope of the invention.

[0035] FIG. 3 shows one embodiment of a method 300 for operating a device, such as -
device 200, to provide a system to automatically process componenfs on the device 200.
For the purposes of clarity, the method 300 will be described with reference to the
device 200 shown in FIG. 2. It will further be assumed that the device 200 is in secure

communication with a download server via a data network, as illustrated in FIG. 1.



installed in the operating systemregistry, and
thereafter activated to process the new conponent.

WO 0@34395F3 G 2 shows a functional diagram of aPdBVEE3/040921
200 that includes one enbodinent of a systemto
automatically process conponeh“s on the device 200.

The device conprises processing |ogic 208, conpare
[0036] ogi c A0block 302 tthodeicgohtaifd dny actiendisoversiopdédngifleoffom the
ction |list version identi

t d fi LVI .
SR Bl 50 B PR AT <P A AP ey e fhesdpvmibad server via

. D&4t8 hb &bk SRPARRWnHARLRES tramthitsaRdadtidptiak Y&dion identifier to the
conmponents 226. The described | ogic and functions

pd%'wedeﬁjslwnt&ﬁ@%ew ce 200 may be inplemented in

1003757 P EoioBE L et o RN U8 i & oAb b Eton s

t isibhl MdehntiflBeils dedf&BmiThcin 8 @wféu Velsibh lentifie OB ia8R%iafed with the
CPU, processor, gate array, hardware |ogic, nenory

elagirasFior liship e padcessed dyithedeviest tea esampledihe :down;paded version
pfr&g%ﬂéf;egltfrqg %pg Ehehs?ggé@&%lo% ?Iﬁ%e% 264 Sre ngém% cBrgp%re logic 206 that
ecaanpres theoho l’t&:nt’lﬁ&@a@ te&teintigé Eﬂméy aﬁ%quivﬁleﬂﬁ I etigpwloh&rsion
functions described herein. It should be noted that

tidentgfesys ate ety alent. thesmethod setpips o bk?ék SHB Huphiaiata nayyversion of the
t att%n %'Etg?f}%‘ﬁéthef‘ﬁﬂkt IHORS tw& Vers R FEEJ}E alfﬁefrer;t rﬂﬁhf]f)f the method

devi ce ements may made W t hout eV|at|ng
Sppp&deh)bhekBﬂﬁentlon [0035] FIG 3 shows one

enbodi nent hod 300 for oper a _devic
10038 1ch =&t bogE 3G eRS aeiice 5t g SO Yy s dowitad server. Tor
aaBTPRE, thdtion BsPERPR deRARABEM-SmARe E&Gcﬁ@Yﬁ&ﬁro&%@mg logic 208
For the purposes of clarity, the nethod 300 wi
deig ¢l mnwwﬂ(ref er ence to the device 200 shovvn | n

FI G rth be assuned, .t t he .devi c
10039360 At Rlogl g ahé Hick el SaTRe Herclighifunepaefy the fist
V¢(ﬁn Al 208 ARk thedtitibh 1istS FoRkQANAIB, the frocdssindogic 208 operates
2004/ 059513 PCT/ US2003/ 040921 11 [0036] At bl ock 302,

t ioerraress the demtndgaded aetiaadlist 840 tq parsahe §pmnom@é’n@ticm RAIS.
[0040] rom t R? b]togl?\y\%) aﬁ%tﬁ? f)éé?(\gl\lﬁeg g(é d&xl%[ﬁ% %‘vha{ Qc%og \f aﬁ$ is required for

conmmuni Ca server via a

Nt \wompordht at i pkmmmaduﬁrerrtwemg PiosEEstd: Inhﬁle@ibodﬁnent the
l'ist version identifier to the device, as sh
2epyice QgIRfys tpauinmepticalinperiogm g action ‘ﬁél?lps?eﬁ’iétg tpd)lock 312.

dgéﬁltéfgfrlntgné ﬁia§ g’s}l? Mﬁﬂ‘% nfHohsfRE bl:l('n}é fe- m\é?arll%ﬂ B4 the device. In

er ent om'a stored-versi
[ znim&larfenﬂmdmhfmlt the varsion ©f dteadmpionbnttif eheckedsto dmerrmme if the action

list to be_processed t he devj.. exa
ST SSEG FOEPTENG. 1 he bt B0 5550 e doErtEpE e e version of the

V&fnﬁb(ﬁ’l@nﬂ 9 %Hédk@ﬂ % se@QfthRIdBvicd RAY thhOvez QBRI fhe c@ﬁip%nc%@ Qurrently

that” conpares the two identifiers to determne’if

t installed. eTleusuthgaheshed operatehio avais! ieanstiblhing components that are already
installed on the device. For example, the processing logic 208 retrieves a stored
component version identifier 212 and compares it to the version of the component
identified in the action list. In one embodiment, the version of the component is
incorporated in the component identifier provided in the action list. If the two
component versions are the same, no further action is required with regards to that

component and the method proceeds to block 416. If the two component versions are



identifiers are equivalent, the nethod returns to

bl ock 302 to obtain a new version of the action |ist
wa@rooassssher tine. If the two version identifi ePGI/E8M03/040921

different (Diff), the nethod roceeds to bl ock 306.

[0038] At block 306, the device retrieves the action

list fromthe downl oad server. For exanple, the

adifferznt, lthesit the pfbcessintolopicRA8epefaraano phadosetheactidmadsheated with

processing logic 208  via the data_network. [0039] At

bihg cRMBEREN P‘I‘fgthﬂé’(ﬁt]&‘éj proggeds t‘bplé?&]ééﬁng the action

[0041] 1 St by 91351?3 J tﬁgggctifoinra%ocfa@&fm At oRfoh &Mt iR Bl culrient

the action list. For exanple, the processing [ogic 208
o@en@nest/action paio ¢epsidrined toohringa thedtae 0f thn iddansifie@ ¢@mponent. For

arse the conponent/.agtion pairs. [0040] At bl oc 10,
CEiaaie. (e RPPamaIEir GOBEPuRR camal Maapon el A4 perform the
| &tiof Q¥ idselid Dpddthe, SR ativaBah) &Ehbﬁﬂé,rreéﬂﬁ*ﬁ%brsotherwise
currently being processed. I n one enbodi nent, the

dehanging Glpestate @f thed dentifdwompanént. Fer éxample.esofigesablimpy be

proceedi,nqg to, bl ock 312. er,.this result, in
PhEE TRy st R sTmeoTf s p SoFlEhuins dher Bt aiSRtdd 4o ancror
| RcengiR@ ikfefmSNHH0AE nBERmovEd EFMedxah@lt, afthé AQichQSROMeRl] or update
is checked to determne if the action IS necessar

Fée cemanping, the pracpwsingdlpgis 208 operstesitp deynioad tlwetompo)rll'ent 222 (or
SO I YRR L O OERRPET oSSRt chonents

cthen aistdlléd ab as imstdlled comhboisent 22&@ Tt prodessingriagie 208 may perform
avoid re-jinstalling conponents that lre
r

re d
i #t Py ebinsiallatien oreipdate Pressruzs,ig st or pdalg t_@%é%\gliﬂﬁ@ded
! gcghn@%gﬁziﬁsrdnq}( Al Rt ﬁ%ﬁ@f)ﬂ%@ ki A 3o Qél]gtetahcgmponent,

ler 212 and conpares it to the version o
cthepooresding logen20§ ¢oattolsrih¢ Heletadogio A20 icsdelete theadentified component

epbodj nent he version of the co nent. i .

- REBH ot FrmbRs Ao uo e BERL Tondin SIGS: &g ppvirtualy any
t RBe BE bt thipbe pdrforkid8 wWilre g SAFRANE BEmYEcht, 306h & Mstalling,

t he sane, no fur}t)her action s required with regards

t updating, detasimgoreealling.ragtivatingrdedstiviatingo oretliervise ¢lapging the state of
416. 1f thg tmgiﬁoqggnent versions are WO 2004/ 059513
PEFFOBPEOIN GRIE2EVIF2 different, then the processing

[0042] 0gi ¢ R0810RR S At £SonidnBRY VeRdion lifias agdatedtoasHae tat 8dew version of
with the conmponent and the nethod proceeds to bl ock

3the copiporant hag besngastalieror updated.caritha theseasancoaeichagibeen deleted.
: i . AL
5 SRR P w8 G4 28 b AR RERL A R5B0 24 Gt

ctheprehtompaient e¢siop identifibe 212 ovitdsthe ngw linfpimatAfiBabout the
operates to control the action logic 214 to perform
t AETendlymreRestsd GCORPPRENL ng, updating, del eting,

0043 4248 Bk 15150 S el i
spiits ineloaidtionmdigt lave been processed. If all pairs have been processed, the method
proceeds to block 320. If all pairs have not been processed, the method proceeds to
block 318 where the next pair is accessed for processing at block 310. The action list
210 may be any length and so there may exist any number of component/action pairs to
Be processed. »
[0044] At block 320, the stored action list version identifier at the device is updated.
For example, the processing logic 208 controls the update version logic 224 to update

the stored action list version identifier 204 with the identifier associated with the most



performed where the conponent is deleted fromthe
devi ce but associ ated data and/or |icensing

WO ndoatssts on i s not renoved. For exanple, if tPET/E82008/040921
is to install or update the conmponent, the processing
| ogi c 208 operates to downl oad3t he conponent 222 (or
update) fromthe downl oad server via the data network.
Taentdp priceadé dctivmnjpon®his, it systeanwilhsdtapbmtt tapreness another
i nstal | ed conponent 226. The qropessﬁn | ogic 208 may
getigplishuntha new yersion qf tlag agtog fiskis aypt aJ’gedat e procedure
toin Ao K058

[0045]an [ ng{j gH %@B%%iﬂn%g{ﬁg{}}ei@g%& I fIa Qt@ﬁ%gg%lt [ ongéi@’gi A ggﬁlé?lzt?és on the

alecioepangtes prégrampnometsisgoled gh@ cRfputepireadabls mhddda, which

PstheR R HHot B PR CEBp ARG, BESOoA g OE BT
iFdr E%éﬁ%gﬁn;ﬁ?%tigns My b ddd¥d Y thel dRRe P00 Tk # BomBiteRfeadable

per Wi regards to the conponent, such as _
innstiag Ishé¢ngg, a flogpgatiska §DRI@Ms tmiemepry pelzgiaFLAﬁél, memory device, RAM,

SRSB4 PRl SR BB M B e

34 he RvERLPOONENhntBS BoModdithéit, ths inspdatid rhdy Beeddvattbaded into the
that a new version of the conponent has been

ideyica 20@ froot 2 npwatietesousee thehinterfases b device AMkvipagata network.
| e i FO ing: g G
BiehSflsioe vy 8 B s M BIRERE Bic 208, g€l on or more

SintHodthanapbneRteny for stmatidally pocessmgbponéitts binthertdewice as

i nformati on about the currently processed conponent.
[dsoaed Berell-ock 316, a test is perforned to deternine

[0046]: fal Iy glouidGe E&Q@ﬂﬁ?ﬁ%ﬁ&&%&g\m RREsted fist dHR cAbold@Rent and that

i st have been processe pai rs "have been _
hentges sadditidnis ormediangempnts ©f gusmetbod ElsoienB2day bef madd without
%i rs have not bee rocessed, the nethod proceeds to

yteking ey fhe seoneil YA, i s accessed for

[0047]PT OCeSHNA RbwR bAE kmBad@imehh6f AfethdB 400 Fér opéidlingRMeRRe to
any length and so there may exi st any nunber o

quogEssieotnperent bmdipas designed th epgrrisswsspeeific poppaenptypes. For the

bl ock 320, the,stored g | kSt .version tifler, .
oftes ey 8 HEi A g Sl DR ork O Mhoyice 200

| B iR PBGE DNl DetabGimtitibiethY @ietidiB00dg used2d dotvaload an action
update the stored action list version identifier 204

vist Bnd precess spMPPRQYs assdeseribadaipoys-t hhe methed 400 fygsther describes how
209 Hsfeti BistaleSHd poed géglég}?%}ﬁ thkPare S6FBbhdh: RERAGS #8zned to

not “operate to
RS 6n Spreiffvadomppdbntapdsi Ih one bi noge ¢erabodimests,ahe fdllowing
the action list is vailable._[004§%g$n one )
cRefbedt HEpt are PRECEYRG hthe procgstRIASi Y i sXeaiopgt program
s on the device conprises program
instructions stored on a conputer-readabl e nedi a,
[0048whi ch At block 402, the system parses a component/action pair obtained from a

downloaded action list. For example, the action list may have been obtained as
described with regards to block 306 of FIG. 3.

- [0049] At block 404, a test is performed to determine if any action need be taken with
regards to the compoﬁent/action pair. For example, the version of the component in the
component/action pair is compared to a stored component version, and if the two
versions are different, then the corresponding action will be taken with regards to the

identified component.



when executed by the processing | ogic 208, provides
the functions descri bed herein. For exanple,
w0 p@isstd ons may be | oaded into the device 20BCT/USI00H040921
conput er -readabl e nedia, such as a floppy disk,
CDROM rmemory card, FLASH meno¥y device, RAM ROM or
any other type of nenory device or conputer-readabl e
[0050redi a Abhblock H0&rakargEsg some aéteondevo betaRef),. a tkst impafdrard to

t &%g%g} é]ée 11218%[1‘41 ool %quglgt\% A Eg glgqu 3@41%2315? goringct)nent handler is

| DbRIstAE 88si SR dith Bpslan gt 2R ted @nthoahidy e W Kcompbitnt is
|nstruct|ons mhen executed by the processing |ogic

2dmermpmﬂm0dm mnmemaedlee mmcﬁ@dmomdsatosly@tké%f or

S| ts n.the devj S .
[005 1@ escri %tﬁla ﬁ%?‘gg ﬁﬁ)e "[%%Btllrgﬁ% Dt f’iso‘%’é’glq?ardﬁfcl %? ﬁ’g device.
NESMRdmPR0) thie dowoha&t%nm@lszzmay EH’@@Q’hmﬂéd 868 a RAfer, such as
changes, additions, or rearrangenents of the nethod

eﬁﬁﬁﬁﬂﬂ% may be made without deviating fromthe scope
f the 7
[0052]8 f a rré El\égfg%)@%e Lo él]reg{: : aﬁ%ﬂe‘xlI 1sdf1 oW eé) on the:pr E)uézgggor example,
Cthﬁ]@@ﬁh@ﬁﬁeﬂﬁ angtleris r&é@ﬁdﬂﬁﬁl @dthe Qle@i@é’@&%@ra@ﬁ g SpR&h frédistry as an
onent t pes. For the purposes of clarity, the
%Fl DeFatEscdTRATRIONBRIA haying aseeefie perapetsnt fige. In one

nﬁ%

d

. ﬁ-}eﬂ) thfscgﬁl & ng Q%J: difP's x%%lsﬂr% 1s¥6&r{a%1b[g% %1&?1@285 After
pnegisaasom mlnmmnqrmsnldmndkes 228 bexbnzs pag.of ﬁ’feansmlldftbzr:bm;ﬁﬁent

furt escri bes. h the system operates to process
3ty

g % on thedexice 20¥nmonent handl ers designed to
[0053PPer at 8¢ BIdcRAEE, 'tflé Gerﬁgm?&éi‘ﬁﬁ%r (t)ﬁ’ﬂﬁg $nstdllRd @BE: Qﬁerﬁﬁﬁlﬁﬂer is
enbodi ments, the follow ng method steps arg per formed
btypctatﬁel ip rtlmacm@d gMPORENE v@@ﬁmddemtﬁ@r hxtelomtedwn thb device. For

pro r ns{ructi.on ck ,402, syste e

i Bl Gt PR e et e S ey P rpppelt vEEn Henfirs
dmﬂﬂ@fedve@ﬁbm 6the irédently @fstaB¥@ @BPondrd Rartldr 228, Mg fmethod 400
may have been obtained as' described with regards to

b'lh@@ Rrageeisdp biack 402 to pgee tie nakt ¢mepdnendartion prisst | s
[0054@er f orﬂ"%\g'hltb ags[% edrpopf?le 'féll(ﬁpl%g%(ég %rt]loﬂ ?l?aq bpo%}gé ﬂff and 404 parse a
regar 0 the conponen St
estRgiuent ddigponeitfdction phir tﬂwldéﬁﬂﬁW£ﬁd§mpcﬁhehh® be processed on the
component/action pair is conpared to a stored
c ent version, and if the two versions are
|ffer
[0055 répglr’o féhtﬁg a tﬁﬁ 1§?@3’£ au ? g@tgnﬁﬁ% 'rl]igtﬁe Yﬂe%ﬁ@@c&ﬁb(ﬁf%nt is a
Zaﬁﬂpdaﬁﬁﬂia’ﬁdléﬁﬂﬂmmﬁpmeﬂ Jot Moxﬁx@@ﬁ@} haddldy thelmethd proceeds
m ng lsoms action is to be taken; a test is

[0056] At block 414, the component is downloaded to the device. For example, the
processing logic 208 downloads the component from a server (shown generally at 222).

[0057] At block 416, the format type of the component is determined. For example, the
component may have a selected MIME type of other formatting that indicates the format

) of the information in the component and/or how that information should be processed.

[0058] At block 418, a component handler associated with the component type is
activated to process the component. For example, the operating system registry is used
to determine which component handler should be used to process the selected

component type. The handler identified by the registry is activated to process the



determne if the identified conponent is a conponent

handl er. A conponent handler is a program designed to
wop@rassidn a sel ected conponent type. |If the POIpPS20051040921

is determned to be a conponent handl er, the nethod

proceeds to bl ock 408. [0051] I¥ block 408, the

i dentified conponent handler is downl oaded to the

depnm@ent. Fler erxapip) the ptdresstpipgitel)8 detinatbeonc2¥8hermgtalied

downl oaded f { qu)server such as server 102. [0052]
AEOTBIORERt hppglers $30 O RpRSSEIRE CABRANGY: i s instal | ed on
[0059]t he dexj SI:? ck 194, tﬁ@?dﬁ%ﬁd colnPEn&® ARANENroBRBABE cdrfiponent. For
regi stered 1n the device's oOperating systemregistry
asxaanple, dippédnginentrhantkt nmp@palta%toonstdhrﬂ@mtm mpéath,aaﬁtlmqe merge
$e0|f|c co one

bt oy G ETHES e tBEr e o R HRpeian hEEBrboessi ng

[OO60]| ogi ¢ RPBlockid L the é&ﬁ% StlehBddrQBn 1dRBiEONBRABA thd @ Vsleak updated
28 becomes part of e installed conmponent handlers

Z\BUh e nervec@emr@et \ze@slon [ Bosxemple, theodaglversiemingic 224 updates the
version jdenti d .CO nen

(St B dRlingp 21 fiordabis P 6B TRERInad it bgeecs o

| prdtesk Beeahexd c@kﬁg@ﬂbﬁt/@&wnqmr atBlock@®anpl e, the update

version | ogic 224 updates the stored conponent version

[0061§ dent | Theglora the Wthﬁd @ operptes gndeypnlppbandipstatl |ppomponent
' l@ﬁltd?ér gl“r:aq tlscﬁ.tgpé?@gﬂlz%g&ﬂ% gfocgs?ssa} %ogaﬁce)%ﬁ Qgglpégtglt. THE Randler is

proceeds arse
cdesizmpé b practdsarsppéfic compPormht tyipb and Whéaﬁnaaﬂedrms fayistered in the
the foll ow ng escrlptlon that ocks. 402 an %4

device sdreggqus v £ é]?pc ig tlyp@ l’?att) e processed on the

| |
5 g B i

|ﬂwmhmmom@mtThée@mpwmpbwumpnmkmaﬁenmnﬂmmbnkehamdnepded

f the co nen LS not. a co nt the .
10062} 01 ho GG GO e TR GDE[E: A28 i<t Aspgtated
t B SRRROAE AbwhoaBEMd tRAESHcd B0 lkén H@i¥fefeit adtin lists. For example,
exanpl e, the processing |ogic 208 downl oads the

c@fq:s@ peim Hst énvsed sedorerlogd imslinstgh tle eanigongat Izmgdler, and a second

57] k 416, .t he f t of the 1§
188 héﬁt r%uﬁ%cg tggces%théa rﬁg)frg) n{:n% W%glﬁ‘g% n%rﬁylo%y?%%ﬁg% component
s@@r&@%d&b@stm@msﬁmer formatting that indicates
ormat of the information in the component and/or

t he
[0063h ow t hIi’t arjotftes erkprigiens Hag eamproept kndles 248 1s ingfaliey} omghe device
bi(ﬁﬁlfsl g%y &h&ﬂﬁ&%‘aﬁ{b&l t&%‘ﬂgiu@r For é}?a?ﬁstgé qﬁe %rﬁﬁpﬁeﬁ?hz*ndler may be

e I's activate proce e Cco
Fbmmﬁmﬂnmhgasﬂhﬁﬁ@pﬁﬁﬁh&ﬂgﬁﬁyﬁnhaﬂbwgkmﬂsmwmsou&edonqmnmn
be used t

N T M L I R p—
| dgRildrfid £idtall¥d iR fEEGERE Y tHeDpRfdtinY 81 86 T REPHRESsell A6 process
the corresponding component.
[0064] FIG. 5 shows one embodiment of a method 500 for operating a device to
process component handlers designed to operate on specific component types. For the
_purposes of clarity, the method 500 will be described with reference to the device 200
shown in FIG. 2. It will be assumed that the method 300 is used to download an action

list and process components as described above. The method 500 further describes how

the system operates to process component handlers designed to operate on specific



WD 2004/ 059513 PCT/ US2003/ 040921 15 conponent. For
exanpl e, the processing |ogic 208 activates one of the
w0 p@uakdsesl conponent handl ers 230 to process PEEUS2003/040921

conmponent. [0059] At bl ock 420, the activated

conmponent handl er processes t Hé conmponent . For

exanpl e, the conponent handl er nay operate to install,

delpbient tysdal & oCér niade@mboeingents, dad fallowingahbbiiseps are

change the state of the component on, thg{: devi ce. )

[Podenneddpy egEpceasing 1‘%&@%&5‘#&’?@‘0@& OFOEBARSIRICHPDS.

store ' [ k : :
1006512 oo hor Gy a5t SR8 oppit 8 oGP bction pair o be

Ipp@iessed2h thpdaties Ahloclc50hariesis perfosined to deenmifie dragy action is

i hisoPRsk i 106 BTt FaBPPL o e s r G de shihge the
Eisgag@&ﬂ thlgkréﬁﬁhe& @omg&fenﬂsﬁ hRic4RE, PP M RBprb&ecdobleak506.

I nst a conponent handler that is subsequently
[0066]used tAt ihodcEiss te aovponestdeddienragoitedito. proeass HeraPienongsaf is

RBEATR, 1By B S 2oy Bl af YRS e BB e cuon
NRYirRiudés a WipE” RleARABGASNBerdliliék B thPEoBqRgidnkst. THRrocessing
to be procesSed on the device, the registry is used )
tlggiadﬂg wsesshe feyppaindicator todgiermtine mcemponaay handier that is required to
pr oces%‘iencgmonrl rhhe conmponent. The conponent version
iFEHET PP e device is then updated. [0062] In

[0067]anot hekt o808 RNEst i prefemep andnermiianifits reddedosnpdnent handler
associ ated conponent are downl oaded to t Pe, de(il/g; e 20
(eieBtl W Fists oarthe devie Fariesaaplerhe PEocssRglogic gks the
AGLh R ddn%y on'elgtl e %m%{e%fneqpﬂle!r&ﬂﬁﬁhlhahmﬁr is installed. If the
conponent “handl er, and a second actio Ist Is used
trequireddesdler instaligh tlenhethod proeet¢dsao praekisd Gs fithe required handler

installe onponen handl er sses the conponent.
[® E?Btsl}m_faﬁe‘g st ‘H‘E&‘Oé ﬂ?ﬁ‘lf&?%éﬂ_tb,l&ﬁ(%é‘ac onponent hand| er
[0068]i228t | Elﬁélébi(ﬁq%@fé higd dsNpdiRnt 1RRAA1EY S diBviAeMIeAkb Be device. For

nstal l'ation techni que. For exanple, the conponent
hexactipds, imenye drebodimstiatiequocessing lagic2fpdewrdoads the component

tra Lssi.on fromthe downl oa erver., or th

A 28 O RO T 1ATOL Pt ph e dg fownload the
s&ﬂm&rhaﬂg}égg@theldgv@&er, once the conponent handler
is installed, it is registered in the operating system

[0069] egi st Atblapki51 dbe handiar drinsiglied pr theglevicsp SRBEFAIPIE, the handler is
co nent . 04l F e [
r{ggﬁgeaccglgdh# gger%%ne% Agt%err]ng regﬂ%yélo gléhet‘ tltodm g’?‘ ggfg\énc{stecpf‘o ;ﬁocess selected
ent types) A erlockoBi, ghratbrtd vapenal ¢hedtmndlee és dpdated. For
conmponent types. For _the ur(ngses of ﬁl arit

, the .. ..
n@‘taﬁﬁ)ép,%umdoﬁq vasgEoR lagiq 23depdaes the stere @H@go%/edlttvﬁ@lons identifiers

R A 0aH Bt | pe s (oo

[0070] At block 516, the identified component is downloaded to the device. For

example, the processing logic 208 downloads the identified component from a
download server.

[0071] At block 518, the newly installed handler is activated to process the downloaded
component. For example, the processing logic 208 uses the registry to determine which
of the installed component handlers 230 to activate to process the component. As a
result, the newly installed component handler will be activated to process the

component.



list and process conponents as descri bed above. The
met hod 500 further describes how the system operates
W o00psasess conponent handl ers desi gned to opePEr/8Smn3/040921
speci fic WO 2004/ 059513 PCT/ US2003/ 040921 16
conmponent types. In one or norld enbodi ments, the
follow ng nmethod steps are performed by the
[0072]pr OCcesAi Blgck 52, Ghé&ﬁnpﬂmehtﬁgmébeeptﬁchﬂas thie cpmpgneimon the device to

i nstructions. At bl ock 502, an ac list is
henge the sigin of the SOIEB‘Pﬂ?Bh%E‘Fad@MCSn Feyan ¢, componeit handler
e [
pe%%’r&?&g t(?HlS%llﬂf g«?%\én ﬁtg%tya% t%lleg%él dat4t Oﬁgg{f{‘?ﬁé’e chan%flz the state
refshecdmpanehhen ihdelevice. ed conmponent . | f action is
required to e th stat of.the identifi
100731 gripo RO S Phar e R drtiss T BlECataBetios pidsiag. For
e G L e TR D oARY yorson dentifes
e?adénﬁlrfe ma:thocbthen endrecdsteblockt302 te payse arether apmponentéction pair.
in the

0078} MRS oo 8 Bin 5B R Bflomponen

| R@fer ?soﬁlaﬂﬁﬁé td PRceds RDmpoR&tC 3 B coMpORdne hAdder i8not installed
conponent handler that is re8U|red to process the

amhcnieme thobamerds dpwnlerdesioBom 4 dosgloadserysr.Apiaked, prgl
S b e AR GRmmRERp A" Bhehmdur g ot

| Iﬁgt&s 2QBedfiechapéeat typssindl wies inaalal) & rdgisrat@imsthd d6vice’s
to determne if the required handler is installe

tiggistry e JVaneticomanmerhaving the SRACHIGLYPE K0 r’?EtPﬁQ?é’fsseg on'the device,
PR L A o kU A s o
bihe ckmpafknt.t The canponeatversiop dduatifiehamthealevics is then updated.
downl o d to the devijce,

o075krooar Fl it Sints trsations ied Pagpe B Ghna Rodabag server and o

r@@ﬂl@ﬂoﬁ lof 8rBerhibSi@ntsii YRt BeMHaticAINY process

technlque y be used to downl oad the conponent

htanni[bcmenus @ntth@ dejded. déor ek@0PIR] thattrapsastikn §8¢ maylescur between the

di t al th F | h
s & e d28 b B BRELE o (g Syetom

[0076] €0i St AY theQtdrh@ft the huteAiAtib raeeds, atdedick 408 rapess the latest version
sel ected conponent types. At Dblock 514, the stored

vigestifier ofn @piéomhiasi drost theserygri0% @s siyyn @60y The actien list

v
T S P e e s
bivrh kedpd&. to eQhAdEntAieddoagponsits The faetmndhsttmafy tecthanged or updated
conmponent i s downl oaded to the gew ce,. For exanple,
t PRiIqshicsllynd the acHign distysssian ienbietideniifics e Freng fersion of the
compangpt froma downl oad server.

[0077] The server 102 responds to the request from the device 102 by transmitting the
version identifier of the current action list, as shown at 604. After receiving the action
list version identifier, the device compares that identifier with a stored action list version
identifier. If the two version identifiers are equivalent, then the device takes no further
action. If the two version identifiers are differént, then the device 102 requests a new
action list from the server 102, as shown at 606.

[0078] The server 102 responds to the request from the device 106 by transmitting the

new action list, as shown at 608. The device 106 processes each component/action pair



[0071] At block 518, the newy installed-handler is
activated to process the downl oaded conponent. For
wex@npbsi3 t he processing | ogi c 208 uses the rePtBHUS3003/@040921
determ ne which of the installed conponent handl ers
230 to activate to process thel&onponent. As a
result, the newy installed conponent handler will be
aigitthe) e HsOronieRe st WheherapMPoRERttall \Mpdﬂ@odél%%mherwise
PCT/ US2003/ 040921 17 [0072] At bl ock 520, the .
c@a’p%@mstqtﬁa%ﬁ pAtigHgcosmosenth df hesvice A95 deterpiges that a
f
dlga}éﬁ@gar z‘%gl %gglgt%%F&s,qg tb%;p c%s&glnfélﬁt%eﬁlgggpg r?é?]hﬁ%€tﬂer&%mponent (or
Qﬁﬁta&l)érohothbmsﬁvai 102 atedhotve at ﬁmiat e, activate, nerge
data, or othermnse c(?Age t he st

of . the, conpo
0079 thel e 0 goponti s ot by fapfipitiatgE Faygries tpmponent
t%‘?ﬂé di&d 10% THE%@{&@H@@ SQeives dHRAR entFteﬁ r&?é@d@? ki® component

e update version logic 224 updates the st
casmaqmmdt Thercoimponérd emetyi Have asonpdaent ’Vhsmmtibmdlelr et the device

proceeds. to_pl ock 502 to par.se ot her .
CO0 AL B GBS BT & Brated e g dgyige processes
5@1@ ceﬁl‘ﬁbﬁ&ﬁSAtﬁ@r fﬂﬁtd%@b N6 PRALNBE catifetRHbE RSt HAFRABRRLall the
ler is available to process a conponent. If the
cnﬂtpgd] eorhpérEnty feqm the seover 12 asn¢csssary the devieealibawdaten a locally
ndler fro

8Iteg|afté%n hsg Vgrsmgldggrghﬁeé hathg Qlé% ot%abq’ tﬁeeﬁch%{l ’hst that was just

us

ﬂ%éé@éﬁj ethzOfRe @eeict 106 kxeu haqsibeerss Iaﬁotﬁﬁsdcgbﬁ aisftfeom the server 102
process a specific conponent type, and when installed
i entilghe egyiontlist earsipp iqdeRtifigredq Ve oaded feqgm ghersgrvepietitigrent from the
c ving the specific type is to be processed
&ggﬁqaggégge the registry is used to activate the
[0080F Or r eCFIGahshaews dne epebotiiment toffi en aetipmi lise A0 faress si mgystnm to

th t. Th t
d@fﬁpélgtrlr‘?é) gﬁgwswﬁgﬁ%&% {%&7@\@{@? | rcl.@lc de nfhgtffﬂs compnses %n action

t fl%%?s?%i ﬁ@ﬁlf@eggﬂﬁ h&iio cdﬁ%dﬁ%ﬁ@acﬁoﬂ S cd, ﬂﬁ?)v Ff)r example,
evice during oper t|on of one efbodi ment of

sysrhponentaction pait704 abipripesceessponenidentifier snda comspondmg

devj ce.. For anpl e, Jthe transaction 600, Qccur :
SRR PHECT Oy Rt 5e RS AN SR e A 50 5 IS opgonent version

Ficféhtlﬁer %QQ7@}6peA§dénﬁﬁe§t’Pﬁé v@éioh NRnBHECRRES TSRS Sersion of the

the device 106 requests the |atest version identifier

oforaporgot czmrbel used tof desermihe whethgeer i the eosnponenirsugiently exists on

DMt ceqitg  ARE LR 1hdrbiier RPRA SRR B2 BR AR 5 2GhpaRaP Thi o

VICE 'S
WdétBrrfuﬂé F)ﬂi@t hdndleg &kﬁﬂ&quﬁiﬁhﬁol pro&ds ﬂfémﬁflﬁﬁént ’l[lhe aetbdri maly be one of
list may be changed or updated periodically and_t

i1 Updaie, doleics PEATY QIBSRIYPS B aGtigaip FRINgS thauate F Fh@r?pmponent
VEh ﬁ{eoc[évﬂ:fe. A€ intBfthAeR iR action list may be encoded using any suitable

format for secure transmission and/or authentication, and the component and action
identifiers may be of any type. In one embodiment, the pair 704 identifies a component
handler to be installed on the device, and the pair 706 identifies a component to be
processed by the component handler.

[0081] Accordingly, while one or more embodiments of a system to automatlcally
process components on a device have been illustrated and described herein, it will be
appreciated that various changes can be made to the embodiments without departing

from their spirit or essential characteristics. Therefore, the disclosures and descriptions



[0077] The server 102 responds to the request fromthe
device 102 by transmtting the version identifier of
w0 b@4ososient action |ist, as shown at 604. AftBCT/US2003/040921
receiving the action 1list version identifier, the
devi ce conpares that identifiel®with a stored action
list version identifier. If the two version
| lbeeihiafe mitendad & exjlinstadteef buttnbe himitve, dEthe seofiealfele mvention,
further ctlon f the two version identifiers are
dWhFEﬁ%ﬁ¥ orfthigthe fpllogang clamp2 r equests a new action
list fron1the server 102, as shown at 606. [0078] The
server 102 responds to the request fromthe device 106
g gitting the new action list, as shown at 608.
The device 106 processes each conponent/action pair WO
2004/ 059513 PCT/ US2003/ 040921 18 in the action |i st
to determ ne whether or not to install, update,
del ete, or otherwise change the state of a particul ar
conmponent. If the device 106 determ nes that a
particul ar conponent needs to be processed, the device
106 requests the conmponent (or update) fromthe
server 102 as shown at 610. [0079] The server 102
responds to the request by transmtting the requested
conponent to the device 106. The device 106 receives
t he conponent and processes the conponent as
requi red. The conponent nmay have a conponent version
identifier that the device stores locally. That
conponent version identifier is updated after the
devi ce processes the conponent. After the device 106
parses the entire action list and retrieves all the
needed conponents fromthe server 102 as necessary,
the device 106 updates a locally stored action |ist
version identifier with the version of the action I|ist
that was just processed. Thus, the device 106 w ||
not process another action list fromthe server 102
until the action list version identifier downl oaded
fromthe server is different fromthe stored
identifier. [0080] FIG 7 shows one enbodi nent of an
action list 700 for use in a systemto automatically
process conponents on a device. The action |ist 700
conprises an action list version identifier 702
foll omed by conponent/action pairs (704, 706). For
exanpl e, conponent/action pair 704 conprises a
conponent identifier and a corresponding action. In
one enbodi nent, the conponent identifier also includes
a conmponent version identifier and a "type"
identifier. The version identifier is used so that the
version of the conponent can be used to determ ne
whet her or not the conmponent currently exists on the
device. The type identifier is used to indicate the
type of conponent, and to



determ ne what handler is required to process the

conponent. The action nay be one of install, update,
waledoesys1dr any ot her type of action to changePtt®s2003/040921

state of the conponent on the device. The information

in the action list may be enco¥éd using any suitable

format for secure transm ssion and/ or authentication,

and the conponent and actioncpAfMgtifiers may be of

any type. In one enbodinent, the pair 704 identifies a

component  handler to be installed on the device, and

t he pa r 70 onent to be processed

f
by the corrpgn‘@ﬁtﬁ ﬁ??{a%%matm RIOCEIsIg A FgIQRent, g ¢ gevice,
ORBefRin MHRCEmPIRAE haeNideddd &n%%ﬁﬁ&% %@%ﬁ'cggﬁ)hgng

process conmponents on a- device have [ustr
and dedstallbeh ¢nmprinent handier bh tlttedevaqnpwbcuem thel coimpbnent handler is
s, chan ts wthout

B HEPOPRS SoPREn TS T b8 sciBSeTRomapient b

char aCbﬁ’éllngtah%tlonThﬁ G bBtaR a édipdhefPdcasH ?ﬁﬁ 1R qidenuﬁes the
descriptions WO 2004/ 059513 PCT/ US2003/ 040921

herepaieat © heresedsed yghedevitd;ust rat i ve, but not

limti ng?lﬁgdlbgﬁ} %?rﬁ)%nglﬁttglﬁ? é %ntl on, which is set

forth CLAIM WO

2004/ Oﬁ&éﬁﬁiniﬁ@'[hiﬂ%&ﬁﬁlﬁ&ﬁﬁﬂﬁas tRseldcfdd\Bompbnert t9Bd;had
for autqnatical I%ﬁpr ocessi ng a component on a devi ce,

wher ei WIRHECSBIFHEASAMPARNt BRedp aci P e sprReRant hypdler to process

t e BBlBRgccomprising: installing a conponent handl er
on tchetpde%} ce, wherein the conponent handler is

operabl e to process conponents having the sel ected
conpon@nt t ¥pemepadsif n}giilari aheieomtbeistep df anspditiag comprises:
conponent/act identifies the conponent

to be PFEYEEd 'Ela‘f}(f)mtlﬁé ggpg\gce dnl oadi ng t he

conpo nﬁzﬁﬁln% hd 428i0H GVl (0RbtAE h 8EIBLBA B&n%x;}%t/ Bélﬁ)n pair that identifies
conmponent has the sel ected conponent type; and "using

t the cemperedhardletponent type to activate the conponent
handl er to process the conponent. 2. The nethod of

I L .
o a1 3, OSEeRB G bl Bk LS s
t he acidentifyirigsthe tompéient harﬁll&éfc&ﬁtl%d;elk@tﬁﬂ@ﬂﬁipbﬁ@fﬁttyw and

pair that identifies
ownloa ing the component handler to the device.

4, The method of claim 1, wherein the step of installing comprises

registering the selected component handler in a device registry.

5. The method of claim 1, wherein the step of using comprises using the

selected component handler to change the state of the component on the device.

6. - The method of claim 1, wherein the step of using comprises installing the

component on the device using the component handler.

1. The method of claim 1, further comprising updating a stored component

version identifier with a version identifier associated with the component.

8. The method of claim 1, wherein thé device is a wireless device.



t he conponent handler. 3. The nethod of claim1,

wherein the step of installing conprises: identifying
wo b@4oaspdnent handl er fromthe sel ected conpoP€nUS2003/040921

type; and downl oadi ng the conmponent handler to the

device. 4. The method of claimll, wherein the step of

installing conprises registering the selected

conponent handl er i.n a device reqgistry. 5. The nethod

of oy agm 1 Anpsris formeTatisats pREERINg L eatinereE LA fRee.

L RBere?GhEEb:H &ﬁm%rk?@emgfonéﬁt A fgeapphatEidhriding:

themgonponen on the device. 6. Theygitho of claﬁﬁzl,g

wher ei logicite istalpa odmperienthansitgsongke devies, siibeteiythelsemponent

CRIBRSTe20ud bR S5O O AT ARSDY ARSI e

a st or pEiciepaRBed activNiSt @obide dlcbinpeiicnthétionepaiethal identifies the
identifier associated with the component. 8. The
nearhpnent todieairpressediiyehe deviedie device is a wirel ess

Apnar ol PO A PRI Pub RO, Gmonent on

Appar a or autona

a devi Regic towldRiMine thitehe oomparent hdsabe selaeddaingsbnent type; and
conmponent type, the apparatus conprisin [

.ng: . logic to
i nst al log todp Besiccied samPPNgH tynsdo aete/Yag%‘ehemgwepwtéﬂﬁ%dler to

cgmggggﬁ]{]c lLgr is operable to process conponents
having the sel ected conponent type; logic to parse an

action list to obtain a conponent/action pair that
i dent i 10.es Theappoatpooieiain 9, wiergin deelogisdo ystalheomprises:

device; logic to downlo t conponent to the device;

| ogi ¢ {ocglcatg E?W%tge?ﬁté?naﬁﬁji@pg’t?ﬁiggﬁ%’n@ﬁhas the sel ect ed
conpongyic foyafse MBActibPBétGo bBtatisLsdldteedS®Inginest/action pair that
conmponent type to activate the conponent handler to

pidsoidlies theeowpensahbandler10. The apparatus of claim9,
wherein the logic to install conprises: logic to

recei ve,the ' ' ] < i co ] : -
par se ?he agﬁ?%@&??%%8{%@%%?2§%9§¥§§ e ?2:1$££l&nh&me&
conpon&yid watiémify el dontpument Haddlet frbingthe tdlectedopoparent type; and

handl er. ' 11. The apparatus of claim?9, erein the
| ogi c 1agig WMWIO%E%F?%%@F B?gf}dieftt%theofgg{qef y the
conmponent handl er fromthe sel ected conponent type;

and | 9gi c e doyurhiager E108n S ONRABRThe IBRALERstAIOcShifrises logic to

devi ce.
register the selected component handler in a device registry.

13.  The apparatus of claim 9, wherein the logic to use comprises logic to use

the selected component handler to change the state of the component on the device.

14.  The apparatus of claim 9, wherein the logic to use comprises logic to

install the component on the device using the component handler.

15.  The apparatus of claim 9, further comprising logic to update a stored

component version identifier with a version identifier associated with the component.
16.  The apparatus of claim 9, wherein the device is a wireless device.

17.  Apparatus for automatically processing a component on a device,

wherein the component has a selected component type, the apparatus comprising:



12. The apparatus of claim9, wherein the logic to

install conprises logic to register the selected
we@eeomposesn: handl er in a device registry. 13. TPET/US2003/040921

apparatus of claim9, wherein the logic to use

conprises logic to use the set%ct ed conmponent handl er

to chan e.state of the c ent .on. the device

19, TS A weialingre SArFReS! ARAT 87 H14 d51Seopeiihg ermponent
CRANRM dr $E€Spr fo procesk R6inPbhentd 1eavi IR BEBE te®BothPéhent type;
device using the conponent handler. 15. The apparat us

of cl aingag,fof gfrrslhg rn@otpt ligite gblagl eonepenepidention pair that identifies

%lred cQo S%‘%Wﬂﬁl(%e%“fler with a version
Sspmpplsht KL ’ioﬁ?é K& tonponent. 16. The

appar apesnsdbr dwhlehdng edoRigontit@o devdeseet S @ W rel ess

devi ce. 17. Apparatus for aut omat i cal I%pr ocessing a

conponégensgar deteaninig thatitheeanppnephasdhgpeniestied ¢raapogent type; and

o TRl 150 RS 13 SR 8 D i

atocsogsn eetcofpodter on the device, wherein the
conponent handl er is operable to process conponents

havi ng el ect ed co one pe; .nmeans for sin

an act +on |r§F§? aﬁnar%% ﬂi ﬁﬂ%rf'émbeale@qna rforpla?ﬁaﬁmﬁ mprises:
i dent i {8 fof H:%eﬁ/ @%&ior{ﬁ’st Q@th@ﬂ@ﬁ@é%%@ by the

devi ce; neans ownl oadi ng t he corrponent to the

devi c emeamdnspzir@mgdm mtwnrhsh@ abitzin atsblected opopemdnt/action pair that
th gﬁljﬁted co ?ﬂ type; and neans for using the

s KrRities e GBI ﬂ%eé to activate the conponent

handl er to process the conponent. 18. The apparatus

of cl ai9n 17Thavkyspaeitis bh@aifte BT SvHegdin tiesthédrsif@ginstalling comprises:
conprises: neans for receivi the action list at the

devi cemegidfonidgntlying t &p@pﬁ@erg handdenfresn the spleciesl component type;
Og&ﬁl n a sel ected corrponent/actl on pair that

identifies the conmponent handler. 19. The apparatus of

cl ai m inéanswoedewnlohdiag teacsnjonent Haadlet td thg devio@ar i ses:

nmeans for identifying the conponent handler fromthe

S oo Rt B aip 1 203 ol DR YL S8 comprises
ARRA Aot Rogiker] géfhé'rhélgoted\@(ﬁﬁﬁdﬂénf RedRa0s dbAke registry.

installing conprises neans for registering the
sel ected conponent handler in a device registry. 21.
The aphr at Uise afpacites of dZm Khevhsiein theeneansrer Ysorg eapipitses means

CRI sm% e SRR component handler to change the state of the component on the

device.

22.  The apparatus of claim 17, wherein the means for using comprises means

for installing the component on the device using the component handler.

23.  The apparatus of claim 17, further comprising means for updating a
stored component version identifier with a version identifier associated with the

component.
24.  The apparatus of claim 17, wherein the device is a wireless device.

25. A computer-readable media comprising instructions, which when

executed by processing logic in a device, operate to automatically processing a



for using the sel ected conponent handl er to change the

state of the conponent on the device. 22. The
wappastsus of claim 17, wherein the neans for PBGI/D§2003/040921

conprises nmeans for installing the conponent on the

devi ce using the conmponent harrdl er. 23. The apparat us

of claim17, further cQ risin% msglnsf r udatigl%a h
STOFROACRIARIBR ERYICS, SPheream theFOmBPPP M A SRegey SPIpgPnt type, the
: utdri8idaBRIAEIALEHpMEhE: the conponent. 24. The
apparatus of claim17, wherein the device is a .

Wi r el eisstrubtions for insegling\a compenest harslietainl the dedpa wherein the

conpri si IL.nstructions, which when  executed

SRR B e e e s TG B et forgponen
pipgessi ng a WO 2004/ 059513 PCT/ US2003/ 040921 23,
conponent on the device, wherein the conponent has a.

sel ectisstressiopo e parsingys actipe lisidombiaie p comaeaBI/actandgad that

canprd si.ng: instructions. for i .1.Ng a conponent
h@g{g[ffléers tl&egccfnﬁ%onggt\ljt%@ & ,pr WY (%Sreéi ibﬁ’ qﬁ% gé\llé% nponent handl er

i s openahctionofRIdesBERJBRTRObahbshehats the deviee;sel ect ed
conponent type; instructions for parsing an action

list tigstemtionniog detsapbiehibabibe comppagnt bahihe selected component
i@@@%&ﬁies the conponent to be processed by the

devi’ce; instructions for downl oadi ng the conponent to

t he dembttwtionhs fdrruginigithanseldoted chatpemanttypeta dudivate e component
component has the sel ected conponent type; and

i render &9 Profess il CQRRRINGNt he sel ect ed conponent type to

activate the conponent handler to process the

conpongit . Pl cotSutSORRESHRS mb&ia 2 bladm MBdveRin thk Fistuctions for
25, wherein the instructions for |nstafI|ng conpri se:

i mstalingtcoowsisé:or receiving the action list at the
devi ce; and. i nstructi.ons far. [.Si he actjon |ist

o obe arfidiondarsbiyife TsRbinf RAct IE A3fef i 12,

i dent i fnk@sctions f&qﬁmggemte abeddidllis to oBtdin aldeected component/action pair
conput er -readabl e nedi a of claim 25, wherein the

i thet idgrtifiesiihe ¢asmrponepshandlelng conpri se: instructions

for identifying the conponent handler fromthe

selecteg c O’?H@S@ﬁ%uter—readable media of claim 25, wherein the instructions for
installing comprise:
instructions for identifying the component handler from the selected component
type; and

instructions for downloading the component handler to the device.

28.  The computer-readable media of claim 25, wherein the instructions for
installing comprise instructions for registering the selected component handler in a

device registry.

29.  The computer-readable media of claim 25, wherein the instructions for
using comprise instructions for using the selected component handler to change the state

of the component on the device.



type; and instructions for downl oadi ng the conponent

handl er to the device. 28. The conputer-readabl e nedi a
wo@tooglosgsms 25, wherein the instructions for i NBCHUB1008/040921

conprise instructions for registering the selected

conponent handler in a devicez+egistry. 29. The

conput er -readabl e nedi a of claim25, wherein the

instrugtiong, for sin ri.se . nstryctions for .

o g Sthe s h Sormpt BB B S b astructions for
Sh@h corﬁ%ﬂgehﬁstﬁmeﬂpﬁmns@mﬁme@@mp@@emwtgéw&a&ﬁﬂg&he
PCT/ US2003/ 040921 24 30. The conputer-readabl e nedi a
otomgperient Idlegher ei n the instructions for using

conprise instructions for installing the conponent on

e A SRR 308, e o

CHRRudtHIne or updatitig!s biotstiscohgonerpdetdisigidantfi@rvach a version identifier
conmponent version identifier with a version identifier
adseeiptet adth/ibe FOMRRI@Snponent . 32. The

conputer-readable medi a of claim 25, wherein the
devicesps aTh%Bﬁb%ﬁrQ@%l@ fedia of claim 25, wherein the device is a

wireless device.



