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FIG.3

<101: OFF-LINE AUTHENTICATiON <151 :0FF-LINE TWO-FACTOR
SUPPORT SERVER> AUTHENTICATION CLIENT>
C START )
J S101
: — __S103
PRE-STORING USER IDS 102a,
ONE-TIME-PASSWORD | AGCEPTING INPUT OF
DERIVATION RULES 102b AND REQUESTING-USER ID 181
CLIENT IDS 102¢
/M/ S107 i . S105
RECEIVING VERIFICATION | TRANSMITTING VERIFICATION
~DATA REQUEST ) -DATA REQUEST

I __si09

GENERATING PLURALITY OF PATTERN
SEED VALUES 183 IN ACCORDANGCE
WITH GIVEN GENERATION RULE

v STt

CREATING PLURALITY OF VERIFICATION CODES BY
APPLYING ONE-TIME-PASSWORD DERIVATION RULE 102b
CORRESPONDING TO REQUESTING-USER ID 181 TO
RESPECTIVE PRESENTATION PATTERNS FORMED FROM
PLURALITY OF PATTERN ELEMENT SEQUENCES CREATED
BASED ON CLIENT ID 102c AND PATTERN SEED VALUES
183 AND IN ACCORDANCE WITH GIVEN
PATTERN-ELEMENT-SEQUENCE CREATION RULE,

AND SUBJECTING RESPECTIVE OBTAINED RESULTS TO
ONE-WAY FUNCTION ALGORISM

I _s113 . S115
RECEIVING PLURALITY OF
TRANSMITTING PLURALITY OF PATTERN SEED VALUES 183 AND
PATTERN SEED VALUES 183 »STORING THEM IN ASSOCIATED
RELATION WITH
REQUESTING-USER ID 181
| __-S119

v —— Sit] RECEIVING PLURALITY OF

rrANSHITTING PLURALTY oF | | EEHCATION S00CS 103 v,

VERIFICATION CODES 193 RELATION WITH RESPECTIVE
PATTERN SEED VALUES 183

h

h 4

)
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FIG.4

<151: OFF-LINE TWO-FACTOR AUTHENTICATION CLIENT>

( START )

L __ si51

ACCEPTING INPUT OF
REQUESTING-USER ID 181

) __ s153

CONFIRMING THAT
REQUESTING~USER ID 181

IS INCLUDED IN REGISTERED
USER ID 102a

, S155

SELECTING ONE OF
PLURALITY OF STORED
PATTERN SEED VALUES 183,
FOR USER AUTHENTICATION

L __ S157

DETERMINING ONE OF
PLURALITY OF VERIFICATION
CODES WHICH CORRESPONDS
TO SELECTED PATTERN SEED
VALUE 183

__ 8159

ACQUIRING GLIENT ID 102C

! S161

CREATING PATTERN ELEMENT
SEQUENCE BASED ON
ACQUIRED CLIENT ID 102c AND
SELECTED PATTERN SEED
VALUE 183 AND IN
ACCORDANCE WITH GIVEN
PATTERN-ELEMENT CREATION
RULE

y __s163

CREATING PRESENTATION
PATTERN FROM PATTERN
ELEMENT SEQUENCE AND
DISPLAYING IT ON SCREEN

Y 5165

ACGEPTING INPUT OF
ONE-TIME PASSWORD 192
AS RESULT OF APPLYING
ONE-TIME-PASSWORD
DERIVATION RULE TO
PRESENTATION PATTERN

v s167

COMPARING A VALUE OBTAINED
BY SUBJECTING ONE-TIME
PASSWORD 192 TO ONE-WAY
FUNCTION ALGORISM WITH
DETERMINED VERIFICATION CODE
193 TO DETERMINE RESULT OF
USER AUTHENTICATION
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