- 5 AU 2005 1 MULTI-UNIT BU LDING W TH SECURE ENTRY SYSTEM Thi s pat ent
application clains priority froma Japanese patent applicatLpg, g 2005
2001- 109776 filed on April 9, 2001, the contents of 5 which a éA

i ncorporated herein by reference. BACKGROUND OF THE I NVENTION 1. Field of
the Invention 10 The present invention relates to security for a
collective building, i.e., anmulti-unit building. Mre particularly, the
present invention relates to a collectiye bui | di ng having a high-security
conput er network system configured theregin with an adm nistration server
for adm nistrating entry to nultiple units 15 in the building and to the
conput er network sySEST-UNITeBSILDING WIAHUSECYREhBNERY). SYSTHMESCr i ption of
the Related Art An apartnent house adm nistration system has been

devel oped 20 in which a LAN (local area network) is configured by

installing a lhAas paeReenRigpatieat i5HeN adfs priowt ey febma Jidhndde gdtent
apartnent house. According to_the conventional apartnent house

adni ni st r aPPBALEFEL ¥ 2&9&%18\%75 ifid eGnPR AP idadie 298dur e agarhstts ther

dwel | i ng uRhtiehi Bré hen@PaIdRRlg Reveenapd AgadRslcd.he outside 25 of the
LAN by adm nistrating the |line concentrator provided in the apartnent

house by means of an administration server connected thereto via the

I nternet. However, accordi@gdﬂ@RbbgchprﬁgifﬁygNT%gﬁrtnent house 30
adm nistration system it is hard to keep the LAN secure agai nst outsiders

because the LAN is adm nistrated by the adm ni stration server connected

to the LANlthggggg 5fm%ﬂénfﬂug%%ioybreover, it is difficult for the

adni ni strafion server connected to the LAN throughthe Internet to
mai nt ailf det ai | ethadmesest riatveant ioh netawaktd WIBrAQPS5ELr a collective

building, i.e., a multi-unit building. More particularly, the
present invention relates to a collective building having a
high-security computer network system configured therein with an
administration server for administrating entry to multiple units
15 in the building and to the computer network system for ensuring

security therein.

2. Description of the Related Art
An apartment house administration systemhas been developed
20 in which a LAN (local area network) is configured by installing
a line concentrator, such as a router or a hub, in the apartment
house. According to the conventional apartment house
administration system, each dwelling uniﬁ is made secure against
other dwellingunits in the apartment house and against the outside
25 of the LAN by administrating the line concentrator provided in
the apartment house by means of an administration server connected

thereto via the Internet.

However, according to the conventional apartment house

30 administration system, it is hard to keep the LAN secure against
outsiders because the LAN is administrated by the administration
server connected to the LAN through the Internet. Moreover, it

is difficult for the administration server connected to the LAN

throughthe Internet tomaintaindetailedadministrationofnetwork



devices used in the respective dwelling units. SUMVARY OF BH EBEE%%ECN 5
Therefore, it is an object of the present invention to provid

col l ective building, which is capable of overconm ng the above drawbacks
acconpanyi ng the conventional art. The above -and other objects can be
achi eved by conbi nations described in the independent clainms. The
dependent cl ains define further 10 advant ageous and exenpl ary conbi nati ons
of the present invention. According to the first aspect of the present

i nvention, d&e%W&esr dsedt iy shstesadentiyebdivedingohewite- a plural ity of
units provided therein, each of the units permtting only entry of a 15
desi gnat ed person thereto, the systemconprising: an admnistration
server operable to adm ni stratS@MMARYNPEt BHE NENVENTKONsSystem i n t he
bui l di ng; and at | east one interconnecting device operable to connect the
adm ni stration server and respective network devices in the plurality of
units, wherein t heh2beadn® niistisan o) seryLEhs peséhe iherE CONBOQIoRdde
device to assi a plurality of VLANs to each of the units, respectively,
'n such a mhARLFeERE e&%ﬂéﬁﬂ&ssﬁv@h@'\% {E0CBHEPH UnEVERFPELHS i PEPER
from VLANs atsiwgpaetstardappagt hye het fetwerafidrdza i t S The ¥ &3 csaeur e
entry to the units and the conputer. network systemin the 25 bujlding.

The secure GRIEFESysT@M PEr SEHBEVEG Y nEPTPiPRREPRS 0iFECEdReda Ik ethe

certifying umidepepaeabl e-10im@ht ai rmedeaé%éaa&g; i RhannBli @i FuReRaEN
trying to enter one of the units in the building from30 the person to
certify lihet¥anspapers eRd PEEIRTYCaiasitgrasaf thepsenebadayconiohe
identifying information and to permt only the designated person to enter
one of the units in the building. The adm nistration server may

adm nistrate an efEEGreing to ShaUG 08 sBegs et dthecnehsent tinwemtiios. t @

ach of the i - 0f; N ectiv : | ces
by the user Taurp BRCl bty Bk o MG M6l SRR S NENARE HRVEE

provided therein, each of the units permitting only entry of a
15 designated person thereto, the system comprising: an
administration server operable to administrate a computer network
system in the building; and at least one interconnecting device
operable to connect the administration server and respective
network devices in the plurality of units, wherein the
20 administration server sets the interconnecting device to assign
a plurality of VLANs to each of the units, respectively, in such
a manner that a VLAN assigned to one of the units is different
from VLANs assigned to respective others of the units to provide
secure entry to the units and the computer network system in the

25 building.

The secure entry system for a building may further comprises

a user certifying unit operable to obtain identifying information

of a person trying to enter one of the units in the building from

30 the person to certify whether or not the person is a designated
person based on the identifying information and to permit only

the designated person to enter one of the units in the building.

The administration server may administrate an entry of a



network system 5 The adm nistration server may assign cl osed-space
identifying information to each of the plurality of units, thep

cl osed-space identifying information being information for idé%#¥¥&?ﬂ@ a
correspondi ng one of the plurality of units, and each of the plurality of
units permts the user having the 10 cl osed- space ident if ying inf ormat
ion assigned to each of the units to enter the correspondi ng one of each
of the plurality of units. The adm nistration server may assign VLAN
identifying information to each of the VLANs respectively assigned to the
15 plurality of units, the VLAN identifying information being information
for identifyisay @fcearbspbridiengnone bb edheh AfANLe andtstdrd adniemitstrafi on

server permt of i .t hat t i LEving
i nformation oarges?gﬁ:ehc? f %Qg?lg@%\?@%‘ Egg%&%%licggn%f ?: ?%du%{/@tt gléé%sér?tg ﬁ@&h\%

i denti fyi ng nethwkatyshemt o enter the 20 conputer network system The
adm ni stration server nmay store a history of the entry of the user of
each of the units to each of the units and a history of the entry of one
of the network devcheesablwihbettseion 0 dwreaonmiyer asihgnet wilseslyspage The
adm ni stration server may_assign the pluraljty of VL to the units,
espect | vel yi OB LT LOF G TIRte PaFh et SeARLUZELT AL (Bt the
adm ni strat i g se-¥phce30Ldeht i#gahgl SiHfIr@R i1SAr W1 ARy i ABSHEEL £dH T heF
VLAN, which  js assigned to the adm nistration server, to the |,

i nt er connectidftid¥inge? PISEIHOETF The kg BLEER L bRY K WYL tHay2BBt ai n

at |east oneLfh ar Cﬂ'i@m?i&?éi% agP Wih i B dp Sk MBTUhEabs &R hhiEngethed
for each connection port of the interconnecting device, and controls
comuni ¢t i shiofedesPRCEGITEELTBANP AL OBt hen RAF éFRoR heEdChy idelys veits

to enter the corresponding one of each of the plurality of units.

The administration server may assign VLAN identifying
information to each of the VLANs respectively assigned to the

15 plurality of units, the VLAN identifying information being
information for identifying a corresponding one of the VLANs, and

the administration server permits one of the network devices that
sent the VLAN identifying information assigned to one of the VLANs
identified by the sent VLAN identifying information, to enter the

20 computer network system.

The administration server may store a history of the entry
of the user of each of the units to each of the units and a history
of the entry of one of the network devices by the user to the computer

25 network system.

The administration server may assign the plurality of VLANs
to the units, respectively, to be different from a further VLAN
assigned to the administration server.

30

The administration server may assign further VLAN, which

is assigned to the administration server, to the interconnecting

device.



5 based on at |east one of the comunication anount and the communication
time period. The secure entry systemfor a building may furthey AS2005e
an entrance server operable to adm nistrate an entry of each of 10 the
network devices in the plurality of units to the conputer network system
The entrance server may have an entrance database operable to store
device identifying information for ident¥fying each of 15 the network
devices, and permts a correspondi ng one of the network devices that has

the device identifiyd ngaiinfiQedREion sbeted hiytbseafitd@ntaadtatahass tp
enter the conputer network system The entrance database may store a MAC

addr ess of eamhumicaten kacnatwerfl deveerenigatinn gdveceerdedt feyisrrh
i nfornmati on n \Y; ] o) J n r i 1ces
tﬁgﬁﬁ%g@ﬁéf@ §E BRLVEhe SLOhLScONE Oded i NEI NPT Kogiem Ge

t hat has ss stored in the entrance database to enter the
conput er nedwoukictstaemat &ciibensecuian et gf shstishefornrze Gl nadeng emy

further conpris a DHCR ser.ver_opeta t 0_assi. Ny redt is
determ née:dng?ﬁ%“? PRe AnC Hadr 3% o&o%@gofc%m@%ﬁgg\%?ﬁ %én\%?l?:lgs%? gr’t%ér ed
in the entecamaeniedmhase,imenpkPiaddress to one of the network devices. 30
The entrance server may have an entrance dat abase operable to store user
identifying information for identifying a corresponding user of each of

t he network devi case saBdreemitirySsy st SOE6LPPHL] AnP ey dfutthemedmmrkse
devices that sent the user identifyi ng information stored in_the enotfrance

dat abase t 03BrREHTANCE; SREFSD (IS R Rlife LR AT IS THEERoPR Semt TRE!

adm ni s{g at  QERSELY Lk ABRY c8S $hERe J1RArbNe £ QRIFNANIES tT eEomp @t M-AN Wdrat
allows the entrance server to conmunicate with the 5 plurality of VLANs

respectivel §¥888"gned to the plurality of units. The secure entry system
for a building may further conprise a shared server operable to give a

plurality of the network devices
The entrance server may have an entrance database operable

to store device identifying information for identifying each of
15 the network devices, and permits a corresponding one of the network
devices that has the device identifying information stored in the

entrance database to enter the computer network system.

The entrance database may store a MAC address of each of

20 the network devices as the device identifying information, and
the entrance server permits one of the network devices that has

the MAC address stored in the entrance database toenter the computer

network system.

25 The secure entry system for a building may further comprise
a DHCP server operable to assign, in a case where it is determined
that the MAC address of one of the network devices is stored in

the entrance database, an IP address to one of the network devices.

30 The entrance server may have an entrance database operable
to store user identifying information for identifying a
corresponding user of each of the network devices, and permits
a corresponding one of the network devices that sent the user

identifying information stored in the entrance database to enter



comon information that is comon thereto, each of the plurality 10 of

uni t.s having therein at |east one of the plurality of network y

The adm nistration server may assign, to the shared server, a VL t hat
all ows the shared server to conmunicate with the 15 plurality of VLANs
respectively assigned to the plurality of units. The secure entry system
for a building may further conprise a DMCP server operable to assign an
| P address to each of the respective network devices in the plurality of
units. 20 Thecadghphsds adiQd XeLY8EefBY assign, to the DHCP server, a
VLAN that allows the DHCP server 'to communicate with the plurality of
VLANs respectively assigned to the plurality of units. 25 Each of the
units may includ - st at j . yni t an
abnormal state i ?@%@%ﬁ%ﬁ&ﬁﬁ% sgenxg’% trgl%ve%ldgg %%%p%%?%%%éés?%&%&ti fy
the admi ni sardtAdnciser wdlowt the detteaticenshevenfto tdremainicaial withatthe

detecting unit_ bein ected to.a connectio t of t .

i nt ercon%ec??ﬁﬁag%\ﬂg%%grrefgefgé\ﬁegy88%%?: fggﬁ%%gﬁ%%rgqﬁﬁiyc%f %rhletso'f t he
network devices is connected. According to the second aspect of the
present invention a multi-unit building having. a secure entry systemfor
N plurality - 5 AURS S6BETE 21 HERES SRR PRt I e AP HOPHITT AR H° t he
cl osed spacgshadded 4d A 10E6EEE T &l elDp Bilrd TH S thk Adtavarkoded space,
the building conprising: an admnistration server that admnistrates a
conput er neERBFRY SYEOFHRL AR HAfu i B FHGOrahBeBRE P nEEFBoh &OE RYHER ce
that compmechs (he AdEIhS§tTRIAQM serMstaBHe > PkHEab1 dYal Qfy BEtMOIdork
devices in the plurality of closed spaces, wherein each of the plurality
of cl osed sPg¥&Sehas a correspondi ng VLAN assigned thereto based upon the
adm ni stration server setting the interconnecting device such that each

VLAN assigned to the
The administration server may assign, to the shared server,

a VLAN that allows the shared server to communicate with the

15 pluralityof VLANs respectivelyassignedtothepluralityofunits.

The secure entry system for a building may further comprise
a DHCP server operable to assign an IP address to each of the

respective network devices in the plurality of units.

20
The administration server may assign, to the DHCP server,
a VLAN that allows the DHCP server to communicate with the plurality
of VLANs respectively assigned to the plurality of units.
25 Each of the units may include an abnormal-state detecting

unit operable to detect an abnormal state in a corresponding one
of each of the units and to notify the administration server of
a detectionthereof, the abnormal-state detecting unit being
connected to a connection port of the interconnecting device other
30 than a connection port to which one of the network devices is

connected.

According to the second aspect of the present invention,

amulti-unit building having a secure entry system for a plurality



10 plurality of closed spaces is different fromrespective other VLANs
assigned to others of the closed spaces; and the adm ni stratQ 805V er
limts access to each of the plurality of closed spaces and the conputer
network systemin the building to a designated insider. 15 The sunmary of
the invention does not necessarily describe all necessary features of the
present invention. The present invention may al so be a sub-conbi nati on of
the features descri bed above. The above and ot her features and advant ages
of the preselit c206sedvepicen puwdtideetaienmine eappar efit theonlobed f shdows ng

i awi ngs,  BR BEC DESCH BHON BFSTPE. DRAWES 28 BF o b SIgek SPRCFUCtIT o of

a col |l ecti veubuilfy rgmpet ot Ay N@n ddniall 2redoneddr@fr tiher paRsADEtrates
i nventi on. Fi(?qT 2 shows an exenpl ary datgpgﬁrnat of an adm nistration

i nf or mat i on TIPS BTN AAY 0RT st i diRg aFRGAT 3PLEFGONRECHIRE a

structurg ofediconpiHelcontlewoEke By d®iniGeRbguheseifed hidcal peetaVery
bui | di ng according to the enbodi mrent of the present invention. Fig. 4

shows an ex@ApPIHPrA iR thF Riitarreclrred spaerEd Wi tainetd?tance
database. Cpf &%I%QQQyE?gbg%séd EBadef hawehast LpdHu iMAG 28645 £55gned

regi stration operation. Is a f?pmphart_of an MACTaddress verifying
operation. ShEPEFY LEBSBESCRPET| GReOFRadRE ) SNVENTICON Faeveny estitandwi tthe now

be deser | bedybasedon ity PASIALY oduopnbAdt TERLS, vilkoh Aadhas kA e to

limt the scope o present 1nvention, but ex ify the 1 nvention.
Al of ike péuratiebyafidlosedspacesisdifferent fromrespective other VLANs

assigned to others of the closed spaces; and the administration
server limits access to each of the plurality of closed spaces
and the computer network system in the building to a designated
insider.
15
The summary of the invention does not necessarily describe
all necessary features of the present invention. The present
invention may also be a sub-combination of the feétures described
above. The above and other features and advantages of the present
20 inventionwill become more apparent fromthe following description
of the embodiments taken in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

25
Fig. 1 shows a structure of a collective building according
to an embodiment of the present invention.
Fig. 2 shows an exemplary data format of an administration
information file stored in an administration database.
30 Fig. 3 shows a structure of a computer network system

configured in the collective building according to the embodiment
of the present invention.
Fig. 4 shows an exemplary data format of an entrance file

stored in an entrance database.



10 the conbi nati ons thereof described in the enbodi nent are not
necessarily essential to the invention. Fig. 1 shows a strucflufepds 2805
coll ective building 200 according to an enbodi ment of the present

i nvention. The 15 collective building 200 of the present enbodinent is
provided with a plurality of closed spaces or units 20 each of which only
is accessible by an insider, that is, aydesignated person who bel ongs
thereto. The collective building 200 includes an adm nistration server 10
that generally adm nistrates a conputer network system 20 120 of the

col l ective buil di RB§9208 dfd dnElerchmite Pht ahcYARe@ddmgssdaridéesrapionr
connecting the. adappi stration server 10 to at | east one network device 24
used in a correspondi ng cl osed space 20. The collective building 200
further includes Higo@tes alflowttharitarf eaMAsbaddress Nert dypuy epemet honk
system 120 of the collective building 200 to the Internet. The network
device 24 can use the Internet via the router 16. An adm nistration
apparatus provided on DEFAILRIEMESCRIBYIANNORI BYE alNVANTEONAM ni stration
server 10 and an adm nistration database 14. 30 The adm nistration server
10 perforns the setting of each interconnecting device 12 so as to assign

respective, differpatinvénAlsn(will ualv bk catBadneismy &ﬁ)tH@pkheeﬁf@@ed
spaces 20. E%%R closedgi g e. 20 |ncludes a_user certif unit 22 that

certifies - BE"SHS < PRho TEPESE? G BAE dhe AR ? 8 dd'SspEERS20.

The cl osed spaeatidh, MR akspl B} Hde fntdii8 EONCEDL o3 Ohe ZBatSitel &%
rout er a _hub, and a plurality of network devices 24 connected to the

li ne c6ﬂceﬁpﬁafewb%a?+9%etfar@§édd@ﬁaééb% Ryt e EbRFEPEBE RBStIRE 5

conput er nehggggsgy§1§ng§ggﬁtighet@dqhgl§5@@ﬁ¢p§hserver 10 assigns, to each
of the closed spaces 20, closed-space identifying information for

identifying the corresponding closed space 20. The adm nistration server
10 Fig. 1 shows a structure of a collective building 200

according to an embodiment of the present invention. The
15 collective building 200 of the present embodiment is provided with
a plurality of closed spaces or units 20 each of which only is
accessible by an insider, that is, a designated person who belongs
thereto. The collective building 200 includes an administration
server 10 that generally administrates a computer network system
20 120 of the collective building 200 and one or more interconnecting
devices 12 for connecting the administration server 10 to at least

one network device 24 used in a corresponding closed space 20.

The collective building 200 further includes a router 16
25 that can connect the computer network system 120 of the collective
building 200 to the Internet. The network device 24 can use the
Internet via the router 16. An administration apparatus provided
on the Internet may administrate the administration gserver 10 and
an administration database 14.
30
The administration server 10 performs the setting of each
interconnecting device 12 so as to assign respective, different
VLANs (virtual local area networks) to the closed spaces 20. Each

closed space 20 includes a user certifying unit 22 that certifies



10 al so assigns VLAN identifying information that identifies theVLAN. to
each of the VLANs respectively assigned to the cl osed spaces . 2%

Moreover, the administration server 10 has the administration” aﬁ%ﬂﬂ% 14
that stores, for each of the closed spaces 20, the closed-space
identifying information and the VLAN identifying 15 information so as to
correspond to the associ ated cl osed space 20. The adm nistration server 10
adm nistrates the entry of the user of ghe closed space 20 to the closed
space 20 and the entry 20 of the network device 24 to the conputer network
system 120 by the user. The user certifying unit 22 certifies the

cl osed- space usderwhd yimegsi mmm tghe o:flctémsei gpece PsedTha cdlaiachtspaeel i n

the adm ni on t. oW t he user ing

cl osed- spaczztalr g‘gkt %?nlgl%ﬁ orrra JT%en OPCFH cgrresﬁoﬁ&flcggaﬁé" & &35 %’f)ace
2 0, i. e. ,ahudesingnapddradety dfonetbverk deeicesaaspomkdiged ebasrdl space
20. The adm nistration server 10 certifies the VLAN dentlf

i nf or mati on &K FSﬁ?th net WOk © 38%% % e JEH ?o%‘ﬁﬂ“%’ﬁ&%etgotlﬁ%
based onsdatsbnpueeednetwbhie @ghdam It20at | on dat abase 14, and only allows
t he network device 24 that sends the VLAN identifying information

speci fying the VLAN assigned to that closed space 20, i. e. a

desi gnat ed user, me%r&ﬂrmtsle@ae@aﬁlge%e&eimrs&@w%méé’&lofrthe‘icz%&@%
9 The adm ni stratlon server. 10 may store a history of the entry of the

user of the SHBEEEISp&de=28-EB2ERdieatddEdngpafeormating for AdshbE§YHRIt he
entry of theRetypr&siEicR efodyd LBEcUSRS. t Ohe dRiIGARRYLEE MR fyStem

120. In this case, the admnistration 5 server 10 can detect i nproper

entry t dOeac soragsiand Gt dereiciely ingol nhry matgoofdra teident ifg esHch Bt er
network systemed2d. oFath 612580 ACei3Q) Nl dide ;an, AhRoy R -§£éésega

detecting wunit 28 that can detect an ab nga%a% State, such as a
10 | eakage @dcur¥erepver t ke efindris wpaceomEruar 1hbas Fke adfisistration

database 14 that stores, for each of the closed spaces 20, the

S

closed-space identifying information and the VLAN identifying
15 information so as to correspond to the associated closed space

20.

The administration server 10 administrates the entry of the

user of the closed space 20 to the closed space 20 and the entry

20 of the network device 24 to the computer network system 120 by
the user. The user certifying unit 22 certifies the closed-space
identifying information of the user based on data stored in the
administration database 14, so as to only allow the user having

the closed-space identifying information of the corresponding

25 closedspace20, i.e., adesignateduser, toenter the corresponding

closed space 20.

The administration server 10 certifies the VLAN identifying
information sent from the network device 24 in each closed space

30 20 based on data stored in the administration database 14, and
only allows the network device 24 that sends the VLAN identifying
information specifying the VLAN assigned to that closed space 20,

i.e., adesignated user, to enter the computer network system 120.



abnormal -state detecting unit 28 is connectedto the adninistﬁsgion server
10. via the interconnecting device 12 so as to notify the ad i AU6 atl0bn
server 10 of a detected abnormal state. The administration server 10
notifies the adm nistrator of the building 15 200, a security-service
conpany or the like, of the occurrence f the abnormal state. It is
preferable that the abnornmal -state detecting unit 28 be connected to a
connection port of the interconnecting device 12 other than the
connection port tTier edhinisndiicn $derenel Ownk sterieceh24tony tliehe entry
correspondin

| osed space, 20 20 is connected. I.n thi.s case, it I
possi bl e toogr'g‘?/%rﬂseg \ﬁ%oﬁae OrETat 1957 C6f 8bh‘éo AT TS a?ga(a%t%@tqrﬁjg
unit 28 from hestercalfSetle byt fy WihneOpetabrRndefi ddheandiywohk desi o 24.
The user certifying unit 22 gg%_obtain, fronhg per son tr%ing .25 to enter
the correspbRAiCRIPEFBESFLYREEEYEEE™ Bdnt i £§itRY SiGHSEr nEhs BA™ORE F HeR (o on
SO as tos degervena obehhBit it Mapréber RAETINt b eatth of NGiden ogbdtdiuces
correspondin sed space 20 based on the obtained identifyin

clo
i nf or mat i on?gt%cﬁempr@% eRtRY BRI Yhe Heommitayr setivRek PrSteBridt- t he
correspondi ng cl osed space 20 to the cl osed space 30 20. The user
certifying unit 22 nmay be a device such as a lock provided on an entrance

of the cl osed spdaCcPOloRRd 8Pe¢rR 2L Meyedidpiean arerngl i st biadreritinen may
be a corres i g, i o) ni cl.asi ng; £he ck.
PRI NG e AR QYE &%g&&t %n a nm«a; Lo AR RYhcLask {)JQ tgl?%

The lock may certify or veri he shape o ey presente e user
of the ¥ osédakage eoSWUIGMRO0E! Mhe2(lsmess sracal (20w, dm theakidamherine he

shape of th [ S essful l. ifie e I rtified
ey 10 ent erPtRET S g S e S R MR AT |
provi ded i nsanverdi nist rlat iignecicosedcspag elgviate $hovm)as tornexafpltdhe a

oo o T SR 4, 208 AL ! o
tries to enaéminieerrsdnion sinvetd Idmad idSed tdpeaimimrdt riherof thebuilding
15 200, a security-service company or the like, of the occurrence

of the abnormal state. It is preferable that thg abnormal-state

detecting unit 28 be connected to a comnnection port of the
interconnecting device 12 other than the connection port thereof

to which the network device 24 in the corresponding closed space

20 20 is connected. 1In this case, it is possible to prevent a wrong

operationof the abnormal-state detectingunit 28 frombeing caused

by a wrong operation of the network device 24.

The user certifying unit 22 may obtain, froma pérson trying

25 toenterthecorrespondingclosedspace20, identifyinginformation
of the person so as to determine whether or not the person is an
insider of the corresponding closed space 20 based on the obtained
identifying information, thereby permitting only the entry of the
insider of the corresponding closed space 20 to the closed space

30 20. The user certifying unit 22 may be a device such as a lock
providedonanentranceof theclosed space20while theclosed-space
identifying information may be a corresponding, unique shape of

a key for opening/closing the lock. The lock may certify or verify

the shape of the key presented by the user of the closed space



10 adm nistration server 10 may limt entry to the admnistration-closed
space based on data previously stored i.n the adninistrationﬂﬁggﬁﬁﬂzﬁrl4.
According to the collective building 200 of the present 15 e ‘ Q{

hi gh security can be realized agai nst inproper entry by unauthorized
persons to the conputer network systen1é%0 by limting the entry of a
user to the closed space 20 and limtin the entry of a network device 24
to the conmputer network system 200. 20 Fig. 2 shows an exenplary data

format of apoadgtSaladw On al d < widieOthd sheps bee@ Hdy 1HeuadsssisiT@at i on
dat abase 14. The_  adm nistration information file includes fields_ of

cl osed spac&ertifirdqrifaniey denireythfy ceatofaatikty SREVISNTREeR 9S4 ng
25 informat kgace The. cl osed space field stores information for identifying
a correspondi ng cl osed space 20. The cl osed-space identifying information
field is assigned to each closed space 20 and stores the cl osed-space

identifydng infor i t1.fyi useyr t £spandipg osed
space 2&% The VLAEQ%OQ?gﬁﬁ%?%€§%if€n g?ﬁ%%igﬁ)f@%YdQ%EQgéélgned %g égth

VLAN in t headhigiet rafpase c20sgAdsmaan dsot hownAN foeriipilag 4 mbomniad on
for certifyhdy;Bab3etnalhectorLesnonding vt al. Hasad pPadata stored i

the adm ni stration database atron server
adm ni st r at esatheagninglwie hhesarseproi fyhmg cindsezl spacecfx i i dshe wsadlUG

2005 11 cl osed ace 20 and the entry.of the network device 24 by. the
user to thew%%n%g%%? §8tﬁﬁgﬁrS§E?eﬁﬁ%éﬁ%3?$%ﬁ1%??%%%%5; atres §¥¥hégﬁﬁe of
a conputer aétivot&trdisyst emet28rof 1he aedyt ectliivétbui edtnag 20fb acamedi ng

to the present. embodi nent. .The .conputer network system.120_of the . .
Lol 1 oot P e RO o P SO s AP asSERS s BR e S ey iEanY abiired <t at es
access of thRe nedomiilctdeviioasdadabsed i4. t he

According to the collective building 200 of the present
15 embodiment, high security can be realized against improper entry
by unauthorized persons to the computer network system 120 by
limiting the entry of a user to the closed space 20 and limiting
the entry of a network device 24 to the computer network system
200.
20
Fig. 2 shows an exemplary data format of an administration
information file stored in the administration database 14. The
administration information file includes fields of closed space,
closed-space identifying information and VLAN identifying
25 information. The closed space field stores information for
identifying a corresponding closed space 20. The closed-space
identifying information field is assigned to each closed space
20 and stores the closed-space identifying information for
certifying a user of the corresponding closed space 20. The VLAN
30 identifyinginformationfieldisassignedtoeachVLANintheclosed
space 20 and stores the VLAN identifying information for certifying
a ugser of the corresponding VLAN. Based on data stored in the
administration database 14, the administration server 10

administrates the entry of the user of the closed space 20 to the



cl osed spaces 20 to the conputer network system 120; a DHCP ID5(EM9
Host Configuration Protocol) server 40 that assigns an |IP (Internet
Protocol) address to each of the netwbrk devices 24 used in the closed
spaces 20; and a shared server 50 that can give the network devices 24

used in cacheal shhs ChPSA] c5PAGRS. 20l DOTRLLOD FomIN-Lherefo. 15 The

adm ni stration server assi gns ak admini s Ion

adm ni st rl&tqroﬁOséhwaonmteTh@eiamﬂcnssstm|1@r® server 10 al so assigns the
sanme adm ni stration VLAN 100 as that assigned to the adm nistration
server 10 to the interconnecting 20 devices 12. Thus, the adm nistration
server 10 mandjes Bhellysfratesnaeziturgudevotes cbmpiihet hreetagmkni st r at i on

VLAN 300 s%}é‘éemcﬂ?@o wft(ﬂ'énbgbfec\&% ﬁgiicﬁlr}%s 2'06 gg'c,eor%. geg§0 asports of the

i nt erconnécting devi ces ) The adm ni Sstrati on serv si gns
i ndi vi duaqrevemsemqmenmme rroeuand netwprkhaystame 13i0f bEreime from t he

admi ni st rahii@Re -AN, 1001 1Y 36¢ ﬁ%tl\aegg :ﬂ'?@n%?éngé ddh-R bumalehty of

cl osed spaces 20 in such a nmanner that a aSS|gne to each cl osed
space 20 3WifiFEErteaft aCFeR® ok e PesRt: d%lVEN\&‘l asedghedthe ot her

closed spagasa2foaduiaot B cadlEonbSLEAAARGER! ¥pi: P 128)NRtpRAMUNI cat &
with the network devices 24 used in the closed spaces 20. Al'so, the

net wiPk GoPpREC iPsfs é:&nifhg‘ar%}“éPPaPﬁo’é?QﬁJéd sepdee 40 thahnetsimmmani cat e

wi th anotfer raetyak rdevbes1 RhddseYsi fo AIN8E ChOSRAWSPRCEoRALes3D
Mor eover, the adm nistration server 10 assigns to the entrance server 30,

t he DHCP Xei§ef #p Hivd CLREeS IBRAEESseP veandb@ sharedysezyes 99 whageneral VLAN

120 that cahnl gisettle: sREWEER &icdd ARy 1A ONBHILEAt B1¥4d the
i ndi vi dual VLA 110a 110b, 110c and 110d respectively assigned to the

cl osed sphEEEs 29 EPRRaL R [EFPRt FfF e ver 10 obtains at |east one of
the 15

The administration server 10 assigns an administration
VLAN 100 to the administration server 10. The administration
server 10 also assigns the same administration VLAN 100 as that
assigned to the administration server 10 to the interconnecting
20 devices 12. Thus, the administration server 10 manages the
interconnecting devices 12 in the administration VLAN 100 and
can perform the VLAN settings in the connection ports of the

interconnecting devices 12.

25 The administration server 10 assigns individual VLANs
110a, 110b, 110c and 110d that are different from the
administration VLAN 100 to the network devices 24 in a
plurality of closed spaces 20 in such a manner that a VLAN
assigned to each closed space 20 is different from the

30 respective VLANs assigned to other closed spaces 20. Thus the
administration server 10 cannot communicate with the network
devices 24 used in the closed spaces 20. Also, the network
device 24 used in a certain closed space 20 cannot communicate
with another network device 24 used in another closed space 20.

35 Moreover, the administration server 10 assigns to the entrance

server 30, the DHCP server 40 and the shared server 50



comuni cati on anmount and the communi cation tine period for each of the
connection ports of the interconnecting devices 12. Based on t he ?[i | east
one of the conmunication amount and the conmunication time-fe Bus

obt ai ned, the adm nistration server 10 controls 10 the comuni catl on at

t he correspondi ng connection port of the interconnecting devices 12. The
adm ni stration server 10 may create cha¥ding infornati on based on the at
| east one of the conmunication anount and the comruni cation tinme period

obtained 9 chargeteaosho! BRLCOUTHALALEONA005L L BYo CONS 1ok 1 59 Lhe 15

communi cati on "at each connecti on port e interconnecting devices 12,
t he admi ni stqoamuomcseewelrtmmheamcﬂwuduadonms|Im)at,o 110bhe 1Niccamet 1bydt he

net wor k devi conhected. to at gnne cti ort .of the
i nt er connect %%Segg\llyﬁg gﬁsl%ne% %e PRe Qﬁegh%p Wt &fce server 30

i ncludes an entrance dat abase 32 t hat stor es device identifying
informat'gon which_js information for identifying the network devices 24.

The entr&nce dat agéﬁel NiStHAEL OB SRR A ddt £55 2485 a7t &Nt of hihe

devi ce i dentdoltuRgcat Db rafRuN@Nand HheL BEIANE EcSETINEE iR8 FEFIB8d Fokheamt Iy
of the 25 network device 24 having the MAC address stored in the entrance

dat abase 32 °fcthhECRBRPLI R PREFRGTKERG dnsRFEOONeTHENG deViBEStife Batedr k

devi ce 24 | @@ Heht! 1ea AAABEEKSE %6%@39@%&%&&6 863 PRE WBhifun Jext £6n 24,
and registers the MAC address of the network device 24 into the entrance

dat abase 32tipptReH&ad VBRG obid iz nt‘rfset pANSRLiSOrfiqrheesrer diceosereks 30
may regh§t ernphe Mitn Al €55 4 % E&Qﬁ&a 'c%%n%%t%nugggg SPehe

entrance server 30. The entrance ata ase 32 may store the
i denti fyi nginterernae¢oinaviectdes i1Rf or Hee | amifrgstirdgnpnf penger heo usey of

e o ot | et dliee 1anRPG Y ki MIUIGE 2 pBA8R0oA0chO ol PLal0COd T Nohe

information stored in the entrance ata ase the enfrance Server
may certif goomugeeafion Reouserand ehei ¢<ymrmgn|crafta|onnat1rw rearitodf ebipa 1 rinesd

net wor k dev'tgecgg'rgévbcrheemﬁ%reT tHel r%rsl nlca%rleont QgsyseBy controlling the

15 communication at each connection port of the interconnecting
devices 12, the administration server 10 can limit connection to
the Internet by the network device 24 connected to that connection

port of the interconnecting devices 12, or the like.

20 The entrance server 30 includes an entrance database 32 that
stores device identifying information which is information for
identifying the network devices 24. The entrance database 32
stores an MAC address as an example of the device‘ identifying
information. The entrance server ‘30 permits the entry of the

25 network device 24 having the MAC address stored in the entrance
database 32 to the computer network system 120. The user of the
network device 24 logs inthe entrance server 30 by using the network
device 24, and registers the MAC address of the network device
24 intothe entrance database32. Alternatively, anadministrator

30 of theentranceserver 30 may register the MAC address of the network

device 24 by using the entrance server 30.

The entrance database 32 may store the user identifying

information which is information for identifying the user of the



5 successfully certified, the entrance server 30 may store the MAC
address of the network device 24 that sent the certified user. %%jﬁ; ﬁ[}SI ng
information, in the entrance database 32. The entrance server ;Z '
permt the entry of the network device 24 that sent the certified user
identifying information, to the 10 conpygter network system 120. The DHCP
server 40 nay assign an | P address to the network device 24 having the
MAC address stored in the entrance database 32. By assigning the IP

addr ess onl petworhedaitiaorié -defpeed XN 1B1a afiest ddeatifying dpfermrtion

database S2:byrfBans ol LAE:QNCP ARLS. 40, Ol Voddia ksl eLed ot

~device 24 can use t I’ nt'ernet e’ conputer networ system
Fig. 4 showseabhiExempveariyfdahe dsﬁmﬂeotlﬁymegmmﬂwmatiibe se2(k §t:omen:ha n

t he entrancg %a(ggpaagv§g Ihe e O&an_\ggrfl Ile i ncl udeswfl el d of cl osed
space, user D’ passSwor é MAC Addr 656. TThé %‘?osedh%pace fi &G stot es

i nf or matd onstiocesgritlivf yenglfmﬂ r eaponrti vihod e&edes pacesy HrorEhehaaac | D
field stores he use i den information for identifying the

cor r espondi ﬁﬁ b R Wﬁé‘\l\g‘?‘kl%"eﬁ‘lcé:hﬂ? SPh Eggsﬁ\%‘%/‘ijl%eé:rdlsﬁror es
a correspondaage i PASEWOLTEdsed ifer, cef tthyi agrthrcasanchBgssi Bbed bynd he
user identif information stored in the associated user ID field. The

MAC addr esse?gﬁ?W%F@F@?rt%mWCP%{HEFrte§§eo$mi1ﬁé et e metyericeeviae #ded in

the correspengh ngerd 0820 &PAGE 120 u3BrThEeHE EEy fenih st sig, ordatdn to
be stored in the user IDfield and the password to be stored in the

passwor t f | ePEPHIY NedyicskeFEEEFR Bance by the user of the network
device 24 or by the network admnistrator. As the MAC address to be
stored in - 5 AUG 2005 14 the MAC address field, the MAC address received
from the networ k ThePHER s2rviey 4P grastl asFhan (e d Pofddyrs :iéowbh& nidnark 24

l0gs in  thg. SMd 3NCRSEIY BheIMPUMSERY JNE- NP WA dRVLCR-2% AN aput s

32. By assigning the IP address only to the network device 24
15 registered in the entrance database 32 by means of the DHCP server
40, only the registered network device 24 can use the Internet

through the computer network system 120.

Fig. 4 shows an exemplary data format of an entrance file
20 stored in the entrance database 32. The entrance file includes
fields of closed space, user 1D, password and MAC address. The
closed space field stores information for identifying
corresponding closed spaces 20. The user ID field stores the user
identifying information for identifying the corresponding user
25 of thenetworkdevice24. Thepasswordfieldstoresacorresponding
password used for certifying the user identified by the user
identifying information stored in the associated user ID field.
The MAC address field stores the MAC address of the network device
24 used in the corresponding closed space 20.
30
The user identifying information to be stored in the user
ID field and the password to be stored in the password field are
registered in advance by the user of the network device 24 or by

the network administrator. As the MAC address to be stored in



the user I D and the password of the user. The entrance server 5 30
certifies the user ID and the password thus input by using the§ A®r2005
identifying informati on and the password stored in the user IDfield and
the password field, respectively, and thereafter stores the received MAC
address of the network device 24 that sent the user ID and the password.
10 The entrance database 32 stores the MAC address so as to correspond to
t he associ ated cl osed space 20. The entrance server 30 only permts the

entry of thg Dehworkyfevl ¢e.24 hawd Rect Hea MY 8001 6Se ARl croRsReRdS to

a certain closed space 2 0 to the conputer 15 network system 120. Fig. 5
is a flowchdatiaf 24MAE sithirasts Thgi stemdfohepeetnddn devEcese4 toms in

entrance seryer el V. r f ky 48414 4,
Connect ed t o LI AL Er GG 1 0g HS01 L8 130 FIGHTt R 50 1 nEer CoaR Ay
device 12 (Siemssk0dp andhehemasenwcedserfvehe 3@sert heffhe eert vazce Reryeer | D

and the password i nput t he er i.nt.o _the ne rk devic 4 |_ogs
T the. dherihcersatser o pefe P aaghr palEuOR TS PRI BVl bl s
refers to theeendeanteytny adsemadon SirepthéQhssword asoted der thé ysehe

user I D and_the password received 25 (Step S106) . In a case where. the
user | D and'® he§lcs SRGr &hﬁrBasﬁ‘ﬁ?r%e?ge?%fdr'gtquﬁe)g,FéﬁegHOG?n$htéqeeﬁﬁ &ice

server 30 fipdshesntheceVedatdsr 888réegict#18d hebwopeatiien. 24 phat case
where the user ID and thetgassword are successfully certified in Step

5106, the ©t regre Lerper 30 PREFYIEs the recei ved MAC address into the
30 entragnce database 32 (Step S108). Fig. 6 is a flowhart of a MAC

address verifying operation. First, the interconnecti ng device 12 detects
that the network Thie@gntsange coHmRased 3RoSEREST e MBneBErRES BRI P2 i s

turned - 5 é&ﬁf%dl‘éo Phe 2Rk AeBgRALEaH AR Nt FRBGR tTahKelse3edf the
detection result Step S200). Then, the entrance server 30 receives, from
t he 30 only permits the entry of the network device 24 having the MAC

address that correspondstoacertainclosedspace 20 tothe computer

15 network system 120.

Fig. 5isa flowchart of aMAC address registrationoperation.

First, theentrance server 30 receives the MAC address of the network
device 24 connected to the interconnecting device 12 from the

20 interconnecting device 12 (Step S100). The entrance server 30
then receives the user ID and the password input by the user into

the network device 24 that logs in the entrance server 30 (Step
S$102) . Then, theentranceserver30referstotheentrancedatabase

32 (StepS104), soastocertifytheuser IDand the password received

25 (Step S106). In a case where the user ID and the password are
not certified in Step 8106, the entrance server 30 finishes the

MAC address registration operation. In a case where the user ID

and the password are successfully certified in Step S106, the
entrance server 30 registers the received MAC address into the

30 entrance database 32 (Step S5108).

Fig. 6 is a flowchart of a MAC address verifying operation.
First, the interconnecting device 12 detects that the network

device 24 connected to the interconnecting device 12 is turned



i nterconnecting device 12, the MAC address of the network device 24
.connected to the interconnecting device 12 (Step S202) . The 5 entrance
server 30 then refers to the entrance database 32 (Step S204) ", SAUGaiUMO
det erm ne whether or not the received MAC address is stored in the
entrance database 32 (Step S206). In a case where the received MAC address
is stored in the 10 entrance database 32, the entrance server 30 permts
the DHCP server 40 to assign an IP addr_e?h,s;s to the network device 24 having
the received MAC address (Step S208). e DHCP server 40 then assigns

the I P address to the network device 24 based on the instruction fromthe
entrance seryerarBDthdimpgoenf iemthe setvenc8@eaiven 3parinthsdébethion result

i nt erconnect) deyi 1 per for nj i t_the. connpectipon port
of the it erSosRestrSh- deictu” Foe’ Pt ERIER 058 ot Guntee oamnalt ho
t he recei vedntaCcaddeessng slevdrper ethe(Bi@pd82£263.020hkmeat waskedehece t he

i ved MAC add ' t d i th t 32, th
et rance Serifor CBOSBrShi FBSLHE < P CE 08 0L o ACCFBrAAIE)an 1o

address 50 it ragkbwosdrelavBoechelft rB8¥irBd hbel &otatrd NAECaBEEE 83S (686D
5212) . The entrance server 30, al ;& prohi bits the interconnecti ng devi ce
12 from per 503 ng®2 55t HR deSARTIANE dthedhest OF RetcimeerroNefIfAC afidrpgs

i nter connectiign@rodtedi ¢8 die drit rihiceh ghbenast Wz k(stesd @024 .having t he
received MAC address is connected (Step S214). Moreover, the entrance

server 30 determ nes that the network device 24 having the received MAC

address has attenphegd dJgu QRELe 8 Hd Yel@ilBE QML sBel Woldo et aM B0
120, and stores the received MAC address therein (Step 5216) . The

ent r ancdOserapéraggeday 2Rt e Ry , tthe siifamicetseaver IFPa i tat thapii@RseFvig¥ oper

entry of thegn . devy u . t . AUG
21175 16 AGSordl g 1B 1he Rol FRRT e bur Tar g 200 of (o oy casnr e

embodi ment , HegeprediMithedd re 68ter S208) buiThti PICREOTVET M 0t teen assigns

the IP address to the network device 24 based on the instruction
from the entrance server 30. The entrance server 30 also permits
15 the interconnecting device 12 to perform communication at the
connection port of the interconnection device 12, to which the
network device 24 having the received MAC address is connected

(Step S210).

20 In a case where the received MAC address is not stored in
the entrance database 32, the entrance server 30 prohibits the
DHCP server 40 from assigning an IP address to the network device
24 havingthereceivedMACaddress (StepS$S212). Theentranceserver
30 also prohibits the interconnecting device 12 from performing

25 the communication at the connection port of the interconnecting
device 12, to which the network device 24 having the received MAC
address is connected (Step S214). Moreover, the entrance server
30 determines that the network device 24 having the received MAC
address has attempted improper entry to the computer network system

30 120, and stores the received MAC address therein (Step S216). The
entrance server 30 may notify the administrator of the attempted
improper entry of the network device 24 to the computer network

system 120.



adm ni stration server 10, the entrance server 30, the DHCP server 40, and
the shared server 50, it is possible to performdetailed, 5 e¢hé nns
adnmini stration of the interconnecting devices 12 and the networ Je des
24. Moreover, a secure conputer network system can be configured in a
multi-unit building by admnistrating the interconnecting devices 12 and
the network devices 24 without using the Internet. Furthernore, since a
network device 24 that can 10 use the conputer network system according to
the present invention is limted based oR the regi stered MAC address of
the network device 24, inproper entry to the conputer network system can

be prevented. As lpﬁcdbﬂﬂahgntof £Ra EHELARONR HRAGEARHENY0 b Ot Nend SRR 15
invention, a collective building having a _conputer_ network %stem W th

hi gh securi t §™eSHF TGyt REPELALRAN R ‘-‘p’rld«ﬂcéééreb?ub?ﬂ@%ﬂilﬁil i the
col I ective bgihth g Mictibnage AHE 0 Stial LN S8 Qérvé’f 302dNHEED &R -

secure access to units in the building and to the conplter nefwork system
of the buil dthgangothe sheugh sa1eer é@emt i 9n\possiibd ehzs Peeéardabd@iiled, by

way  of %Xegé Yo %@mﬁm@g 1oﬂtofs@9 x%em%%ﬂ%&%&ﬂadd%mlest S£q $i! | ed

in the art make nmany changes an stitutrons w t hout epartl ng
fromthe splmﬂwm‘ddﬂwecssd{fb oMOrheV@resaeﬁécunae:rmmeﬁﬁem:dh ays;tem

-defined only, h | ai A VHAT LS VE

1. A secure e%%[ri‘/a g@@%@f %%Waﬁn‘én %\E/J)f;ﬁéga B & fim%nl%?%'ifrﬂgf gh
provi ded t hemtaquccaaelwtahgsmvdcasiltzsarpiatm tetwgriodeyieas ey wishoat using
desi gnated pgrs t hereto, stem conprising: an_.adm nistration
server, whi cﬁh? glnnﬁ:reg\ﬂe éd Eflﬁrzat 3¥05 il 3RS @ 3‘3’5‘5 eIE% 88 hiBrafara
conput er1net ues kgsy:s;h@_ o en r&&lwdbl rkmyét@nf@ccﬁrﬂir@tt%EH§brt@BQ?t invention ’
:, gtsS;g??Cgc;:lé%]gb?lgi\:/%(ggﬁ%g&I‘O?lﬁih%a]%%lcs%ner%ee%tMAscaégdreasSng)flf’]{:isle E’l%thlggk%%ir\{gre an

24, improper entry to the computer network system can be prevented.

As is apparent from the above, according to the present
15 invention, a collective building having a computer network system
with high security configured therein can be provided by providing
the collective building with an administration server for
administrating secure access to units in the building and to the
computer network system of the building.
20
Although the present invention has been described by way
of exemplary embodiments, it should be understood that those
skilled inthe art might make many changes and substitutions without
departing from the spirit and the scope of the present invention

25 which is defined only by the appended claims.



plurality of units, wherein said adm nistration server sets s gps 0
.interconnecting device to assign a plurality of VLANs to each sglé ,
units, respectively, in such a manner that a VLAN assigned to one of said
units is different from VLANs aSS|gneg to respective others of said units
to provide secure entry to said units and sai d conputer network systemin
the building. 2. A secure entry systemfor a building as clained in claim

1, furthghTCaRPIRIMEDA TESer certifying unit operable to obtain
identifying information of a person trying to enter one of said wunits in
the building fromsaid person to certify whet her or not said person is a

desi gnat $d Pgr son.hased. 00 5oL el et {hog1al b9 QT8 PEYT

only sai d°desi gna enter  sai one f sal Int
bui | di ngun3tsfpsecudedeattieye iy steaiotf of Qabdudrrhltrugpasmltaumgdonﬂlycémnyl,

wherein said adm nistration ser%gk adninist&gtes an entry of, a wuser of
each of 9&i @ GEISHENES e PFTEL B retiy FR% %%ﬁf%ﬁ]%ﬁﬂ ASH9bne of said

respective net \A@l%a%v'sctex%%@wvwem&eh% Sro¢LaRYt Bls NAMOL Kasugt em
4. A secure entry systemfor a building as clainmed in claim3, wherein

sai d adnbpestbde oro sednéniassages «l osmplu&;pac@e—tvs)ma)@xz@n@nlan said
i dentifyj g information to each of said plurality of units, said
cl osed- sb& &Gt i ng i nformation being information for identifying a

correspondi ng @Re fstsahd ipltwrddrine i nghiési canperadl of o sainthepitusad dt y
of units permts said user having said closed- sgace |dent|fy|ng

|nfornatﬁdml@3§¢gﬁédﬁﬂ)%ﬁﬁWFR%ﬁﬂﬁ bESBAFH1YRI REtYeTENCEVigsy in said
correspoggbgglq@ f %gngofw%% jplurality of units. 5. A secure entry

system f a buiFding "as cl'ai ne i claim3, wherein said admi nistration
server aSS|gnsSHhAMdmknmsﬁgaﬁmpnsafoenm@uxsandeachrabns&m@ﬂmyﬂewlce
respectively assigned to, said
to assign a plurality of VLANs to each of said units, respectively,
in suchamanner that aVLANassignedtooneof saidunitsisdifferent
from VLANs assigned to respective others of said units to provide
secure entry to said units and said computer network system in

the building.

2. A secure entry system for a building as claimed in claim 1,
further comprising a user certifying unit operable to obtain
identifying information of a person trying to enter one of said
units in the building from said person to certify whether or not
said person is a designated person based on said identifying
information and to permit only said designated person to enter

said one of said units in the building.

3. A secure entry system for a building as claimed in claim 1,
wherein said administration server administrates an entry of a
user of each of said units to said each of said units and an entry
of one of said respective network devices by said user to said

computer network system.

4. A secure entry system for a building as claimed in claim 3,

wherein said administration server assigns closed-space



plurality of units, said VLAN identifying information being igbgrﬁﬁtion
for identifying a correspondi ng one of said VLANs, and sai o &d i dibati on
server permts one of said network devices that sent said VLAN
identifying information assigned to opge of said VLANs identified by said
sent VLAN identifying information, to enter said conputer network system
6. A secure entry systemfor a building as clainmed in claim3, wherein

sai d adgiBL$tF3tingni SE6YREL sbAreSeachisf eky doplthgl epyrof ahisai dsasér of
said each of said units to said each of said units and_a history of the
entry oflesed-spacef s@eAthEYWBEKk Hferratioy dsiimaustriesMehiqlicohpht er
net wor k. 2 . Fy .S f.Qr. L1.di Fgedy
R L e 3 T T e e e i
of VLANs to sahdhuaftsaidespechlveyyoftonbesdpéfeieatsdidmser uraherg VLAN
assigned tqQ said adm nistration_server._ 8. A secure entr §yg%§§1for a

n Y

bui | di n§248 et @FAaSPACE| HFR YL LY 1@ g iPema e RIRSRISTES: £ i
assi gnsopabd; fULhes YoAUncul G d SATYLRA R Shid SlEdus s até o

server, to sald Interconnecting device. 05 19 9. A secure entry

syst em pburalboil difngnasscl aimed in claim1, wherein said admnistration
server obtains at |east one of a comrunication anount and a comruni cati on
time period for each connection port of said interconnecting device, and

control §, cOEMiLatdiiAls sRicth Gagh aCBaneal ngNaposladhedald claim 3,
interconnecting device based on said at |east one of said conmmunication
anount whededai dadshnadrtnisoratine serived avsignseVhfl SR SR f or
a buildin

oper abl b B AR ATSE P ot e st Gty VP e R B e e St T vt o o s
pluralipyuehlusiyt of tunsasd eanputwANet donkiSystgminformation being
information for identifying a corresponding one of said VLANs,
and |
said administration server permits one of said network
devices that sent said VLAN identifying information assigned to
one of said VLANs identified by said sent VLAN identifying

information, to enter said computer network system.

6. A secure entry system for a building as claimed in claim 3,
wherein said administration server stores a history of the entry
of said user of said each of said units to said each of said units
and a history of the entry of said one of said network devices

by said user to said computer network system.

7. A secure entry system for a building as claimed in claim 1,
wherein said administration server assigns saidplurality of VLANs
to said units, respectively, to be different from a further VLAN

assigned to said administration server.

8. A secure entry system for a building as claimed in claim 7,
whereinsaidadministrationserverassignssaidfurther VLAN, which
isassignaﬂtosaidadministrationserver,tosaidinterconnecting

device.



11. A secure entry systemfor a building as clainmed in claim 10, wherein
said entrance server has an entrance database operable to storeadgvy )
identifying information for identifying each of said network devices, and
permts a correspondi ng one of said twork devices that has said device
identifying information stored in-sai'd entrance database to enter said
conputer network system 12. A secure entry systemfor a building as

clainmed 9 n @ aukt enWhor 88t &l oM NANCRI O aAAE ShRILS A NAGREdr ess
of said each of said network devices as said device identifying

i nf or matWlwremdsaid dadninaatvatepnesepren tbteding arte lofastai andevfionk
dewcesCom unlcs s%kd M@ adq&gss stored. in said entrance a %?ba e go

enter said conputer syst%ﬁ?oqﬁynﬁsé%%ﬂ?etéﬂ?r9e§§% Pfords

bui | di ng:c&me:dtedcsfedpmﬂt cbal Bald infteridepinee@ipld ddigi e DHORISebMekols
operable to assign, in a case where it is determ ned that said MAC
addr ess SRR FFHODHAL S e ek GOPREFE}OBROT 5 o5 (Sishii Rhes@PANeRt iafice

dat abaseyegi-d B AL @35 sliY %?'()Qegg% Bfngsgfdsg§&\’\9&lﬁm gYLSE on atiBG‘H@ 2005

20 14. A secure entry system a bui as clarmed 1n c
mherelnanﬁchaﬂﬂrenmmunmnaﬁﬂomwﬁnmalpﬁ&i@dme dat abase operable to store
user identifying information for identifying a corresponding user of said
each of said network devices, andpermts a correspondi ng one of said

net wor k 1devi aesetlab &8Pty SISk dis For hOBHELAYAGGE RO R O, %ﬁgﬁﬁ\dl' n
sai d entrance database to enter said conputer network system 15.

secure dmrtheysIERTiGing boi Editargnas éanmdomréb&ﬁm:qoadmx:oheﬂbrﬁtsa| d
admi ni stra [..as {0 s entrance se
%1’1 oefr chh%fsggQ? net%/orek ge ces rh sgldopefu? Yt 5 olfuilfANs

al | ows Sai rance server to conmiunrca sa

respect |t\cels;a1assad3mctéxo e wb i Uyad t dny. of un| ts. 16. A secure entry

systemfor a building as clained in claim1,
11. A secure entry system for a building as claimed in claim 10,
wherein said entrance server has an entrance database operable
to store device identifying information for identifying each of
said network devices, and permits a corresponding one of said
networkdevicesthat hassaiddeviceidentifyinginformationstored

in said entrance database to enter said computer network system.

12. A secure entry system for a building as claimed in claim 11,
wherein said entrance détabase stores a MAC address of said each
of said network devices as said device identifying information,
and

said entrance server permits said one of saidnetwork devices
that has said MAC address stored in said entrance database to enter

said computer network system.

13. A secure entry system for a building as claimed in claim 12,
further comprising a DHCP server operable to assign, in a case
where it is determined that said MAC address of said one of said
network devices is stored in said entrance database, an IP address

to said one of said network devices.



further conprising a shared server operable to give a pluralijt of said
network devi ces common information that is cormon thereto, eaghAUG 2885 d
plurality of units having therein at |east one of said plurality of
network devices. 17. A secure entry systegfor a building as clained in
claim16, wherein said adm nistration server assigns, to said shared
server, a VLAN that allows said shared server to communicate with said
plurality of4 VLANsetagpesht ¥elsysss goeda tiiuiskdthdlad all hlipeafl in Wlidisa 108.
A secure entry systemfor a building as clainmed in claim1l1, further

conpri si ng WM s TSI 910 S $156h 2h ePPragdredatabgseaeresrPe S d

respective net deviLes et G Rlidd aliites ae {WH t 9, ARS8 UL G ENLI Y
systemfor a b\l’ﬁ%{ﬁng as cl e%l r?gﬁ:lli ﬁﬂc ai r% tf}g a\}\ar%elagiei %osr;}‘i& adm n:yslt rggt{aon
server assigmsyesmpording DEEP cfesaid pach ol d hat wakkassr isawisd DriCBesaviver

to comunicate with sajd - 5 AUG 2005 21 plurality of VLANs respect, vel
nasi gned 1 & SHATITRATING B Sgnreed BBt Park i ioth i S pernmergr Hoek
bui | di ng as; gdd 1Bgh hd) iGlfdriMationbesLéd i9P8H: QfertdidhiNihsabAsbudesndr
abnormal -state_detecting unit operable to detect an abnornmal state in a
cor r espondi SR dreompit en | Retewehk ofysteé™. units and to notify said

adm nistration server of a detectionthereof, said abnornmal -state

detecting unit being connected to a connection port of said

i nt er connecis ng Adegtaeecdiery dyrent feenaaaiilon mpak &DaMieahimrd adm sai, d
network devices is connected. 21. A nmulti-unit building having a secure
entry syst ReeRinsaparERNLP taR tdraRF SR B3 1 PRov F AR IR ST FNCREERVEE -

sai d cl osed, ARACeRak! 411609 BLLLIHAGIR! QelDePN b Mniitin Uaiahd el 95¢d
space, said building conprising: an adm nistration server that
admi ni stratesurakiompuwerVLANs respectively assigned to said plurality of

units.

16. A secure entry system for a building as claimed in claim 1,
further comprising a shared server operable to give a plurality
of said network devices common information that is common thereto,
each of said plurality of units having therein at least one of

said plurality of network devices.

17. A secure entry system for a building as claimed in claim 16,
wherein said administration server assigns, to said shared server,
a VLAN that allows said shared server to communicate with said
plurality of VLANs respectively assigned to said plurality of

units.

18. A secure entry system for a building as claimed in claim 1,
further comprising a DHCP server operable to assign an IP address
to each of said respective network devices in said plurality of

units.

19. A secure entry system for a building as claimed in claim 18,
wherein said administration server assigns, to said DHCP server,

a VLAN that allows said DHCP server to communicate with said



network systemin said building; and an interconnecting device that
connects said admnistration server and a plurality of netmnrk;pz*kfgﬁgin
said plurality of closed spaces, wherein each of said pluralit C ed
spaces has a corresponding VLAN assigned thereto based upon said

adm ni stration server setting said interconnecting device such that each
VLAN assigned to said plurality of closed spaces is different
fronrespective other VLANs assigned to others of said closed spaces; and
said adm nistration server limts access to said each of said plurality
of closed spaces and sai d conputer net4wor k system in the building to a
designated insider. 22 ABSTRACT OF THE DI SCLOSURE A secure entry system

for a bujhdi . haviRg u i i : i ded : t he
ini te pePriEERAgToRTy aaRe ESpEY v e 10l T8 Y P N,
conprisingitan adnministration server operable to adm nistrate a conputer
network systemin the building; and at |east one interconnecting device
operabl e to connect the adm nistration server and respective network

devices 9.t he fddinal iehtr9f syBtbs £IP& NS 8kl NasREMCin SeL$idh NE,
i nterconnecting device to assign a plurality of VLANs to each of the
units, rebpeeinveagh oh saychualganheelufias an aunANTESs it deteediofg t he
units is differe ANs . a igpe t0 I, ective 1Q$ .the units
to pr oviagkée%é?gékéiné%g (%tfa 5 gﬁnl sodra“ﬁal ts‘r%%%o%u ecroortne %/Es)?lgélsﬁg/%toenrﬁ in
the buil df sidégchbf saidunits and tonotify said administration server
of a detectionthereof, said abnormal-state detecting unit being
connected to a connectionport of said interconnectingdevice other
than a connection port to which one of said network devices is

connected.

21. A multi-unit building having a secure entry system for a
plurality of closed spaces provided therein, each of said closed
spaces limiting access thereto to an insider of said closed space,
said building comprising:

an administration server that administrates a computer
network system in said building; and

an interconnectingdevice that connects said administration
server and a plurality of network devices in said plurality of
closed spaces, wherein

each of said plurality of closed épaces has a corresponding
VLAN assignedtheretobaseduponsaidadministrationservexr setting
said interconnecting device such that each VLAN assigned to said
pluralityof closed spaces isdifferent fromrespective other VLANs
assigned to others of said closed spaces; and

said administration server limits access to said each of
said plurality of closed spaces and said computer network system

in the building to a designated insider.





