; def ghi e3eQN. 6<Tz DESCRI PTI ON CONTENT USAGE MANAGEMENT SYSTEM AND SERVER
APPARATUS AND TERM NAL APPARATUS I N THE SYSTEM 5 Techni ijmmmmummm
present invention relates to a content usage nanagenent e
li ke, and nore particularly to a content usage managenent sysi<m.and the
|ike for distributing Iicense information, which permts
requests content 10 usage to use the content on the user'’ 3“%“\!““\“@““‘““\
apparatus under a certain usage rule, froma managenent appara us o t he
term nal apparatus via a commnb?gtmrpﬁwk. Backgr ound Ar 8% n recent
years, systens for distributing digrtal works such as nusic, video and
gamels vi @GONEENTT Hﬁﬁe(EfEMA@IA@IEMENa'dSXS'ﬁEM,WNDF@ENV@le ARSAUS

evel ope of t W, or practical use. For
distri bugNﬁnﬁéggﬁAﬁpwﬁ?éﬁgm%tﬂgi% usage control for
restricting the nunber of 20 reproductions (playbacks), noving and copying
of such contents for distribution have al so been under study from a
vi ewdoi nTesthrigak Fialdprot ecti on. As di scl osed in Japanese Lai d- Qpen

li cat __2000- 480786, . ional digital
distribut ) on ol B8enPRESEHS HUMYERUAD cdelefihar s RorcqRifnalUt208 ranage
the whol m#FRagerientagpstathe it BRehlikeer ahd dhelrel Y dtheulialrly otd hg user

termnal along with the content. For exanple, when a user\ﬁg_urc.has_es a right
to view 6ORBONE USRGei arRgement (Justesar andr thaalikeeter distabuding rul e

30 indi cat.] t . rjx: I I " al it ont ent
of the niorBse\tarm Rl wiiEh, BRsth e dsbhrRhe derlifbd; Cohtent
repi@ucusageofo Use toatanitantden the usesdgeermiinal apPaeitud anddruai ng the
usage rule to the user termnal, the distribution server is no |onger

i nvol vedCEHaiRel8388e N STPH & FRANISEMARERRARI3BMSE dAt thauserminal s
Vi ewed, %Bﬁaﬁ?ﬁstﬁ%ﬁ%@mg‘ﬁ%?ﬂ% H%’Qm'ng of decrenenting by 1 the

nunber of "Views perm er € usage rul'e managed by the user term nal
itself every tinme the content is viewed once, and perforns processing of

di sabl i ng@zé]{ Vi ews g&léhe time when the permtted nunber of views becones
0. 10 As greund , in the conventional digital content distribution

sysygm the usgy rb%'f‘iit“{i‘éaF§n§9§g?H”$ef&‘P‘Hi§trqBﬂrtﬁie% dd?‘i"ﬂﬂ \Mb:rﬁsf&ﬁcﬁacr‘

user. However, in the conventional art, conplicated uSage rul e managenent
i s absol asgnysiequvidenl asd gaeasariatthrer nbermendigitabbneadgastintgonhol e

or m nal thdfKs. 35 BREh s LERiE Shhils St BF Aol ATELhBH W o RabeTe
phone, cfewsupeaceatart ueaics rnd dharibdEng ftHdwe usppetedfi A ntEt@ges the

whol e usage rule for a user, 20 it accesses a server apparatus only once
when it BI8EN9Get &f t pSaGRgLAIMUIO!t ofathe rgsricting a thesuinumbes sefver

e T hareBrelEtigng BpRaPoatkal Thedth e s HETEORY N ot S ERrAEIE .Y, 1ge
st at us") fonaistrbeatprochage afscsbden ninderntstady dironhea fuiewpoidit of

di stribution service of contents and usage rule. In addition, if the user
t er mi nal CRENAKEAL PRELGRHOPE -usage rule of a content for a user, the user

e nage rut RS AAe TP SN RSO AY B AT A ORL N 0°2
plurality080-48076, a conventional digital content distribution system has
25 been modeled so that a user terminal can manage the whole
content usage rule for each user by distributing it to the user

terminal along with the content.

For example, when a user purchases a right to view a movie
“Matrix"® 3 times, the user terminal receives a usage rule
30 indicating that ““Matrix” can be viewed 3 times” along with the
content of the movie “Matrix” from a distribution server, and

manages the reproduction of the content under this usage rule.
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30 termnals, the right to view the content purchased by the user cannot be
shared by those termnals. In sum the conventional systens have probl ens
that not -2 only put a heavy load on the user's term nal apparatus but

al so cannot neet demand for various types of services for content usage.
The present invention is conceived to solve these problens Sin the
conventional art, and the object of the present invention is to provide a
content usage nanagenent systemand the |ike capable of reducing the | oad

Cypes of ALty UEFIEORipBR TS YR THIGY'ER, SRl cLgePT sEERTRGY Phneraer to
sol ve t heistbitngtiphobeever itheo domgmt ingebe drnageaBINa Gy Hee RECEdi ng to
t he present Invention 1s a content usage nanagenent systen1conpr|5|ng: a

term nal YaBparatus for using a content that is a digital work; and a server

15 apparatus f@mdRNageNgontape QM(?ttrFFx’CQF..t Tnewey ! ?ﬁet ?{égr”%{ﬁfﬂﬂ%rlat us,
wherein the server apparatus I ncludes: a [icense I'nfornation s or age unit
oper &bl epeofatroseproceasing rifodestrieonentidig iy nh theisagmbad efofiewsont ent

ni ¢ “opePSEMULET sTGER LS 1isH% Fobe dB5RPBE by ISR der Byt i t98 g « he
user andegepy t3aidlthbcesseernt (K glehed Bﬁcb??dﬂ@?eﬁBfﬁ{@bFéa%%%'@%P?ense

ticket bei ngbil' nformation on a right indicating part or a t he
usage ruflisablingagey Mewse ati thastimef orihen i thre gyaovitdedd niimibarhefuser ;

and a re}tlﬁéﬂge@%?é&g%é Sgnsetti ng unit operable to set return 25 information

on the | erated by the license ticket generation unit, the

retan i nformepsoddsttisedi adovst har thiee ddwedationaikelighetdsoheehe
returned to the server apparatus or not when the right of said |license
ticket |dpdebuting systery, ihusaspterdninal manasss thevdyele sgoéentuni t

oper abl euE?g%ﬁﬁé@?cF!&%&Pu%%rryer apparatus for usage of the content

accordi ng usér's instruction; a receiving unit operable to receive

the license tidbstegent irrine tdenventionadpaat atoesh phicatatienisagzagaigont r ol
unit -3 operable to cogtrrl t he usage of the content under the usage rule
i ndi cat eM#AgREEBEJSvRRSPIWGIYeredEii@d ofhdhe Usesnarmindlewhes dtn unit

openapl erﬁé)na{;tegn‘eﬁet FHARU 3 Hdleegﬁﬁa%ée@#g@s%get gﬁcé%aﬁégaﬁp%&at us

according to the return 1nfor 1on Indic recerve i cense
ti cket. Fuahka fumathos istouztuser; tanminal carheutoad emotimouwséoad orr i nal

t d d t al d d f i t f. ' f
content  BOEfRbBEACRICESucn s B abEE Hion e coBisuthin el dicidddces
wi th a htigdgqifkdérequency due to 10 returns of license tickets and requests

for. license ticket issues.
If the user terminal manages the whole usage rule for a user,

20 it accesses a server apparatus only once when it distributes the
usage rule to the user. As a result, the server apparatus can
hardly grasp information on whether the user has actually used the
content or how often he used it (hereinafter referred to as “usage
status”), nor make good use of such information for the future

25 distribution service of contents and usage rule.

In addition, if the user terminal manages the whole usage
rule of a content for a user, the user cannot view the content on
other terminals than the terminal that manages the usage rule.
Therefore, there is a problem that even if the user has a plurality of

30 terminals, the right to view the content purchased by the user
cannot be shared by those terminals.

In sum, the conventional systems have problems that not

-2



Note that in the present description, "usage" of a content is used as a
termincluding all the operations for using the content, such as
"reproduction”, "nmoving" and "copying" of the content, and "printing" of
the content such as an el ectronic book. 15 Here, in the content usage
managenent system according to the present invention, it is preferable that
the usage request unit requests the server apparatus for the usage of the
content by sending an instructed usage anount of the content to the server

apparatu at l,icense ticket generati.on,unit _geperates 20 the
li cense ?P&Eg[?utgésgbé%ﬁytlﬁédqrﬁ’ﬁ &b@t é’&e%sfaggrg”ﬂ@rluta@Bﬁ?aat'%ﬁ?lﬂw@%%%age
request dahhotnéneenddensadd! FeENsgribiuekal pled ofeskeyadlforPRaREHE. | N
t he content usage managenent system according to the present invention, the

i nstruct E&3@&age anount can include a 25 nunber of usage tines of the

content, or i d l i of e nt ent
usage rranagerrenﬁb gsgggg%ggégég]ith%ﬁ? g‘% rggep&éascégﬁ ?‘ﬂ&%n%%ﬁén?%‘ﬂ;@giﬁe rul e
i ndi Gat eth bjetdenventiosm |tdrtk@nd eheiotrjlerd e fah e ptesthtenpenitish ¢f tsai d

| i cense ticke t he gffgctive 30 period being set as a part or a whole of

an ef f ecPTO¥I¢RA 6ANYBNT HRP IR dBANAAEMEN S YRS ABACHIR dike caRabIe cense
| nf or Mt berred LihGPtENoYY oS BHE TBERAENEMIShEBLRGEALUAG Athap -

present i1nvention, the usage request unit nay sen§ capaglllty |nFornation
and t he satisfyingdanansd foowariovstlypexof serappas foucoritentcapabelity
information indicating capability of the term nal apparatus to control the
usage of the content, and the 5 license ticket generation unit may generate

t he 110 cephecloskiie BFSEAv@htillm capability information sent fromthe usage
request unit and send said license ticket to the term nal apparatus. In the

content usage Iurekderrito spiventhecabdvagprebiemsyrthenconterhtisaget he

capabi | i i Lo [n 10 ipfo ti i_ndi cating. whet her the
t erm nal hi%%gbgiﬁghhagyg?ggtugéegméw ofg nfﬁg Pﬁ%ﬁ@ cdm’@ﬁ‘?'%a&b a
managenmegbnsgat eraseger dnathdge ientor 6y8téni NeemppRinghe £arabiinky
information may include_ infornmation indicating whether the term nal

appar at uépﬁﬁaiuﬁnfiqr Wsingra wantent Umb i adiaital weok Hiand resenwesr not .

uport s ec APt HE R E6r TRIARRIRIY | G¥S0EAtCERe T EBAE B, B ARESTREANERTL | The
| i cense applaratgspemdie@inunibie csarvee! aggpdratassdnicledes: skatlicense
information i ntEi t he |icense tjcket arbcigzo send sahd i cense ticket to the

t er ni nal "HRFEPHEE §tl9é'_algiecé-h'§@ QARKED 8t PuStPRR oHRBNSEN INAREMALOMg how
to handl ﬁqaif&%timge@g@%éyggﬁﬁneoafté]leccsﬁfé'a %ra@é)@ﬁaﬁgér%%“%@% et he

capability indicate e capability information. Tn the content Usage
manageneb@rsyaakm pRaatdl 3ig a dicemse3igkets ganenatéomi unjt wpedablense ticket

st at [ r ' : [ fl indicating that, the |license ticket
et the Beneliatl Y kB seirk e s Opat aaRiest TehMEhng Usereaarareond medi um
Not e t hatalddigersentickayerd i thie arirnihdleabipzaatisl e iéensEChicResont ent
usage mapagenent system and a d@lﬁég‘ladcontent 30 distribution system as

ment i oneBeipgvirfopnatipgooss aar #pPpangt aspantl or ewhake ofppae at us
L1orudetubBoE AR MiaTBY BY the"RELRBE TBAMJTSALESLaNBH Wit Bk Ui N0
user; and a return information setting unit operable to set return
25 information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and the terminal
apparatus includes: a usage request unit operable to request the
30 server apparatus for usage of the content according to the user’s
instruction; a receiving unit operable to receive the license ticket

sent from the server apparatus; a content usage control unit
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-5 the characteristic units included in these server apparatus and

term nal apparatus, or as a program for causing a conputer to execute these
steps. It goes without saying that such a programcan be distributed via a
recordi ng nmedi um such as a CO-ROM or a 5 transm ssi on nmedi um such as the
Internet. Brief Description of Drawings Fig. 1 is a block diagram show ng
an overview of a configuration of a digital content distribution systemin
a first 10 enbodi ment of the present invention. Fig. 2 is a di agram show ng

Funct § orGP LIS 8 SonERLAG it e &h. s oA bR s, Ustget b 2gement

server Zgaligatetdyy the Fegeivkd licehise. ti¢kies; ard @glr@émémm peBpasi fic
structure of a US%A%I nformati on database 21 as shown in Fi ga 3. Fig. 5is a

di agr am YABWPRErabdada pttemmtuka yesush thedikgnse §inkeatata @nge'as shown
in Fig. §PR§EStu§ ééﬁar@f@r@mtﬁ OWRg A Hrk 5 i oH |H8n&"$]fep Le’?v@e Oa as

20 shown I agram show ng relati o a LT
effecStiveeqmmanﬁllICIemlste Pizked. of a usage ri ght 222a and a LT effective
peri od 821la satlafor a,LT 80a IS functj on b ock di agram show ng

a specific 25 SpAD&SuER U?'sasﬁ'élé&qr@rfnpﬁ | O8hY %{ge é‘\ﬂnqrh €9 USEr'Fig. 9
is a di a&!ﬁﬁlﬁé‘P\é’ r%t%%eﬁbh' BesFé&GEHHe Bit Alsd HEfEnHCIEYRridlRs as

shown in Fig. i'g. is a diagramshow ng a specific structure of a LT
return r’étp@%tof%arusc@wcﬁm ¢cmll€irgt uBa@dd chiry.bel satisfied | bechase How ng

U oot urgefred FaRAratbECl e s, Mokl ™ SRty HRi% o °

f1 owphar tetahioid Be |Pcsndes Q&Ekét% BRAAréduiessEFoRAiEFSE ti HeOMBidy g 0cess
(S1004) as shown in Fig. 11. Fig. 14 is a flowhart show ng operatlon of a

content 5 reprNQ&@t‘il’tﬁ{ iy bRegresant description) Sushge” @ﬁav\mngt@ttﬁ)routl ne
na LT peLyr, édae'tsgﬁ] RRERRERHFAIPHREL p8rdtiBns'for Histhg the 2ofekhe)enart

show ng Opéra |on 0
such as “reproduction”, "moving” and “copying” of the content, and

“printing” of the content such as an electronic book.

15 Here, in the content usage management system according to
the present invention, it is preferable that the usage request unit
requests the server apparatus for the usage of the content by
sending an instructed usage amount of the content to the server
apparatus, and that the license ticket generation unit generates

20 the license ticket based on the instructed usage amount sent from
the usage request unit and sends said license ticket to the terminal
apparatus.

In the content usage management system according to the
present invention, the instructed usage amount can include a

25 number of usage times of the content, or include cumulative usage
time of the content.

In the content usage management system according to the
present invention, the usage rule indicated by the license ticket
can include an effective period of said license ticket, the effective

30 period being set as a part or a whole of an effective period defined
under the usage rule indicated by the license information.

In the content usage management system according to the

-4 -



process. 10 Fig. 17 is a flowhart show ng a subroutine in a usage right
del ete process as shown in Fig. 16. Fig. 18 is a bl ock di agram showi ng an
overview of a configuration of a digital content distribution systeml1b in
a second enbodi ment of the present invention. 15 Fig. 19 is a diagram
showi ng structural features of the digital content distribution system 1b.
Fig. 20 is a functional block diagramshow ng a specific structure of a

ri ght management server 20b as shown in Fig. 18. Fig. 21 is a diagram
showi ng a _specific structUﬁﬁ of a license 20 data dat abase 22b sufhomn in

Fig. 20. ﬁ‘-gen 2IN\ERLigN g Fa/ Ysalend ed iYNE B13Y,c3ePd GRPARIIIFY tabl e
22c furthemorhsheiody ARa ltHEnsEsHURedal @258 ZHothtSNOMthE BkPverO- Fig.

23 is a diagram showi ng a specific structure of a LT80b 25 as shown in Fig.
18. Fi g. apparatusi e icapa bibityc kn firaga tions odiaaging spapabilitstafuthere of a

peci f 1 coetinal i P tocchibral Bnet Uag® ol ik dtiieR, "dRd B’ o

26 15 a ficagsanishengeharatheaidnie mhyugéHeratd the Hedrida bt Kedtyiesdd 90b as
shown in F| . 18 Fi 8§ 27 is a flowhart show ng operation of a LD
Y

acqui sit p@n lnufgmmtlpa LR E@Nﬂn‘i"%é\&a@f sequesttunis 1da nenu
iscreen di éﬂda¥§fjd l’i)%:el_ é(jeotttg't%e ggrh?n?g%&’%g‘%%hg showi ng a subroutine

n a to-be-issued ratron process as“shown in Fig. 27. Fig.

30 is a fl omhantth@ownmgna ws@geuharfa @mant systemi acesrding to the
fl agon- usage end return flag setti n ocess r‘({SZlOS‘{)j as shown in Fig. 29.
6 l'FYme infogmaltdo

Fig. 31 P§EaentowheRtiohow kgea §é Bn- CRght -INgHEEr et ur n
[l aa et infimbfotPmdeating wihethe hé&ethnaa%epS&é&Ftlfszhég Fsetayghart

showi ng operation o a cont repro uctlon proc owchart
showi ng aleubrogubdbe in an 15 on-usage-end LD return process (S2220) as
shown in Fig.

2...Fiqg. fl h b
on- usage-ri ght f'rp J&QEB%PQFlH%?QEF@%a#%S O g%ﬁ%‘%ﬁjar&g%té'l h It%nﬁ'll'-‘?g 32.
Fig. 35 pyedehtowriashtishow ti9e OPEABADLANYOT iAfd#E®IdA N may include

information indicating whether the terminal apparatus has a unit
15 for writing onto a secure recording medium ot not.

In the content usage management system according to the
present invention, upon receipt of the capability information from
the usage request unit, the license ticket generation unit can
include license ticket status information into the license ticket and

20 sendsaid license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license ticket on
the terminal apparatus depending on the capability indicated by
the capability information.

In the content usage management system according to the

25 present invention, the license ticket status information may
include a flag indicating that the license ticket must be consumed
immediately without being written onto a recording medium.

Note that the present invention can be realized not only as
such a content usage management system and a digital content

30 distribution system as mentioned above, but also as a server
apparatus and a terminal apparatus included in these systems, as
a content usage management method including steps executed by
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20 process. Fig. 36 is a diagram show ng anot her structural feature of the
digital content distribution system1lb. Fig. 37 is a diagram show ng stil
anot her structural feature of the digital content distribution system 1b.
25 Fig. 38 is a diagram showi ng a specific structure of a LD return/issue
request. Best Mdde for Carrying Qut the Invention (First Enbodinent) 30
Fig. 1 is a block diagramshow ng an overview of a configuration of a
digital content distribution systemin a first enbodi nrent of the present

inventio ine Fi.g. he_ digif al n t distribution
system 1g1?gglgag§ls eerﬁngﬁ\gp ugr'%{(algﬁj%gegog@rﬂgﬁg %ﬁ&%ﬁ{@ﬁé%tqﬁ s%'?ﬁ?buti ng
digital werd$nbtappatsjusnoryated pyograontent calising itasmpuder t6
involved in content distribution to a user /3, or distributing 5 based on
t he user€XefHEBIesE SteBAse Itigres WithodthadyHrg 4has seeha erogsasm "LT")

uhi ch ol Lopen EQNLEAbUER0G1, WIFSEQLAIRd RSB GHLlIChl A6 8. BIRGTL DY, | e

content distrrbutor a for every con pur chas he “user t hat
t he Gser traars migsioe ntedilemt suchhas thleelhterrest.of usage rule included in
the LT. The 10 digital content distribution systemla is equi pped with at
| east one content server 10, at |east one right managenent server 20a, at

| east onBriléprDégtrﬁg@ioﬁ(@f P¥awihgg'sm ssion channel 40 for connecting
the content server 10, the right managenent server 20a and the user

term nal 30a sbiths 1oigoambliock edidgiamacthawinghan Oherviewemf sarver 10

is aco r t Lch. i | aced o h ontent distributar si de.
Mbr e spgﬁbﬁ%ﬂ%%ﬁhﬁc%g@ﬁagéf%%rﬂo ﬂﬁmsu&ﬁ)%d%%%na”ﬂl ﬁrgirﬁgy of
conent daisoliimientbf ehecpedis€rnigbeneiiypted with an encryption key is
associated 20 with_its content 1D, and distributes the requested content

data 60 to theFigerl temridiagraon siwwingentformat streeturs afr cooteoh
request .dg'tgﬁ@ é§s?] %ﬁqbap@hx\sm ng the format structure of the content
I9| g. 1. S

data 60 as shown 1n shown in Fig. 2, the content data 60

includes a confFient 3 Ds6h fenwatyphel blodkendidadamnd shidveirg dhepeetient |1 D
61 is an | D for idﬁ]nti,f i n&a content uni quel% in the digital content
di st ri bubHIF S @ Hight anagdepient sernveni2@2a as shawhtignFigsdeh as

TetS ore 37O CAOILH BathRD DI SRS BT Ber),
i s needethformatipmodatabaseuilngs shwwnoint €ng. 3Not e that a content to be
encrypted is nl‘-JIIg.I iSn?st g(jldltaogrrzraurrsli ghowing a specific structure of a usage
right database 22a as shown in Fig. 3.
Fig. 6 is a diagram showing a specific structure of a LT80a as
20 shown in Fig. 1.

Fig. 7 is a diagram showing relationship between a LT
effective period limit 2225a of a usage right 222a and a LT effective
period 821a set for a LT 80a.

Fig. 8 is a functional block diagram showing a specific

25 structure of a user terminal 30a as shown in Fig. 1.

Fig. 9 is a diagram showing a specific structure of a LT issue
request 70a as shown in Fig. 1.

Fig. 10 is a diagram showing a specific structure of a LT
return request 90a as shown in Fig. 1.

30 Fig. 11 is a flowchart showing operation of a LT acquisition
process.

Fig. 12 is a diagram showing a structure of a menu screen
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-9 data and video data, but may be a digital content such as an

el ectroni c newspaper, an el ectroni c magazi ne, an el ectroni c book, an

el ectronic map, an electronic dictionary, a still picture, a game, conputer
software. Also, this first enbodinent will be explained 5 assum ng that the
content data 60 is acquired via the transm ssion channel 40, but the
content data 60 does not always need to be acquired in this manner and it
may be acquired via a recording medi umsuch as a CD-ROM The ri ght

managene a nput er apparatus 10 which is also placed on
t he contant &gﬁ P%Stgodragalt 35?3 as with the content server 10, and nanages

content usage Figght13f isha uﬂewchalvmcsh@ﬁld&mge$ ceuabeoutihet inbw i On

servi ce. l\/bre s ecifical t he nt s rver 20a rranages t he
usatge ri b?ﬁf:rcﬂ é%ﬁﬂedéﬁ%ﬂe%upm Et%%ln(g}ﬁ?ﬁg? : @dnaE'goBél str:jbute a
part or a e;u 0 rypti.on

others as a LT8 ato tLe ?Jsiﬁﬂtﬁgpﬁ‘?n fhggﬁn%n%[ggt%ngg tc@‘t aé)Lil“ ﬁﬁ%ﬂg
request TOpréduatiome pueeess3 , or receive a LT return request 90a incl uding

the LT, anideilfl |nd|c urn of the and the |like fromthe
user term nal ﬁ% uf)dgte H‘g:rl?srgges%?\%?g bt gubﬁgyt{rh% M °9r l8%a and
ot hers \Aréﬁurbﬁ/cﬁéqaltélmftéﬁ 8k sRodst ahlFigThequser termnal 30a is a
conput er apparatus which is placed on the user ~ side and receives content

di stribution sk d& 'ﬁ’blaeﬂsﬁﬁ&éhﬁf&aW?W'ﬂEeQib%f'rat!@lﬁrmﬁaa Blaretuns a
cont ent ?Pgééégutl on request to the content server 10 to receive
di stri buti on of the content data 60 fromthe content server 10. O, it

send® the LT iBiguel7eguasflowehatre sHewinghd suregeimatinsgriysag@dagher using
t he cont gg and receives the LT 80a so as to reproduce the conte Wi t hin

the Iinmi #8/@f€ PRECEFS ARFHAWNEN fitdudbd in the LT 80a, or sends the LT
return requestg@pa @ fdiey r'b@{? m?{?ﬁg?gﬁ?ts%Wﬂ 35)n2%§‘/e &hgwt rgnsm ssion
ess

channel 40 is a Cable or wire nsm ssion c annel connects the

ri ght naocagéigermatsen ofra didital c@@&eandhstmbumlmem/ssem&rb iaagetdring user
muni cate.wi th each other. Note that in order to

term nal p as.to
prevent ?Hﬁfﬁ’ﬁﬂ“&ﬁﬁ Q;E)gﬁfal RECSFRN IR¥AREIY 2 request such as the
aboveg ment i oner:l. .T19 §5'%edi Wts%@@?%ﬂ E0Grd TRl cf(feﬁ\@%ﬁ t he

user termnal a is structured so a areasessmn ey wlt the right
rranagerreﬁ@%%ﬂt@}lsmbudimmg»y&tem My aut hentication type protocol such as

SSL (Secure Sogket er) u r_comuni.cation of sts from
t he user termﬁg ?6*8% Flééﬁg'r%@ &) tﬁéagfifﬁ‘t sﬂp\?fﬂﬁgg@néﬁ %ufg?ver 20a
such as stiukctgPe usnan@igthl m&Tagehieeyeroed 2095a§?5trﬁmhs|’fh F'”%S&@ (Secure

Aut henti cated Channel). Fig. 3 1s a functional block diagram show ng the

speC| fic strucki@g- eZBf'Sta]éhag@]m ﬁﬁﬁ&‘@@@eﬂtsﬂﬁﬁlﬁ@rSmtﬂfesfhf)aﬂlfieﬂﬁg 1.
AS SltpWNyRaFd Sratfasd M6 AN HERARIATERY. S6TVver 20a

Fig. 22 is a diagram showing a specific structure of a rule
table 22c further held by the license data database 22b as shown in
Fig. 20.
Fig. 23 is a diagram showing a specific structure of a LT80b
25 as shown in Fig. 18.
Fig. 24 is a functional block diagram showing a specific
structure of a user terminal 30b as shown in Fig. 18.
Fig. 25 is a diagram showing a specific structure of a LD
issue request 70b as shown in Fig. 18.
30 Fig. 26 is a diagram showing a specific structure of a LD
return request 90b as shown in Fig. 18.
Fig. 27 is a flowchart showing operation of a LD acquisition
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15 includes a user information database 21, a usage right database 22a, a
user identification unit 23, a LT generation unit 24a, a return flag
setting unit 25a, a LT analysis unit 26a, a usage right update unit 27a, a
conmmuni cation unit 28 and others. The user information database 21 is a

dat abase (hereinafter 20 referred to also as "DB") for nmanaging the user ID
which is unique to a user /3 registered as a nenber of this digital content
distribution systemla and the termnal ID which is unique to the user

t erm nal S y the user /3 by associating themw th each other. 25 Fig. 4
is a di aBrams owi ng the specific structure of the user information

dat abase 21. ABigh28nis a Higgram thewises ai pfrarctefreoof daimbasesledly a

dat abase for maraa%l ng (\g/[lji cg ser termnal 30a the user /3 owns, and

i ncl udesdisRISYE] BY231GU 3LBmi nal 1D 212 and others. 30 The user ID 211 is
an I D for idengid yi t I i dingit gl cont

di stribution sz 'e%g%g.dqﬁﬁ?%?ﬁ?ﬁgpvﬁgﬂﬁzétljrglt(glﬁtlﬁBgiPE)Fa tlodg%? yllj%% t he
user & er bDngen@ration quelcesisn($BO0d gasadhewh in dagt &, di stribution system

la. Fig. 4 shogs tggt. a :ﬂser ﬁ V\/EO is identified with a user |D " XXXAAA"
has two terminal%, 2d 'Bef M NYCNG" FROW IR GG subrpu bae19 @0 dmmediat&i nal
with a tgegagealldd)o 2-ehd PAERTP fgér?V@eEth% rfa&a(?@gs{(h%%@tsgpsas

identified With a user 1D "XXXBBB" has y a ter W mnal 1D
" XXX333" shpatid insFigt.028d in the user information database 21 when the user

/3 perforns prpcessi or _hi r.ship registratiop._in, order _to receive
conltoent di st lroi g‘.ﬁel oli'ﬁge{s\/i éesﬁﬁwﬁiesﬁﬁgﬁ&q off 16uﬁfoyﬁ'é"ecorﬁ'f'en‘—im
di stir0 bubarrig ht-Tapse retben Fhag deddirsg proiceRsIPZ L6 sk BRY WS iRFiGor med by

comuni cating with the content distributor a via the transm ssion Channel
40, or tRQ@ugh any ot her neans such as sending a docunment for nenbership

i Stributor a TRl ookt SORChERt SRRy POGEFaEPRY.of 1F FOnERRE""

t er mi nal répr@dQcoiort peogess. t ermi nal 30 owned by the user (err) is notified

to the content _di sté' but or a ay comruni Cﬁti on, a docupent or the |like, and
the notified tElGi ndP 115 282 HRWGartusshowingh 13, FUPEPHEING tRe @Ber /3

T S D ST 199 S R g0 e

each ot her. a result of perf escCri nmber shi p

regi stration pFiges3éngis t he flsevcharftor shoiwimglatabasbralitiase shinwann Fi g.
4 is constructed. The usage right, dat se 22a as_ s jn Fig. 3is a 25
dat abase®PoHSAEFG! t'hl"ﬁggﬁs'a ergqlﬂmﬁc%aggeo?rqqﬁs%g%iEbtﬂ%ﬁ'&'@éﬂ"by t he
user /3 pogighgaser 1D by associating themwi th each other. Fig. 5is a

di agram show ng the specific structure of the usage right database 22a. 30
As shown in Fi 81.9-5,35 He asdlpwehgnt slhewiage opmratien udésa alBseetum221a
for z@ené%xéﬁg a user (err) , a usage right 222a indicating the details of
t he “usagé rrght’ purchased by the user, and -12 ot hers. The usage ri ght
222a includes Bigis36eis iagktiagPad?stowheg amotther Isbrfiotutdlefastage bifght

222a, a content I D 2222a %Ii a content endowed with the usage right 222a, a
cont ent H@%r@'&"@ncﬂﬁfr‘?@t sbudioR&YSEBM kPt he content, usage ri ght
effective peri 2334a L ngi [ ef fachi i right
2220, a LT of f ol vh et (g SRR iTh ih tfoltfer SHhCdraf latife

peri od fof tha @igital conteatudeteibutgon eysemmni ¥b.peri od 2224a or the

h i od, it nber of reproductions 2226a indigating how 10
Tang 1 o 1 heFonbEnt® g AL SOAUUAS & SBEGINE ALTHAHER 6f 41 Pssuos

2227a i ndbeatiN9shevremiiyst.Ts 80a can be issued under the usage right 222a,
and the nunber of issued LTs 2228a indicating how many LTs 80a have been
issued to the user term nal 30a.

Best Mode for Carrying Out the Invention
(First Embodiment)
30 Fig. 1 is a block diagram showing an overview of a
configuration of a digital content distribution system in a first
embodiment of the present invention.
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15 For exanple, Fig. 5 shows the case where a user /3 identified with a
user I D 211la of "XXXAAA'" holds two usage rights 222a identified with usage
right 1Ds 2221a of "XXX001" and "XXX002". It shows that the usage right
222a with the usage right 1D 2221a of "XXX001" is a right to a content
identified wwth a 20 content ID 61 of "XXX111", a content decryption key
2223a for decrypting the content is "XXX221", the effective period of the
usage right is "2002/05/01.12.00.00”"-2003/04/30.12.00.00", the LT effective

period limt ISl eay"” I iy nJ rmtL: : f

r eproducti ons %rgﬂt%vgnc'énﬁ%tl’l éﬁ‘@gngmgd}&teﬁg @&%@’%@#H%}%%gné@a whi ch
can be iissaedystert fblnepuee@ﬁingghﬁg%&yhb drerdontieait by idistrebatimeer of
LTs 80a can be is ue&%, and the nunber of issued LTs 80a is "2". On the
other h '@,'tfiﬂtwgrfﬁﬁs Hkents) eRapePteg My axentenhdisiriutan i whaisage
right 10Qe2 ki ; con kdenti f4:. ed..a t:h I he
cogt ent [?ISD?%%SQ{‘%(J 112" ,erﬁits?}(gsglggptg'n Rd@%r@p@?@t ge’yrbtfzgégﬂf%\pwdﬁ rypting
20021 05/ Q1. 1200, 20 & 2903 0430112 00 00t he LT ol et iver 13 " peri od
"2002/ 05 .12..00. A 4 12.00.00", the LT e ctive -1 erio
limt 2725§TTed 10 a5 nhl elWhidhl allows (Gant ey Hopged WoABEhs usage P

r epr oducgjgRs( fiee 31t I fv' t entt |5@ﬁ{ é};)f?. i ch
can be islgugd(llmdQFE?he usgggdr ibgh'gEHSZkZ:Qﬁi%gn"tsagtgnd t req%luﬁgir 0 %sued
LTs 80a ¢entent mimhased higethe sere | fsedhatt tha user ¢an 219e tve

" XXXBBB" age rij.ght 222a jdentified wt he usageright 1D
2221a o_fc&fé&ib%hﬁﬁ g'ﬁ%m’é%'ﬁiﬁtofﬁbsﬁ%gfé”ﬁ fplusad, iPathe 'gdgj\hec h the
usage rlgig;titéchaaEéﬁt QfistPEYRY systant i1ghifs _éeuapgeatwmh hegahstiope Wi th a
content ID 61 of "XXX113", a contént decryption 10 key 2223a for decrypting
t he cont@itert sexxer3t0, tafeledsteoniey sightl Managermentseyy/ar gha,iat

22034 1 dedstoBne ke tePintd 3652l A drankiTissie ™ LEFRRET AELES o ' The
content é¢enih8ctimesthe domtewtbservér LG, 8he wyieth naanalemestese Apetinder
t he usa and the nunber of issued LTs 80a is "0". Here,

gfrlght 262ais "3, @ ) :

the LT e£08candetherHegritermingh38a $0 @solaned BHNsHICBle Wildh@aah

di sy K b%me@ for basically setting the LT effective period shorter than
the user”s own usage right effective period. To 20 be nore specific, the LT
ef fective periDhlel cante@R28arver t12 jsea abrhputehi apparatusgiwhiochyide used

ont Ecadih dhe pohBnoHish it aan G Hr SASHliCaMvedhte
period 2Z@deentyepvap 10 ddNdsdnddyvanbd alp‘l\ﬁ%l»i y Of Tinte?lt dl‘é’tdé ?? ffdz
h ght 24a is

nanely, the sanme 25 period as the usage r effective perio

set. Sinw8ichieacr comtesnti ercpepliadiwithian 2783y ptéantkeyt feassociated
80, R B S8 kb R b v Ui
the freauentlye olisaeceesesingl a3@a. Twhéthir sehequiest cOPredtd distrTbusivie
request.
Fig. 2 is a diagram showing the format structure of the
content data 60 as shown in Fig. 1.

25 As shown in Fig. 2, the content data 60 includes a content ID
61, encrypted content 62 and others. The content ID 61 is an ID
for identifying a content uniquely in the digital content distribution
system l1a. The encrypted content 62 is a content, such as music
data and video data, which is encrypted by an encryption key.

30 Therefore, a content decryption key which is paired with the
encryption key is needed for reproducing (using) the content.

Note that a content to be encrypted is not limited to music

-9.



30 request 70a to the right managenent server 20a. Also, the permtted
nunber of reproductions 2226a i s decrenented by the nunber cut out (issued)
as LTs 80a fromthe - 14 initial value at the time of a user's purchase,
and increnmented by the nunber returned as the LTs 80a by the LT return
request 90a. The initial value of the nunber of issued LTs 2228a is "0",
and it is increnented by "1" when the right managenent server 5 20a issues
the LT 80a to the user termnal 30a, and it is decrenented by "1" when the

er ter 0 tur the, L tp the ement server 20a.
llJJrs)on recg]agg E%CF \;e!(al‘# r@ Pé‘;g gggy?%ﬁ Qng'éﬁé qurg@?nge PUyRSt980a sent
fromt heere@rrdrﬁtrn@wlsp%fbewlam @recmrmunma?azmelchN@lbc@u&;nkhsoeﬁer
|dent|f|cat|on unit 23 as shown in Fi ntifies a user a (user "1 D)

based onaheledranigiman, |arn:|eueetarqn1qdr@trcarwwar stitl pécty &, e @ne7oa and

h f b
b1c The FOMBUEERLGTWARE, AR, (1S ARCe b et wif] 18 Féé%rﬂ?ﬂ%g@;?t “of
a LT BOaaEsumnmgrwge thlegbbnﬁ@ﬂﬁg%iabsotrbeacsmedrvmﬁthéatréhémrs%l’@nWhen i t
receives E\he LT Iflf)sggut _Fguest 70a sent fromthe user termnal 30a via the

n

communi cS&NREN &S €& FenteRtrgata sfthqCH%S Wt adwayissngesedasbe or
tti 20
ot ur n'r PLgirE 6 shle HkHidt G it haPlhe MRARLUHIVIER eEordMa®, %0 sa

To be rmomeedpem Such ahea IGDtROM | ag settr ng unrt 25a sets a return flag to
"Return requir east one rv\zées. where the perm tted nunber

of LT issues |ﬁ'gl%ﬁ'&5‘qﬁ W?'ﬂ@gﬁgﬁ%@ ed'IYle 8n'si € ¢y i APPREaidage

ri ghto dawiesei2dpplatde Gotheecohtéhe d?strasnesat @dslde 883 w&rﬁtrﬁeni te
value and where the expiration time of the LT effective period set for the

LT 80a i So84eniteenveinl @handmanagesagenienintsagietghteofphe atserwl | e it

and the B rRedeETHhESRT SERCLtRR S inE JABFE SheaticaMatngr the
usage ri gighBmahberimentprseivsr X048 m@ria?é’s Qh@%@@g@ﬂ?rgzﬁlefbh%éer@'c' fic

structure of the LT80a generated by th e L eneration un 24a and the
return fcogtens puschasag byithegsser B so as to distribute a part or a

15 whole of the usage right, the content decryption key and others as
a LT80a to the user terminal 30a in response to a LT issue request
70a from the user B, or receive a LT return request 90a including
the LT, an identifier indicating the return of the LT and the like from
the user terminal 30a and update the usage right. Note that the

20 LT 80a and others will be explained later in detail.

The user terminal 30a is a computer apparatus which is
placed on the user B8 side and receives content distribution
service. More specifically, the user terminal 30a sends a content
distribution request to the content server 10 to receive distribution

25 of the content data 60 from the content server 10. Or, it sends the
LT issue request 70a to the right management server 20a for using
the content and receives the LT 80a so as to reproduce the content
within the limits of the LT usage rule included in the LT 80a, or
sends the LT return request 90a to the right management server

30 20a.

The transmission channel 40 is a cable or wireless
transmission channel, and connects the right management server

-10 -



As shown in Fig. 6, the LT 80a includes a LT header 8la, a LT usage rule
82a and a content decryption key 83a. The LT header 8la includes a usage
right 1D 81la, a content 5 ID 812a and a return flag 813a. In the usage
right ID 81la, a usage right 1D 2221a of a usage right 222a which is the
source of an issued LT 80a is stored. In the content ID 812a, a content ID
of a content which can be reproduced using the LT 80a is stored. 10 In the
return flag 813a, information indicating whether the LT 80a needs to be

returned,fo th i ght nagenent ver a or not is described. Note that
the rot Pharg Ui GonFai sepver 381 87 ERRTEeREr BNG S0RSd B5ukth 11 ag
813a. TheohffRlurdiestkndlth38achugggsr.whether it returns the LT 80a to the

ri ght managenent 15 server 20a or not based on the return flag 813a. The LT

usage rul e 82aNphkel thrk ia prderflxtpray et itagpdnga amed spoofiegnimhiesd nunber

ohi ch 1 reeilg8% Fetieet shioh o3 e AHVEHREN IS PALET asereaitabln | s
20 d&t er ponecrithstte olTt hetwaRoeedugbt @bhecthaeuperi edrdindn 30d fde LT

effective period |imt 2225a of the usage right 222a, and the tinme when the
communi cSUStUIRCiSQ @S EQ Shade a session wishude right managenpenti tt ed

nunber o t| 2 _ 8 t] n n be
reproducge%'r\?é)'rs orel“dé.1 H?’ngt eocwr?ljsler%tmgecnrtiép?ﬁérq E@éégc?ttoa&qjeé&%r&a
decrypti 86l iSecureeSodketst bager) Tearky 80& siphet wordnagniertioanefl above
is sent frothefri%h% mana%errent server 20a,to the user term nal 30a, and

the 30 ukeAUEEHHTHAM 508 Wbt SBLRHE3L AL resPRfsas fram boa right
10 management server 20a such as a LT 80a using this session key,

and thus establish an SAC (Secure Authenticated Channel).

Fig. 3 is a functional block diagram showing the specific
structure of the right management server 20a as shown in Fig. 1.

As shown in Fig. 3, the right management server 20a

15 includes a user information database 21, a usage right database
22a, a user identification unit 23, a LT generation unit 24a, a return
flag setting unit 25a, a LT analysis unit 26a, a usage right update
unit 27a, a communication unit 28 and others.

The user information database 21 is a database (hereinafter

20 referred to also as "DB"”) for managing the user ID which is unique
to a user B registered as a member of this digital content
distribution system la and the terminal ID which is unique to the
user terminal used by the user B by associating them with each
other.

25 Fig. 4 is a diagram showing the specific structure of the user
information database 21.

As shown in Fig. 4, the user information database 21 is a
database for managing which user terminal 30a the user 8 owns,
and includes a user ID 211, a terminal ID 212 and others.

30 The user ID 211 is an ID for identifying the user 8 uniquely
in the digital content distribution system 1a. The terminal ID 212
is an ID for identifying the user terminal 30a uniquely in the digital

-11 -



Here, how to generate the LT effective period 821la will be explained in
nore detail. -16 Fig. 7 is a diagram show ng the rel ationship between the
LT effective period |imt 2225a of the usage right 222a and the LT
effective period 82la set for the LT 80a. First, it will be explained the
case where the LT effective 5 period Iimt 2225a in the usage right

dat abase 22a (1 day, 2 days or so, for instance) is shorter than the usage
right effective period 2224a and the timng of receiving the LT issue
request 70a to the effective tine of the usage

f . 3 I
ri ght ef pgeltgebg%gpﬁg@rtmﬁyss(tﬁﬁﬁsﬁﬁse as shown in (a) of Fig. 7). To be

more 10 speci fFRy. Assid@entiat Galiset Bi whé. isi iddritifib® GA8% JMR the time
of receiving the LT issue request 70a (request tinme) is earlier than the
ef fect i veXXXNBABS tas udege terghnadss eat iteenperil oavith24a termimal eki rati on

| ator Ct neR ot B 4 Yerdhing) ik S SRR D A%R k2T IS booan
In tHH s sheevs that stasért fmevifefis edentHiéd withad uiske N> Ay XBBB” Rhkective

period 2224a held by the user /3 is set as the start tinme (effective tine)
of the LPNdYrdEEroEngéwish sesmingh Ha "pXBa3"on tine of the LT effective

period limt 2 st 1.NQ; %tpoﬁrm' request.  ti + LT
ef fective peri éﬁ%adgl é’tﬁﬁ[&ggﬁgg%r\&éget as %E@eé%fesgfl?gnﬁiiw&]eﬁt?ﬂe LT
ef fecti vasper ifodp8efrrm3hpretessing rforhhss cameanbelrehid eddistrationpéni od
821a of t\?ﬁ LT 80a is shorter than the LT effective erirg.glel imt 2225a.

Next . | t OUAPT W9uTBXBINE CONERS JIRSEIBUIIPE shkYiCescinderithe aRarEIon T t
22299 i noFhendsagmtdrithtdidetidRase 2@a | STﬁ@rﬁ%ﬁH@%hzﬁTtr:égigﬁa&%ﬁ' ght

effective period 2224a and the timng of recelving the sue request 70a
from a upeocessing moaycbespetformhedeby emaimmeuniiceting wikh eh@ canitentt i me of

BT i AL T L AT WA
the tinmeoeheFedAwindg shen3Gid-TskadliRg" eslURRdcutf@nt! sdtesin h’B@rsﬁgl ater
than the effective tinme of the usage 7ight effective period 2224a and the
expi r at i 6Rgtstratien.t heln Tthef seemiershipoddgistrationsprecassing, athehe
reayast thAkeht aisfributor o first allocates a user ID 211 to a user 8.
Then, the terminal ID 212 of the user terminal 30 owned by the
user B is notified to the content distributor @ by communication,
a document or the like, and the notified terminal ID 212 and the
user ID 211 allocated to the user B are stored in the user
20 information database 21 by associating them with each other. As
a result of performing the above-described membership
registration processing, the user information database 21 as
shown in Fig. 4 is constructed.
The usage right database 22a as shown in Fig. 3 is a
25 database for managing the usage right 222a of the content
purchased by the user B and the user ID by associating them with
each other.
Fig. 5 is a diagram showing the specific structure of the
usage right database 22a.
30 As shown in Fig. 5, the usage right database 22a includes a
user ID 221a for identifying a user B, a usage right 222a

indicating the details of the usage right purchased by the user, and
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earlier than the expiration tinme of the usage right effective period 2224a.
In this case, the request tine is set as the start tine (effective tine) of
the LT effective period 82la and the expiration tine of the LT effective
period |imt 2225a starting at the request 5 tine (the request tinme + LT
effective period limt 2225a) is set as the expiration tinme of the LT
effective period 82la. Therefore, in this case, the LT effective period
821a of the LT 80a agrees with the LT effective period limt 2225a. Next,
it will Q gﬁglained the case where the LT effective 10 period limt 2225a
in the u gﬁ ight database 22a is shorter than the usage right effective

period 2224a amdet@@a%emngntquz@mtwd@s Tah@séaelﬁgm I'[ﬁQ‘Zezsta tRatfisom a
user /3 is close to the expiration time of the usa i ght effective period

2224a (tH@ecI&%e‘oastm%mgen right 23z ga gpntgptyd %ZQp@&.af contast shown

1 th the LT
:251(12)rgéﬂ?@%éa%'?%qﬁgéfuggﬁgf%@qear ?gl‘ h;hﬁﬁg‘h?gﬁgﬁ@ﬁ‘ (??é of the
UfS?% ri Qﬁak‘ffgw]ﬁ IdE&:rW;ptlﬂDgi ﬂié4taoaneln§hm@@erﬁ|@r§tntetffér@tuoél b{@ld&?—h he

ti t tarting a requeés ine is |later an
gxpie(r:alt ;lgg%aiTgng;clatrpﬁ@g Sf fg}hvemréem@/&la@r%@g@ﬂgat ARahiaslBo case,

the requggedtive de?riéﬁ i t 1) 8L Ay Ituhﬂﬁtr@‘sh V&fétﬁ?/)e ﬁ%g{g{ﬁagwect Ve

t
ef fective period 82 aln he expiration he usage _
peri od 2a2db 8Ba det the usagendghitneffeekipia apterwdtzzé)ﬁlaobrtthae ishaatéective

d 82la. Theref in_thi the, LT.effect iod 821a of the
P B0a | BeEiadr &P RitteRtnbih Bef Stranr SHHICHNS 2 Lha USRI ABAN t ho
casq orhepfahPaimdsstiie ddtidntt €ah be képpblackidva ?@r‘n‘?&tébrﬂ nﬂ%%ﬁag' n the

usage ri ht dat abase 22a (the case as shown in Fig. 7
expl ai ne ISﬁuem%Zaé@em icadvghow manyoLTei§0acan e ésswediwrder me of

(orf oot e by B 280, clod, dH5e FubadtaoBnip et oFi5 2350 i e of
the usagmdulcglmn@h‘cmtm\zmypms 80 2R beeheilssaed b6 thrdusePRef iRk at i on
tinme) of the LT -
30a
15 For example, Fig. 5 shows the case where a user B8
identified with a user ID 211a of “XXXAAA” holds two usage rights
222a identified with usage right IDs 2221a of “XXX001” and
"XXX002"., It shows that the usage right 222a with the usage right
ID 2221a of "XXX001” is a right to a content identified with a
20 content ID 61 of "XXX111”, a content decryption key 2223a for
decrypting the content is "XXX221", the effective period of the
usage right is “2002/05/01.12.00.00~2003/04/30.12.00.00", the
LT effective period limit 2225a is “1 day”, the remaining permitted
number of reproductions for the content is "5 times”, the number of
25 LTs 80a which can be issued under the usage right 222a is “o” (an
infinite number of LTs 80a can be issued), and the number of issued
LTs 80a is "2”. On the other hand, it shows that the usage right
222a identified with the usage right ID 2221a of "XXX002" is a right
to a content identified with the content ID 61 of “XXX112”, a
30 content decryption key 2223a for decrypting the content is
"XXX222", the effective period of the usage right s
“2002/05/01.12.00.00 ~ 2003/04/30/12.00.00", the LT effective
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effective period 82la, regardless of the request tinme. Therefore, in this
case, the LT effective period 821la of the LT 80a agrees with the usage
right effective period 2224a. Needless to say, in the case of X f1 Y= (err)
where X satisfies 5 Request time -<_ X (Err) (Request time + LT effective
period imt 2225a) and Y satisfies Effective tinme of Usage right effective
period 2224a ~Y<-_Expiration tinme of Usage right effective period 2224a,
it is judged that the LT effective period 82la is an enpty set, nanely, the

than 1t hoP Lk Afnte 24 98a 504 WBnitdl’ 39 b i g idiR s urRberd ot et
(unavai | eblreproduditogages tie (@nt@ntFig"10 ardest) thk hugnbér duLTéhe LT

ef fecti vg period 82la which is sape as the LT effective period limt 2225a
may be s8Pawideh£adbp@ issuadhunsfichiie psgeisialt @42a ig es 19nsktr ding to

his int eﬁhmﬁé“dfirs@'&re%i Lreeghd jef¥getive period [imt 2225a is

predeterm ned under a predetermned rule, but it nay be structured so that
the BT effectifAbsmediwseB2iaidantified aviéh sausabllD 2rid amdfr OYXXBRBY

di -ch i. i g .20 (s . I )
Mtent Helfs ShGhuERBeKEHe A2 28N dRREBRd LR HEoBRrBM S g3  ack
the contsﬂv‘wggﬁ"angt?sm@wrs' Bh&EHHRy ¢igheI1E)a iﬂﬁﬂfﬁga?ﬂhmi S _unit

26a as shown in is a neans for analyzing the detai 0 e LT 80a

ret ur nedtheousape aight tld R A2 2®f30XXX0Q3(istye riight tpdat eontent27a
updat es e tails, of the usage.right.Q pn the LT 80a is issued to
t he user}$%Qﬁ'ﬁﬁ§: w%li %Foﬁéﬁﬁ&nﬁa ¢?o%t%mm£§ 1 Br R AERNBALCTMBLQR updat e
the 1@sagreyi QDR R Farvdbtrpstigpthenednkaheris SAXNE2830MHaI effd @iveni t 28
comruni cates with the user termnal 30a via the transm ssion channel 40. To

be nore BBEWQG i cOft hdheomHsALat i sighki t 198, " 2R0H Ol Gl &hhiQht ron
s
|

interfac - inGat ft ser, . I | gt
transm sgpfgr?’/c Zk%'nle'lzcﬁ?,mgr(l)gr yﬂzﬂéés] ll;f réggéggylésu&ﬁ(géméﬂﬂ# ?g?é\eg qEZst 70a
and a LTdegsly theeqeasdindfg permitt@dh hbenbigeroft eeproduc8ims rfegutsés t he
user identifi CE-tii on,unit 23, the LT generation unit 24a and the 5 usage

[

ri ght upB@PECQRiie Fdimeerthe AYPNSELsof g suB8Fenafhighugam bieeissgdsis

5t el tHe | i | 'dpg4a and
o 1ret uf U e B5abRright 25o8R0 T St the M mbEOEBILd L 404 % O
ci pher ctsMOfi cation with the user ternminal 30a via the SAC established

bet ween t hem after epcrypt i t he aboqve r. or response wth a
sessi on key. S.reBJtB? gf%’ﬁ@FP@ﬁaPeﬂ%&J‘@'géﬁgHé\M &rf"l\%t'é)ﬁ\_eéﬁﬁ c
struct urpyoh tbateRerdistFibutdr IPar@s bsdmwlwnsEthgl-thés L¥hawfedtivEi 9. 8,
the user termnal 30a includes a content database 301, a LT data base 302a,

a term nBErigsl sherteethanttheogaerssown usagguiightieffective peded.a TT return

uni 305 e ubj retyrn. f i t.unikt 307a, ,a
congeo’rgl’t gga@e&r&ogﬁggﬁgﬁcj Ehéﬁsﬁ%ﬁ%ﬁ&goésl?'oad 3@1@2%% Ilgg}ha?cﬁﬁré(?(?i on
uni t 309forawdvithettie dighy Phaprbeinise Boh the amdetérmenaP3ed hereuthé 311, a
communi cation unit 312, and a GJ 313. 20 The content_ database 301 is a

dat abaseliadHt B1apaagmeat senxgr nladasesd Baedigbtdi fian exeaapte obhe he
content serifd shBrter than the usage right effective period 2224a, such as

1 day, 2 days and 1 week, is set, or no limited, namely, the same
25 period as the usage right effective period 2224a is set. Since this
LT effective period limit 2225s set by the content distributor «
causes the effective period of the LT 80a to expire, the LT effective
period limit 2225a set to be shorter makes it possible to change the
frequency of accesses via a LT return request 90a and a LT issue

30 request 70a to the right management server 20a.
Also, the permitted number of reproductions 2226a is
decremented by the number cut out (issued) as LTs 80a from the
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The LT database 302a is a database for nanaging the LT 80a i ssued fromthe
ri ght managenent server 20a securely. The termnal ID storage unit 303a is
a nmeans for pre-storing 25 the terminal IDidentifying the user term nal
30a uniquely. The LT acquisition unit 304a is a neans for acquiring the LT
80a fromthe right managenent server 20a by generating the LT issue request
70a and sending it to the right managenent server 20a. 30 Fig. 9 is a

di agram showi ng the specific structure of the LT issue request 70a

: i )t i Q4a. h Ln. Fiag. 9 LT
Pt Bl v e e tlbg B i Lise P D eh i i e $mentdd v o 1D
72, a cofiemumbeiBretutnsd e tRenbey 80a bsPtipduct rensri 4edibsto90g. | n the

LT issue request identifier 71a, information indicating that this datais a
LT i ssue requekhe7iodtiad vabie@f the tmemhemniafaisssiadbLTs, 22R8a é$ nihal | D of

t he user r nal; ' nas 4 hj Tl SSL i d. In
t he contaeh? %‘généfﬁ%ﬁ%}%n Idg op“f%'lé téo%ﬁﬁﬁ&ﬂ%ﬁqgﬁfeoﬁ%gaﬁgéfoduced
usi ng?da 2(IIa8GasUesbetI'm|:qUTr&Da'hst<$t ghed.usider tterrdasal edi0aymaerd oift oils ”
reproductions 74, a, yalye,which is desired to bhe set as a permtted nunber
of Io10 r ePREERENS atRd :g’fy Fﬁe%@d’é"q 4sEé t&d’&&'i"\"@@é@ retyreg.thmmel 1803 et urn
unit 30 } } } n or returning the LT 80a to the

ri ght mﬁgggﬁ%emﬁbgsgﬁ%?ﬁﬁgﬁt?Ré'the LT return request 90a and

sending it to WUpernr rgheippfiddvehi ssuerefestlB0bi gndlithe d Tardtagn am
showi ng the s ific structure of the LT.re n reqyest 90a generated by
the LT rearRBhEda §6Bh ikt EReWisantarmgin b ORnu AN commRtetian oo

i nchigdesypitl 28 ahe Bseeqdewtifiégibin’ UATt 9B3asaHARRA iteFid D3%9derntifids 93a and
so on. Inthe LT return request identifier 91a, informatlon 20 indicating
that thid Yses il AuserrEP)r haseguan Yo termimalkedD lincludedeini tHa¢ 1D 92,

00a i o rorelYed BT, st ey eS0T A T L TR T Qlert 0%, With rhe.
LT updat eefetieinc06e tte svamirformatiodh datgabaeangifor 25 updating the
details of the LT 80a. To be nore specific, the LT update unit 306a

performs proceSBRrgl Q@ran&ﬁ@'r‘réJ'ﬁiiC i a/ A eensiforgeperatinged maiber of
EPIUeharengd Kmed A0 udogd b SRR, O SRNA TR | o,
needs todhéabeserP2d wherhét regoivemmhgelErissaer nequ@da 70a sentvirbin
e e S S IR 3T B 1S oI anico s ok b gusage! no- usage
The return flag setting unit 25a is a means for setting
information of “Return required” or “No return required” on a
20 return flag included in the LT 80a generated by the LT generation
unit 24a. To be more specific, the return flag setting unit 25a sets
a return flag to “Return required” in at least one of the cases where
the permitted number of LT issues included in the usage right which
is managed in the usage right database 22a and the source of the
25 generated LT 80a is a finite value and where the expiration time of
the LT effective period set for the LT 80a is earlier than that of the
usage right effective period, while it sets to "No return required”
when the permitted umber of LT issues is “” and the expiration
time of the LT effective period is same as that of the usage right
30 effective period.
Fig. 6 is a diagram showing the specific structure of the

LT80a generated by the LT generation unit 24a and the return flag
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whet her the content can be reproduced or not with reference to the LT
effective period and the permtted nunber of reproductions in the LT 80a.
To be nore specific, the content usage/ no-usage judgnent unit 308a judges
that the content can be reproduced 5 when the present tine is within the LT
effective period 821a and the value of the permtted nunber of
reproductions 822a is "1" or larger. Note that it is assuned that the user
term nal 30a has a secure clock function so that the content usage/ no-usage
10 judg unit can acquire the present tinme. Wen the user term na
30a doeg§§§¥Hga9@ﬁp§§Pdck function, the user termnal 30a nmay be structured

so as to judgeAstidwen iMhEig.08] ehe ICRBMkrincpdedused Reair ®aged on the
permtted nunber of reproductions 822a in the LT 80a by overriding the LT

ef fect i VESBEFE; Bileg82a apd asCpnbgpt dRarytioR dR¥e®3@annot be reproduced
uncondi ti onal 'T’heTLheQ%"ané’rpé'l%”ikr{@ij%%qé"uséatydpf?ir%ﬁ'ﬂ 1D3§’?1'as aaffgﬁi‘gﬁtf or
ey (Yyptimy a con e

acquiring a content decryption or dec ent. cont ent
decr ypt i B0 8bke 340 asedumpafiagf 8l 3aetrieving a content fromthe content

dat abase 301 d.decrypting.th crypted content, 6 i t he cont ent
decr ypfi on kesﬂt”}%& : I ?'EGhgy?[shgq&égr%pyﬁéﬂ%éﬂglat:gmj;fgéﬁ @hi@ 300.
The cont gghgeeRgPRUE? banwHiEh i3lthd §o@.rasgdl\gahg§3uw eﬁ%oaqstég%reat“ ent

decrypted by thé content decryption unit , musi ¢ and vi deo are
out putted froniatbpeatiatent ID 8ilsd,ay i temdr Hdfofmatcarttmmt imhichecdm gur es.

The co i i 0 Lt 312 | s .for._communi cating with the content
server%gaﬁ%&f%@ug%ﬂs'%;égﬁeﬁ?@%|‘§gﬁ't0589.'vi a the transm ssion channel
40. 1o be norelspae Féturd TRag @MBA| ¢afdMA atib A iﬁa?cétﬁn? AHERHECR & ON
interface_that 30 conmunicates with the content server I0 and the right

managenehl 832 p@ednto Barrewernedioharightomanegenenthaarvaa2paer

h - 10 d
LT B0anot B A BSc AT NERLsfids S reEaP Mg oSt g At 25RESEES one ™"
dat abaset3@linfohmdtToacfpy shei potwm flaPBd 3ad Tee A@deBtertmnaerI@am

pr ocessi nlquegenﬂqr‘lrg\ upon the anal %si s result, sends the LT issue request
70a genel&d985Spy qrTit redyins thenllinBPazteath@drighd managementquest

90 1geNeEahge D04 1 bt 194468 dHiche3POR.APrihe g g managerent ser ver

20a, or carries out cipher comunication w. € T1'ght nmanagenent server

20a via the SAThesbhblisagedrblet Ok inbhndes e Terffoqtivagpehiod 821a

above-nentioned requests, and responses w,th a session key. 10 The GU 313
e e B2a

i ncl udes@89 tGIREL NYNABEL PG RAPEOAUEF I ORS P44 %N/ i nput unit such as a

keyboard and ajpmpuselTadfedtive periv@ra 21a, RHet BRI doF M RICRthen T or
vi sual and easy judgnent on the liquid crystal display and accepts user's

i nst ruct 80”s i§i £ffeectiveersoptpaedon/ iThyat Liniaffectveexperioger®1anisf each

by &%p HEERhER REREHCONEhE' Lidde P RIG e BarieteZdid e e made
on the aglsemT effecthat plerfodNaedane 3y ofithe mgs&);étrﬁgh'toz_mé, anestie/ 3
(registration of the termnal_ ID and the user ID), distribution of a 20

desired Efneambenctheeometunicationut&raceiventlRe WJr ssarirequesthe
usage rigat, of the content have been already explained. First, the
operation (LT acquisition process) perfornmed when the user terninal 30a
acquires a LT Boaherpermiitted ghumbbenrageneptodectiens2822ian theendingbeal

content distribution system 25 la of the first enbodinment will be

expl nea%%ﬁinﬁs Eﬁap§°§%ﬂ%ﬂar?e§moﬁd‘qqg'%ﬁggé?ﬂon of the LT

acqui sition pr . i d.gggg, i h hSkE 4N uction
fromthe user %Q\F}i%ac'?ﬁg@%l 31 ,ﬂt?ﬁg If_)élyg:%q%’l gi ﬁ%ﬁ%ﬁﬁ??t%@n e?ﬁaéat es 30
a LT i ssgentegqldststpradi.n response to the LT acquisition instruction from

f:grenmuf"ega{ ?oﬁnﬂnf%te I?@Eat_sttgggzp&réd gahst mentroned tabsoe\;e\:/ 5§ szeor?t }Illoamt Hwee
right management server 20a to the user terminal 30a, and the

30 user terminal 30a reproduces a content using this LT 80a.
Here, how to generate the LT effective period 821a will be

explained in more detail.
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This LT acquisition instruction fromthe user (err) includes a content |ID
61 of a content which the user wants to reproduce by acquiring the LT 80a,
and information specifying a value to be described in a desired nunber of
reproductions 74 in the LT issue 5 request 70a. As shown in Fig. 12, for
exanpl e, the user a clicks an "Acquire LT" button 53a on a nenu screen

di spl ayed by the GQUI 313, selects one content which he wants to reproduce
from anong the content data 60 stored in the content database 301 displ ayed

inalist formon the LT . acquisition nmeny screen not. shown here which 10 is
hcti vated by (HO of i15id i S RLNOMEIRG thee SleElaashinRgEvegn the LT
reproducéfrarsive sk FBes [inhitS 22D B¢ Wi $hkl A8ago gttt 124 SafaneERal o Not e
that on the nenu 'screen, a "Purchase |icense™ button 5la operate en

pur chasi @ffestive @erdpdaB21aceet fer bt ERt80duUt t on 52a operat ed when

acquiring contegn a " r.odug ontent, 15 button 54a, operat when
reproduci ng a @5%{:@“ v&ﬁg be "q'\ag'?ltcﬂ‘ﬂeﬁ?tthﬁu??ccjﬁ Wt r@pgpgt E{'J- @,ﬁ%{:t}\g@ ur ni ng
a LTsareppriod diedit R22dH ih ahd ashie rifiludatabisebhof oy, Acgaysding to
this LT acquisition instruction, a termnal ID pre-stored in the term nal

| D st or a@€ S@niforsnsdansesds shRofes than &ha Hapgeright; effessiver pesiag

request L b8 at b L gqht—r 1 e r , . a

cont ent ?%Qi‘t\rggP&zjegﬁﬁnﬁpﬂggiﬁptgce:égi'\t'é'irhteq ghg%gh@uéewq%n?p%eﬁf?gﬁra (err)

is set agseheBdentiose tD MI¥e effdctivaltimespfctiie adsdyet HghtTeffemtiveti on

i nstruction, f(%ora he kjég] /3 is set as the desired nunber _of reproductions
74. 25 NBEEIQthAZL4fiEn FARE Bfe ShPWBstk (BdqEsiigr04)- t 18 bemmareat i on

uni 203125,9&&?@ ag%hwnghg%g gf@@ﬁ@.ﬁ@@ ég\gmg%ggfdvﬁ%ranéﬁe iy ofhe

ri ght managemert Server pon receipt of the LT
i ssue rerpesiviigdhe hTtibeu80respmsin? Oat (requaestt tid®e) ideavker thdenthdi cati on

i 23 h i.gh A 2 i.d ifi, i | D
Unel uaecStrectRed e B e THSag 5Nt Bifec T cacriRt: 22248 ANAYIRG < he
ter m nal ekpirdtiénuseie beAki ([T eptd Aivepdridd IiM‘i‘l?%?_z‘%?E&?ftiﬁpﬁattﬁﬁéﬁ nal is

regi stered or not, nanmely, whether the term nal is stored t he user
i nf or mat FeMuast diaye is1laiemshanwthe eéfentive etime tofe theeusagenfroghtit i on

d ) . ipal 1D included in the LT.i 70a |
ot 19 or BV EPhERd FE28R, B Qisabase. S Netars BTvef SRS vder °
identifidighéPpofuhid usdgronigtes feldifvapeiricd 2 aaavéipbizetk user for this

digital content distribution systemis and notifies the user term nal 30a
that a LIF Eahrat the pEaifelimen(affechiy eotimee)nahdhewkkreffactiver piemiod | D

e poeeey1d Bigh SHBARPSALT (e LSEREATyd Bl P4 "
associ at sthnting dthehe eequest tibejtheaespesthineer UMeffective pérgsder ati on

un! 5024a|'imit 2225a) is set as the expiration time of the LT effective period

821a. Therefore, in this case, the LT effective period 821a of the

LT 80a is shorter than the LT effective period limit 2225a.

Next, it will be explained the case where the LT effective

period limit 2225a in the usage right database 22a is shorter than

25 the usage right effective period 2224a and the timing of receiving

the LT issue request 70a from a user B is not close to the effective

time or the expiration time of the usage right effective period

2224a (the case as shown in (b) of Fig. 7). To be more specific, as

shown in (b) of Fig. 7, it is the case where the time of receiving the

30 LT issue request 70a (request time) is later than the effective time

of the usage right effective period 2224a and the expiration time of

the LT effective period limit 2225a starting at the request time is
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S1004: Upon receipt of the user ID of the user /3 fromthe 15 user
identification unit 23, the LT generation unit 24a executes the LT

i ssue/ no-i ssue judgnment process, and identifies the usage right 222a which
is to be the source for issuing a LT 80a and judges whether the LT 80a can
be issued or not based on the user ID and the LT issue request 70a received
via the communi cation unit 28. 20 Fig. 13 is a flowhart showi ng the
subroutine in the LT issue/no-issue judgnent process (S1004) as shown in

75" dent AR SpARLhESEBRREIA T AR b $AG LEo8T TN OB RidiBeridf oage
right 22222efa t héncehieiasedethef reguukt tikde i85sepndenthd RtaFti nededed in
the LT issue request 70a, with reference to the usage “ﬁgt dat abase 22a.

when it (effeciigeitime) ehehaskl effecidvasperiodu8ade anghthesexpumtiore
70a, -1 netTEGR! 4G, e AvEREP g, bt caope T g of ehb, bEAHESE s tge

ri ghtr;j 30tiagde a thfe c@aq'ueﬂggbte t+h¢_Tse£ﬁ?erceh i\ieﬁlpeg%dilmiﬁ ?2@_2-513)32@ s?tdigoeshon
to the processing.jn : t ot her. hand, . nit is judged that the
user /3 E‘b%semkfgéam H’BeuggléogerCﬁrﬁf%QQtz'MeoPef'lﬁ)g%@ﬂt%nt Theteforgeftifi ed
with the ! Il 1 | r

generat i gﬁ%ﬂéﬂ?{,\é '29% } g-egff%lr(l: lﬂtﬂgéj P Iﬁgl%@ ;Bcjélsas Pﬁng%nu;%%gg%%8 2\& n?n‘éﬂ-iT
gener at i bh effecti¥eapentyddimieR5ahe LT effective period is an enpty set

t with tg th 5 right effecti i od 2224a and th
U effective pdEkba i Wl B8 AXBHnAd tHeLgBSrT Biiere 2he ddneredien
S11@D Hpegiodignit he 2sh @ Lt?\@ Ugﬁgggig?f(idd)jégéfﬁ%sgnzEﬁﬂtgysﬁ@ﬁterw y, when

it is an¥ of the cases as shown in . 7, the LT generation
unit 24athyedssage trdghheffeoctyespagiac 23214 anch theetioning o areteivirem the 10

LT eff j i j . _th T i it 24 t
the' pr octiE P 08 PuRbes Tl el o\ et o ORISR0 Yk okAlatEst pe ' °
per m t t etimandethefus®ge adghtianie cBivabpepiod _aemgehéi G8se Z28hodant i fi ed
in S1101. azd t he desired_nunmber of reproductions 74 in the LT 15 issue

request MAC) PF bidre/IWhetliRePe RO SRECITRE, ASNBROWST IR §)odliEid ofs iR226a of
o Cor \ SF = NE N y f

St g TGl B ing e TR 70
gener at | requiest 2vn e idgesr|drathaha heeexpiratibnifes obtheepsagaatighns 2226a

U | seuechBnbid Parion: 20 dastand theoexPhation theasihe ligertesida. on
DSea o PERUTSME b 245 GEAD S KR PRSI BEie] LRt o
r epr oduceXpm@tiani timeeflthe snage ¢cighseffadjve tpepod 3d24a@.t hbn 2his
ProcRssi Bdsk thel Pquest time is set as the start time (effective time) of
the LT effective period 821a and the expiration time of the usage
right'effective period 2224a is set as the end time (expiration time)
of the LT effective period 821a. Therefore, in this case, the LT
effective period 821a of the LT 80a is shorter than the LT effective
25 period limit 2225a.

Next, the case where there is no limit to the LT effective
period limit 2225a in the usage right database 22a (the case as
shown in (d) of Fig. 7) will be explained. In this case, as shown in
(d) of Fig. 7, the effective time of the usage right effective period

30 2224a is set as the start time (effective time) of the LT effective
period 821a and the expiration time of the usage right effective
period 2224a is set as the end time (expiration time) of the LT
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S1104: The LT generation unit 24a conpares the permtted nunber of LT

| ssues 2227a and the nunber of issued LTs 2228a of the usage right 222a
identified in S1101 to judge whether the nunber of issued LTs 2228a is
smal ler than the permtted nunber 30 of LT issues 2227a or not. Here, when
the LT generation unit 24a judges that the nunmber of issued LTs 2228a is
smal l er than the permtted nunber of LT issues 2227a, it goes on to the
processi ng -26 in S1105. On the other hand, when it judges that the

nmb ' d LT ' h erm tted nunmber .of LT issues _2227a or
argor , SUeSINE prtfodEels, SebofoRess oratie Be0tER dim,e TPEIBTErAL | on
uni t 24an tieligesat8atheher effddayve Gry@maes'za%ugﬂ tRBAT 804 agre@st WetHmai n
routine as shown in Fig. 11. S1106: the LT generation unit "24a judges that

the LT gt stsaar right effectivadedod 8i224athe main routine as shown in

1% ammor b MNefiss 16 ayOSRCLRL Afsd b i3 Blofhdre XIQatded hat the

LT cannot be issued, Tt con ers her e exi s no usage or

al | oBi ngaeaiuiesgueimbt B 0gE t(’Reeqeegti sinafe autltfﬁréﬁfe@tmrpéﬁibld ggmitiihgi tfllh
content distributiQn system 1 and notifies the user term na a that e
LT cannofiggq)s%ﬁgg(. Sé\t:'stf'r?é; E?fl?&t‘Y%ﬁHPevxﬁéHsﬁlgq Usddehfpstiviengerivdtan be
| ssued, 3 s<orct ] [ i [ by - 24a
| idges | 2 aren ooy Rt e R B e e e I PO 243 0
based onitt e jutigexd whateghest T7effectivdepeviod Gietafisc an emiptygeet) ati on

o 2 il L5 boh A RRRE RS 15, a LT S5ue reduest 10 20 A i on
uni §g24a sets gdol & f@d ifVEstPRIMBBITHEMW 2tRE BRFRSH OBther than the
usage right effective period 2224a is judged to be NG (unavailable)
in the cases of (a) of Fig. 7 and (c) of Fig. 7, but the LT effective
period 821a which is same as the LT effective period limit 2225a
may be set under a service and content provider's own rules
15 according to his intent.

Furthermore, the LT effective period limit 2225a is
predetermined under a predetermined rule, but it may be
structured so that the LT effective period 821a is generated
variably and appropriately according to ever-changing situations

20 (such as a content holder’s intent, how a content is used, change of
desired levels of keeping track the content usage, and a user’s
content usage status).

The LT analysis unit 26a as shown in Fig. 3 is a means for
analyzing the details of the LT 80a returned from the user terminal

25 30a.

The usage right update unit 27a updates the details of the
usage right 222a when the LT 80a is issued to the user terminal 30a
or returned from the user terminal 30a. How to update the usage
right 222a will be explained later.

30 The communication unit 28 communicates with the user
terminal 30a via the transmission channel 40. To be more specific,
the communication unit 28, which is a communication interface for
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the usage right effective period 2224a and the LT effective period limt
2225a of the usage right 222a identified in S1004 and the point of tine
when the LT issue request 70a is received, as a LT effective period 821la.
The LT generation unit 24a also sets a 25 value of the desired nunber of
reproductions 74 included in the LT issue request 70a as a permtted nunber
of reproductions 822a. The LT generation unit 24a further sets the content
decryption key 2223a of the usage right 222a identified in S1004 as a

content descript.ion. key a.,. 30 Note that th eturn flag 8l3a is.set in
S10071- SOTUTHEA LIRS T WHRT $580 HegeateERtne T G166V d drandiistiSier t | ng
uni t 25achHAgRY 4A0ChhANyEBS g 2équeREIdidH ¢ SUNDRIs 196 rbhustur§adida of
the usage right 222a identified in S1004 is a finite value or not and al so

j udges wRdthéetune resuiestt 80angent fsopekberaseohermivplolOanheeqagsésri ght

5 ey SPEHET id&aticatigh WATCAS thalLT BBt tIRhon ATt 4 BniGtRe o "
S100% t hasagkerigéitniptade umibel 7 oftolge Ffosne Hrdeeszing dependiegippole or the
expiration tinme of the usage right effective period 2224a is different from
the expi ER€i BRAYHS 6?@?&3 disteibutes e dsli ftDargenesated byagheekling 10

unit 25a Fef:br W

gener at1 88 SaPE gy RHIL LA 0B SRRk g hEMIYRESTE BkHIDEse] | o

| east onterhinhe 303e orheaeries oatjciphed cbatmureicadion tweth thebeseof LT

| ssues 2227a.is,a finite val ue the _cases o a) and of Fig. 7, the
return fFalgTdRe] | Qéiaunivﬂa 235.?%3?{2 h@sltesi'ﬁi'%f aée)fy%@@g%mheaf%?r%a to
"Retyyy n ' Y I Shi f | i t i y be
 mpaesi braryPEftla the SbbSPREqUERt o FESPonSEEIR & BEsaE RV % ssues
2227a is a "fihig.e8vasue"fumttionail nbtauk chsgsraoh $hpwing the speEific 7, the

permtted, nunber Q epr.oductions f the LT whaose age right has | apsed

due to thwwrgt Pf)ﬁh& ugﬁgctﬁfn%ﬂaégigpgea%é}\%now ﬁ%‘ ﬁerm’ nal is not

al ways "0", anflsidhéwe lnTFii%. Boiten@det elrin a1aGa ihteu@es thadeRunber of
e

reproductions, which is to under_ t he managenent_of the server, can be
i ncr easedatabage: 3Whem LT dada hage S saderminal khstpeagriurig 303a,

15 a LT acquisition unit 304a, a LT return unit 305a, a LT update unit
306a, a return flag judgment unit 307a, a content usage/no-usage
judgment unit 308a, a decryption key acquisition unit 309, a
content decryption unit 310, a content reproduction unit 311, a
communication unit 312, and a GUI 313.

20 The content database 301 is a database for storing and
managing content data 60 distributed from the content server 10.

The LT database 302a is a database for managing the LT 80a
issued from the right management server 20a securely.

The terminal ID storage unit 303a is a means for pre-storing

25 the terminal ID identifying the user terminal 30a uniquely.

The LT acquisition unit 304a is a means for acquiring the LT
80a from the right management server 20a by generating the LT
issue request 70a and sending it to the right management server
20a.

30 Fig. 9 is a diagram showing the specific structure of the LT
issue request 70a generated by the LT acquisition unit 304a.

As shown in Fig. 9, the LT issue request 70a includes a LT
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25 nunber of LT issues 2227a is "~" and the expiration tinme of the usage
right effective period 2224a is sane as the expiration tinme of the LT
effective period, the return flag setting unit 25a sets the return flag
813a of the LT 80a generated by the LT generation unit 24a in S1006 to "No
return required”. In other words, when it is 30 judged that the permtted
nunber of LT issues 2227a is "~" and it is the case of (c) of Fig. 7 and
the case of (d) of Fig. 7 where there is no limt to the LT effective
period limt 2225a, .the ret.ur lag 28 . sett] unit 2b5a sets_the return
Pr g s13is%ue FRAURstRENEleky Lar i teFmioRT 0B PompstoBteRt AR %A  her

i ssue of qbBR-ddl Miipbley FPFEPPOALRYRINS 74 Rhd o §nnot returned when the
permtted nunber of LT iIssues 2227a is "~", and because, in the cases of

(c) and (d) 5 bi thed.T rssueeedueastnisgrukifieli71ay infeamahie pndicatenig nunber
of repro LRNS,  which_i 0 under .t managenent of the.server, is

i ncreaseﬂjf%ﬁ/gﬁﬁsidattﬁe'i% %Lﬁ@%;g&é]qﬁz%ﬁﬁahhsss %'bes%'d 39 Wﬁ &Fﬁ@ﬂnaﬁlolo:
The @sagpDr7 phthendahgingli ID dfaHpdaeestdrigind) dehavhsc®lselnts tisageT " i ght
222a identified in S1004. To be nore specific, the usage right update unit

27a per f G5Me peaceSsi Hgads dedreshenln ifia sensepkilD 8. nimeondent ID
QU mh . H e nt P "
val e of Of b Sl WRELIZoR a8 el AGTh R 5t bk ner at e

by the Lacdbigsaésatooaduniin 2he desFEIDGUmMmbEr of Fepeotuetidrie 7aynder of

i ssued LTs, 22283 of the psage  right 222a identified in S1004 by "1". S1011:
The corm¥Al¥@t MINCHniip sieERds tghé’@.ngéaaéer?erﬁﬁéﬁ"EﬁP h@u[“l%lgénélfati on

unt y (2aare prodBeior bFYNET 8gaMd P ARQuiRtd F&kgrelle LT acquisition

unit 304a of the user term nal a recel ves the a sent in S1011, via
t he comuni catThe Lhirtetsith, uant 31 5a exs tdheoweacai \Fd. LT i80a medrie foi

dat ab 302a.. Then, t 1siti it 304 tifi th /3 vi
the oot EASTTHAG e ddqfdn; EontRe' i Thanpasmeamseiven 2481 BHds | ho
25 procegahiatii@ e NIt petdyH rehtfiedt 90w Jaqﬂﬂ%%dmnﬁlﬂo%oofhéwgﬁﬁ hat

the LT cannot be Tssued, the LT acquisition unit 304a°receives th
no- i ssueMmiagemepmseryeri 38a. managenent server 20a. In this case, the LT

acqyigsition ungt 3 not §.f i 1.3 Vi | 30 313 .that . the LT
80 gc?tsjl d not b’éf%cgéiaiﬁ‘e%,d'éﬁgggiggqqﬁﬁ{%rtg'@eéépﬁgfc %Jlflégrtq{én‘[ Oftt fra +been
expl ai negdetdvat réhwehs@)oed?euébgte@fw ePOUVoidters dAit BOGH LT i ssue
request 70a is set to a value -29 specified by the user '3 in S1001, but

it may be set £8 Showaddr Eigi Afd the L reure requerk 9Qa dncludrsiiankbht, t he
i i ; t t i h i 222

fenti 11 EaruriPEBhBeR behtidP 9L ePriiplA T 02 4 BT $33%0d b 20 <

conpl eted (S10D8 dheS1QU9)retioweveequestn idmstifierofolhe LmféOmatide LT

fo B ¢ Inicatina Jaiah ERGeRola TBod EE tiharelest Qs isghtoshat Duni ¢

27a may HREaEGfifalda F2 Stivd thpfinEAdD IfHHe L et22dm < E%bggxgwggrfloo“

after receiving the nessage indicating the receipt of t m t he
user ter&ends LTTretsirmateguest f@ssivstored avdndthruth 23a) thelL T hat a

usage ri B?athtéezrﬁu?ra Ii_i£§jfﬁ§%’t§\égg,-though the user term nal 30a has not yet

recei ved in the first enbodinent, it is judged

that the 15 LTThenmptupgateaweid 866808 vhewn tini Big.ugddedat ftan Hifor
perm tted nunber of reproductions 2226a of the usage right 222a is snaller

t ha? X heUdékiting Hieifetalls fpklaukli®0a. 74Ta he vore speaifice§bestT70a (No
LN Sllo%pgﬁr;a‘g‘éfﬁﬁrit 3f0%'a{ g;gegmms BPEReEBM RO FEURAIRY tHRPLATYEL ! ons

74 is "2 e pérm
of the permitted number of reproductions in the LT 80a by “1” after

reproducing the content.
The return flag judgment unit 307a is a means for judging
30 whether the LT 80a needs to be returned to the right management
server 20a or not with reference to the return flag in the LT 80a.
The content usage/no-usage judgment unit 308a judges
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20 nunber of reproductions 2226a is "1", nanely, when the permtted nunber
of reproductions 2226a renmains although it is less than the desired nunber
of reproductions 74, it may be judged that the LT can be issued for issuing
the LT 80a with the permtted nunber of reproductions of "1". In this case,
it is preferable to send a 25 nessage indicating that there remains only
"1" of the permtted nunber of reproductions 2226a in the usage right 222a
as well as the LT 80a. Next, operation executed by the user term nal 30a
when reproduci ng,content (content reproduction process) .in the digital 30
Cont ent "HPALIEBHIG AOBHSAE A DEHE FIAeHed Croat ROER TR ETeREedRYIng ned
wth ref i | H i H i W ng
operatioﬁrggzgﬁ?ggaggrgggﬂﬂﬁ%6ﬁﬁa6ﬁg¥no e?hggﬂgéérfa}ﬁ$égﬁ&§g§Eﬁﬁin?

r epr oducthegy lal c8Aaent ToSh&0motpospeciféd ptthef ca ntemte s agepinartuctd ga

instructjon froma user./,3 Vvig the 13, the content usage/ np-usage

j udgnent! W%é’@iaﬁr{:’ﬁ@s)u ﬁersegﬁ;éjkﬁs “?OCQ'PItée.Q:toﬁtaéhtb%r roéﬁ{&q on

i nst suct woerf tA@ phestpertiffe .isVWRRHAM tRdare offd&tidedpbrlio?PR 204 rfwpondi ng
to the content which the user a wants to reproduce in the LT database 302a

or not. the yaluetehtheepeomitiadmumbearuet reprodoctians 822a 3 “ilicoudes
infornatlia? eirdenti fying the content which the user 10 wants to reproduce
(cont ent IB).'AS shown in Fig. 12, for exanple, the user /3 clicks a

"Reproduce conliete "tHat tibrisS4esamed neat TheceReratérrighgC B30 HMeas ot ent
whi ch the user ﬁnt t&r@eﬁpr oduce from anong the content data 60 stored in
the cont 8@EUERt 386K MNeEkiop agRd thata Fhet ¢onteRh Usaga/Manmsage

. Rt U e
R e T i e e I

80a exi sterminalg88a doesmothdauenaadsickogfumctidAD4heViisor themima8BDaloes not
exist, it %ge@%on to S1402. 81402: V\han the desired LT 80a does not exi st
t &ntd

in the LF %Hé&céuﬁﬁ_ga,sot 3 geydrheiher é?%ﬁ@%rﬁ@ 308a
request spd higo dlc8qut ﬁbglt{%n%%?gh ﬁé drdn RXEAY Griter th r@@‘ﬂHH%ﬂctticﬂ'ﬁr‘]sepr ocess

whi ch has lEeen expl ai ne 0O as to cause It to execute LT
acqui si t83Rapindbes L TSB2a3byvaeartidéingoitiendd eftaptive-pargd Bad@reot unit

25 a i t cquire the LT 8 as a result of causing the LT

rcqive; U BOE it B5E CdRa it pandtb T hiilidd ncadiienal. noti 11 s
the user /3 Vl'ﬁhéh@le@_ﬁ?pﬁﬂ&\thév Bl UISIIGAT UPRANDDIDEs T §PHYEHAGIfoaNd ends
the processing. Wien it succeeded in acquisition of the LT 80a, it goes on

to the pRededdnagaico ey desoygtiony keyhéar dacry@dined condeatexi sts in the

LT database 3 ( i : C u /. po- e
Fudgment uni ¢ Soscc ottt SEEtTRud (O L S5re thEdhs B0 PR 0eTRd %
execut i ngohbent Tfieemui thé | contentesdat@iesse n381403hd thecpgptiagt the
usa%%no- usage, | ydgment nib 308a jug es whet her. the content can be

rep uc%BCB\gpFéal Pgepgfé esdNgo thie C@&iENts decrypdian key 245633 at ed
with the [ i 5 This is judged
wth ref 2?@9&@4}% Wﬁﬁa@rég?*ﬁ@tbmge e@?@giﬁgfgpgn H??eg'pern‘i tted nunber of
reproducti ons Baga tantéet LTefdaduktibe nond spdd fiis, a heneamsenfor

Bh tert durati '

when-t nerep BRHEE TBS CORFERE Hory HEF b PeEhe e B o BeEoX U UINE. val e
of the pgng,tdrmd MAsuahervitfed aPEUING (128 Bé4A d ﬁp'éé'ke?roﬂ §rcH§B|ay¢”d It

judges that the content cannot be reproduced in other cases. S1405:" Wen it
i s Ridgethereef Ned Foawenin dhe Higur@stoduced in S1404, the processing goes

to S1406. Wenrpl (SriHUgReatdH i £248Y MBIAY rdle hRRIRIHIZRTiIAg S1404

t he
with the content server 10 and the right management server 20a

via the transmission channel 40. To be more specific, the
communication unit 312 is a communication interface that
30 communicates with the content server 10 and the right
management server 20a via the transmission channel 40, and
analyzes responses such as content data 60 sent from the content
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15 content usage/ no-usage judgnment unit 308a notifies the user a via the
GU 313 that the content cannot be reproduced, and ends the processing.
S1406: The content decryption unit 310 retrieves the content which the user
/3 wants to reproduce fromthe content 20 database 301. S1407: The
decryption key acquisition unit 309 acquires a content decryption key 83a
fromthe LT 80a associated wth the content which the user /3 wants to
reproduce. S1408: The content decryption unit 310 decrypts the 25 content

retrieved | usi e content decryption key 83a acquired by the

decrypt i gﬂ*i@gﬁ%ﬂé?&%ﬁ gﬁ@négrg)rﬂ]ﬁgqﬁght amngﬁsf%ﬂtg&r\/ﬁé&%aucu on
unit 31llra et d t nt: ~decryot unit
L0 S1amo R R e D e [P RO ACHNE 3O T

used forapépridticthy the3 cbat @arfomm bhereerssiagedépendimgn upon coime ent

i’ sectPaly sk fetit, SEAdSHHERTIRNM Blauhaf 70k SBrtrms by B bhoad on
the Gunubeguisitisiagmiti 3@4andheath@a T hetlmi aequantngoal gbhe®aédtihg

cont ent regro_gucti on, one tinme check threshold and the |ITke. And when the
content FRerlebi&fyEBIUBHE 305 ta tBe mgifdmanagrmentsemararol®at be 5

pr ocessi d ing t erm.tte u f
reproductelggﬂ%%%teir@lﬁbﬁg %Bighbﬁq‘f’" g@i[ﬂo:tw&cigpﬁeﬂfgﬁf]geﬁﬂagfed, t he
LT returseomvet ZbyiarbeubaC establishetdubeteaett ehenoafser endrgiptimgng t he
LT 80a tg th right naﬂerrent serger 20a or deleti n%; it, and ends the 10
operatio oY p'Pt?gs}fdP §d readssteand esponses Witha sessiendtey.pr ocess
of $PA10 in Fi 1 j | €; icned iiRg h fo g Fig. 15
is a flomhart.‘ggﬁoﬁ%g :ﬂg Isu rgg?tsi %e”gﬂltehg?ﬁiéﬂg@tﬂ?ﬁac}glae{% %régggs as
shown i nopegation/inpué umidtsudh asla keybearnd ahdeaaneyseycasd dispaps ocess

f j udgij.ng. h the LT 8 i ral i .hot t t t LT 80a to th
ot ok aE B pbE b, TP aiatite fof Mishal and Sasaivdarseabon Fir ot -
the LT umsletiequrd tcr3R8a] eXiaplapsa e beepes u”éér’&[‘ﬁ\d%@%ﬁ d iyig fif¢ passed

I
the end tinme, nanely, the Zgl expiration Pi me, of the LT effective period

821a, wi YACFQReEHIGN!MPWE uNitef fective period 821a of the target LT 80a.

Whe he prese i sede t nd ti.me .of e LT effectiv ri od
8212,5tit goes @%x{tbnﬁﬁe@%rtg@éss&ng%%ﬁ%lg@me\hﬁen&{]%e %gégagnt C?P%Rﬁas not
yet passdistriteution tsysteoh the will ¢fd eskplsineer istep2hyB2dtamp | isiFRFSaon to
S1502. S1502:. When |{lhe present tinme has not yet passed the end tine of the
LT ef f ectlPWERRLL. oaNgSethatdhe fadlewing explanativawdl bei magtmsan thiges,

14 on ST SESORTHB VEaRERe |4 RSE SRS oP icERoLaILERT 73 fleelh® | o gt
per m tte(areg_jnsﬁeatioh ofihedtetromal BR2andsthetuser' ID) helistriBOgioramfsail |l be
?ﬁgngl f‘gégirse %(S)%te%p%oqrhoeclejgcse'rrtlgrhsln%rl] %da \émntdhgllﬁ*cl*r\gggrpnrlorgzgednuorre g?l eting
the usage right of the content have been already explained.
First, the operation (LT acquisition process) performed when
the user terminal 30a acquires a LT 80a from the right
management server 20a in the digital content distribution system
25 1la of the first embodiment will be explained.
Fig. 11 is a flowchart showing the operation of the LT
acquisition process.
S1001: Upon receipt of the LT acquisition instruction from
the user B8 viathe GUI 313, the LT acquisition unit 304a generates
30 a LT issue request 70a in response to the LT acquisition instruction
from the user B and sends it to the right management server 20a
via the communication unit 312.
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80a. On the other hand, when the value of the permtted nunber of
reproductions 822a is "0", it goes on to S1503. S1503: The return flag
judgnment unit 307a judges whether the LT 80a needs to be returned to the

ri ght managenment server 5 20a or not with reference to the return flag 813a
of the target LT 80a. To be nore specific, when the return flag 813a is set
to "Return required”, the return flag judgnent unit 307a judges that the LT
80a needs to be returned to the right nanagenent server 10 20a, and when

505 does not noad L3 BEABEditidh dNBFFHIOR, Bt 58 uneh. BodiERidsha ' sisoa:
Wien it ¢sntenpd®d 61 SFRTdrwintt hikh &Pa nadwdmtdeor Riproelcé by he

ri ght managenent server 20a, the LT return 15 process of returning the LT
80a to tHedHirdRg KaRakEnd8R@,sandednfoMmadiaixezeedying sasvalyrta tbe s

j udged i t : 3:9%915 t.ur : right
mnagemﬁ?%@r@%eoﬁ P@@a%%r%tgqma a eoﬁﬁﬁerrﬂ’ gggjaétg%ﬁgt%‘g 'h hg?‘%#rgbéaﬂﬁ omt he
LT d&t abesgu@bd.0220 Nexshowheimpegatinfaxeganedid)ytideisesen taicksnal 30a
when returning the LT 80a to the ri%:n managenent server 20a (LT return

process)afin AGRUIGEGH T aPutbpRenda AR A MRAY SErees dikla veskbyi é@‘% Gdbodi nent
ill b | & i I HO. i 16 |

] ovchar t Sha S5ty ol EBRERATIRNICh Ae ptsitd reprotbiee o g 1€ 1 @

recei pt die costentrdata 60i statnedcin time fooorbenited atarad @ MM adidrlagdd B13, the

LT return it 305a nerates a LT return request 90a in responseg.to the LT
Faturn | R fard o PERIR RSy st lnn Mehi S SHER nateshanel BRES RicR: urr
request R0activdtedt Hydlthemenakeid GRENGhpiR3 vha #88ireMyhedld gp unit
312. This LT return instruction fromthe user /3 includes -34 i nformati on

speci f yi regpeoductionspard this Usierll acqansition instiuction issgereratgd. |1 D

nser 13 ot Ralon the e, SErERNEE T hafe didende Bfiel Hian he
want s topperdtédfwaerapurghaeng & Trcdivse sher BAcquitd & dnteift abastP02a

displayed in a list formon the LT return nenu screen not shown here which
i s activagad aRekHed| whien aagquHiBdt KIoNteNt; eBur Rempnduee i 6antent

engrat e i i i Luct i t e tored in
ho ooy USSR 549 SParatk Bnsh FEpHEubitny L EbhPEne 3 s ur L E" I
_rgtur_nf_rbguasm SEaELli%aelgmw a\_tha@lntnetu_hraim?' aeIFUﬁneLpﬁdvial@fﬁain adiliaidﬁrLT 03
identified by the r rn jnstruction fromthe user ais set as a a,
respectit/féltg'.e %Fgufrr?af-%\l;\’kﬁé%tt@éhéi%ﬁg the LT return request 90a, the

conmmuni cati on } i . ﬁ% idde 1 ﬁ;fsmgi tion
unit 28 of theA?Fgﬂgﬁ;tfgggﬂgsntﬁggrd\ﬂg{lg]ztgghestarle'?ghdﬁ;’nas %F 1 EZ@Upon
recei pt pfetstoned riat the teqousial o, stbpageeunitied0Bhi iat seh asi the3 of

t he.ry ght mana seryver, 20a identifies the term.nal 1D 92 .included in

t ne 20r° rbePIRAE T oLe T8 (T 16alif 7 8idsior OARehicis Tadse SPRCd@ B uni t 23
i denti fi ﬁ@ﬁthﬁfnaﬁa@_e/ralemsgénm 208, VenéSntént aDIrifdd8eldT i§0gndaspd on

the termnal ID 92 1 ncluded in the LT return request 90a with reference to
t he user aFALéSIkAN bastratctiprrom theamer 4 tis setantiig ragtent IPeYdinal 1D,

h . fieat ) : _ . . .
regi st or 2000 VEIhe'SEERY HY e PrId AR IMORASt ERoE T e e BRer user
i nf or mat iforisdsealagseh@ desiredtnumbér oéfreyprortudtionse7dser i nf or mati on

dat se 21. en thg t erm nal IDﬁf’,ncI uded in the LT return request 90a is
not <t ored in NREeudBat whenateading: 498sd T issue request 70a, the

communication unit 312 of the user terminal 30a and the
communication unit 28 of the right management server 20a
establish an SAC.
S$1002: Upon receipt of the LT issue request 70a via the
30 communication unit 28, the user identification unit 23 of the right
management server 20a identifies the terminal ID included in the
LT issue request 70a.
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30 21 (No in S1203), the user identification unit 23 considers the user as
an unaut hori zed user for this digital content distribution system la and
notifies the user termnal 30a that the LT cannot be issued. -35 On the
ot her hand, when the termnal IDincluded in the LT return request 90a is
stored in the user information database 21 (Yes in S1203), the user
identification unit 23 acquires the user ID associated with the termnal ID
and passes the user IDto the LT 5 analysis unit 26a. S1204: Upon receipt

of the user |D.gf e us a fromit.he user,identifijcati unit 23, the LT
anal ysi's unit §89qt:{}dges'&tﬁ¢é'_t h e'?ﬂgy'lf‘ﬂ i RRudEI MG heﬂET &ur HSeEquest
90a can hfeh@fidatesh Unitor 3Widy £ VehensEr tRet RS rHRRIRI e "isﬂ—?r’e%ﬁ%?e 22a.

To be nore 10 specific, the LT analysis unit 26a first analyzes the LT in
the LT r8odr nnagaabst wbathad theritevssinale Ilsage stiogked 1D i tred udsérin t he

LT. Then; . ana i it 264 e I nes.,. W th reference t,o the usage
right dal%i)og‘z‘agglfgp é\ﬁ@ﬁé#gt t?elzuggr)%g'i g@ﬁpi friezﬁrgﬂggl%)z %EF d¥S€he usage
ri ghts 22pefdrematidr ddtabhBet he. usAdRr tibtterBhiWd | aD 1Bchate#eBtHELTI eved
just before. Wien the user /3 holds the usage _rmlj‘ght 222a as a result of the

exani nat IgiHe fBEUEBt AP ysinPtushiarexbin thageser fiormation databases? ir ned.
On th : h . . X hgld it .. i it
26a | adgoNe] L S1G0 I ethe WetlerdirifBtb  Abibocohsiddik st ass be

rSetzgr nedgnZGnSllIBlBriz\Ntbusieh* ﬁ% tjmdgﬂ?itmadohﬁﬁmwﬂ_aistammmlhe%%ﬁe*ﬁnﬁé ihn
1204, the | T a | S unit a notifjes, the user termnal a that the LT
cannot bénrctf'@?ﬁé%g./%bq Yer Sfﬂﬁfé‘rmﬁir&ﬂa hat a r—Ti%a'j‘ﬂﬁéélﬁ i$54do4 QRat the
LT b e dhahH O S3iR06, T; lyshs ;uni L 26a
anaﬁgese?%ebﬁﬁregogagg’i nc urggé{é)nt%tjrﬁgﬁla'll %%t &%’%ﬁe’gﬁqg’&é?‘ﬁﬁgﬁrj%t ri eves
t he per nreqeestuitbeis storegrinding uses iaf@omiatod ndkatabaga@ 1, tHBDasefhe

i ght updat it .27 f th i fi ing th
per it el ROHE R tE  LpIG AR R ona I G e b Aks 451 ghedo9bn; BRRe i 11 ed
by the usag®inaghd hﬁ_&?éﬁaﬁgeﬁﬁé%ﬂ 1)) ﬂ&EhbTLﬁ@%BNéé&a%iéﬂ ghft gaa$1204 by

the value of the permt unber of reproductions 822a retrieved by the LT
anal ysi s unit 284804nd Uren¢eseiphgfithe vaabdP of thesueear LAs feeasthef the

i - ; "1 . S Thi i i X t.h 1tted
nnter | oPSerjasAnTEdAoMunts 230 thd AL Uiietdlfan TAETESS SHElF T He0a wi ch
a renevelTekbaelnveigue 9ddgenedeqirasss, tared ndebeified thesusdgkTsghe28a to
be | ess than thegﬁgr_mtted nunber of LT issues 2227a and 5 thus all ows an

i ssue of Z&4ar vioichia tp drrthe sedirse fae issusmg a»difvila aapduiedges of
term nal g, PBfettheB.‘d)S{E:aﬁgPe iSLaly O'P‘fﬁé;t; bégﬁduaﬁgﬁ'{%'ﬁgr ﬂgt&t?gse 222

i s updated, the usage ri et e process et ng € ‘usage right 222a
updat ed thedIP0sstie amglestu?dgerecghted atiabdee cdpam sniatton agnit028hen it
can deleted_. Fig., 17 is fl owchari show t he subrqutine of the usage
ri gt#fdel ete pﬂﬂreg@ as ?n(f\i;‘\(n’lwic alf:‘?gshﬁ?ﬁ’.'”lgo&g‘et ISP RO 08 a dfd Fri‘%ht'rdel ete
process i$sifeMOGEEH0 et B | HeWAt agq right when
a LT 80a is r'g'g urnedef‘iuodn?t he u?g?&'?g?rﬁ%?bgggah%% to tﬁhlg]dﬁ%htqqnnnagenent
server 20a. S1844:0Ime Tiwndd gegeratpoatunitind4a Jre gesiwhetheharhaott he

D22aa or thETUSEr nPr R MY o Tl dnifitd R s “par o p 845 of
the usag@oldghthédZgsaye aighs a20endiflahe Zbrit@ntdedenitfied WgBht Bigepr esent
ti me has passed the end tine of the usage right effective period 2224a, the

usad® ri GRNtePEd D & Jimelsstediin the LiTtisguesremuest JBn4awith deferencae usage
S 2268 BRI RIGEBREabSEE 955, "OWNA IPTSSEGRP A0 UTRatl e
B holds the usage right 222a of the content identified with the
content ID 73 included in the LT issue request 70a, the LT
generation unit 24a identifies the usage right 222a as a usage right
30 222a which is to be the source for issuing the LT 80a and goes on
to the processing in S1102. On the other hand, when it is judged
that the user 8 does not own the usage right 222a of the content
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25 S1302: The usage right update unit 27a judges, wth reference to the
perm tted nunber of reproductions 2226a of the usage right 222a which is a
candi date for deletion, whether the value thereof is "0" or not. Wen the
val ue of the permtted nunber of reproductions 2226a is not "0", the usage
right 222a can 30 still be used, so the usage right 222a cannot be del et ed.
In this case, the processing is ended without deleting the usage right
222a. When the value of the permtted nunber of reproductions 2226a is -37

nunber | oS uLES AL 4 £ Gitentel Hedgand JHe bbb e sl S réahEtac e 1 or
del eti on70@  ithQOET e dvertid At rviel e b*aﬁrse@h"ﬂoﬂt:r'ri]@'br@rce‘%sm@-in, g0o6he value

of the nunber of issued LTs 2228a is not "0", ere is a possibility that
the LT 80a is Pdilded Theiéd gaBenstign Linght24aJadars whketkagdhe fht 222a

Che usagSNECESieriBa\Rdn SRRy 0 B SRS WP sTeEPRRE AL i g sfge ) "
the &l ueighft effectiveperidd &P Miataid eher Epreffiictivense@ddbamis 20)5and
there is r[)o possi bili that _the LT 80a i s returned under the usage right

222a, so© ﬁ@%é’@g’é@ir@éhtﬁéganﬂﬁftﬁﬁégl 8 21104 .t hHereaswhen tbéngon to

S1304 to the-: en ki . 4. T L&iah p uni t
27a del e?glgéc?\ge sadga(’iI ?F’S%ﬁ fﬁé%%‘%q?asmaagélr@ﬁggt'et 'goérnge(?f’ei[:ﬁ%n from
t he usageaseghas dsh awas én 2Ca)~4dJ oftRigns/ t bthehkT ngeneratiomeirds ZHawn in
Fig. 16. $S1208: After the usage .right date it 27a conp|etes the usage
right deB@fe ‘BPJ@eé@e Rrr?é:eéﬁlrﬁﬂdf‘cgllilﬁunhn g € Ba[‘fjir‘é’ theocess
comlget | pY dFPEEEGE PekitR] KS8h &RipP g Topgt uni t
305a of the user tee|r9(reri InaI 30a recﬂgi.y\%t't e Eﬁ%é?ﬁtlgﬁggggzggnﬁ?g%i on
noti ce senttothglpoacessing e Sbhfoni cati on unit 312, and del etes the LT

80a which is t etyrned. fromthe LT database 302a. Then, the LT return
ani t 3088 noti PraDd he THREFT/ASTREATaD Wit 208 Sompates ThA hernaittele LT 25
80a i s cauphbeehf pEPreadstiots RRYBS BfNthe Sicklde rh\%he 2224 jweerifiedi S
judged that_the LT cannot be issued in S1203 or” S1205, the LT return unit

305a recH veb181 andh-ther gasired irembemafheeprgauckiongeitnn $bevef 20a.
30 e e T eauest,f B4 de Subio dnEshet, e, aerited Hulubsl 8
reproductions 2226a of the usage right 222a identified in S1101 is
the desired number of reproductions 74 in the LT issue request 70a
or larger. Here, when the LT generation unit 24a judges that the
permitted number of reproductions 2226a of the usage right 222a
20 is the desired number of reproductions 74 in the LT issue request
70a or larger, it goes on to the processing in S1104. On the other
hand, when it judges that the permitted number of reproductions
2226a of the usage right 222a is smaller than the desired number
of reproductions 74 in the LT issue request 70a, it goes on to the
25 processing in S1106.
S1104: The LT generation unit 24a compares the permitted
number of LT issues 2227a and the number of issued LTs 2228a of
the usage right 222a identified in S1101 to judge whether the
number of issued LTs 2228a is smaller than the permitted number
30 of LT issues 2227a or not. Here, when the LT generation unit 24a
judges that the number of issued LTs 2228a is smaller than the
permitted number of LT issues 2227a, it goes on to the processing
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As descri bed above, according to the first enbodinent, not only the |oad on
the user termnal can be reduced, but also the -38 server apparatus is
accessed with a higher frequency because of a return of |icense infornmation
and a request for license information issue and thus it can neet demand for
various types of services for content usage. In addition, managenent of
content usage right of 5 each user under the right managenent server allows
a renewal of the effective period and a shared use of the usage right on a

pluralit m 0 y..t he user. te,that as bee exlalned
on the ahgnlpi(?%h @ést%%ﬂe?s@‘igp%v V%ﬁggc} HOFH tt"}?et Etferré‘t'm B&uest
90a, butjddieecnTisr 222BalGsddns pwitmattea puradert f N desgesbpao byt gpnly a
m nimal and essential part of the LT, such as only the LT usage rul e 82a,

my be dE¥@aNHdEgoRsen [ thee PHPESSRIN@iDodlA&., the usage rule is
d th h
e cuml ati vo oadBs The B taahitation BhiPRAMNuBEE (haRIRe Lridecr, oo

15 cunul ative usSage tinme ernore t he

desi 1%ed oantiee isfuedpandudturns i theomaini routinelds istravnrigdFagt 170a.
However, it éﬂ tructured so that caRabllltiinforrrationindicating
capabi lity of al nﬁhealp-gegedi‘%ga%f‘c!% 15 24, v degsi Hab thentf G 0a¢

cont ent Hﬁﬁﬁ%t(tﬁé’ﬁsggég\ﬁ%ﬁd RS Q:'P»eLPrﬁ’éﬁ—PPb 9lﬁ@%%h§ﬁoW|ﬁqflﬁ‘ nal

apparatus 1's equip a secure clo or In ornat|on [ cat
whet her did.is eqU|pped with a neans for storing onto a secure recordlng

medi un) s sen .he ri i nfarmat i on .nmana t ser

together with %Pl(b ngggdtrﬁﬁﬂbeﬂ%erﬁéb93dge{gegﬁ§ JY Qeﬁh‘é‘PgWE

i nf QpTat tieat tRAATEABAhOE VT s FERIR Eoh RIS HACHRErd @ X868 hB 1144

apparatus_ by including license ti tket status information instructi g howto

handl e t Right tamal owigigel Tossaleuabrha g i the U(smrISeaan@uehoauzfeuagser

bei ng w10t BNt al FARBSAF dsHThuEIN shELEH I Rnd o diERRter o

accor dancermihal 3t metheturlmhﬁ@te@en@snlé@ capgbithiet bth@fromﬁal on sent
fromthe user ternna (Second Enbodinent) Fig. 18 is a bloc

di agr am W& thuﬁg@leé\sh@r Lh cynieyisgsiedn ibgogsdpgi £@IS t8Abent

di but 1b f tion.

ns don | o S10PB - WheR BRECT Genahatidilingl ua® IBUERRIn' FEFLLOT

t he caseSdfOOméhdt%]rteaLTommdm |$tsl$eg; lwglegmmy_esgnhéaﬁl 8OSyEast(!df@ﬂti s)
rotecti ts on content i stributing.digita rks (contents
gncrypt e@qﬁﬁ'olp¥i§)‘2?é'r¢tq% ?zab%/rmol@ i@eg'rf%lg%% n 9&gHeI&f{on

di stribufyngn 24l dcHsey cb?\ten@rllﬁ"lﬁkru é‘&'l'ﬁgtﬁ’@ieldléjﬂj[% W%mt ?PraeSHeSt

| i cense data 80b (hereinafter also referred to as
cont ent asaggtent:tIQ)fS bZagimdihd |Ld'e|&£la dat ber g;ﬁnﬁ;’@t’edng Also uthgelTi ght

d b h d,b h
nool ¥l BEotarET LAt A5 e 8 3T, Ref e iRl G Tt BERAcBAS AN of ©
usage rutﬁeld@égld&ﬁighﬁ dffectiVe Eé?ldﬂ @i 224 a Gond Sitfe QTl'Séff'el?.*ﬂNé’rﬂ)e?Yéélem 1b

i ncludes at | east one content server 10, at |east one right nmanagenent

server 20Mita?2R&as0fobhe Usergeerightal 226 idantified dins S k@04nabhabhel 40
for point of time when the LT issue request 70a is received, as a LT

effective period 821a. The LT generation unit 24a also sets a
25 value of the desired number of reproductions 74 included in the LT
issue request 70a as a permitted number of reproductions 822a.
The LT generation unit 24a further sets the content decryption key
2223a of the usage right 222a identified in S1004 as a content
description key 83a.
30 Note that the return flag 813a is set in S1007~S1009 which
will be described later.
S1007: The return flag setting unit 25a judges whether the
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connecting the content server 10, the right managenent server 20 20b and
the user termnal 30b so as to communicate with each other. The right
managenent server 20b is a conputer apparatus which is also placed on the
content distributor a side, as with the content server 10, and nanages
content license data for the user 25 /3 who receives content distribution
service. Mire specifically, the right managenent server 20b manages the
original license data for each content purchased by the user /3 so as to

200, o pRerhDEed fiPdosr' 6RO B8RS da a7 S, AL UOR, W0 B %0 key
and ot hejdemgfielBp 3L00H6asusEinitervaind osHot anaeéwi@d@és%h@théﬁue
request 70b fromthe user term nal 30b, or receives a LD return request 90b

i ncl udi nfhe iend datgmanddime (expiralieattine) aéthaqisagetright effestéveDd and

(he 11 keobm Deausers Lerehank Al IR Sale d PSR, HekBalien Uoer

term nal conputer apparatus s place si de
and recetives) afmtlkratLdiesfadthue iperiddserwiete. Mre specifically, the user

Lo recei ve di soLORH: on W& Eni dARasR UbraLPOT0 that. the BeRBtEedD | 3i8e
request ﬁ%bgg(ggbﬂgmemwgt ﬁﬁ'ilﬁ(e/a?&’@ Jﬁh%ﬁkﬁ?;}ét{?ﬁgcﬁ‘?ﬁ{ﬁ@? an

recei ves the SO0 as to reproduce conte s 10 of
t he usagtheulusage| tigdt ieffebtivieD BOhipdor222dads is Idiffireeemtn frequetitie 90b to

G <t 11 DuEKBFGNCRTE O ChRoLt i pEEckip ool e Pebilin iAo SR6ing e

ri ghtp mOagersRt s688 vnﬁé rzéggrﬁlﬂég @438 dFaHe OT 0¥ R @fteldsyUdoerrul e

fromthe 15 usage right a to issue a LT 80a 1n response to the LT issue

request geaeraton pdhitda i SliGR6 teoRetprvdeqedred controtheirtwonds he

returns. Iht SRS e e whiRte 1is RiR0ED, HiS: thRTBetinftedny "
server 2Aambertdfel Pidsueh xR 74 e adfinitelallecmid €Ak cisdd obYhi)@hgyst em

1b accorgi ng to, the second enbodinment is significantly different in the
fol I owi ngP) AfgFiag 7 the defgranlagosgHgnonent 25a 6eks thearatesn dlaghe

di giqtaal i i i \ ho i 0 Fi t L.ght

mgégsgmggr%agggeg{iw ?pta![ ﬁ@ %éttl gl %gpuigenée'nwgi'%tlgi tg%?%@%e s@i‘ttlre‘hflb

?ol df{ aBssJu;ce:thedlaT@anmd wimpo&swlbmf iftafeuﬂ'iigirrwdzrze,l&ﬁgﬁe%b %Wh?elﬂ'224bh
10 hour or instance) an ri gina e status i,ndi cating the

usage stgl?ﬁ§3%rrfnf%@ Eé‘)tmsgfrﬁafnn'af@ %gsﬁrgﬁ%ge'ée?%tf'rHFetVr?éU@D i 286/ equest

70b, thejxi Y S eyp20 S out i gi nal

usage ruirfa t%%% andq{rﬁgh%rfﬁgpnglﬁugggﬂbﬂgf utsﬁéz‘?z%ﬁﬂitgs%ggqégtyéﬁb%e

i ssued t bepredustionsrigirnihe3th whese hasagentright sha® lapsaed rdgeeso 70b,

nangjy, g‘ilp?rtaet‘cioﬁhgf Rhiedi Palrrd2age bé%iod on the terminal is not always
“0”, and if the LT is returned in this case, the permitted number of
reproductions, which is to be under the management of the server,

can be increased.
S1009: When it is judged in S1007 that the permitted
25 number of LT issues 2227a is “o” and the expiration time of the
usage right effective period 2224a is same as the expiration time of
the LT effective period, the return flag setting unit 25a sets the
return flag 813a of the LT 80a generated by the LT generation unit
24a in S1006 to “No return required”. In other words, when it is
30 judged that the permitted number of LT issues 2227a is “"o” and it
is the case of (c) of Fig. 7 and the case of (d) of Fig. 7 where there
is no limit to the LT effective period limit 2225a, the return flag
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rul e 2224b and the original usage status 2226b fromthe |icense data

dat abase 22b tenporarily. The right managenent server 20b generates a

term nal usage rule 87 (1 hour, for instance) and a term nal usage status
88 (0 hour, for instance) based on a 5 predeterm ned rul e when issuing the
LD 80b, and enbeds themonto the LD 80b for its issue. In other words, the
LD 80b is issued in a double-layer structure, with the original usage rule
85 and the original usage status 86, and the term nal usage ruIe 87 and the

t erm nal e ils of
t he termﬁgﬁ?ﬂﬁsgégs a use%% tE% rggﬂ%ﬁég g?b t%Eaﬂ?%a‘aﬁzs‘gﬁ Eche @r ni nal
i ndi cat ecetyrt hreqluﬁage"st atus, |svvt)@¢arusfeelfeﬁueer0ri‘5§ué00f hte ¢MBIORI isisage
rule 87 and the term usage status 88 of the LD 80b received fromthe

ri ght neRagalRiBteveny rthza)laTV\'ﬁelhOF éptecned iyhes Haatainmitiedenupaber he user

t er m nal ® he S nal

Longe ot O BY BRVRES 99014 bob iRl Bk sp M ErecEsEs AN} ARdOras! )

doublSe- | af/ €figst Vycthere tis te possibilitpnadertenhes prerenit2éd hyugnbbD oeturn
eri

request 90b, Upon re f the L urn request 90b
rranagerreﬁ‘?prs%ﬁg'é%?' 5bqgé§%9hl%ed+'?€? ngﬁgelﬁ@é@ et af t E‘ﬁéq e anount
on the tgy nhepk g@@l @red by a t t er8ac h

term nal usage gt atus 88 of tﬁkﬁfL%ﬁ8g@0S§£du§?§b tfH%r%lggl ||Plgtghzao%iagl ﬁ%l usage
rul e 222o@twmed.he original usage status 25 2226b in the license data

dat abase under of the ri nagement_server b. Note that
t he renmi ni ng %iggéjmuﬁgﬁge %ﬁﬂ%?né@rbtyq’é%%gf%cgmb éﬁ@ &9%@6%? 'iﬁeo\ge
statlgs fdetafl§eoOrhe N8hgesaitht PX2a Fdent@Ped SinnSWT4 | onR) bR eséiréi agram
show ng t he speC|f| c 30 structure of the rlz%t managenent server 20b as

shown i nsPegifiagthasusasenrightriupdate, unik @meﬁf@rﬁa@;@rmmcmngroﬁw

225, ' viae Bl The e iR Gtler BErebTPRRIctTs LA nal ysi

uni t 26busagklLibgid2? 2aviien Bfied m saroodimathenvainie of&hangepidieted The
user information database 21 stores user infornation of 5 users reqi stered

as menbeP¥MPef Risrapprddctiais 84218 thed:l &0 gansrated Wethﬁcle se data
dat %@aseagégrb ich qﬁﬁ&bg%%ToﬁrSW' Ahd i ‘Epéﬁ'{%ﬁ fﬂgz%?@ ?\ B@tre

purchase e user / bé nor¢ speC| I’cense a da@abase
22b is aIMGIths 222 84 ® frithea gisag & nfgdut@ZZandemtrfwdnm!ﬂgOOQalgy *ni“ght

Fepr oducti on (PRDytEck) TNRoRAAEBAHEN bt PRy, Sandteher Loa80A t ne

li ke). bRelr t Biys cems I r u abl e
220 whi CRCLs Eorar 2a' TS ﬁ‘é’r @.e‘i‘i‘%}?ﬁg@‘ﬁ%@@@ﬁf‘% R 008185, thé st o0

dat abasetepingl BO® explained with reference to Fig. 21. Fig. 21 is a

di h h b 22b
shond 1 R, IA0TRSEREE L, SEhyfibition Mk BosaC B ohe UdktRbERTES, " *°
i ncl udes30Q recwsivres the2¥bgaadséhtenl 0l a \322dhe EbMMiAtRSticRiLMiR22D
includes_a _|icense ID 2221b that is an ID of the |icense data 222b, a

content PHZ2222P8 stogesokhenteceiyatilh SR@ein |t@@n§ér diaﬁt@m 3023ent ent
decrypti ?He'ﬁeﬁl'?@%gbaéeﬁ|§1?%WPM|P@BG¢{‘§ r“‘&f‘ﬁSEt SQE Qﬂéf ul e
u a user

2224b indicatin an'original usage r urc ase

ori gi nal 3&§atjma$tla€m;c®2@6homdf d:bm ln“gBﬂaehaetcadmpﬂegedsaatmen(dfsoth@xarrpl e,
t he nmul ative usage tinme or the like) that is the user's actual use of the
con % TRECo7 N nal usage rule 2224b includes a |icense effective 30

peri od 22241 ' 9909t noydeaetighl apeN gt ResLaged id B doS IS 188 R RAED and

permtted reproduction tine 22242 1 n |ca how | ong the content can be
r epr oductitle LT cannot be issued, the LT acqu:smon unit 304a receives the

LT no-issue notice from the right management server 20a. In this
case, the LT acquisition unit 304a notifies the user B via the GUI
30 313 that the LT 80 could not be acquired, and ends the processing.

Note that it has been explained that the desired number of
reproductions 74 in the LT issue request 70a is set to a value
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- 43 According to the |license data database 22b structured as above, it
can be determ ned whether a user holds a right to use a content or not
based on whether the user ID and the |icense data 222b are stored in the

| i cense data dat abase 22b or not, or the 5 remaining usage rule for a
term nal can be cal cul ated based on the difference between the original
usage rule 2224b and the original usage status 2226b. The initial value of
t he ori gi nal usage status 2226b is "0", LD 80b is issued fromthe right

nagenment server 20b to the usgr .10 nal Ob and the LD 80b is
Hgda?ed ﬁeggﬁ?ﬁg B the Hsgg elgt dhy éghgh Aty Baynde wet it is
returned foég@téhmm@q vhR &l naI 30b to the ri ght managenent server 20b. For

exanple, Fig. 21 shows the case where a user /3 identified with a user ID
221b of "XXXDDBis@whR theo flrist e aditraens, @b uisage irfgled update iurdbse | Ds

2221b of It al so sho the l.Lce 222b
W th the2 |7|>‘S’f§§ﬂ’g%tf%%§xxgﬁg Sh&kRAISA9E A1h tgh?%o cge'lﬂh‘teéﬂ ﬁg‘xaﬁ{?‘l‘fied
withs | lmmeddiél%%lfbeﬁfthé()%(éﬂ-t‘lng dfC Qe HetdeA! ¥RId OF5 k@mpiddddf or

decryptlng the content is "XXX22 the license effective period 22241 of

the 20 ofPdO88 AUs&JD0P) e izipzmsveg, upeoR/reseint of. tue ddl 80a, the LT

2003/ 04/ t r 0 co S

"10 hourgeqagsgpqlﬁgmdt|j§%§%e{ﬁs&a§g§dn}e$&%%%%tiﬁggh {J%{g@)& Pf‘—h 22 is
a di agr ahTsB0wi by mrmlnﬁanagte‘memreenfert pE] Ulaﬁd25ht1§bth9e 3.2§a@@| d by
the |icense data, dat abase 22b as s shown in Fig. 22, the

rul e tabl@odNdRYe, VT 278 cardde qﬁam@cth@n@ertél"é ahttheorsagearightl e dat a
222q 9 an‘Z‘ieasl@eﬁﬁﬁ’fEd"ﬂ* SUSRSE It E ré@éiNing tiFEMSEsER5EGHdIEaPRd e 2Nd

perm tt rece|pt of the LT 80a from the user terminal 30a. This makes it
possible to avoid such a glitch that a usage right 222a is reduced
even though the user terminal 30a has not yet received the LT 80a.
Furthermore, in the first embodiment, it is judged that the
15 LT cannot be issued (S1106) when it is judged that the permitted
number of reproductions 2226a of the uSage right 222a is smaller
than the desired number of reproductions 74 in the LT issue
request 70a (No in S1103). However, for example, when the
desired number of reproductions 74 is “2” and the permitted
20 number of reproductions 2226a is “1”, namely, when the permitted
number of reproductions 2226a remains although it is less than the
desired number of reproductions 74, it may be judged that the LT
can be issued for issuing the LT 80a with the permitted number of
reproductions of “1”. In this case, it is preferable to send a
25 message indicating that there remains only “1” of the permitted
number of reproductions 2226a in the usage right 222a as well as
the LT 80a.

Next, operation executed by the user terminal 30a when
reproducing content (content reproduction process) in the digital
30 content distribution system in the present embodiment will be

explained with reference to a flowchart of Fig. 14.
Fig. 14 is a flowchart showing operation executed by each
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30 reproduction tinme) and an on-usage-end return flag 2222c. The term nal
usage rule 2221c includes a |license effective period 22211 indicating an
effective period of license data to be issued to the -44 user term nal
30b and permtted reproduction tinme 22212. Here, the license effective
period 22211 is, as is the case of the above-nentioned |icense effective
period limt 2225a, information for basically making |license data shorter
than the 5 effective period of the user's own right. To be nore specific,

iaht g e orets MEtRE AT 308 WhedEsPRPAT M EC R Hanageent
server 20b issgedQihe Ut réceipexfnd @ntditt peprodusbion enstriritidhe
| i cense effective period 22241, such_as 1 2 10 days and 1 week, is

day,
set, or HOMi @ (43Lr ndneYip thee QHie3dshi dhcasoent; UsRae/M9wt3agR peri od
22241 i s; LS ld:ce ff i eriod t £y o]
distri bu{%@é?%’ﬂ O\l/('/smgha%zh&agof eﬁ\?gﬁggf o?ﬁkéééi%#é%att:e ot?'e;cgéggént
f reqiencyepit@uption inetructppodironm dine user221 Whether dheaei existstaby 15
the content distributor g.based pn the ti equi red for content
r epr oductt o aAF_%r,ef_ch%”am%%éBSnSOPE‘?UEﬁWh@a Y 315615 A nWaHS: £Bn set
by the cpapedlueeSiv tRELOr dhthbdsedBedie ophgbper the LD 80b shoul d be
returned or not when the usage of the content ends. 20 The LD generation

unit 24b is a TBkhscevtegbneeprodyctivrsomstsushiom frormi ghesuseomA he

f oo 55 MR AT FIRREERE (e Sk af OB LaenuseRe Rt ed by
the 11D garaiER! tPPRe pROHUER .cotftett IIPWI Aishs b @n #BFid-D1 BOWol _edd+fpte 2

license header 84, "an original usage rule 85 an original usage stafus 86,
a terni nbneudsge Bulcticks, aa" Reprpdiiceusagdestat bty fHraaopoat enu

cont ont PO SEY a0 $RRcrecaRB IR whtch e 0S8 WahEEIREr At dtdears 11 ag
844 and fromi ghtehgptleercdntent Idatad86®. storédein ithensentnBidatabhseense | D

2221b of _licepse data - 45 %22b whi ctﬂ1 is the source of issuing LD 80b is
stored. PRI KHSBlAYeAtin 3 dist fargvering sontentsrpEsRAUMIen TENYe

S SEre oA SyB B RRteh 1 SN IGTRY e clERTRI 88 HRis° 11
usi ng t hcent®n8eproduictied.inBliructionssygeammtatetdurn flag 844 is a flag
which is pai re\(}{lﬁ'\éﬁhtﬁge& ”§'8%i %g(?stuss,aﬂe gfoleag 08#3th a‘:rt]ﬂe iﬂ‘r()tcrgsssigg- Lljr?age- end
S1404. When the LT 80a does not exist, it goes on to S1402.
51402: When the desired LT 80a does not exist in the LT
20 database 302a, the content usage/no-usage judgment unit 308a
requests the LT acquisition unit 304a to execute the LT acquisition
process which has been explained in Fig. 11 so as to cause it to
execute the LT acquisition process.
S1403: When the content usage/no-usage judgment unit
25 308a failed to acquire the LT 80a as a result of causing the LT
acquisition unit 304a to execute the LT acquisition process, it
notifies the user B via the GUI 313 that the content cannot be
reproduced, and ends the processing. When it succeeded in
acquisition of the LT 80a, it goes on to the processing in $1404.
30 S1404: When the desired LT 80a exists in the LT database
302a (Yes in S1401), or when the content usage/no-usage

judgment unit 308a succeeded in acquisition of the LT 80a by
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return flag 844, a flag indicating whether the LD 80b should be 10 returned
when the usage of the LD 80b ends is stored based on the rule table 22c. In
the on-right-lapse return flag 845, information indicating whether the LD
80b needs to be returned to the right nmanagenent server 20b or not when the
usage right lapses on the termnal is 15 stored. The original usage rule 85
I ncl udes a license effective period 851 and permtted reproduction tine
852. In the license effective period 851, the details of the |icense

dat abaseSxBEULo 3FEEY S6blEs Rl Atee RS e STAd ) 1B santentn (i e
8S2, theudagel/h@-@fs dgee jned mmbhedunmosmtjua@ésl mﬁwéa»?él@ the tBataptoi nal

usage rule 2224b are stored as they are. In the original usage status 86,
t he det af@b e repsoglicgichar nfayithvraferemoe b téeodetails afthe bTB@abase

22b, a e e nal 30b,
oo st orBgtactfted Wibh thitecShulht whidtEfhe tRAAS A walsREtehFpliR: .
effedi Whﬂ)@r'isqdjcfdéd anitharefsrandedor a@eq_dpretfr@ftmnpe%?d g ahendi cense
effective gerlod 871, thepgerlod for which the 30 LD 80b is effective is

stored. VRMERRITpitE pEm bﬂfdiﬁ:ﬁr%uﬂ'ﬁﬁ%aﬁzatﬁbtﬁﬁn@'§tqa/e fenRef or
whi ch thg g ﬁt%cﬁﬁgt Pﬁer€8F19QHF %g BrGQagucﬁ 'n'?gb@ Ié\?tr nﬁ(f% usage

st atus 88, e cunul atrve time o repro content using
this LD podges et Usercarﬁrenmaaname riep rexchread Wheh%@qm’fesmatntdamept i on

Ko O BN T B o R Bl o val G it bR b v
{3740 hordgeturdplasuetiat 3208 €1 ST g Aol RS, 110
return the content cannot be reproduced in other cases.

51405: When it is judged that the content can be
reproduced in S1404, the processing goes to S1406. When it is
judged that the content cannot be reproduced in S1404, the

15 content usage/no-usage judgment unit 308a notifies the user S
via the GUI 313 that the content cannot be repfoduced, and ends
the processing.

51406: The content decryption unit 310 retrieves the
content which the user 8 wants to reproduce from the content

20 database 301.

51407: The decryption key acquisition unit 309 acquires a
content decryption key 83a from the LT 80a associated with the
content which the user B8 wants to reproduce.

S$1408: The content decryption unit 310 decrypts the

25 content retrieved in S1406 using the content decryption key 83a
acquired by the decryption key acquisition unit 309 in S1407, and
the content reproduction unit 311 reproduces the content
decrypted by the content decryption unit 310.

S51409: The LT update unit 306a updates the details of the

30 LT 80a used for reproducing the content. To be more specific,
when the content reproduction unit 311 starts reproduction, the LT
update unit 306a starts up a secure timer to manage one
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10 flag 845 to "Return required". Mre specifically, it sets to "Return
requi red" when at | east one of the following are true: 1. A val ue obtained
by subtracting an original usage status frompermtted reproduction tinme in
an original usage rule is larger than ( > ) a value of permtted
reproduction tinme in a 15 termnal usage rule, and 2. An expiration tinme of
a license effective period of a termnal usage rule is set earlier than an
expiration time of a license effective period of an original usage rule. On
the contrar when th xi mum of the remaining usa 20 rule is .included
in the tE‘??ﬁy‘?ﬂPCE'%éﬁr %,C%‘}?é“yba\ﬁﬁéﬁqrhéh@aFH@aEitéYﬁe‘élsﬁgesUBWacti ng
the origj f At p i i i n

o g1 el e O P TS CPReeht ey B Eafy it on
tine in ohe tienai eheckstiyeshdld and the lékei r Amdrwhieme tbe copténtésse

ffecti ' f 25 the t ' le i t ti

i of (BB ePOERSe &1% cblnbe  FAFT b3 SITAE ofinlf n3PCas R PENSS  HHe LD
genersat i pRogassirf b fseteréiremting! e Vapeeof ¢he Perhigtédhimbdyoofet urn
required’. The LD 80b is sent fromthe right managenment server 20b to 30

t he usereRFFHELIOTEH 822/ inHdautEr8@arlynal”.30b reproduces a content using

this LD 80b, erm ther._th Ob.,is t returne t he
ri ght nanagenea%?‘@?r'ver@@g% eﬁrpéenLg? '%a%gghgﬁg’ %}_{es ITTEJ%SHYUSHBé- érgjbo? eturn
flag 844emadutbs tve ifyhetlirmiderateuprotbsyg GBretdbrind thealysggaupht 26b

is a nmeapns far ,anal gzi ng the details of the LD 80b returned fromthe user
t er mi nal tRBLFIGNtTIBANAIRASNE §RIYER7208pAst €8letBgddtaiand gndsethe cense

dat 22 ; qqegj [ er term nal 30b or returned
fro%otzheaﬁggrgﬁtoter{:?ﬁwlﬁgr 3 aH. Ihéﬁ:?gg?ﬂ%%sérgfeﬁe update will be expl ai ned
| ater. The conNexitcabhedd peturfladetepriccesssofiStii 1 0énusigr 1D widrisé nal  30b

via the transm ssion channel 40. To he e specific, the communication
unit 28, emr%'ﬁ“%i %'EQ%@W&“E’JH qfnPtQ'Fgge for communicating with the user

term nal 30b vFgy.t 8 tiskaBSFHHRCABrENSNERIind0thanal egHeglo Sueh as a
LD issue requesf;gg 70b and a LD return reqtljggt tggb%sent t?%én taﬁeﬁieseﬁ
t er m nal r@éop;n/dejetet presesaeagsshovdenin fFigat ildh uMNoteXhathehig LT

opon 3 ner St/ iR ditfeess & PibiedBSites iad SoR R )T il is " ™

gener ati galidnot db tbordthanusee LRBONA0 BYE. right G £FeMENCBRGEr
comuni cation with the user termnal 30b via the SAC established 20 bet ween

t hem af t éP3cAEdQIEtRgtiwbespivis itvalédt or response with a session key.
Next, the specghicgStrgetdl @l L+ ip % uhff B0 eXqMildd WifeRS)! §f ned.
not the present time has passed the end time, namely, the
20 expiration time, of the LT effective period 821a, with reference to
the LT effective period 821a of the target LT 80a. When the
present time has passed the end time of the LT effective period
821a, it goes on to the processing in S1503. When the present
time has not yet passed the end time of the LT effective period
25 821a, it goes on to S1502.

S1502: When the present time has not yet passed the end
time of the LT effective period 821a (No in S1501), the LT update
unit 306a judges, with reference to the permitted number of
reproductions 822a of the target LT 80a, whether the value thereof

30 is “0” or not. When the value of the permitted number of
reproductions 822a is not "0”, the LT 80a can still be used. In this
case, the processing is ended without returning nor deleting the LT
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Fig. 24 is a functional block diagram showi ng the specific 25 structure of
the user termnal 30b as shown in Fig. 18. In Fig. 24, the user term nal
30b includes a content database 301, a LD database 302b, a term nal
IDterm nal capability storage unit 303b, a LD acquisition unit 304b, a LD
return unit 305b, a LD update unit 306b, a return flag judgnment unit 307D,
a content 30 usage/ no-usage judgnent unit 308b, a decryption key
acquisition unit 309, a content decryption unit 310, a content reproduction

unit 311, a co ication unit 312, and a GUJ 313. - 48  The content

dat abaseB981 iéﬁgﬂ'b‘%@é %&?Bﬂrﬁﬂﬁﬁﬁi H’(}Jet"r?Sd@o‘H%Eh? RREMIBEdNsMbBat ed

from theof pRIRRH (R}TV1§E §F2a TS D #a§88856n 3828 1isph R secure dat abase for
L g

managi ng LD 80b i ssued fromthe ri‘ght” managenent "server 20b. 5 The termi nal
| D/ termi nal caPabi03:t y Thteorege rufiiag podgnseot esnind Zmjydygks whettheal | D

for ideng,fyi he user .term nal 30b, yni guely ut also stores in advance
t he capab??%/lt-c%éja tr}?ee(&ép & If m%ﬂ:p gﬁ@ﬁggemwew%@ﬂ?érm nal
30b IBas apgesurRoEMAth rTérahrihes thie rbEuFRIfRGERL 3826F Eﬁ@.ﬁﬁqg]tew store
data. 10 The LD acquisition unit 304b is a neansS for acquiring e LD 80b

from t heBPidght management server 20b. The LD acquisition unit 304b acquires

the LD 80b b | 7 ing it to the right
mnagenent. sor 1r080BIO s ki Tl reRrofatl Y R ek k00 T
st ruct ur tRetutheddquiredtetheqettirn’fla gfudy et binit B0 1Y jacige sithpen unit

304b. In Fig._25 the LD issue request /7/0b includes a LD issue request
i dent i fi@?e%%ﬁ%@trkﬁ—ﬁﬁ'%ép be returnedlockhe moht managearenthservapability

75. I h i i t gt e A i nf i i jeati t hat
(i 480 206 P ABHCAEFATRED' A5 5155 1< S8y (™ RE TR FOMHER 5"
the ternmitnaldg®&s dhaththeit@r80ardoesinGOnedd th xerdsurhedLid tiseugghequest

70b i s descri bed. lF t he CO£ ent |D 73, the content I D of the content which
is 25 refldAROEMNERI G VEE 80b to be acquired is described. In the

term nal capabShidou.7SwhER 18 fLaded AP SOS UM |7 60 Ttbddgdvance

inthe termnal IDtermnal cap ty storage unit I's stored. The LD
return ubpt retsmed o tbaensight managemertDseovet 239, tithe LiTgretuamagenent

Ui ZBhosdBE SRR PIBGTHY PR ik TR S AL 55,
20a is executed.

S$1505: Whenitis judged in S1503 that the LT 80a does not
need to be returned to the right management server 20a, the LT
update unit 306a deletes the LT 80a from the LT database 302a.

20 Next, the operation executed by the user terminal 30a when
returning the LT 80a to the right management server 20a (LT return
process) in the digital content distribution system in the first
embodiment will be explained with reference to a flowchart in Fig.
16.

25 Fig. 16 is a flowchart showing the operation of the LT return
process.

S51201: Upon receipt of the LT return instruction from the
user B via the GUI 313, the LT return unit 305a generates a LT
return request 90a in response to the LT return instruction from the

30 user B and sends the generated LT return request 90a to the right
management server 20a via the communication unit 312.

This LT return instruction from the user B includes
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Fig. 26 is a diagramshow ng the specific structure of the LT return
request 90b generated by the LD return unit 305b. In Fig. 26, the LD return
request 90b includes a LD return 5 request identifier 91lb, a termnal 1D 92
and LD 93b. In the LD return request identifier 91b, information indicating
that this data is a LD return request 90b is described. In the termnal ID
92, the termnal ID of the user termnal 30b, which is stored in the
terminal IDtermnal capability storage 10 unit 303b, for sending the LD

b i i bed, | th b d i
desor | bel i Mation SpeATRENGET. Bha WhisR tHE uSdle dh W BB SEL N he
details p§ ddmgé!iaigﬂ@t;];DT@1b;@,rf@h%m<ﬁlébpi onNg Héhﬁ'@%%tréeﬂnéé sP&Pn
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status 88 Figt hd, fOrgommplenshei usenfs acticks a ERebdurtLiTdrbuittoer 55a,

duci ent.. The turn £l | ud nt upit 307b i.s_a nmeans for
| Ghgtng- ARG RefectscBhs ECBRB.tETeR B8 WA TR r ! in PSRy pin Rk genen:
servey 20Ps @0aatowedhin th@ren%ﬁacbéd@mal%ﬁggt At Nt frgn2Pn 844 and
the on-right-1apse return flag 845 in the LD 80b. The content

usage/ notfagéd'er?wwnUrﬁqrem‘eaojtmlnvmrt&nwhitcheismiuate@éw e |
| ; ' v ri an
Lhe per nEfieRy 1 hicERR ETPRERIEOIASRUCERTEE donfFiteE PRECBIGMG T° e

LD 80b. P6& thiwe LForatenn instyacbionsadermidginddt stordd &Qﬁhej ttﬂgﬁfnélhm t he
content can be re ed when the present_tine.is within the |icense
ef fecti VEE‘%@Q%(H”Q;%%@I '$ ﬁ@?\ﬁdﬁ Qeteg'fnt’}é] IR 94 Hathgddgeetur 18q9ests | ess

t han g heg_wgbhb@stéan%@grlgtcﬂkwfefwu%?es%,ﬁ]ﬁa{aa% H’rtidbﬁtﬁl&?&fﬂiﬂtﬁéat the

user term nal 30b has unction so e conten
usage/ noLlisagéuynddgnebtuchion I08m chime acpeirr eSt his psekseas @i . 9Bhe t hat
when theréjggéc i(\a/rerl'ny.nal 30a does not have a clock

Note that when sending the LT return request 90a, the
communication unit 312 of the user terminal 30a and the

15 communication unit 28 of the right management server 20a
establish an SAC.

S1202: Upon receipt of the LT return request 90a, the user
identification unit 23 of the right management server 20a identifies
the terminal ID 92 included in the LT return request 90a. It means

20 that the user identification unit 23 identifies the user B (user ID)
who wants to return the LT 80a based on the terminal ID 92
included in the LT return request 90a with reference to the user
information database 21.

S$1203: After identifying the terminal ID, the user

25 identification unit 23 judges whether the terminal is registered or
not, namely, whether the terminal ID is stored in the user
information database 21 or not, with reference to the user
information database 21. When the terminal ID included in the LT
return request 90a is not stored in the user information database

30 21 (Noin S1203), the user identification unit 23 considers the user
as an unauthorized user for this digital content distribution system
1a and notifies the user terminal 30a that the LT cannot be issued.
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-50 function, the user termnal 30a may be structured so as to judge
whet her the content can be reproduced or not based on the permtted
reproduction tinme 872 in the LD 80b by overriding the license effective
period 871, or judge that the content cannot be 5 reproduced
unconditionally. The decryption key acquisition unit 309 is a neans for
acquiring a content decryption key for decrypting a content. The content
decryption unit 310 is a neans for retrieving a content fromthe content
dat abase, 301 _and .decryptjng,the, 10 encrypted content 62 usi t he content
decrypti O bé? 3 %\rchéinrded Beh ﬁéed@fmﬁf‘?ﬂoﬂm@&ﬁ‘éaﬁgi Ly Eﬁ‘%ﬂ-glfjﬁ?{u@ﬁ)g. The
content reR(uedHcd0eNsuWtidredlin i ' G

decrypt ed@qt; t he content decmgﬁifﬁ%ﬁﬁﬁfgimégﬁgoﬁggI?:agﬁgg\l/i@re%sem

out put t e8 1f a e alser oidentifigpitign 18nihe2 dofaastiresowhei rugere ¥ gures.

sorver THRBEHARRY WLh, o el A80 SERSRY LFRLLSEraiR S 2RentEhanne
40. Bo banatysisspaft Pi6ma. the comunication unit 312 is a conmunication

interface that 23 communi cates with the content server 10 and the right
managenent ser9ébp UROM FeCeiRhohitEs UreEAbhakkhag!sends afo e

s - €.and: 6 f - d LD

505 sent O e bioeRLiFoRtiB AR 23 EneCeF Adelsls i Rea u ey Shnelngr

dat abasetBOLT irelulddd atqhiesiT irebuonireqiedt 26aatwh birer&diriddd dronper form
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i d di h | i, I t,
70a genePAERd BTN BondhR 399R AN SUSDARE 9R3LD Tet Ben MetRest 90a
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carries out cipher comunication wth the right nagenent server 20b
vi a t he Spltimsraguieshilaarnviksatries@sathe usage yightniDtihel atdedememe i oned

request s, and-hesponses-W t h, a.sessi key. The GUI .313 i.s a user jnterface
utilizi _nbft'a alll-'a?dﬁl C 1 n‘_i':'f'?l}’r‘ﬁ_'-séin'tof%? %‘%ﬁ%ﬁ?e?’v,'aﬂléﬁf?r?ﬂ‘ée : h&@l on of
the di gi tshgeorigtittdaltshas8W2 HNWAHSHHIP dhe Wddr 839 iRrentafigedin S1rAg2 a LD
acqui sition process in which the user termnal 30b 5 acquires LD 80b from
t he ri ghhohdmabenvsagediigbt 2Paiidentified gvith themsage dight IBuvhoch syst em

1b ki th jdeat il [ it f { fl har t
o iy, B PR hsfbierol, TR i Usist, 1 AR Bofdihoe O
acqui si t rightpP2@esas d@enlofithe exaegimatsofhene LD dridlystS.urieragxanpl e,
when the user ~i clicks_an "Acquire LD' button 53b, and acquires LD from

among t hiH gasdhatythe Lt 6ABPE TetHENEENt R the athes handdivwpeaytiein a
1St Torisgn Bheiddy A Sld kRS PaNAIQhiSIAN2BE 7 dULE Rnbt il ¥t ed by

the click to seleci the conteht da reproduceé, the LD
acqui si t canniotsh e uwtuoneidnbeadiusg theredstreothing tdé bdeesatretied cont ent

data s inputt the LD i Sifi it 304h via the GU 313, and th
Che20h acant's: Sk Db g I8 A Sl theshe bl GAsth & BereetBnad i oi {1 on
i nstruct a2 04 othéNa BaRly2Q (RiVDeal ABtEds BAe yddeténdRay st d kRgt uni t

304b generates a LD issue request 70b and sends it to the right nanagenent
server 2btnekTacanpotdariatucnedn @ ttheiothezbend, whes, itdstjedgedin| D

pre-stor j t i I ermnal capabilit to nit 303b is set
as the tg(rir%wnﬁltth% &&@l"ﬂ‘a{:ﬂ@% rff?uirggﬁi; 'Ee%%%%tJWgB ézgﬁf}t]o the right
nmanagement serge¢R0®b, TheonTerdndlpsigclinded6a bhalyEeacenbsiltii ®oa .
instruction fromthe user J3 is set as the content ID 73, and a term nal

capdt | i ticlpdedintee |h neternerefivast A9a candnetrievesithie pestvitte@ uni t
0o et SBmBEL Lo Bl el ofPaRay cifed o RN TREAA! Mle!fndP | 2ot
of the rright vpdagenenit 22aveerf20ns dert pfoesssimg bEintremdmtingctivded in
the permitted number of reproductions 2226a of the usage right 222a
identified by the usage right ID 2221a retrieved by the LT analysis
30 26a in S1204 by the value of the permitted number of
reproductions 822a retrieved by the LT analysis unit 26a, and

decrementing the number of issued LTs 2228a of the usage right
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-52 received LD issue request 70b (S2002). After the identification of
the termnal 1D the user identification unit 23 judges whet her the
terminal 1D of the user termnal 30b used by the user /3 who wants the | _D
80b to be issued is stored in the user information 5 database 21 or not
with reference to the user infornmation database 21 (S2003). Wen the
termnal IDincluded in the | _Dissue request 70b is not stored in the user
i nformati on database 21 as a result of the judgnment (No in S2003), that is,

wh th ~3.Cannqt be 10 identified, the puser identification unit 23
consi der 22276 Disel 1 3 1145 (RERRERI N GetN STEasa% AP RGN Watheino!

distri bukeprodiietionsth ook ald thes oiNAvYSH] is€igidied md th8od DRekD

cannot be issued. On the ot her hand, the term na ncl ud :
LD i ssuearranewedreffactive gprardod n ornde asea se sitberaunobedaifalssse 1T Yes in

Dok N e BB bR R B ST i A el o
acquig edtiigsrall®wsUapnigReeidtt aofT td@a Used & BH4E Qs thse Wethédentgda cation

unit 23, the LD generation unit 24b judges with reference to the |icense 20
dat a dat Bghweevil RHedy phdermiamds QEngedsby the usel sdued or not

S2004) . Thi | nt Al I ' 0 et her
Lhe ueer 1D nobted7T bartathedsdoliione ot a K WPt HE e
st he LT conae it o e o o < T o S T Al i i ed

t [ . [ is effective for e content identifie
\C/)\A\A?f] t h:ueléi%t%g#te'n gﬁ%gén&qme ¢ Msage bt datahaped290s. executedor e

speqigic i e j unit 24b first judges whether the user ID
not |qf0|c edwfﬁéﬁn'kﬁe@maggralézj%%q'fication unit 23 is stored in the |icense data

dat abase 22b oFigiol7 Mhenflolvecmatt EheWiugethéEBUBreUOim,oftﬁae|u_§a%e
gener atl o tddlite Br0c 4998 HERRR Figie1b! CNSEe PR thechesqadight
delete process is a process of maintaining or deleting an updated
usage right when a LT 80a is returned from the user terminal 30a

15 to the right management server 20a.

S1301: The usage right update unit 27a examines whether
the present time has passed the end time of the usage right
effective period 2224a or not with reference to the usage right
effective period 2224a of the usage right 222a which is a candidate

20 for deletion. When the present time has passed the end time of
the usage right effective period 2224a, the usage right 222a is
unnecessary, so it goes on to S1304 to delete the usage right 222a.
When the present time has not yet passed the end time of the
usage right effective period 2224a, it goes on to S1302.

25 S1302: The usage right update unit 27a judges, with
reference to the permitted number of reproductions 2226a of the
usage right 222a which is a candidate for deletion, whether the
value thereof is “0” or not. When the value of the permitted
number of reproductions 2226a is not “0”, the usage right 222a can

30 still be used, so the usage right 222a cannot be deleted. In this
case, the processing is ended without deleting the usage right 222a.
When the value of the permitted number of reproductions 2226a is
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included in the LD issue request 70b is stored or not. In the case where
the license data is stored and the term nal -53 capability included in
the LD issue request 70b indicates that the term nal does not have a secure
cl ock, when the present tine is within the license effective period 22241
and a val ue obtained by subtracting the original usage status 2226b from
the permtted 5 reproduction time 22242 is larger than 0, nanely, the
permtted reproduction tine remains, the LD generation unit 24b judges that
the LD cqp,be issued. lgbj: in the case where the license data is stored
and the tﬁr'rdtngp €é&al 5(3; i ndi cat es that the ternminal has a secure cl ock,

when the presesé3to3m "PhEaLisktle LaRc  (BBB! 17100710 ddThiRLel BRe! | cense
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li cense data aS330%: edfligt Hhendisaee niphihupHate pedd bla coompletes!icense
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| | cense uatmmabpreeegstaomwea@ri hetlde eosthd Ws¥4ltanidinde3eent ent | D 842
b&e} | i cense gé%}d%e ?&gf the LD 80b to be issued, stores the content
dec tion keyS hderabiden oK 305enefcdir &ﬂerdéerwnad)ﬁ@@y 89 of
the LD 8 i od and
L5 sihcenen s 1 b st S5 ld g g o
rule 85 bhetdmminbuditatiandusitoB&2,tdved atelgitealthes AYBGa avhiciofis tthebéi cense
dat a 22219e urneg f 'rﬁ a_?l tlfagaetéslgggg%ggaqf 5‘ %nLDtr?ebLT return unit
305a notifies the user B via the GUI 313 that the return of the LT
25 80a is completed, and ends the processing.
S1210: Note that when it is judged that the LT cannot be
issued in S1203 or S1205, the LT return unit 305a receives a LT
no-return notice from the right management server 20a. In this
case, the LT return unit 305a notifies the user 8 via the GUI 313
30 that the LT 80a could not be returned, and ends the processing.
As described above, according to the first embodiment, not
only the load on the user terminal can be reduced, but also the
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Next, the LD generation unit 24b sets the term nal usage 20 status 88 of
the LD 80b to be issued to "0" (S2102). Then, the LD generation unit 24b
refers to the rule table 22c which has been explained using Fig. 22
(S2103), and sets the term nal usage rule as the term nal usage rule 87 of
the LD 80b to be issued according to the referred rule (S2104). 25 After
setting the term nal usage rule, the LD generation unit 24b executes the

i mredi at e usage fl agon-usage-end return flag setting process of setting the
i edi at e usage flag 843 and the ogn-usage-end return flag 844 of the

| i cense s a@PQﬂ%tPﬁe'sL@)C@@%S@ Wi gshu'éﬁ‘% r&%@@V%Q@US@LIQfe%

(S2105) @b Rde ?ﬁ?&%%%ic{rﬁ‘%rfﬁ‘hr P@ghé%@%‘?éitgé%é‘ iﬁ#@ﬂn%t‘ﬁéﬁf‘g
process of setting the on-right-lapse return tlag 845 to a predeterm ned
val ue (S350@) and H3us it ganematat dapamddol varibe s tygresi of el viibes fob5

i i _sh in Fig. iq. 30 i fl
Crovd no contes MBadd, o h Hadtiohntan dogbint fr costentaadadaig Bl ola {1 ag
settisng @aeRasSef HHAS) the ﬁpﬁwa!hfg?@me%% sarvag &B\gg&?rr@g{éwargift 24b

first judges whether the LD to be issued should be used imredi ately or not

(S2111) . thai effeclieeriodnadd passhiabedt Heet of nthval usagebirighty dmcauded i n
the LD i 1L 0 e the LD 80b is used inmedi ately
because ?%’@%Hﬁgﬁr@g’%%|‘f‘%’§é§%hfe“%2§$err erm nal 30b indicates 10 that
it does not haNete tertlitehgd tder ¥agp|an&31dd )the BesLhEEBS ehapR Uit 24D
sets the_ln)}edl ate usage _flag to "ON', sets the on-usau%_z-end return flag to
"Ret ur n &l FedescsMad)in she kEtrathen: eeguess MPauthiiethe enbing b Fi g.
29. t t Rek n t - 1

T o QoS A0t BRREy< PR 16 2 MesctBR BNy Pl hd

i ndi cat easséatiail tparasofathedd; sudhoak dMy tme ET103agethdel8Rgemagthen unit

24b judggs V\hgteggr or not the LD should be returned at the end of the usage
(S2113). §RFE judgnment is made based on the details of the on-usage-end

return flag 2 i { i t LYl &t t he
end of the us%@(’?@s@%%ﬁ%ﬁeﬁl:go?_%agg\r%?gﬁ gﬁaé% ';lﬁgjt% élge%]gﬂ}%ae
i mredi at @s db&gpumbgriaf USES, puteit smidyebenanyanhemdsageurnle saght as " Ret ur n

reqyired” (S2114 and returns to the subroutine as shown in Fig. 29. On
theliét he?uﬁ‘h"ﬁé?t'\%ﬁwé’r?q%%%f_@qs not returned at the end of 25 the usage (No

in S2113), therlRragamabak) Ofh WHé Aitbt Sehtbddmmieredbaly Hﬁégﬁgféi?@dto

"OFF", sets the on-usage-end return flag to "No ref_urn requi red” (S2115),
and ret UNHENREr 10k repsosuGtiengsississanredninFithe 49, issge saquesk 70awchart

showi ng ouf i i, N Lh n-t L ght.-| e retucn. fl tting process
(S2106) Ig?'\:vvs 0%1 :f{n Efagy 95 esfﬁgcﬁgég%ngbattlﬁ Lﬁﬁﬁa@!ﬂﬁyj Eﬁ&i’gm\ﬂl}éc?rﬁer t he
maxi mum isfdi€8hing tdapaleititynofica teageinall @pparatlatwlidiadsdimioii/ee ofi gi nal
usa % rul e 2224b and the ori gi nal ;_Jsage status 2226b is_included in the
ter%l hal €24 dﬁ rq.fIa&OtherﬁHt ‘{%ﬂ%lf.Or\/v%ﬁam#é’efmkﬂfﬁﬁﬂ‘é\t'qrhe”}@ﬁ@itm%g usage
rule is i FMhi M) : ' t LD
generati\@ﬁ‘teutr?i@? %qggﬁgh?ﬁg&ﬁ]ﬂ%ﬁt ilélsgggéé?étau\&% ?aégég'ﬁgeléra%%’eBED 80b

t o " Ret uimforswatioadindBxiiay, wirethert it ns equippediwithoat imeaas $bpwn in
Fig. 27. ts the on-right-la se .returnC{jlpgﬁ)BAS to "Retgbn required” in

It.
or der tosgc?aréﬁ e AHE Ay SEI TR JRCHENG I8 iS; S&E (9240 irg8hLr enai ns
10 becaugffolrhfatiBn3Oindisg@ntnld! sehd¥er aphatatuse together with the

25 desired number of reproductions, and the right information
management server sends a license ticket to the terminal
apparatus by including license ticket status information instructing
how to handle the license ticket on a user terminal (for example, a
flag indicating that the license ticket must be consumed

30 immediately without being written onto a recording medium) into
the license ticket in accordance with the capability indicated in the
capability information sent from the user terminal.
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On the other hand, when the maxi mum of the remaining usage rule is included
in the termnal usage rule {Yes in S2121), the LD generation unit 24b sets
the on-right-lapse return flag 845 of the LD 80b to "No return required"
(S2123), and returns to the 15 main routine as shown in Fig. 27. After
generating the LD 80b to be issued as descri bed above, the LD generation
unit 24b deletes the license data to be issued fromthe |icense data

dat abase 22b (S2006). In other words, it deletes the license data which is
the source of generating the LD 20 80b fromthe |icense data dat abase 22b.
Note that the user ID associated with the |icense data to be del eted may be
del eted togeth ] HEssfydata fromthe |icense data database 22b.
Af ter deletlnge%ﬁe Ppcgﬂigbgata Qhe LD generation unit 24b 25 sends the
gener ated LD 8Big.t ol 8 hés uaerbloeknidialgradn sh@wimfg canmovenrticon ofig 28

(S2007). Note that th b.is sen eleting the license data here,
but as aCQth&frattho'afo tahg'g @M&@?E@&?ﬁ% q:'ﬂ(P]'é SIYI§%§@B 1R Bes &Rl ed
afters seeﬁwgdimritDoBQhetprébén@ﬁﬁ&xemrdﬁ nal 30b and 30 receiving a
nmessage fromthe user term nal b of its receipt of the LD 80b. In this

case, LD 80b céﬁ HroWs §3Jdag- sJe&uthyd@éaﬂ canaeaashsﬁh@wlmme;memb is

The t1andfl Beitn Lhdnaoa s ons AteRBoripor diBEERRItioH el Bonfsont.

fromthes sgdamfr@ﬂ reatinge coply righty ion tbﬁtéﬂmwlcngtmamt tdu il
(S2008), LD acmgulm SI cr)%,sun?{y 304b of the user term nal § es

‘“ﬂet rer” W FE) uSageYPrag BYaa soniento dighiibutonow Cbe0ds Vnen
t he Sg‘})@%@é{f?ﬂf‘cdrﬁ PRt B e o Usel) eag,lrad,sggs?dt,gé b Bgehudgment

(No in t ha he I'medi at e usa

t he LD aoquihse tiser smeqummcsermsesjathe%bc(d'ie!mnlalbtéﬂblscm refieridd dat abase
302b (S2010) Ag that, the LD 10 acquisition unit 304b notifies the user
/3 via tR8 &P %tal{%‘@,‘saEﬂUF%M % ond ebavginal Heppiser dataand

ends ther&Pr@s@Htitid itAR B58§@SPight managed by the content distributor

a« for every content purchased by the user B, so that the user can

15 use the content within the limits of usage rule included in the LD.

The digital content distribution system 1b includes at Ieas.t one

content server 10, at least one right management server 20b, at

least one user terminal 30b and a transmission channel 40 for

connecting the content server 10, the right management server

20 20b and the user terminal 30b so as to communicate with each
other.

The right management server 20b is a computer apparatus
which is also placed on the content distributor a side, as with the
content server 10, and manages content license data for the user

25 B who receives content distribution service. More specifically,
the right management server 20b manages the original license
data for each content purchased by the user B8 so as to distribute
the original license data managed by the right management server
20b, a part or a whole of the license data, the content decryption

30 key and others as LD80b to the user terminal 30b in response to a
LD issue request 70b from the user terminal 30b, or receives a LD
return request 90b including the LD, an identifier indicating the
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On the other hand, when the innmediate usage flag 843 is set to "ON' as a
result of the judgnent (Yes in S2009), the LD 15 acquisition unit 304b
passes the received LD 80b to the content usage/ no-usage judgnment unit 308b
wi thout storing it in the LD database 302b, and causes the content

usage/ no- usage judgnment unit 308b to execute the content reproduction
process of reproducing the content associated with this LD 80b (S2011). 20
As a result, it is nmanaged so that LD 80b is stored in the LD database 302b
when the_ user termn 30 as secure, clock and the ired LD 80b is
consunedr?mpgttgleyﬁgaﬂ i{]"%lé@se EEH”MB"\}S $5&k %F'@'eﬁggﬁb 590“@&9%3

t anper i ngheflidaaps@@ig.on tinme or LD on the user term nal 30b can be

prevented. 25 On the other hand, when it is judged in Step S2003 or S2004
that LD cannotThe usetietermieal B3Qkqis 9 tG@mpudier appanadusi wisich D

no-i ssue [£etr { 1 ght g t ver 0 dn.this case,
the LD a%%ésqtphnctﬁr% p‘?ss%tlb%no I ?egrﬁ?ﬂer%g‘%a'&%/%%&%&?ﬁe%F”gféq'I"uat t he
LD 88b ceendicebe Moxe spdcificutlgntsetiise S@eprinas S0 sdWds o Bahtéhe LD

i ssue rgg_uest 70b is sent via the SAC established between the comruni cation

uni t 3120istriigtigacrequest te dhg gantaonb sgrverid tomassivatdiskribuitions of

the ri r 0] Ve Nt I i I\QCESS I n
whtcn rirolRGIRE EBReRf Siver B0ttt ie S} 80D SRHE e u8E: PO S

di gi tal Eheonightt misiagdrtdrnin sateam 20bofforhestrgonteerdmttiemntad! | be
explained with referen to the flowch%rt of, Fi % 32. F_ig6 32 is a

f I owchar tESHATNY € e g@&%‘?i%t‘bfepﬁe s Ehe cPateadithdR tb‘ﬁ‘o'd@'%? On a
MeNY 0SCr §LtheS UEHYE rduleFirkiudfed figr g@gam' soHep é@nﬂgﬁﬁi“gﬁr ﬁéguﬁjl' cks a

"Reproduce content™ button 54b, an ects one content e wants to
r epr oduckequest Sindot the doghtmatage B@ it seeder 2Qhe content dat abase 301

di spl d i | i.st the. t ent duct.. t sh
hero whi ch i s BYTEMAY LG dLOiAT Gordent distablitan.ey S mMeha iNthg on Sab,
the 15 cApsenénTEpdRAEati ¢ stHRictuekdod NHadivhe Fﬂi'ghﬁomﬁhggﬁneﬁtthe

sel ected content data is inputted to the LD acquisitfon unit 4b via the
GU 313, sefver A g scodt entpadpeodudvhote mfothe susagexadet fwhmUtve

cr 1915, SoRReCERA R4 g TSe kLo abe i hnodte ot e isidener

there exreqeaeshd0d) $00 thesuséptedmihah 30w reprdaltewd ebntBAt Weik@hin 3 want s

to reproduce.in th éhD dat abase 302b or not éSZZOl). When there exists no
ﬂb?g @ @Bdtun

desi red _ HRits Oc%h ¢ HspaQyade o5 theobT 8 Qa_l!ig_ég@@ldlMe
j Udgm?mr&l@,taﬁg%é’ﬁﬁﬁ%rhg_ettﬁgg_ bﬁtﬂd RIII\BS%W?S e il i3 Pyﬁ%tﬁﬁ' B)304b’

causes the LD acquisition uni to execute automati cal the L
acqui si ttla rpgbtenanagerheind sémidrma2Oan t Ba tiveastiidrshaind) thedégitads shown

i ing. 27 (S2202 d j.ud th t he LD 8Qb |d b ired, 30
not 208 880 0 endist LY AR5 05 VRSN | LDt naCCBIatIs ool o tist et red.
(No in S@&O@édim%tcenkmgnfmwmff&@ﬁ iNQa@EfBltlé\giiGﬁg;%Bb 59 - notifies

the user /3 via the GU "313 that the content canno eproduced, and ends
t he content repiddlBtison @ragess. sitnwing theestrunturakbifeaturahaf there

exists L [ L X 302b (Yes in S2201) or when acquisition of

the LD 8@@?5' §B§ﬁg®§e@§gﬁ%’3ﬂz&§cﬁ?ﬁﬁ"t ﬁé LD acqui sition process (Yes in

S2203), the conswowaaneit%gq-ygagnejmgamﬁbnagémw&bsem@eaow imtef erence
b whet her the content can be reproduced or not

(S226%) Gigital | Gaghent Aistrdbuetio -
. j GapRent distrietign rsysiednentlk heldse ascéicenss rdatave
period 844 -andskeppes s EdahePriginNgt 'Whge rule 2224b (10 hours, for
instance) and an original usage status 2226b indicating the usage
status on the user terminal 30b. Upon receipt of the LD issue
request 70b, the right management server 20b cuts out the whole
30 of the original usage rule 2224b and the original usage status
2226b for LD 80b to be issued to the user terminal 30b which has

sent this LD issue request 70b, namely, deletes the original usage
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10 tinme 872 in the term nal usage rule 87, and the term nal usage status 88
in the LD 80b. To be nore specific, the content usage/no-usage judgnent
unit 308b judges that the content can be reproduced when the present tine
is within the license effective period 871 and a val ue obtai ned by
subtracting the value stored in 15 the term nal usage status 88 fromthe
val ue stored in the permtted reproduction tinme 872 (this value obtai ned by
subtraction is hereinafter referred to also as "remaining term nal usage

rule”) is |art than "Q". In other cases, pa n the effective

peri od ofuﬁg%L%QO%nQa&%ﬁﬁ'gé@aﬁpsﬁﬂé §t?§Ug§i%ﬁE?ﬁ'i°r@ the fierMS@sage 20
rule, th n g - J e ni j a cont ent
cannot bgaggpgggﬁgggé 3&2ﬂ ??ﬁggn?ﬁﬁgédnrﬂgtk%ﬂﬁpgﬁﬁPe Cg%ﬁo%etggr

r epr oduc28b( gienierasea s termiaal a1sage fiudg 8 dddmboiuryfor iRGTanLadgasd whet her

the valu n-right- tyr,n fl LS "Return required" or_ not 25
(52231)_S|?éE%ﬁ39§|ﬁéégg SkgPﬁgtégn%peﬁuwﬁgdtqrUH&EQBﬁ?énga§§ggérhd3usage
j udgment ppatetéadhnedt rilesvhed isAling thiea LO'B0B) adkB didledsheheant ent
cannot be reproduced, and ends the content reproduction process. t he

cont r ar yon£® theeLD80b oy itrdsgug. r eduptaer wards: the dduiG0Hyis esuadr et urn
Csooa2y, M AcplBler VA sotickBel) Wikf e ob i) TROBHE FRR PR B0 .y s

when t heoeiidinal ivsagerstatusl 86heamd tHib thamiespi usalgai ileu87- 8Ad the

reproducj ng the content or the Iike. On the other hand, when the content
usage/not%gag@a]Hé@ﬁghﬁtﬁﬁ¥$5§@8b judges that the content can be reproduced

(Yeggn 32205)T51§h6589r%&%ir¢§lc% iﬁ;};%é tﬁ%od%%gngggt b térgggfa?“t

whi ch t he user wants to repro omthe conten ase S2206) .
Al so, thesdger ghatuwsn &Bybycthe samamiunift a80%abhugage o the datatinal
decryption, ke 9 framthe LD 80b assag¢jiated with th ontent whi.ch the
user /3 th'l'lcg}é?g Pgp&&ﬁ@@q%ga%samaﬁa@?@geppﬁ%nﬁﬁioc‘mﬁ éﬁf"’HB@llypti on
uni t 310ysigelpale rgzeand 2het REreARRENISAGET YRIULRD S8 Yof the epnt
decryption Unit 310 decrypts the encrypted content acquired fromthe

content teceiyeck fEom theright managameadrsgvam2@bywsen s2pos)uckmgl t he

con t cti nj eproduyces th tent decrypted, by, the
conpgﬂt §§5§§gf1oAQ§H$t“§i€%%§%2@§§f Wil rgﬁﬁbﬂaﬁﬁﬁfir €&p Fﬂth%ntent
starts, bhigihBI uRdRje rune 853800 thddrtgihaAt isagé R atasi@e! M MPdussion
time has reached the permtted reproduction tinme or not (S2210). This

j udgment US€r méBEMIASdd 38D t BENEKS: nkhe ebDy eBPbdUraYie1a t Bned®rble-hayae
t erm nal i B ' t dth
o Moo st ks Pl bdte yRRlenidit SSORRR ol AP 3P ReRrn2nd LN

j udged besgqdesh 9iet her the total of the cumul ative content reproduction

ti tored in  the ternnal e status 88 and the reproduction_ tjne

ol 02 byt heUPOTer EERIAte S5 adq nEDy HIGIL T, JRAHESE « HRDpothet (aght

repr oduct i i ; r d it L ed
p M@ﬁa{;&ﬁeﬁ? ?sé?*vé?020b2§p%€t@s Ecp%e%ﬁt@m ﬁ%&@gzi%iﬁ;sﬁﬁg”%é

reproduction Tine as a result of the judg updat e
unit 306USpgégasnometien the termihal isdicat®d tyt thetesage statwst idth

d i i h | 313 2211). i i
top r eprothter o RS terpinal teank siEs A0S i Lol HoB crndstorea s 1s
al | oved &galiephad oeegin G@é@énﬁule\/\h?'zélth%ritﬁ‘thei OFiginal e dde stapushe

reproduction (Yes in S2211) or when the reproduction tine hds reached the
per A t ed226b in theglicgnas gt databasejwndep the masageropostaf thet 306b

t t he I 2), i
- epr oducl IR TABAGRnRE S VRE 20he,  nEDS B Pt dilinnge uni ¢
306b updatibs is lebtddéhed byosubbeadtingOtheisetiginal Gsager siteishérdmetigent ent
(S2214). To .be nore speﬁific, the LD update unit BOgb sets as a term nal
usage st 8f1HNgs Y$ROL FMi€ati ve val ue obtained by adding the current

duct | . : . . - , i
reproguctfon e 2006ke Rhdtiona| BGck FFHRIASHBMINF the sheikD return

unit 305b execut®es t on- usage- en urn proces eturning the
LD &b t stnuetureghf themrigbtena nageme mose (82220, aargshaowa irDFigt 180 uni t
304b executes jhe Bn-usa e-Ei htkﬂagﬁe LD return/del ete process gh)

returning the ©B 800YWHi S0 b dNEs L0 RE MafF eament  3RIMEeS HO®o t he

right manpgeRyY aseseerinfObritidnl @htalasae2 15 al RcBARef Hatht HStathh dat abase
302b (S2215), and ends the operation of the content reproduction process.
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Next, the on-usage-end LD return process in S2220 in Fig. 32 wll be
explained with reference to a flowhart in Fig. 33. Fig. 33 is a flowhart
showi ng a subroutine of the 20 on-usage-end LD return process (S2220) as
shown in Fig. 32. The return flag judgnent unit 307b judges whether the
val ue of the on-usage-end return flag 844 of the target LD 80b is "No
return required" or "Return required" (S2221). Wen the value of the
on-usage-end return flag 844 is "Return required", the 25 LD return unit

ranageneht Psat vore 2B BHTIRIRAFTG £, 5500 Utibralfon fuftce b, add "
routine.afalysis ahiteR6na,Lhardate weitUE7i0f at bemrurfiagerondinietagn flag
844 is "No return required", it returns to the nmain routine. 30 Next, the

on- usage@PAgPENeEHse LD return/del ete process in S2215 in Fig. 32 will be
expl ai ned wt f I I i D2 that.this LD
return/del et ehgpgclgésgpﬁ?&arﬂa?gc?léggﬁ? %ngﬁ%fnsgo\ﬂgét‘hseeﬁzLFE‘%'EEF'?H {{t/al id or
not , Sandusetsirregigtehed LEs 86te mbarise of | Uit  dividg e neonteasr \Hst@Bation
deleting_ it when it is invalid. Fig. 34 is a flowhart show ng the

subrout | ﬁ\ésﬁqm k&5 on-usage-right-I apse LD return/del ete process (S2215)
as shown in Fiphe3fcenbe HBcdRfAFHAdW 1239GR §xpMm é"g?trhﬁ{aﬁé%fe?%et he

present time has passed the end tine (expiration tine the 11
ef f ect i viiC@BBR0Eaga1 2 224mfy corfientti pensbasede by ¥bepeisiesd 10 Sl beas

U0 s0n. (S S PRE: Fad plitese ARREnBLaREse) et iscaadpkabase Tote of
t he1lg cem&@fﬁtiwﬁ‘omé@dnwbr{ Ne elnfa PR AeR) ,ustég% L3 ﬁiﬁlat icih§e PO6D

j udges whet her e value of the original usage stdatus 8 n 15 the target
LD 80b hBYreBasedd Byie avauser ofor heagbr nisaged mapnogduct(fon texamgte, or not

Status SRR (Blarbath) P rbY e, EPBYI08 M HuliEint L PR a8 bEFIRY (oo

of t t he/ J;ja::igtrmm lifde . i N\JSEﬁQBP,t wf)sﬂh@ddé dagalrd”ziwﬁdsteﬁQ@kPDe%stgﬁeé{Eem
rn/ del ete process without. returning or deletjn e .

(r)'?hgr haﬂd',mﬁh&w'lenéaﬁwsmﬁt‘ isi 'ﬁ%fueﬁ&§ g%%%ﬁ i@ﬁ%ir@%fﬁ-q isrﬁab-oL t he Iicelnse

ffoeti ! Pt ea o S _ ]

e statns ALt REChR e aAR8) dB0ib ASE A BAITIE KoleMiel WIS 5 55)

the LD soaferemast tbeFigh 28ed. So, the return flag judgnment unit 307b judges

whet her the LDQ.80b rcieeds Ecﬁ be retyrned to the right nanagenent server 20b
or not with reféedde’® & HaNaMSIAWING e SREMTICapEUGtare FFEhg 845 of

the LD 8fben§e384ta ddeibadte 28 & ShoWie iAMFiG. g% | apse return flag 845 is
"No return required", the LD update unit 306b~30 del etes the LD 80b from

the LD dat abas®S3ypaWnsBE5, 2dndheiigense datadatbase@2ménclrdese ot her
ha“%o €l éh.%erw'fﬁn' Zch.lEb \é%ldJﬁc%fnstehaa_tQS‘ZZZb.

The license data 222b includes a license ID 2221b that is an
ID of the license data 222b, a content ID 2222b of a content
subject to the license data 222b, a content decryption key 2223b
for decrypting the content, an original usage rule 2224b indicating
25 an original usage rule purchased by a user, and an original usage
status 2226b indicating the total usage status (for example, the
cumulative usage time or the like) that is the user’s actual use of
the content.
The original usage rule 2224b includes a license effective
30 period 22241 indicating the effective period of the license data
222b and permitted reproduction time 22242 indicating how long
the content can be reproduced.
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on-usage-end return flag 844 is "Return required” or when the value of the
on-right-lapse return flag is "Return required", the LD update unit 306b
executes the LD return process of returning the LD 80b to the right
managenent server 20b, and returns to the 5 main routine. Next, the LD
return process of returning LD 80b fromthe user termnal 30b to the right
managenent server 20b in the digital content distribution system 1lb of the
second enbodi ment will be explained with reference to a flowhart in Fig.

35. 10 Fig. 35,is a . flowhart show ng the gperationiy the LD return

process. y\hen_‘f‘ﬁgoﬁqg}gy@?f‘@cﬁ§egseR€l@EPn%9%a%@l§ﬁglﬁﬂ% rHﬁPﬁr%n@lsscreen
as shownapbvl, Gt cdh Heodetsprihed Aktrdeat §sephdBsSa- YAt Ad hgevgnts to
return fromanong the LD 80b stored in the LD 15 database™302b di splayed in

a list feeptenttaienpb hased pmwbetheedhenusesHdvanditbenticensesdatai vat ed

Cnput 2P, ARCsEE & i Snkniitetse 89ra fatihdfe ag0' SR orthé o
retur i netraleingrussgexedetfed.a 28ridinal caeebetcaltuldted Bawridion the
|nstruct|of?ﬁfromthe user /3 via the GJ 313, the LD return unit 305b

gener at ediffREeDERReEVBENERRANIGR! URATSHEE 2R 4 mitdithe ppigiaalr n

request 0 C nagenent server 20b via the communication unit ~
312 (94@%?9%3@@%?@?@% nal 1D held by the terminal |1D/term nal

capabi l ity stofhgednitial vadGe ofsthsebriginalhesage stadls|I2 28bak g€ UMD return
request enerated_ by the LD return unit 305b, and identified

accor di nggg’o?ﬁ hesy rgpﬁmntq?%é‘t'gf]gtméﬁqgr%ec%s%\é?r/é&’stoséﬁ‘ef g6€fhe LD
93b 1 0 eseerhingl 300N eheneb Born i# ey Fé?cérﬁdtiﬁgl%ofﬂ?@%ag&b’ t he

communi cation unit 312 of the user_termnal 30b a conmuni cat7on unit
28 of thstatuhombhagesentesaminal M wiben iteist edturgtedfrencCthepuserecei pt

f the L . 9 £ h i dent i ficati it 23 of the right
managersre DUBOL SBERS P fant e8GRl et aBBuded i n the LD return
request 90b (SRgP2pxampld erFigdenti faHdwst et &idgenalvHdpe theudaer B

identification unit 23 judges whether the identified termnal IDis stored
in the ubdgntifiest wdth oh useratiRdsl? Ph ofr " XX DRP howstse fwiec liceasendataer

ot drhr BontE HERATR Mt se Y2228 BE X 0B AN KRR T no
i n S2403]t alde sieaws ithantiHe fizeinde datd 232boniitdehe lidensedaD KR asban

unaut hori zed yser for this digital content distribution system 1b and
notifi eso%hg(ggg)to‘l e %d['gg@bt(? HatCQentDidgnkfiedewitd 1@ icensddiPt he

ter mi nal 2bB {2 grmabeded 4 gtl&?q(k&f abgggggﬁﬂvm 3520broP Ipting ! he

user information database es In user 1den unit
23 acqui ke aortarseis 'KX6224( athd lidamse efféduei peeidd @2@4hlofl thand

Phe b uEidB8L, Gsthd Loaes S 24B"| st 0BRd0mE, J2, 00,05 5 '
return r QUS040 (1IS2HP00 Thitse UpEatRtied PeprdddctiBnt REMECIFbPW G

manner, for exanple. The LD analysis unit 26b analyzes the LD included in
the LD r€pnEANEdgueb? oursanandcte rgdginalansagecstatuy Z226bhis '0€ense
dat a ZZZE Hpg%gﬁd in the |icense data database 22b, nanely, the 25 |icense
I D, the dh t/I'D, the content decryption key, the original usage rule and

the original uBrge22tigaudiadrarm $hewihy teleuspe eFrstiu QUrel of Siie rand then
acquj res tatus fromthe LD return request 90b in order

t he term nal, usage
to eaani ﬁég%ﬁ%é\e@en@\ér&% icensey datat dataBapet &2k asiskown 1o tkig.
acquiringgthe termnal usage 30 status, the LD update unit 27b increnments
the value of the original usage status acquired by the LD analysis unit 26b
by the val ue oAststeower im Fid). @2adhesrataisable &2¢ inchdié < a license Ihe

| ncrenrenbezcic- g%d rt\J/Fe! lcjjeau'ta 222c. The rule data 222c includes a terminal
usage rule 2221c (license effective period and permitted

30 reproduction time) and an on-usage-end return flag 2222c. The
terminal usage rule 2221c includes a license effective period 22211
indicating an effective period of license data to be issued to the
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After updating the license data, the i_D update unit 27b stores the updated
license data in the |icense data database 22b (S2405). This storage is nade
by referring to the Iicense data 5 database 22b, searching a record
including the user ID passed fromthe user identification unit 23, and
storing the updated license data in the record including the searched user

I D. After storing the license data in the |icense data database 22b, the LD
update unit 27b sends the LD return process 10 conpletion notice to the

t inal, 30b. vi cqmuni cation unit, 28. (S2406 on receipt of
the LD r UBF S Bs3 B AR g P B Eeh gt RE IR TG 224 bh uni t 512, the
LD return uni t H3@8b thk ﬁe@nyéeéfféefmeﬂgbr?&@ 28) £198, Hiejd-théUnde obe
del eted fromthe LD 15 dat abase 302b (52407). Then, fhe LD return unit 305b

notifi esth@e abevermeantiones clicens: t reffectiver nperiade linit 80h225a,

| i h her, _hand i f th
7D no- r i RBRIE £o07 REREFRE Tkl | e Bhe: ulS sl FRE fhereturn
uni t 53056ff2tive ijertedt bf theenséBsvowr kgkd) 333 éhorehepbBiff®btig@nnot be

returned,  and ends the processing w thout deleting the LD 80b to be

r et ur ned!IERBSEL B CCHVEP R 2 L iadhgan@xippumhpeviod fee aykichythe t he
second epbodi t Y e a g t 1 a r at. can be
reduced, H?gﬁblr}f'%?l s%@aggg?seimt %ﬁg g'es(ré\?e?eg[ﬁ)ﬁgrazt S?’tg]ygﬁeetrugﬁg grwﬁltcense

i nf or mat MemnagenhentiserequeXils issuéd cbrese gihth. orfeet emansple, che priried | ed,

and thus _denpgnd . for vari,ous types of. service [ content usage can_ be
sati sfi eﬁﬁogﬁ%'h t&@ncgl'r\?elh@eﬁ‘J%égeeé@SL'tvreolpe_Jé%adig%“\l&ﬁ‘éﬂ% afgulegaade usage
resylg s GB?E‘ §ﬁ6”P|\#ee5P‘?s @%tta'o'rsnéqwfitéd CRAPRe AL heRhphe! SefiBdPss

rei ssued after returned are changed depending on Variols rul'es and usage
st at usestR@clicagseaatfisatine Ppepiost 2Ad+hl ris’ sehd "Mhesdlibenseeeffedtive X

days") a ol | LqQn - 66 f us e ts. Furthermore, the |load_on the
sorver aposi (22ead 58t by LR Tiskbusohnen pIBWE dhenad; of on
accor di navelst fia- keepidgeiraett 6FRiccess’ frdiquéneypansi on of content rules
can be realized by generating license 5 data on a server apparatus and

i ntroduci ng t whbheypREMbitedsegeroduectiomtime 22 2h2dsiigfaamatsensaty and a
t ighal L : i.ndef ji.cat ed
usagd ruFE NN s iBhUGH  °bsed Bi AR YRR etk R e EOPREbEF o
term nal reppadattion.l n this case, when issuing license data, the term nal

10 apparatus geperates a definable and si nPI e usa%‘(zc rul e based on the
conpl i cat ed uség@rrm% Ai-ysageieddetyanallagnd2eis cinfermapornaset sets

t he genepat USRIt &1 id6ri hynalsu | e, t ipt digital
cont ent I(Ezl)iglsfﬂr;tiebuti or?rd;y?tlg%@g%g? %etgeﬁﬁﬁﬁﬁbg‘éﬁ‘%@ﬁff e légse ere the
ori gi nal shesdd balretapaed ab not when ithe usagedef thieeconbtentmragenent has

D 2 B RS R A8 St b PR A ABB U5 506 1
manageneat @hdwA BASiFgof 2BhefrauwTbeRe0flics®Se data 222b under the
management of the license data database 22b.
Fig. 23 is a diagram showing the specific structure of LD 80b
generated by the LD generation unit 24b.

25 As shown in Fig. 23, LD 80b includes a license header 84, an
original usage rule 85, an original usage status 86, a terminal
usage rule 87, a terminal usage status 88 and a content decryption
key 89.

The license header 84 includes a license ID 841, a content ID

30 842, an immediate usage flag 843, an on-usage-end return flag
844 and on-right-lapse return flag 845.

In the license ID 841, a license ID 2221b of license data
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More specifically, as shown in Fig. 36, the right managenent 20 server 20b
inthe digital content distribution system 1lb holds, as |license data
purchased by a user, an original usage rule 2224b (10 tines, for instance)
and an original usage status 2226b indicating the usage status on the user
term nal 30b. Upon receipt of the LD issue request 70b fromthe user
termnal 30b, the right 25 managenent server 20b cuts out the whole of the
original usage rule 2224b and the original usage status 2226b for LD 80b to

Db, oo 222D WHEHTE e e 3T sSLES B BIET 5 BB d e original' neage
status 2226b fIrpthé e ntertnED S 23 i rteaftel (R 9F BLoheaReVhidH camle i ght

managenment server 20b generates a term nal usage rule 87 (1 tinme, for
i nst ancejeRfitducedrusing LIS 3 stoseds (0 tine, for instance) based on a

U gob for 1t SB5eMmedfid WL Mdd 345 BofonsiuaBfg gt ° 1
doubli5e- | gyecositemttshieul dvblehrd ro du t et nah msdigeelylo? 6t aRdhghigLimi nal
usage sg&bgs_ 86, and the term nal usage rule 87 and the term nal usage 5
status 8B80DTISeStRE It er i nal 30b updates the details of the terminal usage
status 88 by t un - u t er gy Ral, HiRA t he
usage status, W?ﬂ&?e %?gﬁcgﬁgn%twgﬁdegtrge%%ﬁﬁa ﬂégggmr'gﬂe&gbggrn t he

t er m nal withagehest s osedatel udege Oflaagb 843y eared viad thismorhe sagevend

TareonT e Yo 84 o8 S DRafles b, &y SRBASE ' LS SR s pId i, na
usage st@Edtifrid wTﬁ@ﬁ,thféﬁ@sag@rof ﬁﬁaimlsc%)%nw%%w@%%a%% BAVIHW 2

doubl e-l ayer structure to thé right nanagenment server 20b using a return

15 requedileotmbleU@@c.r ecei pt of the LD return request 90b, the right
managenent serye Ob_updates the original usgge. status .by fhe anpunt of
actual usage o E'Hé Q'%?'rirgﬁgflsqqﬁﬁ EﬁE%‘g’ EG’Q ﬁﬁsﬁ@@?%{pﬁé, ”Wﬁf:ﬁ_tm erence
to the tehdEthalr tHad® S0 Heel 8 bdeetii il 88cha Ry st AiHsagamant he
original usage rule 2224b and the original usage status 2226b"in the

| i cense TRFVERAHDKenghdwheméhparsgereniahdf lapses ioghtheatergaimat iser ver
20b.15Not§t the remai ning usage rule is obtained by subtracting the

ori ginal“Usage status fromthe original usage rule. 25 In the second
enbodi nent, tHEhesmigiregihusage3iie 859hcledesedlisense éffeceive pelklddOb to

the ri ghg nagenent .server 208 w thout reference to the original usage
rule 85 ﬁga@ 8 RETMited (RafRAYEHONstigae§i5 2 he INTRbiCENSeEflegtive one of
t he on-u - r n e F £ 845 of
the 11 cnenoshBRdaute et aEtne febliterbkays bRk 22241 ip e

st ruct uredginahsisage etle 2 224b sbosed indhenbDr dghabasrazi2beatte seoned 20b

| f he, or i gi nal | e 85 and the oyiginal - 68
ot 200 685 TS APt or HatNBePEETHEETEASPT ORIGHOR HMT&: BRod R- SS IS end
return fbpgh84femnittert Fé rddlaaion figheraIn J420n84te ofriding| Ui puiat a 84,

if the LD 80b has a double-|layer structure. Also, It nmay be stTtuctured so
as to reddeAh pEe sims 85 theyrarght 5 nmanagement server 20b with reference

to the origin le,8 il N u LU . an
alternative tgfna#ﬁl%ggd&&‘%loﬁﬁggg %E%Lfger@/eghgnaggi'é%-%ﬁ(ﬁﬁgegﬁ'rgﬁnial' ag 844
and the osagegbtatwp226bustofddidn8éiveof Dt Hathbaees2 icadamEly, tHethe LD
80b r%aés a doubl ?-I aéer structure and the maxi mum of the 10 renai ni ng usage
rul €cal StAtdsal B43Ha! ARsthesagepmdhe dsge teamingd 3P aage ke red as nal
usage Stfﬂﬁ F#26b is not included in the termnal usage rule. The rule
tabl e 22c has been explained as a rule for defining a |license effective
period, perm tTld tepnddadt usage mulép&7inctddés munbeensd eéf@artuet i ons)

and an on-usage-gnd return fl. ich afe to be set r a termnal usage
rul e, bu?_ef'lﬂ(gﬁi@ jau”scf HREERY &hr%ﬂ%'?ﬂlté@%rﬁgoncei vabl e for t%_e
rul es defined gpthBeiEdhSel @frketidel pelritsd Wfﬂthéﬁieﬁéﬂr‘m@w chUte def i ned

based on whether there is an intention of exam ning an on-right-1apse
ret 30h flLBg8ARdissefieatévy@iifgtoresge status and a rule for changing the

setting of th 1 ! ay.i ags.for user. In

2ddi tion, in tHb e mIRBSEr St FadEhio kB 2cfie lmfielvEihea ne
rul e tabfar ddvicarthé aomersepanabel naprodutddds dtareldabl es may be
structured as one table. 25 Furthernore, it has been explained that, in the
digital content distribution system 1lb of the second enbodi nent, upon

recei pt of the LD issue request 70b fggom the user term nal 30b, the right
managenent server 20b issues LD 80b having a doubl e-1ayer structure
including the original usage rule 2224b and the original 30 usage status
2226b to the user termnal 30b and deletes the original usage rule 2224b

o .. NSNS - o S o, I o ~



- 69 deleting the original usage rule 2224b and the origi nal usage status
2226b fromthe |license data database 22b, it may issue the | _D 80b which
does not include the original usage rule 2224b and the original usage
status 2226b. 5 More specifically, as shown in Fig. 37, the right
managenment server 20b in the digital content distribution systemib holds,
as license data purchased by a user, an original usage rule 2224b (10
hours, for instance) and an original usage status 2226b indicating the

usage status op the user term nal 30b. Upo eceipt of the LD 10 issue
request 70b frdi {}Fﬁ oLl kA Msrﬁﬂe:’@t@,tutshgé'i &ﬁ? ﬁHﬁBBL@r@H? §ePgef20b
cuts outaathigl Fepabduselshd WreeHy dojnt@itrusfﬁ th%FL@;m;?badW the %F@'rnal

usage status 88 (0 time, for instance) fromthe origi usage rule 2224b
and t he t@Mmyinal i® stoaeds 2226b based on a predetermined rule for the

them on t he- Lo BoiTe of ShFEnPSeEFIRHON Jeev B85 RalElbirolp iy Hi RS ot a1 s
of tige teontoat ivsstorest.at us 88 by the usage of actual usage on the

term nal indicated by the usage status, with reference to the term nal
usage 20 rul e Hergnd t'ﬁéNf‘@rfhghﬁl madgeusn afuthggesnaining bsme redei ved

fromthe,:ght ; r b oduci e Jhen, the
user ter‘rAn"rHr%gF %t‘;{%gﬁﬁé%zﬁég%gg@t%%ma{?‘gﬁdjﬁaﬂkggem%e%]bgru}%b usi ng
a LD retariginaduesig®@iatUgod2Péteipinalf indleddd iettive teemias] $ddget he
right 25 r’r@ng}gegetgt slﬁrver 20b updat,g& the ori %i nal usage status stored in
the 1icehd 85 tgg: Lidgeneration HEIhdAdy ERERLNE ORNE gtglaPsRIfE§EAR Nt

ser 2 hen & tdade u rom:pal.+Lndj € y the
isagd st aPget A o P ot et RGN e Acs I ERers e SREBHE™ 5 sob.
30 Al so, requiradtt wheradclaastebhiecotthieyfalbewopgrate enuef the user terninal

30b for returning LD, to_the right nageme server 20b tenporarily and
then acquiri ngithe D %845 ?bﬁ%”b%zrﬁgi 5H%F%‘Fﬁ'ﬂgp_am Q"HQVE@J R39S
process §ERARZFrdrd FERPttiel Féfroddctior fitnkiikadn o {98 irdE Gat i ng
whet her new LD can Fﬁ% i ssued o? not rrlay be ir%cl u%eé‘gﬁfmé{%errggﬁﬁﬁ
process Edigfretthah nbdi teaswaiuer oh pesmitted nepsodushiornsetivee @obato the
usen £ erm nal i_n, .S 5 06 in Fig. 35. In this case, when the user
ter rlristnal %'Pépg"&a{éﬁ tﬁpeﬂyaﬁ e LD return process conpletion notice that

new LD can be izssuede,\niéx%matti@ueam@q)fp@oneéﬁis@geeﬁe@@@inséﬁ@dua,f Jut when
it is notified Lhat new LD cannot be issued, it does not execute the

processi Hf BINAt HEFIAgr¢ienis oset ceatliehdhan aant axpyativnm timedpfeat nay
be strucg; S : i i,ng processing of

acquiri ngeﬁﬁggrgffggﬁvor &@ﬁg?gfakﬁoﬁg@_.hgg Js%%%#lgﬁ g. 38, in this case,
it is assuned Omathe kentsaryt eriremahe3fiardemdm af tBer e¢mrainisguesageguest
100, for reguesti o, performthe LD return process and 15 the LD acquire
profdss EYte Rl ﬂg'é}etcbﬂ? ﬁber{%"ﬁp'% H§aRentu e NaMely, When theoMalRei pt of
the LD rgpbvaiHedS r , [ n n rve forms
the LD returm%?o?(},ssg?brei%%%ggi nﬂg4gg@g§£{85 I |§t§§"§/ gﬂgdﬂfhgﬁégoes on
to perfopgroviéted repres yctéesstnierioc ass oirigisa0049ag200rel is Equal2td. Note

that 20 hi i t, 100 i lized b truct f
conbi nat |0 BFEVTHY 88 % R8sy, raRpodurFRun Eineatn the SERMIBBbes: "oob
as wel | @sagelfuliees nardﬁééugifmuﬁsﬁiniéipm}tigfé REeAQé dffdicEiRid ﬁ@r%gfog[)

return/issue request, namely, a termna 102, license data 103,
congent tire1tRarmidab Y39 nbvlecdpaBame yasothe 2expiragjonntiraeustiathg sent

f t heyiki t 0 - ' 0b
Lo the LECEARS: rTTeete oRREIYE” of VIS RARISTL iR aldy Uig8 TRaTo e
sent bacgenamdtiom yinit A4mlsetsdies sanirightilapsenedtiom flarg 8BS useNg er mi nal

30b to hold new LD.may, be sent back. 30 For exanple, when the term nal
usage ruf @'Y fRAYIESY 0 be sent back is same as the terminal usage rul e of

the LD to be rehursddb oaseit (#o7h th Fightl midth b AIETBE 08 2B tyet i ng
30 the user terminal 30b, and the user terminal 30b reproduces a
content using this LD 80b, and determines whether the LD 80b is to

be returned to the right management server 20b or not based on
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reset the term nal usage status of the LD to be returned fromthe user
termnal 30b to "0" nay be sent back. In this case, the user term nal 30b
does not delete the LD to be returned, but instead resets the term nal
usage status of that LD to "0" and holds it as it 5is. Only a term nal
usage rule may be sent as a response to a LD return/issue request. In this
case, it is assuned that the user termnal 30b overwites the term nal
usage rule of the LD to be returned with the term nal usage rul e which has

iSO s robRaEe bRl abnBa Rt i St lons® Pl o a

itself ifade84qli.bed in the LD return request 90b and the LD return/issue

request 100, but the whole |icense data does not al ways need to be

descri bed but bREY-R analysis uaib 264y isei medns foranalgzing theudatais t he
term nal e st S [ erver 20b to return
the LD ngg%gg %@sgpsﬁbggm%]pe(ﬁ gF%@vﬁhlet ggggr%gﬁﬁ@ﬁ%ﬁhed on the assunption
t hat 5t he user TheniDaupfdteonrét r27birmsdabes Libavithstailss afethieé dhiderss | apsed

to the right enment server b.and then acquires new 20 LD, but it ma
be str uc@gF%ﬂgggwhe& ég‘_&ul-ﬁefgﬁ%e'ﬁ_ﬁ?%‘éﬁgntq rtgﬁl HREr rtiegﬁ't"r}?dn:égén@ht d
server 20 uiidd froff!tHelMer! Berbhal BOAL S THE HetdIRN of 43 Rip@hed e LD
re-acquire request fromthe user termnal 30b, the right nmanagenent server

20b per f willlbe lexpladonedsiatgrconsi dering that the usage of the previously

i d LD 25 b | eted i LD, Note that in thi ,
[ °7's pref or abl Ber 6PM AGIRKE, il Z8OEOMUANERLFS o B thathe, st * *o

re- a@qui @ rhRGEESDY Fidraee tPAh¥ miaeroh ke A$38R401. 9hto Ble ereLtPRa%ﬁié apsed,

in order to avoid holding two LD with the sane Iicense ID at e sanfe tine.

30 Al so, they comensebigatiersaitrdB; whichhissa e nerpicatied ioterfacadsunpt i on

needs. t B THLFRLERT Sl thie ks bermihAL R YA ARSCF B8 HRSIAT when
the righthahnidietd Pahasytepsereqlieseseich hbe PEsle rayaeist o70b it
limted to that, and the on-rlght-lapse return flag ma){ be used as a flag

i ndi cat i ﬁd—%&tHéF‘ reRuUeshyoh eat fere Abeovsaptermion] 3Parequasts from
the 19y | GtH@luse'pAGRIFIERIGRAUARC ST LBl HSABPRARAl R Yat e ki can be

acquired again fromthe right nanagénent s not’, et LD can
be del etepdatenainidn 27k dserperformmapradkssang depdnding angohethser

t i | 30 ! b hing t d ] t ti di t
the | nf oR RETYER GSTr | Gt UtRs ihey. LBo 445: Raneieted by nEhseddhd ©
enbodi WegénetrBEiowfﬂ}Hilﬁtzw tHS@fe uts'e’i‘Bcbeﬁ’{Pﬁiﬁ €3 0BTRG! cQFriHﬁ%@Em@é’”

stored in the term nal usage status, i nformati on I nvolvi ng usage
st at us sGemmginikatonmeth thepusendiarominstlad © btviset be & AGestart sited

rep uct.i.on d, ti ded, into the term nal usage statys so as
o 22 cbRERGEIE §h e AR BRGEVBEIL Snplioy & Facilad Gt réERARSE Bt
speci fi cadwkgiehakkgd usage status of each user such as a content usage
time zone, and thus nmeet demand for varioqus types of services for content
usage. 20 | nduNextatthgpspPestif steyctithe obithentsesdss minalgd3bnwildyee em and
t he di gi éﬁbl&l‘?ﬂé(f”t di stribution systemaccording to the present invention
i ncludes a"server apparatus and a term nal apparatus, and the server

apparatus is skid.aBHeid @ fusetisnal bdovkt diagear shawing the26pdcHfi¢i but es
lic e i formatioEtEor each content_and the ter;~~inal apparatus is

sui ¥abl eSHAICYEE Ak thecHABtErMiRgdr 30 82 AW PeldeFis 1Bi cense
el ovision, & BT iger T fiop: botmiAap SOt IR Pt dtdiase 1oy . 50
-73  CLADNG a lL.Dadababase 3@2be anterapémehiD giestraimaboppability storage
unit 303b, a LD acquisition unit 304b, a LD return unit 305b, a LD
update unit 306b, a return flag judgment unit 307b, a content
30 usage/no-usage judgment unit 308b, a decryption key acquisition
unit 309, a content decryption unit 310, a content reproduction

unit 311, a communication unit 312, and a GUI 313.
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a termnal apparatus for using a content that is a digital work; and 5 a
server apparatus for managi ng usage of the content on the term nal
apparatus, wherein the server apparatus includes: a license infornmation
storage unit operable to store license information indicating a usage rule
of a content for each user who 10 uses the term nal apparatus; a |license
ticket generation unit operable to generate a license ticket based on a
request fromthe user and send said license ticket to the term na

apparatus, th icense tipcket being, information on a_right indicafing a
part or a mhp;ighgfc?ﬂgeﬂta‘g%tar%%e%%b?nﬁi @agéga@s?h@rli 8R&8!NAr biat i on
associ at ggneehb ddta BECHistHBlufed Frob thf epABEAP TSl DO . unit operable to
set return' information on the |license ticket generated by the |icense

ticket generatThe Lididatabrse Qi is if seaure cratiabdsaafongnanaging LDe

| i cense LingkK 0 etyrned he rver ratus or not 20 when
the ri gh?bg’f Fééﬁﬁf%é’ﬁg%t \E'g&ﬂi W%éﬁé,}“%'ﬁ@%feﬁkée{?@sna| appar at us

incl wles: a usTHe testnRtdl LD} terPREAADESPEBIISAsEStadd @ e EIb 3pBREgt US for
usage of the content according to the user's instruction; 25 a receiving

uni t opeh&bl ety thecternimal (I digge idepkidyingathe ruser heewinal 3QPpar at us;
t . | i .abl | .t J h t ent
a con enhn'@ﬁg@/ﬁmftr%lsl Q%lgoelga@ﬁ;;ﬂt ﬁ%\}ac?'ncceortth(%olcla ﬁ’ﬁg?‘g){gf@éaﬁaggn en

under theé usa rule I’ € receive ense 0 a
| i cense texkénal 80lr,nsuohtaopenather theatisemtertdna¢t30m Hae a seease ti cket

{011 SEIUS! APRERAL U EE6Y Chifalobhe SEbH Lok MG R SRl ed by
accqryling to Gﬁ‘ﬂbrﬂé’ad’&l‘?f]ﬁs‘i’tiﬁntﬂﬁiy%gl% fseg%g.tar@i‘ér BeaERnYy the (55" ver S

apparatus for the usage of the content by sending an Instructed usage
anount o80bhé&raronthketrigbt trhansgemedpparaeu0and the |icense ticket

ti i t the. li i t b d the i ted
amount. sent 1 SHL I e istiRReUnie SUAR aeRudas) e Lh<BOR cREt to
the ternpaaleri®ifprarebusssde rdGuESHt 0L HRMAISLMRN f\ggfnsnso mgﬁggcord' ng

to Caim2, wherein the instructed usage anount 1 nc es a 15
usage ti FEdnagementsaryer 2@b. The content usage nmanagenent system

accqrding to i o . | i nst u e anpunt inclpude

comiat 1 ve 20 leeSis i difoPabl ShEid thE SAEARE SRtk HiRTR rent
syst em apud@iraquesty @bngénevrhesdi by tthe upagequidieiomdirfigt3g4aby the
license ticket_25 includes an effective period of said |license ticket, the

ef fective peri By H8ingosethaslh [RaUe dieqtaffol/Olfinghudeseat LD ipsue od
Cent o 1EBESk CHSANEr 718, LAUAMATR DI 10| AEREAC TS TS R & T
terminal capability 75.
20 In the LD issue request identifier 71b, information indicating
that this data is a LD issue request 70b is described.

In the terminal ID 72, the terminal ID of the user terminal
30b which sends the LD issue request 70b is described.

In the content ID 73, the content ID of the content which is

25 reproduced using the LD 80b to be acquired is described.

In the terminal capability 75, the terminal capability which is
stored in advance in the terminal ID/terminal capability storage
unit 303b is stored.

The LD return unit 305b is a means for returning LD 80b to

30 the right management server 20b.

The LD return unit 305b returns the LD 80b by generating a

LD return request 90b and sending it to the right management
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wherein the usage request unit sends capability information and the
instructed usage anount to the server apparatus, the -75 capability
information indicating capability of the term nal apparatus to control the
usage of the content, and the license ticket generation unit generates the
license ticket based on the capability information sent fromthe usage 5
request unit and sends said license ticket to the term nal apparatus. 7.
The content usage managenent system according to Claim6, 10 wherein the
capabilitz i nforpation includes information indicating whether the term nal
appar at us F\‘é%r%@cure clock or not. 8. The content usage management system

according to CFif MgSista dIBBTAT SHEWRTPERE sb¥cif SEARLIRE bRThideP

information indicating whether the te nal apparatus has a unit for
witing batwnreguest 90bogdanegabedibyntbie hbt reorm unhe@dht ent usage

t . di C ai 6, wh i i f th
Capani 11ty i Ui B ono¢ B HRerefuf tediiiaes Son TS LR setin e
genermat i pagueist ide¢itifles Jisease ikt IBteRusndnfPrg@pi on into the license

ticket and sends 25 said license ticket to the term nal apparatus, the
license ticketIRtdhe LB ofgédion reastasict identifiert o9 handlisfermatiarnse

ticket . j . i on th bili i ndi cated by
the CapaldRyteG Bt HABPAGE 18  Thy RELIP Ak JEs L BRADIS ok ariBeds: o7
acc?)rgi ng t]9| Qraitr7m§9temgnai {I_Dt D@t,lhtif@trtﬁerr}iiirﬁquDSc%@tlEétlh%@{téghiiﬂ%I g

| NCl udes ag.-./0 I narcati n at e | cense | CKe nmus e consune

i medi at éﬁyrvﬂv Aot S ok g dwn t'ﬂgr{e@mmad Hééf(?rrd\"Hbah%@jPQPi“tMStWQ%m nal
aPPIERL Ugnjt IHIONTERSIRANG TROIITTRRLIAR FGhER ﬁégié&rwsdt. erm nal
apparatus for usi'ng a contert that is a digital"work and a sefvelr apparatus
for managi ng ubagheot.x B8bgortieiD do bboeadatermethis d@sariied,asvigigi n t he

server appar at i hcludes: a | i nformati opn storage unit qperable to
store |icense T%ei hﬁo‘ﬂﬁa?f:%rwi"ﬁdafdggi'ﬁga Qj‘@@&éepqrppgd@%'bg ébﬁtgﬁta ®r each
user whoopsgfe ti® BYYT NFb %p%ansspéciﬁ@ereﬁ% "l_'lf‘ﬂﬁ&d%?eﬁﬁw Apéth! ¢
operable to generate a license ticket based on a request fromthe user and
send sai perfelnse prioclessing ofidnaremeantingppdraatvaluea tof theetieentinaket

el % 19, 58EA TRLEED 9,8 SALR0 ) SRS BBl &y Snelal o dudin oae
return i afgmpéppodaeihdg g comtbneperable to set return

The return flag judgment unit 307b is a means for judging
whether the LD 80b needs to be returned to the right management
server 20b or not with reference to the on-usage-end return flag

20 844 and the on-right-lapse return flag 845 in the LD 80b.

The content usage/no-usage judgment unit 308b judges
whether the content can be reproduced or not with reference to the
license effective period 871 and the permitted reproduction time
872 and the terminal usage status 88 in the LD 80b.

25 The content usage/no-usage judgment unit 308b judges
that the content can be reproduced when the present time is within
the license effective period 871 and the value of the terminal usage
status 88 is less than the permitted reproduction time 872. Note
that it is assumed that the user terminal 30b has a clock function so

30 that the content usage/no-usage judgment unit 308b can acquire
the present time.

Note that when the user terminal 30a does not have a clock
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information on the license ticket generated by the |icense ticket
generation unit, the return information indicating whether the 20 |icense
ticket needs to be returned to the server apparatus or not when the right
of said license ticket |apses, and the term nal apparatus includes: a usage
request unit operable to request the server apparatus for usage of the
content according to the user's 25 instruction; a receiving unit operable
to receive the license ticket sent fromthe server apparatus; a content

usage copntrol. unit operable to control the usage of the content under the
usage ru @?Hangéﬁ@duwrt‘%%mam 0@ ma¥me %%UF?HR%Q;S%@S 401 jUdgR e

L cket 1 gHuthetNitheO R arft bBMPEptBALZRY b Mol | 68887 tdkaleto the

server apparatus according to the retufn _/7_  inforrmation indicated by
t he recepeemitiedtreproidektion 12me\ §72gnabthé odcDa80br biynaveapigingt tisei n a

cont ent ment  systegyconpri.si,n he term nal apparatus [for using
a 5 cont ﬁﬁéﬁgﬁgﬂﬁﬁﬁl(ﬁdip& af &Zﬁk nélugggeh}@]:t &P&tﬁé‘%fﬁ?nﬂﬁ ng
usagg of réprogaeédntinedntitgoheny.nal apparatus, wherein the server
apparatus includes: a license informati on storage unit operable to store

| i cense i nf or nERRoAECHYPEMN nkeX asgydsitior onit 30Ht ént af oneaash faser who

to gonor 8 aulTE. SRR B uelio L &Y ot BT VAtBRE  scllietana "Send sai d
l'icense ticketThe ¢dwetdrer dieealpapnanaiits310he & irneass focketriesing a
information on a _right indicating a part or a whole of the usage rule 15

i ndi cat eBoB{edhe fro®enthe i sPALRAL HPtaPATS a88d wand tdectrtindanthe return
1 ordl GSRErIBEE Rty GRS cBRtehEldtchystighRey b BBalifed! conse

ti cket gener e license ener return
i nf or mat bynthendiexatyiptip metyhercquisitionemsit B0Gket needs to be returned to

not 20 when the ri f said |license ticket

the server a atus o t
| apses, and P%Sro@?%\%'&%ué’@?ré’d&ﬁ%?eruﬁg fgrlré'ti bh B: MeXHye 'PEquest

uni t ope i t f e ent
accor d?n%iitgt@ct'%g'm%gﬁ%:&?ﬁgg?ggqqmﬁ%gpg%g?:%ic\%nng umﬂte‘&fgzg?f;%rfgﬂ’thg

recei ve BA&,landmsesic anst video isrontputteskfiem ampeakes oraa dispéay usage
a4 natatedP Botao MR B Ph TigktRse " oket : ‘and 30 a | i cense (i cket
return unit opPhabt@nimudit&Bin LAIT ST s thenbhfgntst EbfkAIuARAtiteg server
apparatus according to the return informati on indicated by the received
| i cense Witlkdhe coptent server 10 and the right management server 20b
via the transmission channel 40. To be more specific, the
communication unit 312 is a communication interface that
20 communicates with the content server 10 and the right
management server 20b via the transmission channel 40, and
analyzes responses such as content data 60 sent from the content
server 10 and LD 80b sent from the right management server 20b,
requests the content database 301, the LD acquisition unit 304b
25 and the GUI 313 to perform processing depending upon the
analysis result, sends the LD issue request 70a generated by the
LD acquisition unit 304b and the LD return request 90a generated
by the LD return unit 305b to the right management server 20b, or
carries out cipher communication with the right management
30 server 20b via the SAC established between them after encrypting
the above-mentioned requests and responses with a session key.

The GUI 313 is a user interface utilizing a graphics function
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13. A server apparatus in a content usage nanagenent system conprising a
term nal apparatus for using a content that is a digital work and the
server apparatus for nmanagi ng usage of the content 5 on the term nal
apparatus, wherein the server apparatus includes: a |license information
storage unit operable to store license information indicating a usage rule
of a content for each user who uses the term nal apparatus; 10 a |license
ti cket generation unit operable to generate a license ticket based on a
request fromthe user and send said |license ticket to the term na

appar at u8f @ E@MPHEREe ticket being information on a right indicating a
part or a whol Qeqft tH oiseasibhl or theidigital ddhidit distPARibR! &dtihon
associ ated wi th thé user; ané 15 a return Information setting unit operable
to set rabuwillibmé explicinadon the |icense ticket generated by the license

ticket generation. unit_ the return information. indicating whether e

[ cense t1 okot F35d8 1 A HSRIB RO SFTnE YaTistr g isertet raInaio2OBnen ¢ he
ri ghts of agaiudiréd aeMs8ob ke |tARS §5gh BN aAta § BmMd ¥ NeiRle 2D dhUshe

i ncl udes: a usage request unit operable to request the server apparatus for

usage of digidat cariantadistridutioro syiséenzekb gni beersecond; embedeneintg uni t

cont ont - HGREEKI BT BT T eke BB B oS pl A 80”3 The Cont ent
under the usagpidulZyidigzatieddhartthehrerigethéi epesatiorrket ;thrnd p
license ticket return unit operable to attenpt to return the 30 |icense

ticket t@cﬂh‘ésgiﬁﬂeqr%-ap us according to the return information
| ndigated by { By LRRgkKBISLIGRISE Lhligh-in Fla. B8 rd) RLOBMAMT Qnanser ver
t cornfprising a a

apparatus in a contenf uUsage managénent syste téfmn
appar at ushéousaesi g didataant"AdguiresLB “dbgittah B3tk and tlguEeeselD

apparatus for managi usage of the content on the term nal appar s, the
o Al eRLaMeNY BiapsiitettodalAcs iAo thin The Cosent: dakals AEaradat | on
unit ope : | i W j i ) based
o' & ¢ Do diSpR el HERCSt Forml AR DI Sabiqiti seFEET BOSROMRT hefeP™)
appar at uswhicheid activateidnbyr thee iabick balisedechdhe aeagent dataofwvhkictoheent for

th wh t he terginal t. d bei tored j. i
[ nf ohrar PP SPateprnfiicearthd deP FeanE Rt nBetEureR Michdifeoshen n ®
right indog@bntgip A ther salet@de @ntdiet Waes isuligplubtidatedty Ltbe

i cense information associated with_the user; and a return information
setting asauisiéoaneit:304btvicetherGW3 3 hBorand itbusothe Ad [acsghsiioncket

gener at e% ?e | | i cket generation unit, the return information
i ndi cati 6%&% h'grégﬁgaﬁ? énse ticket needs to be returned to the server

apparatus or ngipoweeceist bifdie 0D aggdisitiendastiekednl Apsasthevigiegi n t he
us i ncl udes: est_unit operable to reguest
S

tern pal appara 20 a usage requ

the rv_é? &@péhst@l_r&liysaaé G aﬁegwﬁt(ﬁmur_a@cépdibn@_wrta&ssgaek

I nstruct jodyye de "cﬁé-’ét"ﬂ?ﬁ _ ée‘?ﬂfsr RXSrhaE rrigﬁ?'rHSptageerh'eﬁ%r?é‘r\}érC?GB sent
fromthe server "apparat us; a content usage contr unit operableto
control wia tinsagenomumicatoon amituhti2r($260d9age rul e i ndicated by the
received licen ti cketlt' and a d)i cense ticket ret;érn uni rable to

attenpt to ret (¥l Srh@ YETERING TPCREE-F1OTERE R FhR teipyRRk: B8fkhg to
the ret uia pHbiliey Storbigenuhie BOI I8 ds Rett 8 thRCeaMPAnkl 18792 A €ketLD

25 issue request 70b sent to the right management server 20b, a
content ID included in the LD acquisition instruction from the user
B is set as the content ID 73, and a terminal capability pre-stored
in the terminal ID/terminal capability storage unit 303b is set as
the terminal capability 75.

30 Upon receipt of the LD issue request 70b via the
communication unit 28, the user identification unit 23 of the right
management server 20b identifies the terminal ID included in the
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15. A content usage nmanagenent nethod in a system -80 conprising a
termnal apparatus for using a content that is a digital work and a server
apparatus for nanagi ng usage of the content on the term nal apparatus, the
content usage managenent nethod including: 5 a step (A) executed in the
server apparatus; and a step (B) executed in the term nal apparatus,
wherein the step (A includes: a storage step of storing |icense
information in a license information storage unit, the license information

L cat | ocaiEED. M4 Bt OB RH035, <Ak IRE M URERC g SFCT
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109 YSS10P6PeO d i ctilddbting RP24D%30%UaeR r(Yhan 0, namely, the permitted
reproduction time remains, the LD generation unit 24b judges that
the LD can be issued. Also, in the case where the license data is
stored and the terminal capability indicates that the terminal has a
secure clock, when the present time is earlier than the expiration
10 time of the license effective period 22241 and the permitted
reproduction time remains, the LD generation unit 24b judges that
the LD can be issued. In other cases, the LD generation unit 24b
judges that the LD cannot be issued.

When it is judged that the LD cannot be issued (No in S2004),

15 the LD generation unit 24b considers that the user is an authorized
user for this digital content distribution syst'em 1b but there exists
no license data which is to be issued, and notifies the user terminal
30b that the LD cannot be issued. In other words, in any of the
cases where the user ID notified from the user identification unit

20 23 is not stored in the license data database 22b, the license data
including the content ID included in the LD issue request 70b is not
stored, the present time is out of the license effective period 22241,
and no permitted reproduction time remains, the LD generation
unit 24b notifies the user terminal 30b that the LD cannot be

25 issued.

On the other hand, when it is judged that the LD can be
issued (Yes in S2004), the LD generation unit 24b executes the
to-be-issued LD generation process of generating the LD 80b to be
issued to the user terminal 30b which sends the LD issue request

30 70b. More specifically, when the user ID notified from the user
identification unit 23 is stored in the license data database 22b, the
license data including the content ID included in the LD issue
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In this subroutine, the LD generation unit 24b first sets
license data associated with the user ID which is read out from the
license data database 22b as LD 80b to be issued (S2101). More

10 specifically, the LD generation unit 24b stores the license ID and
the content ID of the license data 222b respectively as the license
ID 841 and the content ID 842 of the license header 84 of the LD
80b to be issued, stores the content decryption key of the license
data 222b as the content decryption key 89 of the LD 80b, stores

15 the original usage rule (license effective period and permitted
reproduction time) of the license data 222b as the original usage
rule 85 of the LD 80b, and stores the original usage status of the
license data 222b as the original usage status 86 of the LD 80b.

Next, the LD generation unit 24b sets the terminal usage

20 status 88 of the LD 80b to be issued to “0” (52102).

Then, the LD generation unit 24b refers to the rule table 22c
which has been explained using Fig. 22 (S2103), and sets the
terminal usage rule as the terminal usage rule 87 of the LD 80b to
be issued according to the referred rule (S2104).

25 After setting the terminal usage rule, the LD generation unit
24b e'xecutes the immediate usage flag/on-usage-end return flag
setting process of setting the immediate usage flag 843 and the
on-usage-end return flag 844 of the license header 84 of the LD
80b to be issued to predetermined values (S2105) and further

30 executes the on-right-lapse return flag setting process of setting
the on-right-lapse return flag 845 to a predetermined value
(52106) so as to generate the LD 80b to be issued, and then
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issued should be used immediately or not (S2111). This judgment
is made based on the terminal capability included in the LD issue
request 70b, for example. When the LD 80b is used immediately
because the terminal capability of the user terminal 30b indicates
10 that it does not have a secure clock (Yes in S2111), the LD
generation unit 24b sets the immediate usage flag to "ON”, sets the
on-usage-end return flag to “Return required” (S2112), and
returns to the subroutine as shown in Fig. 29.
On the other hand, when the LD 80b does not need to be
15 used immediately because the terminal capability of the user
terminal 30b indicates that it has a secure clock (No in S2111), the
LD generation unit 24b judges whether or not the LD should be
returned at the end of the usage (S2113). This judgment is made
based on the details of the on-usage-end return flag 2222c as
20 shownin Fig. 22. When the LD is returned at the end of the usage
(Yes in S2113), the LD generation unit 24b sets the immediate
usage flag to "OFF”, sets the on-usage-end return flag to “Return
required” (S2114), and returns to the subroutine as shown in Fig.
29. On the other hand, when the LD is not returned at the end of
25 the usage (No in S2113), the LD generation unit 24b sets the
immediate usage flag to "OFF”, sets the on-usage-end return flag
to “No return required” (S2115), and returns to the subroutine as
shown in Fig. 29.
Fig. 31 is a flowchart showing the subroutine in the
30 on-right-lapse return flag setting process (S2106) as shown in Fig.
29.

The LD generation unit 24b judges whether the maximum of
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remaining usage rule is not included in the terminal usage rule (No
5 in S52121), the LD generation unit 24b sets the on-right-lapse
return flag 845 of the LD 80b to “Return required” (S2122), and
returns to the main routine as shown in Fig. 27. It sets the
on-right-lapse return flag 845 to “Return required” in order to
secure the way to reuse the usage right if the usage right remains
10 because the LD 80b has a double-layer structure.

On the other hand, when the maximum of the remaining
usage rule is included in the terminal usage rule (Yes in S2121),
the LD generation unit 24b sets the on-right-lapse return flag 845
of the LD 80b to “"No return required” (S2123), and returns to the

15 main routine as shown in Fig. 27. _

After generating the LD 80b to be issued as described above,
the LD generation unit 24b deletes the license data to be issued
from the license data database 22b (S2006). In other words, it
deletes the license data which is the source of generating the LD

20 80b from the license data database 22b.

Note that the user ID associated with the license data to be
deleted may be deleted together with the license data from the
license data database 22b.

After deleting the license data, the LD generation unit 24b

25 sends the generated LD 80b to the user terminal 30b via the
communication unit 28 (52007).

Note that the LD 80b is sent after deleting the license data
here, but as a variation of the second embodiment, the LD 80b may
be deleted after sending the LD 80b to the user terminal 30b and

30 receiving a message from the user terminal 30b of its receipt of the
LD 80b. In this case, LD 80b can be reissued securely even in a

case where the LD 80b is corrupted in the middle of transmission
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Upon receipt of the LD 80b sent from the right management

server 20b via the communication unit 312 (S2008), the LD
acquisition unit 304b of the user terminal 30b judges whether the

5 immediate usage flag 843 is set to "ON” or not (S2009). When the
immediate usage flag 843 is not set to “ON” as a result of the
judgment (No in S2009), that is, when the immediate usage flag
843 is set to "OFF”, the LD acquisition unit 403b stores the received

LD 80b in the LD database 302b (S2010). After that, the LD

10 acquisition unit 304b notifies the user B via the GUI 313 that the
acquisition of the LD 80b is completed, and ends the LD acquisition
process.

On the other hand, when the immediate usage flag 843 is set
to "ON" as a result of the judgment (Yes in S2009), the LD

15 acquisition unit 304b passes the received LD 80b to the content
usage/no-usage judgment unit 308b without storing it in the LD
database 302b, and causes the content usage/no-usage judgment
unit 308b to execute the content reproduction process of
reproducing the content associated with this LD 80b (S2011).

20 As a result, it is managed so that LD 80b is stored in the LD
database 302b when the user terminal 30b has a secure clock and
the acquired LD 80b is consumed immediately when it does not
have a secure clock, and thus tampering of reproduction time or LD
on the user terminal 30b can be prevented.

25 On the other hand, when it is judged in Step S2003 or S2004
that LD cannot be issued, the LD acquisition unit 304b receives a
LD no-issue notice from the right management server 20b (S2012).
In this case, the LD acquisition unit 304b notifies the user B via
the GUI 313 that the LD 80b cannot be acquired, and ends the

30 processing.

Note that the LD issue request 70b is sent via the SAC
established between the communication unit 312 of the user
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&()-% }termmal 30b reproduces a content using LD 80b in the digital
5 content distribution system 1b of the second embodiment will be
explained with reference to the flowchart of Fig. 32.
Fig. 32 is a flowchart showing the operation of the content
reproduction process.
On a menu screen as shown in Fig. 28, for example, when
10 the user B clicks a "Reproduce content” button 54b, and selects
one content which he wants to reproduce from among the content
data 60 stored in the content database 301 displayed in a list form
on the content reproduction menu screen not shown here which is
activated by the click of the “"Reproduce content” button 54b, the
15 content reproduction instruction including the content ID of the
selected content data is inputted to the LD achisition unit 304b via
the GUI 313, and thus the content reproduction process is
executed.
Upon receipt of the content reproduction instruction from
20 the user B via the GUI 313, the content usage/no-usage
judgment unit 308b examines whether there exists the LD 80b
associated with the content which the user B wants to reproduce
in the LD database 302b or not (52201).
When there exists no desired LD 80b in the LD database
25 302b, the content usage/no-usage judgment unit 308b passes the
content ID to the LD acquisition unit 304b, causes the LD
acquisition unit 304b to execute automatically the LD acquisition
process which is similar to the LD acquisition process as shown in
Fig. 27 (S2202), and judges whether the LD 80b could be acquired
30 or not (52203).
When it is judged that the the LD 80b could not be acquired
(No in S2203), the content usage/no-usage judgment unit 308b
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10s2! 10(y(g@6t$r)lésotshe user )B via the GUI 313 that the content cannot be
reproduced, and ends the content reproduction process.

On the other hand, either when there exists LD 80b in the LD
database 302b (Yes in S2201) or when acquisition of the LD 80b is

5 succeeded by executing the LD acquisition process (Yes in S2203),
the content usage/no-usage judgment unit 308b judges with
reference to the details of the LD 80b whether the content can be
reproduced or not (S2205). This judgment is made with reference
to the license effective period 871 and the permitted reproduction

10 time 872 in the terminal usage rule 87, and the terminal usage
status 88 in the LD 80b. To be more specific, the content
usage/no-usage judgment unit 308b judges that the content can
be reproduced when the present time is within the license effective
period 871 and a value obtained by subtracting the value stored in

15 the terminal usage status 88 from the value stored in the permitted
reproduction time 872 (this value obtained by subtraction is
hereinafter referred to also as “remaining terminal usage rule”) is
larger than "0”. In other cases, namely, when the effective period
of the LD 80b has expired or there is no remaining terminal usage

20 rule, the content usage/no-usage judgment unit 308b judges that
the content cannot be reproduced.

When it is judged that the content cannot be reproduced (No
in S2205), the return flag judgment unit 307b judges whether the
value of the on-right-lapse return flag is “Return required” or not

25 (S52231). If the value is “No return required”, the content
usage/no-usage judgment unit 308b notifies the user B via the
GUI 313 that the content cannot be reproduced, and ends the
content reproduction process. On the contrary, if the value is
“Return required”, after executing the LD return process of
30 returning the LD 80b to the right management server 20b (52232),
the LD return unit 305b returns to Step S2202. Such a case

occurs when the effective period of the LD 80b has expired without
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(Yes in $2205), the content decryption unit 310 acquires the
5 content which the user 8 wants to reproduce from the content
database 301 (S2206). Also, the decryption key acquisition unit
309 acquires the content decryption key 89 from the LD 80b
associated with the content which the user 8 wants to reproduce
(52207) and passes it to the content decryption unit 310.

10 Upon receipt of the content decryption key, the content
decryption unit 310 decrypts the encrypted content acquired from
the content database 301 with the content decryption key 89
(S2208), and the content reproduction unit 311 reproduces the
content decrypted by the content decryption unit 310 (52209).

15 After reproduction of the content starts, the LD update unit
306b judges whether the content reproduction time has reached
the permitted reproduction time or not (52210). This judgment is
made based on the permitted reproduction time 872 in the terminal
usage rule 87 in the LD 80b, the terminal usage status 88, and the

20 reproduction time clocked by a secure timer. In other words, it is
judged based on whether the total of the cumulative content
reproduction time stored in the terminal usage status 88 and the
reproduction time clocked by the timer has reached the value
stored in the permitted reproduction time 872 or not.

25 When it has not reached the permitted reproduction time as
a result of the judgment (No in $S2210), the LD update unit 306b
judges whether or not the user B instructed to stop the
reproduction via the GUI 313 (S2211). When the user did not
instruct to stop reproduction (No in S2211), the content

30 reproduction unit 311 is allowed to reproduce the content.

When the user instructed to stop the reproduction (Yes in
52211) or when the reproduction time has reached the permitted
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reproduction time clocked by the timer (S2213). Then, the LD
update unit 306b updates the details of the LD 80b used for

5 reproducing the content (S2214). To be more specific, the LD
update unit 306b sets as a terminal usage status 88 the cumulative

value obtained by adding the current reproduction time clocked by
the timer.
Once updating the LD, the LD return unit 305b executes the
10 on-usage-end LD return process of returning the LD 80b to the
right management server 20b (S2220), and the LD return unit
304b executes the on-usage-right-lapse LD return/delete process
of returning the LD 80b which cannot be used for content
reproduction to the right management server 20b or deleting the
15 LD 80b from the LD database 302b (S2215), and ends the
operation of the content reproduction process.
Next, the on-usage-end LD return process in $S2220 in Fig.
32 will be explained with reference to a flowchart in Fig. 33.
Fig. 33 is a flowchart showing a subroutine of the
20 on-usage-end LD return process (5S2220) as shown in Fig. 32.
The return flag judgment unit 307b judges whether the
value of the on-usage-end return flag 844 of the target LD 80b is
“No return required” or “Return required” (S2221). When the
value of the on-usage-end return flag 844 is “Return required”, the
25 LD return unit 305b executes the LD return process of returning the
LD 80b to the right management server 20b automatically (S2222),
and returns to the main routine. On the other hand, when the
value of the on-usage-end return flag 844 is “No return required”,
it returns to the main routine.
30 Next, the on-usage-right-lapse LD return/delete process in
S2215 in Fig. 32 will be explained with reference to a flowchart in
Fig. 34.
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judging whether LD 80b is invalid or not, and returning the LD 80b

to the right management server 20b or deleting it when it is invalid.

Fig. 34 is a flowchart showing the subroutine in the

5 on-usage-right-lapse LD return/delete process (S2215) as shown
in Fig. 32.

The LD update unit 306b examines whether or not the
present time has passed the end time (expiration time) of the
license effective period 871, namely, the license effective period

10 871 has expired, with reference to the license effective period 871
in the target LD 80b (S2302).

When the present time has not yet passed the end time of
the license effective period 871 (No in $S2302), the LD update unit
306b judges whether the value of the original usage status 86 in

15 the target LD 80b has reached the value of the permitted
reproduction time 872 or not (52303).' The LD 80b can still be
used when the value of the original usage status 86 has not yet
reached the permitted reproduction time as a result of the
judgment (No in S2303), so the LD return unit 305b ends the LD

20 return/delete process without returning or deleting the LD 80b.

On the other hand, when the present time has passed the
end time of the license effective period 871 (Yes in S2302) and
when the value of the original usage status 86 has reached the
permitted reproduction time (Yes in $2303), the LD 80b cannot be

25 used. So, the return flag judgment unit 307b judges whether the
LD 80b needs to be returned to the right management server 20b
or not with reference to the value of the on-right-lapse return flag
845 of the LD 80b (S2304). When the value of the on-right-lapse
return flag 845 is "No return required”, the LD update unit 306b

30 deletes the LD 80b from the LD database 302b (S2305), and
returns to the main routine.

On the other hand, either when the value of the
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update unit 306b executes the LD return process of returning the
LD 80b to the right management server 20b, and returns to the
5 main routine.

Next, the LD return process of returning LD 80b from the
user terminal 30b to the right management server 20b in the
digital content distribution system 1b of the second embodiment
will be explained with reference to a flowchart in Fig. 35.

10 Fig. 35 is a flowchart showing the operation in the LD return
process.

When the user B clicks a “Return LD” button 55b on a menu
screen as shown in Fig. 28, for example, and selects one LD 80b
which he wants to return from among the LD 80b stored in the LD

15 database 302b displayed in a list form on the LD return menu
screen not shown here which is activated by the click, the LD return
instruction including the terminal ID is inputted into the LD return
unit 305b via the GUI 313, and thus this LD return instruction is
executed.

20 Upon receipt of the LD return instruction from the user 8
via the GUI 313, the LD return unit 305b generates the LD return
request 90b, and sends the generated LD return request 90b to the
right management server 20b via the communication unit 312
(S2401).

25 Here, a terminal ID held by the terminal ID/terminal
capability storage unit 303b is set for the terminal ID 92 of the LD
return request 90b generated by the LD return unit 305b, and LD
identified according to the LD return instruction from the user 8 is
set for the LD 93b, respectively.

30 Note that when sending the LD issue request 70b, the
communication unit 312 of the user terminal 30b and the
communication unit 28 of the right management server 20b
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identification unit 23 of the right management server 20b identifies
the terminal ID included in the LD return request 90b (S2402).

5 After identifying the terminal ID, the user identification unit
23 judges whether the identified terminal ID is stored in the user
information database 21 or not, with reference to the user
information database 21 (52403).

When the terminal ID included in the LD return request 90b
10 is not stored in the user information database 21 (No in S2403),
the user identification unit 23 considers the user B as an
unauthorized user for this digital content distribution system 1b
and notifies the user terminal 30b that the LD cannot be returned.
When the terminal ID 92 included in the LD return request
15 90b is stored in the user information database 21 (Yes in S2403),
the user identification unit 23 acquires the user ID associated with
the identified terminal ID and passes the user ID to the LD update
unit 27b.
Upon receipt of the user ID, the LD update unit 27b updates
20 the license data included in the LD return request 90b (52404).
This update is executed in the following manner, for example.
The LD analysis unit 26b analyzes the LD included in the LD return
request 90b, and acquires a part necessary for the license data
222b managed in the license data database 22b, namely, the
25 license ID, the content ID, the content decryption key, the original
usage rule and the original usage status, from the LD return
request 90b first, and then acquires the terminal usage status from
the LD return request 90b in order to examine how the content was
used on the user terminal 30b. After acquiring the terminal usage
30 status, the LD update unit 27b increments the value of the original
usage status acquired by the LD analysis unit 26b by the value of
the terminal usage status so as to update it into the incremented
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from the user identification unit 23, and storing the updated
license data in the record including the searched user ID.

After storing the license data in the license data database
22b, the LD update unit 27b sends the LD return process

10 completion notice to the user terminal 30b via the communication
unit 28 (52406).

Upon receipt of the LD return process completion notice via
the communication unit 312, the LD return unit 305b of the user
terminal 30b deletes the LD 80b to be deleted from the LD

15 database 302b (S2407). Then, the LD return unit 305b notifies
the user B8 viathe GUI 313 that return of the LD 80b is completed,
and ends the processing.

On the other hand, upon rece'ipt of the LD no-return notice
via the communication unit 312 (S2408), the LD return unit 305b

20 notifies the user B via the GUI 313 that the LD 80b cannot be
returned, and ends the processing without deleting the LD 80b to
be returned from the LD database 302b.

As described above, according to the second embodiment,
not only the load on a user’s terminal apparatus can be reduced,

25 but also accesses to a server apparatus by returns of license
information and issue requests of license information can be
controlled, and thus demand for various types of services for
content usage can be satisfied, such as content usage control
based on various rules and usage results (for example, the details

30 of license data which is to be reissued after returned are changed
depending on various rules and usage statuses such as “answered
a questionnaire” and “used A times within X days”) and collection
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& ()5 data on a server apparatus and introducing two types of usage
rules, namely, an original usage rule and a terminal usage rule. In
other words, even an indefinable and complicated usage rule can
be introduced if it is set as an original usage rule for a terminal
apparatus. In this case, when issuing license data, the terminal

10 apparatus generates a definable and simple usage rule based on
the complicated usage rule of the license data, and the server
apparatus sets the generated usage rule as a terminal usage rule.

Note that in the digital content distribution system 1b of the
second embodiment, the case where the original usage rule 2224b

15 or the like is under the time management has been explained, but
it goes without saying that LD can be applied to the case where the
original usage rule 2224b or the like is under the management on
the basis of the number of uses.

More specifically, as shown in Fig. 36, the right management

20 server 20b in the digital content distribution system 1b holds, as
license data purchased by a user, an original usage rule 2224b (10
times, for instance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt of the LD
issue request 70b from the user terminal 30b, the right

25 management server 20b cuts out the whole of the original usage
rule 2224b and the original usage status 2226b for LD 80b to be
issued to the user terminal 30b which has sent this LD issue
request 70b, so as to delete the original usage rule 2224b and the
original usage status 2226b from the license data database 22b

30 temporarily. The right management server 20b generates a
terminal usage rule 87 (1 time, for instance) and a terminal usage
status 88 (0 time, for instance) based on a predetermined rule
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status 86, and the terminal usage rule 87 and the terminal usage
5 status 88.

The user terminal 30b updates the details of the terminal
usage status 88 by the amount of actual usage on the terminal
indicated by the usage status, with reference only to the terminal
usage rule 87 and the terminal usage status 88 of the LD 80b

10 received from the right management server 20b when reproducing
a content. Note that the user terminal 30b never refers to the
original usage rule 85 and the original usage status 86. Then, the
user terminal 30b sends the LD 80b having a double-layer
structure to the right management server 20b using a LD return

15 request 90b.

Upon receipt of the LD return request 90b, the right
management server 20b updates the original usage status by the
amount of actual usage on the terminal indicated by the usage
status, with reference to the terminal usage status 88 of the LD

20 80b, and stores again the original usage rule 2224b and the
original usage status 2226b in the license data database under the
management of the right management server 20b. Note that the
remaining usage rule is obtained by subtracting the original usage
status from the original usage rule.

25 In the second embodiment, the user terminal 30b is
structured so as to return LD 80b to the right management server
20b without reference to the original usage rule 85 and the original
usage status 86 of the LD 80b, if at least one of the on-usage-end
return flag 844 and the on-right-lapse return flag 845 of the license

30 header 84 is "Return required”. However, it may be structured so
as to return the LD 80b to the right management server 20b with
reference to the original usage rule 85 and the original usage
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85 and the original usage rule 86 as an alternative to at least of one
of the removed on-usage-end return flag 844 and the
on-right-lapse return flag 845 of the license header 84, if the LD
80b has a double-layer structure and the maximum of the

10 remaining usage rule calculated based on the original usage rule
2224b and the original usage status 2226b is not included in the
terminal usage rule.

The rule table 22c has been explained as a rule for defining
a license effective period, permitted reproduction time (permitted

15 number of reproductions) and an on-usage-end return flag which
are to be set for a terminal usage rule, b.ut this is just an example.
Various rules are conceivable for the rules defined on the rule table
22c, including, for example, a rule defined based on whether there
is an intention of examining an on-right-lapse return flag and a

20 terminal usage status and a rule for changing the setting of the
terminal usage rule and various flags for each user.

In addition, in the second embodiment, the license data
database 22b and the rule table 22c are formed separately, but
these two tables may be structured as one table.

25 Furthermore, it has been explained that, in the digital
content distribution system 1b of the second embodiment, upon
receipt of the LD issue request 70b from the user terminal 30b, the
right management server 20b issues LD 80b having a double-layer
structure including the original usage rule 2224b and the original

30 wusage status 2226b to the user terminal 30b and deletes the
original usage rule 2224b and the original usage status 2226b from
the license data database 22b temporarily. However, without
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deleting the original usage rule 2224b and the original usage
status 2226b from the license data database 22b, it may issue the
LD 80b which does not include the original usage rule 2224b and
the original usage status 2226b.

5 More specifically, as shown in Fig. 37, the right management
server 20b in the digital content distribution system 1b holds, as
license data purchased by a user, an original usage rule 2224b (10
hours, for instance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt of the LD

10 issue request 70b from the user terminal 30b, the right
management server 20b cuts out a terminal usage rule 87 (1 hour,
for instance) and a terminal usage status 88 (0 time, for instance)
from the original usage rule 2224b and the original usage status
2226b based on a predetermined rule for the user terminal 30b

15 which has sent this LD issue request 70b, and embeds them on the
LD 80b for its issue.

The user terminal 30b updates the details of the terminal
usage status 88 by the usage of actual usage on the terminal
indicated by the usage status, with reference to the terminal usage

20 rule 87 and the terminal usage status 88 of the LD 80b received
from the right management server 20b when reproducing a content.
Then, the user terminal 30b sends the LD 80b to the right
management server 20b using a LD return request 90b.

Upon receipt of the LD return request 90b, the right

25 management server 20b updates the original usage status stored
in the license data database under the management of the right
management server 20b by the amount of actual usage on the
terminal indicated by the usage status, with reference to the
terminal usage status 88 of the LD 80b.

30 Also, in order to execute efficiently the operation of the user
terminal 30b for returning LD to the right management server 20b
temporarily and then acquiring the LD again (the operation from
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can be issued, it continues the processing of acquiring LD, but
when it is notified that new LD cannot be issued, it does not
execute the processing of acquiring new LD.

10 Furthermore, the second embodiment may be structured so
that return of LD and the following processing of acquiring LD are
performed all at once. As shown in Fig. 38, in this case, it is
assumed that the user terminal 30b sends a LD return/issue
request 100 for requesting to perform the LD return process and

15 the LD acquire process all at once to the right management server
20b, and upon receipt of the LD return/iséue request 100, the right
management server 20b performs the LD return process (process
in 52402~52405 in Fig. 35) and then goes on to perform the LD
issue process (process in $S2004~S2007 in Fig. 27). Note that

20 this LD return/issue request 100 is realized by a structure of a
combination of a LD issue request 70b and a license data return
request 90b as well as a LD return/issue request identifier 101
indicating the LD return/issue request, namely, a terminal ID 102,
license data 103, a content ID 104 and a terminal capability 105.

25 Also, LD is usually sent from the right management server
20b to the user terminal 30b as a response to the LD return/issue
request, but the whole LD does not always need to be sent back,
and only minimal and essential information for the user terminal
30b to hold new LD may be sent back.

30 For example, when the terminal usage rule of the LD to be
sent back is same as the terminal usage rule of the LD to be
returned from the user terminal 30b, information instructing to
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terminal 30b overwrites the terminal usage rule of the LD to be
returned with the terminal usage rule which has been sent back,

10 resets the terminal usage status to “0”, and holds it as it is.

Note that it has been explained on the assumption that
license data itself is described in the LD return request 90b and the
LD return/issue request 100, but the whole license data does not
always need to be described but only a minimal and essential part

15 thereof, such as the terminal usage status only, for the right
management server 20b to return the LD may be described.

Up to now, it has been explained on the assumption that the
user terminal 30b once returns the LD whose usage right has
lapsed to the right management server 20b and then acquires new

20 LD, but it may be structured so as to acquire the LD again from the
right management server 20b without returning the LD. In this
case, upon receipt of the LD re-acquire request from the user
terminal 30b, the right management server 20b performs the
processing considering that the usage of the previously issued LD

25 has been completed, and issues new LD. Note that in this case, it
is preferable for the user terminal 30b to control so that a LD
re-acquire request is made only when the usage right of the LD has
lapsed, in order to avoid holding two LD with the same license ID at
the same time.

30 Also, in the second embodiment, it has been explained on
the assumption that the on-right-lapse return flag is information
indicating whether LD needs to be returned to the right
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acquired again from the right management server 20b or not,
whether LD can be deleted or not on the user terminal 30b, and the
like, and the user terminal 30b may be something to determine the
next operation according to the information identified by the flag.

10 Furthermore, in the second embodiment, the cumulative
usage time and the number of uses are only stored in the terminal
usage status, but information involving the usage status such as
the content reproduction start time and the content reproduction
end time may be embedded into the terminal usage status so as to

15 be returned to the server. As a result, the server can acquire
specific and detailed usage status of each user such as a content
usage time zone, and thus meet demand for various types of
services for content usage.

20 Industrial Applicability
The content usage management system and the digital

content distribution system according to the present invention
includes a server apparatus and a terminal apparatus, and the
server apparatus is suitable for use as a computer apparatus which

25 distributes license information for each content and the terminal
apparatus is suitable for use as a computer apparatus which
receives license information, such as a set top box, a personal
computer, a digital television, a printer, a mobile phone and a
mobile information terminal.

30
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a license information storage unit operable to store license

information indicating a usage rule of a content for each user who
10 uses the terminal apparatus;

a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule

15 indicated by the license information associated with the user; and

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not

20 when the right of said license ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

25 a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and

30 a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket.
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the license ticket generation unit generates the license
ticket based on the instructed usage amount sent from the usage
request unit and sends said license ticket to the terminal

10 apparatus.

3. The content usage management system according to Claim
2,
wherein the instructed usage amount includes a number of
15 usage times of the content.

4, The content usage management system according to Claim
2,
wherein the instructed usage amount includes cumulative
20 usage time of the content.

5. The content usage management system according to Claim

wherein the usage rule indicated by the license ticket

25 includes an effective period of said license ticket, the effective

period being set as a part or a whole of an effective period defined
under the usage rule indicated by the license information.

6. The content usage management system according to Claim
30 1,

wherein the usage request unit sends capability information
and the instructed usage amount to the server apparatus, the
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9$10% (gbpgratl{g?t% control the usage of the content, and
the license ticket generation unit generates the license
ticket based on the capability information sent from the usage
5 request unit and sends said license ticket to the terminal

apparatus.
7. The content usage management system according to Claim
6,

10 wherein the capability information includes information
indicating whether the terminal apparatus has a secure clock or
not.

8. The content usage management system according to Claim

15 6,

wherein the capability information includes information
indicating whether the terminal apparatus has a unit for writing
onto a secure recording medium or not.

20 9. The content usage management system according to Claim
6,
wherein upon receipt of the capability information from the
usage request unit, the license ticket generation unit includes
license ticket status information into the license ticket and sends
25 said license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license ticket on
the terminal apparatus depending on the capability indicated by
the capability information.

30 10. The content usage management system according to Claim
9,
wherein the license ticket status information includes a flag
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11. A terminal apparatus in a content usage management

5 system comprising the terminal apparatus for using a content that
is a digital work and a server apparatus for managing usage of the
content on the terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to store license

10 information indicating a usage rule of a content for each user who
uses the terminal apparatus;

a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being

15 information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the

20 license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request the server
apparatus for usage of the content according to the user’s

25 instruction;

a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license

30 ticket; and

a license ticket return unit operable to attempt to return the

license ticket to the server apparatus according to the return
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information indicated by the received license ticket.

12. A program for a terminal apparatus in a content usage
management system comprising the terminal apparatus for using a

5 content that is a digital work and a server apparatus for managing
usage of the content on the terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to store license
information indicating a usage rule of a content for each user who

10 uses the terminal apparatus;

a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule

15 indicated by the license information associated with the user; and

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not

20 when the right of said license ticket lapses, and

the program causes a computer to function as:

a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

25 a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and

30 a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket.
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13. A server apparatus in a content usage management system
comprising a terminal apparatus for using a content that is a digital
work and the server apparatus for managing usage of the content
on the terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to store license
information indicating a usage rule of a content for each user who
uses the terminal apparatus;

a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and

a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket.
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the license information indicating a usage rule of a content for the

10 user who uses the terminal apparatus and being stored in a license
information storage unit, and the license ticket being information
on a right indicating a part or a whole of the usage rule indicated by
the license information associated with the user; and

a return information setting unit operable to set return

15 information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses,

wherein the terminal apparatus includes:

20 a usage request unit operable to request the server
apparatus for usage of the content according to the user's
instruction;

a receiving unit operable to receive the license ticket sent
from the server apparatus;

25 a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and

a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return

30 information indicated by the received license ticket.

15. A content usage management method in a system
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comprising a terminal apparatus for using a content that is a digital
work and a server apparatus for managing usage of the content on
the terminal apparatus, the content usage management method
including:

a step (A) executed in the server apparatus; and

a step (B) executed in the terminal apparatus,

wherein the step (A) includes:

a storage step of storing license information in a license
information storage unit, the license information indicating a usage
rule of a content for each user who uses the terminal apparatus;

a license ticket generation step of generating a license ticket
based on a request from the user and sending said license ticket to
the terminal apparatus, the license ticket being information on a
right indicating a part or a whole of the usage rule indicated by the
license information associated with the user; and

a return information setting step of setti'ng return
information on the license ticket generated in the license ticket
generation step, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and

the step (B) includes:

a usage request step of requesting the server apparatus for
usage of the content according to the user’s instruction;

a receiving step of receiving the license ticket sent from the
server apparatus;

a content usage control step of controlling the usage of the
content under the usage rule indicated by the received license
ticket; and

a license ticket return step of attempting to return the
ficense ticket to the server apparatus according to the return
information indicated by the received license ticket.
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