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[ 0003] As the electronic comuni cations infrastructure inprqves worl dw de,

the di stiPHULi ort pArtien of hariseopHe At hissPaal Aorumept et BASHYrEh 1Sai ded by
ef fici ent,,di-0hta r%ﬁ%r@te@@ém}% cob et 6RAGMN 8 S0 Ob;eiigt foahe ftQRAGE

t echnol ogies, an eer-to-peer and group-oriented social networking. For
exanpl e, repieidbasion by enyrse of eartnhdisiumentiy thy PAISTH disalofrIg) &tit aPEAF 8h

capabi | i £i { ‘ i : bot h of these
£ eohnol ol S i e B b R et - based

ser vi cescopngiprighemhetgoenbodi nents of the present body of work, content
distribution technologies are linked to advertising services to support the
distribution of digital content. [0004] Ad-based content distribution
systens of fer theCROS REAERENCE A0 RibHATED ARPLICATIONSduct i on of

content, but also the services that distribute the content and the devices

upon whi he ntent. i s rendered. However, despite t aver.a consuner's
capacityﬁgghcongﬁW§mﬁbﬁﬁpaﬁgﬂgsgﬁgﬁwyg%gP”@gﬁﬁgﬁﬁ?”$wm2§§pﬂ?@og§0fund a

f u: : di 56{,]41 %}gﬁ@pﬂiﬁa hadyn 1, b, aﬁhsism&ﬁdtri:}i@tib@-lireﬁfirit of fegfj hppﬂ@ltibﬂgllhed and )

wel |l -matched to the con r in a hi y reljabl. n asur way. That
is, eachl%%ﬁ%&ﬂuﬁkgﬁﬁp63&gﬁm3&tb%ﬁgégﬁ@%ﬁ“@hédﬁagbéaﬁﬁggﬁﬁ?gﬁt?€ ensur e
that thepadid sf WelisiofRt Shelatdh NHE 66089 630, fildlt £FESI0S 2008, bhve7goamsumer and
that the overhead for deliveiing the a n e match is mnimzed

h and making. th
[ 0005] Enblsdimrentds 2048, aed YLk Eivs fikeA duiiet n 68 @B SEPTKBE 1€ enabl e t he
monet i zaj .o Rfcdd9nt@Rhcdi stribution by efficiently matching user-targeted
ads at the tinme and/or point of content consunption. Content itens and
advertisements can be i ndependently super-distributed, or distributed via
conventional comercial neihRESROENT ANgSTURNGY SNe are enpl oyed to
ensure that when a consummer—uses content, onrtne or offline, that this
usage event is funded by advertising that is well-targeted to that
consuner [0643d t hag the kieciewda toropuigatidny ifmsesteatisgravheweodvdatthor ovi der or

di stri but,qr S 1 )t her | der It Cle 3 addi ng val ue
to the s9%ﬁ%ﬁﬁmbﬁg#%Ffé%ﬁéﬁg%%ﬁﬁgﬁﬁ@%H%%$?ﬁ@gﬁFg F§W53$?%ﬁ5%¥mgutonation
and t he aletiaiforynaotlecabniier ofiBgtdbytoraenyecboribgnd, add staritbpedrand ser vi ces, ad

services, render.i appl.icat.io and ,devi.ce t In_s odi nent s,
efficien§“WB€H§§§£gﬁ§@H§ﬂP§ ggéﬁeﬁgnﬁ%évi¥gmﬁ¥ggayﬁggng)ﬂ?%ﬁggtion of the
t ar get i ngrovidRakwididiburiah chbadgiticaris vadeot peoidps thaeNampenmit aspect of both

of these technologies is the ability to link to numerous other Internet-based services. In

Ly |

preferred embodiments of the present body of work, content distribution technologies are

linked to advertising services to support the distribution of digital content.

[0004] Ad-based content distribution systems offer the hope that ads can fund not

only the production of content, but also the services that distribute the content and the



10005alAccording to the first aspect of the invention, there is provided a
met hod for distributing an electronic content itemfor consunption with
advertisenments, the method conprising: creating an electronic |icense, the
i cense identifying one or nore slots within the electronic content item at
whi ch advertisenents are to be inserted, the license further specifying one
or nore types of advertisenents that are not permtted to be inserted into
the slots, the license further specifying a criteria for dynamcally

sel ecting advertisenents to insert into the one or nore slots from anongst
a pl ur al idéyic@fupad whidhi (hetoids is 15edude Hywasaoddspitd thg atdiegeadoasimani ¢ | i cense
with the electronic content item and distributing th l.ectr.oni c content

't em and CEHE I CCERES BoRiu SBoBS BT b hARE S pbbARNES g o 1 he
second aspagithehdstideed ivveasmitionly ddieeed kid REQYHEBEd & dethadmboi i stributing
an electronic advertisenent_ for consunption with an el ectronjc content

item t h&ghbt wheble shprrstrgle wpedbptiy camh ‘é}pé?é%‘?l&?ﬁ%é A RCPHEESSI%he | cense

speci fyi QEydd bé btm2EPthsirB lat icRE Qv EEmathed RALAOYENE 3QBRNSfthe W I 11 ng
to pay to a content provider each time the advertisenent is rendered to an

end user confyerptihpidhe evarhcad deradofiyieringdhe apand myingthy o taids: t hat
the provider of the advertisenent is willing to pay to the content provider

if one ofggmeie CeRfbliinfns AU JBkms WHAEHRIHAAS DRcHRAMREAEMYRLhE S greater
than the first amount; securely associating the electronic license with the

el ect r onimongHRASER 0§ eqpient distribyion by cidiciently Batching useretareedadppf the time

advertis %H@B%}ﬁ(ﬁﬂldoftcgﬁteﬁtl C%ﬁglfn%%)%e?énﬁﬁﬂ%%m% Qn@a&d@%{)s%m@%? Edf BRI EF

DESCRI PTI ON THE DRAW NGS The inventive y work will be

readi |y dmiseesicodusuppr-distidnicdng digribwied fiacpoighiigpaderrampistt] dedods-pt i on in
conj unct 'E?ﬂci%tﬁﬁecﬁlﬁkﬁ?&&g%g D GLAMRISoneh B LR ngQQQJtlrﬁ,' Sfind Shows an
exanpl e of a systemtor di'strrbuting advertiserments and conteht in

accor daneeofflitd: thpe thinisageenvotis femted by p0G083iFE Bat i2 weHawgetad trothet det ai | ed

I f , N ' ( [
cxap! e bR TR ST Ay SOMAS NS PSR RRAR LERBERLELY,
sel ect i ngs walids pthes@siteholgem duberpartsdrmninsddin@ 010 F Be svksténs. Faclirgh- | evel

et Ol 04 BhAR Sorh MRS Sl B BIRPE B 208yt e
many content distribution services, ad services, rendering applications, and device types.
In some embodiments, efficient feedback mechanisms can be used to allow for

optimization of the targeting, real-time matching, and auctioning mechanisms.

[0005a]  According to the first aspect of the invention, there is provided a method for
distributing an electronic content item for consumption with advertisements, the method
comprising: creating an electronic license, the license identifying one or more slots
within the electronic content item at which advertisements are to be inserted, the license
further specifying one or more types of advertisements that are not permitted to be
inserted mto the slots, the license further specifying a criteria for dynamically selecting
advertisements to insert into the one or more slots from amongst a plurality of
advertisements; securely associating the electronic license with the electronic content

item; and distributing the electronic content item and the electronic license to a third

party.



[0011]FIG 5 illustrates a content deploynment scheme in one enbodi nent.
[0012]FIG 6 illustrates an ad depl oynent schenme in accordance with one
enbodi ment. [0013]FIG 7 illustrates the dynam c sel ection of an
advertisement. 100141FIG 8 illustrates audit reporting in accordance with
one enbodinent. [0015]FIG 9 illustrates various system conponents in one
exanpl e enbodi nent, and the nessage interactions between them [0016]FI G
10 shows exanples of different types of devices supported by preferred
enbodi ments. [0017]FIG 11 illustrates the use of server-side ad matching
to pre-fijdgosh] adwuetdrimen® Messct@id @péle \of € int&ib8 1k is bovedeaviSmathod
illustrative ad-tags taxonony, [0019]Fl G 13 shows an exanpl e of sone of
the gover9TafisEOUELO# SeptHHee f“ﬁ’f"a’ﬁe‘@ﬁ‘étnéﬁr SPYPUBRHEYI  CIEQRE BN 14 shows
an exanph@mofheanfh&F SorrisaRNtRAMngHV SR nid i RnFZO MRS icch OB UKz a Emst Shows
anot her exanple of a piece of content divided into zones. [0022]FIG 16
shows a pmeed Bt hpgvecceinthe advabcment savillingde dgy dua cenignt poyiHe cach

time the advertisement is rendered to an end user, the electronic license further specifying
a second amount that the provider of the advertisement is willing to pay to the content
provider if one or more conditions are met, wherein the second amount is greater than the
first amount; securely associating the electronic license with the electronic advertisement
item; and distributing the electronic advertisement and the electronic license to a third

party.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The mventive body of work will be readily understood by referring to the

following detailed description in conjunction with the accompanying drawings, in which:

[0007] FIG. 1 shows an example of a system for distributing advertisements and

content in accordance with certain embodiments.

[0008] FIG. 2 shows a more detailed example of a computer system that could be

used to practice certain embodiments.
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dynam c nedi a zone technology. [0023]FIG 17 shows the integration of a
pi ece of content and an adverti senent using the dynam c nedia zone

technol ogy. 10024] FIG 18 shows an exanpl e nedia player for use in certain
enbodi ments. [00251FI G 19 shows an ad-matchi ng process in accordance with
one enbodi nent. [0026] FIG 20 shows a process for nonetizing content

di stribution. DETAI LED DESCRI PTI ON [ 0027] A detail ed description of the

i nventive body of work is provided bel ow. Wile several enbodinents are
described, it should be understood that t he inventive body of work is not

;:Petﬁgt%BQQnynggitgc 3@%%@Q5§W% %%ﬁ@ﬁtg einjeH 1333 ng;g$ O?Fe numer ous

speci fi cordghahgd shariBeseitsforth in the foll owi ng description in order to
provi de a thorough understandi ng of the inventive body of work, sone

nmbodi f th det ai |
vor oovartobfale 2 % B SE high S Lt iton R T Gl b st B O R o1+ 8l i hat i

known i nerhthlihedtadnddhainterfaas pretiddeenhaescri bed in detail in order to avoid
unnecessarily obscuring the inventive body work. [0028[ Systems and net hods

for facil.ltatin eliver c, content are .described herein,
includin@bfﬂterqgkﬁg @V@?@ﬁ§¥§ tﬁ%ﬁhﬁﬁgﬁﬁﬁ?m?%“égeﬁ AR a advert|S|ng
using a digital rights managenent ( DRM') engine such as that described in
conmmonl y[0&3%i gnddQJsSlivRates nb ad\pglldoyeadnit erhee.in 3dbbEBB¢698h (fRubl i cati on No.
2007/ 0180519. Al ) ("the "'693 application”), the dynam c nedia zone technol ogy
describéﬁncwﬂeg nly assigned U S. Patent Application No. 12/178, 543
(Publication No. 2009/0031431 Al)(-the '543 application"), the

advert i s@iEdt t driget7iilgstaes hralyogyicdekctiorbefthniadvértiened81 appl i cati on,

and/ or the DRM and service orchestration technol ogy described in commonly
gggg?ggg[&)ﬁ%ﬁ ) ( 8[{’1%?% @Es‘%]ateg %}dtf)ﬂep&%ng éc%or a§c§e1W1 hP(;)Jr}%l e'm ?%f\??egtlt [(;krz of
advertisenments or other content to end users (the contents of the '693

appl i cat i06h§] ' 543G Ppllngates oarjiowangstitrtheomp&iEhtsapphé eatripbnerslelihanteby
|ncorporgﬁe&egggﬁépm9¥cﬁgﬁeggwggjhanthelr entirety). It will be appreciated
that these syste d are novel, as are many of the conponents,
systens, and net hods enpl oyed therein. 100291Preferred enbodi nents can
provi de K8k or IHIG 18 fshevneexfagipleowi Aigfetaatypeest dev3089ipPortsd lyeprhfieghd r et urn on
investne (¥ ) for advertisers by offering an efficient nmarket for ads
by using e? eC |ve mechani snms for targeted ad distribution, and by nmatching
ads to users who have relevant attributes, thereby av0|d|ng t he waste of

i nappr oplBitle i nPh(addiillustraies the use of server-side ad matching to pre-filter

advertisements for a device.

[6018] FIG. 12 shows an illustrative ad-tags taxonomy.

[0619] F1G. 13 shows an example of some of the governance associations in an

exemplary embodiment.

(0020} FIG. 14 shows an example of a piece of content divided into zones.
10021} FIG. 15 shows another example of a piece of content divided into zones.
10022] F1G. 16 shows a piece of media content formatted in accordance with the

dynamic media zone technology.



100311Maxi m ze revenue and mnimze distribution costs for content

provi ders by providing an automated market for content distribution and
peer-to-peer ("P213-) super-distribution to nmany different devices through
many different services, and by ensuring that ad slots required by the
content are filled at the tinme and/or place of rendering by ads that
provide the nost value to the content provider/distributor. [00321Provide
two tiers of user targeting, where the first tier nmatches ad content to a
consuner when the ad content is delivered to a device or other

user -ac bl e I - h e [ I inely

gr ai ne dc[ﬁﬁ%%%r n’at‘ﬁ@ i'y o¥vs%) e ra%og OIF &(:c?e gfoc%%eth’f Std n@étsalﬁgenrﬁgebn%nE the tine,

pl ace, emugnmﬂmﬁmmnanMeza&ﬂsdmu&gge dat a, deanraphlcs, recent history,
and/or the like) to select a particular ad for presentation at the tinme of
cont ent eri 33 P n ad canpaign
effectldéﬁgg %?ﬁggqbggﬁﬁg%gxlgﬁmﬁﬁg{ §§?%*é% (gﬁ%?vgﬁéég%n 00341 Provide
incentives for service providers to distrlbute ads, content, and rendering
t echnol d§925] [ 003&11Pslewisde adnoaeitnyproctse isacyiderss wilneneaginthoilimesécur el y and
privately associating consunmers with relevant attributes which can be used
to optim ad cy by using ad
natchingbéﬁﬂhanﬁgﬁgggﬁﬂgmEégg%%%$Igﬁﬂg%?%%agﬁygﬁﬁgﬁ%Pﬁgted web- based proxy
for a user's device that does not divulge the consuner's private attribute
information. [0037]1n a pr f j ‘ scal able platformis

provi ded for targeted adveﬁ??géﬁgsﬁgﬁggggz g?ﬁnis conpati ble with, and
anplifies, conventional ad-natching technol ogi es by extending their usage
beyond |[pbEfnet Aadueitdd cbaiptiobbiiiht anleytivettuey plf awflois pravédedésiogned to wor k
seanl es W th existing content. distribution . and stribution networks,
and to S‘I’%W e el@??ch@{g?f\?grefdg%@g%w Sr?@ﬁ b&“é‘ﬂ?"?%ﬁﬁ?ﬁ%&e SEBRYE 't her eby
enabl i Nghoa odPlotiBhopiaéd tofaay ond d:mlsddakah,dbml éiissead 203G hRChurlersiows  an
exanpledgf a systeH]for dlstrlbutln dﬁ |segﬁnts 104 and caﬁ nt 108 in
accor dartEMRivE B ‘t‘é?‘?f’“én‘i?gc?ﬂweﬁ]? ot F9ABIPRY B PR BEAGHC AP As shown
in FIG e s@ f9H (Be BYBHEIR (ﬂe@élrlp’tlgﬁﬂi Mae ta pvamueeet HoRlgadyRidinsigmaitt s 104a,

104b, 104c, 104d, 104e froma variety of advertjs t providers. 102a,
102b, 10 invepavehody o5 weiks fumg ADROPEYS ¢ %%’C%ff W&F%W%Pf fﬁﬁ?ﬁ ent itens

108a, 108Bse qbOEE, MbERR e E&%@pdf?dseemaﬁ{y, 6QRhPRENIN0atteRSth4Q6a, 106D,
106c. When the user nmakes use o ce of content 108d, the user's system

dynanlcdﬁmvmdﬁéﬁeegmﬁﬁmdﬁePﬁﬁﬁmaéV@W?ﬁgéﬁﬁﬁﬂ1&9@%fWﬁ%ﬁ@ﬂWéﬁﬁﬂW€bi|senents
104a - 1&ﬁ9nh@ﬁhehRmRh%%bQ%§%Mgrece'Ved and presents that advertisenent
104e to the user along with the piece of content 108d. Information about
the user, the user's device, and the user's content preferences and content

usage hald2¥ carSysemagad merodhfr RAIERSBa AR CORplEIacBNC SPHERSE | n

addi ti ongegl i QMRk, %W@Jinmmhg by saGvellinRenRRtS: MREBadcand@lLd can be
collected and sent to a clearinghouse ( B%Td cl eari nghouse 110 or anot her
fe

clearlngﬁb@geWQWGmgaéh$R%ﬁgﬁsﬂﬁéﬂﬁﬁ@vi%D ngiag Rehts giet despbedddpensat i on
from advertlsg %ss?‘%ﬁ%? m%%?ﬂ bpIRWR&! ﬁylﬂ%é&ﬁ%?ﬁﬁﬁkhﬁﬁﬁé@ or in addition,

such |nfornat| e sent |rect fromthe user's device to the
cont ent PiG1186F 1910 (‘End 688 aprlicetian”s erehmapiovide zonedgchnolpep391Cont ent

provi der 4 106, JM8Y cSRMBRly$8si i AN S Ser® WpBhicarith KA 95170543 pRbRBHE OF
No. 2009/0031431° A1)(“the ‘543 application™), the advertisement targeting technology

L

described in the ‘881 application, and/or the DRM and service orchestration technology
described in commonly assigned U.S. Patent Application No. 10/863,551 (Publication
No. 2005/0027871)(“the ‘551 application™), to manage the provision of advertisements or

other content to end users (the contents of the ‘693 application, ‘543 application, and the



such as a nusician, novie studio, publishing house, software conpany,

aut hor, nobile service provider, Internet content downl oad or subscription
service, cable or satellite television provider, an enpl oyee of a
corporation, or the like, or an entity acting on behalf thereof, and
content 108 may conprise any electronic content, such as digital video,
audi o, or textual content, a novie, a song, a video gane, a piece of
software, an enmil nessage, a text nmessage, a word processing docunment, a
web page, a report, an electronic book or periodical, or any other

entert ai . e ise,.or other, content. [004Q]ln the exa e shown in
e 10 ot bpiiEREhRhLARY kROt el by Resrene 1t ‘W“%‘W%%)oﬁt“’gm)e 108 and/ or
adver t i semeatgedBdt théselsycensadifdhod sbased], anartcheanpalfiiel @mpofiendd, her wi shes
of an entg% 102, %gG anq 55 cifies permtted and/or prohibited uses of
the assotiSPEd ISIRTRNES BN 4§ Renent, and/or one or nore conditions that
must be satisfied in order to nake use of the content or advertisenent, or
t hat nus{0ORY satBrsfciredcabodimenndint providesormomsAnw@RE ollofvinisRatulel: one

enbodi ment, a |icense 103a nay specify whether a recipient of content item

108a is ired g o.view advertisenents,. 1f.s0, the criteria that an
advertisgﬁggi nu§%°2§_W§ ggWHc%ﬂ@@?“?1P%§%ggﬁ85?§ﬁ#hgﬁﬁWF@¢P9$mh li cense
103a associ at ed wifidiend nfaditet @ ulaby adivestdcs QMMBEhakRAR forQbredtc@h@UP OF
category of advertisenents, m ecify the types of content with which the

; 1 p
advertisement may  HEYIPEAY béfr‘gaé‘f %Sé‘é”ﬁ’leﬁst‘@é‘? hpvedelewmgrgibuisse
remuneration or aidi€sy £OMPENGANWaAB of Masprefidid ¥npk@RdnkS Wi ll1ing to provide
if advertisenent 104a is integrated with a particular type of content 108.
[0041]Cbﬂh t 108, advertisenents 104, and/or |icenses 103 nmay be secured
by one o re” cr\PUBYF APIPES FRICREHT SHESThYERR erstsTRE s Bipviskersdiygi t a
si gnature techni guasdiRE a@é\%oﬁﬁt@@ha%@ﬂﬁ'c&ﬂ’telﬂ_rcﬁ’sttﬁﬁ}tfog%ﬁd ﬁé&&%@é&l by the
digital rights nmanagenent system (if any) being used, ahd a trust authority
110 may provi de AgpFoptiratdisEibyinrolgmagetiideTaessieviees thiougl atees diffenait or t he
i ke. [0042] Cont egk;ick08 g BEYANLLS SITRRE i | : n be
provided to end use?§°181 gy §H§§gﬁ?;a%?%gﬁggﬁggyEﬁgﬁﬂggﬁ%%gﬁgfﬁetmork i ke
the Internet, a Itcéne arde plarstofeankering hy ade ithes provatewlor kpstavalviernd thal pri vat e
network, a w de afea net : or the like; via cable, satellite,
br oadcast, or ceIFu%§& 8%%%E%¥@gg¢bn; and/ or via recordable nedia such as a
conpact disc (CD), digital versatile disk (DvVD), Blu-ray Disc, a flash
menory cHtd2)( er g ProvadSemiess @ wert talge{r@Dyvhemrtl) {irsatict/roatcliched bokent t€ont ent
108 can be delivered to_th ser, together. with a li.cense 103 in a single
package or trans%f%%?%ﬁ?gggn#ﬁaggﬁg’gf%&%égfgé%gdSWm??éﬁ@ﬁfﬁﬁTons recei ved
fromthe same or acictfile dnlivesppricesnd hO643hd Her wadmuseiinety gymbém 101 (e. g.,
a personal conput . nobi | e tel ephone, a_tel evision and/or. television
set-top box, a p3%%%%%@“ggﬁﬁgﬁﬁﬁﬂﬂgwﬂg?ﬁeWﬁHV?98??&ﬁﬁﬂ§ﬁ3$%Pbﬁ?c book
reader, and/or t hkavitdnkeht, Gaatsk nsagnftyd, 6aho@mpeal foaf distdiar Mwak ehe and/ or
speci al - pur pose h@gﬁc tP t_is.orergﬂ%e to retrieve, and render content 108.
The user's syst emi sl €SB EGREFHIA) af HE PIRIEart e Enedposienhar dwar e,
referred to hereirghdasn@ digital rights nanagenent engine, for evaluating
the licenses 103 associated wth content 108 and/or advertisenents 104 and

enforcin e terns.thereof (and/or. enabling the content rendering
appl i cat %8%1& o eﬁf%’t"%%“%h’i?ﬁ“&@? Feystics Ay o4 AR e sl s Hiivar e for

sel ecting appr opki@legiddYarihisQmmnirtcdrnignder in connection wth use of
content 108, and gathering and reporting information related thereto, as
describeﬁ &@ more detail below. [0044]The digital rights managenment engine
and/ or tRE&3Hd et ERIGgResTgYereionsayY pepieyiders o figitibpteadsagntent. el | y
integrated each eijgfing @R MyWM th a content rendering application, or may
conprise separate pieces of software and/or hardware. Alternatively, or in
addition, a user's system nmay conmunicate with a renote system(e.g., a
server, another device in the user's network of devices, such as a personal
conputer or television set-top box, and/or the |ike) that uses a digital

ri ghts managenent engi ne and/or ad matching engine to make a determ nation
as to whether to grant the user access to content previously obtained or
requested by the user, and whether and which advertisenments to render in
connection therewith. [0045] The digitsal rights nmanagenent engi ne, and/or

ot her software or hardware on the user's system or in renote conmuni cation
therewith, nay also record information regarding the user's access to or

ot her use of protected content and/or advertisenents. In sonme enbodi nents,
some or all of this informati on m ght be comuni cated, potentially in
anonynous form to a renote party (e.g., a clearinghouse 110, the content

A N~



[ 0046] As shown in FIG 1, content 108 need not be distributed together with
advertisenents 104 (or licenses 103). Advertisenents 104 can be separately
provi ded, and integrated with content 108 dynamically by the user's system
101. As described in nore detail below, this integration is preferably done
in accordance with rules encoded in the Iicenses 103 associated wth the
content 108, the advertisenents 104, and/or the user or systemregarding
the type and quantity of advertisenents that nmay or nust be integrated with
the content, and/or the types of content with which an adverti senment may be
render ed; a, preferr. i.ent, .the.systemattenpts, to optimze the
natchingﬁ%$ ads ﬁﬁpﬁ&ﬁg%ﬁgg%ﬂgﬁaﬁgf%gmg%%ﬁé%ﬁgﬁbﬁmﬁﬁEQWﬁQFP%ﬁ%‘B%ut t he
user (e.g., age, cgangerswidi @leyanttdieibusaghichicst bs ysedneloptreenences of the
user, and/or other, information about the user or the user's environnent
(e.g., time of day°““Ylobal positioni ng system (GPS) coordinates. etc.).
Because, in one enbodi nent, the matching is done locally, this user and
envi r onnge3s| b nfBaswatdmomeamikey bRusth@ahdedichmgtrhehusans sn system and need
not be transmitted to third parties, thus protecting the user's privacy

whi | e enabling vEPYFUREEAREE NGty vemo-trasrerors Emgriey”s &ics i ousl y
indi cated, in SOWBesHPARITEMSCARNMMINIVaNBbARInBfmSRRE User and/ or
environnmental information are sent to a cl earinghouse 110 for

redi stri jon to content providers and/or ad providers to facilitate the
future p&'ﬁé/hsi or® SPreg?fFﬁdefi’i‘Pboéﬁﬁe“éﬁsscélF‘blﬁé’ﬂaé‘f‘i’flpéf’f prowided Etargged he user.

[ 0047] I tagWettisinb ETIRAMEREMAL BSmpARle Rith WA 8k pBfiesy 86dvahiti RRBackRBicRBMade to the
architecture and rel ationships presented in connection with FIG 1 within

t he scop&chyriagis by syiending thepougeediey pst lnterg pdertasipg. Similgrbnstplatfosmt at i on,

in SOMe SYiSLieN® o $8MBeMlARLY wilh kleing OOMEH UistLiBE aflehd MiStiBGid:00et her with
sone advertisenments, the content and advertisenments nmay be delivered to the
user's sAVeksfangd M proxidagh effesive deedpeckgnechanism diogvihgichentsibergbxe provi der),
and/ or i . j rated with nultiple adverti senents.
In soneagﬁ%gggﬁ%ﬁwggp%ﬁghag?éé%?ﬁ%??g%'of whi ch advertisenent(s) to present
in connection with a piece of content can be perforned by a renote system
and/ or t983%Int edtlé: iléﬁo‘ﬁf’r ary gramaptpvera sy semdpn staihetingrasvesiseeents tdrande

per f or MBGfAMeinecdifict MniDREALALEAREANLL e A adNRN I dreiRs L hen
transmitted to the user's systemftor display or other ren ering. Thus it

wi || be shopneeFltel atuherts 5@ 101irecopresvivaieey bbadvsuispmsits 1642, iP4tust rat i on
and expl tipn, Wyl i S .6 of a
avst om 2000 10 RS aRE L A e AR IR o REI  BRTBLS DL boay
of wor k. syfem BX atnolrecei ey stvanet 00canitghitcioe hpia, $@8tan0mHotH emt vafietan end

user's devj . an Y I rovider's comppting system 102, a
cont ent %%%@%8é$%§d§§§§§%$9%%i8%%3%5%t<H5mf?ﬁ%$1§gBF%§% ?é?n§9%ten1200 may
conpr i sel®dgiknesals-spuemp dseansionhuthonses de vpiimalsidertiasnant pedesformalkheconput er or

Fel epnoneiar sl Par 3 ok E iR s e et S A8 M ayer

el ect r oniGlehook useater,withabt plece bRdoaInG | 08d. BEbrmiadipn Bt tHel@sKihegam ng
system or ,the.like stem 200 will typically incluyde a processor 202,
morory (FoeBt Sicd R L R Catiam e s S Somtnigedibife bR ace 906 a por
207 for @eaepitiRgeheRYGR BofRITA Yl imfoRtiaMaaKohtRiasH aRerddRentand one or
nore buses 21%Fé8r conn ctin%@%he af orenenti oned el enments. The operation of

syst em 20BrewFndereg v E‘éﬁ’ﬁ&?“ﬁ@ O 919 Sepringhlse et seraDBbowEd i 8eT ng under

the gui dagrR:r ObaRiRBERN® B4iRTaRMLE ProVRITAOf pdiflent Me BBEY cAbnWtbh rggneral Iy
i ncl ude both_hlgh-speed random access nenor and non-vol atil e nenory

renory (RAM . |

such as ¥VRdigFet Peiogoslenappest 146 Adgma I insedei(1gse pechonerBstiotenory 204
may be r&mid bCleRires e RofNAL udch8 Ve GiaNAhe BRudE B VIdP TO@indW T en to Dby

ot her coqgonents of t’he system 200. Port 207 nay conprise a disk drive or
menory s# ?“$@?ﬁ§§6€§krh@1conputer-readable medi a 208 such as USB dongl es,
CD- ROVs, DVDs, nenory cards, SD cards, diskettes, other magnetic or optical
medi a, and/or the like. Network interface 210 is typically operable to
provi de a connection between system 200 and ot her conputing devices (and/or
net wor ks of conputing devices) via a network 220 such as the Internet or an
intranet (e.g., a LAN. WAN, VPN, etc.), and nmay enpl oy one or nore

conmmuni cations technol ogi es to physi dgally nmake such connection (e.g.,

wi rel ess, Ethernet, and/or the like). In some enbodinents, system 200

m ght al so include a processing unit 203 that is protected fromtanpering
by a user of system 200 or other entities. Such a secure processing unit
can enhance the security of sensitive operations such as key managenent,
signature verification, and other aspects of the rule enforcenent process.
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DRM engi ne, ad mat chi ng engi ne, and host application) operates as intended,
the terns of the licenses will be enforced. In practical applications of
the systens and met hods descri bed herein, protection of the system(e.g.,
the software and the hardware with which it interacts) from nmalicious
tanpering or nodification can be acconplished using any suitable

conbi nation of security techni ques. For exanple, cryptographic nmechanisns
such as encryption, digital signatures, digital certificates, nessage
authentication codes, and the like can be enployed e g., as described in

t he ' i ro he i ne, ap i.on, and/or
ot her s ?ﬁ% sof cilrxxlgermeI"”I(“”d%a c?ewa?’y “YPR Fﬁe &P tgptl %‘@e&ﬁdfiagff grtchggltng% ack, as
coul d stsuule tus alusiaiad/ movie &cﬂuoclalbhslaﬁgl hmﬁsy, mwmmmmuam saftirar e
obfuscation, self-c ck|n tonl at i wat er mar ki n ant i.- debuggi ng,
and/ or OFRATe PG ’g i & ﬁ%négrque &b ehortsé??hﬁ? ques can be
f ound, flerevei()arﬂ%\&deﬂ aﬁh dﬁp%ye@@f&ﬁbrpbﬁimﬁ BB [3250Bln, enGf Atsigabh on

Techni g Sof t ware Securit in conmmonly assjgned U S

Pat ent Z%%P?&*}Hﬁo RGOy ’i’g?%d@"’é’ﬁé%‘r“?%%‘?‘i“@ﬂmmme%d?ﬁdiﬁt«ﬁd?b Al).

Sof t war evigel, au@a.fc@mai:»ya{taﬁsa @abde I\ﬁolagd:&wdéb gmd ahRRE o ARMh6&%Hon No.

11/ 737, 428 (Publi cati on No. 2008/ 00284 Systens and Met hods f or

Wt er mar FPHGRSErREWA St BRtFeE: ﬁéforﬁ/amcasswgdocwa@rém webhPREecatapeit Mo

10/ 172, 68&etoRMobg 8t f)é?f@)dm} o2 R RQ23R5Ginfheh, entgﬂvfrlrsé"@'i %thgﬁc(fn'tegrhe(:k' ng
Systens and Met hods; U. Pat et Application No. 11/338,187 (Publication
No. 2006/.0123249 AI) Trusted Stora%S Syst ens and Met hods; and U.S. Patent
No. 7, 1280480 giln thssxgmplephowe &sFife luaniities) 67 ans | Orsagstin bepssesddéh of whi ch

i's her ebyit B&Qéri@%sléﬁ%r%vérﬁﬁe%&%cﬁw ﬂllc%s%e@@g id ©lsyd mHh%%nat:g yely, or in
addi tion, physical securlt% t echni ques (e the use of relatively

i naccessTthevighanef gn engise 19 185»@@:&3%‘%@3 %@%ldﬁféali%@mﬁgihlhﬁﬁb@éfrmfdhe units,

har dwar e;pd QH&FLREnP R bl SY Sin@mr '899@151’001%%’(1{9{: AdBal hikhe GRQRRE used to
further enhance security. In addition, a number of “cormerci a products can
be used in@rdsr i weke wp i theaphignisorfaduertiseampeor thyt maspesaiitebleaone or nore of
whi ch co SV A=Y A vi ded by
t he |nst##g¥$§ﬁgﬁﬁg ‘%g%”ﬁhgg3%25%%?§%h%%&?%§&?§§ﬁgkf&ﬁh@gﬂypgﬁﬂ&ﬁega| and
soci al regalpint efcoofent iven pefatis ciquared & tierévatiscRontsexdniilse, thenitetid es in the
system n@{? éﬁeadbaﬂ%gn{eﬁgmha sgﬁ)srf% E;{E‘&tdé']agolb)é sglgtgt%? Sgrgﬂﬁg’ rh%%‘rase 183 system

speci fications and requirenen nee a certification
process fd;snrqmg:l with ¢ Ipalamu emdvm;ﬁssnclﬁnﬁ#a amagmmptoln caystrent adgtisceamnt s coul d

be verif] d i mple, .a device or, application may be
required" ?y Spe@? het eso Conlfﬁg/lwétﬁ ’H@‘% VRS eGPy e %%%%aotrl ble with other
i mpl errethmmsnﬂegrateb,earﬁmIt}rmmamrat:camt/cmiﬁermyipé)eaﬂiceqhatreﬁdtyt mzamw de a
certain t nper. r,esi.stan or. ot her secur

cort it oatBE Qoo aflen SRRRUHSh Ts3RES T SruBoBEE bictbebr entity s
conplianm®.w th such requirenents, and these certificates could be verified
before allowing the device or entity to participate in the system or as a

di |l d 53 h
Cechni qui?l F1 B2 FE RS Ero POBY P MERR o ReBRE AP and i

will be c&ppdrem)@t(%ﬁhphhaheoaﬁlmgﬁsush&bdtﬁn@@/@’ﬁbmaﬁd]@llthi efonSOf®@ecchn@¥es oor al | of
these techni ques coul d be endgﬁgwfn t he desired IeveI of protection

and/ or tHe < é?qugtyd?m'teﬁtéo“ﬁgt“tt?t ealts panagemsanstem (i) al so be

appr eci aesk dsbatanwith: EKid) NI (BAGH piokYe AP g:laamzé BB pRipfapdRIEKE, bed herein in
connectlonﬁn%th certa} nbodlnents use of these techniques is not

r equi r e HISISS: WH9BHe Addi ti onal , non- limting i nformation on
security techniques that can be used in connection with the inventive body

of work [os4xet fiuntdnt i 08, bberti@In@OPL] Sallicoes [ GFO&AIDEBravi@iias cad
enbodi nents, the secur policies for specific deploynents are consi dered

on a casieiy0t &y @“lﬁ%fagle mgang, SRR Yii & nelporeikeihs IteRg atasalcs®it r ol over the
content and ad distribution nmechanisns, then the security policy around

t hese aspects coul d be rel axed. However, the security policy would
typically need to be stricter if the content and ad distribution nmechani sns
are conpletely uncontrolled. As yet another exanple, on sone platforns the
client may be inherently nore secure, therefore a relaxed security policy
may be sufficient. Wiereas, on platfdrnms prone to malicious attack, the
security policy would typically need to be stricter. The security policy
that is chosen will also typically depend on the value of the content and
ads and the incentives of different parties to break the system [0055]FIG
3 shows an exanple of a nmethod for delivering, selecting, and presenting
advertisenments in accordance with one enbodinent As shomn in FIG. 3 a
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content provider mght still want to make use of the ad-slot auctioning
mechani snms. Thus, it will be appreciated that many of the features shown in
FIG 4 and/or described el sewhere herein are designed to be optional or

depl oyed i ndependently and in accordance with the needs of a given content
di stribution business nodel. This inherent flexibility allows for

custom zed depl oynents enploying only sone of the functions and features
presented herein. In addition, while, for ease of explanation, FIG 4 shows
a single advertisenent targeting platform it will be appreciated that in
pract| Cee{\\p%kf uni%les% Me ¥, acUi ltleh" ?WE!% ﬁ%tfu%[ﬂ@a%ihe atteéfﬁét%m YindEr t‘ﬂbSt ributed
over mul'ti ? & Yevices an s?en@. or exarnple, while in’'sone enbodi nents
substantmat%ycaﬂésa&ﬂﬁ@enhdaﬁtbonﬂhhﬂyomh@mﬁmﬁmlEn@brﬂae®nkhbbe provi ded by

a web site.or rvice s% nctionality
Cwill be BEH4 %’rcﬁ'gﬁldg%rﬂ%%%\fhé‘f @%d‘&n“a vfg‘tar}t (glsekr s sﬁﬁl}%y%ls Eeiﬁt owner
and/ or dhahdry Rutdae. gs 2 Syatre Digial CSIE)aaard)gmﬂttsehe ldw. @mtiemtsléﬂ can lswst em and the

i ke. [00571 previ ousl p rre i ment.s both content
and advertTaennpvied pesber Bt € edhe AbT vBL e R B ef e O RR T st 11 but ed
usi ng Mikpdrie @acliagéy dritahirpisioBadSivéd o thetsh@e b dilfileteghicmirat. certain
preferred enmbodinents is the separation of content deIivery from ad

delivery s and content can ered hr ough enti |fferent
distri deP‘@g rreg[ﬂ“ﬁﬁf‘ H%”tﬁéer%ﬁ@ geeg otp‘t}it?&? SRR Qﬁe‘net‘e%s &t spl ayed
when C0rté]@mﬁsmh&nd/eﬂﬁﬁwﬁdm@aﬂntob@oﬂ&ﬁk@ﬂaﬁt&@p&ﬂdﬁd’bf yided plabxe, @ont ent, and, for
exanple, can b egoti ate { me of conten render.in the basl s of
t he besteiﬁ%‘?ﬁptﬁm %%‘afj‘@"n%lel (ifa}ée ]t'lﬁ’gc%@@? ?Ql%’éﬂté‘?’i’tso RaFePEHE ‘%e?ﬂ%s fcan be

t ar get edipbQatt Rpdss Bdgid MBOW GPerhikle (Cicaidvi Bid tepBert@Atea: 108NTheaRrrbe optimal |y

mat ched for render| ng based on | ocal data store r only ava | abl e to,
the rendeFemplwgyricrdhyipgagesispltyrgradion f@%’@d‘iegeéﬁgs" SJRid 238 948t r i bed in

mor e det @itk 19%2%\%{1@1% RN ED0EARIaL B BR 1REnH 203 SAesGibDRAh tcohitdigs 693
application, can be used to evalua ate the controls associated with pi eces of

cont ent and@r advesisemsatrd At and epfencengrthe raethsrenf adppeRlinghecers¥nent s t o
render (I%n&rl'dn g%hﬁimaﬁb{r) tovtén%?céisu@h 8GR P hn® QHWEI andRU ARy €A&RE 1S

flexible e rules which can be expressed for each content Item and
for eachapgebraiats adseryisaspats. to repdenia contrsdPriih us¢ plecopigne k08 anfl grehcspr essed by
the contgnt t an SHotPh il €4dw. such as XM.. In
sone enﬁ%lrﬁgkﬁ%iﬂ?rgggm%%ﬁggﬁgéﬁ&)gfg%aH%dcon&erfeé |n€g the type of

obj ects supported by the DRM engine (e.g using a tool for generating code
for the [Bf#lengilhs dgital rlgMamdmmeﬁbsngamné@h thserd araunsenginomhbe he

cont ent %?xruc&ﬁja [ d} f&’ﬁa‘&% qpﬁ%%‘af&ﬁ%% othft€a ROk D& r@dediRE chi ng engi ne
is able i'nt el rpret t ru In t e sane formas originally expressed by
t he contaplicproayedesy @mmtsv expiiasepicces wé ko fivaie and/erdrvdrae. gXtestagigely s
unnecessayr. I bg @@éﬂClated with
an ad |sadﬁed%g8§%£ﬁ ﬁﬁfﬁﬂgﬁU§éﬁgﬁﬁﬁgEPE?ﬁgtﬁ%ﬁ 1o pay 10 cents

f or eacharmther dmrtesmltmusebmnetwsm/wwﬂ deviwgs, bur:hpaaya rBrsauvkd |ct>mprntat ordelavisionhen t he
ad is sho to at hi. day. Sim |l ar
rul es caﬁxﬁﬁ’ 2Ss BT A mq ﬁﬁﬂgﬁyng: Q%%%Oﬁ a%%?ﬁﬁf%%%gf hﬁ@%ﬁ Depl oynent
100611 Asmsatabing eh ngtcﬁnaida a det’ermmettzemamh mtmﬂter qxogﬁamﬁhe preowécdests camentcont ent

tors. deplpy. th el with rul
(g, O dienietal o hiseaforman bR a it Ry ehah SF BRI R Cnaer i ng

appl i cat icatks ih QorgRttiidiehérywihioose ads t hat f|II content ad-slots identified
within the content (e.g., using the technology described in the '543
appllcat at f.he.tine the conten s ren a vi ewed,
execut ed! 0?)2%.] t heht:ca(g@t%f‘gétﬁﬂ%?é?eng%g“}e a f%r(ﬁgfﬁgerwﬁ Ioglsr&&éwme e

opti onal ih% uS@acdyhte@dod ihagmele semimbeichom tti’rbkfehnth,dna}ea/lemmeomnllﬂorrh)zﬁto&har ed with
a lower tier_ coptent, distributgor. All. of the ru an .be .i nst iated in
one or dt’@ntg? BIETSBFEET IS oF ﬂg"ter EﬁeeDflS’B‘ﬁ?\Cﬂe‘f%?né?ﬁﬁd’l?Z%I?%%HSBPB&P 5 {nher Wi se
associated) with the content item In sone enbodi nents, the platform may
provi de services to content providers enabling themto revoke a particul ar
pi ece of content. [0062]FIG 5 is a nore detailed illustration of a content
depl oynent schene in one enbodinent. As shown in FIG 5, packaged content
502 is registered with a clearinghouse 504 and is then nmade available to
various content distribution services8506a, 506b, 506c (collectively
referred to as distribution services 506). These distribution services 506
can use traditional contract nechanisns for obtaining content 502, and/or
they may bid for content 502 in terms of a percentage of the content
ad-revenue share and/or other factors that predict return on investnent
for distribution rights. Content providers nmay have an incentive to accept



[ 0063] I n one enbodi ment, content providers can get real-tinme (or close to
real -tine) feedback on the performance of their content. Based on
statistics provided by data warehouse 508, content providers can nodify the
rules 510 associated with their content itens 501. In one enbodinent, the
updated rules (e.g., expressed as control objects enforceable by a DRM
engine) are delivered to clients and/or distribution service providers in
an opportunistic manner. [0064] Referring once again to FIG 4, in one
enbodi ment advertisers or placenment agencies deploy their ads through an ad
registration servic kagi ng, ads. wi th rul t hat descri be what the
adverti s ey Too e sRASHP LAt FTanhe g e be Ol gt naer ea.
These comdinbnyomsisdam,itme rantkes pdror (cexamidaginghduge ¢ onswentest @enagr aphi ¢ and

oL S 8t S50 R Y S5 B MADEL S 11

associ at kick) . ¢ hfod ufef i@ nlodatio@ rteiieqmsch afh@yaltits eflventiyeradisdagpesichye. how nmuch

is to be ggkg_to.an ad distribution.service osgﬁgurgose.l to gake t he
ads avai bl E VG USRI OCT REPTC e dEr RGCHR A £ 8O MEBIR AR At ar get i ng
the ads ahed h@fitibitR Bifordiagbl iskiéd)ohdie tuslgles based on user attributes that
may be available at the tinme of distribution. In one enbodi nent, these

rules arg instantiated.a ontrol. of the type described in. the '693

opt 1 oat (O halks 55548 Ral, £ 2Btedy @ingr Cio i BGerBRaliodoon Wike ac.

[ 0065] Fl £dvehistierds MY @r dedndéd 1) 1A dvdsise@tdton0Déande sashraeplhenn®at scheme in

accordance wi th one enbodineq%maégph?% exanpl e shown in Fl advertisers
el

. : G 6,
can get ¥edntegiatRd Wigycopfees &0% i) weRubaErR YH - fndeseribel Wanpai gns
from dat gomedl-ehiosesty, 888 imaFhith 1apref@81$ o ih QPP @In¥é GAh By erdd¥QIiki Sers can
exam ne statistics that show the effectiveness of ad distributors 606, and
accept hihghiesnsgs HE aspasiptediuitiythe gpatent 198t e adwoissemants 184.anfor Bieabtrect i ve at
maki ng agissyG0 rayiha Rty padi ﬁlgt.uﬁft? BF aRRARMMEBALs IMPRSy o RH@LEd rul es 610
(e.g., expressed as controls objects), aSSOCIated_MA¥h advertisers or
adver t | s@martel withieisenigal Friorde tocerfdonsal wigh whish ag edyeséssmient may
oppor t uni, st.i 1 . I L. but -m ght
adopt 5 Bushamh P breto R ATRRIRD heRak S PeRagShThht M fhcRigs:

i nvent or §dseiith coBtane by fisipgidahagranhibuntormab@orhoouthe utre (cpnygngéndmal  ad

net wor ks I [ r ' _ ently feed
ads. Pre?%&?gam% gg?ﬁi%#99§¥gﬁ§?égﬁﬁ éf*éﬁg&aﬁﬁ%ﬁﬁ%ﬁ9§¥€§¥§®§§§ to send
out act uader aickbe tigera covmsumet (esg. dewd edayagldbdpotivosenslseut (GRer ences to
renmote ads. ..Iln preferyred enbodi nent i.n,each.of .these scenarios, rules are
Gent to- g RuipfleBifr HeERsE IO TR rein B Cniedh PR ToSTERREASE ar o

t ypi cal | ynd aavgetrechtldnfarmusen.cai\bt ammadinadadnythe oger’is Ry aehdl) dnid @Bed ad1 bsonme
enbodi ment s _the advertiser may choose to pay. extra. non when the ad is

i oo ay el S HE R GepTR o GEOR Rt AN H CRPELot i coria A

si npl e exanpletardegd ohelverisankoes. s pesvidiRBlindigated, lih bdige drobdqaayentd cents
regularlg, but is alsofmjlling t@€$%&'12 ceqts_mhen the ad is displayed

al ong wi T EGRERYESPRA SPRF MET ARYRT STHANREHE R RN §9b1 % or

" Advent ugiearinglhbise 1ed espbdifiiBsidnhe caﬁtie;in?irwci@e&wmradtphﬁvi@e@moefﬁksﬂi@f&d t he ad.
In sone odi mrents, there may be a de a¥lt policy associated with ad
mat chi ngthe GHEredlieHS I8 Chefttant Ay ool Bgtepte HOBY (hE§ &% on the rating of the
content and/or the ad. For exanple, a situation where such policy mght be
appl i cabjoe4?]s whierildBe ashitdiatetSthAd: @uniBd bl €arRlidyedan Gwlade BEhshow ng
children's content to a ¢hild. In this situatiaon, such policy could

di sal | owrahesHr a}dgr&fﬂé‘aﬂ%ﬂsmrﬂatﬁ% BYFoOResien WildH Ge & it it tha spire of fat e f or
chi | dr eninkvéntheibdgy HERGET &y exk@He! Litho SONBIRBROH BB b Sstendd sGifd bvgrof services
can operate through push and/or pull nodels, through social networking
sites, ofecaRighRsIredizeed weahpl viksophadvertisemeiiis Ahawsaent #¥h wor k wel |
when opesfiRAehYnt@ G bY eRyeRIdQY iElalse MO sRAS IR il doRE ¢ kngw edge of the
consumer. Preferred énbodi ments al so provide services to advertisers to
revoke a particular advertisenent. 10068]Referring once again to FIG 4,
in one enbodi ment consuners nmay receive content and/or ads through any
suitable distribution service, including, without limtation, nedia web
stores, social networking sites, and peer-to-peer delivery mechani sns.
Preferred enbodi nents can be designed®to be conpatible with virtually any
content or ad distribution approach. Consunmers nmay receive ads pushed to
them by various ad delivery services (such as a service that provide the
rendering application or device), or pulled fromvarious web sites that
they visit. In each of these cases there are relatively primtive ways of
targeting ads to the consuner (e.g., such as by using information



1007011 n sone enbodi nents, attributes and/or groups of attributes are bound
to a user (e.g., using a link object of the type described in the '693
application), and user nodes are bound to devices (e.g., using another |ink
object). This potentially makes user information and attri butes avail abl e
to a nunber of different devices, but in a controlled manner with an
infrastructure that hel ps ensure integrity. 10071] As shown in FIG 7, in
one enbodi nent when a consuner w shes to render content 700 on a conpli ant
content playback device or application 702, the device 702 executes the
content jteni ntrol .704 that requises that ad-slots for content 700 be
[T ed abEominegRls Bl bt Plab B an Rt BopRer Sue RERRNT en

provi derAdvcobgreaits. e sahic eobdddatiinghadbigrenmenoe of whith ativeatisehewi(figoevent . The

objective function can be expressed usi a DRM obj ect and can be updat ed
20 Gesi raa ) GREECERD ST AHEe of RO bR A PorGANGY T & GSRe Y Bhar ch

mechani sandiditiauigirgtaion avak haldreseadsts 406 tHerohlest dad Gabedisintdefigoréd@8. As shown
in FIG 7. 'n.sone(ﬁgbodine ts the set of avatl%g%e ads ,may be_narrowed
down i n HEBF BEREALCIFYIFEnT %‘Zﬁf{}?dﬁ’@ﬁé?{?@t% RO BRSO AN HSSHE fYpe of

advert i sgsm ot diedr réflcBRE. Mhd Bavill Oc BSprdiay@that m@.qni@?ﬁivma fwi th content

700. Once a grgéﬁ of potential ads is selected, the [icense (also referred

to in soPEPERbEH HEME 38 expisiite AbY BIYIMH&E688 ated with each ad is
eval uated. For exanple, when the control 710 of an ad 706a executes, it

conput esjpa44)i d fHIG. RhBowsdaséamphasedyasmtioe thateuast uea t Prakfi@ control 710,
and various local attributes available to the control. In sone cases,

control YROGHBEN fidhe GVEREORY BUVEn bR XAmpler Bt & UTRIREMMITSE 28 he use of
trust i nedhiRiiddilol BUERBuLF Q¥EGRM 01 Nard MR RQAS phdliRe 8RBT B Hem the bid
consists of two nunbers: the first is the amount the advertiser wll pay
for renddts agotte PEYIdeadysieie [8ecHr@r the likpelapbunplcs ateuaPay provi der

gets. Th&mt;ﬁrfsté s@%ﬁ-@&gosggg&%ﬁ%m@%c@mﬂrag abpBRbnTRYmPRED sk Pai d to

ot hers, including, e.g istributor, the device provider, the

cl ear i ng#owser ashecidized ravpyingeder suchps acelhilydelephose.tiefsoatigligitahd/ or t he

i ke. When j t t T pectiye function
s used 1o e Ray T QIR TR filer LG L ok Bl PSR G

Typi cal | §ox, kivsk,glojnart dyvtemt omibe fibn Swptkin 200 oG8 éyridadly aiklwdetarprodeesdp 2§y est
payoff t cQn OV . Vel . L co jye sone

wei ght t%e%ﬁéwggfg?“%%ﬁ%ﬁ¥&%§%ﬁﬁ%9¥%%ﬁg”%&QSWégggﬁéﬁgfié#{ﬂvﬂ%grder to
encour agecduinglrapmenic mémoty@ OB rf measonkuoetfae. 2 | Tharel, one pr terabuseoli2d maxi m ze

i mpressi gns_and.t ality of, ad matching, and_have effect on future
bi i ng. B Ryt e HRimdntofl ed O Sibrabiy A FulBe F b Rle=fl ¢ he
future, Bnchntrhiksi eproadszarr2g2 bpdrading etdar the bodaddelof ptakeloitded & Thus, it

wi |l be appreciat t ha vari ety of hanj .s cqul d be used to select a
w nni ng BRRESCEBY STt aet B bt dhe BB EGrd e i an audi
record i sembsaRedVand r(oﬁ\/\&)ﬁﬁtl ﬂta;hql:wry&engt aﬁanmag@kiﬁarsklagnﬁmuﬁ@hspgci fi Ieddi n tEe
cont ent ider!s control.. In ong enbodi nent the auydit record includes the
bid inf oﬁﬁ%gfﬁﬁqm&wﬂ?wfm@%f% may fc@smﬁ@da%l%iaa@*%ﬁﬁmh@ anounts to
be pai d fead from oravritRHSo B atheh@ndhent 6f e systdne200. @ariR0ghRyeemptifies devi ce
provider, the ad distribputor, the content djstributor, etc.%. [0073]FIG 8
i |1 ust r atigls IR roRRmsy slep fa scopling epmpuiaperdebisgeds?Sryahas WSBI G 8, in one
embodi megdngic! CBMRONRZD 004! HeRRP QLM NP bdr@d il e B8 NIh & RAMEMINAV}Sa1800 One
or nore audit records that include information about ad ‘and content

r ender i nedipand @ thed e Negioek Bfertepe2 Huatriqadly operablatopiontde n ni ght i ncl ude
data on {Hgeat vkl Bk OhPaKRHnd LohBRi AU RNanb AP dSBA Gont ext ual data
used during the auction, and the content chosen for rendering. Based on the
prevai | i eRgUPting deyicdsawig 2 nehvak Lrdssaes thedaternghemammigiitet (feg.anbAdmi zed. These
usage re . : for further
analysisﬁgﬂgﬁ¥§g#%€%i ﬁ??%ﬁ@gﬁﬁ%@%§§38ﬁ§€ fﬂgﬁgggﬁ{ﬁgggﬁﬁﬁgﬁgpaid to the
cont ent pliystcrilbumeke sush gbahebéoralega mvomhtsadahahett dngd/@fixuiiite).pbi @nteo t he cont ent
provi der (and not used in the objective function calculation) or it could
be a separate item but included in the total. It is expected that often
the anobunts will be relatively small on a transactional basis, and
therefore large scale is preferable for ad revenue sharing and content
distribution to work nost efficientlyd However, it will be appreciated that
in preferred enbodi nents the systemis designed to scale up automatically,
and use automation effectively, while, on the other hand, being capabl e of
supporting a |l arge nunber of sinpler nodels for long-tail reaches,
supporting revenue shares for small-scale content providers, and all ow ng

| ocal advertising to be effectively supported. [0074]In one enbodi nent, if,



[ 0076] A powerful feature of some preferred enbodinents is the collection
and distribution of systemstatistics. In one enbodi nent, clearinghouse 800
collects a large anmobunt of information fromaudit records and forwards it
to data warehouse 820. In one enbodinent, the data that is sent to

war ehouse 820 is stripped of any private information that would explicitly
identify the user, the content, and/or the ad. Data warehouse 820 can
enpl oy existing statistical techniques to conpute effectiveness rankings
for both content distributors and ad distributors. Data warehouse 820 coul d

provi de Sl Vi Gas @E&%E@@ggﬁ %%ﬁ[n%fu@’é‘ !pp&eésﬂﬁ u.n('f%fil%ﬁatli'sgﬁg%s%%d gl‘g prm ne

optimumpricing f ent distri I on shares,
di st ri butinperingtteraaser Koy gemiZd8 os otbanenditiss Svudr a whrustpragtsdingtmii but ors ar e

nost effective in._reaching.cerfajn nsuner es, i ri butors and
Tont ont kel o el P SRLAGHEE LR BUnE SIUTREy INRERMAY slhibde Ot O0° 8N
det er m nerifib@tonkamidshofspxds of Heyukeanfommnenepfoeesi vel y di stri bute and

target, and how they can target them The effectiveness of device and

appl i caty provj ders. ¢ I , - . r I j hcentives
can be pllr{}g{[/blided }}SnSﬁ?ﬁ’é%ﬁ?Id% 2;31 e?ﬁ)@g Z%@@?“P E“Z’gtrlﬁ? 8%‘]30% gzl% g?]%})blﬁ%lg{%é?nt erface,

t he contenittypf euigtens dr nahi@ntvhidh stlranizutated it @oéase,20achdion 20ke bi ds for
ad-slots. [0077]Exanpl.e e Case Scenari0 0078] Cont ent . oynment

007971 rEp PR Pt Sr e Fora e ASOREIT Ref PEMBls GRS 2T GURLT W nt er

col | ect i @picily inkiadsyséemtinkaghern ATV amnatiof tiedxeheioo ofbgiicaticr, ads, and
deci des on. any, ad-slot, filling.rule ashi.onTV al so,specifies, as part of
the ol dEtopelsnd e eben B ichleT 730 Bt mE WSRO ER #ihder i ng bf ¢ he
conlt gnlt @dn'temt;) aﬁ@@ﬁﬁ}cgh_% dhidin@r ?(@ﬂu.lb@l%@lﬂir%ﬂdrnﬁih@m,p%ct!s%ﬁmeiaﬂ][sﬁléétg’iﬁhe, and )
cou ater be mapped into, an, represe i on, ich could, in turn, be
trans! at¥4 THtUnHUpRIN wtqeaqr@%?w@awd@e‘g%g%@&%%\?@@r PIAGAG ne. The

f ol | ow Nghniel dr UBGF BleirdoBtsMnagdth@R RincliSnadity @dserilRfHerdid. i@ BorRé OVi ded by

Fashi onTV: <Cont ent Rul e> <Nanme>W nter Col | ecti on</ Nane> i
<Genr e>FadERACEM SnERR L NS PR RSO ReMiShEh sadegeantsol aparigly o

10</ Dur a,Qffizer modules, such as a virtual machine 222 for executing control programs, and a
state database 224 for storing state information for use by virtual machine 222, and/or
one or more cryptographic modules 226 for performing cryptographic operations such as
encrypting and/or decrypting content, computing hash functions and message
authentication codes, evaluating digital signatures, and/or the like. Memory 204 will also
typically include protected content 228, advertisements 227, and associated licenses 229,

as well as cryptographic keys, certificates, and the like {not shown).

{0050} One of ordinary skill in the art will appreciate that the systems and methods
described herein can be practiced with computing devices similar or identical to that
illustrated in FIG., 2, or with virtually any other suitable computing device, including
computing devices that do not possess some of the components shown in FIG. 2 and/or
computing devices that possess other components that are not shown. Thus it should be

appreciated that FIG. 2 is provided for purposes of illustration and not limitation.

[0051] The discussion herein refers to the enforcement of license restrictions relating

to content and advertisements, with the assumption that if the system (including, e.g., the
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</ Sl ot > <Sl ot > <Duration> 5</Duration> </S|lot> <S| ot >

<Dur ati on>10</ Dur ati on> </ Sl ot > </ AdS| ot s> <ExpectedBi d> <I-- The revenue
expectation of the content. The content needs this much to be sponsored by
ads --> <M n>$1. 25</ M n> </ Expect edBi d>

<C eari ngHouse>http://cl eari nghouse. xyz. com </ Cl eari ngHouse> </ Cont ent Rul e>
[0081] I n the above rule definition, the content provider has offered three
ad slots for the -Wnter Collection- content clip. The m ni mumrevenue
expectation for each content play is set at $1.25. Moreover, additional
attri but or.the content are also prqvided, including . the content's

Yot ng. ik S HORHRE cadhe Rt ROy RS op b B S GBI i o5 ¢ he
cl ear i ngifaluskeehbatwinéedsiot@dbia peantsepgitaabisif tee gorheRLd kMRMDEs i Ng event,
whi ch il ustra:hes.th_e fl.exipil i)tﬁ% t hat content di(itri butors would have to
speci fy 1R 954 PEFIPRICcEPR A ihA GHETY £-¢-ofe peliie and Bie haetiasn"ihd reporti ng
pur poseswhitPA8Zbkashian Malieub thniprkige bivhedigenioathn 6k ktoadsici@siagsoci at ed
rul es definition avail abl ? to .the systenls packager. The packager woul d

t hen cr eaékyéuﬁab%é?\%%&lﬁ“r%lo peugty techniciigg. FoF exsiRle Crogpbic PR adE®E r i bed i n
the ' 693uapRd reRiphiBR)difit-0 MohdBres R8BS LRHITEIM L hessaPARKRIG AN cegnt ent, and
register wwth the clearinghouse for further delivery to third party content

di st ri buandabe Wet s Ok smpipyed. g8 dascriBed inrthe (A% APt oB i 8raistithg t hen make

the pac k@ﬁﬁfﬂen‘%’id%t &dst SR AN/ GUME W si&h bPidde ot ARIRalk ArdnbBlhdpetsers for
consunpti on. TO0831Ad Depl oynent
and/or other attack, as could structural and/or tactical security measures such as software

obfuscation, self-checking, customization, watermarking, anti-debugging, and/or other
mechanisms. Representative examples of such techniques can be found, for example, in
U.S. Patent No. 6,668,325 B1, Obfuscation Technigues for Enhancing Sofiware Security,
and in commonly assigned U.S. Patent Application No. 11/102,306 (Publication No.
2005/0183072 A1), Software Self-Defense Systems and Methods; U.S. Patent Application
No. 11/737,428 (Publication No. 2008/0028474 A1), Svstems and Methods for
Watermarking Software and Other Media; U.S. Patent Application No. 10/172,682
(Publication No. 2003/0023856 A1), Software Self~-Checking Svstems and Methods; 1.S.
Patent Application No. 11/338,187 (Publication No. 2006/0123249 A1), Trusted Storage
Svstems and Methods; and U.S. Patent No. 7,124,170 B1, Secure Processing Unit
Systems and Methods, each of which is hereby incorporated by reference in its entirety.
Alternatively, or in addition, physical security techniques (e.g., the use of relatively
inaccessible memory, secure processors, secure memory management units, hardware-
protected operating system modes, and/or the like) can be used to further enhance
security. In addition, a number of commercial products can be used to protect

applications from tampering, any suitable one or more of which could be used.

0052} Yet another form of security can be provided by the institutional design and
operation of the system, and by the legal and social regulation of the participants therein.
For example, entities in the system may be required to contractually agree to adhere with
system specifications and requirements, or may need to submit to a certification process

during which an entity’s compliance with system requirements could be verified, and/or

12



1008411 n anot her exanple, Ad Corp., a video advertising aggregator, would
like to deploy its new ad canpaign for ABC Co. trucks. Ad Corp. has

anal yzed the ad targeting requirenments, and would like to target a suburban
audi ence whose gross annual incone is nore than $80k and that is in the age
group of 25-35. There is also a gender preference (male). Ad Corp. has
concluded that the ad canpai gn would be nore effective if it is associated
with a content clip whose genre is either sports or action. Gven the
target audi ence, Ad Corp. decides that the ad should run between 6PMto 9PM

for greafef, . r (NN - ' 3 YRGS megel , the ad
canpaigﬁE%%%Tggggggp%ééﬁ?ﬂgﬁggkpg¥%bgg%?$8g 3%?5?%, [d%%g%Ad Corp. is not
cert ai n eofint frea sogthapsreomphiitde (itoRNLy ingpleroyatigrern thesngizmandnhppdssi ons)
price that this.ad.ca i_an._shaul Taki system s
b 1ty Tty g SBTPRATAOR R PRSP AR B iS¢

m ni numibigilalfeenifeachcdupbessied thaditestod. to hdesidels i ather ehtityCoeqmplepeci fi es

ci rcunst ance

feachciubphessiodniadues o hileadds bf aher iy
Cnder Ut e et e bbb B AR Rty Bh B - Anler

requi r enRics oPéntithe RgkidenPai tgasaien, ex py esaditicasfplowingfcostimed e defini ti on,
whi ch can be entered via a user interface that is available to Ad Corp., or
written RETPLRAOY in XML. 100861An XML representation of the ad rules for

this exanple mght be as follows: <lI-- Ad for ABC Co. Trucks targeting Rule
1. | nconposrvel Suzh &RkriRRutdmZued otlbbd weli-kiSaurobme oRutdnRy skljén heoup: 25- 35

Rule 4. Gender: .Ml e RuLe{f. Tar get §0nt nt _Genre: Sports o tjon or
Advent urd: R &6l brrarEeured e oy i v B aorere g o e B s S0 15
for eachetimfies 8é0Mbe Bsed Tapding ca thd dakableeclAdprotsctidRuh@?r the details
<Rat i ng>G</ Rat |,n%1> <Bi. d> ) . . . .
of the particular application at hand. It will also be appreciated that while certain security
mechanisms are described berein in connection with certain embodiments, use of these
techniques is not required in all embodiments. Additional, non-limiting information on
security techniques that can be used in connection with the inventive body of work is set

forth in the “693 application.

106054] In preferred embodiments, the security policies for specific deployments are
considered on a case-by-case basis. If a specific system has complete control over the
content and ad distribution mechanisms, then the security policy around these aspects
could be relaxed. However, the security policy would typically need to be stricter if the
content and ad distribution mechanisms are completely uncontrolled. As yet another
example, on some platforms the client may be inherently more secure, therefore a relaxed
security policy may be sufficient. Whereas, on platforms prone to malicious attack, the
security policy would typically need to be stricter. The security policy that is chosen will
also typically depend on the value of the content and ads and the incentives of different

parties to break the system.

10055]) FIG. 3 shows an example of a method for delivering, selecting, and
presenting advertisements in accordance with one embodiment. As shown in FIG. 3, a

consumer’s device receives content and advertisements (300). As described above, the



<I-- Note # a --> <M n>0. 15</ M n> <Max>0. 25</ Max> </ Bi d> <Tar get Audi ence>
<I-- Rule * 1--> <lncopeLevel Sidhactor="1.1">over 80000</InconeLevel > <! --
Rul e # 2--> <Resi dencelLocati on Bi dFactor="1.5">3ubur ban</ Resi dencelLocati on>
<I-- Rule # 3--> <Age Bi dFactor="1.5">25-35</ Age> <H Rule 0 4--> <Cender

Bi dFact or =" 1. 25" >Mc/ Gender > </ Tar get Audi ence> <!-- Rule # 5-->

<Tar get Cont ent Bi dFact or="1. 25" <Genr e>Sport s</ CGenre> <Genre>Acti on</ Genre>
<Cenr e>Advent ur e</ Genre> </ Target Content > <Context> <l-- Rule # 6 -->

consumer’s device could receive the content and advertisements via any suitable means.
The content and advertisements can be delivered together or separately, at different times,
and/or from different sources. Upon receiving a request from the consumer to render
(e.g., view, play, run, etc.) the content (302), the user’s system evaluates a license
associated with the content (304) to determine if the requested use is authorized or
otherwise permitted (306). 1f the request s authorized (i.e., a “yes” exit from block 306),
and the license further requires that one or more advertisements be presented when the
content is rendered, the user’s system optionally filters its set of ads to exclude any ads
that the content and/or ad licenses prohibit from being displaved with the requested
content (308). The licenses associated with each of the remaining ads are then evaluated
to obtain a bid from each advertisement for the privilege of being selected for rendering
with the content item (blocks 310 - 314). As described in more detail elsewhere herein, in
some embodiments the value of each advertisement’s bid may be based in part on
characteristics of the consumer, the content, the consumer’s system, and/or the like,
which the ad matching and/or DRM engine may retrieve from local storage and use when
evaluating the rules associated with a particular ad. Once bids from all of the relevant ads
have been obtained, one or more winning ads can be selected (316), and the content item
can be rendered along with the winning ad(s) (318)}. It will be appreciated that FIG. 3 has
been provided for purposes of explanation and illustration, and that in other
embodiments, some of the actions shown in FIG. 3 might be omitted, performed in a

different order, combined, or supplemented with additional actions that are not shown.

[0056] A more detailed description of an illustrative framework for performing ad
matching is provided below in connection with FIG. 4. FIG. 4 is a relatively high-level
conceptual illustration of a platform for performing ad matching, showing the various
players involved, and the interfaces provided to them, in some embodiments. While
preferred embodiments of the platform shown in FIG. 4 support a variety of powerful
features, many of these features may be purposely suppressed (or, in other embodiments,
eliminated) in order to optimize a given business model. For example, a content provider
may not want to make use of incentives for highly fluid super-distribution of content,

instead favoring more traditional, manual contract-based distribution approaches. But that



<Ti peO Pay Bi dFactor="1.25" <Start>18:00</Start> <End>21: 00</ End>

</ Ti me0Of Day> </ Cont ext> <Actions> <OnCd ick>

<LaunchURL>ht t p: // www. abcco. com trucks</ LaunchURL> </ OnCl i ck> </ Acti ons>

<C eari ngHouse>htt p: // cl eaghouse. xyz. copM Cl eari ngHouse> </ AdRui e> <TED XM
representation> [00871The ad content and rul es are packaged via a packager
into a format that is conpatible with a DRM or ad matchi ng engi ne. The
packaged ad content is then registered with an ad registration service. Ad
Corp. could distribute the packaged ad content to its own network, and/or

it could | [ Vi e ad cont,ent avai I able to
ot her cc!éx? ntt ‘Enty%/i gmrfg%g St?l ngt tg aﬁgu%eﬁ)g‘%he dkgol aucttlonmgdmggxﬁ%]i Wg‘t i on of the
above t V\ﬂihlsch@nﬁbe epmécdatbaétha‘smehy dfahe fexanplsbowth Kdk. @. andavdescsbdd t he ad

R O TR ST T ey S
[ 0088] Pr m‘cezrdam \&Eﬁf)@dlnmt)ﬁa afveh h@ltﬁ{tldm&%uﬁpp big@dsh eddsluppiekihetdae notion of
ad flexibility allows for customized deployments employing only some of the functions and

features presented herein. In addition, while, for ease of explanation, FIG. 4 shows a

single advertisement targeting platform, it will be appreciated that in practice the

functionality of this platform will typically be distributed over muitiple devices and

systems. For example, while in some embodiments substantially all of the functionality

shown in FIG. 4 could be provided by a web site or service, in other embodiments some

parts of the functionality will be performed separately by an advertiser’s system, a

content owner and/or distributor’s system, a clearinghouse, an end user’s system, and the

like.

[0057] As previously indicated, in preferred embodiments both content and
advertisements can be (but need not be) independently super-distributed using muitiple
distribution means. One of the highlights of certain preferred embodiments is the
separation of content delivery from ad delivery. Ads and content can be delivered through
entirely different distribution mechanisms. The choice of what advertisements are
displayed when content is rendered can be made independently of the content, and, for
example, can be negotiated at the time of content rendering on the basis of the best payoff
for rendering the advertisement. Advertisements can be targeted to the user through the
distribution means, and can be optimally maiched for rendering based on local data stored

on, or only available to, the rendering device.

[0058] In preferred embodiments, and as described in more detail below, a DRM
engine, such as that described in the ‘693 application, can be used to evaluate the controls
associated with pieces of content and advertisements in order to determine which
advertisements to render (e.g., display) with a piece of content. Such a DRM engine is
flexible, and the rules which can be expressed for each content item and for each ad are

very open. In one embodiment, the rules can be expressed by the content provider or the
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counts. in one enbodi ment, ad counts allow the advertiser to choose

rei nforcenent and fadeout strategies for their ads. In the above use case,
Ad Corp., for exanple, mght pay $0.15 for the first inpression for a given
user with the right attributes, but then pay $0.20, where $0.05 is a
positive increnment, for a second inpression, under the theory that having
paid for the first inpression, it is inportant to conpete agai nst other ads
and ensure a second inpression for reinforcenent. After that, it mght pay
only $0.10 (-$0.05) for a third inpression, etc. 10089] Ad Aucti oni ng

consi st 1 HOaP il TORES PSR A Shorrr g rene eyt i Pt vo ad

IsI otls \é%rmneztdg@nml lh@tdylp_s oﬁﬁijmst ﬁ@pér@dﬂj}aﬁeme@g:nQMg pisaigfeabdﬂﬂflber forms
ocal ad nat I n | 1.e§ a. nu omits ] oca

Foposi toreraE Cotistanne 0 shiiEF s RuRerPraf sphmi asted W B, e. g.

denmogr apfuntnt geay faghéembdehant0thaI DR enges ol ad mardinpasbink [Ldbsao! | onal

i nformatj on, fﬁ“ % g%controls repr sentln E?he rul es associated with the
sel ect ed"FiFeLNe "B AR fAvRIIERT 3?"?‘??%5‘36 AER SPIIEL PIARKFTR engi ne. The

i ndi vi dugdveARleCc QiR S C@ﬁ@rmrﬁggﬁﬁs@qnwegslagany contextual information that
they may need to determine their bids. 100911The client pl at f orm woul d t hen

choose t ds (for the s i.n. the content clip) that maxim ze the
obj ect i VEB?%HCU ﬁ‘mfﬁ‘h tf"l‘”b1 F‘%r’i’&‘gk’t&‘? FSppoiadavigk isongthat pure profit
funct i onjndrbds hﬁﬂﬁﬁadv@@xsér%wﬂhﬂ@%ﬁiayb'{)@%t@%@@é’ﬂ A BappfleReli & pl ay.

100921After, the caontent play the controls representing the two chosen ads

mi ght repdis PPy H@déwt@a%hCﬁ@wh%theédgs shophdo pitaesiad dRmogranbiaander of

content, c@@ﬁ%t‘i@&é%yuﬁ%iapf@és'd&ﬁbé R{s0&iaRY | W!& AL Reodhg. |1 ke. [0093] The
client platformmght also report to the clearinghouse on the ads that
failed in the auction. This feedback could include an identification of the
wi nni ng B080 arfeonig Deplok®antuser profile, contextual, and content
information, and/or the |like. Ad aggregators/placenent agencies could use

this inf@oesti ona$ shotvake FIQT 4. ke bn@ehbdiiméiR cBntentdoVilGE @RSéddent hei r bid
prices by distri updated controls for .use in future auctlons)

[ 0094] AuBHE CHREPD @cpﬁwgtg%iﬁ&w@é PY PRORENG COPPMESIHI B9 5 #nrestof fifot her
exanpl e, ty}d@@r‘ife@c@@ﬂ Q@{M%@ﬁé)ﬁmﬁ r&?ntwa{deﬁhg Qpﬁlféaﬂiﬂxﬁlfo opthBal SABLERL 1S

rendered al ong_ dé/ ads to he obligatory ad slots’in the content
clip. Afadsibha ’éﬁscomteﬁ@l ﬂi?té#ﬁe“bﬂ%w%%t@eﬂiﬁ’ﬁseﬂhﬁ Suing theiseimolagy a trust ed

cl eari NgRQUSEd ih el bwaﬁﬁ@mn@at thdEmBYEH donfBPRN: énde&dgsgt ag&prt uni sti call'y
so as to |imt network bandw dth consunption. The au P ort includes

i nf or mat Viewed.sgequsidnip thelease hhsotiner e cishoddditigualirvlgs endesprioeally r enderi ng,
the corr P‘P@ﬁh{&gd@s&z@é@mh ?a %H %’v&iﬁ%%ﬁ&éd Rgﬁd%}?&%} oidle number of

i mpressions that were abstract ed user pro?lnle i nformation,
cont ext dinfibrioatAlbal Herulesgpan hemtantl@nd inpdreyor mameltantrot higedts thet arf 0096] I n sone
enbodi ne L i ncl udes

i nf or mat ?%uﬁdrléggdr :égé e’? I(u(grpog}]id%w?gg%sohlgtehwgﬁki}e% h{%ﬁ{‘ dﬂlll]&qn ? (#Zgbl dding for the
ad sl ot semﬂ'dmmc:ttaahd wigtlﬁ@usmax:mov'tdh astrvicos M)dteat ;broofﬁ:luts lealdini ¢intm to
transactli(\)fg}g . ﬁ{%a 49 a a.har ehouse. In preferred enbodi nents, the
forwar ded " dat 8 ¥ nat ks 58 f“t(.l)lthe war ehouse i s stripped of |nformat|on
that would explicitly identify the user, the content, and/or the

adverti sgeRlt . IHGGTRa ewim@ﬁtai’edﬁ%usltdaéomd)ﬁ eqntgpl ad:pﬂm}nmwvsnhbmeai s gat her
|nforrrat|o eqgar t he S V|e erns. end abstracted

cat egor i TR G i B H1PS e e PRt S BRI T al e

i nf or mat ¢tlearingpowesk 04 bhd/isfhicaenak apmiaéoaatte mﬂé@rmmnmstrle1mmdmar ed with

preferr egloﬁtz?i?g&é%?géﬁc (collectively referred to as distribution services 506). These distribution
services 306 can use traditional contract mechanisms for obtaining content 502, and/or

they may bid for content 502 in terms of a percentage of the content ad-revenue share
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1009711 n order to conformw th privacy laws in certain jurisdictions, the
client may choose to maintain a user profile locally on the client, which
can be represented as a node with attributes, as described in the '693
application. The various potential nodes (e.g., inpulse buyer,

fashi on-conscious, etc.) are connected by links, which carry strengths that
are based on advertising view ng patterns. User volunteered information can
al so be expressed as DRM obj ects, but these associations may be weaker in
the beginning. As the platformlearns nore about the user fromthe client,
t he strengths, of . eac ssogiation wll.  changg. .The ad-control.s associ ated
w th an B oL guRF B Op AR Bt A BV P BRI ar wes, and
use t hi grovilos may hove dnointelipe dectde bl fmnbdidripnioeewhd QQ8R| Moreatt ri but e
aggregat.or nade.from.an. external entijt ould further refine . the user

oo+ De PBFSaT Guri Ao E e iy cStes Y dak S o bRy pe

dﬁscr i beﬂs’cﬁiﬁmlﬁﬂi@ in ﬁ&&i@gﬂ&init@alﬂh oy elh&addimémpﬂmn efipii;mgts @rdd@@iizﬂayets)&am th ][ Ouﬁh
the trust nechani , .and cou i nc e any qualifying attributes of the
users, Ié%@“@Fﬁﬁ%?@€¥W§H§@%ﬁﬂéhW§%%ﬁs, frequent flier status, etc.). Third
party entities can be conpensated for this, while the ad-controls can
refer, ﬂ[umia}g anhohd @hﬁ)(ﬁiri]meltt,oc&ﬁlﬁﬁﬁrog'@igfsi:g%ggjfgqmmaﬂi@lsd ﬂae&;ﬂ-time) y
strengt h/{ connection to the user's no NSuner s choose to nake
up cert agf???%ﬁ‘gﬂ‘ e SegEnEROl g aé?do I HAITEyPEEPLoleEne ad provi der
over ancidieious®508 cHbrt GYoideribiinGhodifi@heIfgds BNk RIS S@fiice
provider. to maintain his or her user profile. Such policies can be

expr essdEM§s VDRV BRGMRRUBS e tediPaitet fes (§Be cyRreeses paePiin’ ehects 693

appl i catdy@ceaBRbyCAIRREeiRAF bR Aeliferan@ MBLR AAECLESEEM o RRIQO] FIG 9 is a
nore detailed illustration of various system conponents in one exanple
enbodi meMPVideih i ForPortppigis PEieke nessage i nteractions between them As
shown in FIG 9, in one enbodi nent a content packager interface 902 is a

service oyl ded{e@é&rihgsm%cagaatt@hi@gé,% ahd @hradinatt a0ablesorgntRBh. pProvi ders

900 to package and transcode content for client consunption. The content
thus paciestides daleypeeimrsisitrgugyan serepisatiterroporakagivg awiisiules te can be
hosted hystiig wHRikQETRANIASI pAN uRXL SpMiedCQRLRIBRS, d8bh YShY isHEldMRIk 930 for
further delivery to client 904" I'n. one enbodi ment, interface 902 allows a
provi derTi@eocanditippe ed'f yclyde. 4¢1 sxamblyuthe chesugsns damogiapiat gl ¢ihett ags to hel p
cat egori zg; - oo BraBRE 1 LUBRL, ot N 26k ris
responsi Q&G§Fﬁ%§%§§81%%°€lntéﬁgh%?Fh asg%é?ﬁ?eg_dgg%;ynen??fules,

speci f yi mygdeael ¢mise devion eppoliffesena ndescan the pssomated dathad Hfargdt wppdidichhg cont ent
deploynEfﬁ I I e ' ter { .S packaged,
deploynene”?%?g%ﬁé%ggégéﬁég?ﬁgﬁggg?gﬁ%ﬁg&gggggfgﬁg%agﬂﬁggkg3@“?%gistered
with a cheprsengloouse tg20ls apditable to egisstestdngheinientierodgatericag loptisel920 i s
conpl ete, the ntent, is r to.he distelbuted. In. ane di ment, a
cont ent %%%?%%&%P?%%‘%%?W?§§g§§§&£ﬁh |é§2§ﬁ%88§%€%ﬁ-“P@B%%g§$gca%ered by
cont ent dallahlestthagineof KstrB3Gon. Fooneomanplireentt theseaolrt entinstagipet rati on
service 92 d brqadcast. that .the .content i avajl abl.e, i nplenent

cont ent. STGELYdbyBeRoTERE ingh 5gh PapRREu L hsHEl SRS h T one
enbodi neskgcigantBhtheradgi stration service 922 is responsible for registering
the content with a cl eari nghouse 920, un-depl oying the content, and naking

depl oyed tent_avai.l abl e .cqnt ent .delivery, networks. 930. [00102]In one
enbod: meMPEs) he BGnRdne mug FOuR] HETHBTRY 36 P RPRE BT Pes that are

pri mari | yech@apensibde dhafoditedni vRrthO g0 entvitio FAGCONnsutrasérscatepet ce 904.
One of ordinary skill wl| appreciated that there are man Xi sting content
Qo i vor yeREtTbIE S oot oS R DSl o AL GHBRE BT SRR At iS 4% oul d be
used i n gENRIQE HMArabA Bert lae 66% StRBBIsad daBlahnasstalBsed thiadoRerei n. 10010311 n

one enbodinent, the advertisenent packager interface .S a rvice
effectiveness of ad dgstr?butors 606, and gccepﬂ%gher b?cfs from the a ?str;butors 386
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provi ded by the ad-matching platformto enable advertisers to package and
format advertisenents for client consunption. In one enbodi nent, packager
926 allows for ad insertions fromboth individual advertisers and third
party ad networks. The packaged adverti senments can be delivered to
consuners directly by the provider 901, can be hosted by the platformfor
further delivery to the client, and/or can be hosted by an external ad
delivery network 932. In one enbodinent, interface 926 allows a provider
901 to specify advertisenment rules and details about the advertisenents,

including,tags to | p categori ze, the ertj.senents. Servic f or various

aspect s g?oﬁ%éﬁﬁﬁﬁﬁgﬁRﬁéng%EEa@%?@ﬁ%&ﬁ%%?ﬁ ‘.ﬂ%%ﬁﬁﬁ?ﬁ%”ﬁﬁﬁ@iﬁ@aﬁgnanic

01 e et oy e o ebponsi bl e for
; yp . I ] .packag 1S sponsi

packagi n@‘ﬁ’gﬁt%@?’?t%é;ﬁ’é RE deliyierad tg gadshises cagnt a%ﬁf‘f‘éyﬁﬁ’f‘\?p?%“é’s?{m g¥Endipdat i ng ad

depl oy megimd ¢miRglimédI) LR 4l iRaaReoravbosidie Mdopt bl ardradull sndRckaged, the
depl oynment details al on d's associated rules are registered with

_ gwththe a at
a cIeariﬂ@ﬁ@ﬁ@é@@é@%mﬂﬁ‘63@“@Wﬁ§ﬂﬁ#%ﬁ@?méﬁaﬁéﬁﬁﬂgﬂ@ﬁE@ﬁFQ%ﬂ%%rvice_924 i's
pr ovi dedodief il dd RiCorhirh RHOGESE L GvohBA! RLIAL] B8y Bikdhuglear nghouse
920 is conplete, the ad is ready to be distributed. The ad registration
servi ce ¥P4Pkasdegbpdiaments arofleebla; and gllew ad apyerdser & seall onicactiel #dsap y
net wor ks, 932mAASIGAR, BRYAUSREH d@ rdrlienad Ahloerd 932 or pul | ed
by the ad deﬁ?very nefmor@g 932,_dépeﬁginé onc%ﬁggh@ d&g%§§one enbodi nent,
an ad r egfnBadimentpnin seahvif dleese seeniriosy midgsarsicbt @ thoelienefyir perdorimige an ad with a
cl earing un- depl oyi ng an ad, and/or making a depl oyed ad
avaiIablgaﬁﬁﬁﬁﬁéggﬁMg%livery net wor ks 932. [00105] 1 n one enbodi nent, ad
delivery networks 932 are the entities that are primarily responsible for
del i ver i H§68ldv er ddssaprimioally teredied loorsemdltematiesty.gw i@ilitidminowecenbodi nent
cl eari nghQLSE 0 iRr.QVd ' _ ' V] . t.he ad
del i very netmggﬁst95@.&ﬂﬁéggﬁﬁégg%qéé%&%é%é&ggg%%gﬁﬁﬁggqgﬁﬁéﬁ¥%ﬁornation to
del i ver ihirgtylthe teadeetcad cantent monehind cayrih artierya. gkiinbleiemampie napht baiahl

apprecia - ISt dver ti seaepnt del i.very networks,
and t hat E%ﬁ@tﬂél{ﬁ%t?{ﬁv@hﬁ%%ﬁ E%chﬁqs gégbﬁebgl Jgﬁeiu& . Tiﬁ(b‘fgglf'? 5 ps%r]r‘é Cgﬁ%odi ments, it
may be debér @ibhe istds@ppt plonemiti conteesthad falis enier i coekhtvenicn§pads dby

i ndi vi dua el iyery net.works. e, such restricti could be on the
nunber ofA%?gu&%igﬁm%éﬁ é’ﬁgﬁ?6gﬁgﬁbﬁymgﬁ&§&oﬂﬁFVE§E?3%Q%W$WF, e.g., due
to |im tedbatypal,lthére esyda atdetul poBuNBESSatelewits ed mhQOHQ7Ohes@hadenbodi ment ,
the operator. of the ad distribution/mtching system provides clearinghouse
ser Vi cesm@‘%mgé’f’ e??“?%ge %ﬁ@‘i}?‘f fthg é?tg"gé’(ﬁheéjﬁgtef%@d@gr‘#‘e% &:Brredf\?inﬂg‘v € 900 in
order t osinademn@hére sicvailide nfiflabk agplickble (Ne@h@odiu MRl g atlhibsie iphiyer f ace 920
provi des %ﬁéviéﬁs.for_%Alocal‘or %Héqird @arty plearinqhouse tool to access
rel evant °¢ P F?%ﬁﬁﬂ ErRlt kBt ilddny P SIt{250108F ! ROlSHEO”bodi nent, a
user profidiRwesH ddagige@a tb RhBT doasien G WIRE tontkMfppBEih@ Mo ligRh ger ed by the
user, and a tr s%;ﬁ obj ect delivery interface is responsi ble for delivering
sel f - pr oPRs SAEC'BRM obj ects to the consumer's device. The self protecting
DRM obj ects may include, for exanple, nodes, |inks, and control agents of

the typejodeBcr i badoind eb8dinRAR, APRIvEFERbes B/ o XA Seh WSNarddng Ssystem
detects aq¥@chan%§s i n user behavior/categorization, updated objects can be

R 2 [t
del i ver eB!f BOfHie Uughglinste! setgatkingesites. oy ghroeghoren BpisetioroTht so nay
provi de gusH9aER| FRARAL Wl Wilth @hEaks bl AlseRiddREViRG WHoMAL dRfe hAnAkCESS usage
statistics on the performance of ad Canpaigns and the users' receptiveness
to avai | Eivdedes of Bistcongymesr oltrefered smbodiments lso geavider ssrvigen do advesisetsei r
pricing gnesdieUPatRuIPRERALAENt providers and advertisers. In one
enbodi ment, this interface is responsible for forwarding audit reports to
t he data warehouse. 10011011 n some enbodi nents, clearinghouse 920 may have
a billing and reporting
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interface that enables advertisers to gather information on various

behavi oral aspects during and after the conpletion of an ad canpai gn. Sone
of these m ght include, for exanple, the actual inpressions of the ad,
click-through rate (CTR) of the ad, profile information on the users who
wat ched the ad (e.g., denographic, location, etc.), content associations of
the ad, and/or other usage statistics. In one enbodinent, the billing
interface provides a web service for advertisers to access a billing system
that nmonitors the ad run costs In one enbodi ment, this interface is-

further to rin e ryi.ce to re e ca n costs.
[o0117] 708 | > i ahEE L QRS FRE LY E Frd ol B oSt R D R RsERE B e for
sone or<ammnoﬁwkﬁaﬂimﬁhgﬂenpBﬂnmguhmﬂmﬁmms&ﬁ&mﬁdcmem@pwﬂﬁﬁﬁhnﬁ@@&ﬂS]
Col | ecti ng,.usa % dat a % w th context inf rnatlo from consuner
Goui cos. MEEREE oS! PeblPTE it Mkl S SR SRS T oot

devi ce. Mufesedembotimdhient S dsspmed ﬂfﬂe\t@h@aﬂtﬁléQﬁﬂﬁ&ﬁﬂttﬁhﬂ!y%ﬁ?%ﬂetﬂ@i ad eave the

user devi.c sSuch information wll ner zed by the application on the
ovi co. s BuRY BTt CPRUGIS R FSAOEE P EOBL DS Cabh iy ARGPFTS o

reports depvitResudRbda yw;etlaus@mv{d@%L@illdeﬁhgapplngu@n@t déeicavﬁf pilgdt rusted DRM
obj ect s éo consuner devices 0118] Handl i ng financia

t r ansact FYREANQGFELSePRahel Yi@)‘t I’éﬁ‘t‘f—‘rht‘%Ptl”Fée ?ﬁﬁﬁi’t Bae aﬁt‘@tﬁ“ﬁl@%’”(@“@ reports

that ansygks JuRsdkin R8s fol thec RN EBRY GO Ky u‘é!n%‘@@fohﬂatfo@%oltﬁ%tere%‘}n hour s? how
much ad revenue was a particular piece of contént responsible for? how rnuch

revenue HeEHHDEHRS %ﬂ%‘{}“r%é ©of paarehelRimpgispdh by ths £PRuEEr.&F af ﬁn@wa thed? how nuch
revenue ¢agr ohRM Gh HREikliLHhAhsid sﬁétpa\é'b@?e%)r Websq{%% %1%1)015 @ Widll g&wgepor ts to

advertisérs (e.g., reports that answer stions ow nman views in
the | astinBEshgarRs> Abgambagolidcirddn diceche hiOSSdaljl thporsomedphcdnievice om a

particul g 4 gg{glg Ql‘iar h d8ES dé@fﬁ%g ttiat?:lauﬁgﬁrt G th%g ﬁ;ﬁm%!tj’g Belrsgﬁd? n%tt}v%yté much did

an ad provi pen I'n particular per 1 ods ercentage of an ad

budget is being used to sponsor content froma certain content provi der ?).
[00 In some embodiments, consumers may also store certified attributes on their

devices that they acquired from services that are in a position to vouch for these attributes
(e.g., attributes relating to age, gender, education, club membership, employer, frequent
flyer or frequent buyer status, credit rating, etc.). In order to ensure privacy, this attribute
information is preferably not shared, except possibly with other devices or entities that
the consumer owns or trusts. In one embodiment, the information is only used locally on
the device, as explained below. An exception to this may be made when trusted services
are used to access these attributes in order to refine them or derive new attributes from
them, or to use them to screen ads as part of a trusted service the consumer subscribes to
(e.g., by opting in). Finally, devices may collect other attributes from various user events,
which can, for example, include metrics or attributes derivable from the user’s history of
interactivity with ads, purchasing history, browsing history, content rendering history,
etc. In addition, a variety of environmental attributes may also be available, such as time
of day, geographic location, etc. In some embodiments, this information is not made
available outside of the device, except that trusted services may be used to analyze the

raw information and derive attributes that can be used for ad matching.

9



[00121] Providing interfaces for third parties 940 (e.g., user information
providers). For exanple, interfaces that enable parties that can provide
further user information (e.g., nenbership in an autonobile club or a
retiree organi zation, type of credit cards held, frequent flier accounts,
preferred customer accounts, and/or the like). This information can be used
to deliver user attributes, which in turn can be used to better target ads.
[00122] Facilitating the distribution of advertising revenue anongst the
key participants in the value chain. 1001231In preferred enbodi nents, a

dat a war 10 faci at es collection a istributiagn of system
statisti @Q%ECI eaplsﬂlaﬁ(%’ﬁb‘é&i@%st% r;l%g@f §“‘§°rl &PYE © gﬁ%%l?ﬂtesoa\m H?H"gri?rﬁt ion from
audi t r eewr dsg. anthgfOinkabiist ofthe oypdatarived @hbe$e3 Apflicalith)saimrisebodi nent s,
the data t %trlp private

i,S sent to rehouse 9 ed of an
i nf or mat f S?ﬁ&?”ﬂi 19vig ﬁbﬁ?WﬁaPﬂé 1F§§’ ﬁ@é?ow?%%%é%ﬂ?%ﬁﬁl and/ or
the ad. infQ@RhA4diny priehies é@@aﬁmﬂhﬁﬁm@fdﬂ%@sw@aM% fdshiefiters
services that provide information that can be used to deternine opti mum

pricing ’F%‘F“eééi”tﬁlaaé“ﬁ%Bﬂcft%‘ﬁtlhaélhglpﬁ PBUES 1Bi¥24War es, and ad distribution
shares. For exanple, data warehouse 910 can enploy conventional statistical

t echni qu@s71io commbame;ﬁ FBG! 7, V€ BRsEmbRINKEN §dhch @rcemmr GankeRtediest ri butors
and ad dlstrlbgtors Advertisers. can di scover h ad distributors are

most ef f &¥E§NG &G on ¢ [aHpcwEE BiRRDACk H8ViRRPt b@éwnaﬂ%»%ded?@uoizbutors and

content @licshitkd PULOHEnGRM USR] BAINthAIBQLSS 19t ALliskiGSofRd: RiaRktuns to
determ ne what kind of ads they can nore effectively distribute and target,

and how §eifingdn ap aPJ@@tvetfH%%onﬁ?é%mwé% ihe eprdeny pPeTViGRsiriobischyerti ders and
user app&dil%@ﬁdgodﬁ Bk ?’r@ﬁﬁhﬁ%‘ibv@kg evela@ TSE@Hgﬁawesfﬁfncttf‘&ﬁtcaﬁﬂep&%gésgﬁ e butor

i ncentives can provid bi'ds ‘at the advertiser /
i nt erfac@lﬂﬁﬁgR%ﬁ@@fﬁ@n%@%Wedmdafﬁd eodtserd. ldpse shbndiroentj the eprfteed @04 and in t he

bi ds for an be
Feaponsl 6o Pk eord e R s 8 e Tepor s
f rom t heAg bkeayn indibuden s(100 ¢@BAd vz the saf a:fgwatﬂﬁdbier epordyiegahbetdr i cal  dat a.

o0rer) o Dol AR Sl SERL S TP elrilor PSR RV ARL PRyl 1o e the

creation optimal rule rovi services
advert i sempsrmibed toﬁmlqhayadwewdzms@m witirconteet T0laOncaapaug S poreitil ecfsflect ively

and m ni qupn s:ons Iso vi de .l nsi % to an
adver t1 o8 &fi PRIFFRT B0 ' RCE RO T cbpofifitalar f B VaFol B30
parti cul with agbhexitis sedmrud. F@ﬁﬁiﬁﬁklWh@ﬁﬁéaMﬁ&m7HhmnﬁuﬂEm%semﬁh&gﬁt 904
i ncludes_a DRM engi.n 2 he rul es sp ECIL cont ent
provi der RIS ﬁf”%?‘)&&%ﬁé‘r Oq} TR @%Wi‘ﬁma’é in e, CQndy Zﬁl}é‘h‘%/"%ﬁ’luF gations are
met. In tmtdiieﬂttriemd@@ﬂjaﬁﬂﬂé & the c@qtml vbheage tdies, conall lﬂiEtheSmd@d/ hicgtribacks
sufficient process &r%h ot her conf]j gur i ons égg used For
exampl ¢, MR R e GBI S IS (EEUIM DTS BRSGIRY T B (e. .
over t heo;weémmamrth@b;b QORI RS WRL KimbERT tReMird Ix’tﬂtﬂe a;ho&lﬁ@h_ecédv@iﬁtser

will pay for rendering the ad, and the second is the amount the content provider gets. The

difference (if any) is the amount that may need to be paid to others, including, e.g., the ad

distributor, the device provider, the clearinghouse, the service provider, an attribute

certifiers, and/or the like. When the bids are computed, the content control’s objective

function is used to select the ad that will be rendered based on the bids. Typically, the

objective function will choose the ad with the biggest payoff to the content provider.

However, the function could give some weight to the total payoff amount (paid by the

advertiser}) in order to encourage development of the infrastructure. This, in turn, could

maximize impressions and the quality of ad matching, and have an effect on future
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1001301l n preferred enbodi nents, the transfer of content and/or
advertisenents to the client can be acconplished by any suitable

conbi nati on of offline and/or online nodes. For exanple, a client may have
a content and advertisenent delivery interface that provides web services
for a client player to downl oad content and/or advertisenents fromthe
system backend. [00131]As shown in FIG 9, content can be delivered to the
consuner's device 904 via content delivery networks 930, and ads can be
delivered via advertisenent delivery networks 932. Advertisenent delivery

net wor ks, .932 for exanple. .deliver.the ads,relevant to.the user based
on user ngﬁﬂg’ttg%g@dmfxﬁ?%?g ‘%%OGHE%‘P 'pgorﬁ%tg‘égarﬁglﬂﬂ% IBrﬂ% @‘ﬁ‘ﬁ‘f’&“‘dé}lmtser native or
addi t i onabxiatiting totdl esurn FOOAB2ARR bidérs CONk ain tvilhBS afpeinteeihges egicbyofcl i ent

904, any r%Jeyant qghigatioqg sgecitieﬂ_by the DRM controls associated with
the contBRTEREF GPUE Re US40 ey 2 8MHRE Ridnor ed. Such obl i gations may, for
exanpl e, include sending feedback to a clearinghouse. This feedback coul d

i ncl ude wontlext Ihphoembidioem:, imkan @t enddalan didigretdie iagsatengdior t he
content fhat rendered, and/or the |like. In sonme enbodi pents, additional
ot o e o sE R HUCHina b e Peckiain 1 SoReM T RIRrG BREOpTT GBS or t he

li ke. [ Ofd@dfhent#hdquuafiesdorbinelibadhasitinfotn Al BOludRG\ERE {ol:3 8BNhe shar i ng
interface.is grovided‘to faciIiﬁate_super-distribution of content and/or
ads. ConbEhtNAHY AWBEIaPerridHsNE XHiHs SUREUt D8R CISTIEEPES: Bfin devi ces

or W th @iherrélaedrSthe IDISibMehacdmYisRIRWrdgc gervices to facilitate the
di stribution of content, such as by providing recomendations to the user's

peers. [ 411In_s enbodi ments, the client could provide nechanisms to
gat her s@B%% vomggy‘égﬁaﬁeﬁf’@i%te?‘%ﬁp £} v sengEEe: ATRRPE i Ghé: Wone

i ncent i vas @ffoaisht tBeht 782 US@E oppbrEXEtiaNBesch®@blchdt b ot {800 ¥RE bORoreThe
sel f-volunteered infornmation can be used to categorize the user and to

del i ver #dgrpsprésdhgdbderedaloraipnbey ad apd spafentirendesas Farsaetiqns| ¥t cont ent

that may,hge WEGEERE itGntPob Hﬁ%ﬂﬂ%’dhde dhPQh3RE hdk BAFR-RIBARAIARAL S, the user
m ght sign up and register wwth a service provided by the ad distribution

pl at f or ngucAondlad userginsexivgl fanusedrdarina e antighn apt &9 coricishoieader for user

regi strat.l.on:. . i i L it 8l iJ: e iLan. I n one
cmbodi ot e BELEh IR ARl e b ekl HLERTBER. Loer . whi ch
i s used wonyaidedaliesaupgatepowerubialsd belorwirda 6] daraGyarghdias 8Metn provi ded
for purp 1. rat. | i ! . i j.nt ces, and
ol ati onipya At sHE ORIt 18 O EmbaliERL. B RS piRo dleThBERE o) ST
be appr edisaibew: thad baa paringdgy ob fhempdiufi wad icoths covent lpeovinded éartdanot ixeed

structur function [ . in nnection. wit.h Fl . Wi t hout

depar ¢ 1 i P Shee R RGPy bl B S i g o e, 1
sonme enbodilnentespacard that s fileh ermntognisiviill bt rdaecty smdf @ a ancattlodalbe conbi ned

or elimpated S ement.ed with itjonal elenments that are not shown.

"n adartPBl: e SHBr RSO AP BISL A DG ShETRRS T sPaRnel ve

mat chi ngdiptridtifi@r wmwdrk neeinetidehind Hovret &, it $0iBe apprédidtedthat iReréfumet | onal ity of

this platformcould instead be erfqrned béﬁex ernal entities. Thus it wll

be. appr oST SARCTRLE skriem tonizaed G sHilp B v ARETFUP: HUrBAUeTERO | | ust rati on

and expl giativen, wisidomole otlieAhirdlt b&iRg cdfABkIT bupdokineha IREAAMNEeMNEDl A ZONES
simpler models for long-tail reaches, supporting revenue shares for small-scale content

providers, and allowing local advertising to be effectively supported.

[0074] In one embodiment, if, at the time of content rendering, there are an
insufficient number of relevant ads, a fallback or default ad could be displayed. In one

embodiment, these fallback ads will only be rendered as long as the rules associated with
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1001381The following is a discussion of an illustrative set of exanple
enbodi nents that nake use of the DRM engi ne technol ogy described in the
' 693 application and the dynami ¢ nmedi a zone technol ogy described in the
'543 application. At an abstract |evel, the technol ogy described in the
'693 application consists of an object nodel and a control |anguage which
is applicable nore generally to other areas outside what is traditionally
viewed as "DRM'. Enbodi nents of the systens and net hods described in the
pr esent application provi de a platfornlfor advertising that is applicable

or oces o1 NG B AARTHE vt 1 BT ler (5 R Ta Bk LBORofRPLELI Li 1 or m

build onmyhéﬂkeamdeimgy and trusted services that have been described in
the '693 application and the '543 application and extend this technology to
provid

vative serV| es f.or e advertisin d.tr ed renote
event m)lh ri ng" 0?‘?1%?“] gF’aaéml ?f)cg 8‘?9%?}] r?gtvfhdeﬁe gcgnf}e I am?aﬁ a%S
1001391hme@ﬁ@%&@ﬂddo@ﬁb@dhp&ﬁkﬁvmymu&hﬁd,asshmemmonm¢%gngn@ANIobjects are
delivered to end user,.devi ces using standard mec An | e of such
o e haPBRED T PSSR BER of e oRas P Heets Rk AR se1
appl i catifBers Ié}ceﬁeha@mceﬁm ieaorhe idepbmyethit, @hq@ehé osnmh ueRtdradsoddch as
| ocal ad mat chi sage d ta filterin usa ta reporting, and
peer - t o- FEEPOY ym %ﬁdvﬁdmgﬁ%yg g these functions is
described in nore deta|I be|OM/ [00140]In the foll ow ng di scussion, the
fol I owi ngot@r ms Abbergemenat bysdiavigefehted tabbdineng inmassikgton ul ess

ot herwi s ear fromthe context 00141 A LIS pi cal | unordered set
of adveﬂ§$§EW%ﬁV§3¥%%?SPE“G%&HOP%?$ ﬂ} WﬁbﬂOWﬁé%¥C @” f#°be treated

as an Ady(MRuef infortBforPfh 68 hudf rebhids a@hfﬁmm@m@a@ca ngreh@tisel SI0 Otoast .
1001421Ad- CUeue An ordered set of advertisenents obtained g{ter}Perforning

ad mat chimRpdiBeniche s et e toepchpuss S8 s TPPe s IR TAR S EIalio

pl acehol ggr, §ud e alicREVEE i BIRR: th@%&ﬁt@;ﬁ' A4/NMhd 05 Batal OReRRLOL2( @R t he
advertisenent 1n a piece of content. [001441As shown in FIG 10, preferred

embodi nesveRlopexisting siafisticahtechnduone HARIE VRIS FEkiarn s tplseieat | ar ge
var ' et Y @i dﬁ%&% Ld SRV G Rs. DHRERSrcHSNL 888 cb 1§ bib@ﬁbe Wi A tHat f()r'@ﬁ@rﬁ ation,

| e handsets, set-top boxes, personal digital assistants ,

uItra robfdreatieT Gaiah be ol detsrtionPeENum pasingNptidbidacevenis, tel evi si ons,
andior_t 16l sthQOLATHI b Rrivh o BRYR. ABGALe! LnRch @R vAficifigyT ces wi th U

per f or man
distributors are most effective in reaching certain consumer types. Ad distributors and

content distributors can use clearinghouse statistics and breakdowns to determine what
kinds of ads they can more effectively distribute and target, and how they can target
them. The effectiveness of device and application providers can also be gauged, so that
appropriate incentives can be provided in the bids at the advertiser / ad distributor

interface, the content provider / content distributor interface, and in the bids for ad-slots.
[6077] Example Use Case Scenarios
[0078] Content Deployment

[6079] In this example, FashionTV would like to upload its latest winter collection

to the system. FashionTV has slotted the content for ads, and decides on any ad-slot
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axi s and Network Connectivity/Local Storage Space on the y-axis. For this
illustration Network Connectivity is a neasure of networking perfornance
and could be an index conputed using various network performance figures
such as downl oad speed, upload speed, time-continuity and area-coverage of
the network etc. [00146]1In order to serve advertisenents to a variety of
devices with different capabilities, preferred enbodi nents make use of the
conmputing power of the cloud as well as | ocal processing power as
appropriate to enabl e targeted ad-matching, efficient ad-delivery and

effectiv ata ectio and re ing.trusted services. The
act ual c Lg?si gﬁShR éﬁw ?15%5968 1% ﬁégﬁgﬁér at ?%lrd'ée HB rfd’e{}i’edtgﬁt Bet ween
| ocal compphai&omeﬁddmﬁé@ﬂﬁmﬁsmﬂﬁn&ﬁaniation, t o nake best use of the
capabilities of the pIatfornimithin t he existing netmprk | ocal storage,

AR DT L SR S A R T

resource31XRﬂgﬁme§£maem @hﬁEc®£60ﬂm9ﬁsktﬁﬁdﬁ&dd&@d[Huwnhﬁﬁdmhﬂ@ﬁqadS to a

| arger extent than be or . devices i ones and 4. For devices
t hat faifﬂrﬂ“§%%3“§ﬂ%gnéﬁﬁ%* ?Q%@@PgFﬁé ”%ﬁ%dﬁ'ﬁéﬂ?gmﬁﬁ?@lﬁﬁre ext ensi ve
use of |@gmktioprppeassl MOFRRMeRTVF or ad- mat ching. [00148] For devices in Zone 2
or Zone 3, direct dommload and caching of advertisenents could be done to a
| ar ger extent“ﬁ gﬁh%ﬁqig n.Zone l,and Zone 4, where advertisenents would
tend to be domp 51 dﬁ . Side- “Toaded or streamed to the rendering
devi ces. [00149ﬁg§%@8@§jkﬁn%gﬂe 2 and Zone 3 may directly report usage data
to trusted servieestkn the cloud either in real-tine (Zone 3) or near

real -time (Zone 2)otwhile devices in Zone | and Zone 4 mght be nore likely
to locally store a“Prittet'setowhtiugage data and forward it to the trusted
services in the %ﬁﬂﬁd>only i nfrequently because of the constraints of
limted bandw dt rage_and hi gher relative cost of bandw dth.
[00150]Regard|eS§/Qngﬁ98%§5§%% a%é&?ce sone pre-filtering is likely to
facilitate nore targeted and efficient ad-matching. In accordance with sone
enbodi nents, pre-fidteriing-:cande:dene using i nformation avail able at the
server using convé&firional ad-matching techni ques. For exanple, third party
statistical engiiesotanonym zer software, and ad- matching software could
be used to pre<5§ﬁp ‘Eﬁﬁﬁd Ppre-filter a set of ads for each content item or
user. Standargd_targe Hﬁghmepﬁgﬁgépﬁmlgﬁﬁ %§Etﬁfiﬁ?ihdh?dFm ge, gender,

i ncorre | evel , geagraphi.c.l@cation, day, areas of interest (e.g.
inferred fronipasaybe@ﬁﬁueur) can be used. Alternatively, or in addition,
ads may be targeteditgiduadintiiduak: eontentist :emscaskNg ckagging,.e>0r a

conbi nati on of/CeortreRti«ar geti ng and user targeting may be used.

[00151]FI G 11 illustrates the use of server-side ad matching to pre-filter
adverti s@fight s flathephgeyrdedefngion. fgsenteaprpudethap affeied tirge shsletis fye dat a
suppl i edgpywiter QY686 1(5'09&%1{ ﬁﬁ) ?Hg’m;hﬂrrf Je@nu@%x &@a\('eﬁ‘?or]e%gﬁc %?%' des
usage data to server 1102 for use In pre-filterin Server 2 uses
anonym z@&ey Ere6i $b. 9éddﬁ§awqread<treon@kagéout¢atf@ the b@ﬁellugl@@@tm@néﬁ cal engine
1108 to I n be used
by servel CHlg8 10 pahe” S nEAGs BB ot oBhRL. He ERla S REY MR AT s

t hat ardhﬁebmmmwbekthwaétobepmﬁaﬁ@hﬁht@CDMemueehnogedﬂmnﬁedﬂ104

Server - sy, ggré?és‘?ﬁé hé}&ﬁ‘\!;y}g?tg(j%gt\%mtdgﬁns ’lﬁou@g D& d i % ettty fgt of

rel evant Vert i semen AR o re re nay be

per f or medeansighgpst ie rbvpat cdtberimt ohl ragprtiec pipaoaees described el sewhere
herein. It wll be appreciated that FIG 11 is provided for purposes of
illustrahen, a r xample, if
server i@ggﬂis 2%?ﬁtgtggé28nuiaﬁﬁpgﬁgﬁgégpgﬁy%gag mge§{Mes ﬁi'*iﬁlodewce may

be anonyerriaﬂéﬂe bethopetdngs pgciqag@v"i‘hhephck@gcs erpublrthénl@é‘ate h DR hertrod dogdi nment s,

usage dat pt-qvi.ded. t 0..S r 1102 at al and, ser.ye 102 perforns
any pre- Et&inlttrg)]r |rb %Ctgggledyrgndemg) eg &' 30%3&%”(%5 from;tie Sa)ﬁflﬁ (58’ Yt ean about
device 1104 or the user thereof fromthe context.
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[ 00152] Taxonony of Categories [00153]1n sone enbodi nents, a pre-defined set
of categories is used for purposes of classification of ads, content, and
users. I n sone enbodi ments, the exact taxonony that is used m ght be
private to the respective parties that generate the controls - e.g. content
provi ders woul d be responsi ble for defining the taxonony for content,
advertisers would be responsible for defining the taxonony for
advertisenments, and the cl earinghouse which creates objects that describe
user attributes would be responsible for defining the taxonony for users.

The taxono mould th be shared en t e Ln ot her

e ot IR e Ty ey e e SR R GRSl (e R el ek g isl e

provi dertﬁ)nWﬂOd!@t&lﬂ)ﬁﬂl(ﬁi ik erkk. nl“‘ﬁeh@teﬁir}éﬁﬂﬁmbﬁﬁm ﬁlet&bﬁd’s@vcﬁﬁt&h&aﬂi@kd @xonony) and
t he standagd aould (g &ybllshed for $%§ cher art|C|gants in the
system PaSOASEAARC 6 ngGoatent ¢lip pyp ‘“r‘\?éh‘é&‘éﬁ?bﬁ &r COREMANEY i cabl e
categories for an entity could be specified as a comma-separated |ist of

el ement sjoosdier e abbDbpleyReRNt represents a hierarchical tag using the dot
notation to indicate the hierarchy of the tag. Each category could al so be

associ at th.a we fo cate ormalized to so range e.g. O-

100 W sl a rliSh P e e ok G e gB S st SR B s ent ad 1 n

? stri ngda‘pwymﬁm&wmﬁ chﬂl@latgn forcdzﬂa@d ha:@)t Blicks0AS €EPFT. alhggu%heed gahd k&gﬁﬂngﬁ at egory
romits weight, The w ard character '*' cou e a reserved character

ona used ey UL OBE Bt YR aB YRG0 TSST ROt HBHEINCBTE ‘an

i1 1 ustr agbeahSXEBORI8d BHat RNn & dbagfub dXONOBYTHeSe SRRWA defddrbfeferdibe FOr the

t axonony shown in FIG 12 npl es . of tags m ght i ncl ude:

100156] Féde)chf fege h%%lﬁ{wéﬁfo thebtﬁsﬁ FHBRR ST pied Be o Sy i der a

[ 00159] AiskodiAQLERD FX 8t Sip ¥hok ré"!s%ﬁhér@ﬁoﬂt%'a‘éﬁdnp i (Melaght s are:
[ 00161] Food. Chi nese. Szechuan: 10 100162] Food. Chi nese: 5
audience, Ad Corp. decides that the ad should fun between 6PM to 9PM for greater

reachability. Keeping its 360 degree engagement model, the ad campaign would also

carry a call-for-action feature.

[0085] Ad Corp. is not certain of the cost-per-mille (“CPM?”, or cost per thousand
impressions) price that this ad campaign should pay. Taking advantage of the system’s
ability to provide auctioning with feedback, Ad Corp. chooses a $0.15 mimnimum bid for
each impression/ad-run. In addition, Ad Corp. specifies circumstance under which it is
willing to increase its bid amount, and/or under which it is not willing to bid at all. The
constraints and requirements of the ad campaign are expressed as part of a rule definition,
which can be entered via a user interface that is available to Ad Corp., or written directly
in XML.

{0086} An XML representation of the ad rules for this example might be as follows:

<l-- Ad for ABC Co. Trucks targeting
Rule 1. Income level: > 80k

Rule 2. Location: Suburban

Rule 3. Age group: 25-35

Rule 4. Gender: Male

Rule 5. Target Content Genre: 3ports or Action or Adventure
Rule 6. Time of the day: 6pm to Spm

NOTE:

a. Bid price is $0.15 for each imprsssion
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[ 00163] Art. Opera: 30 100164] Art:5 [00165] Exanpl e of tags with w | dcards and
wei ghts are: 1001661Food. Chi nese: 5 1001671Food. *: 3 1001681Many pl atforns
provi de efficient inplenentations for string search and mani pul ati on, which
provi des a reason for expressing this information as a string. For ease of
matching, in a preferred enbodi nent, by convention, the nore specific
category occurs earlier in the list of tags than a correspondi ng | ess
specific category. It will be appreciated that the opposite convention (or
any ot her convention) could be used instead. The categories could be sorted
in collation sequence to. e ag e _easy searching of the
cat egory/ sub-ii;@ﬁgﬁgfia Fbﬁ%@ ieAr]?Q}I ternate inplenentation could represent
the set of tagsrasna-Makueli;st (as described in the '693 application)
cont ai ning a hicet@ar chy of categories and sub-categories (including weights
for the | eaf |evel--cattegbrd es) in binary form These tags could be part of
t he AdExt enmal Zon@ffe Stiiicture described in nore detail bel ow
[001701Ad- I nsert ! 7 Poi’n'$00171] I n some enbodi ments, the dynanic nedia
zone (DMz) tecuéglgggxmq%;gi bed in the '543 application can be used to
facilitate ad insertion. #“Ifjle>DIVlZ t echnol ogy provi des support for the
description of diff.erantc1ypes.ob-zanes .- media preseid.ations. A video
presentation w th+-nkerspersed video ad zones is an exanple of such a
presentation. [O00E?2dAdEX¢t@mad:Zonel nfo 1001731As described in the '543
appl i cati on. théDVE tlechrobegirral tows raprieseritation to refer to external
medi a via the Externaf! oﬁg'ﬁfp Gonstruct . As shown bel ow, the
AdExt er nal Zonel nf'@ “b{ij/lds Cﬁfrjjhe})%& éﬁéﬂlg?f)nel nfo in order to refer to
ei ther an external.,advertisepent or.an external Ad-Matching Control .
</TargetAudisencea>
<!-- Rule # 5-->
<TargetContent BidFactor="1.25">
<Genre>Sporits</Genre>
<Genre>Action</Genre>
<GenrerAdventure</Genre>
</TargetContent>
<Context>
<l-- Rule # & —->
<TimeOflay BidPactor="1.25">
<Start>18:00</Start>
<End>21:00</End>
</TimeQfDay>
</Context>
<Actions>
<OnClick>
<LaunchURL>http://www.aboco. com/trucks</LaunchURL>
</0OnClick>
</Actions>
<ClearingHouse>http://clearinghouse.xyz.com</ClearingHouse>
</AdRule>
<TBD XML representation>

[0087] The ad content and rules are packaged via a packager into a format that is
compatible with a DRM or ad matching engine. The packaged ad content is then
registered with an ad registration service. Ad Corp. could distribute the packaged ad
content to its own network, and/or it could let the ad registration service make the ad
content available to other ad distribution networks. In some embodiments, a combination

of the above two schemes could be used. For example, Ad Corp. could sell the ad
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AdExt er nai Zonel nfo extends External Zoneinfc : f tags: string externadAdURN:
string external Advat chi ngContrel URN: string [00174][| NHERI TED]
splicePoint: reference index of a ZonePo nt el enent of the points array
where the zone nedia is to be spliced. [00175][I NHERI TED] id: identifier
for the zone, an opaque identifier that the Local Ad-Matching wll use for
its own processing [00176]tags: a |ist of comma-separated tags for the
ad-zone to splice in. The tags consist of the names specified in the

t axonony of ad-tags, using the dot notation for hierarchical tags and

wi | dcar ds. ese, neze ch an Scul re. Rococo,
At oy cmreiinds o PRGBS GEns g  al B5F PR GEMB R nl Pl <Pt
[00177]amhemﬂmhkﬁwa@nnnadeﬁe@ﬁmﬁeéﬁﬁﬁmce to the external advertisenent.

[ 001781ext er nal AdMat chi ngControl URN : a URN that points to an external

cont rol WLPHG T HrErdr anaP s S B bR PR Pl o P e dtt b the

Ad- Cont r@:luﬁtsl i @k deibodimepi, ek chigs alloghthe adheetiser ®aiBOC rémfor&dm&nexﬁder nal zone.

I n one emhodi nent .. ei ther ex.ternal AURN or t ernal Ad tchln CbntroIURN
w1 e AGR T e Tat BT o8 i B “ReststoRe AT Eotrife gigtny

[ 001791A$U m o Rl Fanebik8od %L@%ﬁ@bé}t@ﬂmb agmeia%@teememeﬁ pé}nmm{al Zonel nfo
as shown Adi nt ey nal Zonel nfo exte yds I nternaj zonel nfo : tags: string
[ 00181] t WB¥e %évgﬁrés LROSHIVE T HRY-dB0Y second impression, under the theory that

having paid for the first impression, it is important to compete against other ads and
ensure a second impression for reinforcement. After that, it might pay only $0.10 (-$0.05)

for a third impression, ete.
10089] Ad Auctioning

[0090] in another example, user John Doe decides to play a content clip consisting
of highlights from a sporting event. The clip defines two ad slots. When the clip is
selected to play, the client platform performs local ad matching and identifies a number
of ads from its local ad repository that match the rendering criteria (which might include,
e.g., demographic, geographic, behavioral, contextual and past transactional information,
etc.). The controls representing the rules associated with the selected ads are chosen and
evaluated by the underlying runtime engine. The individual ad controls are presented

with any contextual information that they may need to determine their bids.

[0G91] The client platform would then choose two ads (for the two ad slots in the
content clip) that maximize the objective function. The objective function in this example

is a pure profit function, and hence the two highest bidding ads are chosen to play.

[0092] After the content plays, the controls representing the two chosen ads might
report to the clearinghouse, e.g., the bid value, the type of content, abstracted user profile

information, and/or the like.

10093] The client platform might also report to the clearinghouse on the ads that

failed in the auction. This feedback could include an identification of the winning bid,
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[00182] System Integrity 1001831This section describes sone of the aspects
of the DR1V1 engine and DMZ security nodels which ensure the systenis
integrity. The main goal of the security franework is to ensure that the
governance nodel renmains intact. FIG 13 shows an exanple of some of the
governance associations in an exenplary enbodinent. As shown in FIG 13,

t hese governance associations include the relatively tight relationship

bet ween a piece of nmedia content 1300 and its associ ated zone nap
infornation 1302 and ad natching control information 1304. Simlarly, an ad

1306 I S r t%ti"_ag?@d?s% pl?iﬁg,tci@{}%r{? 4 8]’1(?(?01’1\{\{”5111[ 111flormat1r81(?sa%§ﬁ)tr lﬂ]eql O/Q%r Ol 1308. In

contrast ose cou en content 1300 and ads
1306, ar@gtdgeuowms&peﬁét dgerciemtiidolse ithif oﬁdmtamom to thROABHA axtioné.entpodi ment ,
sone or all of the follo ui renent,s for ecurjtégand |&H§gr|ty can be

r.
deri ved PPSHSITE BUETIaNBeT HEARIOIPTaRE CRyRTe Y (oD {RET TF%iVer t i sement s
nmust be pl ayed when they are supposed to be played. [00186] (2)

Adverti sj@oit s stlit Hepuoting ehd SkkbppPadiiptieledilaay are dubbed "unski ppabl e".
[00187J(3) An ad-matching control shoul d be authentic, and should not be

repl ace by unau hentlc ont 0018 4)
Ad-contﬁ@b%’shoﬂ?éaﬁg u%%%nPlc angg%1 OeM: gcea 9%9)& ? tﬁﬁ%tlc (rogue)
control qhagtarendeddQLBQ 1(id) anThds acmememsagam aflislogs msb@mnmﬂedhw th an

Shour rehemaniy e ord PENOph SAG o et Bntrle B OO AR RET ot ar |y

di f f er enéxaagee tHelag@inBipbrt iy @m @ipottngishidady isa adtod et p@@ﬁﬂmayldwaim cious entity
(e.g. a cro?}gtlijn?pt?o%r Yhe gud%rre&ﬁmggiﬁgés mfo[‘r%gt%o%or%gza?‘gl%g Ngf thlatn\;[vgr rc!l(gs)én

during the content rendering, the corresponding ad bids, the nature/genre of the content,

the number of impressions that were made of the ads, abstracted user profile information,

context information during the content play, and/or the like.

[0096] In some embodiments, the audit report sent to the clearinghouse also includes
information regarding the ads that have participated in the bidding for the ad slots. The
clearinghouse can then forward all of the client transactional data to a data warehouse. In
preferred embodiments, the forwarded data that is sent to the warehouse is stripped of
information that would explicitly identify the user, the content, and/or the advertisement.
In some embodiments the client platform would also gather information regarding the
user’s viewing patterns, and send abstracted categorization information to the
clearinghouse. This abstracted information, preferably free of private information, can be

shared with preferred partners.

[00697] In order to conform with privacy laws in certain jurisdictions, the client may
choose to maintain a user profile locally on the client, which can be represented as a node
with attributes, as described in the ‘693 application. The various potential nodes (e.g.,
impulse buyer, fashion-conscious, etc.) are connected by links, which carry strengths that
are based on advertising viewing patterns. User volunteered information can also be
expressed as DRM objects, but these associations may be weaker in the beginning. As the

platform learns more about the user from the client, the strengths of each association will
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[00191] The integrity of a Zone Map (sonetines referred to herein and in the
'543 application as an "nZon") ensures that advertisenents will played when
they are supposed to be played. [00192] The AdExterna]. Zonei nfo or

P1di nt er nal zonel nf oi spart oft he ZoneMap structure described in the '543
application. A digital signature on the ZoneMap protects the integrity of
the entire structure (including any AdExt emal Zonel nf o/ Adl nt emal Zonel nfo

el enents). [00193] The nZon atomitself could be stripped out or substituted
into the nedia file. Depending upon the specific requirenents for integrity

protectign, this could be achieved in one of. the follqui ways: [00194] (1)
Phe ont1 TEngbAS aFpu R deny haody SR0d b Tusse R ehtahaipitatiod i n
medi a costteithevalugscind ase BGHnfRdatidiad @epaltide be aadidORML i cense associ at ed
with the nedia file. [00195](2) Only the streans could be encrypted; the

DRM Li ce ould have a secure refgrence to the. inZqon . atomin this case.
Thi s netﬁ@ggénsugggg#?ﬁﬁagﬁﬁga F@@%ﬁﬁ@?ﬁBﬁxﬁﬂﬁieﬂ6¥C@@%ﬁFhﬁ%F@P%ﬂFhe over al

i ntegri tyser profigy fof taegbied AN AIiGhE 3ThiMVBIRO HE®: @fg. tof€hel tRbE@siriBEdRE BeeCt i ON
nechanisgg?es&ribeq.[n t$ﬁ€'543 application. The DRM License is used to

obt ai n t B> @BRH{GHPR{pro dﬁﬁ%ﬂm§§§ﬁmﬁ@OE@@dﬁéﬁﬁ@FWWéﬁsmﬁéﬁﬁPﬁwg key using
a key- deinchat bONq@ligand dhButdAt tHehBerdNlel & adni AN o) B RRAI - frfi8ncCONt ent
itself i gplcalé%ﬂgggrypted,and t he application checks the integrity of

1 . (
t he rrZonﬁ% P ot PRE SBRicRFaN Rrcanpsnsstesyipridis. tvhde bvrdeBnirefat i on
refers tgntbRriddsing BrohhRion%e %esé’\ﬁ'%g?eéatf@ rRH&YAL K8t 8ChemiBRlechifigimedi a zones

have been tanpered with (e.g if the nZon was stripped out or If it has been
r epl acedPBySE SO0k ng el se) the player is supposed to stop rendering. This
does nean that sonme part of the content will not be played before the

tanperi nmobs| deteiseslersinihySPBBscaFRRRE B Blitin hhlicSesTBOL RerHeeRd. accept abl e.

D

[00197] Encryption itself i's somewhat orthogonal to the ad system A threat
anal ysi sPOIYihEveydicad oY ovpraneties ok eeher ingridelythe ivem Wagisregtpined or not
(e.9., ensyiyPhloReBndRhindes HaRABL: blodd SuEPPLIR ' vertisements
wer e delivere%_ovgt a secﬁréspipe df?éétlyutoﬁpﬁg%égﬁgégmgﬂgafﬁkre was no
way for PRM engie etgectsofibs tynk eescibral io dlret '@HB apmitiptaon, advemttiespdend § or t he
DRM obj eglSyhdnhebfibgycase integrity protection is used only to ensure the
ad system pl ays at“it is supposed to play, in the way it is supposed to
play and does so under the governance of the DRM engine. 1001981The DWZ

t echnol ol$f1¢lscriied iv p mosedetgled iBpwiatienef wnions $56tws wadicacomemet o be made

Lo DRabhc erfbdhniR! Ha%phR N RRAREe LSRR Aol LA R Iement s dubbed

as "unski ppabl e” w [ be
shown in FIG. 9, in one embodiment a content packager interface 902 is a service

provided by the ad-matching platform that enables content providers 900 to package and
transcode content for client consumption. The content thus packaged can be hosted by the
provider 900 at its own site or can be hosted by the platform and/or an external content
delivery network 930 for further delivery to client 904. In one embodiment, interface 902
allows a provider 900 to specify details about the content, including tags to help
categorize the content. In one embodiment, the content packager is responsible for
packaging content with associated deployment rules, specifying ad insertion points and

content metadata, and updating content deployment rules.

[06101]  In one embodiment, after the content is packaged, deployment information
and the content’s associated rules are registered with a clearinghouse 920. After

registration with clearinghouse 920 is complete, the content is ready to be distributed. In
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[ 00199] Control ProgramiIntegrity [00200]In a preferred enbodi nent,

Ad- Mat chi ng Controls and Ad-Controls are inplenented as self-protecting
Controls in the manner described in the '693 application, and are issued by
a trusted authority and are authentic and integrity protected. The digital
signature on nZon ensures that the Ad-Matching Control will not be

repl aceabl e. The strong binding between Ad-Controls and the Ad-Files
ensures that Ad-Controls will not be replaceable. [00201] Bi ndi ng bet ween
nZon and Files [00202]Cbntent and Advertisenent files can be tightly bound

to the nZonnﬁj ‘thg pa i smfor nedl h grlt (grq%ectlon descri bed
in the '8%% agwe& t% QA" %‘é“?‘tﬁ’ﬁtse‘f"ﬁ‘ie |€8 BEC 1 PsdiP@VEEdht bi ndi ng
as the r‘rlﬁomn&tnoﬂ&livfe@a{eﬁwm&y%m Fat &xXapiped tm&ona:ht @glsamwetwﬁeem%mh

somnet hi nto the nEdla Evertlsenent fug? A secure reference from

the corr 8 Eh" ﬂ?ﬁF&lWE‘EBh‘FPB?”g Eﬁ‘fHQT‘W ORI BIPETY &Tyieat GF BB d have a

Secure rher@abation bheothdahe %b@nﬁémp&mém edgiduhsod selrﬁcé 9m:1|sudl ng rriZon)
may be needed ght bi ndj ng between nZon and

t
medi a/ ad@%ﬁ%ﬁ@%ﬁ%?@{%g 'the[f@o%fs‘r%meﬁw%%ﬁ o R@hé@#%ﬁ@g the00204] As

descri beghnkdht, laAg maﬁﬂw% dRpRléLhic@Navaiihbit 'Elﬁcdn’t'@n@%livtez}/ Riwbieosedi a zone
cannot be verified the appllcatlon shoul d stop rendering the entire

presentathy The sane pr|n0|§$e can be used to ensure that tanpered ads
wi |1 not 988031 ayB@e PROSHMER B CPRIBHEAITIVITY e osks Bi9et ba chiftien thahalks ¢ he

appl i cat jghariy Iréspa%lmaﬁﬁld@ i$eRink @PRIBEt th b cHSuR@r 't D8viGON e Dhe KBYrdinhryobt @i NS
fromthe Ad-Control, or if the signature verification of the Control (which

i ncl udesskill walk grnseqidpbinabere g PHY QEORY corisntidglivesy notnierkshang thaigay t he

OnAccept g g@bik leal%mfd@rwérpaetee%r;@mcr & us%@wé&n@&fon%tmé (Efs%n%”aﬂdt he pl ayback
of the Content should be aborted by the application. 02051Mul ti pl e

Ad- Li st smeipodoBpmebetihstein. ook- up 1002071There are often nultiple Ad-Lists
within a system Sone exanples for separate ad-lists could be lists of ads

for 1) Cogi@ici aln e e%ﬁ%ﬁﬂ&ne‘% ad%kftlsmaﬁ%ac@@eﬁ@ﬂrf@em@gs Ads.ice- 9., used

as fallback ads to fill the ad-slots If there are no suitable comrerci al
ads avai Prabided by E@@H-l@@chm&pla@@m @ dyable @M‘%ﬁerm gaskazeand fptoatsmal | er

sub- i st ve&ggg%%%‘%ﬁ cbx?s'u (b8, BHS ﬂlﬁ' cﬁm@ﬁ“tpgef éerr)@% clﬂ?cl%gssfop ps limt

t he searc space ertl nents can ecially useful on
devi ces mﬁa@maﬁéﬂmbW$ﬂeﬂVMwﬂmWaﬂwqﬁﬂm@b$dpgﬁn@h&ﬁwmﬁﬁdzegﬁﬁﬁﬁdbscribed in

the ' 543, ADRLLGAL O belABVARPlY GALIRDS GRRYSS DS oPRABE LS be hosted

by the platform for further delivery to the client, and/or can be hosted by an external ad
delivery network 932. In one embodiment, interface 926 allows a provider 901 to specify
advertisement rules and details about the advertisements, including tags to help
categorize the advertisements. Services for various aspects of a campaign may include
specifying a campaign budget, dynamic bidding for ad slots, and specifying associations
with a user profile and/or a content type. In one embodiment ad packager 926 is
responsible for packaging advertisements with associated deployvment rules, and updating

ad deployment rules.

{00104]  In one embodiment, after an ad is packaged, the deployment details along
with the ad’s associated rules are registered with a clearinghouse 920. In one
embodiment, an ad registration service 924 is provided to facilitate this process. After

registration with clearinghouse 920 is complete, the ad is ready to be distributed. The ad
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which is part of the Internal and External Zones. The application could use
the id as the key to look-up the relevant ad-list froma table. The ad-1i st
may be identified by a URN which could also be a URL if the advertisenents
are directly fetched/streaned fromthe location (e.g. froma |ocation on
the Internet). Sub-categories of lists could map to paths in the URL or to
col oni zed parts of the URN. This would enable content matching to be
performed on the server side. [00210] Ads and Media may be streanmed, with
only the trusted DRM objects delivered to the cli enéI degendl ng o_nf_thg Iogal
storage constraints. These objects may be pre-parsed and pre-verified an
cac heg i??g}ig”@té%\ﬁeé‘”%et %?r%@ébls%éhaa@ %@s‘ésq‘)éﬂ‘érﬁqj' Sij exiRmgh etelivey netarks ze t he
per f or maogE AdTbgn bhiRhed dahOR] @Gilvei§ MebvibrREoSAGUAST By HEYd LGiJeROK- Up the
pre-parsed and E)égi-gver i fied object in the database. [002111For exanple: Id

URN descPiBPikgn BERs@E0° BErSt B caNrpigient, o ad eesidratipisterfier Yust omer
online supPREbAsiIAERE ragugﬁ@émmae%pgua@&ge:mggp%gﬁ@ead%dmﬁt for

custoner online support for a particul ar product A mrer ci al : sof t
dri nkB: S{}pﬁléipg ngloge% ad available topzhe ad delivery ngtworks 932.

[00105]  In one embodiment, ad delivery networks 932 are the entities that are
primarily responsible for delivering advertisements to the consumer’s device 904. In one
embodiment, clearinghouse 920 provides user profile retrieval services to the ad delivery
networks 932. Ad delivery networks 932 can use this information to deliver highly
targeted ads. One of ordinary skill in the art will appreciate that there are many existing

advertisement delivery networks, and that any suitable network could be used.

[06106]  In some embodiments, it may be desirable to apply certain restrictions on
delivering ads by individual ad delivery networks. One such restriction could be on the
number of ads which can be delivered by an ad delivery network, ¢.g., due to limited

capabilities on the consumer’s device.

{00107]  In one embodiment, the operator of the ad distribution/matching system
provides clearinghouse services 920 between the advertisers 901 and the content
providers 900 in order to reconcile revenue sharing. In one embodiment, this interface
920 provides services for a local or a third party clearinghouse tool to access relevant

transactional data from the server.

{00108]  In one embodiment, a user profile collection interface collects information
volunteered by the user, and a trusted object delivery interface is responsible for
delivering self-protecting DRM objects to the consumer’s device. The self protecting
DRM objects may include, for example, nodes, links, and control agents of the type
described in the *693 application. For example, when the system detects any changes in

user behavior/categorization, updated objects can be delivered to the consumer’s device,
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Soft Drink B super-bowl ad-list Soft Drink A ad-list 456 commerci al : soft
drinkA [002121Adl i st Mappi ngl nfo 1002131If the mapping is static it could
be built in into the application itself and the id could remai n an opaque
identifier for DMZ. But if the mapping is nore dynamc (e.g. the mapping
varies by source of nedia content) it may be useful to have this mappi ng as
part of the zone map. Adl stMappindinfo { id. : integer AdLi stURN. string

[ 00214] The ZoneMap woul d have an array of AdPI atformAdl i st Mappi ngl nfo

el ements that map the id to an ad-list URN URL AdPI at f or iZzoneMap ext ends

ZoneMap [%%5’69? N%eérin%'ﬁ&? e 996 aég Ig'la?tp;gvri%dtlfsiage %%grltl?xg iit?tgr?ace for a hosting
provider to access usage statistics on the performance of ad campaigns and the users’
receptiveness to available content. Operators can use this data to fine tune their pricing
spectrum for both content providers and advertisers. In one embodiment, this interface is

responsible for forwarding audit reports to the data warehouse.

[00116]  In some embodiments, clearinghouse 920 may have a billing and reporting
interface that enables advertisers to gather information on various behavioral aspects
during and after the completion of an ad campaign. Some of these might include, for
example, the actual impressions of the ad, click-through rate (CTR) of the ad, profile
information on the users who watched the ad (e.g., demographic, location, etc.), content
associations of the ad, and/or other usage statistics. In one embodiment, the billing
interface provides a web service for advertisers to access a billing system that monitors
the ad run costs. In one embodiment, this interface is further tied to a clearinghouse

service to reconcile campaign costs.

[66111]  Thus, in various embodiments, clearinghouse 920 is responsible for some or
all of:

[00112] + Recording content and ad deployment.

100113] » Collecting usage data (possibly with context information) from consumer

devices.

[00114] + Collecting user categorization information from the device. In some
embodiments, some private information should not leave the user device. Such
information will be generalized by the application on the device and sent out to the

clearinghouse.
[00115] + Sending anonymized reports to the data warehouse.

{00116] « Creating and delivering trusted DRM objects to consumer devices.
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[ 00215] Host Obj ects [0021610Cne advantage of |ocal ad matching is the
ability to use local context to optim ze the match. In one enbodi nent, the
foll owi ng host objects are nmade available to the instance of the DRM and/ or
ad mat ching engine running on the client. These host objects are present in
addition to the standard host object environment for any DRM control.

[ 002171Location: The Location host object provides the current |ocation of
the user (e.g., latitude, longitude, and altitude; city; state; etc.). In
one enbodi nent, the values are expressed as strings, the host objects are
|l ive obj (i.e th a e.use thsough a

geogr apﬂls@gl%] regi % ?“iﬁ%ﬁggénat%gcﬁ/é%e?gﬁgﬁa&a&ﬁébsFﬁ (%%ﬁ%g%tg ?%robgllhgg be stored at

" 1AdPI atgupsdsed.ocal Cont ext/ Tocation <- a (latitude,|ongitude,altitude)
tuple”, and the DRM engine could retrieve this object as needed.

Al ternatively, a host. functi.on could be exposed to return the |ocation

i nformatfpagﬁ.sY[062?%T%lﬂg%n&rﬁlpgagtmn&(m@gs‘g. ., preference cl asses or

menber shi ps) a user belongs to (and the relative weights for each category)
can be Vvjgoy19) npor Pastidih@epbricndodxht profidemt.p orepokhthasanweaghestidnshi ng
control deployed on multiple devices whi %g have different user. profiles

coul d r S8Ihov Rany pate)t dews BB tashed Raved POBVERE SUREIES M3S £ REYSHAR over al |

lsi t U?_t | Ofece et bl Qbshbib IO FR ABY QRN ¢Ah L PEoriéR bR idk isthaih®il.oW ng
ocatl on.:

/ AdPI at fReriiRulas ileasrieEXhovUsEriTEy ey ems Ko BYHGEMESUBOdE éhor y>/ . . . / wei ght
Where "weight- is the nornmalized relative weight for the category (e.g.,

a val ue QoifHy) - -[QQ&/}&L%FE})%R% £RSRBerk 1.8 %ﬁ&&stﬁ@ﬁﬁ%éﬂcﬁﬂ&tidﬂ@liﬁ@y happen
conpletely on the client and may not be shared in detail with the server

for pri viesoymaeasbyisws inthe lash24choses howhaaryggags déHtiead sPopfos epeiton becones
nore i np . TR 7 RN r,@l program
that ownio R e T e L S i te 1o
and updaprevitlresperskin' psrtcatie joripesodsf 00208 ¢entagn ef antybblidgent bemnpasadser

Cat egorigs_are stor in the DRM.enaine' s, secure state database (e.g., a
state dat’aBase’ %Osn?ec'jnggg?]iabceeggﬁnnco?ﬁgt ﬁg\@@ma)ppl i cation), and have the PUBLIC

READ flag set for themto provide read only access to all other Control

pr ogr ans|00d2kihi s+ Favadiak reenacs foelthird pandées 46 e.categbrfpmzmtineed not be stored
in the state database, but .could be conpl et.e cQ e application
(if it kWSW%FFSQN%PB@@B}%%f‘ﬁeﬁf%é%éé‘a%%{%%(?gﬁlgé%halé%%“ per&%gésg’gmggus%gad- only host
obj ect s inforidagoDRM. aanhicodisp i HORRL)Fonelubnf @ r§iB02@2hTieicdoyee bhfo is a

paranmeter to Ad- trol execution and.Ad-Mutching Control, exegution. In one
o e S e A CRS BORATh B gL Ry B e !
AdEXxt er nghiZoiteiniiiion t4h tdh@ec€ enddli@ksuseatribaxamphiet in turn can be used to better

target ads.

[00122] » Facilitating the distribution of advertising revenue amongst the key

participants in the value chain.

[00123]  Inpreferred embodiments, a data warehouse 910 facilitates the collection and
distribution of system statistics. Clearinghouse 920 collects a large amount of information
from audit records and forwards it to data warehouse 910. In some embodiments, the data
that is sent to warehouse 910 is stripped of any private information that would explicitly

identify the user, the content, and/or the ad.
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[ 00223] / DRMENgi ne/ Act i on/ Par anet er s/ Dest i nati onZone/ Zonel nfo/i d

[ 00224] / DRVENngi ne/ Act i on/ Par anet er s/ Dest i nati onZone/ Zonel nf o/ t ags

1002251/ DRMENgi ne/ Act i on/ Par anet er s/ Sour ceZone/ Zonel nfo/i d

[ 00226] / DRMENgi ne/ Acti on/ Para et ers/ Sour ceZone/ Zonel nf o/t ags [ 00227] Wher e,
Des tina: ionZone refers to the nmedia zone in the content. The id and tags
of the destination zone are exposed as children of this container object.
Simlarly, sour ce Zone refers to the nedia zone in the advertisenent
itself. The id and tags of the source zone are exposed as children of this

cont ai ne ject.. 0228] 1 n one enbodi nent, r .ad matchi ng control

execut i o[rﬁp?ﬂie rlgg[ﬁ? rretzﬁ'fe]”fwgmé&ﬁ’t% ﬁé“ﬁ%‘%"ﬁﬁ 4@ Oégbso?é"dcetgéh H@Vt‘{ﬁnt rol as a
cont ai nehfdieatiordheah be The! tb AbleAMind gp@hinaGhichatiisadingd, dodienrtused: [00229]/D
RMEngi ne/ Acti.on/ Pararn ggers/Ad B ids_[ 002301/ DRVENngi ne/ Act i on/ Par a

et er s/ ACIFUIPEERR SORIRE {66 I8 BRMVERETNEP AXEIBI B WARheYss PAB AT OPTI ONAL]

10023211 ginm1pe carbRetinaBRttisti A RHBigLSs 18 6RPhRichBsivands kmkintRir&aoly accessed
usi ng the special ch *@', 'al' @' etc which are the elenents

child nanes .o
of the 'FBENHYISTIRRIORANgrRd i dbuIEsChISTEFeBGaD disharpe WaiR addistbuiery aisar anet er s
to any %&Qﬁ%ﬁéﬁﬁmQ€§%?ﬁﬁ%céﬁm4&m&ﬂﬁ&fﬂ&glﬁﬁ&ﬁmﬁ&ﬂh&&h%n@&&ﬁghnﬁnt: the only

requi renment woul d at the correspondi ng Ad-Matching control needs to
under st afigiribHescap dpctiea agkouseaiehsting 2@bbrerlslovwip sndessralingavha findgtfur ns an

ext ended, gt RClrlESR), dlahud $dG%RAS dipg host

obj ect (K%h[ ch??ﬁ’o%rAggg%sscon%d?heé% f%q{ﬁif%%§ﬁéf%h§§gg@52ﬁ$ol.

100233] | ¢ffestiecnestd dicnienprovidae and usengpliddoparoaivetsens aksp be gpigedsral

par anet : t g - of : nsi der ed
From Adcy AP P AR Sped s s BERRE  APBIE T e {0 Tl B PREE " o

opt i onal inpafssrétesiogtear mopidsisednteot dikteibiids Mitrtihé, mgd ootht bols'fer 40elqar eBi d
nmethod it, Wil return.,a returnCode i he .ESB whi.ch determ nes.the rel ative
orderingf%F?Wﬁ@mtﬁ%bﬂﬁg@“ﬁﬁ§3%ﬁ?@EFEEF%&“%%HF%HP“@“&%HBHF&%@ Oﬁethod may
then be used as a conparator function to sort all the ads into an ad-queue
wher e ad@idi® orderadideting anheymizpd imge toports from the clearinghouse.

[060126] * Maintaining and reporting historical data.

[06127] = Providing feedback services for content providers to facilitate the creation

of optimal rules.

[60128) » Providing feedback services to advertisers that help advertisers run their
ad campaigns more effectively and minimize unnecessary impressions. It can also
provide insights to an advertiser to facilitate the creation of more effective rules for a

particular advertisement.

[06129]  In preferred embodiments, client 904 includes a DRM engine to ensure that
the rules specified by content providers and ad providers are executed, and any
consequent obligations are met. In other embodiments (e.g., where the consumer’s device
tacks sufficient processing power), other configurations can be used. For example, in
some embodiments rules could be processed by a proxy (e.g., over the web or over a

home network), rather than at the client.
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100234] Exanpl e: 1002351/ DRVENgi ne/ Acti on/ Paraneters/ Adl -> with value ~ @*
[ 00236] / DRVENgi ne/ Acti on/ Paraneters/ Ad2 -> with value ' @- 100237] The above
paranmet er val ues are passed to ask the ConpareBid nethod to conpare the
following two bids: [00238]/DRMENgi ne/ Acti on/ Par anet er s/ AdBi ds/ @
1002391/ DRMENgi ne/ Acti on/ Para eters/ AdBi ds/ (&5 [00240] I n one enbodi nent,
the state database described in the '693 application will be avail able for
these ad controls to enable themto persistently store sone state
information. [00241] Exanpl es of persistent state information that an

been il al S onf ! FRBRTHALTEr BN DRt B Rt et her

t he Iastﬂbmﬁaﬁa&aBummem@hﬂkdbyaﬂphn@ﬁhk@wmnﬁnbﬁaiMﬁhw@ﬁ?@égnnmnbeL of

i mpr essi on ast b tus, etc. he the contro eci de the val ue
of "the. Rass biremp: T fk s R oo R A eESERE bRy THELEe | 1t ho
previ OUSthJai lﬁh)V\iaSs @éb Mﬁo(ﬁﬂbr Stlrpepiaidtlto dOrnibiecamest b/ ormyeiigdtieni0 cap the
t ot al ﬂb i sions, etc.) [002421Ad-Controls [00243]1n one _
enbodi mefif tB ﬂ@ g@ﬁh" of the type described in the 693 application is
|ntroduced, called a '"Bid', and is used for |ocal ad-matching. A Control
obj ect t @3l dsAf giovarin ¥U6SH ebon@doesnde dvipaer&dwdoshe%dnlg@ﬂer J evareoenbodi ment,

W nes ca defi ned for cti.on:
Eggzzzlllc\gl\émtc&gtpigto Hfﬁd*% getyio E}( b‘iﬁ()t and a%s can be deli were vga advertisement delivery
networks 932. Advertisement delivery networks 932, may, for example, deliver the ads
relevant to the user based on user volunteered info, the user’s usage behavior, and/or

alternative or additional attributes.

100132]  After content has been rendered by client 904, any relevant obligations
specified by the DRM controls associated with the content and/or the ads need to be
honored. Such obligations may, for example, inciude sending feedback to a
ciearinghouse. This feedback could inciude context information, information regarding
the ads and/or the content that was rendered, and/or the like. In some embodiments,

additional information can also be provided, such as the winning bid prices or the like.

[00133]  In a preferred embodiment, a content/advertisement sharing interface is
provided to facilitate super-distribution of content and/or ads. Content and associated ads
can be shared between a user’s own devices or with other users. This interface may
provide services to facilitate the distribution of content, such as by providing

recommendations to the user’s peers,

[00134]  In some embodiments, the client could provide mechanisms to gather self-
volunteered information from the user. There may be some incentives offered to the user
in exchange for this information. The self-volunteered information can be used to
categorize the user and to deliver highly targeted ads and possibly also to recommend

relevant content that may be interesting to the user.
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1002451This routine will have the sane semantics as

Control . Actions.<Action>.Init, as described in the '693 application.
1002461Control . Actions. Bi d. Check 1002471This routine will have the sane
semantics as Control . Actions. <Action>. Check as described in the '693
application. [00248] Control.Actions. Bi d. Perform 1002491This routine w ||
have the sane semantics as Control . Actions. <Action> Perform as described in
the '693 application. If the routine is successful the ResultCode is 0 and
the next itemon the stack is-a pointer to the [SB described bel ow.

1002501 ﬁ tlonsgg % Desc | be 1002511Thi s routlne wi Il have the same
senantlggm;% Cont P81 ARPPORE S AL ?Pgﬁﬁn SEN Upeind 2e2igersiith H3IVIER t he ' 693
appl i cat pronided 60 %&h@ﬁd&ﬁlﬁt@ﬂon,ﬁﬁﬁﬂoﬂﬂ sA Bidt rRBliRAse intd@R2 BBk Svidout i ne wi | |

have the sane senmantics as tr Actions. <Actjon>. Rel ease, as descri bed
'n the %é‘éce&;fﬁ ?S@é{%&ﬁaﬂql’@w@é g (ftheeg Y03l prrs nfermatipn.di 8r% ed

enbodi negtbodifentESRhigld wet Me@ifhabUS) & alsuiReth MY ubdhewBil is used to

validate any allowed services.

[00136]  FIG. 9 has been provided for purposes of illustrating the wide variety of
services, interfaces, and relationships that can be provided in various embodiments.
However, it will be appreciated that a variety of modifications can be made to the
structures and functions described in connection with FIG. 9 without departing from the
scope of the inventive body of work. For example, in some embodiments various
elements illustrated in FIG. 9 could be combined or eliminated or supplemented with
additional elernents that are not shown. In addition, while FIG. 9 illustrates a relatively
comprehensive ad matching platform, in some embodiments, some or all of the
functionality of this platform could instead be performed by external entities. Thus it will
be appreciated that FIG. 9 has been provided for purposes of illustration and explanation,

and not limitation.
[60137] USE OF DYNAMIC MEDIA ZONES

[00138]  The following is a discussion of an illustrative set of example embodiments
that make use of the DRM engine technology described in the ‘693 application and the
dynamic media zone technology described in the ‘543 application. At an abstract level,
the technology described in the ‘693 application consists of an object model and a control
language which is applicable more generally to other areas outside what is traditionally
viewed as “DRM”. Embodiments of the systems and methods described in the present
application provide a platform for advertising that is applicable to a large set of devices
with varying degrees of storage capacity, processing power and network connectivity.
Embodiments of this platform build on the technology and trusted services that have been

described in the ‘693 application and the ‘543 application and extend this technology to



action is as described in the '693 application. As an exanple, a

"decl arative" ad-control mght declare its affiliation using the taxonony,
and mght bid for the ad-slot by returning its Bid in the ESB for the 'Bid'
action call. It is up to the Ad-Matching Control to properly evaluate the
bids and to pay attention to the paranmeters declared by the Ad-Control. The
Ad- Control and the Ad-Matching Control understand the conmon taxonony used
for advertisenent paraneters. valuelList = paranmeter - { name = "Food",;

val ueLi st = { paraneter - nane - "Chinese"; // how

relevant the ad is for the _category "Food/ Chi nese" |ong L
f ood_chi HE¥ES ioEHLscervices o argpiad ansttising-ang tyslgd remotagyeghmonitesing.

f ood_asi fBy [eelrexeab&® imforf@itioR dradBhféhime.{ name = "FineDi ning"; Long
food finedining relevance = 5; 1 paraneter - {

[00139]  In preferred embodiments, trusted, self~protecting DRM objects are delivered
to end user devices using standard mechanisms. An example of such a mechanism is the
service-oriented technology described in the ‘551 application. These objects can be
deployed to perform functions such as local ad-matching, usage data filtering, usage data
reporting, and peer-to-peer (P2P) content and ad-sharing. Each of these functions is

des_cribed in more detail below.

[00140]  In the following discussion, the following terms will generally have the

following meanings, unless otherwise clear from the context:

[60141)  Ad-List: A typically unordered set of advertisements that is used for ad-
matching. The list could be treated as an Ad-Queue if the order of the advertisements is

not important.

[006142]  Ad-Queue: An ordered set of advertisements obtained after performing ad

matching to determine an order of priority.

[066143]  Ad-Slot: A placeholder for an advertisement. Typically an insertion point for

the advertisement in a piece of content.

[00144]  Asshown in FIG. 10, preferred embodiments of the systems and methods
described herein support a large variety of consumer devices. These devices include,
without limitation, mobile handsets, set-top boxes, personal digital assistants (PDAs),
ultra-mobile personal computers (UMPCs), PCs, Media Gateways, televisions, and/or the
like.

{00145]  FIG. 10 shows the distribution of devices with CPU performance on the x-
axis and Network Connectivity/Local Storage Space on the y-axis. For this illustration

Network Connectivity is a measure of networking performance and could be an index
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nane = "TOO'; val uelLi st paranmeter 9. , name = "Breakfast";
| ong breakfast relevance = 10; // howrelevant it is to show the ad at

Breakfast tinme ,} paraneter = { nanme = "Di nner";

| ong di nner relevance = 50; // howrelevant it is to show ad at dinner tine
1 paranmeter = nane - "Lunch"; // howrelevant it is to show ad at |unch
time long lunch relevance = 90; paraneter = f nanme = "Price";

computed using various network performance figures such as download speed, upload

speed, time-continuity and area-coverage of the network etc.

[60146]  In order to serve advertisements to a variety of devices with different
capabilities, preferred embodiments make use of the computing power of the cloud as
well as local processing power as appropriate to enable targeted ad-matching, efficient
ad-delivery and effective usage data collection and reporting using trusted services. The
actual computation required for these operations may be divided between local
computation and server-side computation, to make best use of the capabilities of the

platform within the existing network, local storage, and other constraints.

[06147]  For devices with relatively low CPU power (c.g., Zone | and Zone 2 in FIG.
10) it may be desirable for the cloud’s resources (e.g., server-side resources) to be used to
pre-filter ads to a larger extent than might be done for devices in Zones 3 and 4. For
devices that fall in Zone 3 or Zone 4, preferred embodiments make more extensive use of

local processing power for ad-matching.

[06148]  For devices in Zone 2 or Zone 3, direct download and caching of
advertisements could be done to a larger extent than those in Zone 1 and Zone 4, where
advertisements would tend to be downloaded on demand, side-loaded or streamed to the

rendering devices.

[00149]  Devices in Zone 2 and Zone 3 may directly report usage data to trusted
services in the cloud either in real-time (Zone 3) or near real-time (Zone 2), while devices
in Zone 1 and Zone 4 might be more likely to locally store a limited set of usage data and
forward it to the trusted services in the cloud only infrequently because of the constraints

of limited bandwidth and Jocal storage and higher relative cost of bandwidth.

[66150]  Regardless of the type of device, some pre-filtering is likely to facilitate more
targeted and efficient ad-matching. In accordance with some embodiments, pre-filtering
can be done using information available at the server using conventional ad-matching

techniques. For example, third party statistical engines, anonymizer software, and ad-
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long price = 23; 1 paraneter - f name = "Call backs"; val ueLi st = paraneter
- { nane - "Qbligations"; valueList ={ [00256JThe tabl e bel ow shows an
exanpl e of an Ad-Control witten in.a procedural style. The control |ogic
encapsul ates the rules used to evaluate the bid price and the control then
pokes these values into the ESB that it returns when the Ad-Control's 'Bi d'
nmethod is invoked: valueList = f paraneter = { nane -

"Bi ddi ngl nformati on"; val ueList = paraneter - nanme - "Price"; Long price =
0; parameter = f

matching software could be used to pre-compute and pre-filter a set of ads for each
content item or user. Standard targeting mechanisms such as targeting for age, gender,
income level, geographic location, time of day, areas of interest {e.g., inferred from past
behaviour) can be used. Alternatively, or in addition, ads may be targeted to individual
content items using tagging, or a combination of content targeting and user targeting may

be used.

[00151]  FIG. 11 illustrates the use of server-side ad matching to pre-filter
advertisements for a device 1104, based at least partially on usage data supplied by the
device 1104. As shown in FIG. 11, device 1104 provides usage data to server 1102 for
use in pre-filtering ads. Server 1102 uses anonymizer 1106 to anonymize the usage data,
then uses statistical engine 1108 to analyze the data. The output of statistical engine 1108
can be used by server 1102 to make a determination as to the type of advertisements that
are most likely to be of interest to the user of device 1104. Server-side pre-filtering aids
the client by pre-computing a set of relevant advertisements from which a much more
relevant match may be performed using the local ad-matching techniques described
elsewhere herein. It will be appreciated that FIG. 11 is provided for purposes of
illustration, and that other arrangements could be used. For example, if server 1102 is not
trusted by device 1104, usage data from the device may be anonymized before being
provided to server 1102. In other embodiments, usage data is not provided to server 1102
at all, and server 1102 performs any pre-filtering based on whatever information it is able

to glean about device 1104 or the user thereof from the context.
[60152]  Taxonomy of Categories

[00153]  In some embodiments, a pre-defined set of categories is used for purposes of
classification of ads, content, and users. In some embodiments, the exact taxonomy that is
used might be private to the respective parties that generate the controls — e.g. content
providers would be responsible for defining the taxonomy for content, advertisers would
be responsible for defining the taxonomy for advertisements, and the clearinghouse

which creates objects that describe user atiributes would be responsible for defining the
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nanme = "1d"; string adid // TOBEPOKED // TOBEPOKED 1 paraneter = { nane
= "Cal | backs"; valueList = f 1 paraneter = { nanme = "Cbligations";

val ueLi st } 1002571Ad-Control Call backs 10025810OnAccept Cal | back 1002591 n
one enbodi ment, the Bid Result ESB will contain an "OnAccept" Call back
(e.g., as described in the '693 application) in order to require the
application to call back the AdControl if its bid has been accepted by the
Ad- Mat chi ng Control. Wen the Ad-Control receives this callback it should
store information that it needs to use later on in the state database.

taxonomy for users. The taxonomies would then be shared between these entities. In
other embodiments, the taxonomies could be standardized (e.g. all content providers who
participate in the system could share the same taxonomy) and the standard could be

published for use by other participants in the system.

[06154]  Asa specific, illustrative example, the applicable categories for an entity
could be specified as a comma-separated list of elements, where each element represents
a hierarchical tag using the dot notation to indicate the hierarchy of the tag. Each category
could also be associated with a weight for the category normalized to some range e.g. 0-
100. With the inclusion of weights the set of tags could be represented in a string form
using the *:” character to separate the leaf-level category from its weight. The wildcard

character *** could be a reserved character and used to match any category/subcategory.

[00155] A fragment of an illustrative example of an ad tags taxonomy is shown in

FIG. 12. For the taxonomy shown in FIG. 12, some examples of tags might include:
[00156]  Food.Chinese.Szechuan

[00157]  Food.Chinese

[00158] Art.Opera

[00159]  Art

[06160]  Examples of tags with the inclusion of weights are:

[@0161]  Food.Chinese.Szechuan: 10

[06162]  Food.Chinese:5

[00163]  Art.Opera:30

[00164]  Art:5

[00165]  Example of tags with wildcards and weights are:
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[ 00260] OnCal | ToActi on Cal | back [00261]1n one enbodi nent, the Bid Result ESB
contains an "OnCal | ToAction" Callback in order to require the application
to call back (he Ad-Control when it perforns the task associated with a
call-to-action advertisenent. In one enbodi nent, when the Ad-Contro
receives this callback, it should neter the correspondi ng event.

[ 00262] Ad- Control Obligations [00263]1n sone enbodi nents the Bid Result ESB
could contain a CRITICAL Ooligation if the advertisenent corresponding to
the Ad-Control was a Call-to-Action advertisement. The follow ng |ist of
obl i gati raneters.is defined for this purpose. Additional paraneters
coulg exﬁ@ﬂgﬁn t déﬁ?%ﬁﬁgion, and the agreement of these custom paraneters
woul d be private to the application and the ad-control provider. The nane
of the ofigyti ofbociowd d be, e.g.: urn:;ad:call-to-action

[ 00264] Hyper |l i nkRef erence: a Val ueLi st that specifies a hyperlink that the

host appl, i on_needs .to open,in..a browser. [00265] SMSRef erence: a
par amet etdﬂgﬁéalt i 8?%@?@%“[5??2 Vlf]%%ﬁﬁlﬁgtt’ V\ieé*ﬁf’élta{”(?n%g’ﬁgm&ﬁ SRS H¥ssage to a
speci f i ethaShBatodehichQ@266dRherphinbanpRetins encliorfalé! /&Ekek.. Fhat i ndi cates

t hat the hosé neﬁds,to C "Iﬂf speci fi ed phone nunber. [00267] Ad- Mat chi ng
Cont r ol s**HO2BEFIHEIRS PE TRRPRAMENT Y F OBV ET R theBippatReilig category nt r oduced

for Locabcohgk-dyBic i the nm!@@@@%@%@ﬂemamg%s@ﬁ&m caRBbSCH Willak supports
this action eval uates bids and does one of the two things:

appreciated that the opposite convention (or any other convention) could be used instead.

The categories could be sorted in collation sequence to enable easy searching of the

category/sub-category.

[606169]  An alternate implementation could represent the set of tags as a Valuelist (as
described in the ‘693 application) containing a hierarchy of categories and sub-categories
(including weights for the leaf level categories) in binary form. These tags could be part

of the AdExternalZonelnfo structure described in more detail below.
[00170] Ad-Insertion Points

[06171]  In some embodiments, the dynamic media zone (DMZ) technology described
in the ‘543 application can be used to facilitate ad insertion. The DMZ technology
provides support for the description of different types of zones in media presentations. A

video presentation with interspersed video ad zones is an example of such a presentation.
[00172]  AdExternalZonelnfo

[60173]  As described in the ‘543 application, the DMZ technology allows a
presentation to refer to external media via the ExternalZonelnfo construct. As shown
below, the AdExternalZonelnfo builds on the ExternalZonelnfo in order to refer to either

an external advertisement or an external Ad-Matching Control.

tags: string \
externalhdURN: sitring

gAdExternaEZoneInfo extends ExternalZoneiInfc : |
| externalAdMatchingControlURN: string [
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[ 00269] Sel ects the advertisement with the winning bid. The optional Adl and
Ad2 paraneters should not be passed in this case; or [002701Conpares two

bi ds (when the optional Ad | and Ad2 paraneters are passed) and establishes
their relative priority [00271]In the first case the Ad-Matching Control
eval uates all Ad-Bids and selects the best-match. Al the logic resides in
the virtual machine byte code itself. [00272]In the second case the virtual
machi ne code acts as a conparator function which the application calls
repeatedly to sort the Ad-List into an Ad-Queue based on rel ative
priorit] L : ) ’ pr.ovi ded
to enab_é_phe_hpghepmappLLgaLLgnmLayer to |nplpnpnt algnrlthn(Q) that are
appropriate for the problem and the platform(e.g., heap sort, nerge sort

etc.). Nﬁ§%7§f the sort Ioglc inthis case is inplenmented in the

appl i cat I npt &Rt Bt or?Hlalr?@%@é‘thﬁ %’ﬁ“‘i%n‘?%@éa@@@lew 8ptini zed for
the pl at gi@meh offiR ikt Bdhy WRGHIREGhOREAYG! 1R sphleqdescribed in the ' 693
application is relatively sinple, hence this division of responsibilities
may represent the nost efficient sqlution. S

[00273] O . AEE TSR Cdivp dirce BicatiHetfon e 2guet Fhpragpeifeniierdhdtthehave t he
sanme se < i.on>l nit as described in the '693
appl|ca??gﬁﬁgﬂ&géggmggﬁgbgﬁggg§?§% 1%(E.‘%)gr?rfglgreBid.Check [ 00276] Thi s routine
wi Il have the same semantics as Control.Actions. <Action>. Check as descri bed
in the ' B937¢ppl + eat:iadist of @opTriapartadshgsher tho nd-zCuntpapki id. Perthgr m

consist of the names specified in the taxonomy of ad-tags, using the dot notation for

hierarchical tags and wildcards. (e.g. Food.Chinese, Food.Chineze.Szechuan,

Art.Sculpture.Rococo, Art.* etc). These tags are used to short list ads from the ad list.
106177] external AdURN : a direct reference to the external advertisement.

[0G178] externalAdMatchingControlURN :a URN that points to an external
Ad-Matching control. The application looks up an external Ad-Matching control using
this URN and passes it the result of executing the Ad-Controls in order to pick the right
advertisement for the external zone. In one embodiment, either externa LAJURN or
externalAdMatchingContzolURN will be present; an empty string means the

field is not present.
[00179]  AdInternalZonelnfo

[00180]  AdInternalZonelnfo extends InternalZonelnfo as shown below:

AdInternaifonelnfo extends InternalZonelInfo ; |
tags: string

}

[60181] tags: same as described above

[00182]  System Integrity
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[00278] This routine will have the sane semantics as

Control . Actions. <Action>. Performas described in the '693 application. If
the routine is successful the ResultCode is 0 and the next itemon the
stack is a pointer to the ESB descri bed bel ow.

[ 00279] Control . Acti ons. Conpar eBi d. Descri be [00280] This routine wll have
the sane senantics as Control.Actions. <Action>. Describe as described in the
'693 application. [00281] Control. Acti ons. Conpar eBi d. Rel ease [ 00282] Thi s
routine will have the same senmantics as Control.Actions. <Acti on>. Rel ease as
described in the 93 .application 0283] ConpareBid Result 1002841The ESB
structur@'Oﬂ&des@i?%HOIWeSa%beaé%?Pﬁgaawcww hed M a8 E Rt PO [ 00285] I n

one exanpegitylph@icommean aBug tﬁ*@ctys@ﬂl pﬂ‘me%ﬂtﬁdmh/maghgdmomatsédahtypr ogram

returns an ESB with the fol llow ng structure reflectlnqrthe best pick):
ext endedBEAEHYBIbOENEYE Hix the oy enanep mydelgsmplng dggact JJG. 13 shows an

example of some of the governance associations in an exemplary embodiment. As shown
in F1G. 13, these governance associations include the relatively tight relationship
between a piece of media content 1300 and its associated zone map information 1302 and
ad matching control information 1304. Similarly, an ad 1306 is relatively closely
associated with its respective control 1308. In contrast, there is a relatively loose coupling

between content 1300 and ads 1306, and their respective control information.

[00184]  In one embodiment, some or all of the following requirements for security

and integrity can be derived from the governance model of the system.
[00185] (1) Advertisements must be played when they are supposed to be played.

[00186] (2) Advertisements should not get skipped when they are dubbed
“unskippable”.

[00187] {3) An ad-matching control should be authentic, and should not be

replaceable by an unauthentic (rogue) control program.

[00188]  (4) Ad-controls should be authentic and not replaceable by unauthentic

(rogue) control programs.

(00189}  (5) The advertisement file associated with an ad-control should be bound
tightly with the corresponding ad-control. It should not be feasible to replace the
advertisement with another totally different advertisement from an unauthorized and

possibly malicious entity {e.g. a rogue service or a hacker).

[00190]  Zone Map Integrity
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esbCat egory = ACTI ON_GRANTED; esbSubCategory - 0; |ocal Flags - O;
cacheDuration = {SEC, 0); valueList = { paraneter - { nane = "Wnni ngBi e;
paranmeter = { nane = "Adlndex"; |long adlndex;// index of ad in the
shortlisted ad-1ist [00286] As anot her exanple, the ConpareBid Action of an
Ad- Mat chi ng control program m ght return an ESB with the foll ow ng
structure (reflecting the result of the conparison between Adl and Ad2):
ext enUedSt at usnock EsbE dResult = esb{ gl obal Flags = 0; esbCategory =
ACTI ON GRANTED; esbSubCategory = 0; |ocal Flags = O;

[0.0191] The integrity of a Zone Map (sometimes referred to herein and in the 543
application as an “mZon”) ensures that advertisements will played when they are

supposed to be played.

[00192] The AdExternalZonelnfo or AdInternalZonelnfo ispartofthe
ZoneMap structure described in the ‘543 application. A digital signature on the
ZoneMap protects the integrity of the entire structure (including any

AdExternalZonelnfo/Adinternal Zonelnfo elements).

[00193]  The mZon atom itself could be stripped out or substituted into the media file.
Depending upon the specific requirements for integrity protection, this could be achieved

in one of the following ways:

[00194] (1) The entire media file (including mZon} could be encrypted and placed in
a media container such as DCF and there could be a DRM License associated with the

media file.

[00195]  (2) Only the streams could be encrypted; the DRM License could have a
secure reference to the mZon atom in this case. This method ensures that the presentation

does not start before the overall integrity is verified.

[00196}  (3) Make use of the integrity protection mechanism described in the ‘543
application. The DRM License is used to obtain the content key. The mZon signing key
is derived from this key using a key-derivation algorithm that the application knows
about. The content itself is typically encrypted and the application checks the integrity of
the mZon as well. When the content starts playing, the DMZ obligation refers to the ids
in the mZon. When the player detects that the media zones have been tampered with (e.g
if the mZon was stripped out or if it has been replaced by something else) the player is
supposed to stop rendering. This does mean that some part of the content will not be
played before the tampering is detected. In some embodiments, this may be deemed

acceptable.



cacheDuration = {SEC, OH valueList = { paraneter - nanme = "ReturnCode";

| ong returnCode; 1002871 In one enbodi nent, the possible values of return
code could be as follows: | Synbol Value Description RETCODE ABORT App
shoul d abort the conparison / sorting due to unrecoverable error RETCODE

| GNORE AD2 -3

[00197]  Encryption itself is somewhat orthogonal to the ad system. A threat analysis
of the system could indicate whether encryption is required or not {e.g., encryption may
not be needed if the content media and advertisements were delivered over a secure pipe
directly to the device and there was no way for the user to tamper with the content media,
advertisements, or the DRM objects. In this case integrity protection is used only to
ensure the ad system plays what it is supposed to play, in the way it is supposed to play

and does so under the governance of the DRM engine.

[06198]  The DMZ technology described in the ‘543 application allows media zones to
be made “unskippable”. This method can be used to ensure that advertisements dubbed as

“unskippable” will not be skipped.
[00199]  Control Program Integrity

[060200]  In a preferred embodiment, Ad-Matching Controls and Ad-Controls are
implemented as self-protecting Controls in the manner described in the “693 application,
and are issued by a trusted authority and are authentic and integrity protected. The digital
signature on mZon ensures that the Ad-Matching Control will not be replaceable. The
strong binding between Ad-Controls and the Ad-Files ensures that Ad-Controls wili not

be replaceable.
[00201]  Binding between mZon and Files

[00202]  Content and Advertisement files can be tightly bound to the mZon via the
mechanism for media zone integrity protection described in the *543 application. Note
that this alone does not ensure tight binding as the mZon atom itself may be stripped out
of or substituted with something else into the media/advertisement file. A secure
reference from the corresponding DRM Control (typically Controller Signature would
have a secure reference to the mZon) or encryption of the file (including mZon) may be

needed to ensure tight binding between mZon and the media/advertisement files.

[60203]  Aborting Media Rendering
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App shoul d ignore Ad2 and proceed with the rest of the sorting operation
RETCODE AD2 WNS -2 Ad2 wins; no need to do any further conparisons
RETCODE _ADI LT AD2 -1 Adl < Ad2 in order of priority RETCODE AD1 EQ AD2 0O
Adl --=-= Ad2 in order of riorit RETCODE ADL GT_AD2 | Adl > Ad2 in order of
iriorit RETCODE AD1 WNS 2 Adl wins; no need to do any further conparisons

[00204]  As described in the ‘543 application, if the integrity of the media zone cannot
be verified the application should stop rendering the entire presentation. The same
principle can be used to ensure that tampered ads will not be played. If an advertisement
file is tampered with then the application will be unable to render it using the content key
it obtains from the Ad-Control, or if the signature verification of the Control (which
includes a secure reference to the mZon) has failed. [n this case the OnAccept callback
for the Ad-Centrol should not be called and the playback of the Content should be
aborted by the application.

[06205] Multiple Ad-Lists
[00206]  Ad-List look-up

[00207]  There are often multiple Ad-Lists within a system. Some examples for
separate ad-lists could be lists of ads for 1) Commercial or Paying Ads, 2) ‘House’ or
Non-Paying Ads (e.g., used as fallback ads to fill the ad-slots if there are no suitable

commercial ads available). Each ad-list could be further organized into smaller sub-lists.

[00208]  Categorizing the ads into separate ad-lists helps limit the search space for
advertisements, which can be especially useful on devices that are limited in their

processing power.

[60209]  As described in the ‘543 application, the application can use the opaque id

which is part of the Internal and External Zones. The application could use the id as the
key to look-up the relevant ad-list from a table. The ad-list may be identified by a URN
which couid also be a URL if the advertisements are directly fetched/streamed from the
location (e.g. from a location on the Internet). Sub-categories of lists could map to paths
in the URL or to colonized parts of the URN. This would enable content matching to be

performed on the server side.

[00210]  Ads and Media may be streamed, with only the trusted DRM objects
delivered to the client depending on the local storage constraints. These objects may be

pre-parsed and pre-verified and cached in a secure storage or database locally in order to
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[ 00288] Usage Data Filtering [002891Privacy Considerations [002901Local | aws

often restrict the type of information that can be collected for users

t hrough the specification of perm ssible privacy practices and |aws. In

sone enbodi nents, devices may talk to trusted services at the backend.

Ext ensi ve data may be collected and sent to the trusted server. The

i nformati on can be protected on the service end fromdisclosure as required

by |l ocal regulations. 1002911However in sone cases there may be

restrictions on what data may be sent up to the server, even though the

backend service itself is _trusted. In this situation, the data that is

col | ect eBPIHERE g’é PeripPEEngY Ta}llﬁé; Bgﬁléﬁaﬁ%ﬁoﬁ@d’ei WedHrrekandy lakfupribe giendi ng it

up to thparserandhpre-L30R325A% @AMhExmke, an application may anonym ze the

data by paddi ng sonme random data (e.g., constant random data that gets

stored bY hhﬁ application) to the personally identifiable information and

t aki ng al% Ethay" HESHF the two. The specific techniques to be used by the

application to anonym ze the data are a responsibility of the application,

and it M TT bejappreci at ed that any sui tabie technmgues tanbe u:eﬂ.

[ 00293] Ther e nt&Pdé certain data el ements) tiératipt@me col | ected on the client
before reportiing to

for |l oca se, |but these may need to be filtered, o
the ser szrSH; The %ﬁﬁﬁeﬁ%ﬁus ATGURREE to filt aboﬁﬁﬁgegﬁ%@S@%P%@ y defined
by the appH-cati-on—However—it—may-be rmoreSP8%ible if this policy was

i mpl ementegd as | g olRVE-GRRdHSL ri ARy al : ' | 0, achi eve
sone or|all of tﬁe fol | ow ngsﬁﬁ?)oo r5(9)4] Use a?%s%)ggég}%l s iﬂg}?{)o%ﬂ%% di fif erent
| ocal esihased an.lacal laws wthout affecti 3 t he dpplication ‘%0295]Update

e PO L7 0qRE AR ol SR b5 0850 505 oPR P BL RdaLe, Lor, 1 e

applica ofn—wWrneh—otar—rawnws—afr Rge Yy

avwo crarrgcu™

operati pssd [ 00286mbRealfsof | PWkAg secti on brh@bhiik destndibes how DRM|engi ne
t echnol ogy such as that described in the 693 application may be used for
Usage Data Filtering.

[06212]  AdlistMappinginfo

_—

[00213]  If the mapping is static it could be built in into the application itself and the id
could remain an opaque identifier for DMZ. But if the mapping is more dynamic (e.g. the
mapping varies by source of media content) it may be useful to have this mapping as part

of the zone map.

AdlistMappingInfa {
id : integer
AJListURN: string

!

[60214]  The ZoneMap would have an array of AdPlatformAdlistMappinglnfo
elements that map the id to an ad-list URN/URL

AdPlatformZoneMap extends ZoneMap |

AdListMap : array of AdPlatformAdListMappingInfo
X .

[00215]  Host Objects
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(00291Filter Function [00298]1n one enbodi nent, a new
Action-'FilterUsageData' -is introduced which is supported by a DRM Contr ol
that inplenents a policy for the purpose of filtering usage data.
Paranmeters to the FilterUsageData action could include: /DRVEng
ne/ Acti on/ Par anet er s/ Dat aNane <- string paraneter
/ DRVENgi ne/ Acti on/ Par anet er s/ Dat aNanespace <- string paraneter
/ DRMENngi ne/ Acti on/ Paranet ers/ Data <- Val ue Bl ock
/ DRMENgi ne/ Acti on/ Paraneters/ Contextid <- string paraneter
/DRNEngine/A&tion/Paraneters/TransfornationN@thods <- avail able

n

t ransf or MEELOn nBhhHNEeHHdPERad BIchRE infsiabBiaY togise frabogtenher e

[ 00300] " Betirhiza tH¥aARCh. I8 ohdEn AR RS tht RfldRiPhdst SR LDAL (NREISHitaB1hE
filtered. [00301]"Dat aNameSpace" is the nanespacCe 1 n which the name of the

data i t eficiigstanee Phida PRMopdopad peiching ragivhemazewalthadicoe Thesethioet data i tem
[ 00303] " Gypéiesle! HosehiSin 2ldiQRRGUE: SORGRKIos! Shied: REYiIRANLDR, 9by DRAS context id

can be as privately agreed between the application and the privacy policy
provi der ¢oft®H304] " Tr ansf or mat i onMet hods" is a data-structure that is used
to convey the possible data transformati on net hods supported by the

appl i cat pﬁ'ﬂm' N OR&H&raadi TeRon htogt%bi&f GO URIBY ﬁl@fcuﬂ:r .Ié&ﬁwoftﬂ_égé%{types’ and

| ayout of thi's data-structure is private to the application an he privacy
pol i cy pfia%ilgeude. jonBoda @pheliivide bt gais: i) tle ot ayedamant! tietvafud0866] | n one
enbodi mept,edsti ﬁM&iﬂghﬁﬁﬁb%HQ ale ' ted ag t
Control . A g?%ns%ﬁi@tlbn>. nit asw%escprgggqi%ﬁ?ﬁggﬁggﬁi%p%ﬁP%%efon
moves through a geographical region). For example, such a host object could be stored at
“/AdPlatform/LocalContext/Location <- a (latitude, longitude,altitude) tuple”, and the
DRM engine could retrieve this object as needed. Alternatively, a host function could be

exposed to return the location information.

[060218]  The categories (e.g., preference classes or memberships) a user belongs to
(and the relative weights for each category) can be very important local context
information. The same ad matching control deployed on multiple devices which have
different user profiles could result in a very different matched advertisement in the same
overall situation. Such profile information could be stored at the following location:
/AdPlatform/Local Context/UserCategories/<Category>/<Sub-Category>/. ../weight.

Where “weight” is the normalized relative weight for the category (e.g., a value 0-100).

[00219]  In some cases this user-categorization may happen completely on the client
and may not be shared in detail with the server for privacy reasons. In such cases, the
local context information becomes more important for local ad matching. In one
embodiment, a control program that owns the UserCategories container object has

permissions to write to and update the user’s categories.

[00220]  In one embodiment, the User Categories are stored in the DRM engine’s
secure state database (e.g., a state database as described in the ‘693 application), and have
the PUBLIC_READ flag set for them to provide read only access to all other Controi

programs fo this data. Alternatively, the user categories need not be stored in the state
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[ 00307] Control . Actions. FilterUsageData Check [00308] This routine wll have
the sanme semantics as Control. Actions. <Action>. Check as described in the
'693 application. 1003091Cont ol . Actions. FilterUsageData. Perform

[00310] This routine will have the sane semantics as

Control . Actions. <Action>. Performas described in the '693 application. If
the routine is successful the ResultCode is 0 and the next itemon the
stack is a pointer to an ESB. 1003111Control.Actions. FilterlisageData
Descri be [00312] This routine will have the sane semantics as

Control . Actions. <Action>. Describe in the '693 appl.ication. .

[ 00313] dﬁf?@?&ﬂ ‘?L}&&PWS;%’&PPW%&?W‘&{ ‘E&F‘%‘i?@“‘?’%@i%%ﬁ%‘” Foutine will
have t heospiR BRERALEGEsPdCRPbEE ks AGllicaRhosAstjtana tReDRMenasIsdescr i bed in
the '693 application. [00315]FilterUsageData Result [00316] This net hod
returns an ESB.@!n ne enbodi nent, the ESB structure is as described in the

'693.apdpp%§ﬂio OnpHExanpl e is shown bel ow extendedSt at usBl ock
EsbEi | t erusageDat aResult - esb{

[00222]  The Zone Info is a parameter to Ad-Control execution and Ad-Matching
Control execution. In one embodiment, this parameter exposes some of the data from the

AdExiernalZonelnfo to the controls. For example:

[00223] /DRMEngine/Action/Parameters/DestinationZone/Zoneinfo/id
[00224] /DRMEngine/Action/Parameters/DestinationZone/Zonelnfo/tags
[06225]  /DRMEngine/Action/Parameters/SourceZone/ZoneInfo/id
[00226]  /DRMEngine/Action/Parameters/SourceZone/Zonelnfo/iags

[00227] Where, DestinationZone refers to the media zone in the content. The id
and tags of the destination zone are exposed as children of this container object.
Similarly, SourceZone refers to the media zone in the advertisement itself. The id and

tags of the source zone are exposed as children of this container object.

[00228] In one embodiment, for ad matching control execution, the result of the ad
bids action is exposed to the control as a container host object. The following object

paths could be used:

[00229] /DRMEngine/Action/Parameters/AdBids

[00230] /DRMEngine/Action/Parameters/Ad] [OPTIONAL]
[00231] /DRMEngine/Action/Parameters/Ad2 {OPTIONAL]

[00232]  In one embodiment, AdBids is a container and is typically accessed using the
special child names ‘@0, ‘@1°, ‘@2’ etc which are the elements of the “AdBids’ array
of bids. Fach bid could have any arbitrary parameters to any arbitrary depth as child host

48



gl obal Fl ags = 0; esbCategory = ACTI ON GRANTED; esbSubCategory = O;

| ocal Fl ags = 0; cacheDuration = {SEC, 0};  valuelList = { paraneter = nane =
"FilterResult"; val seList ={ paranmeter = { nane = "ResultCode"; |ong
resul t Code; [OPTIONAL] paraneter = { name - "CQutpunData"; Val ueBl ock
outputData; 1 [00317] ResultCodes [003181The follow ng table gives the
potential values of the ResultCode paraneter in

objects. In this embodiment, the only requirement would be that the corresponding Ad-
Matching control needs to understand these parameters. Each Ad-Control upon
evaluation returns an extended status block (ESB) that is exposed as the corresponding

host object (*@n’ child of AdBids container) to the Ad-Matching control.

[00233]  In one embodiment, the Adl and Ad2 parameters are optional parameters that
are used to pass the indexes of two ads to be considered from AdBids to which the
comparison is to be limited. When these two optional parameters are passed to the Ad-
Matching control’s CompareBid method it will return a returnCode in the ESB which
determines the relative ordering of the two Ads. The Ad-Matching control’s CompareBid
method may then be used as a comparator function to sort all the ads into an ad-queue

where ads are ordered by their priority.

[00234]  Example:

{00235]  /DRMEngine/Action/Parameters/Ad1 -> with value ‘@2’
[00236] /DRMEngine/Action/Parameters/Ad2 -> with value ‘@5’

[06237]  The above parameter values are passed to ask the CompareBid method to

compare the following two bids:
[00238]  /DRMEngine/Action/Parameters/AdBids/@?2
[00239]  /DRMEngine/Action/Parameters/AdBids/@5

[00240]  In one embodiment, the state database described in the ‘693 application will
be available for these ad controls to enable them to persistently store some state

information.

[00241]  Examples of persistent state information that an ad-control may require to be
stored may include the number of times it has been played when it was the winning bid,
the last bid price, and whether the last bid was successful or not. This information (e.g.,

number of impressions, last bid status, etc.) may help the control decide the value of the

49



one exanpl e enbodi nent: Result Code Val ue Description DO NOT FILTER O
Application does not need to filter this data out as per the policy
SUPPRESS | Application needs to suppress this data in the output conpletely
ANONYM ZE 7 Application needs to anonym ze this data and then send it to

t he server USE _TRANSFORMATION 3 A transformation nethod is signalled in the
Val ueBl ock (the agreenent of the transfornation nethods is private

next bid (e.g., the control may want to bid more / less if the previous bid was or was not

successful, or the control may want to cap the total number of impressions, etc.)
100242]  Ad-Controls

[60243]  In one embodiment, a new “Action” of the type described in the 693
application is introduced, called a ‘Bid’, and is used for local ad-matching. A Control
object that bids for an ad-slot does so via this Action. In one embodiment, the following

routines can be defined for the Bid action:
[60244]  Control.Actions.Bid.Init

[00245]  This routine will have the same semantics as Control. Actions.<Action> Init,

as described in the ‘693 application.
[00246]  Control.Actions.Bid.Check

[00247]  This routine will have the same semantics as

Control.Actions.<Action>.Check as described in the 693 application.
[00248]  Control.Actions.Bid.Perform

[00249]  This routine will have the same semantics as
Control.Actions.<Action> Perform as described in the ‘693 application. If the routine is
successful the ResultCode is 0 and the next item on the stack is a pointer to the ESB

described below.
[00256]  Control.Actions.Bid.Describe

[00251]  This routine will have the same semantics as

Control.Actions.<Action>.Describe, as described in the ‘693 application.

[00252]  Control.Actions.Bid.Release
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to the application and the privacy policy provider) CUSTOM _TRANSFORVATI ON
4 The virtual nmachine program has done a customtransformati on and i ncl uded
the output buffer in the value block. (Useful in case the application does
not have an acceptable transformati on nmethod to use) [00319] Qutput Data
[00320] This is a Value block that contains the follow ng data: [00321](1) A
field to signal the selected transformation nethod to the application; OR
[00322J(2) The transfornmed data itself (e.g., if the filter control did the
transformation itself to enforce a policy when there was no

appl i cation-provided transformgti on avail.able, and indicated this by
setting OB o s bt Vo RES CFBHHTEIETORM TRANSFORMATI ON) [ 00323] Usage

Dat a Repoddtiond.cli®Q32¢kibyn ReieascT idikcrRRl af ihonsds 4991idA@325] | n one enbodi nent,
the client application allows a user to dynamcally

[00254]  Bid Result

[00255]  In a preferred embodiment, the ESB structure that is returned by the Bid
action is as described in the “693 application. As an example, a “declarative” ad-control
might declare its affiliation using the taxonomy, and might bid for the ad-slot by
returning its Bid in the ESB for the ‘Bid’ action call. It is up to the Ad-Matching Control
to properly evaluate the bids and to pay attention to the parameters declared by the Ad-
Control. The Ad-Control and the Ad-Matching Control understand the common

taxonomy used for advertisement parameters.

valuelist = |
parameter = |

name = "Food";
valuelList = |
parameter = {
name = "Chinese"; // how relevant the ad is for the
category "Food/Chinese"
long food chinese relevance = 90;
1
parameter = {
name = "Asian®;
long feood asian relevance = 7{;

1
3
i

parameter = |

name = "FineDining™;
long food finedining relevance = 5;
: - .
}
}
parameter = {
name = "TOLY;
valuelist = {
parameter = {
name = "Breakfast";

long breakfast relevance = 10; // how relevant it
is to show the ad at Breakfast time
N
parameter = {
name = "Dinnexr™;
long dinner relevance = 50; // how relevant it is
ta show ad at dinner time

51



manage trust
may decide to trust a content provider,

user
cont ent
[ 003261l

trust that

rel ationships with content and ad providers. For exanp
and the trust anchors

provi der would then be stored at the client in a special lo
n one enbodi nent, the level of trust mght still be less th
is placed on other trust anchors, and the application ma

le, a

of the
cati on.
an the
y thus

only performa limted set of things with these "second class" or "limted

use"

trust anchors.

[ 003271l n sone enbodi ments, a comon trust hier

used. This can be advantageous for a nunber of reasons, including:

[ 00328] {
not gen
gener at
trust h
m ght t
found t
trust r
nmeans t
"free-r
descri b
applica
event,

clearin
woul d ¢
and the
[ 00332]
of the

medi uns
syndi ca
subscri
up to r

archy is

d-then Controls that r

erat ed by unknown and po}entially mal i ci ous parties, but are
v f elationship wt

- rametgr
ed by partles F%aﬂ;migyam%egg 9Y9%w°r@£5%§}i[ show ad
enahchy.. This provi des sone protection against rogue contro
'y to exploit probbenmsuid theDRM engi;ne inplenentation, if
D exi st once the solutionis deployed in the field. 1003291(
el ationshi pt of the clearinghouses with the central trust aut
hat unknown and potentially malicious clearinghouses cannot
ders".‘Tﬁ@??ﬁiNEéerimg ol i gation 1003311The ' 881 appli cati
- ame’ = rrIge H H
es a neteryﬂggqghkgéibgps framework for netering higher |eve
ion level) events (e.g. Survey event, Voting event, User sk
et c. ). Thesetebld gati ons can be extended to include the URL
ghouse to whireh-t'helldatas"i;:s to be sent. For exanple, the Val
ont ai n one Treliparaneter-the string paraneter "d earinghous
val ue woul d be a string containing the URL for the C earing
P2P Content, and Ad Sharing 1003331Due to the extrenely | arge
content ;that is available over the Internet and other distri
it isggg&gﬁegLiﬁicult to find content that is relevant. M
Lion via RSGuprovodeszaipartial solution to the problem Use
be to cont entiuvtéi@eds=tthat may be to their liking and effectiv
ecei ve

un are

h the

| s that
any are
2) The
hority
becone
on

| (e.qg.

i p

of the
ueLi st
eURL"
house.
vol unme
buti on
di a

rs can
ely sign

(00256}

style. The control logic encapsulates the rules used to evaluate the bid price and the

The table below shows an example of an Ad-Control written in a procedural

control then pokes these values into the ESB that it returns when the Ad-Control’s ‘Bid’

method is inveked:

valuelList = {
parameter = |
name = "BiddingInformation";
valuelList = {
parameter = |
name = "Prica™;
long price = 0; // TOBEPOKED
f
parameter = {

name "Id",‘
string adid

......................................................................

; // TOBEPOKED
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(00257}  Ad-Control Callbacks
100258}  OnAccept Callback
[00259]  In one embodiment, the Bid Result ESB will contain an “OnAccept”

Callback (e.g., as described in the ‘693 application) in order to require the application to
call back the AdControl if its bid has been accepted by the Ad-Matching Control. When
the Ad-Control receives this callback it should store information that it needs to use later

on in the state database.
[00260}]  OnCallToAction Callback

[00261]

Callback in order to require the application to call back the Ad-Control when it performs

In one embodiment, the Bid Result ESB contains an “OnCallToAction™

the task associated with a call-to-action advertisement. In one embodiment, when the Ad-

Control receives this callback, it should meter the corresponding event.

[00262]  Ad-Control Obligations

[00263]

Obligation if the advertisement corresponding to the Ad-Control was a Call-to-Action

In some embodiments the Bid Result ESB could contain a CRITICAL



peer in order to probe its environnment for information. The type of
information that it may probe could, for exanple, include: [00343](a) user
profile informati on [00344] (b) device context information [00345](c)

behavi oural information/transactional data [00346] An agent can probe the
above information, filter it as appropriate using, e.g., the filtering
mechani sm descri bed herein, and return the information in an ESB. This [ SB
in effect contains the filtered local context for the renote peer. The
sendi ng peer uses this information along with Ad-Controls and/or

Ad- Mat ching Controls and deternines the Content itens and Advertisenents
that nayadeEtsenaiahie fedovie lisdiobliggtton poomaTs islelpsriop HBORHIARSt s, t he

fol | owl ngqd&iautl ?%m%wl (i(iau%eex‘?sﬁri A8 db1iFHER ARk RN S QIm BN S RETBLEPr obe. | ni t

[00349] This routine will have the sane semantics as
Cont r ol . gEReters eyyichreprivaieto g appleatiopand the adtrentrggrovages| Tleanamsrof

[00350]ngggg%ﬁﬁgggggbggmgggﬁ{QQngm@}ngégl]This routine will have the

same senmanti c ntrol~ Agent s. <Agent n as described in the '693
application., 100352] Control . Agents. Renpot eProbe. Descri be [00353] This routine
wi |1 havi02édd sdiweslsvitstorase sV dueliipighat Agesities adngeshink ipedediople as

descri beg it dGiee RIS ofRPh I HALQR-

[00265]  SMSReference: a parameter that indicates that the host needs to send an SMS

message to a specified SMS code.

[00266]  PhoneNumberReference: a parameter that indicates that the host needs to call

a specified phone number.
{00267}  Ad-Matching Controls

[06268]  In one embodiment, a new action— CompareBid’—is introduced for Local
Ad-Matching. In one embodiment, a Control object that supports this action evaluates

bids and does one of the two things:

[00269]  Selects the advertisement with the winning bid. The optional Adl and Ad2

parameters should not be passed in this case; or

[060270]  Compares two bids (when the optional Adl and Ad2 parameters are passed)

and establishes their relative priority

[00271]  In the first case the Ad-Matching Control evaluates all Ad-Bids and selects

the best-match. Ali the logic resides in the virtual machine byte code itself,

[08272] In the second case the virtual machine code acts as a comparator function
which the application calls repeatedly to sort the Ad-List into an Ad-Queue based on
relative priorities between the individual advertisements. This method is provided to
enable the higher application layer to implement algorithm(s) that are appropriate for the

problem and the platform (e.g., heap sort, merge sort etc.). Most of the sort logic in this
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[ 00354] Control . Agent s. Renot ePr obe. Rel ease [ 00355] This routine will have the
sane senmantics as Control . Agents. <Agent >. Rel ease as described in the '693
application [00356] Exanpl e Use Cases [00357] The foll owi ng di scussion

expl ains how certain illustrative enbodi nents nmake use of the DRM engi ne
constructs enunerated above and described in the '693 application and/or
the '551 application. [00358]One relatively sinple use-case deals with

| ocal ad-matching involving a set of three advertisenents. Server-side
filtering is assuned to have happened and three advertisenents are in the
ad-list. They are: [00359]( | Advertisenent for a h| h- end Slt domn

r est aur aifee (S/Aeapmen{eé@gﬁxsfp@)ca QI & HEPISBRRAL OTF GRS ST IFB dempERIcasiby

f ast - f ooghtiasddadf ﬁq@tpla&faﬂ%)Tﬁmmalné\%@a&tso%%%cma iRHekdd e handset
(Ad3) 1003621As shown in FIG 14, in this exanple the content is a soap

oper a epipbertiophntelaiselysimple.dKow Bis didvier of wepamnibilifies max rgireppntibe t he
content JhyAstess sWiidn 0. [00363] Consider the foll ow ng snippet of a
t axonony of content categories: Entertai nnent SoapOpera

[00273]  Control.Actions.CompareBid.Init

[00274]  This routine will have the same semantics as Control. Actions.<Action>.Init

as described in the '693 application.
[00275]  Control.Actions.CompareBid.Check

[00276]  This routine will have the same semantics as

Control. Actions.<Action>.Check as described in the '693 application.
[80277]  Control. Actions.CompareBid.Perform

[66278]  This routine will have the same semantics as
Control.Actions.<Action>.Perform as described in the '693 application. If the routine is
successful the ResultCode is 0 and the next item on the stack is a pointer to the ESB

described below.
[00279]  Control.Actions.CompareBid.Describe

[00280]  This routine will have the same semantics as

Control.Actions.<Action>.Describe as described in the '693 application.
[00281]  Control.Actions,CompareBid.Release

[60282]  This routine will have the same semantics as

Control. Actions.<Action> Release as described in the '693 application.
[06283] CompareBid Result

100284]  The ESB structure is described in as described in the '693 application.



Nane Rating Duration Season Synopsis [00364] The tags for the content could
be as follows: Entertai nment SoapQOpera Nanme Miurray Rating CGener a

Audi ences Duration 30 m nutes Season 3 Synopsis Miurray visits his g
1003651The zone map corresponding to this content could be as foll ows:

[60285]  In one example, the CompareBid Action of an Ad-Matching control program

returns an ESB with the following structure (reflecting the best pick):

extendedStatusBlock EsbBidResult =
esh{
globalFlags = 0;
esbCategory = ACTION GRANTED;
esbSubCategory = 0;
local¥Flags = 0;

cacheDuration = {3SEC, 03;
vaiuelist = |
parameter = {
name = "WinningBid";
parameter = {
name = "AdIndex™;
long adlndex; // indax of ad in the

shortlisted ad-list

|
i)

[00286]  As another example, the CompareBid Action of an Ad-Maiching control
program might return an ESB with the following structure (reflecting the result of the

comparison between Adl and Ad2):

extendedStatusBlock EsbBidResult =
ash{
globalFlags = 0;
esbCategory = ACTION GRANTED;
esbSublategory = 0;
leocalFlags = O

cacheburation = {5EC, 0};
valuelList = {
parameter = |
name = "RetrurnCodsa';

long returnCode;

——

[60287]  In one embodiment, the possible values of return code could be as follows:

!
| Symbol Value | Description
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ZoneMap: { points: [AU-0, AU- 1, AU-1000) internal Zones: [ // internal zones
here // so Medi aZones obligations can be attached // to them // MAGNETIC
zone from AU-0 to AU- 1000 fronmPoint: 0O, toPoint:2, id:454545454,

attributes: 0, nediabDi gestAlgorithm |, nediabDigest: [6.1, neteringTag: XYZ
/1 STICKY and NOSKI P zone fromAU-0 to AU-1 fromPoint: 0O, taPoint:1,

| d: 454545454, attributes: 0, nedi abDi gestAl gorithnf 1, nediaD gest: [-1,
nmeteringTag: XYZ 1

RETCODE ABORT -4 App should abort the comparison / sorting
due to unrecoverable error

RETCODE _IGNORE _AD2 -3 App should ignore Ad2 and proceed with
the rest of the sorting operation

RETCODE AD2 WINS -2 Ad2 wins; no need to do any further
comparisons

RETCODE AD1 LT AD2 -1 Adl < Ad2 in order of priority

RETCODE ADI EQ AD2 0 Adl == Ad2 in order of priority

RETCODE ADI GT AD2 I Adl > Ad2 in order of priority

RETCODE ADI1 WINS 2 Ad]l wins; no need to do any further
comparisons

[60288]  Usage Data Filtering
{00289}  Privacy Considerations

[60290]  Local laws often restrict the type of information that can be collected for
users through the specification of permissible privacy practices and laws. In some
embodiments, devices may talk to trusted services at the backend. Extensive data may be
collected and sent to the trusted server. The information can be protected on the service

end from disclosure as required by local regulations.

[00291]  However in some cases there may be restrictions on what data may be sent up
to the server, even though the backend service itself is trusted. In this situation, the data
that is collected can be filtered and/or anonymized in some way before sending it up to

the server.

[00292]  Asan example, an application may anonymize the data by padding some
random data (e.g., constant random data that gets stored by the application) to the
personally identifiable information and taking a one-way hash of the two. The specific
techniques to be used by the application to anonymize the data are a responsibility of the

application, and it will be appreciated that any suitable techniques can be used.
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external Zones: [ splicePoint: O// insert at AU at index O id:217617 // sone
opaque id tags: Entertai nment. SaapQpera. Nanme. Murr ay,

Ent ert ai nnent . SoapOper a. Rati ng. GA, Entertai nnent. SoapOper a. Dur ati on. 30m n,
Ent ert ai nnent . SCapOper a. Season. 3, Entertai nnment. SoapQper a. Synopsi s. Murr ay
visits g. Then he encounters g external AURN. " // enpty string

ext er nal Advat chi ngControl URN: "urn:acne: control : 003" signature: |

si gnat ur eAl gorit hm=0, signatureVal ue=Li [00366] There is a Medi aZones
obligation that specifies that the entire presentation is MAGNETIC, and a
smal | zop urroyndi ng the ipsertion point that is ST| CKY and NOSKIP. In
addi t i on[@ﬂis]extﬂ}ewa&%%%er‘iag‘ ‘%ﬁ Bryeih skt @ristisient fpatothe ext er nal
adver t i seqepd: iNRL hely Redd 1B ®e SieRBR: B¥forkasiorfie Wk & SBR foli& asli®)

[ 00367] Consi der the follow ng snippet of the taxonony of categories for

adverti s¥herie lterag ean heaonglgte)y dedpadhwdhe application. However it may be more

flexible if this policy was implemented as a DRM Contro! as it may allow the application

to achieve some or all of the following:

[00294]  Use a different policy for different locales based on local laws without
affecting the application

[00295]  Update the policy independently without the need for a software update for

the application when local laws are changed after the service is already operational

[00296]  The following section briefly describes how DRM engine technology such as
that described in the “693 application may be used for Usage Data Filtering.

{60297  Filter Function

[06298]  In one embodiment, a new Action— FilterUsageData’—is introduced which
is supported by a DRM Control that implements a policy for the purpose of filtering

usage data. Parameters to the FilterUsagePata action could include:

/DRMEngine/Action/Parameters/DataName <~ string parameter
/DRMEngine/Action/Parameters/DataNamnespace <- string paramster
JDRMEngine/Action/Parameters/Data <- Value Block
/DRMEngine/Action/Parameters/Contextld <~ string parameter
/DRMEngine/Action/Parameters/TransformationMethods <- available
transformaticn methods supported by the application

[00299]  Where:
160306} “DataName” is the name of the data item that needs to be filtered.

[6030f] “DataNameSpace” is the namespace in which the name of the data item is

defined.
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Takeout Fi neDi ni ng French Cantonese Mediterranean Japanese El ectronics
Devi ces Mobi | ePhones 1003681For purposes of this exanple, assune the nmax
Access Unit for the advertisenent is 300, 400 and 500 for the above three
advertisenments [00369i The zone map for Ad! is: ZoneMap: points: fAU O,
AU- 300] internal Zones: [ fronPoint=0, toPoint=1, nedi ab gestAl gorithml,

[60302] “Data” is the actual value of the data item.

[00303]  “ContextId” isan opaque context id; the meaning of this context id can

be as privately agreed between the application and the privacy policy provider.

[60304] “TransformationMethods” isa data-structure that is used to convey
the possible data transformation methods supported by the application. In one
embodiment, the agreement of the items, data types, and layout of this data-structure is

private to the application and the privacy policy provider.
100305]  Control. Actions.FilterUsageData.Init

[00306]  In one embodiment, this routine has the same semantics as

Control. Actions.<Action>.Init as described in the '693 application.
[06367]  Control . Actions.FilterUsageData.Check

[00308]  This routine will have the same semantics as

Control. Actions.<Action>.Check as described in the '693 application.
[00309]  Control.Actions.FilterUsageData.Perform

[60310]  This routine will have the same semantics as
Control. Actions.<Action>.Perform as described in the '693 application. If the routine is

successful the ResultCode is 0 and the next item on the stack is a pointer to an ESB.
[00311]  Control.Actions.FilterUsageData.Describe

[06312]  This routine will have the same semantics as

Control.Actions.<Action>.Describe in the '693 application.
00313}  Control.Actions.FilterUsageData.Release

[00314]  This routine will have the same semantics as

Control.Actions.<Action> Release as described in the '693 application.
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medi abDi gest=[. .|,

si gnat ur eAl gori t hmeO0,
ZoneMap: { points: [AU-0, AU 400]

medi aDi gest Al gorithm=1l, nedi abDi gest=[..J,

Food. Chi nese. Takeout, Rest aurant . *

[00315]  FilterUsageData Result

[00316]

| d=100, attributes=0 tags:
I ng. Cant onese, Rest aur ant . * ext er nal Zones:
si gnat ur eVal ue=t el

Food. Fi neD

fl signature:

{

I nt ernal Zones: [ fronPoi nt=0,
I d=100, attributes=0 tags:

This method returns an ESB. In one embodiment, the ESB structure is as

described in the '693 application. An example is shown below:

extendedStatusBlock
esb{
globalFlags =
esbCategory
esbiubCategory = 0;
local¥Flags G,
cacheluration =
valuelList {
parameter

a;

{8EC, §

}i

{

1

valuelist =

{

EshbFilterUsageDataResult

ACTTON GRANTED;

name = "FilterResult";

parameter = |
name = "ResultCode";
1
[OPTTONAT]
name
ValueBlock outputData;

ong resultlode;
parameter {
"Cutputbata";

{00317]  ResultCodes

[00318]

one example embodiment:

The following table gives the potential values of the ResultCode parameter in

Result Code Value | Deseription

DO _NOT_FILTER 0 Application does not need to filter this dafa out as per the
policy

SUPPRESS 1 Application needs to suppress this data in the output
completely

ANONYMIZE 2 Application needs to anonymize this data and then send
it to the server

USE_TRANSFORMATION 3 A transformation method is signalled in the ValueBlock

(the agreement of the transformation methods is private
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1 1 external Zones: signature: ( signatureAl gorithm=0, signaUureVal ue=LlI
[ 00371] The zone map for Ad3 is: ZoneMap: { points: [AU-0, AU 500]

i nt ernal Zones: [ fronPoint=0, toPoint=1, mediaD gestAl gor h A, id=100,
attributes=0 tags: El ectronics. Devices. Mbil ePhones external Zones: fl
signature: f

| to the application and the privacy policy provider)

CUSTOM_TRANSFORMATION | 4 The virtual machine program has done a custom
transformation and included the output buffer in the
value biock. (Useful in case the application does not
have an acceptable transformation method to use)

[00319]  OutputData
[00320]  This is a Value block that contains the following data:

[00321] (1) A field to signal the selected transformation method to the application;
OR

[00322]  (2) The transformed data itself (e.g., if the filter control did the
transformation itself to enforce a policy when there was no application-provided

transformation available, and indicated this by setting the return code to
RESULT _CODE_CUSTOM_TRANSFORMATION)

[60323]  Usage Data Reporting
[60324] Dynamic Trust Relationships

[00325]  In one embodiment, the client application allows a user to dynamically
manage trust relationships with content and ad providers. For example, a user may decide
to trust a content provider, and the trust anchors of the content provider would then be

stored at the client in a special location.

[00326]  In one embodiment, the level of trust might still be less than the trust that is
placed on other trust anchors, and the application may thus only perform a limited set of

things with these “second class” or “limited use” trust anchors.

{606327]  In some embodiments, a common trust hierarchy is used. This can be

advantageous for a number of reasons, including:

[00328] (1) If a common trust hierarchy is used then Controls that run are not

generated by unknown and potentially malicious parties, but are generated by parties that
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si gnat ur eAl gorithm=0, signatureValue=[n] 1003721For purposes of this
exanpl e, assune that the ad matching control (having Id =

“urn:acne: control : 003") includes the follow ng rules: [003731(a) If the
time is between 11: 00 am and 2: 00 pm OR 6: 00 pmto 8:00 prn, use food
related ads only. [00374] (b) For all other times use all ads that are
avail abl e. 1003751(c) Wthin the ads that are available, check the bid
price and select the winner (e.g., the winner could be the highest bid, or
the highest bid given a relative priority, dependi ng on how the control is

witten) 00376]It. w nts, the ad
mat chi ng ¥Ry %@}1“15{ ‘?@QLPHWW% oﬁhue“ %Fra%%’ gr }?gp;%gﬁmﬁgo?ﬁ%?ct ate the type
;)f Eogt %JﬁétedMohthﬁ@digufetcoﬁtam tat mahdey edexphoitprobletihén gurdRN engings wi | | i ng

o0 bi given a s onte 0037 For P of this
exanpleimﬁggﬁﬁgﬂ? é mbﬁ%eﬁ%P§8h?? Pguﬁﬂ%ﬁﬂ@%ykﬁ deRigy ‘Foﬁ?ﬁ§%§§|es [ 00378] Ad
1: Bid a price of 10 cents at dinner tine (6:00 to 8:00 pn), otherw se bid

|5 Ceﬂt f [G@ﬂ(@} at (HOrHRAMsi ﬂ&m;eﬁmyomfshe dl@ﬁﬁx@@dﬁd?mtm}ct campahtimet agfhoBitcent s at
unch tine

i mpr essiBfgs t b B]Vﬁdg‘?p‘ﬁie‘ggagyﬁ‘?q ‘8‘@“%?16?1 H‘t‘sfs Ehnrngbbg ?aiﬁeodggoexcept
when neatdean.

j00330]  Metering Obligation

[00331]  The *881 application describes a metering obligations framework for
metering higher level (e.g., application level) events (e.g. Survey event, Voting event,
User skip event, etc.). These obligations can be extended to include the URL of the
clearinghouse to which the data is to be sent. For example, the ValueL.ist would contain
one more parameter — the string parameter “ClearinghouseURL” and the value would be

a string containing the URL for the Clearinghouse.
[00332]  P2P Content and Ad Sharing

[00333]  Due to the extremely large volume of the content that is available over the
Internet and other distribution mediums, it is often difficult to find content that is
relevant. Media syndication via RSS provides a partial solution to the problem. Users can
subscribe to content feeds that may be to their liking and effectively sign up to receive

that “channel”.

[00334] Another mechanism for content distribution is via peer-to-peer (P2P)
sharing. P2P sharing involves any two arbitrary devices that “bond” or “connect” with
each other to share content. While devices could expose RSS feeds of their content to
each other, users still need to select the feeds and/or individual content items. Due to the

small form factor of mobile devices this may not be an optimal user experience.

[60335]  There are some interesting possibilities during the P2P interaction:
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el ectronics store, then the bid is 9 cents. Capped at 5000 i npressions.
[ 00381] Sone of the results in this exanple are sumrari zed bel ow.

1003821Near an el ectronics store when the tithe is not lunch tine or

time the nobile phone ad wins. [00383] At dinner tine the fine-dining

di nner

Cant onese restaurant ad wins. [00384] At |lunch tinme the Chinese take-out

restaurant ad wi ns. [00385] As the inpressions get capped, the ads get

renmoved fromthe list that is in contention for the ad-slot. 1003861Sone
exanpl es of the data structures that m ght be returned by the ad matching

contr ol

bel ow. [§83¥7] AdevR

i n_various_permytations of the above scenario are .ill ustrated
_ F%@ﬁvr*@seﬁﬂé ﬁwpmﬁé%%ﬁww@ég? coBtenk hay peslddedikels © D nner
time; noge leRCAH: SHhASRbeRve GlvhOR e thesbrit®. [ 00389] Resul t: Adl is chosen

ext endedSt at usBl ock EsbB dResult - cab{ gl obal Fl ags = 0; esbCat egory
ACTI ON GRANTED

[00337] ' (b) The devices could automatically exchange advertisements that are more

likely to be matched by a local Ad-Control on the recipient device.

{00338]  These types of interactions would provide a means to seamlessly disseminate
Content and Advertisements to people who are likely to find them to be relevant and

would provide a better user experience.

[00339] However, under normal circumstances, random peers do not trust each other
and it is not possible for peers to probe each other directly. The DRM engine technology
used in preferred embodiments makes it possible for certified and integrity protected
DRM Agents (e.g., of the type described in the ‘693 application) to be run on remote
peers in order to obtain non personally-identifiable, contextual, user information, device

information, information about the past behavior of the user, etc.

[60340]  With the help of this information a sending peer can decide what Content
and/or advertisements would be likely to be relevant to the receiving peer and

automatically push these over to the recipient.
[00341] Remote Probing Agent

[00342] The sending peer will run the remote probing agent on the remote (receiving)
peer in order to probe its environment for information. The type of information that it

may probe could, for example, include:
[00343]  (a) user profile information
[00344]  (b) device context information

[60345]  (c¢) behaviourai information/transactional data



esbSubCat egory - O; |ocal Flags - O; cacheDuration - {SEC, O0};

val uelLi st { ) parameter = { nanme = "Wnnings  valueList = { paraneter =
{ nane = "Price"; | ong chosenPrice = 10; // Price of the wnning bid
par aneter - name = "1d"; string

cnosenid = A ID of ad-control for the chosen ad // logical paranmeter =
name = " Adl ndex";

[00346]  An agent can probe the above information, filter it as appropriate using, e.g.,
the filtering mechanism described herein, and return the information in an ESB. This
ESB in effect contains the filtered local context for the remote peer. The sending peer
uses this information along with Ad-Controls and/or Ad-Matching Controls and

determines the Content items and Advertisements that may be relevant to the recipient.
[60347]  In some embodiments, the following routines could be defined:
[00348]  Control.Agents.RemoteProbe.Init

[00349]  This routine will have the same semantics as Control. Agents.<Agent>.Init as

described in the '693 application.
[00350]  Control.Agents.RemoteProbe.Run

{00351]  This routine will have the same semantics as Control.Agents.<Agent>.Run as

described in the '693 application.
[00352]  Control.Agents.RemoteProbe.Describe

[60353]  This routine will have the same semantics as

Control. Agents.<Agent>.Describe as described in the '693 application.
[00354]  Control.Agents.RemoteProbe.Release

[60355]  This routine will have the same semantics as

Control.Agents.<Agent> Release as described in the '693 application.
[00356] Example Use Cases

[60357]  The following discussion explains how certain illustrative embodiments
make use of the DRM engine constructs enumerated above and described in the *693

application and/or the *551 application.
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| ong adlndex - 0; // index of ad in the shortlisted ad-Ii st

[ 00390] Ad- Mat chi ng Control Result (Conparator) [00391] Case : Dinnere; not

| ocat ed near el ectronics store; conparing Adl and Ad2 [00392] Result: Adl >
Ad2 extendedSt at usBl ock EabBi dResult = esbl gl obal Flags - 0; esbCategory
ACTI ON_GRANTED; esbSubCategory - 0; |ocal Flags = 0; cachebDuration = {SEC
0}; valuelList = paraneter = nane ="ReturnCode"; |ong returnCode =

RETOOOE_AD _GT_AD2;

[00358]  One relatively simple use-case deals with local ad-matching involving a set
of three advertisements. Server-side filtering is assumed to have happened and three

advertisements are in the ad-list. They are:

[00359] (1) Advertisement for a high-end sit-down restaurant (Ad1)
003601  (2) Advertisement for a Chinese take-out fast-food restaurant (Ad2)
[00361]  (3) Advertisement for a mobile handset (Ad3)

j00362]  Asshown in FIG. 14, in this example the content is a soap opera episode that

needs to show an advertisement before playing the content at Access Unit 0.

{00363]  Consider the following snippet of a taxonomy of content categories:

Entertainment
Scaplpera
Name
Rating
Duration
Season

Syncpsis

[00364]  The tags for the content could be as follows:

Entertainment
Soaplpera
Names
Murray
Rating
General Audliences
Duration
30 minutes
Season
3
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1 [00393] As shown in FIG 15, the selected advertisement would play from
begi nning to end before the nedia content. Users would not be allowed to
skip inside the ad or to skip over the ad. [003941Cbligations for

Cal | - For-Action Advertisenent [00395]In this exanple, say that the nobile
phone ad was a call-for-action advertisenent. In this case the Ad-Control
woul d have (i) netering obligation, (ii) a callback that asks the
application to call the engine when a click occurred, and, as a response to
this click, the application receives a call-to-action obligation. This

tells the applicati-on-what—-do—{e-g—pake—a—phonre—€a o—a—eH-+-€ qar ket i ng
service). [00396]Iﬁy%ﬁﬁl%nbodhneqy, after an Ad successfully bids and

Murya Isits nis_ . 4 L . o gt _
pl ays, 4-he-OnrAccept—Cattba 6re al--ed—and—ea at—keep ack—of the

nunber of inpressions that have been consuned. [00397]1n some enbodi nents,
all contyr are.checked for inteagrity. For _ex | e ntrol can be
deened aﬂ]ﬁ@ti ce:[hiefzo?fh‘@?%“?r%es%or\gi' 10%%6%&?]??%@? ﬁgefogigﬁg'r oller and a
correspondi ng cert-chain can be verified to extend to one or nore rel evant
trust dnchers.:lm one enbodi nent, zone map integrity is checked for |both the
cont ent| anrditidve adver tivsenentidsef ore pl ayback begins. [00398] Conpetijitive

Bi ddi ng 100899xTive:cBDRM engi ne franework enabl es actions in a contral
programto be éalled‘[egeateq%y. This capability allows conpetitive bidding
between adverti seffents: T n ‘tHe’ ¢aSe of conpelitive, bi dding after each

Ad- Contr ol bids,dkhéoqhﬁg?ng process is repeateﬂ'%é.g., each Ad-Control can
see the other bids viggkhe AdBI dscant@i-pervwbbeh can be exposed ta

Ad- Controls as a host object in the same way as they are exposed to
Ad- Mat chi ng Contr ol syromAnitAd- Control may be able to revise its own bid
conpetitively upwardseoirrgownwar ds i n subsequent rounds of bidding.| The
entire process may bé&lrepeated¥edet®al tinmes as may be required by [the

rul es of the biddingiﬁﬁér%ﬁi'ﬁbogggmphg final bids fromthe Ad-Contirols

whi ch woul d then be g&ggg_;g@;ﬁ&lghe'Adihhtching control . [00400] Usage Data
Filtering and Report png-f08401]:6k1 ent Usage Data
Yo

// S8TICKY and NOSKIP zonge from AU-~0 to AU-1
!

fromPoint: 0,
toPcoint: i
E¥s 454545454,

attributes: 0O,
medialigestAlgorithm: 1,
medialigest: [..1,
meteringTag: XYZ

b

}
1

externaliocnes: |
{
splicePoint: 0 // insert at AU at index 0
id: 217617 // some opaque id

tags: Entertainment.SoapCpera.Name.Murray,
Entertalinment.Soaplpera.Rating.GA,
Fntertainment. SoapOpera.Duration.3lmin,
Entertainment.SoapOpera.Season. 3,
Tntertainment.ScapOpera.Synopsis.Murray visits \. Then

he encounters ..
externalAdURN: Y // empty string
externalAdMatchingControlURN: “urn:acme:contrel:003”
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1004021The followi ng is an exanple of the type of usage information that a
client may have collected: Data Nane Data Type Val ue personality-id String
"um : perso: 0001" event-id string "PLAY" timestanp String Fri Jan 30, 2009
12: 01: 03 content-nane String Mirrayl '

signature: { !
signatureblgorithm=0, 1
signaturevValue=[..]

[00366]  There is a MediaZones obligation that specifies that the entire presentation is
MAGNETIC, and a small zone surrounding the insertion point that is STICKY and
NOSKIP, Tn addition the external zone is STICKY and NOSKIP to ensure that the

external advertisement would not be skipped or fast forwarded (see FI1G. 15)

[00367]  Consider the following snippet of the taxonomy of categories for

advertisements:

Restaurants
Food
Chinese
Takeout
FineDining
French
Cantonese
Mediterranean
Japanese
Flectronics
Devices
MobilePhones

[00368]  For purposes of this example, assume the max Access Unit for the

advertisement is 300, 400 and 500 for the above three advertisements

[00369]  The zone map for Adl is:

| ZoneMap: |

points: [AU-0, AU-300]
1 internalZones: [

{

fromPoint=0,
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genre-tags String | Entertainnment. SoapQOpera

Ent er t ai nment . SoapOper a. Nare. Murray content -tags String genre-id Long 1001
[00403] Privacy Policy 1004041For his exanple, assune that there is a
privacy policy that says the follow ng: [004051(a) Suppress

DRMVENgi ne- personality-id. 1004061(b) Pass through event-id, tinestanp, and
genre-tags.

toPolnt=1,
medialigestAlgorithm=1,
mediaDigest=[..]1,
1d=100,
attributeg=0
tags: Food. FineDining.Cantonesa, Restaurant.*
i
1
externalzones: [}
sigrature: {
signatureAlgorithm=0,
gsignaturevValue=|..]

[00370]  The zone map for Ad2 is:

ZoneMap: {
points: [RU-0, AU-400]
internalZones: |
{
fromPoint=0,
toPoint=1,
medialigesthlgorithm=1,
mediabDigest=[..],
id=100,
atrtributes=0
tags: Food.Chinese.Takeout, Restaurant.”
}
i
externaliones: []
signature: {
signaturealgorithm=0,
signaturevValiue={..]

1600371]  The zone map for Ad3 is:

ZoneMap: |
points: [AU~0, AU-500]
internalZones: |
{
fromPoint=0,
toPoint=1,
mediabDigestAlgorithm=1,
mediabigest=[..],
1d=100,
attributes=0

™

tags: Electronics.Devices.MobllePhones
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[ 00407] (c) Anonym ze content-nane and al so content-tags, since they
identify the content too closely. [00408](d) This particular content needs
to report genre-id under bucket 1001 to |I 003 due to a change that happened
on the server side. [00409](d)(1l) Case 1. The Application is an updated
version and knows how to do this. [00410](d)(2) Case 2: The Application is
an ol der version and is not aware of any transformation nethod for this
change. [00411]Filtering in Action [00412] The foll ow ng di scussi on shows
the paraneters to the FilterUsageData' action in the context of the above
exanpl e,—and-t-heresul-t-s—+eturned—by—thi-s—actton—100413HtemPasst hr ough
100414]|As .an ‘exanpl e the Action parameters could be as foll ows:
/DRNEnginé! 1.1.9n/ Par airet er seDat aName = "event-i d"

/ DRVENgi ne/; Acti.on/ Par anet er s/ Dat aNanespace = "com acne: 1"

| DRVENgi ne/ Acdiizend Parayret ersbContextid - 23434

/ DRMVENgI ne/ Actiisonl Raraneteris/ Tr ansf or mat i onMet hods U_} [00415] The riesul t
would be as follows (e.qg.., because of the privacy policy, which is
encapsul ated in the Control progran):

t
C
I

[00372]  For purposes of this example, assume that the ad matching control (having Id

= “prn:acme:control:003™) includes the following rules:

[00373]  (a) If the time is between 11:00 am and 2:00 pm OR 6:00 pm to 8:00 pm, use

food related ads only.
[00374]  (b) For all other times use all ads that are available.

[00375]  (c) Within the ads that are available, check the bid price and select the winner
(e.g., the winner could be the highest bid, or the highest bid given a relative priority,

depending on how the control is written).

[60376] It will be appreciated that in some embodiments, the ad matching control may
itself include one or more rules that dictate the type of content with which it can be

rendered, and/or the amount it is willing to bid, given a specific type of content.

[00377]  For purposes of this example, assume that the ad controls inciude the

following rules:

[60378]  Ad!: Bid a price of 10 cents at dinner time (6:00 to 8:00 pm), otherwise bid 5

cents, cap at 10,000 impressions.

[00379]  Ad2: Bid a price of 6 cents at lunch time (11:00 to 2:00 pm), otherwise bid 3

cents, cap at 20,000 impressions.

[00380]  Ad3: Bid a price of 2 cents throughout the day except when near an

electronics store, then the bid is 9 cents. Capped at 5000 impressions.
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ext endedSt at usBl ock EsbFilte UsageDat aResul t
esbCat egory = ACTI ON_GRANTED; esbSubCategory =
cacheDuration - {SEC, 0}; val uelist = paraneter
val ueli st { paraneter nane - "Resuit Code";

RESULT_CODE_DO NOT_FI LTER, [00416]1tem Suppr esi
/ DRVENgi ne/ Acti onSPar anet er s/ Dat aNane
/ DRMENgi ne/ Act i onSPar anet er s/ Dat aNanespace
/ DRVENngi ne/ Acti on/ Par anet er s/ Cont ext | d
/ DRMVENgi ne/ Act i on/ Par amet er s/ Tr ansf or

23434

esb{ gl obal Flags - O;
0; local Flags - O;
= nane "FilterResult";
| ong result Code
on

" DRMENgi ne- personal ity-id"
"com acne: 1"

tionN@thog%e%%g 1004181The result

woul d bd083814 5| [Sepes of the results in this exampie are summarize

[00382]

mobile phone ad wins.

Near an electronics store when the time is not lunch time or dinner time the

[00383] At dinner time the fine-dining Cantonese restaurant ad wins.
[00384] At lunch time the Chinese take-out restaurant ad wins.
[00385]  As the impressions get capped, the ads get removed from the list that is in

contention for the ad-slot.

[00386]

Some exampies of the data structures that might be returned by the ad

maiching control in various permutations of the above scenario are illustrated below.

[00387)  Ad-Matching Control Result (Best Pick)
[00388]  Case : Dinner time; not located near electronics store
[00389]  Result: Adl is chosen

extendedStatusBlock EsbBidResult =
esb{
giobalFlags 0;
esbCategory ACTION_ GRANTED;
eshSubCategory = 0;
localFlags = G;
cacheDuration
valuelist = {
parameter = {
nams "WinningBid";
valusellist = {
parameter = {
name "Price";
long chosenPrice

o

{sECc, 0};

winning bid
¥
parameter s |
name

"Idfl ;

ID of ad-control for the cheosen ad

string chosenlid = “Adl”;

10; // Price of the

// logical
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ext endedSt at usBl ock EsbF. 1 rUsageDat aResult = esb{ gl obal Fl ags = O;
esbCat egory ACTI O GRANTED; esbSubCat egoryO; |ocal Flags = 0; cacheDuration -
{SEC, 0); valueList = { paraneter = nanme - "FilterResult"; val uelListf
paranmeter = { nane - "ResultCode"; |ong resuLtCode = RESULT CODE SUPPRESS;
[00419] I tem Anonymi zation 1004201As an exanple, the Action paraneters could
be as follows: /DRMENngi ne/ Acti on/ Paranet ers/ Dat aName = "cont ent - nane"
/ DRMENgi ne/ Act i on/ Par anet er s/ Dat aNanespace = "com acne: 1"
/ DRVENngi ne/ Acti on/ Par anet ers/ Contextld = 23434
/ DRVEngine/ Action/ Paranet ers/ Transformati onMet hods 11
parameter = |

name = "LdIndex";

long adlndex = 0; // index of ad in the

shortlisted ad-list

4

[06390]  Ad-Matching Control Result {Comparator)

[00391]  Case : Dinner time; not located near electronics store; comparing Adl and
Ad2

[00392]  Result: Adl > Ad2

extendedStatusBlock EsbBidResult =
cab/

globalFlags 0

esbCategory = ACTION GRANTED;

esbiublategory = 0;

localrlags = 0;

cacheburation = {SEC, 0}:

valuelist = {

parameter = |
name = "ReturnCode";
long returnCode = RETCODE _ADLI GT _ADRZ;

I #

[60393]  As shown in FIG. 15, the selected advertisement would play from beginning
to end before the media content. Users would not be allowed to skip inside the ad or to

skip over the ad.

[06394] Obligations for Call-For-Action Advertisement
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100421] The result would be as follows: extendedStatusBl ock

EsbFi | t er UsageDat aResult = esb{ gl obal Fl ags = 0; esbCategory = ACTI ON
GRANTED; esbSubCategory = 0; |ocal Flags = 0; cacheDuration - {SEC, 0};
val ueList = { paranmeter = { nane - "FilterResult"; valueList = paraneter
{ nane = "ResuitCode"; long resulteodeRESULT t_cODE_ANONYM ZE;

[00395]  In this example, say that the mobile phone ad was a call-for-action
advertisement. In this case the Ad-Control would have (i) metering obligation, (i1) a
callback that asks the application to call the engine when a click occurred, and, as a
response to this click, the application receives a call-to-action obligation. This tells the

application what do (e.g. make a phone call to a direct marketing service).

[00396]  In one embodiment, after an Ad successfully bids and plays, the OnAccept
Callback gets called and each ad keeps track of the number of impressions that have been

consumed.

[00397]  In some embodiments, all controls are checked for integrity. For example, a
control can be deemed authentic if there is a PK1 signature on the controller and a
corresponding cert-chain can be verified to extend to one or more relevant trust anchors
in one embodiment, zone map integrity is checked for both the content and the

advertisement before playback begins.
{00398]  Competitive Bidding

[00399]  The DRM engine framework enables actions in a control program to be
called repeatedly. This capability allows competitive bidding between advertisements. In
the case of competitive bidding after each Ad-Control bids, the bidding process is
repeated (e.g., each Ad-Control can see the other bids via the AdBids container which
can be exposed to Ad-Controls as a host object in the same way as they are exposed to
Ad-Matching Controls). An Ad-Control may be able to revise its own bid competitively
upwards or downwards in subsequent rounds of bidding. The entire process may be
repeated several times as may be required by the rules of the bidding process to get the
final bids from the Ad-Controls which would then be evaluated by the Ad-Matching

control.
[00400]  Usage Data Filtering and Reporting

[00401]  Client Usage Data
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} [00422] Data Transformati on 1004231Case 1: Updated applicati on knows how
to transformdata for genre-id: /DRMENngi ne/ Acti on/ Paranet ers/ Dat aNane =
"genre-id" /DRVMENgi ne/ Acti on/ Par anet er s/ Dat aNanespace = "com acne: 1"

/ DRVENngi ne/ Acti on/ Raraneters/ Contextid = 23434

/ DRMENgi ne/ Acti on/ Par anet er s/ Tr ansf or mat i onMet hods | GENRE_TRANFORM 1,

[ 004241The result would be as foll ows: ext endedSt at usBl ock

EsbFi |l t er UsageDat aResult - esb{ gl obal Fl ags - O; esbhCat egory = ACTI ON
GRANTED; esbSubCategory = 0; |ocal Flags - O; cacheDuration - {SEC, 0);

val ueli st Qé ﬁg’ aneter = nane - "FilterResult": valueList ={ paraneter(
nane = " It co m“@‘éﬁﬁ‘é 1y Ese [ the fpesp)| vsageipforparoniRANSHIRVATI ON; _

may have collected:

Data Name Data Type Value

personality-id String “urn:...:perso:0001”

event-id string “PLAY”

fimestamp String Fri Jan 30, 2009 12:01:03

content-name String Murray

genre-tags String Entertainment.SoapOpera

content-tags String Entertainment.SoapOpera.Name. Murray
genre-id Long 1001

[00403]  Privacy Policy

[00404]  For this example, assume that there is a privacy policy that says the

following:
{00405}  (a) Suppress DRMEngine-personality-id.
[60406]  (b) Pass through event-id, timestamp, and genre-tags.

[00407}  (c) Anonymize content-name and also content-tags, since they identify the

content too closely.

[060408]  (d) This particular content needs to report genre-id under bucket 1001 to

1003 due to a change that happened on the server side.

100409] (d)(1) Case 1: The Application is an updated version and knows how to do
this.

[00410] (d)2) Case 2: The Application is an older version and is not aware of any

transformation method for this change.
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1 parameter - { nane = "QutputData"; paranmeter = { nane =

"Transf ormvet hod"; | ong tm GENRE TRANSFORM 1004251Cust om Dat a
Transformati on 100426] Case 2: Updated application does not know how to
transformdata for genre- id. The application could call the
FilterUsageData for the data-type and will discover that there is no
avail abl e transformation. In this case it wll have to transform each

i ndi vidual data itemas foll ows: ODRMEngi ne/ Acti on/ Par anet er s/ Dat aNanme =
"genre-id" /DRMENgi ne/ Acti onOPar anet er s/ Dat aNanespace” dam acne: 1"

/ DRMENgi ne/ Acti Qn/ Par anet ersnata = 1001

/DRI\/Engi[Hﬁ‘/uAiti %ﬁéﬁlﬁﬁ‘ﬁé 8%/ Context 1 d = 23434

/ DRMENgi ne/ Act i on/ Par anet er s/ Tr ansf or mat i onMet hods { GENRE_TRANFORMS,

[ 00427] Tjoe4 2 s ulThevblidvdnpdisassibokitovwshbpoausersab thai€ilfpriisageMatpol i cy (whi ch

is encapsul ated in the ntrol program.: extendedStatusBl ock
EsbFi | t e%%%@b‘gﬁf%%ﬁ%’@l?f %-ﬂh%%ebeﬁ‘gfaijgb%ﬂ%f‘%b%“ﬁs ‘6;8‘”%65%@;{[%55‘8??}" = ACTI ON
GRANTED; esbSubCategory - 0; |local Flags - O;

[00413]  ltem Passthrough

[00414]  As an example the Action parameters could be as follows:

/DRMEngine/Action/Parameters/Datalame = “event-1d”
/DRMEnRgine/Acticn/Parameters/Datalamespace = “comiacme:1”
/DRMEngine/Action/Parameters/Contextld = 23434
/DRMEngine/Action/Parameters/TransformationMethods {..}

[00415]  The result would be as follows (e.g., because of the privacy policy, which is

encapsulated in the Control program):

extendedStatusBlock EsbFilterUsagelbataResult =

esb
glchalFlags = 0;
eabCategory = ACTION GRANTED;
esb3ubCategory = 0;
localFlags = 0
cachebDuration = {3EC, 01;
valuelList = {
parameter = {
name = "FilterResult";
vaiuellst = |
parameter = {
name = "Resultloda";

long resultCode =
RESULT CODE DO NOT_FILTER;
}
}

[00416] Item Suppresion
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cachebDuration = {SEC, 0}; valueList ={ . parameter = { nane =
"FilterResult"; valuelList{ paraneter - nane = "Result Code"; |ong result Code
= RESULT CODE_CUSTOM TRANSFORMATI ON; paraneter =1 nane - "QutputData";
parameter - { nane = "Data"; long data - 1003; 1004281Reporting to

Cl earinghouse 1004291As anot her exanple, assume a netering obligation

i ncluded the follow ng cl earinghouse URL:

I ntp://ww. acne. com servi ces/ ad/ usage-data-col |l ection 1004301The col |l ected
usage-data after filtering as descri bed above woul d be submtted to the

cl ear | nghoysP URE oELg 2, Stk AhGinl AL plmbOR B R3Y RS e

/DRMEngine/Action/Parameters/DataName = “DEMEngine-personality-id”
/DRMEngine/Action/Parameters/DataNamespace = “com:acme:1”
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/TransformationMethods {.}

[00418]  The result would be as follows:

extendadStatusBlock EsbFilterUsageDataResult =

ash{

globalFlags = 0;

eshCategory = ACTION GRANTED;

esbSubCategory = 0;

localFlags = 0;

cacheDuration = {SEC, 0};

valuelist = {

parameter = {
name = "FilterResult";
valuelist = {
parameter = {

name = "ResultCode’;
tong resultCode = RESULT _CODE SUPPRESS;

[060419]  ltem Anonymization

[00420]  As an example, the Action parameters could be as follows:

/DRMEngine/Action/Parameters/DataNamne = “content-name”

/DRMEngine/Action/Parameters/DataNamespace = “com:acme:l”
/DRMEngine/Action/Parameters/ContextId =~ 23434
/DRMEngine/Action/Parameters/Transformationtethods I

[00421]  The result would be as foilows:
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[ 00431] P2P Content and Ad- Sharing 1004321User Profile (Renote Peer)

[ 00433] Assune a renpte peer has the follow ng user-profile informtion:

/ AdPI at f or mf Local Cont ext/ User Cat egori es/ Movi es/ Sci Fi /10

/ AdPI at f or mf Local Cont ext/ User Cat egori es/ Movi es/ Hi storical Fi ction/ 20

[/ AdPI at f or mf Local Cont ext/ User Cat egori es/ Movi es/ Pol i ti cal / XYZ/ 50

[ AdPI at f or m LOOOI Cont ext / User Cat egori es/ Movi es/ Fil mNoir/ 80 [004341A

Renot eProbe Agent can be run on the renote peer on behalf of the sending
peer. It will probe the host environnment and nmake a filtered copy of the
environment and retrieve this information in the result. In this exanple,
assumne ! i ' - +hi ations

that the filteringrules-say-that-the-users—poelitiecal—attih
shoul d not be disclosed to _anyone. In one enbodi nent, the result caode | ooks
| i ke t Hee*ORE BaIBWA2ext ehtfé dSteat trsBP oK *BSHRENDt ePr obeResul t  esb{

gl obal FI&gS - .0; esbCategory ACTI ON GRANTED, eshSubCategory - O0;
IocalEIagsO;éggéh%gyigLingawﬁ§§§ﬁmg}; val ueli st{ paraneter - f nane =
"Movies"; parapetettaolyname = "Sci ki ", parameter - {
local¥Flags = 0;
cacheDuration = {$BC, 0}:
valuelist = |
parameter = |
name = "FilterResult";
valuslist = {
parameter = {
name = "ResultCode";

long resultCode = RESULT CODE ANONYMIZE:

[00422]  Data Transformation

[00423]  Case 1: Updated application knows how to transform data for genre-id:

/DRMEngine/Action/Parameters/DataName = “genre-id”
/DRMEngine/Action/Parameters/DataNamespace = “com:acme:l”
/DRMEngine/Action/Parametars/Contextid = 23434
/DRMEngine/Action/Parameters/TransformationMethods {GENRE TRANFORM 1,
)

[00424]  The result would be as follows:

extendedStatusBlock EsbFiiterUsageDataResult =
aesh{
global¥Flags 0;
espCategory ACTION GRANTED;
eshbSubCategory = 0;
locaifFlags = 0y

cacheDuration = {S5EC, U0}:
valuelist = |
parameter = {
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nane - "weight"; long weight = 10; nane - "Movies"; paraneter = { nane =
"Hi storical Fiction"; paraneter - { nanme - "weight"; |ong weight = 20;

nane - "Movies"; paranmeter = { nane = "FilnmNoir"; paranmeter - f nane =
"weight"; long weight = 80; 1004351Renote User Profile (Obtained by Sending
Peer) 100436] The sendi ng peer has received the follow ng user-profile
information for the renote peer:

/ AdPi at f or mf Local Cont ext/ User Cat egori es/ Movi es/ Sci Fi /10

/ AdPi at f or Ml Local Cont ext/ User Cat egori es/ Movi es/ Hi storical Fi ction/ 20

/ AdPI at al-Cont-e dser.Categoriesivovie r-mNoT 7780 {00437]At this
poi nt a sinulation envifgnment_for fhe fenote peer can be created using the
i nformati on obtained fromthe rLemte peer, and the ad controls may|be

eval uatjed one by one. Their resuldns ¥ayebeccachted. [00438] The next !step is

to evalluate the ad mat chi ng contrwokbscdsottdkde Ttontent. If the
RESULTACOBE_USE_TRANSFORMATION:
}

parameter = {
name = “Outputbata”;
parameter = {
name = “TransformMethod”;

long tm = GENMRE TRANSFORM 1;

[00425]  Custom Data Transformation

[00426]  Case 2: Updated application does not know how to transform data for genre-
id. The application could call the FilterUsageData for the data-type and will discover that

there is no available transformation. In this case it will have to transform each individual

data item as follows:

/DRMEnrgine/Action/Parameters/DataName = “genre-id”
/DRMERgine/Action/Parameters/DataNamespace = “com:acme:1l”
/DRMEngine/Action/Parameters/Data = 1001
/DRMEngine/Action/Parameters/ContextId = 23434
/DRMEngine/Action/Parameters/Transformationidethods {CENRE _TRANFCRM 1,

el

{00427}  The result would be as follows because of the privacy policy (which is

encapsulated in the Control program):

extendedStatusBlock EsbFilterUsagelataResult =~
esb{
globalFlags = {;
esbCategory = ACTION GRANTELD;
esbSubCategory = G;
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content has a matching ad in the user's environnent, the content an
advertisenent will be added to the shortlisted content itens and

advertisenments. [00439] After evaluating all of the ad matching cont
short-1list of advertisenents and content
will be created. 1004401The shortlisted content and advertisenents,
with ad-matching controls and ad-controls w |
receiving peer. There is also a possibility to streamthe content t
renmote receiving peer instead of physically transferring the conten
t he peer—acts—tike , the—+empt-e—+recei-ving-peer—(e—¢g——ad
is done by tﬁﬁ§i eé?io “b f the renote peer) there may be a n
proxy the calj’s.Ia @fﬁqcept [(98441] LOCAL BI DDI NG [ 00442] Enbodi nen
t he systens and ngg@gg§egesqubed herei n provide nmechani sns for an
advertijser and/or a content= priovkdersuto specify rules on how and wh
and/ or content is renderedliAd-provider rules can include specific
condi tions regardi ng when therad way be sel ected, the particular ty
content| with which the ad should“ﬁ%areﬁqéYzﬁb %rid/or the like, whil
cont ent %&8¥*Q%BEE%EQﬁﬂ@£§g$O$ G %@% pay A DRM engi ne e

ru

payout “det ai | s.
that the are execut e consequent obligations are net.
[ 00443[I n one enbodi nent, ;ha@ggkkng is perforned at two different |
first, pre-filtering pass is mﬁﬁf@rmndgmmatm@ server side, as descr
el sewhere herein. A second passapstggerfiornmed on the client side, ag
enbodi nents of which are descri béd'béel 3w 21n _one enbodi nent, the se
pass is an auction where an ad i s°HateHed t9°particul ar content and
particul ar user. [00444]In one enbodi nent, the ability to support
separatj on of content and ads and the ab|I|ty to mx themto form a
presentation (e.g., what is showmn to the user) is inplenented using
dynam ¢! nedi aj zone technol ogy described in nore detail in the '543
application. 1004451Medi a zone i nformati on enbedded inside content
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specify one or nore point(s) where another piece of nedia (identifi

id, called an external zone id) needs to be inserted during render

QO her nedia files, e.g., ads, need to have a zone with the correspo
(1 nt er najotddsie i Rigporingae Ulewsieph®@de The zone usual |y covers the whol
al though that is not always the case. Enbodi nents of the inventive
wor kK pr oy a C I t ct

rel evant Ydﬂggg]a rz%n%ﬁme% @}(ﬁ){p m |a[r111§g£(rg3 1}15’?%8%3%{99%%@%]@@%1%}1 pi
medi a combamgmmﬁEZHﬂar::ﬁﬂ : ) ; 4 geiminc nedia z
technol ogy described in the '543 appllcatlon As shomn in FIG 16,

1602 has ad Y/ ) 411, Int
exanple (ﬁﬂmH f%ﬁ%f %Pﬁ%%gﬁ&ﬁgggﬁgkgg gé%&%gﬁ%%iﬁﬁ$¥h8Content 16

st or ed i ndimidestotthe dearagbousaniRladsised sitblerdowot bivhe payloathindghon t he
el ectronic geﬁggqﬁdq:er&%gqs which ad to insert by performng | oca
mat chi ng APRIORPELTS R If ad 2 is selected (e.g., if ad 2 w

erein.
auction perforned by the ad selection software), the presentatlon o]

cont ent #Wd3HdvePiR €erertandAldlSHaenas shown in FIG 17.
{00432]  User Profile (Remote Peer)
[00433]  Assume a remote peer has the following user-profile information:

/AdPlatform/localfaontext/Userlategories/Movies/Sciri/ 10
/AdPlatform/LocalContext/UserCategories/Movies/HistoricalFiction/20
/AdPlatform/Locallontext/UserCategories/Movies/Political /XYE/ 50
/BdPlatform/LocalContext/UserCategories/Movies/FilmNolr/80
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[ 004471Architecture [00448] As shown in FIG 18,

in one enbodi nent ad

sel ection software 1802 is inplenented as a plug-in to a DRM enabl e nedi a

pl ayer

zone te
part of
t echnol
ad sele

designated for use in the ad matching system
in an a

control
determ
preferr
own ass

1804. An external zone resolver can be used by the dynamc
chnol ogy 1806 to match an external zone id to an actual

medi a

file (or

it, i.e., a zone). In one enbodinent, the dynam c nedia zone
ogy 1806 may use nultiple external zone resolvers, and nay use the
ction nodule 1802 to resolve external zone ids for content
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user-informati on avallabl'e to the user's device to det
di NG nPrdse esusPesdor siragotenecthirddiing=on t he device protects th
eAliternatively, or in addition, the bidding conponent can u
i nf oroabporiae.g?; |ocal time, global positioning coordinat
0 dete@%ﬁﬁ@xﬁﬁy ﬁ?ﬁﬁﬁ‘ﬁﬁ%@ﬁ>betmeen ads and content. 100451
hi ng 1f ﬁ? ﬁ%j oTIOmnng di scussi on expl ai ns the mechani sms
nt s |ng hgﬁgakﬂjad bidding in some illustrative embodi nents.
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"Movies™;
parameter = |
name = “HistoricalFlction”;
parameter = {
name = “welght';
long weight = 20;
}
}

"Movies";
{

name
parameter =
name “PilmNoix”;
parameter = {
name = “weight”;
long weight = 80;
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[00435]  Remote User Profile (Obtained by Sending Peer)
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rel evant nedia zone to insert. If the content is branded wth the nanme of a
particul ar ad matchi ng service or technol ogy (as described in nore detai
bel ow), the client uses that ad matchi ng service or technology to find the
rel evant nedia zone. For exanple, a piece of content could specify this
information in its header. [004561As shown in FIG 18, in one enbodi nent
the inputs to the ad matchi ng nodul e 1802 are the content's fil enane and
the zone id to be resolved. The output is an identification of the ad that
was selected (e.g., a filenane, URL, etc.). In a preferred enbodi nent, an
ad mat chipgubePr 0G9S Seriithedshds hadeive B e follBwnlpG@serlfofik indaatiofSostaewn in FI G
19, the client may first update the user information, if necessary (1902).
The clléﬁﬂoﬁﬁﬁﬁ7extra0ts the content requirenents for that ad slot (1904),
and ads do n0t TELTIT ThoSe TequiTe ts are ‘excluded 1rom th auction

(1906) . p“at; Bl'&* ads°h ?%rﬁets SFotC( ﬁg@@ o) client
pi cks ”2‘% Hhes méﬁ e At v z&:&s;@t@ g TR
ot her inf nrrmtlnn as \I\P nnnpn r all of

the followng data is used for ad rratchl ng (for the content as well as for
the ads): nedia zone information (nMZON); ad matchi ng techno i nformation

| ogy,
(tZON) : [APETdr 1Atdhis PEINGA HMEGHIOR FEVIFQNaERt T Jrrasmeierregiipn be quar%ge el ement s
are strip n@-@qh@ﬂxtforﬁfauw‘@btﬁi%& 88k thd R ADpdRLBAHNGATRAHbIE f=§tdr ns an error.
In one e di ment, each of these el enen? except for the content id(s),
contalngﬂai@WQQthYeneﬁ%méﬁQWéﬂnﬂka@Wh%1catlon fails, an error is reported
to the dynam c nedia zone nodul e | ayer, and the content is preferably not
r ender edpokHY45H A% eRr &4 19 usdaldaRAhE Al Richind BRBo1S FRRH dBRRk. th@ead mat ching
nodul e retrleves a l1cense associated with the content and executes the
Cont r ol . gwtenbhas. aGatRERg PEIF1Be HicF 6 ghY IFLmesT, glét confrat ekihe pdvepssirder ' s
require (ARG 60008L B emtfNe content control has an
i nput pgggﬁgﬁgg&Pﬁﬁﬁgﬁgkﬁg l:('!t;l}on EaranetersﬁgWotNunber which is an
i nt eger object that contains the slot nunber ﬁo based |ndex) In one

embodi mel043%ihe Aleyevileningial of e adonuteinag corahe shefishil agvesamenss
91 obal Fl GaScnfl i FRACRL GRS e AT OWGRANTEBaabSubCat egory = 0: | ocal i aps

cac ration =

[00446]  The shortlisted content and advertisements, along with ad-matching controls
and ad-controls will be pushed to the remote receiving peer. There is also a possibility to
stream the content to the remote receiving peer instead of physically transferring the
content. If the peer acts like a proxy for the remote receiving peer (e.g., ad-matching is
done by this peer on behalf of the remote peer) there may be a need to proxy the calls to

OnAccept.
[00441] LOCAL BIDDING

[00442] Embodiments of the systems and methods described herein provide
mechanisms for an advertiser and/or a content provider to specify rules on how and when
ads and/or content is rendered. Ad provider rules can include specific conditions
regarding when the ad may be selected, the particular type of content with which the ad
should be rendered, and/or the like, while content provider rules might include payout
details. A DRM engine ensures that the rules are executed and the consequent obligations

are met.
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val ueLi st paranetert name - "Requirenents"; valuelist{ paraneter - { nane -
"Prefer"; string prefer - "KidCo; Toys"; paraneter = { nane = "Excl ude";
string exclude = "Viol ence; Mature"; paraneter = { nane = "Mninmunl!; |ong
m nimum - 33; DMZ and ORE obligations / callbacks ] 1004601"Excl ude"” is an
optional, sem colon-separated string that contains the tags that the
content provider does not want to have associated with its content. In this
particul ar exanple, Kid Co. does not want to have adult or violent ads
sromn inits content Even if a violent ad has the highest bid for the

sl ot

[00461]." Pr fer a I col on
separatég&bbkln ?W??n%%WFgF %W¥§ wgﬁr9ﬂq éﬁgNn %%%%Eggé dé?g%}efers I'n
thi s pargré-giltbravg @xemmeﬁbrm@irﬁrﬁhé spva\siddeds débaibeo clseaimdrs hiteid. Go. ads to be
shown, even |f t.he 0es

Co. "2 BB TR e 43 5 B o ke Aa o5 T . a2 wi |1
be showyesdrfbedBelkivdinhe cathopfidnt, Chadrt @RI gaBs Ishe abétitdiwigrd el mnot her ad i s
shown. matched to particular content and a particular user.

[00444]  In one embodiment, the ability to support separation of content and ads and

the ability to mix them to form a presentation (e.g., what is shown to the user) is

implemented using the dynamic media zone technology described in more detail in the

‘543 application.

100445]  Media zone information embedded inside content can specify one or more
point(s) where another piece of media (identified by an id, called an external zone id)
needs to be inserted during rendering. Other media files, e.g., ads, need to have a zone
with the corresponding id (internal zone id) to be inserted. The zone usually covers the
whole file, although that is not always the case. Embodiments of the inventive body of
work provide a mechanism by which the client can locate and select the relevant media

zone (e.g., ad) to insert.

[00446]  FIG. 16 shows a piece of media content 1602 formatted in accordance with
the dynamic media zone technology described in the ‘543 application. As shown in FIG.
16, content 1602 has one ad slot, represented by the external zone id 101. In the example
shown in FIG. 16, the electronic device on which content 1602 is stored includes three
ads, and ad selection software running on the electronic device determines which ad to
insert by performing local ad matching as described herein. If ad 2 is selected (e.g., if ad
2 wins an auction performed by the ad selection software), the presentation of the content

and advertisement will be as shown in FIG. 17.
[00447]  Architecture

[00448]  As shown in FIG. 18, in one embodiment ad selection software 1802 is

implemented as a plug-in to a DRM-enable media player 1804. An external zone resolver
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[00462] "M ni nunt is an optional string that can specify the m ni mumrevenue
the content provider wants froma particul ar piece of content or slot. The
value of this object is the mininmnumbid for that slot. [00463] Once the
content requirenents are extracted, ads that are not excluded take part in
the auction. The "Exclude"” tags will be conpared agai nst the tags contai ned
inthe ad. If one or nore excluded tags appear in the tags entry of the
ad's Internal Zonel nfo, the ad will be excluded fromthe auction. 1004641l n
preferred enbodi nents, the ad control is responsible for bidding. As

i ndi cat ed_above, -sel d K j Lon. The bi ddi
or' co- anBAag-air REST boraar < -pr oiar dueel HiEh BE ERBzalbER. “Che ad

provi FeranCa%mabﬁﬁQoﬁ}hﬁ dFiigd dé.ngzgieh. de onnembd dimpidtethe dpnadit esdiaizoat udi ng, for
exanpl e: [ 00465] r personal data, such as |links or user attributes (e.qg.,
onan e efiaeioey nage meb e 0 et SR e e BRErAR e B R sy

[ 00466] Gapdi8x180256edRR0RS ckicial 8dncAdyfor ket dbHGALITDr uRtiCthe@@. 9., pay nore
as we get closer to_a certain dgie and._ not hin

ft that date)..
100467 1OPHERNE Al PEHETe EIPOaunaasagls 7 AP 8¢ Radh 5AF E’@% a Sqﬁta‘VPt}%”Por the
first rendQrdrignett 1800, DR &8&ORAvitiRh thelads arbQRARRMTEhadyseANt DRIV S _
Control . Actions.Bid. Performroutine determ nes the bid price and returns it

in the feinewnhgetEoBne beymeualya ad|inydliag f;bid for a given slot.
[00449]  In a preferred embodiment, content 1810 also has a say in ad matching via its
own associated DRM controls 1812. For example, the content’s associated control
information 1812 can exclude certain types of ads, while favoring others. For instance, a

children’s TV show might prefer ads for toys, not investment banking services.

100450]  In one embodiment, local ad bidding makes use of user information available
to the user’s device to determine the bidding price. Performing the bidding on the device
protects the user’s privacy. Alternatively, or in addition, the bidding component can use
local context information {(e.g., local time, global positioning coordinates, etc.) to

determine an optimal match between ads and content.
[00451]  Local ad matching

06452]  The following discussion explains the mechanisms and components involved

in ad bidding in some illustrative embodiments.
[00453]  How does the client know which ad matching technology to use?

[60454]  When a piece of content’s zone map has an ExternalZonelnfo element
(identified by an external zone id, X}, meaning that content contains an ad slot, the client
has to find the relevant media zone to insert in the slot. A relevant media zone is a portion
of a media file whose zone map contains an InternalZonelnfo element with an internal

zone id that matches the external zone id X.
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esbCat egory - ACTI ON GRANTED; esbSubCategory = 0; |ocal Fl ags = 0O;

cachebDuration - {SEC, 0}; valuelList =f paraneter - name - "E

ddi ngl nformation"; val ueList{ paraneter - { nanme - "Price"; long price -

33; 1 paraneter =1 name = "NotlnSanmeCont ent Sessno | ong npti nsanesessi on -
0; [00469] Where, "price" is the price the ad is bidding to be played, where
I f the value of "Not InSarrieContentSession” is 1, the ad wll be selected

for only one slot of a given piece of content. [00470] The ad sel ection
nmodul e will typically pick the ad that bi ds the nbst. However, as

pr evi ouShsssd! £28 8Ly R08, S1R0GATEN: L0RFAOEROBICIS: ﬁmxgbﬁgen i f an ad

wth a ags 1s not the highest bidding ad, it
will stirklevggeinedialzend @dnevief the Iumgh@ns paydadgvitathe hame pha puticpPirederred. | f

two or gg‘ic lr?gsser\%ggoxptecﬁl Ogv(iiés C{CQ&‘}}JQIC] gnhxgﬁtte ﬁtaﬁ%ﬁﬂ%)aﬂﬁgmgs&w will be

sel ecte
ad matching service or technology to find the relevant media zone. For example, a piece

of content could specify this information in its header.

[60456]  As shown in FIG. 18, in one embodiment the inputs to the ad matching
module 1802 are the content’s filename and the zone id to be resolved. The output is an
identification of the ad that was selected (e.g., a filename, URL, etc.). In a preferred
embodiment, an ad matching process such as that shown in FIG. 19 is used. As shown in
FIG. 19, the client may first update the user information, if necessary (1902). The client
then extracts the content requirements for that ad slot (1904), and ads that do not match
those requirements are excluded from the auction (1906). Next, all suitable ads bid for the
siot (1908), and the client picks the highest bidding ad and returns the path of the ad and

optionally other information as well (1910).

[00457]  In one embodiment, some or all of the following data is used for ad matching
(for the content as well as for the ads): media zone information (mZON); ad matching

technology information (tZON); and/or license and content id(s).

[00458]  If any of these elements are stripped out of the content, the ad matching
module returns an error. In one embodiment, each of these elements, except for the
content id(s), contains a signature. If signature verification fails, an error is reported to

the dynamic media zone module layer, and the content is preferably not rendered.

[60459]  As previously indicated, in one embodiment the ad matching module
retrieves a license associated with the content and executes the

Control. Actions.GetReq.Perform routine to get the content provider’s requirement for the
ad slot. [n one embodiment, the content control has an input parameter:
DRMEngine/Action/Parameters/SlotNumber, which is an integer object that contains the
slot number (0 based-index). In one embodiment, the requirements are returned in the
following ESB:
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[00471] I n one enbodinent, if no ad has been found for a slot, the ad.

mat chi ng nodul e returns an error and the application stops any further

pl ayback of the presentation. In some enbodi nents, certain default ads are
packaged with the content or provided with the client to ensure that this
error is not encountered. 100472] 1 n sonme enbodi nents, the content provider
can depl oy the sane piece of content for paid subscriptions, where it is
shown without ads, and for an ad supported service, where it is shown with
ads. This can be inplenented by, for exanple, marking the ad zones as

| NSERTEB;—that—way,—they—w-t+—onty e rendered i there s a NO_SKI P

obl i gatjicen; for them The content itemis control checks for the existence of
a paid|subscri 19 , using link objects and/or by retrievihg objects
froma datab&gg gfgthe ‘user doesn't have a paid subscription (e.g., as
evi denced byabhawu§®nf81ka¢®J@ﬁMﬂEValld subscription link), the content

item s |control hurns an ESB (an exanpl e of which is shown be|OAD
i ndi catii ng tha? EGH %one cannot be skipped. paraneter = name £ "Oblige
ons"; val uel llbsélrizds pavaneter = nanme - "Medi aZones"; valuelaistil
val ueLiist = | on [mra%%g_:{ 01; ol ong zonetype - 0; // NO_SKIP Iong zoneflags
- 0; [GO473]I€ wever, the user has a paid subscription, the control will
not retiurn Slﬁahd@LLSL =

parameter = |

name = "Reguirements";

valuelList = {

parameter = {

name = "Prefer”;

string prefer = "KidCo:;Toys";
}
parameter = {

name = "Exclude";

string exclude = “Violence;Mature™;
1
parameter =

name = "Minimuam";

long minimum = 33;

}

[ DMZ and DRM cbhligations / callbacks |

[00460]  “Exclude” is an optional, semicolon-separated string that contains the tags

that the content provider does not want to have associated with its content. In this
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an obligation and the user will not have to view the ad, so ad-matching
need not occur. 1004741l n one enbodi nent, two obligations are used to
record that an ad has been played. These obligations are returned by the
content item s control in an ESE, an exanple of which is shown bel ow
paranmeter - { nane - "Ooligations"; val uelList = paraneter - ; nanme -

"Medi aZones"; valuellist = 1 valueList - { long zoneid - 101; | ong zonetype

= 0; long zoneinfo = 1,
particular example, Kid Co. does not want to have adult or violent ads shown in its

content. Even if a violent ad has the highest bid for the slot, it will not be shown.

[00461]  “Prefer” is an optional, semi-colon separated string that contains tags that the
content provider prefers. In this particular example, content provider Kid Co. wants Kid
Co. ads to be shown, even if the Kid Co. ad does not bid the most. For example, if Shoe
Co. ad bids 45, Kid Co. ad-1 bids 20, and Kid Co. ad-2, Kid Co. ad-2 will be shown. I no
Kid Co. ad participates in the bidding then another ad is shown.

[00462]  “Minimum” is an optional string that can specify the minimum revenue the
content provider wants from a particular piece of content or slot. The value of this object

is the minimum bid for that slot.

[00463]  Once the content requirements are extracted, ads that are not excluded take
part in the auction. The “Exclude” tags will be compared against the tags contained in the
ad. If one or more excluded tags appear in the tags entry of the ad’s InternalZonelnfo,

the ad will be excluded from the auction.

[00464]  In preferred embodiments, the ad controt is responsible for bidding. As
indicated above, pre-selected ads take part in the auction. The bidding price depends on
the ad provider’s preferences. In one embodiment, the ad provider can base the bidding

price on multiple variables, including, for example:

[00465]  User personal data, such as links or user attributes (e.g., such as those that

might be stored in the DRM engine’s secure database).

[60466]  Context, such as time of day, date, location, etc. (e.g., pay more as we get

closer to a certain date and nothing after that date}.

[00467]  Other information, such as usage information (e.g., pay x for the first

rendering, v for the second. efc.).



1 1 parameter = name = "urnru:obligation:nmeter-play-duration”; valuelist
string namespace = "urn:u:organization:u "; string logicalid ="
cid:contentid: 0001"; 1004751The zoneinfo flag is set to METER which neans
that if there is a netering obligation for this content, the application
logs a netering event when this zone has been played. In this exanple,
there is an obligation for metering (i.e., the paraneter named "urn

obl i gation: meter-play-duration"), so once the zone 101 is played
§u$cessfully, the application will log that event, as well as ad matching

i nform ring, f [ data to the
Diviz Iogk@%&s éfeégcm“ IS%bR?@dgﬁ FR%Pa o@gggggﬁkggnggﬁﬁ@bﬁg exanpl e of
the typerieé arﬁd*eﬁ@:hﬁt&dhdﬁilhwmmﬁs}ﬁ.an be netered is shown bel ow
<Athtch|ngThfornat|on>

<Cont en
<B|dSurqggy> <Ad> <|d>urn B: acne: 00000009 ad: 00000007</Id>

<Pri cex40</ Price> <T|ne>2009 11-4T19: 49: 13.986 QUI</ Ti ne> </ Ad> <Ad>
globalFliags = 0:

i d="0"

esbCategory = ACTICN GRANTED;
esbSubCategory = 07

localFlags = 0;

cacheDuration = {SEC, 0};
valueList = {
parameter = {
name = "BiddingInformation";

valuelist = |
parameter = {
name = "Price";
leng price = 33}
;i
parameter = {
name = "NotInSameContentSession™:

long notinsamesession = O

IS,

[00469]  Where, “price” is the price the ad is bidding to be played, where if the value

of “NotInSameContentSession” is 1, the ad will be selected for only one slot of a

given piece of content.

[004706]  The ad selection module will typically pick the ad that bids the most.
However, as previously indicated, in one embodiment one exception is that even ifan ad
with a tag that matches the “Prefer” tags is not the highest bidding ad, it will still get
selected over a higher paying ad that is not preferred. If two or more ads are preferred,

the highest bidding ad among them will be selected.
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<| d>ur n: 2Bacne: 00000009: ad: 00000006</ 1 d> <Pri ce>45</ Pri ce>

<Ti me>2009-11-4T19: 49: 14. 48 GMI</ Ti me> </ Ad> </ Bi dSummaxy> <Sel ec
t edAd>
<| d>ur n: B: acne: 00000009: ad: 00000006</ i d> <Price>41</Pricg> </ Sel ect edAd>

</Slot> <Slot id="1" <Bi dSummary> <Ad>
<| d>ur n: B: acne: 00000009: ad: 00000007</1d> <Pri ce>40</Pri ce>

<Ti me>2009-11-4T19:49: 14. 111 GUIT</ Ti me> </ Ad> </ Bi dSummary> <Sel e
ct edAd>
<| d>ur n: B: acne: 00000009: ad: 00000007</id> <Pri ce>40</ Pri ce>>/ </ Sel ect edAd>

</ Sl ot >
[00471]  In one embodiment, if no ad has been found for a slot, the ad matching
module returns an error and the application stops any further playback of the
presentation. In some embodiments, certain default ads are packaged with the content or

provided with the client to ensure that this error is not encountered.

[00472]  In some embodiments, the content provider can deploy the same piece of
content for paid subscriptions, where it is shown without ads, and for an ad supported
service, where it is shown with ads. This can be implemented by, for example, marking
the ad zones as INSERTED, that way, they will only be rendered if there is a NO_SKIP
obligation for them. The content item’s control checks for the existence of a paid
subscription (e.g., using link objects and/or by retrieving objects from a database). If the
user doesn’t have a paid subscription (e.g., as evidenced by the user’s lack of a valid
subscription link), the content item’s control returns an ESB (an example of which is

shown below) indicating that the ad zone cannot be skipped.

parameter =
{
name = "Obligations";
valuellst =
{
parameter =
{
name = "MediaZones";
valuelist =
{

valuelList =

I
1

long zoneid = 101;
iong zeonetype = 0; // NO_SKIP
long zoneflags = 0;

[00473]  If, however, the user has a paid subscription, the control will not return such

an obligation and the user will not have o view the ad, so ad-matching need not occur.
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<Bi dCont ext > <User | ds>

<l d>urn:organi zati on: servi ce- proyi der-y: Bpu505er: 1</ | d>
<l d>ern: organi zati on: seryi ce- proyi der-v: 8pususer: 3</1d> </ User | ds>

</ Bi dCont ext > <Per sonal i tyi d>urn: organi zati onBt est pdo: devi ce- maker -

X: 8pusper so: aa08a2</ Personal i tyl d> </ Advat chi ngl nf ormati on> [ 00476] Thi s
exanpl e shows a summary of the ad matching for the piece of content with id
"urn acne: 0000000A: cont ent : 00000033". In this exanple, two slots had to be
tilled. For the first slot, two ads participated in the bid, and "urn

acne: 00 9- 0000 " ag%dﬁésyﬁhts
a|thougﬁﬁﬁ9% tﬁﬁunﬁf %gggwnMQQoBﬁﬁ¥g§§$%ﬁﬂﬁﬁg%§wgﬁP?ﬂof grlce nore than the
second bRséd. bmebeqfohgﬁacmslatesetumtiﬂoy@rﬁ'ecoa@ﬂbéw iseppEl 2t RSB+ bid for the
second sl ot é g me: 0 000009 ad: 00000007"), so it is picked and it
pays it X P%ﬁhﬁ?F%;OWPRe Me exanpl e shown above, the netering data al so
cont ai ns;eoRtext- i nformati on about the auction, such as the fact that two
user nodes were present. It will be appreciated that this illustration
provi des exanpl esrofe whatlemiiierPe netered, and that in other contexts
nmore, lless, or di f#érent™ Fnformation could be collected. In addition,
dependiing on prlvécy |ssu§§ only a subset of the collected infornation
could be sent to an §xferna server. In one enbodinent the netering data is
stored |securely in the nedia phayerosstor DRI VI engine's) database; and
opportuni stically reporteduback +o0 an external server via a secure;channel.
[ 00477];Packagi ng [ 00478]1 n one enbodi nent, a packagi ng script can be used
that tgkes a clear text fl|é&%§”§ﬁ nput and packages it: it can package
content! files as well as ad! fI|6§} For. .exanpl e:

zongid
long zonetype = 0;
long zoneinfo = 1
i
b
3
parameter =
{ ' "
name = "urn:.:ckligation:meter—-play-duratiocn”;

vaiuelist =

{ 3 5 1%
furns.iorganization:., U7
" cidicontentid:0001L";

string namespace
string loglcalld

([

b

1
}

1
f

; ]
[00475]  The zoneinfo flag is set to METER, which means that if there is a metering

obligation for this content, the application logs a metering event when this zone has been
played. In this example, there is an obligation for metering (i.e., the parameter named
“urn:...:obligation:meter-play-duration™), so once the zone 101 is ptayed successfully,
the application will log that event, as well as ad matching information. Ad metering is
performed by appending the metering data to the DMZ logical id (i.e., “logicalld” in the
above example ESB). An example of the type of ad-related data that can be metered 13

shown below:

<pdMatchingInformation> 4
<Content1d>urn:m:acme:OOOOOOOA:content:OOOODO33</ContentIQ>
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Usage: Package.py [options] <input file> <output file> Options: -n,
--hel pshow this hel p nessage and exit -d <dnedescription.xm >,
--dne- <dnedescription. xm > description of the DMZ information -t

<adndescri ption. xm >, --admat chi ng=<adndescri pti on.xm > description of the
ad matching information -1 <license.xm >, 1icensee<license.xm > license to
insert in the file -k <contentid> <contentkey>, --content-key=<contentid>

<cont ent key> content id and content key --anspecify an ad packagi ng
[00479]Accord|ng to this exanple a content flle could be packaged as

fol | ows; 6 3 v v
cont ent 79@1 K fo0: 0001AMABRAS -k 100 0002 ABMAA== TVShow. Hp4
TVShow. m v AW advertisement coul d be packaged as follows: $ python

Package. py -a -d DW{.AdZoneMapoxidooet =Adoddonelvap. xm -1 ad |icense. xn
Ad. np4 |PackagedAd.<mpde>40</Price>
<Time»2009-11-4T16:49:13.986 GMT</Time>

</ Ad>
<Ad>
<Idrurn:..:acme:00000009:ad:00000006</Id>
<Price>»45</Price>
<Time>2009-11-4T19:49:14.48 GMT</Time>
</hd>
</BidSummary>

<SelectedAd>
<Tdrurni.c:acme:20000009:acd:00000006</Id>
<Pricerdl</Price>
</Selectedhd>
</Slot>
<Slot id="1">
<BldSummary>
<Ad>
<Idrurn:..:acme:0000000%9:ad:00000007</1d>
<Pricer>d0</Price>
<Time>»2009-11-4T19:49:14.111 GMT</Time>
</Bd>
</BidSummary>
<SelectedAd>
<Td>urn:..:acme:0000000%:ad:00000007</Td>
<Prigex40</Price>
</SelectedAd>
</3lot>
<BidContext>
<Userlds>
<Idrurn:ocrganlization:service-provider—-v:8pususer:1l</Id>
<Idrurn:organization:service-provider-v:8pususer:3</Id>
</Userlds>
</BidContext>
<PergonalityIdrurn:crganization:testpdc:device-maker—
®:8pusperso:aalBalZ</PersonalityIld>
</AdMatchingInformaticn>

[00476]  This example shows a summary of the ad matching for the piece of content
with id “urn:...:acme:0000000A content:00000033”. In this example, two slots had to be
filted. For the first slot, two ads participated in the bid, and

“urn:...:acme:00000009:ad:00000006” won the auction with a bid of 45 units, although,
in this example, it will pay only one unit of price more than the second best bid of 40

units. Only one ad participated in the bid for the second slot (i.e.,
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[00481] As described in the '543 application, in one enbodiment, dynamc
medi a zone information is contained in an "inZon" atom which is contained
in the udta atomof a video track. An exanple of the input for a content
file is shown bel ow <ZoneMap> <!-- points: array of ZonePoint --> <Points
type="I1soMedi aAccessUnitu> <I-- or |soMedi aByteOfset -->
<ZonePoi nt >289</ ZonePoi nt > </ Poi nt s> <!l -- internal Zones: array of

| nt er nal Zonel nfo --> <l nternal Zones> </ I nternal Zones> <|-- external Zones:
array of External Zonel nf o <Ext er nal Zones> <Ext er nal Zonel nf 0> <! --

oo USE D TP OB SO EPERA ks s
this examphgle shiver shovs, thameexitgdmalklsz onmaing ormgext driformaiioslaboy theo be spl i ced
auction, such as the fact that two user nodes were present. It will be appreciated that this
illustration provides examples of what could be metered, and that in other contexts more,
Jess, or different information could be collected. In addition, depending on privacy issues,
only a subset of the collected information could be sent to an external server. In one
embodiment the metering data is stored securely in the media player’s (or DRM engine’s)

database, and opportunistically reported back to an external server via a secure channel.
[00477]  Packaging

[00478]  In one embodiment, a packaging script can be used that takes a clear text {ile

as an input and packages it: it can package content files as well as ad files. For example:

l Usags: Package.py [options] <input file> <output file>
Options:

-h, —--help show this help message and exit

-d <dmzdescription.zml>», --dmz=<dmzdescription.xml>
description of the DMZ information

-t <admdescripticn.sml>, --admatching=<admdescription.xmls>
dascription of the ad matching information

-1 <license.xml>», --license=<license.zmi>
iicense to insert in the file

-% <contentid> <contentkeyr, —-contfent-ksy=<contentid> <contentkey>
content id and content key

g, ——ad specify an ad packaging |

[00479]  According to this example, a content file could be packaged as follows:

4 python Package.py -& DMZ_ZoneMap.xmi -% Ad ZoneMap.xml -1

content license.xml -k foo:0001 AAARARRAAAAAARARRRARAR=S -k foo:0002
AABBAAADAARAARAARAAALAR== TVShow.mpd TVShow.mlv

[00480]  An advertisement could be packaged as follows:

r$ python Package.py —a -d DMZ_AdZoneMap.xmi -t Ad AdZoneMap.zml -1
ad license.xml Ad.mpd PackagedAd.mpé
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in at access unit 289. [00483] An exanple of the input for an ad is shown
bel ow. <ZoneMap> <!-- points: array of ZonePoint --> <Points

type="I1soMedi aAccessUnitH> <! -- or |soMedi aByteOfset -->

<ZonePoi nt >| </ ZonePoi nt > <ZonePoi nt >-i </ ZonePoi nt > </ Poi nts> <! - -

i nt ernal Zones: array of Internal Zone fo <l nternal Zones> <I nt er nal Zonei nf 0>

<I-- fronPoint: integer --> <FronPoi nt>0</FronPoint> <!-- toPoint: integer
--> <ToPoi nt >| </ ToPoi nt> <!'-- id: integer --> <l1d>101</1d> <!-- attributes:
integer --> <Attributes>1</Attributes> <!-- INSERTED or 1 or 0 --> <!--
Zelvg'd?‘D' %‘lﬁ%ﬁ gok‘sh%}ib%ﬂ}xw{&lg&l lication, in one embodiment, dynamic media
i aDirgest’Al gori t hnrO< dia estAlgorithnm <!-- E O or S 1-->
<! - - nedoabDnfestNa iseontbipedingns™ Zon” atom, which is contained 1n the udta atom of
a video track. An example of the input for a content file is shown below:
<ZoneMap>
<i-- peints: array of ZonePoint -—->
<Points type="IsoMediakccessUnlit"> <l-- or IsoMediaByteOLfizet —->
<ZonePoint>»289</ZonebPoint>
</Points>
<1-— internalfones: array of InternaliZoneinfo —->
<Internallones>
</InternallZones>
<1-- ewternalZones: array of ExternalZonelnfo -->
<Externaliones>
<ExternalZonelnfo>
<lww splicePoint: integer -->
<%plicePolnt»0</SplicePoint>
<l-- id: integer —-->

<Id»101</Td>
</ExternalZonelnfo>
</FxternalZones>
</ZoneMap>

[00482]  In this example, there is one external zone, zone 101, which is to be spliced

in at access unit 289,

[00483]  An example of the input for an ad is shown below:

<ZoneMap>
<l-— points: array of ZonePaint -->
<Points type="IsoMediaAccessUnit"> <i-- or IsoMediaByteOifset —-->

<ZonePoint>1</ZonePoint>
<fonePoint»>-1</ZonePoint>
</Points>

<i-— internalfones: array of InternalZoneinfo —->
<InternalZones>
<InternalZconeInfo>
<l-- fromPeoint: integer -->
<FromPoint>0</FromPoint>
<!—— toPoint: integer —-->
<ToPoint>1</ToPoint>
<!-- id: integer -—->
<Id»101</Id>
<l-- attributes: integer -->
“Attributes>l</Attributes> <!-— TNSERTED ¢r 1 or 0O -->
<{-- mediaDigestAlgorithm: integer -->
<MediaDigestAlgorithm>0</MediaDigesthlgorithm> <!-- NONE
0 or SHAL I -->
<l-- mediaDigestValue: byte array —--=» i
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<|-- meteringTag: string --> <MeteringTag>sone: netring:tag</MeteringTag>

</ I nt er nal Zonel nf o> </ I nternal Zones> <!-- externalZones: array of

Ext er nal Zonei nf o <Ext er nal Zones> </ Ext er nal Zones> </ ZoneMap> [00484] I n one
enbodi ment, ad matching information is contained in a "tZON' atom which is
itself contained inside the udta atomof a video track. [00485[An exanple
input for a content file is shown bel ow. <AdMatchZoneMap> <! --

ext ernal Zones: array of External Zo einfo - <AdMat chExt er nA] Zones>
<AdMat chExt er nal Zonei nf 0> <l d>101</1d> <!-- tags: string -->

<tags>Foo(/tags*_/g;terQELAdURNi%g%%aq;Qscl\ Fextermat-AdURNS
<ext er nal AdMat chi nGCofit I°al RRREprits conft.rol.c admat chi.ng: 001</ ext er nal AdMat ¢
h Co MeTering onE meL Y ttage/MEterikgla
I ngCont r o1URN>, £ / ;g@%%&grna Zonel nf o>

</InternalZones>

<i-- externalZones: array of Externalionelnfo -->

<Externaliones>

</Externaliones>

</ZoneMap>

[00484]  Tn one embodiment, ad matching information is contained in a “tZON” atom,

which is itself contained inside the udta atom of a video track.

[00485]  An example input for a content file is shown below:

<AdMatchzonelMap>
<l-- gxternalZones: array of ExternalZoneinfo =~->
<AdMatchExternalZones>
<AdMatchiExternalZoneInfo>
<Ig>101</Td>
<t-- tags: string -->
<tags>Foo</tags>
<externalAdURN>urn:ad:0001l</external AdURN>

<externalAdMatchingControlURN>urn:control:admatching;G01</externalAdMatc
hingControilRN>
</RdMatchExternallonelnfo>
</AdMatchExternalZones>
</AdMatchZoneMap>

[00486]  An example input for an ad is shown below:

<AdmatchZoneMap>
<1--— internalfones: array of InternalZoneiInfo -->
<hdMatchInternaliones>
<AdMatchInternalZoneinfo>
<Td>101</Td>
<l-- tags: string —->»
<tags>Bar</tags>
</AdMatchInternaiZonelnfo>
</AdMatchInternaliones>
</bdMatchZoneMap>

[00487]  This zone map defines the tags used by the ad matching process to compare

against the “Prefer” and “Exciude” tags.

[00488]  As previously described, in one emboediment DRM controls are used to

perform the actual bidding and matching. In one embodiment, content control byte code
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</ AdMat chExt er nal Zones> </ AdMat chZoneMap> 1004861An exanpl e input for an ad

is shown bel ow. <Admat chZoneMap> <l -- internal Zones: array of
I nt er nal Zonel nf o <AdMat chl nt er nal Zones> <AdMat chl nt er nal Zonei nf 0>
<l d>101</1d> <!I'-- taus: string --> <tags>Bar</tags>

</ AdMat chl nt er nal Zonel nf o> </ AdMat chl nt er nal Zones> </ AdMat chZoneMap>
[ 00487] This zone map defines the tags used by the ad matchi ng process to
conpare agai nst the "Prefer"” and "Exclude" tags. [00488] As previously
described, in one enbodi nent DRM controls are used to performthe actual

bi ddi ng a?lxecr&ot dynaguca 1? generatgﬁb z(ﬂgmnelp Sys?e ecrflten& (Pn%/ Y labg% Gab® ge?
of attributes to customize it. Some examples of attributes include “Prefer”, “Exclude” and
“Minimum”. In one embodiment, an ad control can be generated from a specification of

the ad’s bidding rules. An example of such a specification is shown below:

<Controllescription uid="some:contrel: 000017
<BasePrice>0</BasePrice>
<MaxPricer4l</MaxPrice>
<AttributeConstraints>

<Constraint>
<Path>
../Databases/../PII/TechSavvy
</Path>
<Condition type="Exist"></Condition>
<MetVariaticn»4l</MetVariation>
<NotMetVariation»0</NotMetVariation>
</Constraint>
</AttributeConstraints>
<Restrictions>
<NotinSameContentSession/>
</Restrictionsg>
</Controlbescription>

[00489]  In this example, the base price is 0 units, but if the tech savvy object is
present, the new bid price is 41 units. The element “NotinSameContentSession”
indicates that the ad provider chooses not to show this ad twice in the same piece of

content, if two or more slots are available.

[00490] A more complex example is shown below:

<ControlbDescription uid="scme:control:00001">
<BasePrice>30</BasePrice>
<MaxPrice>l00</MaxPrice>
<AttributeConstralints>
<Constralnt>
<Path>
./Databases/../PII/SportsEnthusiast
</Path>
<Condition type="Exist"></Condition>
<MetVariation>h</MetVariation>
<NotMetVariation»0</NotMetVariation>
</Constraint>
<Constraint>
<Path>
/Databases/../PII/Male
</Path>
<Condltion Type="Exist"></Condition>
<MetVariatlion>5</MetVariation>
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is fixed (not dynami cally generated), although a system back end may be
able to add a set of attributes to custom ze it. Sonme exanples of
attributes include "Prefer”, "Exclude" and "M ninunm'. |In one enbodi nent, an
ad control can be generated froma specification of the ad's bidding rules.
An exanpl e of such a specification is shown bel ow <Control Description
ui d="some: control: 00001" <NasePrice>0</BasePrice> <MaxPrice>41</ MaxPrice>
<AttributeConstraints> <Constraint> <Pat h> c/ Dat abases/ A/ Pl | / TechEavvy
7®£?bh>_<gpndition type-"Exist"></C0ndition> <Met Vari ati on>41<

alt+at-+-eh> tHon=>0<y VEL on>"<X7onstral nt >
</Attr|butern§ ralnﬁsg 5 g?f?|8¥|Qﬁ§¥é<ﬁg?é%%gherntentSeSS|on;>
</Restr|ctlonsgx§5§§ﬂggplEEscrlpt|on> [00489]In this exanple, the base
price iis O units, <buth-if the tech savvy object is present, the new bid
price iis./dd-unidss../fiheseirenenerdiNet | nSar neCont ent Sessi on” i ndi cates that
the ad |provider chooses not to show this ad twice in the sane piece of
content|, if two OFCHOFEIE BYRE-AFE SavAl FEbl e O™

<MetVarlat1on>90</NetVarLatlon>
<NorMetVariation»(</NetMetVariation>
</Constraint>
</ArtributeConstraints>
</Controlbescription> i

[00491]  In this example, the base price is 30 units, and three different constraints alter
the bidding price. Namely, if the user is a sports enthusiast, the ad provider is willing to
pay 5 units more than its current bid price. If the user is a male, the ad provider is willing
to raise its current price by 5 units, but if the user is not a male, it lowers the current price
by 10 units. If the user’s income is on the high side, the ad provider is willing to raise its
price by 90 units; however, a maximum price is set to 100 units, so if the bidding price

exceeds that value, it is set to the maximum price.

[00492]  Example pseudo-code for a control generated from the above control

description is shown below:

currentBidPrice = getCbiect (BasePrice)
variation = O
if objectIsPresent (SportsEnthusiast)
variation = getObjiect{SportsEnthusiast MetVariation)
else
variation = getCbiect (SportsEnthusiast NotMetVariation)
currentBidPrice += variation

if obiectlsPresent (Male)

variation = getObject (Male MetVariation)
elLse

variation = getObject{Male NotMetVariation)
currentBidPrice += variation

if ckjectIsPresent (Highlncome)

variation = getObiect (Highlncome MetVariation)
else

variation = getObject (HighIncome NotMetVariation)
current®idPrice += wvariation

maxPrice = getObject (MaxPrice;
if {currentBidPrice > maxPrice)
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[00490] A nore conpl ex exanple is shown bel ow. <Control Description

ui d="sone: control: 00001" <BasePri ce>30</BasePrice> <MaxPri ce>100</ MaxPri ce>
<AttributeConstraints> <Constraint> <Pat h>

Al Dat abases/ N/ Pl | / Sport sent husi ast </ Pat h> <Condi ti on

type="Exi st"></Condi ti on> <Met Vari ati on>5</ Met Vari ati on>

<Not Met Vari ati on>0</ Not Met Vari ati on> </ Constrai nt> <Constrai nt> <Pat h>

A/ Dat abases/ a/ Pl |/ Mal e </ Pat h> <Connition type="Exist"></Condition>

<Met Vari ati on>5</ Met Vari ati on> <Not Met Va ati on>- 10</ Not Met Vari ati on>

[ currentBidPrice = maxPrice L

[00493]  Although the above example illustrates the use of attribute constraints, it will
be appreciated that other types of constraints couid be used as well (e.g., time and/or link

constraints).

[00494]  In one embodiment, encryption and tagging is only used for content files; ad
files remain clear text; however, licenses are added to (or otherwise associated with) both
the ads and the content files. Content licenses may contain the content provider’s

preferences and rules. Ad ficenses may contain bidding controls.
[00495]  User Profile

[00496]  Bidding controls preferably have access to up-to-date user profile
information. This information can, for example, be stored in a database on the user’s

system (e.g., a secure database of the type described in the “693 application).

[00497]  User profile information can be acquired in a variety of ways. For example,
when the user buys a gaming system, he may also acquire a license that, when executed,
creates a “tech savvy” user profile object. Such licenses may be stored in a special
directory on the user’s system. Licenses may also be downloaded when a user clicks on a
link on a website. As vet another example, if a user subscribes to many travelling TV
shows, the webstore that provides the TV shows could send a license that creates a user
profile object that indicates the user’s interest in travelling. These objects can be deleted
if the user’s behaviour changes. For example, a license whose control deletes an obsolete
object can be pushed to the device. In one embodiment, licenses are signed and the ad

matching module consumes them only if their signature 1s valid.

[00498]  In one embodiment, before ad matching occurs, the ad matching moduie

looks for licenses in the license directory, executes them, and deletes them. This way, the
ad matching process is based on an up-to-date context. The user profile objects created as
a result of executing the licenses are used (e.g., read) by ad matching controls, during the

bidding process.
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</ Constraint> <Constraint> <Path> /0 tabases/m PlI'l/H gnl nconeRange </ Pat h>
<Condi tion type="Exist"></Condition> <Met Vari ati on>90</ Met Vari ati on>

<Not Met Var i at i on>0</ Not Met Vari at 10n> </ Constrai nt >

</ AttributeConstraints> </Control Description> 1004911l n this exanple, the
base price is 30 units, and three different constraints alter the bidding
price. Nanely, if the user is a sports enthusiast, the ad provider is
willing to pay 5 units nore than its current bid price. If the user is a
mal e, the ad provider is willing to raise its current price by 5 units, but

if the IS no I it d ri , kds. If th
user's Hi{g‘@% i gn %nr?%tnﬁ)gdhl eé]l}%’ t}slél gég%%%ﬁg%‘ﬂg?%@?@eg? dib%%fﬁ?f(ﬁ"?eﬁg"%? !(])é rai se i tg
price byws&G sysichsan howbeercessedrime amtighitdesigeeddetthe semoontin#t8e so if the

bi ddi ng pr.i xcee%s hat value, 1.1 |S set to the maxinmum pri ce.
1004921§§gﬂ%ﬁ@iﬁgﬁﬁ é&%%&8m¥8Fg§38%ﬁF&b| generated fromthe above control
description is shown bel ow currentBidPrice = getCbject(BaseP ce) variation
- 0 i f qbys6t | s Pr esem{cSport.sEnahmgichi klign obtinisoyer-information from the
get Obj ect ( Sport nthn%iqa%. tvariation) ek varlati

- 3 10,18 : 185ERL @ that
- +get OpjEct W 18 B a%.aéN%Kﬁ?ﬁﬁﬁ%af?EF.6n%’8uFH2%té%HSF?c% += variation
i f obj eahfoskaesantiéiMuhied an accurate user profile (metadata). Alternatively, or in

addition, if the client is intelligent enough to compute an accurate user profile, the round

trip from the client to server and back is not necessary. In both examples, the user’s

profile is stored as objects in the client’s local database. In other embodiments, the user

profile information could be stored in another form, as discussed in more detail below.

[00501]  One way to make user profile information available to a bidding control is to
implement one or more host function(s) to provide this information. For example, a
function called “System.Host.GetUserlnformation” could be defined that is similar to the
virtual machine function “System.Host.GetObject” described in the ‘693 application. The
main input parameter is the name of the attribute the control wants to query,
“TechSavvy” for instance. The output is the value of the object if it is present, or an error
if this object is not available or if an error occurred. The value of the object could

represent a weighting (e.g., an indication of how sure the system is}.
[60502]  In one embodiment, such a function has the following inputs:

[006503]  Top of stack:

Name

ReturnBuffer

ReturnBufferSize

[00504]  Where “Name” is the address of a null-terminated string containing the name

of the requested object, “ReturnBuffer” is the address of a memory buffer where the
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variation = getObject(Male MetVariation) else variation = '

Not Met Vari ation) currentBidPrice += var?ation | f getcoject (Wale
obj ecti sPresent (H ghl ncome) variation = getQoject (H ghlncome MetVariation)
el se variation - getCObject(H gnlncome NotMetVariation) currentBidPr'ce n¥
variation nmaxPriceget Cbj ect (MaxPrice) if (currentEidPrice > maxPrice)
current Ei dPricemaxPrice [00493] Al t hough the above exanple illustrates the
use of attribute constraints, it will be appreciated that other types of
constraints could be used as well (e.g., tine and/or link constraints).

[ 0049411 n, one enbodi.nent , encryRnt. ang 1:0g 1b Sy r content
fi|es;_§am?P?8§g55ﬁQ ol %%Fgfégtkgﬁbmev§$§g ﬁggﬁgggqgkéﬁgﬁggg&go (or o
ot her wi sig: aasiadiyas efthaintdmorpbsfertwieratis valud of the obisat iein b 3tped.  Cont ent

:!censes may contain the content provider's preferences and rules. Ad
| Cens 6'196’%%1 co rt; gﬁenembdoggrﬁ&@, S%g&Hﬁbﬁ.GetUser]nformation has the following

output:
Top of stack:
Typeld I

Size |

[00506]  Where “Typeld” is an object type id or negative error code if the call failed,
and “Size” is a 32-bit integer indicating the size in bytes of the data returned in the buffer
supplied by the caller, or the size required if the caller provided a buffer that was too
small. If the requested object does not exist, the error returned is
ERROR NO SUCH_ITEM. If the buffer supplied for the return value is too small, the
error returned is ERROR_INSUFFICIENT SPACE. Other error codes may also be

returned.

[60507]  Another example of a function that could be defined for enabling a bidding
control to access user profile information is “System.Host.IsUser”. This function could be
used by a control to check for the existence of a user metadata entry. In one embodiment,
the main input parameter is the name of the metadata that the control wants to confirm
exists. The output is an integer value: zero if the object is present, or a negative error
code if it is not. In one embodiment, System.Host.JsUser accepts the name of the
requested object as an input (e.g., in the form of an address of a null terminated string),

and returns an integer value result code as described above.
[00508] PERSONAL AGENT

[60509]  The function of a personal agent (“PA™) ina media distribution environment
is described below, where content is distributed in a variety of ways through multiple

services and mechanisms, and where rights to access media are automatically paid for by
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[ 004951User Profile [00496]Bi dding controls preferably have access to
up-to-date user profile information. This information can, for exanple, be
stored in a database on the user's system (e.g., a secure database of the
type described in the '693 application). 1004971User profile information
can be acquired in a variety of ways. For exanple, when the user buys a
gam ng system he may al so acquire a license that, when executed, creates a
"tech savvy" user profi | e object. Such licenses may be stored in a speci al
directory on the user's system Li censes may al so be downl oaded when a user
clicks on a.link ntsubscri bes
to many afiY%Séa’ﬁ ‘i‘v}ﬁ%papj\}”gﬁm% lgr?cteﬁ?t\%gé?t%?gjggﬁgﬁr%}?g‘gﬂfﬁid gtdﬁgn'?'é\i/ﬁés hows coul d
send a |ate£>ﬁé'k$@d bhamsenaaes ae wEady pnofi toehacybp@”tﬁtm athEutas e E“éffré%s the user's
interest in veII|n The bects e user's

behavi od? P@Iﬁ &gibo éﬁ’% &Eﬁ%ﬁe%ngiqnsggﬁggo%hdgg%c%%td pés {dag%gf es an obsol ete
obj ect Gandibe, W§f&&>d) 111@oxﬁjbﬁctﬂewmlenedmvmwersembmhdr‘mrﬁtconNWnE‘ésp%r e signed
and the ad rratchl ng dul.e cons them onl ure is valid.

[ 00498] IPRkEh e EHBRTT WSH?“‘SW&%@ F'ng %c%ﬁ%gﬁs%%&{ zgg)@%at chi ng nodul e
| ooks f%ml,dlﬁ%}'él%ﬁclhgtﬂef&@nidn&e@@ersdmai aad at\ynonmetamasdatm’émth@hmeféiel et es

them This way, the ad nmtchi ng, proces d cont ext .
The userof ghagonieat pgy Wt d he P Asends %en%{nﬁzaiiﬂf mﬁfm]égboélu ‘?ﬁgwi"%e"g%; genses are
used ( e. tg aﬁru@t@@g%a@th%Qse%E&md@ ©eRbktehtSrowdduri Tig: ﬂsdﬂﬁedb hetdieng thgr ocess.
[ 00499] I n one enbodi nent, "t he user rofllelnf obj ect s)

stored cmtlt)m@flﬁhfemef%m@%?’@ﬁﬁhé&ﬁm&’m‘?%’é PREESE tth/"p%P %1gﬁfugtefi that is
si gned b}%gg%%ﬁfﬁﬁw%%r f¥ cRSribdMBusORbYiat siRahignert@drblectidshus ensuring its

privacy one enbodi nent, the ad matchi ng client obtains user
information fromthe server side. The cli 1'})85 ro orltﬁdthe user's

re
acti ons: [00H]serd BA o&h framas o6 2boyhp UFRATPIE Do & 0&@?%?‘&??1%10 1 8ccur at e

USer pr of 1€ (TP A5 wAkleBraativel hat @iy Adelaht 0. o bftohath | ent s
intelligent enough to conpute an accurate user prof he round trip from

the cli emomme@damréﬁmt ﬁmstb*ééh@ ysgr" hferadt £ 48 47540 1 ‘6‘6]?‘1’1“ E’S‘(Vé% es, the
user's pf 9%;11 W& 45& %ﬁ%ﬁl ﬁ%ﬁ&%&%%@&é B 1y @Atalss helpant uaatiabass. | n

ot her ent e user profile information could be stored in another
form asinttirsmtion&k.i sslenbyady, depagh sasil BeiWo[sD501] One way to make user
profile information available to a bidding control is to inplenent one or

mor e hos@ ?{e\mhg %&t‘ﬁ‘é’%%“ A8ob el HRQRAIBE heDserSafterN@BPAE, a function

call ed erIn ornmati on" coul d be deflnedtha{? simlar to
the vi rtamlenmchlmélahlﬁnwsacﬁnch Byisthe ad Yardst Wetbbaopj i to PAE&FS é&“el n the ' 693

appl i cati on Qesge he pllggén?inlg @&iibtt C%ﬁ%{g@%ﬁq@éts kSt RgermanEusef wilh@sotehefittune t he

control query; I nstance. The out put i s the val ue
of the objeamtg adfvemsememmhetwmmorezyrelea:nnteﬁl}ddhe P@ﬂtﬁtfﬁipéovéﬁ?f BerelfsdT{Bt  avai | abl e

or if an error .qccur forg\avm %ev&; rp%&famt?{a@e&lgtﬁgﬁs &gwgﬁdr;@@(r; bna

wei ght i n§SHRE 59 ME® FRYFE5E M6 of ' how sure the systemis). [00502]1n one
enbodi nerfith thél€bongent. Uhat,iadh. iasndtives ﬂmawwdar@mnﬁgmqu@%@r%ﬁ of stack:

certain type of sedan can browse the Internet to scarch for advertisers who are selling a
similar product, and who can target an ad to that specific interest. Other data about a user
could be used to find more precise matches or sclect parameters in the ad presentation
that can better suit the user’s background and interests (e.g., certain variations of the ad
could be selected by gender). If a PA knows a lot about a user, it can do a better job of
finding ads that are relevant, and even find “long tail” ads that are meant to appeal to a
relatively small audience. Thus, instead of searching for things on the Internet, ads for

those things can find the user automatically, and viewing those ads can fund the viewing
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Ret ur nBuf f er Si ze [ 00504] Where "Nane" is the address of a null-term nated
string containing the nane of the requested object, "RetunBuffer" is the
address of a nmenory buffer where the value of the object is to be stored,
and -ReturnBufferSize" is a 32-bit integer indicating the size in bytes of
the menory buffer where the value of the object is to be stored. [00505]1In
one enbodi nent, System|-1lost. GetUserinformati on has the foll ow ng output:
Top of stack: Typeld Size [00506] Wiere "Typeld" is an object type id or
negative error code if the call failed, and "Size" is a 32-bit integer

indicating the, sjze.i tes of th j er supplied by
t he cal Iog&,e B ’i%@orétlerz:i-ép %é)avﬁiarr]eﬁmiv S'Sﬁéﬁec%ﬁ@éﬁg?%é\y?lggQR%REE%%_er t hat was

t 00 smaldifectivie th BévearegUBIFaticohirag thdbgsr Rowl, lingt of Videe demopstrating ur ned i s
ERROR_NO_SUCHUT If the buffer su Led f.or return value is too
smal |, t‘FFeV'@P?So?%%WﬂF%BMiY ‘g f?%%@%ﬁnél‘ﬁ@%ﬁ .Lé}a%%@rtﬂgsrer or codes
may al sayikRearé ebdif AedaklO@RBTchABGLhlor @ xatipl ercdficta function that coul d be
defined for enabling a bidding control to access user profile information

is "Syst st.lsUser". This function coul e to check
for the @@”?‘fené’éo%‘?e b‘lﬁ%@?mh@e‘fsgﬁfs;\?%{s%%f i g?a% ac%%%gg) %H%ﬁ%%t@ %SB%%e mai n

i nput  papRABLN, be it Werkedsrh®fliset, behaves adatay thhader plescribentand peneeadlys t o
confirmexists. The output is an integer val ue: ro if the object is

pr esent ,40§¢ n¢f ngedierte @3&0%?‘“%}88% abqut e ysgr StIi’S‘tﬁ.iczﬁﬁ‘ g‘ﬁeep eésf%‘%%gr%@rftg ,

Syst em HggfpRUs e s8eC@PhS of e ffRwEn@f the requested object as an input
(e.g., in the formof an address of a null termnated string), and returns

an integer value result code as descfi bed above. .1005081 PERS AGENT
[ 00509] TRESKnct 5 sallest the Lﬁ%rs%%%]nalalaé)ﬁpat( oy VRrOUS s%((jf:saangis q[%r\lﬁ%t

ution
envi r oNMBfmation in encrypted form where it is accessible on a variety of different devices only

by the personal agent and the user;

{060514] « survey and categorize this personal information to characterize the user’s
interests and habits, providing personal metadata scores that are useful in matching media

objects to the user’s interests;

[00515] « search the Internet for the user, incognito, to make recommendations on

media (e.g., music, video, articles, e-books, etc.) that the user might like;

[66516] « search, incognito, for advertisements for products and services that the

user most likely will appreciate;

[00517]  When a media presentation (video, program guide, etc.) wants to show the
user an advertisement, the personal agent will select the advertisement that pays the most
for the content the user wants to watch, based on the best match between the user’s
interests and attributes, the interests and attributes that the advertiser is targeting, the
characteristics of the content the user is watching, the media rendering environment (e.g.,
where the user is, time of day, device the user is using, etc.), the number of times the user

has viewed this or similar ads, and/or the like.
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is described bel ow, where content is distributed in a variety of ways
through nultiple services and nechani sns, and where rights to access nedi a
are automatically paid for by advertisers who pay premumprices to the
content provider when specific advertisenments are viewed by consuners who
are reliably known to have certain attributes and interests. In preferred
enbodi nents. the PA functions on various devices (e.g., PCs, tablets,
handsets, TVs, etc.) in conjunction with media viewers operated by a
consuner. The PA nmakes sel ections of advertisenents for that consuner in
real ti sed, on | pc i el [WaTo B¢ WaRlonS per sonal
and enviﬁ%ﬁgﬁnt ipe%?%132%%1%%‘#%%%%%2{%@ ?]}t{(ﬁg]% ut@ﬁeS Acag?l_]fsgdr%ta provider. The PA
sends am@my @ifzeehtidadiossmatd afelatedistritatt xivepaeaEETTRUIPH IV FIPESt ed

cl eari nghouse specified by .t con t.cprovider. The isolated nature of the
act i ons%ﬁ’f"c‘?sh‘%heg%ﬁ%rh% usﬁéé?{g,ﬁe‘t‘ﬁ%‘éggﬂ’gﬁgm zation process, and the open and
trusted information policies of the clearinghouse provide substanti al
privacy [psIvEct drile tAOAGAGRPageA warhs fasapwr kenklbt itabyr prafegabdy 21 hr ough t he
user's qnline interactions . ' Rl ghest

adverti sifst Wﬁ?eri tha ?Nﬂﬁfe)s/p ercg{}]’g\i}ge?;{g l}gggs%gggvﬁ%] %%rg{e?%gﬁel yofglggmrepd cont ent
that suigrsvitdiandigRradsertind: esesifisalliPAs: reaxndagehipsefoiabhioutteratiengeio reveal

the user's personal infor ion to anyon : : Lpst he user
Shar e ¢ ingRhPoRrENGiF L g eedar Sl Vagr Aol g R RSy |
1005111A,RAsksAAl hiQWs thoads Olithabatieatingiher inbamatian ©RdvéTdsas6r'& interests to

Doy ot by HS<pr o PRGBS LEnET R Rl RS et M e Pret " 1O
user. The, USer. b droddis hehanafiict s ity bewisngnadueadieszmmaiis athat are nore
rel evant, and t'he content pr O‘Vll oéer .benef |_tk§ far Og@%%ﬁ%@%@%&i LDPpre for _
havi ng treperatescaiedvaing Prde I eiuh e mdr s pedel T Y Eoh] GRction with their

content. ThuSe.s i@ aRAuLRAL TROSdr&RE dcb@tprétettS Ble doftehr usidads harestsrifyor mat i on on
a certain pe of sedan can browse the Internet to get%?ralgr:?h.for advertisers

who are sbiclingtpeadwiriiement Hrigianzes hcPidsy Vet her gl BV IHE-P8Y Fhat

speci f i CulNGE &N avidd AR mBAhbnaP AU Ackis in@OUatls D pusiad clinri nd avor e

preci se nmatches or select paraneters in the ad presentation that can better
suit t hefasird @rbmcklyertenrsl ovan@thicrs: escheyiag pdvegtisemertsibat Aegrads BEIBHE of t he
ad could elected. gender). If a PA knows a | ot about a user, it can
do a bet ?Qtﬁe?%tengﬁan%%icgcg ads that are relevant, and even find "long tail"”
ads that are neant to appeal to a relatjvely small ggigl encl%. Thus, instead
of sear c[0820]f or Parsrinalpecotd cthdo mapephet thingy A YRESHILEO M TgS*an find the
user automatical.l Y. ; LRV DG LANSE (AESane Blfofnbfidn biketheh enlvg it,of t he
user's f?ﬁ%ﬁ‘tls? %@egﬁ%&g&?ﬁ:ﬁ‘u&ﬁes' Wilg a conpany nmay not find it cost
ef f ect i veattgoriaditearthiseiti ansl rppaoidtitet thel user fgusehid f@oder  Bowl , plenty of video
denonstrating the virtues of the product may be al ready avail abl e and woul d
be appreciabed by.fho Qe (ABOYn JuBriTk R okl dewibai oM web buy it or a
simlar E¢(§gﬁct .VTOégeslﬁ%%&énegﬁenbodi r%lntr@a user's personal agent has
access t eppiketiamsen wWeypdnisgsneriatei laree emawitos! infupatien farkey r¥Mallhe user,

behaves the. t he. use i nek dlithbndeesdiets, fred to tell
anybody &HVY Kogbea%g&e' F%Iggxggﬂc’ g%@?l%(}g%%? The ;I)ler,so_nél “agent is al so
abl e to dewasitieg sitesadrbdiofard bhemfanidsdwinkgin § beoysiecinfarmatioser ' s

personal .information from vari S : 8ol Diddind MuabBEEON i N
encr ypt edl“cf['ifﬁ’?ﬁ WtB'Fyed“idtbolmém%{c%ggéﬁhbqq{e&agﬁﬁ%%%? ?gt%%f ditter en{é%devi ces
only by thenaevisenad repgent. Mant of hés wsmtered 006 4a] 2@y wreific a#ae eati€gori ze this

personal information tq characterize.th r.. ' apits,
provi di ng"per & ﬁ%@evhcﬁf'glagpﬁe@ﬁ%(ﬁlggmt fhse %gérjl@a?ﬁgeg}j 8?%?%@%%ﬁ%ﬂgﬁgedl a
obj ect's tigrothRicdSEIt aSsoichiphsye $itts the[ 305 &lvastegr ©he heaknsadeoters §¢r t he user,

incognito, to make recomrendati ons on nedia (e.g., nusic, video, articles,
e- books, reoEmendptidnst he user might |ike;
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[ 00516] search, incognito, for advertisenents for products and services
that the user nost likely will appreciate: [00517] When a nedi a presentation
(video, programguide, etc.) wants to show the user an advertisenent, the
personal agent will select the advertisenent that pays the nost for the
content the user wants to watch, based on the best match between the user's
interests and attributes, the interests and attributes that the advertiser
is targeting, the characteristics of the content the user is watching, the
medi a rendering environnent (e.g., where the user is, tine of day, device

t he user 1 si pg.,.etc, : r t] hasmMicawesgh t hi s or
simlar [%@,zluan o (f%oec)cfislli[g% uggf%@@l%’]%‘ﬁetb gﬁ%%ﬂg? Hitggnlt" can have

Vi si bi | ictherd, it olithel asent,5n aptdfores earhodidens toninfmptien SrereAabY 8vi ces, and
safely redistrib teyogrm%er%gdrle%!ﬁ f nformati on to various devices where it
can be FREEANH 88 ARPTLEET S BERSTI't. [ 00519] Whi | e the personal agent works
for your benefit, it is also preferably an "honest broker" that wll
respect [p#ER3psensseicnbed gxtvs, asodihdntadf thheysiontsend steshags dexEb&ont ent

provi der, and the advertiser £ . : 5 erably

pr ot ect LS %‘iyergl\{? L g%q~%a§g§83gf§%n§gﬁ%g Ug’ggb? ﬁg‘tsd Qfaﬁ?%m?rg%gd eg\%gﬁ{ or
overly apnayé g coandt tat @heme. Phérudentbedinmmbraes desigind ihmpant liGiEnth ads

wi t hout reveali that information,to-adverti , dy, except in
an anony‘?ﬁyztéglsgﬂ’g‘tetardgwﬁ ¢ XY %1%%518‘26}5{3%%‘%?1&@ %%%?ﬁ (%)ﬂ@ﬂgg&ear The

per sonal i ag@it tetinfue tnsa inbikeafdy ed-tlosePreteried ebedireniyprendumcangvehat
advertisenents are progerl y presented. usi gg l%\%fniv!fheﬂeiipifs%éﬁqhi on to match
agai nst PREMMEHVEF {9 REPCIRASAIUETING Rt BYEPTEELY P an uction. The per sonal
agent Prakeshe a%&ﬂ&d&@@bﬁga&ssmnwhé Eimpirfer Tuvar eev]ti@sbg/}aestem~céa@timpgseﬁ e _
he. contantenphisnpei 46 oSt Vagngy e buov B SR S uBe i 81y Siher
criteria,sych as favoring certain advertisers over others, eschew ng

advertisenents that degrade the image of the content provider, etc.

[ 00520] Per sonal agents can _do mapy of her things. As s est. above, they
can roani045iler 'Rscigedd @B@Odéﬁa‘“ﬁ?@%w l‘jﬁmﬁ@%?@i Cogie&t Plé)lvéd\gg%tesél&ﬁgor mation and

then a“a!e%ﬁgéa{vicm\@mrdfzﬁgétéd aBeaRingeln decordmetevapaurtfcied t 0 the user in
useful forms. [00521] People interact thro gh their co tefr personal
k{ 9 gﬂg‘ﬁ’

devi ces, erbralimestss. spinicaiaWisn §a1 HORRFS SIRALCRORERLP RS NES of

| nf or mat {%1%9 & bah & hey SnRnRIFIG. 8Onsk defw @ 116, R0 ateerrovianpl e, peopl e
have acc un?s W t onF

Ine retailers, social 1?etvvorcr(ié)qr;,g sites, credit card
conpani esgishaniigh 2 clarieigionscolA 090, HE-oWERHY VER TGP AR oo AdPHGERRst ory and
bookmar kg, e o ATcohRIAY R b BIAERS shislck ghelhadhalik featgot ten when

P ch of |

devi ces &feFepl'aced. M S re-entered tine and again on the sane
devi ce apshviler atnliben phekigedts contanidRB0BnbO diSiRIAN AN RABEPOETHA D 38‘@‘% not only

protects al | of that JnfiQlabdPiks cRibedl SR EMPhO¥Ber df all AlolNiMFRM S

advant ag&*S MR G maEe sel’ections and recommendati ons.

bids from advertisers, etc. The content can then be distributed in any way suitable manner
(2006), including, without limitation:

[00325]  (a) Using any content delivery service on the web, including download,

progressive download, multicast, streaming, etc., using any download manager

[00526]  (b) Using physical media (e.g., DVDs, CDs, memory cards, USB dongles,

flash memory, hard disk drives, etc.)

[60527]  (c) Via data broadcasting
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1005221Whi |l e, on occasion, a user nmay choose to share sone of that
information with others, in alimted context, in a preferred enbodi nent,
the information is treated by the personal agent as private and
confidential. [00523] As described above, enbodi nents of the systens and
met hods descri bed herein can | ower the cost of ad-based content
distribution while maxi m zing the ad-based revenue that content can
generate. Preferred enbodi ments are designed to be an efficient way to

di stribute ad-based content, capable of |everaging both current and future

ad tar g?(#(ﬁgg]n &Q%qﬁfﬁ shart}m oH LA S el Wi @ hrRn R Sheaktrfd€I9TRErggMbOdI Ment s

provi de cons Mers to participate, protecting their
infornammmmcguem.mhlle it is used in a matching and bi ddi ng process on the
consuner's own devices The burden inposed on content distribution itself

is ver ylﬂll’@giregﬂ gt ralh {hlé%H)% Ao pod of distribution can be used.

1005241 I rren ow virtually any content provider to easily
| everage a rich network of targeted advertising. In_accordance with
pr ef er r ¢803podiOmenths comicnichtishibutsin@e cerentiASHe sanasitipek gt REFtcont ent by

I b foll h i h
R e e e G P e T S

usi ng ab&&tgﬁatmthanda@mw%md& fatupadlﬁ@agutﬁgl cpjses 4Pfon (2002), or
contracts with a packagl ng service (not shown). The content provider can

then paﬁﬁﬁ#ﬁy tsfh n&t? (g\/%(geqz&n alSo Uoséj@'sﬂgrc‘fi‘@y%m&gteﬁf ocess in which

the con mner PHut or specifies cholces such as the nunber of ad
sl ot s, rﬂmnhmmsbwlﬂsadﬁmm inchosten} swkasangs %)1‘ itthée boviekRcfesd t hen be

i St DL BN O R ARGy TBU0RL(20R0kn chnGkHE RG et hou

limtati g any con l1Tvery service on the web,
i ncl udi rtgstﬂsmisqade pgid @gﬂceﬁma}!@ ouomhoamten'rmrcmlctragtroyaétnqse%rﬁhmgmt@i c., using

any downl oa, mana ) ical nedia (e.g., DVDs, CDs
menory d4PY erc@% ‘H’d‘ﬁ{;& %y}”‘l(‘%t dﬁgﬁ!&t& )ard di sk drives, etc.) 1005271(c)

Vi a data broadcasting [00528](d) Via P2P sharing on soci aI net wor ks,
torrent S[{)()smakéﬂ’mabﬁtﬁnﬁlﬁﬁ‘adrdés,COU@B’KW}}ED?&EDIE3“34.%5@9@(1@93’@5@%“@ﬁe all of the

above, and/ or &IQe%ﬁ'&F %so%qggc catnhe%ercl: BO [t:)aciﬂggéd s h %L;S AL eRat LfgnaRt ent

owner carr§htofsly
and install a player or plug-in specifically for its content.

[00533]  When the content is played, a number of mechanisms can be used to assure
that the playback event generates the greatest amount of compensation for the content
provider. For example, in preferred embodiments the player scans the local device
environment for ads or ad references that will pay the most when the ad is inserted into
one of the ad slots in the content. These Ads can come from a variety of sources that the
user interacts with. These can include web sites, push services, and ad scanning
applications that arrange to share benefits with the device maker or the consumer. Many
independent services compete to both deliver ads and bid on their placement in content,
The content provider need not worry about arranging for these ads or selecting the
business model used for ad delivery, but can specify minimum payoffs, and can exclude
certain types of ads. In some embodiments, the content provider can select from different

objective functions for evaluating which ads are selected (e.g.. using selection criteria

other than price).
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royalties and other information that may be provi ded regardi ng where/ how
its content is being used so that it can optimze its future distribution
choi ces (2008). [00531] The content provider can al so choose to share
royalties with content distributors who advertise its content and arrange
for it to be hosted. Preferred enbodi nents of the systens and net hods
descri bed herein can arrange for those distributors to be paid
automatically out of the content provider's royalties, or the content
provi der can contract directly with those distributors. [00532] The content
provi der ont vari ety of
devi ces w@ﬁ EH%%C}%%%?&&@% f%e@%%l%eg&}?%&og gmgésﬁgﬁé%ﬁrbeﬁlggaﬂaﬁgn t hat can

i ncl ude gaang, nzsltmhhnyam@épay@am sxmmals orgeh specszpiémptviletdgt: bglthf: gtmsmtner &dnt ent .

[ 00533] V\hen cont ent | aye n n be used to
assure PR&PT ‘ﬁ‘ﬁge%ﬁ‘&%ﬁé’lﬁ %?/‘glﬁ?)(aé%%@lgét@ ?‘ﬁ%ﬁgu?eea? {égg{rg{r%hgg of

conpensakp| Qtﬁeat Qéle tda@ be gwdentse@rraymdmby acmcale)dammdztmg inndye of eptimsdy

enbodi nents the ans the | ocal device environment for ads or ad
refer ené%dtfﬁia‘tqunl 7€ nost when the ad is inserted into one of the
ad slots in the content These Ads can conme froma variety of sources that
the usero@sstsfra%@emg Ads ul'ifftgfeiﬁateamoidggldenbetbmnersmtkesmapylsdlvas*egeﬁl ces, and ad
scanni ng applicatjons that arran to Sgﬁ’rﬁ% [égss \ﬂ%éhl Qgtdew ce naker
or the ]@ﬂﬁ§ﬁfnﬁﬁmm‘?§’/emﬁf‘ﬁ%ﬁéﬁt€e‘ﬁ IEEW & 1 TSt déli ver ads and
bid on thehi d.3CRRRA With BeDieBler tﬂ'él@see’an@\m)trk p}t’@ww@ieﬁhmﬁedt not worry
about arranging for these ads or selecti n\g t he @g ? Qe?lan sed for ad
del i ver ynfopngticngan bp seliatsd. MtiiepL BHAEME T ARE? Ut

certain types of

ads. I'n.g {ﬁt aetﬂt?t@iettéil&nmch tyt@b;a@me%t Fnremtmger whanadsekepickigednthely f f er ent
obj ecti ve nctions for eval uating whic gs are sel ecte usi ng

sel ecti onamlnpltxéqrﬂhldémlaepmtﬂé‘ﬂﬁ%wsé‘é}" mai[ed‘l) SO g S ORI i('lkt fg?}at feeds the

bi ddi ng ﬂ{eoc}‘c;)ﬁéét o i rﬁéﬁ&% Qe &%ﬁvea&tabamrgh@maa@,pta%tdk dw®Riy i ndependent
sources Wth speci a t he consuner, but ne of LQS’ best sources

of effeoctrdrveotlaﬁgmtwﬂ?gqwelltwngtfﬁrmaﬁ%h of the e toghe bses gt erteiff%i?ﬁ expl ai ned
here, y d RGakis@dniRECH Rgpii@sh] Bnd 0

opti mal I@embﬁ1 Aétsttﬁgi&lla Tl?eﬁ&ﬁ'&tﬁ% é?#l%ggs Qyulggi}s 018 ]Targe}tﬂ?ng g{gs usi ng the
t echnol qg;yrm@mmeuldmcemnomswmwpmmm g sp%tlc #her fressiated | n
advertis Al aohile8Chtapri vat e
dat a ass%j(r?t ﬂgﬁwgﬁfﬁyfﬁ &ﬁ&ggeb‘r%l{%@gr%&a% téjcst]e]gg\gen?tg%\%\oeér%%of Sd}?ak%/lecesal Thi s user
informati on can be coll ated, but kept private and never revealed to the
advert i s@053@nd lusede embadimentsi Wadney eser inieradis wite tsi e eh SRe O BB exanpl e,
when ads_are package e At dQkced ate 1S used to
make bi d¥* Hﬁﬁ"e%%ggelagtat% I%E%/a%m?mt&g&@%%g{ﬁ?gg@] can |Cﬁteraect with a
user pr oi\lahiebtdateaidamehanmetdgenmem‘pklypb asitrieits devhave ahighgrelabilitnolet er mi ne
t he quallt themacho h nal 1y

det er mi nEAP ﬁfo Visn peleqin atbqaé)agk grétgn rtR gp{%@tﬁg%%r G}‘E{Q a& g(gf\;tgé;s?:érggtfrcluand Y be
propri et aztsYcac'iEEteoﬂtﬁethad@tna)eGanced lacctotmﬂegao Ql‘ﬂtmt ct@ﬁetmyethe DS agApPEBRS| ons f or

t he specific r for.relat |on t the
Loer - onpets beeRpp eeifinat i AiBueR el sy BT bty BibyR P 200

enbodi MeRrSets WHEB cansuBer s batk@aaiifsrmatibh i heafdrretdeam‘neﬂl,mammet@pemﬁtb e user
agents select ads from a nupber of Int net s[ d asc%Hsr ?n%? agggég %ources
make avaFYeRbfde REERASCaOPH: q%haé’éé?ﬁr? eygi% 6 et hat have a

£5U8E
hi gh pr ohabiddcbMicft seanof h sslern et @ghhe@n@en@hﬁmtsaﬂkh quamfdr(ar the specific
user. The ad sources can incl ude vaP ésr g gs t hat & nsege ranked
accor di ngpactliesd W@H%WBWB%‘QW%IOPH% oh 8et gk th us ﬁ@geé’r?nt Bised on

speci fic #ﬁﬁire@%@ce(r%ﬁl@ﬂ%ﬁse@% Feéﬁ@ﬁbeﬁ@@ﬁQH aGditibgradacaae meﬁtceed certain
aspects o e consuner's persona in ref erre d enbodi ments no

i nfor i on,
speci f i ct@VeWtCOUahﬂ‘@dl“éthrCeV%tl‘e@ achyvefe-& Ir‘TVg‘ﬁ ﬁé‘?q’iéﬁ? ﬁ?fclﬂ KB that a
consumer MRy, 08€, Usi08f leferéhcEORCAMhIARE be@aneRd). I n effect a user agent can
generate a search query for a specialized web search engine that |ooks for
ads rather than web pages, and the search engi ne rel evance ranking is based
on specific user data. In addition, ads can be proffered that are
correlated with current web activity (e.g. when a user searches for
information on cars, then a series of references to car ads can be
delivered). 1005371ln a preferred enbadi mrent, when a pl ayback event
occurs, all relevant ad



controls are run to bid on the ad slots for the content to be played. In
each client an ad dat abase manager can weed the database of expired and
non-conpetitive ads. 1005381Advertisers can | everage the technol ogy
descri bed herein to encourage consuners to passively participate in event
moni toring for optimum ad matching, thereby justifying higher CPMs.
Consuners can be assured that their personal information does not |eave
their own devices or the secure proxies that they control. Event nonitoring
can be activated in applications, browsers, or operating systenms, on just
about an VIC t he consupe le@bdaat hon cel |
phones, ! %%§$ HE@W@%Sm @ﬁml venégﬁhggk%gﬁ&hgggﬁiflé%%é% and securely
shared agRRgs irb euiewicestithaslottfor torsuamrto bankyge Igeachliey s ater

dormain), including, in s odi V based proxy, SO
t hat thé1#@%?ﬁﬁ@aﬁﬁﬁﬂh?ﬁ%?g%gﬁgﬁﬁ%ggw%wgﬁ%% %%h&} eggﬁ%%%ted and

redi stributed for use in ad-matching on all devices that a consuner uses

for contiggdsgpl awdaekiserd b leamagerthe teshrmﬂagyabycrlbsd perolide eBPUAEnce, in

preferred enbodi nents, the consuner f.or nmt SRtk afs d only
the devicORRMER PRASSEGERERAEFPL® iy %gﬁﬁfﬁgwt%§%h§%§at e&garéeggnerated

in the cQRSUARIghe QWM E&ne@Aers aﬁldbﬁaa’s&imd)thastlhallr personal sifolanatine dekSnai n.

[00539] I'n sone enbodi ment s, certlflcate ouc ttrlbutes
hat | Uset fvibgRensraes a seaar e 15 hi S, AR e .

addi ti ony, Jfy 8908 aﬁﬁmwgemse@obrmpamangmstmdm &smuwydf@pﬂc@?@d t hat
directly reward the consuner he CO@ H ch0|c§ qggﬁggy That is,
IH eviLes,

t he conS@nEﬁm©N“§>@é@ﬁ@ﬁéﬁ@méhﬁnﬁﬂﬁméﬁ t 51PNt he ad proceeds

1005401Th§55c n%\é%%ﬁfﬁ%te@@gd E@hﬁ%dﬁlal"@\é@leagm diﬁ&ﬁf ihbettie Earsuper donsn ng
eff|C|ent mat c

Enbodi ments of the afstens and q%vﬁqﬁ](pescrlbed
herei n c@arm. @nabmémgéﬁbﬁﬁﬁﬂdﬂﬂu®ﬂgﬂﬁémP%PFB GRS 0BT cal ly
del i vering, tingd ﬂ’fa‘?ﬁle%tnﬁﬁlaﬁ}oﬁlﬁf ofedasuang HIomieh is Adivaed isirdistibliled get
real -ting %%r close to It) i i

eedback on their ag1 al gns. Aq¥ert|sers can
nodi fy tfoe useuh ed-raseoeg et dbdavicen thah2 SANSHPRBYACE r|°912? %‘Y 2 1fcr ease t he
mi ni mum bi d price r G RREndnhese cotuarrwi | | be
dellvereﬂﬁVgg? rkmggﬂ%wmggg%ggﬁéégeposg|bIe The dellviﬁg Qanlsn1(push
t WEE%

or pul |) indnthasichadutmped, adesly thodevieisdn Welcpﬂ&ﬂlé}ﬁéﬁém@ﬁm i c

depl oyment, 1005421L0 e dtRh@Edslitsitio teonf orm t o
privacy FHEY %fﬁ@?%ﬁr‘rlﬁﬁg |t8?§§{su¥%9%%\g§g%%égl %{g% "The ol i et;lt pl atform

i nst ead g@émsiendi ng out private information, would gather infornmation
regarding the user view ng patterns IocaIIy, and send abstracted

cal eqor | ailon 1 IOl l0yd By BLERL LABAYS: coflnkrahsbfiactad nf or mat o,

free of it on, ared by the clearinghouse with
part ner s justify higher blds can be delwered to the consumer’s devices. In addition, in some

embodiments, ad placement models can be deployed that directly reward the consumer ot

the consumer’s choice of charity. That is, the consumer or a designate can get cash

rebates from the ad proceeds.

[00340]  Thus, systems and methods have been described for performing efficient ad

matching. Embodiments of the systems and methods described herein can enable some or

all of the following:

[60541]  Dynamically delivering updated controls for ads and content. Advertisers
will get real-time (or close to it) feedback on their ad campaigns. Advertisers can modify

the rules associated with an ad dynamically (e.g., to increase the minimum bid price). The
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1005431Ad and Content Rules. The kinds of rules that can be expressed for
each content itemand for each ad are very open. The rules can be collected
fromthe content provider or the advertiser as a sinple text, namely XM.
These rules can later be converted into objects of the type described in
the '693 application using a virtual machine code generator and can be
associated with the content or ad as already nentioned. A sinple exanple of
such a rule is when an advertiser is willing to pay 10 cents for each ad
inpression, but is willing to pay 5 additional cents when the ad is shown
to the target de ra an a8 Cent al [ . hid Mhe ar rul es
can be a‘fggg Fg?‘écgo egflie%qéesﬁ irggg&gﬁoeccge#%?ﬁ? t@@%@@%ﬁ%’%%p?? ﬁ%ﬁ‘ﬁé‘? ﬁ:‘ g}r1 ¢ onl i ne
devi ces.delifers @rehenddodiusient mill) bat fvhediit efthesrdniady eill depspdat $iccan be (but

do not need tﬁggﬁ) i ndependently super-distributed using nultiple

di st ri buPFafic &Me%he choi ce of which advertisements to be displayed when
content is rendered can be nade independent of the content, and is

typi cal ljgosuagot iratadisatpréfiie ghtheingin cdat terspnfoem depiivigy &Vt dhe/ Basi s of the

best payoff, far renderjng the advertd . j Lve function and
i ts del iRPEFIS-(BARE ?lﬁl?ﬂfﬂr@%t’ tF%cl‘? \ép{é%flﬂlﬁtgwgézﬁdnojfgnei%#ﬁogﬁ?reé@t%t, when t he
CONSUNErjHinsk@s, hWoullender intaniaeot regardingobempder aivtvingewiteas decalippginiicat i on, the

devi ce executes the content iftem s control progr L h gui res that
Ad- s ot ssepéAbsIREeE BHELRFAYD ”f’%OI“P%t ”ef8@bercg?a e (gls%nnﬂhﬁ) ]ﬁ)tggéﬁ%ve function that

opt i M Zeg drheLGR R BT privkOMidRklich, 0 cdhited bofthcdbdrmghousg widk revenue from
this view ng event. V&en the bids are conputed, the Content control's

obj ect i veargiicti on is used to select the Ad based on the bids. This

obj ective function can al so be expressed as a self-protected object.

Di f ferenfgpkynes Qf aRACaMERS Rung. TRykiadpifyuleFdnt @xdnpkeresed 6npadly may have a
h

variety of different ads for the sa rqduct , e 1 e di fferent
cust omer canéambem AT Eor catherdse Ky Gﬁ?ﬁhgg‘ﬁﬁ%‘iﬁiﬂ?ﬁﬁg e%eg%(%%g%ﬂcg%%?ﬁ, can
facili taé\xg)vid_@ﬁm%ﬁé SRlehRBr 2fa dliflc TS thadRPr XN, Ahescadef am lategbaren user.
[ 00546] Two tiers of ads matching. . Some q‘ﬁggg&gints provi deﬂée\{l\o tiers of

o

.Sone e
user t ar gevengs injghdyests b ype eeseiigd iaghe CUSREHE 3 8" consuner  at

the tinme, when. Lhe ﬁg%%}@f‘&ndi Gn Uehisvehed Wi tRe El@vdnt 6r &1 asalldegty user accessible
delivery point, and the second tier uses nore finely \gﬁtilal ned i %or mat i on
Y

about t heetiioned. disaugs xwmple orfiteht (iaikdhea Bt VRISt 6ry g1 '0R&Y vi ever . In
other words, fo?Qac%%\ﬁ%h% SEOEBL %%mﬁg t@ﬁéyhs AREERhESnisaviicRehdisEis t hr ough

di stribution neans, a d optinmally matchéd for rendering based on | ocal data
on the reinerionie deel tenod@dB4T} Exaxesigt beeod phths day STRYADES SHhPSone

enbodi nent s,. t he .cont.ent ,der will be able to describe a nunber of

ad- sl otsa?SS?latggt‘:\ﬁ&lca ﬁ%gr?tf&lgrﬁé{r%i Ad slots required by the content are filled
at the tine and place of rendering by the Ads that ga(é the nost to the
content PeSd#der OfipoBagpToniie devises Vi wuw enhod R PPEFORRRGE rent s t he

system C%Qve%s%\é?iegt% chi B Eb%gdo not need to be) independently super-distributed using
multiple distribution means. The choice of which advertisements {0 be displayed when
content is rendered can be made independent of the content, and is typically negotiated at

the time of content rendering on the basis of the best payoff for rendering the

advertisement.

[00545]  Objective function and its delivery (and updates) to the content. In one
embodiment, when the consumer wishes to render content on a compliant device or
application, the device executes the content item’s control program that requires that Ad-

slots for the content be filled according to an objective function that optimizes the content
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services for the conponents handling sensitive information. One conponent
that will typically fall under this category is the clearinghouse, which
collects audit reports fromthe consuner's devices. O her conponents that
may host trusted services will typically include the data warehouse,
packager, and registration conponents. The trusted conponents nay need to
neet certain predefined robustness criteria in order to be certified.

[ 00549] Affinity between content and ad. In sonme enbodi nents, the ads are
targeted to a user, but in certain cases the advertiser may choose to pay
extra nmoney, when. th i s..di spl i : envRG B¢ bigo ateent
natchin@“%éF¥3Pge%?%%ﬁ%?%&“ﬁ?Z@ﬁ%%@gégg@ﬁﬁg‘&agﬂ gﬂﬁe - an advertiser pays
10 cent sompged.ahd Gorlmet costralisldbjastive Binplagn is Rseddnseledien’e hesed@t ¢ di spl ayed
al ong wit ant ent.. whi ch. fal | d 1€ . 1 PNt fant OF
"Advent3Fg“fm%ﬂﬁgapﬁﬂh§¥?gfg§agﬁga%%?%ﬁ%%%q%%?‘ %ﬁﬁgﬁgngfntent and the ad.
[ 00550] Palcs vead Mgichiak inciyesplyoF drveamplearrompaey may haysol Vegiewofgiiénens t he

| ocal privacy |aw poljcjes,and ad mat.chij i Ci : ressed as
controlaéﬁﬁﬁgv§ﬁﬁﬁﬁﬁ ¢ W@3?§§B§§H?%@gg“gggﬁggﬁF%%P%%@gﬁqgg%ge!ivered to
the cli epliciancieUnRdaigdieneibcotécal tap. fadiDOESDE beleasive ofihgorishemroPride User
profile can be represented as an node object (e.g., as described in the

' 693 appidifest 88 USFth attributes. As nore information is | earned about the
user fromthe client, the user node is refined with the addition of nore
dynam ¢ [piRMe] | | Mk tidrofthds ndkchingeSoypemtedoenlbgdovide twhdiersgg3seppl i cati on).

These links (e.g., jnpulse buyer, fashion-consci - Ly. strengt hs on
t he basit@f%é‘ﬁ%&%éfrﬁtd‘gﬁﬁb“?fi%&/ﬁ?aASa“t"P*éP‘nté’.a %H%”%ﬁfggéﬁ‘%?‘%@%gé%%c; ated with
an Ad coyhtnf BlEhvda bhareics b ahgiltenvakesibiaddivaeqiote, d therecdiddiepr i ce.
[ 0055211 n one embodi ment, an attribute aggregator. node fr ~ext ernal
entity dﬁﬁ$@OﬁdﬁFH@¥3W§¢Pﬁ@mFW8“E@%?ﬁBFW%gPEQ%E?V¥%F%%%5H8g%%grtising. Thi s

node is {;ntE0fueedeh Ot B §the vayad, eiudlei@uegling dae bt butttangech anihsweer and coul d

include any "qualifying attributes of the users, |ike ership in
organizdbhm@bdﬁéﬂgﬂwﬂmﬁmﬁaB&ﬁﬂ%ﬁ%ﬁﬁ%#gﬁg @Y?N¥W§gFWFH§Hg%?f$m£ﬂ?ities are
conpens f.OF j whil e the ad-controls during arbitration can refer to
this aggﬁgggggén%gﬁgmand the strength/connection to the user node.

[ 00553] Al t hough t he forggfing,has been descri%ed %ntsonemggggbkcgor

pur pos es[09F4AI arlipyessidd sHits1 UFRE 1AM Mesme FHAROIERF ST CRERYES V'SR

modif i CaEvRﬁB‘ﬁsaﬂf@% R&[RAGMBENGMALAEs &F eRE @ntdnhRerappesidedeqiiai bs. For
exanpl e, I'le several exanples have been pres ngﬁf %f thg@conﬁﬁét of

provi di ntheadwenttars Bheshat she emeansdydace; of reyRHBE by SERt BRY BF i*hifent  cont ent
such a npuvi el i ed over the Internet, it will be appreciated that the
systens i 8%%ﬁﬁ%g§&%éscribed herein are suitable for broader application,
and can be used in the context of matching anﬁ/or_integ{atin Yi
types of (41548 r oiustcd servisat [n prefarige CBYOSUERIG $XTEF S0 a0 "l?%/%lés o)

di Stri but o SYSHEM SRl ATd YindRhiie  SREBRAlioeXBRbepokaY dabetih descr i bed
t hat naké use of a engi ne such as that described in

] .the '693
appl i cat ingially falivirder thés appgeedh Headraringio UeaBET MERFds Blrd“tfﬁ%ml%fz‘%f%ns and
met hods descri bed. ' SR SRR M8 hodShGdaBN i@ vialbraBef t var e
and/or h ‘Hﬁ%%@“?&?ﬁﬁﬁ?gﬁﬁﬁgcgﬁ ert#seneﬁ?échﬁth content in accordance wth
rul es or imbidealye ddit waizboisd, faekaget, etd tagistrati propEnRanEn el WEEdr nat i ve ways of
i npl ementing both the processes.: rabUsess dases nkpdrhepei n.
Accordiné??ﬁOTW§Fﬁﬁggﬁﬁy)%%%5§$%§§%§QQ@%E?O be considered as illustrative
and not resifieiicti ve, and the inventive body of work is not to be limted to
the details given herein, but may be nodified within the scope and

equi val e%(?s‘@]‘ t Q&ﬁnity between content and ad. In some embodiments, the ads are targeted

to a user, but in certain cases the advertiser may choose to pay ¢xtra moncey when the ad

rtually any

is displayed during the rendering of content matching certain criteria. A simple example
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appended claims. WHAT IS CLAIMED IS: 1. A nmethod for distributing an

el ectronic content itemfor consunption with advertisements, the method
conpri si ng: creating an electronic |icense, the |license
identifying one or nmore slots within the electronic content itemat which
advertisenments are to be inserted, the license further specifying one or
nore types of advertisements that are not permtted to be inserted into the
slots, the license further specifying a criteria for dynamcally selecting
advertisenments to insert into the one or nore slots from anongst a

D A Rl AL SSTBR S SRSl ARERAANG 1> EliRebpanhe || cense

with th 1'stri t he el ectroni ¢ content
i tem angd tshﬁspﬁyeawoﬁgmthldomemsxehlt}ofeﬁs thder thepantept gere pertethod of clai m 1,

in which the cr; [ e i sements conprises
selectloﬁdHWﬂFﬁe ??%%ﬂ%ﬁ?ﬂhﬁhé¥%6§ﬁ%dg%LQQﬁ gs? revenue fo?pa
content provider, as deternlned by evaluatlng bIdS subm tted by each
adverti mem}t Beh\'zlélﬂﬁgrpiehdfl@scto@?ﬁe dieai. Getizinfpoticihesuch onheiledahppivacy law

rocel ving, Lol onmatLon .1 O 8.clear LIBNolSs L ARR A8, TehoAder i sorent s

were sel ET nNect 1 on mnth resentation of the
e'eCtrOﬁkﬁeﬁewﬁﬁaﬁmbk&ﬁhbedahm&ﬂdoﬂﬁﬂﬂmmAmdﬁbéﬁﬁbphmduaﬂycIaln11 further
conpri si ng: rece|V|ng, from a cl eari nghouse, summary, anonynous user

or asent dSTE ™ G ertare DT B e S PGP e M Cent For
consunplé eNadMdstritad ietiRcb9Dapplicaiont eith attnmq Wﬁenqretﬂfmmaclomiﬁ@h%

about the user from the client, the user node is refined with the addition of more dynamic

DRM “links’ (e.g., of the type described in the 693 application). These links (e.g.,

impulse buyer, fashion-conscious) can carry strengths on the basis of advertising viewing

patterns. The Ad-Controls associated with an Ad could refer to these strength values and

decide on the bid-price.

{00552]  In one embodiment, an attribute aggregator node from an external entity
could further refine the user profile for targeted advertising. This node is introduced into
the system through the trust mechanisms, and could include any qualifying attributes of
the users, like membership in organizations (e.g., AAA, Buying Club, etc.). The third
party entities are compensated for this, while the ad-controls during arbitration can refer

to this aggregator node and the strength/connection to the user node.

[00553]  Although the foregoing has been described in some detai! for purposes of
clarity, it will be apparent that certain changes and modifications may be made within the
scope of the appended claims. For example, while several examples have been presented
in the context of providing advertisements to a user in connection with entertainment
content such a movies delivered over the Internet, it will be appreciated that the systems
and methods described herein are suitable for broader application, and can be used in the
context of matching and/or integrating virtually any types of electronic content, delivered
over virtually any type of distribution system. Similarly, while several examples have

been described that make use of a DRM engine such as that described in the *693
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creating an electronic license, the |license specifying a first anount that
a provider of the advertisenent is willing to pay to a content provider '
each time the advertisenment is rendered to an end user, the electronic

| i cense further specifying a second anount that the provider of the
advertisenment is willing to pay to the content provider if one or nore
conditions are net, wherein the second anount is greater than the first
amount; securely associating the electronic Iicense with the electronic
advertisenment item and distributing the electronic advertisenent and the
el ectronic.ljcense.t hi . , him 5, in which the
one or ﬁg@gm%gh&pwﬂgﬁggeg%ﬁ%?gﬁééﬁéo%gmwggg“@%ﬁ%ﬁ??gﬁ%ﬁkﬁFfiing to the type
of user de@ribbOhertineambiyantlementehesig 4oy shisahde exferpreand/ar harh@r¢®¥ hod of clai m
5, in which.the one or nore candi.fion i . ditions

rel ating™® ‘?§ﬁ§vgﬁ§?F%H%gﬁﬁcgﬁmaﬁﬁ%%Oﬁﬁgggg%%?§?§£§§ﬁ§%&F%ﬁmggepresented to
t he usemoicd.that iersmt hedy aftcrabtaienyds of mpkrhahingthetiohe pwcesigr@dcondi ti ons

conpri se one or nNOr. ndi tions .relatin : Warhd €M W th
which t HePaayEsseaRes by f‘c%oédlBﬁé’g‘éﬁP%éérﬁgk{ﬁﬁ%%éggra?g g R G EMertd BT L

cl ai m 5,,¢inswhi@hntl et eRecive, BRT Be Qonokite lads of vops isset orie lortedty e
conditions relating to the type of. user.to,whomthe | nt will be
pr esent dbe d#HE &‘Y?é‘q’[eﬁ% It m&%ﬁ? @ﬁfllﬁlé? S PR S%%Féﬂgf (ﬁlgy%%lt\%’e(?ft%?%enent will
be pres b&@c&@h&ﬂ@ user. 10. The nmethod of claim5, further conprising:
receiving information froma cl eari nghouse regarding a context in which
anot her advertisenent was selected for presentation to a user instead of
the el ectronic advertisenent; creating a new license, the new

| i cense specifying a third anount that the provider of the advertisenent is
willing to pay to the content provider if one or nore conditions are net,
wherein the third anmount is greater than the first anmount and the second
anount; and distributing the newlicense to a third party. 11. The net hod
of claiml, further conprising: receiving, froma cl earinghouse, sunmary,
anonynous user profile
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information regarding users to whomthe el ectronic advertisenent was
presented. CONTENT DELI VERY SYSTEMS AND METHODS ABSTRACT OF THE DI SCLOSURE
A method for distributing an electronic content itemfor consunption with
advertisenments is provided. In one enbodiment, a content provider creates a
license identifying one or nore slots within an electronic content item at
whi ch advertisenents are to be inserted. The |icense specifies one or nore
types of advertisenents that are not permtted to be inserted into the
slots, and also specifies criteria for dynam cally selecting advertisenents
to insert into the one or nore slots. The content provider securely

a;soc!auggﬁhhﬁ;@igggggqu | icense with the electronic content item and
dLstalbutes the electronic content itemand the electronic license to a
third party for consunption or subsequent transfer to an en

¥. A method for distributing an eﬂ:ctrorﬂc content item ffor consumptione wit user.

advertisements, the method comprising:

creating an electronic license, the license identifying one or more slots within
the electronic content item at which advertisements are to be inserted, the license further
specifying one or more types of advertisements that are not permitted to be inserted into
the slots, the license further specifying a criteria for dynamically selecting advertisements

to insert into the one or more slots from amongst a plurality of advertisements;

securely associating the electronic license with the electronic content item;

and

distributing the electronic content item and the electronic license to a third

party.

2. The method of claim 1, in which the criteria for dynamically selecting
advertisements comprises selection of the advertisements that yield the highest
revenue for a content provider, as determined by evaluating bids submitted by

each advertisement.
3. The method of claim 1, further comprising:

receiving information from a clearinghouse regarding which advertisements
were selected for presentation in connection with presentation of the electronic

content item to an end user.
4. The method of claim 1, further comprising:

receiving, from a clearinghouse, summary, anonymous user profiie

information regarding users to whom the electronic content jtem was presented.
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5. A method for distributing an electronic advertisement for consumption with an

electronic content item, the method comprising:

creating an electronic license, the license specifying a first amount that a
provider of the advertisement is willing to pay to a content provider each time the
advertisement is rendered to an end user, the electronic license further specifying a
second amount that the provider of the advertisement is willing to pay to the content
provider if one or more conditions are met, wherein the second amount is greater than the

first amount;

securely associating the electronic license with the electronic advertisement

item; and

distributing the electronic advertisement and the electronic license to a third

party.

6. The method of claim 3, in which the one or more conditions comprise one or
more conditions relating to the type of user to whom the advertisement will be

presented.

7. The method of claim 5, in which the one or more conditions comprise one or
more conditions relating to the environment in which the advertisement will be

presented to the user.

8. The method of claim 5, in which the one or more conditions comprise one or
more conditions relating to the type of content item with which the advertisement

will be presented to the user.

9. The method of ciaim 5, in which the one or more conditions comprise one or
more conditions relating to the type of user to whom the advertisement will be
presented, and the type of content item with which the advertisement will be

presented to the user.
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10. The method of claim 5, further comprising:

receiving information from a clearinghouse regarding a context in which

another advertisement was selected for presentation to a user instead of the electronic

advertisement;

creating a new license, the new license specifying a third amount that the
provider of the advertisement is willing to pay to the content provider if one or more

conditions are met, wherein the third amount is greater than the first amount and the

second amount; and
distributing the new license to a third party.
11. The methed of claim 1, further comprising:

receiving, from a clearinghouse, summary, anonymous user profile

information regarding users to whom the electronic advertisement was presented.
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