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( )
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A RECORDING PRODUCTION LINE SENDS A RECORDING REQUEST TO A RECORDING
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THE RECORDING AND VERIFICATION APPARATUS SENDS THE RECORDING RESULT
TO THE IDENTITY AUTHENTICATION APPARATUS

\_____.J\\________)

#»  END THE EXECUTION OF THE PROCESS

FIG. 2




3/8

IDENTITY AUTHENTICATION PLATFORM 302

{ ™

IDENTITY AUTHENTICATION

APPARATUS 104
INTERNET OF THINGS SERVICE \ /
PLATFORM 301 J

RECORDING AND VERIFICATION
APPARATUS 101

INTERNET OF THINGS DEVICE
103

FIG. 3




4/8

00y ./
FLVYNIELIDIT S1 3A0D NOULVZIYOHLNY
JHL LVHL WHIEINOD 0TV

FLVIAILIOAT SI 3A0I NOILVZIOHLNY
FHL LVHL WHIHNOD 601

FLVIAILIDAT S1 300 NOILVZIYOHLNY
FHL YIHLIHM AJI¥3AA 1801

4314(LN3AI £S3N0VIY IHL NO a3sve

11NS34 DNIGY0I3Y V ANIS 001

S 1 ACTE

3000 NOILVZIYOHLINY JHL ON3S 1 /0

A

3000 NOILYZIYOHLAY FHL ANV
INJLNOD 3DIAYIS ANIS :90%

A3 3LVAINd 3DIA3A V ANV ¥3QINNN
WOGNVY 3HL NO a3sve 300D
NOILVZISOHLNY NV 31V¥INID (GO

< YIBNNN WOANVY 3HL ON3S p0Y

A

/

Y3IBANN WOONVY ¥ IUVYINID (€07 |/

.\\

Y3HILNIAI 1SIN0IY JHL DNIAGNTINI £SINOIY

YIGINNN WOANVY V 31LVHINID (701

43IHIINIAL 1S3IN0IY V
FIVYINID ANV d3IH1LN3AI
ALILN3AI NV QV3aY ‘TOV

4/,,
)

S

NOILYIIHI¥IA ANV DNIGHOIIY NOILVIILNIHLNY ALILN3Q]

AOIAY3S SONIH [ 40 1INYILN]|

(LNINNOYIANT
NOLLND3X3 a31SnyL) E0T
3DIA3A SONIHL 40 LINYIIN]

\
|
TOT sNivevddy YOT snivyvddy | TOV WHO41vid
|
|
|
}

C0€ WYHO41Vld NOILVIILNIHLNY ALILNIA]



OPERATION 410
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OPERATION

409

(If the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication

( The identity authentication apparatus sends a session key )
generation instruction to the loT service platform, wherein the
session key generation instruction is used for instructing the loT
\ service platform to generate a session key )
Y Ve
s ™\
The identity authentication apparatus sends the session key
returned by the loT service platform to the loT device
\. J
D
Y /
4 )
The loT device and the loT service platform conduct
communications using the session key
\. y,

\_ identifier or the recorded device private key Yy

("If the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication

" | apparatus deletes a recording result related to the recorded identity |

apparatus deletes the identity and the device private key recorded

\ in the oT device y

FIG. 4B
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