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/51—1

<9xml version="1.0" encoding="UTF-8"?>

—<{root> .
—{site id="relay-server—1@abc. net” 511-1
name="RELAY SERVER 1" stat=”active"> -
~<node div="software” group="" 513~
nd*"c!;ent—i?@relayuserver i. abo. net”
name="CLIENT 117 site= re!ay~server—1@abc net”/> 512-1
—<node div="software” group="" 51441
Id“”clIent—12@relay—server 1. abc. net”
name="CLIENT 127 suta—"”/>

{/site> NE14~1
</root>
/_/51
<Pxml version="1.0" encoding="UTF-8"1>
—<root>

~<node addr="192. 168. 1. 11”/“’6”
div=" software” expr="1213"~~ 612
group=
id=" ci:ent—?i@relay—server—l abc. net”
name="CLIENT 117 pass="ahc” port=" 5070 >
{/node> 611 613
—<node addr=""-"
div="software” expr="0"~— 612
group=""
fd=" client—12@relayﬂserver1 abc. net”
name="CLIENT 12" pass="def” port="0">
{/node> 613
{/root>

FIG. 5
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/52—“1 _

{?xm} version="1.0" encoding="UTF-8"7>

—<root>
—{site id="relay-server—1@abc. net” }521_1
name="RELAY SERVER 1" stat=”active”> -

—<node div="software” group=" \
id=" cllent~1!@relay~server—1 abc. net”
name="CLIENT 11” site="relay-server=1@abc. net”/>

~<node div="software” group="" 524-1
jd=" cilent~12@relay—server 1. abe. net”

name="CLIENT 12° site= reiav—server—i@abc.net”/z

{/site> 5241
</root>
/62
<?xml version="1.0" encoding="UTF-8"7>
-<{root>

-{node addr="192, 168. 1. 11"
div="software” expr="1213"
group_.ffl'
id="client~11@relay-server—1. abc. net”
<?ame=;GLIENT 117 pass="abc” port="5070">
node
~node addr="192, 168. 2, 22" -~ 82
div=" software expr="1213" ~ 622
group="
id=" cl[ent—TZ@relay—serveri abe, net”
name="CLIENT 12“ pass="def” port="5070">
</node> 623
</root>

FIG. 6




7/45

/51 -2

<hyml version="1.0” encoding="UTF-8"?>
—<root>
—site id="relay-server-2@abc. net”
name="RELAY SERVER 2“ s’tat:"ac:’ti\.fe">-}5”“2
~<¢node div="sales” 5132
erotp=""
id="client-21@relay-server—2. abc. net” 912-2
naime="CLIENT 21”7 site="relay-server—2@abc. net”/>

{/site> 5142
{/root>
/,»71
<?xml version="1.0" encoding="UTF-8"?>
—<root> 111

~<{node addr="192. 100. 1. 21
div="sales” éxpr="1213"~ 712
aroup="
id="client-21@relay-server-2. abc. net”
name="CLIENT 21" pass="nhy” pori="5070">
¢/node> NT13
{/root>

FIG. 7
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513

<xml version="1.0" encoding="UTF-8"7>
~{root>
~¢site id="relay-server-3@abc. net” }511_3
name="RFLAY SERVER 3" stat="active™>
~¢node div="manufacture” 5133 1
Zroup=""
id="client=31@relay-server-3. abc. net”
name="CLIENT 31" site="relay-server—3@abc. net”/> 512-3
~node div="manufacture” 5143 2L
group=""
id="c!lient-328re]ay—server-3. abc. net”
name="CLIENT 32 site=""/> !

{/sited S514-3
</root>
/81
<?xmb version="1.0" encoding="UTF-8"7>
-<root> . ~B11

—¢node addr="200.1. 2. 31
div="manufacture” expr="1213"~_812
o oup=""
id="c| ient-31@relay—server-3. abe. nat”
;ama=;CL[ENT 317 pass="xyz" potff”5070”>
{/node | 813
—<node addr="" -~ 811
div="manufacture” expr="0"~— 812
gr_oup:ffll
id="c!ient-32@relay-server-3. abc. net”
name="CLIENT 327 pass="123" port="0">
<{/node> ~—g12
{/root>

FIG. 8
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523

<xml version="1.0" encoding="UTF-8"%>
—<{root>
Ksite id="relay-server—3@abc. net” _
name="RELAY SERVER 3" stat="active”> | 921=3
—<node div="manufacture” \
eroup=""
id="cl ient—31@rel ay-server—3. abc. net”
name="CLIENT 31" site="relay-server—3@abc. net”/> £07-3
—<node div="manufacture” }————-
group=""
id="c|ient-32@re}ay-server-3. abc. net”
name="CLIENT 32" site="relay-server-3@abe, net”/>

{/site> ~524-3
{/root>
/,,82
<Ixmi version="1.0" encoding="UTF-8"7>
~{root>

~node addr="200.1.2.31"
div="manufacture” expr="1213"
aroup="
id="c|ient-31@relay-server—3. abc. net”
name="CL1ENT 31" pass="xyz" port="5070">
{/node> 891
~<node addr="200.1.3.132" 7~
div="manufacture” expr="1213" ~ 822

grDanrr
id="cl ient—32@relay-server—3. abc. net”

name="CLIENT 32" pass="123" port="5070">
</node> 823
{/root>

FIG. 9
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A
xmi version="1.0" encoding="UTF-8" standalone="no"7>
~{root>
—<group id="group—alrelay-server-1. abc. net” } 11
lastmod="20070402133100” name="GROUP A™> —
(site id="relay-server-1@abc. net” rel="allow”/>
{site id="re!ay-server—2@abc. net” rel="allow” /> 12
dsite id="relay-server—3@abc.net” rel="allow”/> T
<{/group>
{/root>
/52:'1
2xm} version="1.0" encoding="UTF-8"7>
~<{root>

—(site id="relay-server-1@abc. net” }521_1
name="RELAY SERVER 1” stat="active™> ‘'™
~<node div="software” group=""
id="cl ient—118relay-server—1. abc. net”
name="CLIENT 11" site="relay-server-i@abe. net”/>
—<¢node div="software” group="" 522-1
id="client—12@relay-server-1.relay. net”
name="CLIENT 12" site="relay-server—1@abc. net”/>

{/site>
{/root>
{/»62
<xml version="1.0" encoding="UTF-8"?
~{root>

—{node addr="192.168, 1. 117
div="software” expr="1213"
eroup=""
id="client—11@relay-server-1, abc. net”
name="CLIENT 11" pass="ab¢” port="5070">
<{/node> i
—<{nade addr="192. 168. 2. 22"
div="software” expr="1213"
eroup=""
id="client-12@relay-server—1i. abc. net”
name="CLIENT 21" pass="def” port="5070">
</node>
{/root>

FIG. 11
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A

NO CHANGE FROM FIG. 11

53

<?xmil version="1.0" encoding="UTF-8"2>
—<root>
—¢{site id="relay—server—1@abc, net” 5311
name="RELAY SERVER 1° stat="active™> [231:1
—<hode div="software” \
group="group-a@reiay-server—1. abc. net”
id&="client-11@relay-server—1, abc. net”
name="CLIENT 11" site="relay-server—1@abc. net”/> 539—1
~¢node div="software” (9da !
groug=”grogp—a@relay—server~1,gbg,uet”
id="client—12@relay-server—1. abc. net”
name="CLIENT 12° site="relay-server~1@abc. net”/>)
{/site>
~{site id="relay—server-2@abc. net” 531-2
name="RELAY SFRVER 2" stat="active”> J=—=
~<node div="sales” )
g[ogpz”groug—a@[e!ax—se[ve[—].gbc-get”
id="¢lient—21@relay-server~2. abe. net”  932-2
name="CLIENT 21" site="relay-server-2@abc. net”/>
{/site> !
—{site id="relay-server-3@abc, net”
name="RELAY SERVER 3“ stat="active™ 531-3
—<{node div="manufacture” )
sroup="group—afirelay—gerver=1, abc. net”
id="client—31@relay-server—3. abc. net”
name="CLIENT 31" site="relay~server-3@abc. net”/>

~{node div="manufacture” [ 632-3
group="group—abrel|ay-server—1, abc, net”

id="cl1ent-320relay-server-3. abc. net”
name="CLIENT 32" site="relay-server-3@abc. net”/>
{/site>

<{/root>
g B3
<xml version="1.0" encoding="UTF-8"%>
~{raot>

—<{node addr="192.168.1. 117
div="sofiware” expr="1213" )
rYoup=_ Eroup—a —Server— ne
id="c!ient-11@relay~server—1. abc. net”
name="CLIENT 11" pass="abc” port="8070">

</node>
—<{node addr="192.168. 2. 22"
div="software” expr="1213"
roup=" - —server—
id="c|ient-128relay-server-1, abc. net”
name="CLIENT 12" pass="def” port="5070">
</node>
<{/root>

ar

FI1G. 12
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4

NO CHANGE FROM FIG. 12

/53

NO CHANGE FROM FIG. 12

e

<?xm! version="1.0" encoding="UTF-8"7>
-{root>

~<node addr="192.100.1.21"
div="salse” expr="1213"
sroup="group—a@relay-server—1. abo. net”
id="cl ient-21@relay-server-2, ahc. net”
name="CLIENT 21 pass="nhy” port="5070">
<{/node>

{/root>

FIG. 14
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A1

NO CHANGE FROM FIG. 12

_53

NO CHANGE FROM FIG. 12.

/83

{?xml version="1.0" encoding="UTF-8"7>
-{root>
—<{node addr="200.1.2.317
div="manufacture” expr="1213"
aroup="group—alrelay-server—1. abe. net”

id="client-31@relay-server-3. abc. net”
hame="CLIENT 31" pass="xyz" port="5070">
{/node>
~¢{node addr="200.1.3.132"
d|v— manufacture expr— 1213
Zrou

id=" client—32@reiay-3erver~3 abe. net
name="CLIENT 32" pass="123" port="5070">
{/node>
{/root>

FIG. 15
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o

Oyml versior="1.0" encoding="UTF-8" standalone="no"?>
<root>

iprouting group="routing—a”
id="-397de” lastmod="1215530239484"
name="IP-routing-group-1"
owner="client—11@relay-server-1.ahc.net™>

- e — " o b i b S o s 8. iy 7 e B P 2 T R e = =

i e o . ] i £ Ak P St . e . s 0 TP P2 e 7] bt TS LSRR B B ) ST S SR T

network addr="192. 168.2.0/24" 919-1
router="client-11@relay—server-1.abc.net”/>

{network addr="192.100.1.0/24”
router="client-21@relay—server—2. abc.net”/> 912-2

<network addr="200.1.2.0/24"
router="client-31@relay-server-3. abc.net”/> 912-3

{/routing_networl>

- e ke A W Mk mmist T it 8 e . . 4

<terminal lastmod="1215562271562" 613-1
name="pc—16" addr="192, 168.2.150"/>

<terminal lastmod="1215562271562" 413-2
name="pc—23" addr="192.100.1.150"/>

<terminal lastmod="1215562271562"
name="LANA0-2" addr="200.1.2.%"/> ¢~ 913-3

</routing_termiggi> ]
{routing session id="3407e8” lastmod="1215530239484">

¢session start="client-11@relay-server-1.abc. net”}_ 914-1
end="client-21@relay-server-2.abc.net"/>

<session start="client-11@relay-server-1.abe.net”\ 9149
end="client-31@relay-server-3.abc. net”/>

<session start="client-21@relay-server-2.abc.net” 914-3
end="client-31@relay-server-3.abc. net”/>

=911

\-012

913

> 914

s e e e o e 2 S I et T e . et 8 St S b B (St g e ek - —

/fiprouting>

<{/root>

FI1G. 18
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82

xml version="1.0" encoding="UTF-8" standalone="no"?>
{rootd

iprouting group="routing-a”
id="-397de” lastmod="1215530239484"
name="IP-rauting-group-1”
owner="client-11@relay-server—1.abc. net™>

et g s g A b 8 i o S o e o e ]

<routing_network id="3407e8" lastmod="1215630239484">

<network addr="192.168.1.0/24"
router="relay-server—1@abc.net” />

network addr="200.1.3.0/24"
router="client-328relay-server-3. abc.net”/> ~ 9222

922-1

{/routing_network>

{routing_terminal id=’t1 20et” lastmod="1215531987906">

Cterminal lastmod="1215562271562" }923,1
name="pc-15" addr="182.168.1. 150"/

¢terminal |astmod="1215562271562" 993-2
name="LAN30-3" addr="200.1.3.%"/>

- sl 1 . . . by 73 e AR . SUARARE T ROV B IFrRene b et 44 41

<routing_session id="3407e8” lastmod="1215530230484">

{session start="relay-server—1@abc.net”
end="c|ient-32@relay-server—3.abe. net”/> 924-1

</iprouting>
</root>

FIG. 22
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03

vml version="1.0" encoding="UTF-8" standalone="no"?>

<rproutmg group= routlng-a
id="-397de” lastmod="1353821645742"
name—"lP-routlng group-1”
owner="client-11@relay-server-1.abc. net™>

Lot . Banantn. . e 90 i e e e 2 bTTUTA ¥ g o S

routing_network id="3407e8" lastmod="1358821645742" >

<network addr="192.168.2.0/24"
router="c| ient~11@relay-server-1.abc.net"/> 812-1

<network addr="200.1.3.0/24"
router=" cllent—SZ@retav~serVer—3 ab ng "[ 9321

<network addr="200.1.2.0/24”
router="c! ient-31@relay-server-3.abc. net”/> }-912—

{/reuting_retwork>

<terminal lastmod="1359821645742"
name="pc-16" addr="192.168.2. 150"/

smtmmal_as_tr_ngd__ﬁ 1645 0331
name="LAN30-3" addr="200.1.3.%"/>

<rerminal lastmod="1359821645742" }913 5

313-1

name="LAN30-2" addr="200.1.2.%"/>
{/routing_terminal>

{routing_session id=" 340738 fastmudm 359821@452 42>

{session star tag]mut—~11@relay-—~server~1 abc.net 9341
end= cllenm@_ﬂgl,server—:i abe.net” />

{session start=client-11@relay-serveri.abc.net }gmmz

end="c!ient—31@relay-server-3.abc. net”/>

{session_stari=client—31@relay—serverd. abc net
_n_cuent-&@zﬁ_ay-.s,ermr.:&gbc,aeu 934-2

</iprouti ng>
{/root>

T renting Terminal (0= ~120eT lastmod= 1359821646742

FI1G. 25

- 931

> 0932

\_933

\.934
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START
5201

CREATE ROUTING
GROUP INFORMATION

ADDRESS/ROUTING
TERMINAL SET?

1 ,.S203

ADD NETWORK
ADDRESS AND

ROUTING TERMINAL

1S ROUTING-PERMITTED

TERMINAL SET?

IS SETTING
COMPLETED?

5207

DECIDE CONFIGURATION
OF ROUTING SESSION

\ . 5208

TRANSMIT ROUTING
GROUP INFORMATION

| ,_s209

TRANSMIT ROUTING
COMMAND

| 8210

ESTABLISH ROUTING
SESSION

L S211
| START ROUTING |

END

| . s205

ADD ROUTING-
PERMITTED TERMINAL

l

FIG. 29
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IS ROUTING GROUP
SELECTED?

A~ 5302
STOP ROUTING

\ .. S303

TRANSMIT ROUTING GRCUP
DELETION COMMAND

) 5304

DELETE ROUTING
GROUP INFORMATION

5306

h 4
DISCONNECT
ROUTING SESSION

A 4

CEo O

FIG. 30
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START
v ~.5401

| ANALYZE PACKET |

5402
IS COMMUNICATION
PACKET ROUTING
PACKET?

No

S404
rs ! 5403
DETECT DESTINATION ADDRESS
: PERFORM PACKET
DETECT TR?\'ESD"QESSS'SON SOURCE RECEIVING PROCESSING

5405

IS THERE ROUTING
GROUP INFORMATION?.

No

L S407

READ ROUTING
GROUP INFORMATION

5408
COMMUNICATION PACKET

MATGH WITH ROUTING No ’
__ 5406
ISSUE NOTICE THAT
SELECT ROUTING COMMUNICATION PACKET
SESSION CANNOT REACH DESTINATION
L, 8410
SEND OUT PACKET TO
ROUTING SESSION

y
( END )

FIG. 31
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a1

<xml version="1.0" encoding="UTF-8" standalone="no"?>

{root>
Ciprouting group="routing-a“ o
id="-397de” [astmod="1215530239484"

name="1P routing map”
owner="relay-server—2@abc. net”>

o e e o o o e b et e R i i Pt Y i ) (e A4 Gl 0 et 8 oot ettt St ) et e oy 2 e et

{routing network id="3407e8” lastmod="1215530239484">

<network addr="192.100.1.0/24" 19121
router="client-21@relay-server—2. abc.net” />

<network addr="192.100.1.0/24" 1912-2
router="relay—-server—2@8abc. net”/>

{/routing_network>

B e e St B S B S T ey ] e TR AT o SRS P ey 7 e b rrred PR e Y. bt 49 PR (o . . ey o Py . Py et . e

</iprouting>

>~1911

>1912

<{/root>

FIG. 33
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/_,92

<Pxml version="1.0" encoding="UTF-8" standalone="no"?>

<{iprouting group="routing-a”
idz"-397de” lastmod="1215530239484"
name="1P routing map”
owner="relay-server—3@abc. net”>

<routing_network id="3407e8” lastmod=" 1215530239484 >

<network addr="200.1.2.0/24" 18991
router="client-318relay-server-3. abc.net” />

<network addr="200.1.3.0/24"
router="client-32@rel ay-server-3. abs. net”/>
{/routing ] network>

{/iprouting>
{/root>

1922-2

F1G. 34

FAN

#1921

1922
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194

{Pxml version="1.0" encoding="UTF-8" standalone="no"?>

{rogt>

{iprouting group="routing—-a"”
id="-397de” lastmod="1215530239484"
name="1P routing map”
owner="client-1 l8relay-server-1.abe. net™

bunveorre 20 et 74 Pt 18 Bt B Pl W fremrerh of e

<routing_network id="3407e8" lastmod="1215530239484">

<network addr="192,100.1.0/24"
router="client-218relay-server-2. abc. net”/>¢ 1912-1

<network _addr="192.100.1.0/24" 919-9
router="relay-server—2@abc.net”/>

<network addr="200.1.2.0/24" 10291
router="client-31@relay-server—3. abc. net” />

<network addr="200.1.3.0/24" 1999-2
rauter="client-32@relay-server—3. abc.net” />

<network addr="192.168.1.0/24"
router="relay~server—i@abc. net”/> 932-1

<network addr="192. 168..2.0/24" }1942_1
router="client-11@relay-server—1. abc.net”/>

0 i &4 et 4 e 1 A . i B ]

>1941

r1942

{/rauting_network>

<{/iprouting>
</rootd

FIG. 35
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ROUTING TARGET

[P ADDRESS ROUTING DEVICE

192.100.1. 0 ¢lient-21@relay-server—2. abc. net
' relay-server—2@abc. net

200.1.2.0 ¢l ient-31@relay-server-3. abc. net

200.1.3.0 ¢l ient~32@relay-server-3. abc. net

192.168.1.0 relay—server—1@abc. net

192.168.2.0 client-11@relay-server-3. abc. net

FIG. 36
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( START )

F 9

S1101

IS THERE
NETWORK SEARCH
INSTRUCTION?

~51102

TRANSMIT NETWORK
SEARCH COMMAND

-
-~
4

N

S1103

IS NETWORK
SEARCH INFORMATION
RECEIVED?

. S1104

DISPLAY RESULT OF
NETWORK SEARCH

( END )

FIG. 37
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START

S$51151

IS NETWORK SEARCH
COMMAND RECEIVED?

. S1152

REFER TO RELAY
GROUP INFORMATION

b 4

IS NETWOR S1153

SEARCH COMMAND

TRANSMITTED TO ALL
RELAY SERVERS?

Yes

.. S1154

l, A 91157

REFER TO CLIENT
TERMINAL INFORMATION

TRANSMIT NETWORK
SEARCH COMMAND TO
RELAY SERVER
[

h

511565

IS RESPONSE
RECEIVED?

No
A~ S1156

UPDATE NETWORK
SEARCH INFORMATION

Y

51158

1S NETWCORK

SEARCH COMMAND -
TRANSMITTED TO ALL
LOGGING-ON CLIENT

. S1159

TRANSMIT NETWORK
SEARCH COMMAND TO
LOGGING-ON CLIENT
TERMINALS

"y

51160

IS RESPONSE

RECEIVED? No
. 51161

UPDATE NETWORK
SEARCH INFORMATION

FIG. 38

J $1162

TRANSMIT NETWORK
SEARCH INFORMATION

END
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195

{?xm! version="1.0" encoding="UTF-8" standalone="no"?>
<{root>

<iprouting group="routing-a”
id="-397de” lastmod="1215530239484"
name="IP-routing-group-1"
owner="client-11@refay-server-1.abe. net™>

<routing_network id="3407e8” lastmod="1215530239484">

<network addr="192.168.1.0/24"
router="relay-server—1@abc. net”/> 19521

router="client-32@relay-server—3. abc.net”/>

</routing_network>

<{/root>

e e e e e e e i iy iy 4 A U il 4 i o ey 30 i e Mt e 4 Bt S S o e 4

{network addr="200.1.3.0/24"
network addr / }195}—2

FIG. 40
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<?xml version="1.0" encoding="UTF-8" standalone="ho"?>

— JRE— —_— . 0 At b e ] ) S 1 W S et 0 Bl U b

{iprouting group="routing-a"
id="-397de” lastmod="1215530239484"
name="|P-routing-group-1~
owner="c| ient-11@relay-server-1. abc. net™>

e T e e e e S p— ——

Crouting network 1d="3407e8" |astmod="1215530230484"> |

<network addr="192. 168. 1.0/24" :}1952,1
router="relay-server—1@abc. net”/>

{network addr="200.1.3.0/24" :}1952—2

router="client-32@relay-server-3. abc. net”/>
{/routing_network>
{routing_terminal id="-120ef” lastmod~”1215531987906”>

{terminal lastmod="1215562271562"
name="LANT0~1" addr="192.168.1.%"/> (19631

{terminal lastmod="1215562271562" 1063-2
name="LAN30-3" addr="200,1,3.+"/> (1963

</routfng termlnai>
<rout|ng session id="3407e8" Iastmcd—”1215530239484 >

{session start="relay-server-1@abc. net” 1064~
end="c! ient-32@re lay-server-3. abc. net”/>

<{/routing._: session>

P e Y e Ll Y S ——

{/iprouting>

{/root>

FIG. 44
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