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PARTI AL CUT- THROUGH The present

over networks.

PCT/ GB97/ 01681 ATM
I nvention concerns transm ssion of data
5 The nost traditional network is the telephone

network. The agpigyedz7&f | SDN has greatly enhanced the capabi lpcic®7/6iss:
tel ephony and in particular the bandw dth avail able to users.

Tel ecommuni cati on networ ks such as 10

are what is known as "connection-oriented". Thus prioer to sending

i nformati on across a connection-oriented network a user

t el ephony, FR (Franme Relay) and X25

nust be all ocated a

circuit either by provision or demand. Once this has been achi eved the user

can then send and recei ve 15

i nformati on across the network between host

machines. In parallel with the arrival oflbroadbandrtelephony t here has

been a very substantial growth Afhvgkﬂm e ~kRow Sy connectionl ess”
net wor ks. Connecti onl ess 20 —ﬂermnrg%i gﬁ?un Sggé%ANs but in particul ar

' the nost signi fi cant connectionless network is the Internet. In a
connectionl ess network a user does not have to
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The present invention concerns transmission of data

over networks.

The most traditional network . is the telephone

network. The arrival of ISDN has qréatly enhanced the

capabilities of telephony and in partidﬁlar the bandwidth

avéilable to users. Telecommunication'networks such as
telephony, FR (Frame Relay) and X25 aré'what is known as
"connection-oriented". Thus prior to sending information
across a connection-oriented networ_k_-__-_ a user must be
allocated a circuit either by provisidh oxr demand. Once
this has been achieved the user can theﬁ send and receive

information across the network between host machines.

In parallel with the arrival of_broadband telephony
there has been a very substantial growth in what are
known as “"connectionless" networks.. Connectionless
networks encompass LANs but in pggéicular the most

significant connectionless network ié“the Internet.

In a connectionless network a user does not have to

obtain a circuit connection with a desired destination

prior to sending the information ac¢ross the network.

This is because information is sent Lh datagrams which’

contain header field information which intermediate nodes
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cuit connection with a desired destination 25 prior to
sendlng the information across the network. This is because information is
sent in datagrans which contain header field |nfornat|on whi ch internediate

Q25 | PRETSHREP1681 2

| Ng purposes. . There are a nunber of data net wor ki ng

e the Internet  Protocol (IP), SNA  (Systens Net wor k 5
Architecture), Appletalk and IPX and all transport data in the form of

Such datagrams w Il hereinafter be referred to as

ss datagrans. In addition to the above two basic types of

t he arrlval of broadbafd networks heral ded by the
f has I S he range
pe gafogv\% r#‘%ré)%t%?gﬁsm t?ggé%\a/%é taa!elrgu%o%e%% ﬁggg Thus

fekWorking pr_ot_Qc_ols which have been designed for
c.onnectionless'._'-ﬁ'et;y:vork paradigms. Th__e_‘_s_;-é include the
Internet Protocol (IP), SNA (Syétems Network
Architecture), 'ﬁpp_letalk and IPX and all _:transport data
in the form ;o-'f . datagrams. Such détagrams will

hereinafter be réferred to as connectionless datagrams.

In addition to the above two basic types of network,
the arrival of  broadband networks heralded by the
introduction of optical fibres has | substantially

increased the range and nature of data which can be

transmitted over telephone lines. Thus while some users

may be content thh merely maintaining voice connections
at constant bJ.t .rates other users might wish to have
access to othe:r'. épn_h_ection types such as video and data
at variable bit :_ra'tes'. Thus users now require the

ability to sele_._c__t;. ﬁ__r,om a ‘number of conneétion types in

accordance w:.th'""' heir needs. What are known as ATM

(Asynchronous 'I'ra ._sfer Mode) networks have been developed
to meet this demand In a typical ATM net._v,gork a user can
choose between a--plurality of potential coﬁnection types,
for example a f:.xed rate voice link, a var.table bandwidth
link peaking at 10 megabits and W.'I.th a mean of
5 megabits, and a tlurd variable bandw:.dth link peaking

at 20 megabits and hav:.ng a mean of 8 megablts. The

second of thesef'é: ;nectlon types can be ‘used for high
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“

may be content with nerely maintaining voice connections 15 at const ant
bit rates otherusers mght wish to have access to other connection types
such as video and-data at variable bit rates. Thus users now require the
ability to sywdemader om a nunber of connection types in accecimaBywomss h
t heir -needs. Wat are known as ATM 20 (Asynchronous Transfer Mde)
“netvor ks have beén devel oped to neet this demand. _ln a typical ATM network
a user can choose. between a plurality of potential *connection types, for
.exanmple a fixed rate voice link, a variable bandw dth link peaking at 10
-negabits and wi'th a nean of 25 5 negabits, and a third variable
bandwi dth |i nk peaking at 20 negabits and having a nean of 8 negabits.
" The second of these connection types cai be used for high WO 97/ 50276
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' ' .of video images. 5

':'In order to maximise the zﬁctential bandwidth

5 available to users the telecommunicatiéns industry has
deveicped what are known as virtual patn (VP) networks.
VPﬁne;works differ in two ways-from_;he traditional
telephcne network already described. :In a VP network
eacn?nser is allocated a bandwidth app?opriate to his

i0 'assu@ed needs in the various connection'ﬁypes and the ATM
network management provide bandwidth by eelecting a route
frcmgall of the available paths in the ﬁetwork. It will
be.gppreciated that it would be uneconnmic to provide
eechénéer all the time with all the maximum bandwidth

15 theti:that user nmight require. Accordingly, in vPp
network the sum of the nominal bandwxdths allocated to
the users connected in the network Ls substantlally-

grea;e; than the total bandwidth of the%network.

20 ‘Thus, ATM networks provide a high ﬁ,eed technology
that is likely to become fundamental in tmlephony'because
of its multi service capabilities. However, ATM still
has difficulty in supporting traffic thch is based on

the connectionless paradigm of the Internet and other

25 LAN-type networks.

'in accordance with one aspect 'cf the present

e A




In order to maximse the potential bandwidth 5 avail abl e to users
the tel ecommuni cations industry has devel oped what are known as virtual
path (VP) networks. VP networks differ in two ways - fromthe traditional

t el ephone REEWRkKsed! ready described. In a VP network eachpggipotsisstl | ocat ed
a bandw dth appropriate to his 10 assuned needs in the various connection
types and the ATM network managenent provi de bandwidth by selecting a route

fromall of the available paths in the network. It will be appreciated
that it would be uneconomc to provide each user all the tine wwth all the
maxi mum bandwi dth 15 that. that user mght require. Accordingly, in

VP network the sum of the nom nal bandwi dths all ocated to the users

connected in the network is substantiflly greater than the total bandw dth
of the network.

20 ~__Thus, ATM.net wor ks .provi de_a_hi speed
technol ogy R&E"T¥N i%’éﬁ?tbs b?ESX‘éd?gnaar%efﬁ%d i?lgt ‘éf%’b?l'g%t’ﬁbgpau$e of its
mul ti serviger&abapi dddudih a ANRLSEioAllsst bhtadlem dif fd CRdRed N
supporting traffic which is based on the connectionl ess paradi gm of the
Internet anskpidtire’havin\-theneEcal V6 ks. series of packets, the

header including the routing informéi:_ion of the
5 connectionless datagram being mapped intozghe_payload of
the first packet structure, and wherein at an
intermediate node of the network a connecti‘éhl_ess routing

function is carried out on said first packet.

10 In accordance with a second aspect there is provided
a switching node for a data network, the éwitching node
comprising: |

an ATM switch;
means for accepting a connectionless datagram and

15 converting the datagram into a plurality of'ATM cells in
which header information in the connectioxj_less datagram
is inserted into the payload of the first cjé"ll of fhe ATM
cell structure; and '

means for detecting the length of the ."_'._t:}_eader fields

20 of the connectionless datagram and if the length of these

fields is too great to be contained in the S;yload of the

first cell of the ATM cell structure generating a partial

header checksum and inserting this chec um into the

25
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with one aspect of the present -4 - invention there is
provided a nethod of transmtting a connectionl ess datagram across a

net wor k, sai d connectionl ess datagram havi ng a header which includes its
routing inforgrdemearesai d network having an input interface soriGBymmesiput
interface and at | east one internedi ate node, said nethod conprising the
at the input interface, deconposing the connectionless

each

a header and a payl oad, the header of the connectionless

dat agram bei ng mapped into the payload of the first packet of the packet
structure; and at an internedi ate node of the network, performng a
connectionless routing 10 function on the first packet of the packet

structure wi th the lrnerg%c%igggnggll&zf%rpfa tt*ﬂ?raagggécét{rﬂﬁleuﬁg_ pESPidEdIg in the

nce a second a

tagram has a header which includes its routing

pect there is provided a
dé'ﬁté’iﬁrx{i; fridae E3RSH &hLaMmEBRNeE! ithel ewstéRiAgrmdde i n whi ch
a

sebfiprigimy & having an 15 input interface and an out put

at |east one intermediate node, said input interface being
adapt ed to deconposan ABbrwdGhdnl ess datagram into a packet

means for accepting a connectionless datagram and
converting the datagram into a plurality of ATM cells in
which header information in the connectionless datagram
is inserted into the payload of the first cell of the ATM
cell structure; and

means for detecting the length of the header fields
of the connectionless datagram and if the length of these
fields is too gréat to be contained in the payload of the
first cell of the ATM cell structure generating a partial
header checksum and inserting this checksum into the
payload of the first ATM cell together with only the
header fields of the cpnnectionless datagram up to and

ihcluding the destination address.

The present invention is also directed to a data
network incorporating switching nodes as set out

hereinbefore.

In order that the present invention may be more
readily understood an embodiment thereof will now be
described by way of example and with reference to the

accompanying drawings in which:
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structure conprising a series of packets, each packet having a header and a
payl oad and to map the header of the connectionless datagraminto the

payl oad of the first packet of the packet structure; and said internediate
node of thggwisppgsk being 20 adapted to perform a connect pppicBsfiolsfut i Ng
function on the first packet of the packet structure with the remaining
cells of the packet structure renmaining in the data link layer. In
accordance with a third aspect there is provided a switching node for a
data network, the sw tching node conprising: 25 an ATM swi tch
means for accepting-a connectionl ess datagram and converting the datagram
into a plurality of ATM cells in which header information in the
connectionl ess datagramis inserted ifto the payl oad of the first cell of

the ATM cel | str¥%turg;laggogggggaéﬁkﬁquQﬁthggyg?ﬁélength of the header

fields of the conndCtronl ess agram an | ength of these fields
is too great to be contained in the payload of the first cell of the ATM
cell structure generating a partial header checksum and inserting this
checksum i nt o t heipayeo2dshéws he typistalARMMcekllltogether with only the

-5 - header fields of the connectionless datagramup to and including the
destination

5 Figure 3 is a diagram showing a known method of

transporting IP over an ATM network;

Figure 4 is a similar diagram showing a method of
achieving direct connection between orxriginating and

10 destination hosts;

Figure 5 is a similar diagram to Figures 3 and 4
showing a process of integrating conqectionless datagram
traffic and ATM in accordance with the present invention;

15
Figures 6 and 7 show protocols respectively for

IP v 4 and IP v 6; and

Figures 8 and 9 show ATM cells generated in

20 accordance with the present invention.

Referring now to Eigure 1 of the accompanying

drawings, there is shown a block diagram of a
conventional ATM network. The ATM network consists of

25 a network of partially interconnected switching nodes in
the form of ATM switches 10 to 18. Traffic in an ATM

network consists of cells which are transmitted from node

AL




address. In order that the present invention nma be nore readily understood
an enbodi nent thereof will now be descri bed by way of exanple and with
reference to 5 the acconpanyi ng drawi ngs i n whi ch: WO 97/ 50276

PCT/ GB97/ 0168%0®789206r e 1 shows a typical ATM network; Fi gurRETZGRIMONSE a
typical ATMcell; 5 Figure 3 is a diagram showi ng a known net hod of
transporting I P over an ATM network; Figure 4 is a simlar diagram show ng
a nmet hod of achieving direct connection between originating and 10
destination hosts; Figure 5.is a simlar diagramto Figures 3 and 4 show ng
a process of integrating connectionless datagramtraffic and ATMin
accordance wth the present invention; 13 Figures 6 and 7 show protocols
respectively for

to node in the network. In the netwbrk of Figure 1,

switches 10, 11, 12, 13, 15, 16, 17 and 18 also function

as access switches. Each of the access switches is
connected to a set of access lines which connect the

5 switch to other networks or directly to customer
equipment. By way of illustration, Figure 1 shows switch

17 connected by one access line to a cémputer 22 and by
another access‘line to a multiplexer 24. The computer

22 is provided with an ATM card which enables it to

10 transmit and reﬁeiveldata in the form of ATM cells. The
multiplexer 24 can receive vidéo, data ahd speech signals

and convert these in a multiplexed manner into ATM cells.
Likewise, it can receive ATM cells from the switch 17 and
convert these to video, data and voice signals.

15 Typically, the multiplexer 24 will be located at the

premises of a user of the ATM network.

As is known to those skilled in the art, when
transmitting an ATM cell between the ATM. input interface

20 and the ATM output interface, initial valves are inserted
into the wvirtual path identifier (Vfl) and virtual
channel identifier (VCI) fields in the header. The ATM
“input or output ihterface may be in an access node or
outside the ATM network, for example in.computer 22 or

25 multiplexer 24. Then, at each switching node, the values
of the VPI and/or VCI fields are read and one or both of

the values are used together with a routing table to




IPv 4 and IP v 6; and Figures 8 and 9 show ATM cells generated in 20
accordance with the present invention. Referring nowto Figure 1 of the
acconpanyi ng drawi ngs, there is shown a bl ock diagram of a conventional ATM
net wor k. ThwoAdsdzmet wor k consi sts of 25 a network of par trcaiGpg7/01681

I nt erconnected swi tching nodes in the formof ATM sw tches 10 to 18.

Traffic in an ATM network consists of cells which are transmtted from node

WO 97/ 50276 } * PCT/@B97/01681 7 to
node in the network. In the network of Figure 1, switches 10, 11, 12, 13,
15, 16, 17 and 18 al so function as access sw tches. Each of the access

switches is connected to a set of access |lines which connect the 5 switch
to other networks or directly to " custonmer equipnment. By way of

illustration Lour it ch npegt b e ine to a
11 ustrat | onge FLOI o To S ol oh sbEo2aNERE! St Dle 21101 SARESld

switch, the values of one or both of the VPI and VCI
fields ate updated in accordance with data contained in
a routing table. The VPI field provides a coarse level
5 of routing whereas the VCI field-ﬁrovides a fine level
of routing. The routing tables are set up partly by
network management and partly during call éeﬁ up.
Mainly, but not entirely, virtual path routing tables are
set up by network management and virtual channel routing

10 tables are set up by signalling during call set up.

The structure of a basic ATM cell and the header

fields will now be described.

15 Referring now to Figure 2, a basic ATM cell
comprises a five-~octet header 40 and a 48-octet user
payload section 42. The cell header 40 is used to route
the cell between switches across the network and the user
payload section 42 contains the user’s data and it is

20 carried transparently across the network and delivered
unchanged at the far end. As will become apparent this
basic cell is generally much smaller than a

connectionless datagram.

25 ~ Referring now to Figure 3 of the drawings, this
shows a network of IP routers 200 connected to ATM

switches 201. The classic approach to supporting IP over




anot her access line to a nultiplexer 24. The conputer 22 is provided with
ah ATM card which enables it to 10 transmt and receive data in the form
of ATMcells. The multiplexer 24 'can receive video, data and speech

signal s and cwomrsezzshese - in a nultipl exed manner into ATM cBCI/GBIVOIESIW Se,
it can receive ATMcells fromthe switch 17 and convert these to video,
data and voice signals. 15 - Typically, the nultiplexer 24 will be | ocated
at the prem ses of a user of the ATM network. As is known to those skilled
in the art, when transmtting an ATM cell between the ATM input interface
20 and the ATMoutput interface, initial values are inserted into the
virtual path identifier (VPl) and virtual channel identifier (VCl) fields
in the header. The ATMinput or output interface nay be in an access node

or outside the M Dot vBr lestfabliekanpite the CATPUt BAyeX?, o8 Zmrmamenti pl exer
24. Then, at each switching node, the values of the VPI and/or VC fields
are read and orvﬁmmabot:liuroﬁ__ithel’%)u@eravaala!#edﬁm!g@tlh@aﬁm t(RVE )r &t i ng

table to switched virﬁ@él circuit (SVC) 1link between adjacent
routers withiﬁ a chain. Thereforxe, when the originating
5 host sends a cénnectibnless datagfam to the destination
host, ATM cells of the kind shown'in Figure 2 are used
to transport'ﬁhe datagram information on a hop-by-hop
basié between éhe intermediate nodes within the chain,
the original:datagram being segmentéd into a plurality
10 of ATM cells when travelling between the ATM switches at
the intermediate nodes. 1In this mode the ATM network is
being used ;;d provide leased line or LAN-to-LAN
interconnect type services. In order to generate the ATM

cells what is known as an ATM Adaptation Layer is used

15 to decompbse the IP datagram into ATM cells.

The problem with this approach is that at each of
the nodes the grigina1 IP datagram has to be reassembled
so that the IP?router 200 at the intermediate node can

20 utilise the ﬁé;der field iﬁformation"and then returned
through the Aﬁi layer for onward transﬁission by the ATM
switch to thefnext node. As can be seeﬁ in Figure 3 this
involves usihg the IP layer routér aﬁlthe IP layer to
determine thé:output port of the rou;é; which is to be

25 used, and resegmenting the IP datag#ém into ATM cell

format using an AAL process for onward transmission by

the associatgﬂ ATM switch. This approach has the
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them to reassemble the IP datagram and resegment it into
ATM cells. Accordingly this known approéch involving IP
over ATM is unsuitable for IP flows that have a short
delay requirement and/or a long duration, and a direct
connection between the two hpsts'may become preferable
as this is more efficient in both end-to-end delay and
network resource utilisation.-Additionally, each of the
IP routers 200 at the intermediate nodes in the chain has

to buffer data which it does not directly need to

process.

Figure 4 of the accompanying drawings shows an
approach which has been proposed to meet the problems of
the arrangement shown in Figure 3. This approach is
known as ATM cut-through and proposes the use of a direct
connection over the ATM laye:'between the originating and
destination hosts. It is achieved by providing a mapping
between IP and ATM addresses. This mapping allows the
originating host in Figure 4 to discover:the address of
the ATM switch connected to the destinatien host and then
to route all cells directly across the ATM network to
this switch, thus bypassing' all of the intermediate
nodes. However, this approach still has problems.
Firstly,- it is not suited to all IP sessions. In

particular, advantages of ATM cut-through are only

THIS SHEET HAS BEEN
REPLACED
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unchanged at the far end. As will becone apparent -this basic cell is
generally nuch smal ler than a connectionl ess datagram 25 '
Referring now to Figure 3 of the drawings, this shows a network of IP
routers 200 covasbze to ATM switches 201. The cl assi c appr GecIGBIT/01681
supporting I P over WD 97/50276

PCT/ (B97/ 01681 9 ATMis to establish, at the ATM |l ayer, a permanent virtua
circuit (PVC), permanent virtual path (PVP) or sw tched virtual circuit
(SVO) link between adjacent routers within a chain. Therefore, when the
originating 5 host sends a connectionl ess datagram to the destination
host, ATM cells of the kind shown in Fiqﬁre 2 are used to transport the
datagram i nformati on on a hop-by-hop basi's between the internedi ate nodes

R e itk R L
duration for them to benefit from cut-through being
applied. Additionally, after setting up_a'connection the
datagrams are not sent to intermediate routers so router

5 functionality such as re-routing, header error checking
etc. become inaccessible.. A third problem is that in
ordgr to achieve ATM cut-through mapping is required
between the IP and ATM network addressing schemes. The
result of this is that ATM cut-through is only useful for

10 long-term sessions and does not address the reqﬁirements

of shorter and increasingly higher data-rate sessions.

The problems of both of these known approaches are

met in the system and method disclosed in Figure 5 of the

15 accompanying drawings. In order to distinguish the
method of the present invention from the previously
described methods, it will be referred to hereinafter as

ATM partial cut-through.

20 As shown in Figure 5, the ATM partial cut-through
system. occupies tﬁe middle ground bétween the two
extremes of classic IP over ATM in which every
intermediate node is fully involved, and ATM cut-through
in which there is a direct mapping between host and

25 destination. As seen in Figure 5, each node consisting
of an IP lafer router 200 and an ATM switch 201 has an

additional functionality provided at 202 which will be




the internediate nodes. In this node the ATM network is being used to
provide | eased line or LAN-to-LAN interconnect type services. In order to
generate the ATM cells what is known as an ATM Adaptation Layer is used 15

to deconpos Wﬁ datagraminto ATMcells. The probl em wetldlabhsiesPPr 0ach
s that at g%é: of the nodes the original |IP datagram has to be reassenbl ed

so that the IP router 200 at the internmedi ate node can 20 utilise the
header field information and then returned through the AAL |ayer for onward
transm ssion by the ATMswitch to the next node. As can be seen in Figure 3
this involves using the IP layer router at the IP |layer to determ ne the
out put port of the router which is.to be 25 used, -and resegnenting the IP
datagraminto ATMcel |l format using ant?AAL process for onward transm ssion

by the associ ated ATM swi tch,. This approach has the . 10 drawback that
Che end- to- cREEGEFEY THNPERSBREGFY 7] phrst coll procssing”. “rhls

in the system shown in Figure 5, when the originating

| .h.o'.st initiates an IP session in which data is to be sent

to the destination host via datagrams, the ATM cell

5 structure is arranged so that only the first cell of the
structure derived from the original datagram carries
routing information and all the cells following this
first cell carry only tﬁe payload infonﬁation of the
original datagram. At each intermediate node the router

10 at that node uses the first cell processing functionality
to determine the route of the entire datagram as
represented by the plurality of ATM cells whilst data
forwarding of the ATM cells is left to the ATM layer
(layer 2 or the data link layer of the OSI reference

.15 model). Thus based on the knowledge that the payload of
" the first ATM cell contains all of the relevant routing
infomatiﬁn within the IP header, it becomes possible

by detecting the first cell and opening the payload to
extract IP layer information which is caéable of routing

20 all of the ATM cells. This enables véry efficient
datagram forwarding as the datagram does not have to be
reassembled and resegmented at each inf_:éirmediate node
and, as will be described later, also enébles datagram

discarding within the ATM layer.

25

In order to implement partial cut-through additional

software and hardware functions will be needed to




nurber of intermedi ate nodes due to the tine it takes for themto
reassenbl e the I P datagram and resegnent it into ATMcells. Accordingly
t hi s known approach involving IP 5 over ATMis unsuitable for IP flows

that have a sW@idysgfsay requirenent and/or a |ong duration, ppficRoflé1ERaCt
connection between the two hosts may become preferable as this-is nore

efficient in both end-to-end delay and network resource utilisation.

Addi tionally, each of the 10 | P routers 200 at the internediate nodes in
the chain has to buffer data which it does not directly need to. process.
Pages 1409- 1424 of Docunent Conputer Networks and 15 | SDN Systens, 1994,
Vol . 26, No. 11, describe the above nethaod of operation. In the nethod
described in this document all connectiofPess datagrram cel | s | eave the ATM

t o under go payl,oalﬂ(fpr ogejs‘%ib{g, risch c}eq_lbgjir%getsggﬁgir gﬁg ugg%., Thedd guUre 4

of the acconparyt Shows an “approach as e'en proposed to
meet the probl ef&:ﬂiréé@&rmﬁ@g%ﬁ%nkdéh@wm&ﬂglafec%.nsTemstampirxfgach i s

knowi as ATM cut -t hrough and proposes the use of a direct connection over
the ATM | ayer bet weriadieis ,Or the natéadingndof the IP fields and the
consequences of such reading, the buffering of the ATM
5 cells contaiﬁ:‘mg the rest of thé. datagram, the
calculation of the forwarding path and managing the
forwarding pro&ess. However, this functionality does not
affect standard ATM proéesses so it can be implemented

within each ATM switch without affecting standard ATM

10 VPI/VCI cell forwarding processes.

In accoxrdance @with the embodiment being described,
the means for detecting the first cell of an IP datagram
is provided 'by usixig one of the ATM Adaptation Layer

15 (AAL) processes which have already been established for
the transmission of IP data over an ATM network.
Exampies of these already existing AAL processes are

AAL3/4 and AALS.

20 Referring now to Figure 6 of_-'-the accompanying
drawings, this figure represents a datagram having fields
which conform“with the IP v 4 protocol and in the figure
the fields bounded by the bold lines .c.:onstitute the IP

datagram header. The key for the fields is set out in

25 Table 1 below.




25. destination hosts. It is achieved by providing a mappi ng between IP
and ATM addresses. This mapping allows the originating host in Figure 4 to
di scover the address of the ATM switch connected to the destination host
and then to gaUhReAk! cells directly across the ATM networ kacizpd9mest hi S

switch, thus bypassing all of the internedi ate nodes. However,” this
approach still has problens. Firstly, it is not suited to all IP

sessi ons. In particular, advantages of ATM cut-through are only WO
97/ 50276 ' PCT/ GB97/ 01681 11 realised

where the I P sessions are of a suitably long duration for themto benefit
fromcut-through being applied. Additionally, after setting up a connection
the datagrams are not sent to intermedi4te routers so router 5

functionality such as re-routing, hgggﬁéigrror checki ng etc. becone
i naccessible. A third problemis th rder to achi eve ATM cut -t hrough

mapping is required v Version
| HL Head Length
ST Service Type
5 TL Total Length
- Id Identification
FB Flag Bits
FO Fragment Offset
TtL Time to Live
10 Pr Protocol
HC Header Checksum
SIPA Source IP Address
DIPA : Destinati&n IP Address
0 Options (if any)
15 P Padding (if any)
IP DP IP Datagram Payload

The payload of a typical connectionless diagram can
be substantially larger than the pay;oadicapacity of an
20 ATM cell. Fof'example, the IP protocol allows payloads

of up to approximately 65 kilobytes.

Figure 7 of the drawings is a similar representation

to Figure 6 and shows a datagram having fields which

25 correspond to the IP v 6 Protocol.. Again the fields
bounded by the bold line represent the IP Datagram

header. Table 2 below sets out those fields which differ

bl
R
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between the I P and ATM networ k addressi ng schenmes. The result of this is
that ATM cut-through is only useful for 10 | ong-term sessi ons and does
not address the requirenents of shorter and increasingly higher data-rate
sessions. The gpgg%s of both of these known approaches areppRicpoflofed
system and nethod disclosed in Figure 5 of the 15 acconpanyi ng draw ngs.
In order to distinguish the nethod of the present invention fromthe
previously described nethods, it will be referred to-hereinafter as ATM
partial cut-through. 20 As shown in Figure 5 the ATM parti al
cut-through system occupies the m ddl e ground between the two extrenes of
classic I P over ATMin which every internediate node is fully involved, and
ATM cut -t hrough in which there is a diret? mappi ng between host and 25
destination. As seen in Figure 5, each node consisting of an I P | ayer
router 200 and %ﬁ?@ﬁ?”ﬁsﬁﬂ?égszﬁﬁ ¢k&?€ﬁ15additional functionality provided
at 202 which wll be

TABLE 2
Py Priority

5 FL Flow Label
HL Hop Limit

When a connectionless datagram, in the present
embodiment an IP datagram, is processed at the AAL layer

10 the variable length datagram is segmented into ATM cells
of the kind described in Figure 2. Thus the AAL layer
will generate ATM cells of the kind shown in Figures 8

and 9. In these figures the bold lines encompass the ATM

cell header; Other fields which are not common to the

15 IP datagrams described with reference to Figure 6 and 7

are set out in Table 3.

TABLE 3
VPl © . Virtual Path Indicator
20 vCc1 - Virtual Circuit Indicator
PT Payload Type
CLP Cell Loss Priority
HEC Header Error Check
PCRC ~ Partial Cylic Redundancy Code

25

The cell shown in Figure 8 is generated at the AAL

'layer from an IP v 4 datagram using AALS. As already




WD, 97/ 50276 PCT/ GB97/ 01681 12
referred to hereinafter as "first cell processing”". Thus in the system
shown in Figure 5 when the originating host initiates an |IP session in
whi ch data | sent to the destination host via datagr ™
cell 5 st c%%’?ggi s arranged so that only the first cell P%%%’?Pfucture
derived fromthe original datagramcarries routing information and all the
cells following this first cell carry only the payload infornmation of the
original datagram At each internedi ate node the router 10 .at that node
uses the first cell processing functionality to determ ne the route of the
entire datagramas represented by the plurality of ATMcells whilst data
forwarding of the ATMcells is left tolshe ATM Il ayer (layer 2 or the data

link layer of the OSI reference 15 nodel ). Thus based on the know edge
that the payleadadhedhe Bnr sTPATHARROFaROAN nandl | osherhetyRe evatht routing

information within the_ |IP header, it bec ossible b et ect t he
first cell ariﬂ"ﬁ‘ﬁé?rﬁlﬁé‘lﬁﬁé agEE™ &% x]?’{’%étlplw I%?/ef‘ %ﬁgﬁ?f‘r‘h‘f vvhi chis
capabl e of rO.LLé grg: than an ATM cell.

5 At the AAL layer the IP datagram .\.S segmented into

ATM cells of the kind described in Fi_.g'ure 2 and as a
result of this s_egxﬁentation the header section of the IP
datagram is .i.ns:erted into the payload .o_f the first ATM
cell along, in’ manj( cases, with some of the payload, i.e.
10 the first 48 octets of the IP datagram will become the
payload of the first ATM cell, the second 48 octets of
the IP datagram will become the payload of the second ATM
cell and so on until the whole IP datagram has been
converted into the ATM cell structure.’ : Each ATM cell
15 will, of course, have the apprdpriate ATM header as shown

in bold lines._'

The cell structure shown in Figgre 9 has been
generated from'%én IP v 6 datagram also:'__:_..__j\:_;sing AAL 5 and

20 similar considerations apply.

In both cases it will be seen that the header of the

IP datagram which includes all the IP roﬁé,i.ng information

has been included within the payload éf t:he first of the

25 ATM cells generated at the AAL layer. As will also be
app‘re_;:iated, ) the information from _t-ﬁ__e original IP

datagram also contains a field which indicates the total




20 . all of the ATM cells. Thi s enabl es very efficient datagram
forwardi ng as the datagram does not have to be reassenbl ed and resegnented
at each internediate node and, as will be described later, also enables
dat agr am di scaygighdost hi n the ATM layer. 25 In order to inplgiRederiofesti 2l
cut-through additional software and hardware functions will be needed to
WD 97/50276 PCT/ GB97/ 01681 13
i npl ement the "first cell processing features". These features include the
identification of cells containing IP headers, the reading of the 1IP
fields and the consequences of such reading, the buffering of the ATM5
cells containing the rest of the datagram the calculation of the
forwardi ng path and rmanagi ng the forwardimg process. However, this
functionality does not affect standard ATM processes so it can be
i npl enent ed length of the original datagram. Note that in this
~ embodiment, the IP header does not include header options
(IP v 4) or header extensions (IP v 6). These extend the
size of the header such that they will not necessarily
5 reside completely within the first cell of the ATM
structure after the IP datagram has been processed at the
AAL. For the purposes of partial cut-through, these
options and extensions are therefore treated as part of
the payload and, as in ATM éut-through, are not processed

10 by the immediate routers.

Subsequent cells generated at the AAL layer are not
shown as these cells will be conventional ATM cells with
the 48 octet payload sections of the cells carrying the

15 IP datagram payload.

Once the IP datagram has been converted into the ATM
cell structure it will be transported from the first ATM
switch shown in Figure 5 to the first of the intermediate

20 nodes. At this intermediate node the first cell of the
ATM cell structure is subjected to the first cell
processing function 202 at that node. This function will
include the identification of cells containidg IP header
inforﬁation, the reading of the IP fields, the

25 calculation of the forwarding path and managing the
forwarding process. This can be achieved by copying the

IP header contents of the first of the ATM cells to the




wi thin each ATM switch without affecting standard ATM 10 VPI / VCI cel
forwarding processes. In accordance with the enbodi nent being descri bed,
t he neans for detecting the first cell of an IP datagramis prOV|ded by

usi ng one o&, i? M Adapt ati on Layer 15 (AAL) pr ocess gﬁlﬂve
al ready bee I shed for the transm ssion of |IP data over an K

net wor K. Exanples of these already existing AAL processes are AAL3/4 and
AAL5. 20 Referring now to Figure 6 of the. acconpanyi ng draw ngs,
this figure represents a datagram having fields which conformwith the IP v
4 protocol and in the figure the fields bounded by the bold Iines
constitute the | P datagram header. The key for the fields is set out in 25
Table 1 bel ow. WO 97/ 50276 18

PCT/ GB97/ 0168f11r154{: ?k processulg function carrying out the recording

process whilst buffering the ATM cells. It will thus be
seen that when carrying out partial cut-through only the
IP header information is processed at the IP layer.
5 Consequently the additional first cell processing
functionality carried out on the extracted IP header
information has no effect on the standard ATM switchihg
procesees support from the requirements to buffer the
following cells. As the first cell processing function
10 has access to the length of the original datagram and
this datagram, including the IP header information, has
been broken into 48 octet segments, the first cell
processing function will also know the number of ATM
cells which had been generated at the AAL layer of the
15 originating node. This has the result that the first
cell processing functionality provides the ability to
implement datagram discard at the Amn'layer as it is
pessible to calculate the total number of;cells arriving
at the.ATM switch and check whether or not there is
20 sufficient spare buffer capacity to stere all of the

datagram’s cells.

Another feature provided by the sjstem shown in

Figure 5 is that error checking can be car%ied out at the

25 intermediate node by the IP.layer router;; When ATM cut-
through is applied, as in the system shown in Figure 4,

the IP header error check feature supported by IP v 4 is

TSI T IR TR
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vV . Version HL Head Length ST Service Type 5

TL
Total Length Id: | dentification FB Flag Bits FO Fragnment
Ofset TtL Time to Live 10 Pr Prot ocol HC
Header Checks wyig 9}dhys Source | P Address DI PA Desty, 1090168
Address O Options (if any) 15 P Paddi ng ?I} any)
| P DP | P Dat agr am Payl oad The payl oad of a typlcal connectionl ess

di agram can be substantially |arger than the payl oad-.-capacity of an 20

ATM cel | . For exanple, the |IP protocol allows payldads of up to
approxi mately 65 kil obytes. Figure 7 of the drawings is a sinilar
representation to Figure 6 and shows a daéagran1haV|ng fields which

10

15 .

20

25

lost. However with ATM partial ;u;-through as shown in
Figure 5 the_uéual IP header error checking processes are
preserved prﬁvided the first ATM cell contains all of the
IP header inﬁbrmation, including all 6§tions. This is
necessary beéaﬁse the IP v 4 CRC check is across the
header and alljoptions, and some of these options could

be in the Second cell.

In 'certain circumstances this ébndition may be
violated. Because of this the source and destination
hosts shown ih Figure 5 may include aIService Specific
Convergence subiayer (SSCS) process within the AAL to
detect over—iength headers, IP v 4 headers, or any
request for ﬁhe insertion of an optical CRC for the
IP v 6 heade:; This CRC is optional because, unlike
IP v 4, the .IP v 6 header has no CRC of its own.
Optional-insérfion of a CRC might be useful to detect
header corrupﬁion within the ATM net@ork so0 that the
cells associg€§¢ with the header corruption and carrying
the payload_gﬁfthe complete datagram can be discarded.

In such a casé'the SSCS process insertg'a new CRC field
into the original IP header. This new field is a partial
header checksum calculated only for the IP header fields
up to and lncludlng the destination address. When this
new field is. inserted into the IP header field it is
placed lmmedlately after the dest;natlon address field,

as is shown ln Flgure 8.




25 correspond to the IP v 6 Protocol. Again the fields bounded by the
bold line represent the I P Datagram header. Table 2 bel ow sets out those
fields which differ WD 97/ 50276

PCT/ GB97/ 0 fromthe fields of Figure 6. TABLE 2 Py ,ority 5
FL ' F %&B@I HL Hop Limt Wen a connectionr%ggmﬁgﬁégranl

in the present enbodinent an | P datagram is processed at the AAL | ayer 10
the variable length datagramis segnented into ATMcells of the kind
described in Figure 2. Thus the AAL |layer will generate ATMcells of the
kind shown in Figures 8 and 9. In these figures the bold |ines enconpass
the ATM cell header. Other fields which are not conmon to the 15 | P

dat agrans described with reference to EBbgure 6 and 7

The processing that needs to be invoked by the
originating host, intermediate nodes, and destination
host when using ATM partial cut-through are listed below.

Purely for illustrative purposes, it has been assumed
5 that the SSCS process is being applied for both IP v 4

and IP v 6 using a standard AAL type. It is also being

assumed that the availability of buffer space will be

checked against the number of cells within each datagram

and then either reserved or all of the cells discarded
10 as necessary.-

Originating Node

Receive IP datagram

Forward to AAL Processing

SSCS Part of Process

15 if IP CRC processing being used at intermediate nodes

then
Read datagram Version‘field
if IP v 6 then
calculate partial_CRC
20 linsert_ partial CRC field after destination
address
end
if IP v 4 then _ :
if Header Length field > awiilable payload
25 space in the ATM cell then |

calculate partial_ CRC
insert ‘partial___ CRC - field after

destination address




are set out in Table 3. TABLE 3 VPI Virtual Path Indicator 20

VvCl Virtual Crcuit Indicator PT Payl oad Type CLP Cel
Loss Priority HEC Header Error Check PCRC Partial Cylic
Redundancy Coggyedmazhige cell shown in Figure 8 is generated agcimy7dfési| ayer
froman IP v 4 datagram usi ng AAL5. As al ready "WD 97/ 50276

PCT/ GB97/ 01681 16 explained, an |P datagram and "any other type of
connectionl ess datagramis likely to be substantially |arger than an ATM

cell. 5 At the AAL layer the IP datagramis segnented into ATMcells
of the kind described in Figure 2 and as a
21
end
end
end

ATM transmission

Intermediate Node

ATM reception
Identify first cell in datégram
Copy and forward payload from the first cell to the
10 ‘first cell processing’ functionality
Read datagram Version field
Whiie buffeiing incoming cells do
if IP v 6 then
calculate-nuﬁber of cells in datagram using
15 the Payload Length field
end
if IP v 4 then
calculate number of cells in datagram using
Headexr Lengfh and Total Length fields
20 end

check whether oxr not sufficient buffer space is available
to store the datagram’s cells
if sufficient buffer space available then reserve buffer
25 space if IP CRC processing being used at intermediated
node then
if IP v 6 then
calculate partial_CRC for partial

header
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result of this segnentation the header section of the |P datagramis
inserted into the payload of the first ATMcell along, in many cases, with
sonme of the payload, i.e. 10 the first 48 octets of the IP datagramw ||
becone the of the first ATMcell, the second 48 oc 1P
datagran1mﬁ8%¥k@@%ﬁe t he payl oad of the second ATM cell an :yaéﬁpﬁﬁfil t he
whol e | P datagram has been converted into the ATMcell structure. Each ATM
cell 15 wll, of course, have the appropriate ATM header as shown in bold
lines. The cell structure sShown in Figure 9 has been generated froman.IP v
6 datagram al so using AAL 5 and 20 simlar considerations apply. In both
cases it will be seen that the header qf the |IP datagram which includes al
the P routing information has been i nd4ded within. the payl oad of the

first of the 25 ATMcells generg%g?r LebgghAAbaE?XEFfrﬁgﬁ Wl L1 gl so be

appreciated, the information origrna agram al so
contains a field which indicatesconeenesal '

if compared CRC'values are not
equal then '
5 _ indicate datagram cells
| are to be discarded
end |
end _ .
if IP v 4 then
10 _ | if Header Length field, >
available paylbad space within
the ATM cell then
calculate partial CRC for
partial header
15 ' compare with partial_CRC
. £ield contents
if compared CRC values

are not equal then

indicate datagram
20 o cellé are to Dbe
| discarded
end
else

calculatefheader checksum
25 ' compare __with Header
Checksum field contents
if coméared Header
Checksum values are not

equal then




WD 97/ 50276 PCT/ GB97/ 01681 17 length
of the original datagram Note that in this enbodi nent, the |IP header
does not include header options (IP v 4) or header -extensions (IP v 6).
These extendwhensh#ie of the header such that they will not peera®%esssi Y 5
reside conpletely within the first cell of the ATM structure after the IP
dat agram has been processed at the AAL. For the purposes of partial
cut-through, these options and extensions are therefore treated as part of
t he payl oad and, as in ATM cut-through, are not processed. 10 by the

i mredi ate routers. Subsequent cells generated at the AAL | ayer are not
shown as these cells will be conventio ATM cells with the 48 octet

payl oad sections of the cells carrying e 15 | P dat agr am payl oad. Once
the t P datagram has been converted into the ATI\/h,qghl;a@éructdlgrtggirgmvm Il be
transported fromthe first ATMswtch showm in Figure 5to the first -of the
internmediate 20 nodes. At this internedi ate aelkst hereirsto cebp of the

discarded
end
5 end

end
end
if IP CRC processing is not being used at .
intermediate nodes then

© 10 indicate datagram cells are not to
be discarded |

end

if datagram cells are to be discarded then
iS release buffer space reserved for the
datagram’s cells
initiate_discard of all received cells
stored in the cache buffer
discard all remaining cells associated
20 with this datagram
else
Forward 1P address information to routing
function
Read address
25 Identify forwarding parameters (eq VPI,
VCI and output port number)
Switch all of then datagram‘s cells
through the ATM switch

ATM transmission




ATM cel |l structure is subjected to the first cell processing function 202
. at that node. This function will include the identification of cells
+ containing I P header information, the reading of the IP fields, the

. 25 cal cul atyyg9yshr¢ he forwarding path and managi ng the forwardin
- process. This can be achieved by copying the IP header con%\éﬁ@%‘ﬁqlhe

first of the ATMcells to the WD 97/ 50276

~ PCT/ GB97/ 01681 18 first cell processing function carrying.out the recording
- process whilst buffering the ATMcells. It will thus be seen that when

| carrying out partial cut-through only the |IP header information is

-~ processed at the IP layer. 5 Consequently the additional first cell
processing functionality carried out on?the extracted I P header infornation
has no effect on the stg ﬂ gard ATM swi tching processes support fromthe
requirements to buffer the following cells. As the first cell processing

¢ function end

if insufficient buffer space available then
initiate discard of all received cells stored
S in the cache buffer
discard all remaining cells associated with
this datagram ' |
end '
end
10
Destination Node
ATM reception
Forward to AAL processing

SSCS Part of the AAL Process

15 if IP CRC processing being used at intermediate nodes
then

.Read datagram Version field
if IP v 6 then

remove partial CRC field

20 else
if Header Length field > available payload
space in the ATM cell then
remove partial_CRC field
end
25 end
end ’

Forward datagram.

The system described as partial cut-through has a




10 . has access to the length of the original datagram and this datagram
I hcl uding the I P header information, has been broken into 48 octet
segnents, the first cell processing function will also know t he nunber of

ATM cel | s whi

;m,zsq.}geen generated at the AAL layer of the lpeygBéidikdiati ng
- node. This has the result that the first cell processing functionality

provides the ability to inplenent datagramdiscard at the ATMIayer as it
is possible to calculate the total nunber of cells arriving at the ATM
~switch and check whether or not there is 20 sufficient spare buffer

capacity to store al
the systemshown in Figure 5 is that er

of the datagramis cells. Another feature provided by
checking can be carried out at

;
t he 25 i nternmedi ate node by the IP Iafg router. When ATM cut- through
i s applied, asnhﬂbéP%LSYaﬂx@Ht%l&@é“o{rQrFA‘ﬂk”cﬁnAJrhtrB%ghP header error check

feature suppor
PCT/ GB97/ 01681

10

15

20

25

ted by IP v

Firstly the ATM switches are able to forward ATM
cells based on IP addresses and routing information

Secondly. access to the IP datagram length
information fields allows the ATM switchlto check buffer
resource availability and to apply a datagram discard
policy at the ATM layer. |

Thirdly'éccess to IP header checksum information
allows the AT& switch to discard immediately all of the
datagram’s cells if the header is errored.

Fourthly  IP addresses are used to determine the
route across fhe ATM network thus removing the need for
an address resolution processes (ARP): consequently there
is no requirement for IP to E164'address mappings.

Fifthly normal ATM processes are unaffected.

It may beiappreciated that the invention may be used
to transmit a connectionless datagram across a network
as a series of packets. When using the invention to
transmit a cdﬁnectionless datagram in this manner, the
header of thejébnnectionless datagram is mapped into the
payload of the first packet of the series of packets.
At the intermediate nodes of fhé_' network, a
connectionless routing function is carried out on the
first packet of the series of packets éhd the remaining
packets remain in the layer which cor;ééponds to layer

2 (the data link layer) of the 0OSI refefence model.




19 lost. However with ATM partial_cut-through as shown in Figure 5 the
usual | P header error. checklng processes are preserved provided the first
ATM cel | contains all of ﬂlmmmml‘ﬁﬂm ormation, including all options.
This is 5 ry bec check is acrogsy, der and
al | optiongyasﬁﬁﬁégne of thest optlons could be in the second cefoF‘ﬁil
certain circunstances this condition may be 10 vi ol at ed. Because of
this the source and destination hosts shown i n Fi-gure 5 may include a
Servi ce Specific Convergence Sublayer (SSCS) process within the AAL to
detect over-length headers, |P v 4 headers, or any request for the

I nsertion of an optical CRC for the 1%6 | P v 6 header. This CRC is
optional because, unlike IPv 4, the“l"P v 6 header has no CRC of its own.
Optional ins i of a CRC m ght be useful to detect header corruption
within the work so that the cells associated with the header
corruption and carrying 20 t he payl oad of the conpl ete datagram can be

di scarded. In such a case the SSCS process inserts a new CRC field
1. A method of transmitting across a network a

connectionless datagram in a packet structure having the
5 form of a series of packets, the header including the
routing information of the connectionless datagram being
mapped into the payload of the first packet structure,
and wherein at an intermediate node of the network a
connectionless routing function is carried out on said

10 first packet.

2. A method according to claim 1, wherein the
connectionless datagram comprises a plurality of ATM
cells, and at an intermediate node of the network the
15 connectionless routing function is carried out on the
first Eell of the ATM cells with the remaining cells

remaining'in the ATM layer.

3. A method according to claim 1 or claim 2, wherein
20 the connectionless datagram is segmented into the ATM
cell structure by an AAL (ATM Adaptation Layer) process

carried out at the originating node.

4. A method according to any preceding claim, including
25 means for detecting the:length of said cell structure,
for reserving buffer space at the intermediate node, and

for discarding the cells of the cell structure if the
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into the original I P header.-_This new field is a partial header checksum
cal cul at ed only for the I P header .fields up to and including the

desti nati on address. Wen-= ”r]ma ,ﬂl'mm,mﬁ”'w s inserted into the IP
header field o drme¥saced i e destinati on wEFcaFRés1e! d.
as is shown in Figure 8. - 97/ 50278 %%

PCT/ (B97/ 01681 20 The - proceSS|ng ‘that needs to“be I nvoked by the
originating host, internediate nodes, and destination host when using ATM
partial cut- through are |listed belom1 Purely for illustrative purposes, it
has been assuned 5 that the SSCS process I's being applied for both IP v 4

and P v 6 using a standard AAL type. ks al so bei ng ‘assuned that the
avai lability of buffer space will be cheg ed agai nst the nunber of cells

~ Wi thi-n each dat@&é@:@eﬂ“%ﬁé@ £ tlm%rufrﬂ%%xedter nlh ¥het RALGE! Sl Scarded

10 as necessary.
' cell structure

5. A method accordlng to claim 3 or claim 4, wherein
5 at the or. each lntermedlate node a connectionless
datagram header error checking process is carried out on

the payldad;df the first cell of said cell structure.

6. A method according to any one of claims 1 to 5,
10 wherein all the datagram cells are discarded at an
intermediateﬁ”pode if an error in the connectionless

datagram header is detected at that node.

7. A methéa according to any one of claims 1 to 6,
15 wherein at tﬁé.briginating node the length of the header
is checked,ﬂéﬁd:if this length is over a set value, a new
partial CR?izfield is inserted into the original

connectionlgés*datagram header field, and at the or each

intermediate node this partial CRC field is checked for

20 errors.

8. A-swit@ﬁing node for a data network, the switching

node comprisin

25 means . for_acceptlng a connectxonless datagram and

convertlng th“ndatagram into a plurallty of ATM cells in

which heade

—

nﬁormatlon in the connectionless datagram

* This Sheet Has B
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“Originating Node Receive | P datagramForward to AAL Processing SSCS Part of
‘Process 15 if IP CRC pro d at internedi ate nodes then
Read dat agram VerS| on f| el im E“m m¢m10al cul ate partial CRC 20

i nsert part estynat i on address end |fpd,?cﬁg7ﬂ,,galpen i f
Header Length Tie d > avallable payl oad 25 B space in the A

cell then calculate partial CRC insert partial  CRC field after
destinati on address .

28

is inserted into the payload of the first cell of the ATM

cell structure; and '
means for detecting the length of the header fields
of the connectionless datagram and if the iength of these
5 fields is too great to be contained in the payload of the
first cell of the ATM cell structure generating a partial
header checksum and inserting this checksum into the
payload of the first ATM cell together.with only the
headexr fields of the connectiqnless datégram up to and

10 including the destination address.

9. A switching node for a data network, the switching
node comprising:
an ATM switch;

15 - means for accépting a connectionless datagram and
converting the datagram into a plurality of ATM cells in
which header information in the connectionless datagram
is inserted into the payload of the first cell of the ATﬁ
cell strucﬁure; and

20 means for detecting the length of the header fields
of the connectionless datagram and if the length of these -
fields is too great to be contained in the payload of the
first cell of the ATM cell structure generating a partial
header cheéksum and inserting ;his checkéum into the’

25 payload of the first ATM cell together Qith only the

. headexr fields of the connectionless datagram up to and

including the destination address.

This SheetHas : THIS SHEET HAS BEEN

Hlllllllllllllllllllﬁll - e

T T S S T S S T T ST BT U T U R R TR 2T 22 IR 2y T R TR e ji 20




WO 97/ 50276 PCT/ GB97/ 01681 21 end end

end ATM transnmission 5 Internedi ate Node ATM reception ldentify fi rst cel |

i n dat agram Copy and formﬁ“ﬂlﬂﬂ%lﬂm gthe first cell to the 10 'first
cell processiwgomégavecti on am Version field \WiweBdIwidseri ng
incomng cells do if IP.v & thert cdl cdlale number of cells in datagram

using 15 the Payl oad Length field end if IP.v 4. then calcul ate

~nunber of cells in datagram using Header. Length and Total Length fields

29
10. A node according to claim 8 or claim 9 including
means for discarding all the cells if the extracted

" header instruction is faulty.

5 11. A system for transmitting connectionless datagrams
across a multi-layer network comprising a switching node
as claimed in claim 8 in combination with a switching

node as claimed in any one of claims 8 to 10.
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20 end check whether or not sufficient buffer space is available to
store the datagramis cells if sufficient buffer space available then
reserve buffer 25 space if 1P CRC processing being used at internedi ated
 node then if %y”s@z-;‘;hen cal cul ate partial CRC for partial hepegipomodi®

. 97/ 50276 PCT/ GB97/ 01681 22 conpar e

- wth partial CRC field contents i f conpared CRC.val ues are not equal
then 5 iindicate datagram cells are to be
- di scarded end ' -
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|
|

end if IPv 4 then 10 If Header Length field
> avail abl e payl oad space within the ATM cell then cal culate partial CRC for

partial header 15 . conpare with partial CRC
field contentwodusezrepared CRC val ues are not equal then |ndp@ﬁéﬁ9-,m‘m
dat agram 20 cells are to

di scarded end el se cal cul ate header checksum 25

» conpar.e W th Header Checksum field contents if- conpar ed Header

Checksum val ues are not
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equal then WO 97/ 50276
PCT/ 3B97/ 01681 23 indicate datagramcells are to be discarded end 5
~end end end if IP CRC proce55| ng is not being used at internediate nodes

= then 10 WO ST50276 . - i ndi cate datagram cel | s are nojcgEpdIRies:
di scarded end 1 f datagramcells are to be discarded then 15

rel ease buffer space_reser_ved for the datagram s cells
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initiate discard of all received cells stored in the cache buffer discard
all remaining cells associated 20 ' with this datagram el se
Forward | P address information to routing function Read address 25

| denti fy forwae9dreargar aneters (eg VP, VCl and output port pordsrpiesni t ch
all of the datagramis cells through the ATM switch ATM transni ssion WO
| 97/ 50276 : PCT/ GB97/ 01681 24 end end
¢ if insufficient buffer space available then S
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initiate discard of all received cells stored 5 in the cache

buffer discard all remaining cells associated with this datagramend end 10

. Destination Node ATM reception Forward to AAL processing SSCS Part of the

' AAL Process 1wwoo9i0276® CRC processing being used at internmedip ?H@ gﬂggﬁ t hen

: Read datagram Version field if IPv 6 then renove partial CRC Pd

. else if Header Length field > avail abl e payl oad space in the ATM cell then
renove partial CRC field end i
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25 end end Forward datagram The system descri bed as partlal
cut-through has a WO 97/ 50276

PCT/ GB97/ 01681 25 number of advantages over ATM cut - through Flrstly t he
ATM switches are able to forward ATM cells based:on | P addresses and
routing information 5 Secondly - access to the |[IP datagram
length information fields allows the ATMswitch to check buffer resource
availability and to apply a datagram di scard policy at the ATM | ayer.
Thirdly access to | P header checksum | nfb?rrat ion 10 allows the ATM switch

Lo discard | Rdiatel) s Sndne a0l el S L ASICAED [ Bhe
ATM net wor k thumbeenoﬂln@tehmedeeﬁefmmdes due to the time it takes for
them to reassemble the IP datagram and.fesegment it into
ATM:cells. Accordlngly this known approach involving IP
5 -~over ATM is unsuitable for IP flows . that have a short
delay requirement and/or a long duratlon, and a direct
connection between the two hosts may become preferable
as ﬁhis is more efficient in both end—to—end delay and
network resource utilisation. Additionally, each of the
10 IP routers 200 at the intermediate nodes in the chain has
to _buffer data which it does not directly need to.
process.

~Pages 1409-1424 of Document Computer Networks and

15 ISDN Systems, 1994, Vol. 26, No. 11, describe the above
method of operation. In the method described in this
documeht all connectionless détagram cells leave the ATM

to undergo payload processing prior td.being forwarded.

20 'Figure 4 of the accompanying drawings shows an
approach which has been proposed to meét the problems of
the arrangement shown in Figure 3. . This approach is
knowﬁ as ATM cut-through and proposes the use of a direct
connection over the ATM layer between the originating and

25 destination hosts. It is achieved by pégviding a mapping
between IP and ATM addresses. This mﬁpping allows the
orlglnatlng host in Figure 4 to dlscover the address of
the ATM switch connected to the destlnatlon host and then
to route all cells directly across the ATM network to

30 this switch, thus bypassing all of'ﬁthe intermediate
nodes. However, this approach Stlll has problems.
Firstly, it 1is not suited to all IP sessions. In
particular, advantages of ATM cut- through are only
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an address“Teso+ufFen~pLQQesses (ARP): consequently there 15- is no

requi r enent E164 address napplngs Fifthly normal ~ATM processes
are unaffect ’ﬁ”w Imt)rem ated that the invention may be used to
transmit a conne agram across a network 20 as a series of
packets. When using the |nvent|on to transmt a connectionl ess datagram
in this manner, the header of thé connectionl ess datagram i-s nmapped into

t he payl oad of the first packet of the series of packets. At t he

i nternedi ate nodes of the network, 2a 25 connectionl ess routing
function is carried out on the first packet of the series of packets and
the remaini ng $BAEMEs renmin in the | ayer which corresponds to |ayer 2 (the
data link layer) of the OSI reference nodel. 26 CLAI M5 1. A et hod of
transm tting a connectionl ess datagram across a network, said

connecti onl ess, data ram. avj n
1. ﬂ od % transmitting a connectionless datagram

‘across a network, said connectionless datagram having a
5 header which includes its routing information, 'said
network having an input interface and an output interface
and at least one intermediate node, said method
comprising the steps of: |
at the - input interface, decomposing the’
10 connectionless datagram into a packet structure
comprising a series of packets, eacﬁ packet having a
-header and a payload, the header of the connectlonless
datagram being mapped into the payload of the first
packet of the packet structure; and
15 at an interﬁediate node of the network, performing
a connectionle;s routing function on the first packet of
the packet st:uctﬁre with the remaiﬁing_cells of the

packet structure remaining in the data link layer.

20 2. A method as claimed in claim 1 wherein:
the network is an ATM network;
at the input interface, the connectionless datagram
is decomposed into a cell structufe comprising a series
of ATM cells, each cell having a header and a payload,
25 the header of the connectionless datagram being mapped
into the payload of the first cell; and

at the intermediate node, the connection routing

f3iEhiET kel

SN S ) Scod




5 header which includes itsTouting information, said network having an

noge, iZtaieéf?ﬁﬁﬂﬂ@ﬂﬂ[ﬂlﬂﬂﬂmﬂﬂ?hir'L?iSSaS?; 2 he Prmt - intertace

deconposing the 10 cbnrifecti onl ess - datagram into a packet structure

conprising a series of packets, each packet having a header and a payl oad,

t he header of the connectionl ess datagram being mapped into the payl oad of
the first packet of the packet structure; and 15 _ at an internediate
node of the network, perforning a connecZonl ess routing function on the
first packet of the packet structure with the remaining cells of the packet
structure rendURGigam kekngaparferredprr they fixst gehbiabdths eedilned in
claim1l wherein: the network i.s an ATM net wor at the input interface, the

connect i onl es$ TR TR PR RS %9t%?lr§W?bE%B elBokBRi 8Ty a

series of ATNHpeIIs, each cell having a header and a payl oad, 25 ~the
header of the 5¥%Ftnionless dat agram bei ng mapped into the payl oad of the
first cell; and

5 3. A method according to claim 2, wherein the
connectionless datagram is segmented into the ATM cell
structure by an AAL (ATM Adaptation Layer) process

carried out at the originating node.

10 4. A.méthod-acCording to claim 2 or'ciaim 3, including
detecting the length of said cell structure, reserving
buffer space at the intermediate node, and discarding thé\
cells of the cell structure if the reserved space is
insufficient to hold the entire ATM cell structure.

15
5. A method according to claim 3 or claim 4, wherein
at the or each intermediate node a connectionless
datagram header error checking process.is carried out on
the payload of the first cell of said cell structure.

20 ‘

6. A method according to any preceding cléim, wherein
all the datagram cells are discarded at an intermediate
node if an error in the connectionless datagram ﬁe;der

is detected at that node.

25

7. A method according to any preceding claim, wherein

at the originating node the length of the header is
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at the internedi ate node; the connection routing 27 function being

performed o i of the cell. structure with the remaining cells
remai ni ng:i H“IW"’WIL%U!I'S 3. A method according “to ““claim 2,
wherein the*coanact Ol datagramis segnented into the ATM cel |
structure by an AAL (ATM Adaptation Layer) process carried out at the
originating node. 10 4. A nethod according o claim2 or claim 3,
i ncluding detecting the length of said cell structure, reserving buffer
space at the internedi ate node, and disc&8ding the cells of the cel
structure if the reserved space is insufficient to hold the entire ATM cel
structure. 15checketl n@anddlficthidi Agngshclig mveEnra csatnvalughefeinewat t he
or each internedi ate node a connectionl ess datagram header error, checking
process is caPdrddadut GRC field 1is inserte into the original
connectionless datagram header field, and at the or each
‘intermediate node this partial CRC field is checked for

5 errors.

8. A  multi-layer data network . for transmitting
connectionless gatagrams - in ﬁhich a connectionless
datagram has a header which includes its routing'
10 information, said network having an input interface and
an output interface and at least one intermediate node(
said input interface being adapted to decompose é -
connectionless datagram into a packet structure
comprising a series of packets, each packet having a
15 header and a payload and to map the header of the
connectionless datagram into the payload of the first
paéket of the packet structure; and said intermediate
node of the network being adapted to perform a
connectionless routing function on the first packet of

20 the packet structure with the remaining cells of the

packet structure remaining in the data link layer.

9. A network as claimed in claim 8 wherein, the network
is an ATM network; and said

25 input interface is adapted to decompose the
connectionless datagram into a cell structure compriéing

a §9rig§”of ATM cells, each cell having a header and a
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the payl oad—ef-the first cell of said cell-structure. 20 6. -- A nmethod
faccardi ng Q@i/ precedrm;rwcl aim wherein all the datagramcells are

di scar ded: ]’H e node if an error in the connectionl ess
m at that node. 25 7. A met hod according to any

dat agram'h
precedi ng-cl ai'm V\,h'éreﬂ n the originating node the |length of the header

S - 28 -, checked, and if this length-is over a set value, a new parti al
" CRC field is inserted into the ori gi nal connectionl'ess dat agram header
field, and at the end or each internmedi &% node this partial CRC field is
checked for errors. 5 8. A multi-layer data network for transmtting
~ connect i onl ePavdfady dhe iheadare oty then Feanesticileng dptagram heingder
“ which includes |ts routing informtion, said _network_having an input
interface ande@PRShtigo i vherPartoad okt theafirshe Sedder #0d ate node, said

I nput interface being adapfed to decpnpose a onnec I onl ess data ram into a
packet structure Gdh"?ﬁ ate sRPfRsi B aParkers %‘ﬁ

perform routing function on the first cell of the cell
5 structure with the remaining cells remaining in the ATM

layer.

10. A switching node for a data netwﬁrk, the switching
node comprising: '

10 an ATM switch;
means for accepting a_connectiqniess.datagram and
converting the datagram into a plurality of ATM cells in-
which header information in the connectionless datagram
is inserted into fhe payload of the first cell of the ATM

15 cell structure; and
means for detecting the length of the header fields
of the connectionless datagram and if the length of these
fields is too great to be contained in the payload of the
first céll of the ATM cell structure generating a partial
20 headexr checksum and inSerting_this checksum into the
payload of the first ATM cell.togethér with only the

header fields of the connectionless datagram up to and

including the destination address.

25 11. A node according to claim 10, including means for

discarding all the cells if the extracted header

instruction is faulty.
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N : ' e AY06(%9q-3
16.-a*header and a payload and to map the header of the connectionle
datagraminto the payload of the first packet of the packet structure;
saird i nternedi ate node of the network beiTfh-adapted to performa

connectionl ess routi ng function on the first packet of the packet structure
with the remaining cells of the packet structure remaining in the data |ink
A network as clained in Claim8 whéerein, the network is an

ATM net wor k. adsalibed 1L ShEORGq |2 AIBRLCS: \AodFRINBOR Srlhee S R0LE

datagraminto a cel

| ayer. 15 9.

having a he
dat agr am bei
node i s adap
cell of the
ATM | ayers

10

15

20

25

30

re co
adesssamchetwark, sa|d2@orpmy.t|aadss ﬂ%ghﬁﬁdﬁmngfa hisdet omtien tih@adedSRs
i

andl dt 18ast obiklintekHédatel idle} B&id mRstRbM cHS ﬁ@lh%%hé §f¥BkRFNg in the
10. A switching node for a data networﬁ e switching

at the input -interface, decomposing the connectlonless datagram into a
packet structure comprising a series of packets, each. packet having a header and a
payload, the header of the connectionless datagram bel_n_g mapped into the payload of
the first packet of the packet structure; and '

at an intermediate node of the network, performing a connectionless routing
function on the first paoket of the packet structure with the remaining cells of the
packet structure remaining in the data link layer. |

In accordance Vl_llth a second aspect there is provided a multi-layer data
network for transmitting connectionless datagrams in which a connectionless
datagram has a header which includes its routing information, said network having an
input interface and an oufput interface and at.least one intermediate node, said input
interface being adapted - to' decompose a connectionless datagram into a packet
structure comprising a se'.__:rieS of packets, each packet having a header and a payload
and to map the header of the connectionless datagram. into the payload of the first
packet of the packet sttoctUre; and said intermediate node of the network being
adapted to perform a conpec-tionless routing function on the first packet of the packet
structure with the remair{ing cells of the packet structure remaining in the data link
layer. "

In accordance wi:;h a third aspect there is proyided a switching node for a
data network, the switohipg node comprising: '

an ATM switch; .

means for acceptmg a connectionless datagram. and converting the datagram
into a plurality of ATM cells in which header mformatlon in the connectionless
datagram is inserted into the payload of the first cell of the ATM cell structure; and

means for detect_:l_ng-___ the length of the header __.tlelds of the connectionless
datagram and if the lengtll_ of these fields is too great to -be contained in the payload
of the first cell of the ATM cell structure generating a partial header checksum and

inserting this checksum into the payload of the first ATM cell together with only the
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ngde’-fbor'rpri sing: 10 an ATM switch; means for accepting a

connectsi onl ess dat agram and converting the datagraminto a plurality of ATM
cel.ls-in which header information in the -donnectionl ess datagramis
inserted into the payload of the first cell of the ATM15 cell structure;
and means for detecting the length of the header fields of the
connectionless datagramand if the Iength of these fields is too great to
be cont ai ne ir of I:he ATM.c ure
generat i ng. dendes PESSY 956, cBhmrconlesk medin PRt Bndgneiiioe (RecRERTeR o
t he payl oad gatirdsge first ATM cel | together with only the header fields of

t he connectionl ess datagram uE?to and including the destination address. 25

11. A node accor df ngfdeo 0pLiths 1eresentc ysntien rfB%nge frBpreqreadily qundersiopd ¢ g
cel ks : i f t henddiRBhetheP&AARH d bk Wekb@itd By (Al dfYexample and with reference to

5 the accompanying drawings in which:




10

15

20

L L

checked, and if this lefigth is over a set value, a neW ﬁértial CRC field is inserted into
the original connectionless datagram header field, and at the end or each intermediate

node this partial CRC field is checked for errors.

8. A multi-layer data network for transmitting connectioniess datagrams in
which a connectionless datagram has a header which iﬁcludes its routing information,
said network having an input interface and an outht intérface and at least one
intermediate node, said input interface being adapted to decompose a connectionless
datagram into a packet structure comprising a series of packets, each packet having
a header and a payload and to map the header of the connectionless datagram into
the payload of the first packet of the packet structure; and said intermediate node of
the network being adapted to perform a conﬁectio’nless_ routing function on the first
packet of the packet structure with the remaining cells of thé packet structure

remaining in the data link layer.

9. A network as claimed in Claim 8 wherein, the network is an ATM network;
and said interface is adapted to decompose the connectionless datagram into a cell

structure comprising a series of ATM cells, each cell having a header and a
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