[DESCRIPTION] [Invention Title] 5 System of

el ectroni ¢ docunent repository which guarantees
authenticity of the electronic docunent and issues
certificates and nmethod of registering, reading,
Issuing, transferring, a certificate issuing perforned

in the systen1[TechnigﬁhgﬁQ§#ﬁ% 0 The present
invention relates to RN' document repository
system for storing electronic docunents in a |licensed
repository and issuing the electronic docunents when
he el ectropic docunents are needed to be used for
byepfesTitigbre  particularly, the present invention
relates to an el ectronic docunent repository 15 system
capabl e of maintaining authenticity of electronic
docunents stored in the repository system and issuing

5  Syscami bf elec@bficalocaniegt Répositoey Mhidtsgudrahties auflRiticity of the
regi stering, reading, issuing, and transferring

eRbAGhIcOMd cantine WA NEshel BedtliRabeé SR MmeAlt oﬁ‘e?ﬁ&&ﬁ%fr@ﬁdmg,

issuing a certificate in the system 20 [Ba
(IT) has
1s‘°ﬁfglgt Waﬂﬁﬁpﬁﬁ %gﬁggifte kﬁﬁﬁf@“&g@h -eﬁqy{ﬂg %ﬁg%m
processes Cbnnercial transactions, such as purchases
.and sales, as well as business processes are
ferforned iq an el ectronic manner. This has 25
busi ness fl ow i nnovati ons, changes in

met hods and content of | transactions, and changes in
10 enterprise activities including conmunication with
cust oners.

The present invention relates to an electronic document repository system for
storing electronic documents in a licensed repository and issuing the electronic
documents when the electronic documents are needed to be used for business. More
particularly, the present invention relates to an electronic document repository

15  system capable of maintaining authenticity of electronic documents stored in the
repository system and issuing a certificate of original documents, methods for
registering, reading, issuing, and transferring electronic documents in the system, and

a method for issuing a certificate in the system.

20  [Background Art]

Widespread use of Information Technology (IT) has led to a great change in
business enterprise processes. Commercial transactions, such as purchases and sales,
as well as business processes are performed in an electronic manner. This has

25 resulted in business flow innovations, changes in methods and content of
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Thi s change had been |l ed by a shift fromuse of paper

docunents to use of electronic docunents. By

produci ng numerous docunments in an electronic form or

5 by produci ng nunmerous docunents in a paper form and

then converting the sane to electronic formfor use in

busi ness thrqgugh, for exanple,.electronic paynent .. .
AU, Al cTEs & GBI SRS creiing Epiimpnication with
el ectroni ¢ docunent exchange systens, and the |ike,
CRHOEESs i nnovations with an ai mof beconi ng

"paperless' are realized. 10 Current uses of

dockme shangerwduhentled by a yipéstromswseosf prmpedodueente bt vse of
use of electronic docunents, and use of both paper
ekntoEt dotumaite Byqrodudisg nkmeshs dpapeentdocamelstisorie dorm or
produced and distributed in a paper formand are

b9 fpebdiRitg MntEesh dieufiRats iRQGRIE: folfAendSRerPEorRBARI the same to
docunents allows for easy verification of forgeries

efRodid! ﬁ):rﬁ'li ?t%gh%lr'?n ineSs GABLEY, FR E)?a&ﬁ}ﬁ?,ot&ﬁ(étronic payment

retrieva stribution an ’storage 0]

ecent | C I.C upent s. have been
ST Don G RDnelt PR sfu B VP BiccRiefdRg Srchange
fa ment sKshgns, docunent.nanaggnent systens, and the,
SYS'RRS: gt the) likereesss innayatiguseWEh ap PIYHIEc Papericss: are
docunents can reduce retrieval and storage cost and
rqained-eal i ze rapi d busi ness processing, but such
el ectroni ¢ docunents can be 20 easily forged,
f al(irfanedseand doopmeds inaudeddirdel tgpes: tbeoflgpenfloduneents, use of
el ectroni c docunents is affected by storage nedi um

eleyp@fic ddfiendss atd uiifibofidpaer 8T EERRISc dANRNRCt I ONi C
docunents may be found, for exanple, when contracts

ar g | ﬁab%d@éun?en&a&!éwr%ﬁ&daanﬁaﬂ%bgﬁﬂ Yen %&f gﬁ@g%ﬁd are

-and scanned to obtal an el ectroni c docune

oﬂﬁﬁarhys' L{SQ& eor}d%%s{ 8ec§p%.v e’l“hg use of paper documents allows for easy

verification of forgeries and falsifications but is costly in terms of retrieval,
distribution and storage of the documents.

Recently, electronic documents have been widely used, distributed and stored
by electronic payment systems, document management systems, and the like, of
businesses. The use of the electronic documents can reduce retrieval and storage
cost and can realize rapid business processing, but such electronic documents can be
easily forged, falsified and copied. In addition, the use of the electronic documents is
affected by storage medium types.

The use of both paper documents and electronic documents may be found, for
example, when contracts are written at a bank, with a paper document produced and

scanned to obtain an electronic document. This use is intended to solve
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shortcom ngs of the use of paper docunents or

el ectroni c docunents solely, but increases storage
cost due to dual storage. Accordingly, there is a need
for a schene capabl e of solving the aforenenti oned
problens and allowing for efficient use of electronic

ocunents. .IL,n partjcular, there 5.is a.need for a
SETOH of o Aot PRRS GlachBEyS syorereiic S s ety but
.guaranteeing authenticity of electronic docunents
ingrenseysteIRes e9sh dbhiotighstPERSRT or ced security, and
guaranteeing reliable distribution of the electronic
docerendisglycthersd m a anedfop pissksnorapabln oif volatingl the Biprementioned

i ssuing an authenticity certificate. 10 [ D scl osure]
probdehn aoballdwing ferdffitient weai etdojrenit doturhérgs. phrepartitular, there
invention to provide an el ectroni c docunent

id apsit RF anSysdteRioMAbslinsiH PO RS sPdiéh ebhbletof Slaranteeing
el ectroni ¢ docunments and i ssues 15 certificates and

aﬂﬁ%ﬂlg’tgtgr&f lbEUnR! & éuﬁ'gantsrs?gr@g Rorein SRHUBE reiffficed security, and

tra ring the el ectroni ocuments 'n the system

a et hod, of. i ssuin ertificates in SYS :
AR RRI ot BRio 35 SRR Ry By R EpfErises o
,éﬁ Ihﬁ_ﬁresent inv?PtLon, there is provided an

indiwdpals Ry Ssugg grentheribsseridlisrisy st em connected to a
user term nal over a network for guaranteeing
authenticity of an electronic docunent and issuing an
authenticity certificate, the systemconprising: an
fDisckntiedat i on nodul e for performng user 25

aut henti cation through a |l ogin process and controlling

fresiQPabeesp right 3

It is an object of the present invention to provide an electronic document
repository system which guarantees authenticity of electronic documents and issues
certificates and methods of registering, reading, issuing, and transferring the
electronic documents in the system, and a method of issuing certificates in the

syster.
[ Technical Solution)

According to a first aspect of the present invention, there is provided an
electronic document repository system connected to a user terminal over a network
for guaranteeing authenticity of an electronic document and issuing an authenticity
certificate, the system comprising: an authentication module for performing user

authentication through a login process and controlling a system access right
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dependi ng on a user when the user connects to the

el ectroni c docunent repository system a registration
nodul e for checking an el ectronic docunent information
package sent by the user, producing netadata,
appendi ng authentication information to the

el ect roni ¢ docupent. i nfornmati on package, an .
dERGILAERPR AGSEHENFRR YSoh COMCEIRIRt R L TE irgwment regository
dat abase; ~a readi ng nodul e for producing a reading )
Syfiems gafagipraper K&@fgll%lé@ro cheaking an lepfionics dpeueing gnformation
right, performng security processing on the reading
pacKage weiitibgrthp asdrapeducing ntetaiatrappandipgt dwthengsationainformation
reading information package to the user upon receipt
toftha dediasd dotofeithtfus@tiohopidkage,t el regisetifi@nthe resultant
docunent; an issuing nodule for producing an issuing

elddfrBiBBAdAMeAP iR AF KaRBaRC COtEHING LIRSS pRodusialCs reading
right, performing security procéssing on tRe I SSui ng

AL PR e S L BOFD MU A0S, SRR

I'ssul ng ackage

of a.request fromt.he user to iss t he..el ectroni.c .
P 1 (o8 e T 8 PP BB P g g gt reading
.certificate of the electroni¢c docunent to the user or
infepmationpackege tosthe dgeramonireseipi @ 2 roquest dram fhy yser fqread the
t he authentication nmodul e, the user authentication
elesrenia documestidan desuing inestude fan prodveingoan r Ghuing infremation
system access right uses an Access Control List

padk@ks .actordinpetor e gissit's &ssu® Righy drrormineseuant paresing on the
docunment sent by the user may be first produced in an

iRLBe! nPeHuatbar PacRhgdr AU ﬁﬁﬁ’snili&ir%n theTRGAItART haRE ahRRfhation
scanni ng a paper docunent. 20 Preferably, in the

by . ; .
pglﬂégl%é g& PR %pmfl1 hecefit&ttd R4h&st R gﬁ@ﬁse’r %o liRAd t]?]eg electronic

manner "t hat the user termn recerves t
readi ng

i of or i on package.and out puts_..cont of .
pREC et P ET ISR RO Tt ol gtk P rfificasl the”clectronic
termnal, and the content of thgrelectronic docunent
dpqument iothedgeriaraieribang dedturd raificetspi ed, stored, and

Preferably, in the authentication module, the user authentication uses a licensed
certificate, and the control of the system access right uses an Acéess Control List
(ACL). In the registration module, the electronic document sent by the user may be
first produced in an electronic form or produced in an image form obtained by
scanning a paper document.

Preferably, in the reading module, the electronic document is read in such a
manner that the user terminal receives the reading information package and outputs
content of the electronic document on a screen of the user terminal, and the content
of the electronic document is prevented from being modified, copied, stored, and
screen-captured when read so that authenticity of the electronic document is

guaranteed.
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screen-captured when read so that authenticity of the
el ectronic docunent is 25 guaranteed. 4 Preferably,
the issuing nodul e produces the issuing information
package with netadata, the el ectronic docunent, a
time stanp, and an el ectronic signature. Preferably,
wh issuing the certjficate, the certifi.cati.on dul e,
geridpisrably, At igfhige dnodpie, Prockicss B STHIREEITeIER PECkegy With
a security value for guaranteeing integrity of 5 the
metaslata; i ctecionigrioqpmentha timestantn, @ad an plselre/e Hgnatureame
of an issue requester (a name of a corporation), an
i ddirefiefabbgtwien isswibg thecettificates theecertifjcmnempdda denerstes a
a National Identification nunber, a Social Security
uiiqabedentifit€of (he ealfiareddd a §RUHBL vahé @ dgudripedeinf integrity of
corporation), a serial nunber of the certificate, an
tHeSQBGrori& QG FherfAihe RRTHAR IR HBRS off BE issue requester (a
certificate, a validity period of the certificate, 10

‘ Cf1Gal e ar . P £ icat]
oli3F oo, bR, BB EaAh DERA SOME BT Lt as o

or ma e cer

rti,ficat.e verification . i nclude verification of

Nafiputt AP tificdtih aiERer Fornipl oreliy fubhgy dc @ Sorporate
certificate, verification of authentici based on a .
TERSIIAHPE ANBKRT of SusPRratien) Bewrich nvwéerc eé ¥her fedtibigate, an issue
verification of a certificate issue list of the
requptsiatonnyd sy ssseerdatared the eérfificate. omaladity prrisgraft the gertificate,
the certificate based on an 15 el ectronic signature, a
uid obthstenjfioatd, ued rgpuditaryhidsdtificatioe irfesaatione dini the tchification
certificate. Preferably, the systemfurther conprises

nfddGRE fHetdertifi iRV ch@bn TRl ih@VdderiflRt8tion 88inFér@{adidn for and a
el ectroni c docunent fromthe database when the user

fcg-rﬁ%.* Ee)?z% %/E,sée?lﬁééf&ﬁéa% ve?i@i%a £6f alﬂﬂi:xﬁic YA8Ebn a verification

e systémfurther conprises a managenent

TR AL TR hSRoBAED SRR ot e
transferring the el ectroni ¢ docunents to anot her

r@p&t%egm,uﬁqq}r\reﬂ cation of integrity of the certificate based on an
electronic signaturé, a time stamp value, and a hash value described in the certificate.

Preferably, the system further comprises a retrieval module for retrieving the
registered electronic document from the database when the user desires to search for
the electronic document. Preferably, the system further comprises a management
module for discarding stored electronic documents or storing the same for a long
period, and transferring the electronic documents to another storage medium or
platform in the electronic document repository system. Preferably, the system
further comprises a transfer module for checking a user's transfer right, transferring
the registered electronic document to a receiving repository system, and discarding

the electronic document stored in the database upon receipt of a request from the user

to transfer the registered electronic document. Preferably, the system further
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platformin the el ectronic docunent repository system
Preferably, the system further conprises a transfer
nodul e for checking a user's transfer right,

transferring the registered electronic docunent to a
receiving repository system and discarding t he

el ectroni ¢ docunent, stored.in the t abase upon

CPRPEFte Binter madie o ergrilingerintiag C% she glegtrogis feguniaqg upon
regi stered el ectroni c docunent. Preferablg, t he system
r¢agithef a sequesipfiosedher ysen e eprintp algrteortiordasyments| 1 riggrious
printing of the electronic docunent upon receipt of a
certificetss, whaemtthe priser nioguler chetkeh éyter i priotec vomretieddo the
various certificates, wherein the printer nodul e

uGdraedsing ahll perngits @rmmg@hgrlfwmﬁﬁéﬁa sécard he user
termnal and permts printing only if the printer is

S€CAERrding A6 LE5HRY dsPed. SFHe e3P §enfbn,! herePIsCF@Mded a
|nvent|on there is provided a nethod of registering

nfihdd! &f&?‘%@nﬁg%@c&é@%ﬁ; d dbd Ea%af—‘ n°thk re?é&hSnﬁoqﬁ)Eﬁﬁﬁgxﬁt repository

reposi rrsin

s Dk RRASS EhaBrigaY e KE5 Otoépgrﬁuﬁ@gt he BueE L, an

docunment, netadata, .and authentication |nfornat|on
clestomai fepumsnh ipfasmation maskees wevipming Jhe 19eqiEmic locument,
standard; (b) transmtting, by the user ternminal, the
nettasteta; ond euthonticeting inibnﬁatiqmadcordilp&wagmedetﬁnmh@d information
el ectroni ¢ docunent repository system and requesting
phekage egindird! (bheaSngtingp by cthd asermenininal,Cthe redetioricndocument
by the registration nodule, the electronic docunent

A OERITA faeka a6 KR8 e ARAIPES SuRidMt RPoSHAY isydterth NERECHE QAN to
on the ‘“electronic docunent information package d)

SRRl TR Sy i s,
Ret s Sféﬂuaﬁl? SE B Pk AT aeRanes valgation dn e
notify by the registration nodul e, the user
e[egifrﬂquﬁ élpcqqa,g*tt ipfeemation Rackage; & producing, by the registration module,

additional metadata, appending authentication information to the electronic

- document information package, and storing the electronic document in the database;

and (e) notifying, by the registration module, the user terminal that the registration
has been completed.

Preferably, the quality inspection in step (c) includes checking for viruses,
checking for errors, and verifying the metadata information of the electronic
document.described by the user.

Preferably, the certification module issues the registration certificate to the user
upon receipt of a request for the registration certificate from the user.

According to a third aspect of the present invention, there is provided a method

of reading an electronic document in the electronic document repository system, the
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has been conpleted. Preferably, the quality inspection
in step (c) includes checking for viruses, 20
checking for errors, and verifying the netadata

i nformati on of the electronic docunent described by
the user. Preferably, the certification nodul e issues

stratl n certi ate to the user ecei
restiod FRBatce 1iF stoRt ol atentsiog Bur frer EPETRD g el the
user. According to a third aspect of the present
equtrempid@ﬁl,lmtnﬁfeﬂ@ thecling e deadingemrgule, 29sets cadipe aight; (0)
an el ectronic docunent in the el ectronic docunent
prasjuoinigt by yhe yatismgymodide, Braadingodfarmaten packget hecasdipggo the
of . (a) requesting, by a user termnal, to read the

usdr Geadimg Cmﬁlﬂ:ﬁmma(rdb perfmingankthe geadiy modiadiet@ity processing
nodul e, a user's reading right; (c) producing, by the

oheddi RAdRR tinkSimation §adkele tdoRkiRlct OMIRAGKAPDSL the electronic
according to the wuser's reading conditions; (d)

dga{lﬁé:}{tnﬂgyperf il :?ec L D8est; gl&l%he reaills Hﬁ%nﬂétﬁﬁlzﬁ:‘d%k% for

t|on ackage to-guarante
uthentlct t.eel i cume
B g 2 upicty 6 HebSPising, 166 1Rt fdging information
ormatj on package for transm ssion and receptio

pa‘ﬂ@g? RGP | tﬁr@mpﬂe apd ) readiper B dinpser AegHn ¢ thspelectronic
package to the user termnal; and (f) reading, by the
doeenent dynivambf contentedfatbe rebastrenicadnsument oyputnery agkreen of the
content of the electronic docunent output on a screen
uedr terh@Enall0 user ternminal. Preferably, step (c)
conprises the steps of: initializing the reading

I NfraERRdbl R RtepP@Y ka@iBrisdsthE kich O of: MBERAANA t rdabiRg information
el ectronic docunent to be read into the reading

g gé kAR @‘?éﬁhﬁ&eof %@%I&%KFJ ddhehl o ﬁé ?&Hrlﬁfb' the reading

ment tO read t IS store In the electronic

11%@513%&1‘1 pélglg 0s] tdﬁ 1¥1“?1tg 8 &g ct?orncljé 8 ubRnfotst er&:aci3 that is stored

in the electronic document repository system according to a user's request conditions,
and inserting the converted electronic document into the reading information
package.

According to a fourth aspect of the present invention, there is provided a
method of issuing an electronic document in the electronic document repository
system, the method comprising the steps of: requesting, by a user terminal, to issue
the electronic document; checking, by an issuing module, a user's issue right;
producing, by the issuing module, an issuing information package; producing, by the
certification module, a certificate to certify that the issuing information package is an
original document; and performing security processing on the issuing information
package and the certificate of the original document for transmission and reception,

and transmitting the same to the user terminal.
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15 and inserting the converted el ectroni c docunent
into the reading information package. According to a
fourth aspect of the present invention, there is
provided a nethod of issuing an el ectronic docunent
in the electronic docunent repository system the
nmet_ho nprisin he steps .of. requesting, by a user .
t er}&f"%’éﬁ%? Peetidali aho glefahe Caeimesty tig Htiam 0d an electronic
checking, by an issuing nodule, a user's issue right;
sigpdTrcITR ipseigd infethie dsuinggnivpaaien Pagkagessui ng
i nformati on package; producing, by the certification
nmodAdcerdisg tea fifthiasptot of thegeesenf inveltan, theee isggovidgd a method
i nformati on package is an original docunent; and
op eahsiérfing @n eRetivhicopiestss ithgelodtrdniedo@imtennh gepository system,
i nformati on package and the certificate of the
{1 miHaa! colRridiBNthe f Bpst SrAND MegSdsARe, ARH a NREEREMMAL, a fecific
and transmtting the same to the uSer termnal. 7

. t,a, e i Sj&@ ”ﬁ? ) i
résctreggn@ Pe?h%ngg‘; gﬁ%@ttrgo%aﬁlgﬁ ' ?ll eg%g‘%tﬁ&rﬁg&gr e | ns’gé) 1) ecge(itldﬁﬁ by
t he. i ssui,ng i nf,or.nptiaon package. ,Accordi ng,t.0 ifth. .
el B P BB (STnGRRERIR P REPLE! G908, Fighg rigBiving
method of transferring ap el ectronic docunent in th
renogitary sstemAsdandther dfmsier of fhesslsstenpic decymyat ipossiple; (@)
conprising the steps of: (a) requesting, by a user
sensling, hailthe receiyag repesitos systamma respuse tothg ingeinetn the fransfer
transfer the el ectronic docunent; (b) checking, by a
ntodales { & rwhmndtié eansfetisgrossible] ghisferfia} thenguétromig dodwymeni dom
transfer nodule, of the receiving repository system

t1RS tra s RIRBENik I AdGinRInt Abpdsere|s@&EMOR GhélQeeiBRE élsctronic
possi ble; (d) sending, by the receiving repository

1o atdae o LI r r
SRR e 300R e O b, b kBB o ot
tians%ﬁrriﬁgg%hgﬁﬁlectronic docunment from the
APe 5HeE L o & docunent repository systemto the
> | oct .
' ecP%%f/:}‘a%?y, este?)c(e)r 8cr)]rlngrises the steps of: performing, by the transfer module

of the transfer clectronic document repository system, security processing for

_transmission and reception and transmitting the electronic document; receiving, by

the receiving electronic document repository system, the electronic document and
performing quality inspection on the electronic document; and registering, by the
receiving electronic document repository system, the electronic document.

According to a sixth aspect of the present invention, there is provided a method
of 'issuing a certificate of an electronic document in the electronic document
repository system, the method comprising the steps of: (a) requesting, by a user
terminal, to issue a certificate; (b) Verifying, by a certification module, a certificate
issue request; (¢) when the certificate issue request can be accepted, producing the

certificate by the certification module; (d) performing, by the certification module,
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docunent repository system and (f) checking, by the
transfer nodule, the transfer and recording a

transfer history. Preferably, step (e) conprises the
steps of. performng, by the transfer nodule 15 of

the transfer el ectronic docunent repository system
security processing faor transm ssion and.reception
SERYRILY PrOeIRIng foR frapHaisypR and Wleﬂ(ab%njﬂ%ﬁtsmﬂélg éﬁ%?ﬂ‘@ﬁcm to
by the receiving el ectronic docunent repository .
the/uiee tgrmined; @1de(s) mundilyinge by e ecrtifieptiopanpditer meprtificate issue
guality inspection on the electronic docunent; and
lisegidstanding,a deitifidate issuedastariyng el ect roni ¢ docunent
repository system the el ectronic docunent. 20

Ac caeftrdtly, t the Eeftifichtt ASRMEd aGbgibh@idy egtfitate MyeRigisheting an
there is provided a nethod of issuing a certificate

efctrBfic A RGICAD £ HRALARNGS bR $A8ng! GSnRAL Q8P I BRLIng an
repository system the nethod conprising the steps of.

. g . . i .
cihofiFERLLATR A e B Wtaind fn LRSHENE dogument, an
a.certificate 1issue request; ( when, the certificate.
apeETe sttt G SERean kaae desvoR ks lor pefiod
certificate by the certification nodule; (d)

ape p AIgRsPRertificate s tepyiermgaaelSHopsdecements” security
processing for transm ssion and reception and

t r diveferably. stept (apinchdes piodating the certifgcatsey initéalizingsd gertificate
and (e) nodifying, by the certification nodule, a

foreddt, friseming tcatifieate | reBitedantdomeniondinmg the certifidatec dbenat, and
i ssue history. Preferably, the certificate includes a
pe@8ingihE adusity pRktdsfigcate for registering an 5

el ectroni ¢ docunent, a certificate of an original
docunent used for issuing an electronic docunent, a

di scard certificate for discarding an electronic
docunent, an authenticity certificate required for
storing an el ectronic docunent for a |long period, and

a transfer certificate for transferring an electronic
docunent . '
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Preferably, step (c) includes producing the

certificate by initializing a certificate 10 format,
inserting certificate related information into the
certificate format, and performng security

processing. 9 [Advantageous Effects] As descri bed

ibove, accordinghto the present invention, security of
Advargpgeous EHEESHocunent repository systemis

reinforced to assure authenticity of the 5 electronic
docunent stored in the system Wen a user requests to
issue a certificate, the systemissues an el ectronic
docAsretescrited ab@er tactordatee tof thanpesdngi imstntibog eeurity of the
t hereby guaranteeing reliability and integrity of the

cRlc@6ihit Adicamdar tuPdkitory 8ytem ishRinfufied t6addsuis Gautedticity of the
el ectroni ¢ docunent confortably. 10 [Description of

cldeA¥hiR WS buribfPstoted & the BYRGK. WRATARL! telyhishd Blisd0 aBrtificate,
el ectroni ¢ docunent repository system ‘according to an

(R IR &TROLIERS Bl RESS Bk N O igibdl Gocfhen,

I'S-a ClaSsS dilagram o roni c

i nformation.package. 15 transm tted by a.user, and
thetely Bprerdeii relBBioy 2 RBRY oh Ui bt is Botiebie mhs. the
i nformati on_package stored in an el ectronic docunent
UpE5E8 Upoihy elsetiprigdopymapnt sopfertably.at es a et adat a
structure of a reading informati on package; FIG 4 is
a flowhart illustrating a nethod of registering an
el ectroni ¢ docunent according to an exenplary

§Dbagiprenbf Diawigsr esent invention; 20 FIG 5 is a
flowhart illustrating a method of readi ng an

el ectroni ¢ docunent according to an exenplary
enbodi nent of the present invention; FIG 6 is a

2: ?é@ﬂﬁﬁ% gi é%ég&&é%%ﬁqgu&rﬁk RA% I roh RS cBGieM Yepository system
according to an exemplary embodiment of the present invention;

FIG. 2a is a class diagram of an electronic document information package
transmitted by a user, and FIG. 2b is a class diagram of an electronic document
information package stored in an electronic document repository system;

FIG. 3 illustrates a metadata structure of a reading information package;

FIG. 4 is a flowchart itlustrating a method of registering an electronic document
according to an exemplary embodiment of the present invention;

FIG. 5 is a flowchart illustrating a method of reading an electronic document
according to an exemplary embodiment of the present invention;

FIG. 6 is a flowchart illustrating a method of issuing an electronic document
according to an exemplary embodiment of the present invention;

FIG. 7 is a flowchart illustrating a method of transferring an electronic

document according to an exemplary embodiment of the present invention; and
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according to an exenpl ary enbodi nent of the present

invention; FIG 7 is a flowhart illustrating a nethod

of transferring an electronic 25 docunent according

to an exenpl ary enbodi nent of the present invention;

and 10 FIG 8 is a flowhart illustrating a nmethod of

issuing a certifjcate of an electyonic docunent

achc;F}diggnés foflgye ﬁ@w%qayn%r?oaaﬁt of d#suilige 2 preaidficate of an

invention. [Mde for Invention] 5 Hereinafter, .

elereopt dpsures eetonding & ot examplyy egdedingy ehthic presant ipvession.

described in detail. However, the present invention

is not limted to the exenplary enbodi ments discl osed

bel ow, but can be inplenented in various types.

Ihrdefa18ventioRE present exenpl ary enbodi nents are

provi ded for conplete disclosure of the 10 present

invention and to fully informthe scope of the present

invention to those ordinarily skilled in the art.

Fl cI:'iIe:rtl:inkiﬁera e)pérﬁ%cl@dénﬁ%d?ﬁéﬂtg loi" a{erﬁgéeﬂg %n%'@nt%ne&hf 8{' 8&scribed
0 em I'ng to an exenplary

r
document Tt eposi y'sys accor

RS et 5o BLSESR: o BUBE! 80 S B30 s

connected 15 to a user term nal 100 over a network,
crpadimsats dedossd bslovh bt paabs BrPlgwERied in parioug types. Therefore,
regi stration nodule 103, a retrieval nodule 104, a
theepsery exeuiplaey kDihodamernits sws pg)vidwdfdrecomae glisclosure of the
managenent nodul e 107, a transfer nodul e 108, a
pesérti ihva@aionoind wofhillyeinkth the fopatofrthepeksta thihticantd those
dat abase 111. First, the authentication nodule 102

oﬂﬁﬁﬁgygﬁna§gﬁhgqﬁhentication through a 20 login
process when the user connects to the electronic

- doGHPERL [ RS &%thsiﬂﬁgu%ﬁhg an electronic document repository system

according to an exemplary embodiment of the present invention.

Referring to FIG. 1, an electronic document repository system 101 is connected
to a user terminal 100 over a network, and includes an authentication module 102, a
registration module 103, a retrieval module 104, a reading module 105, an issuing
module 106, a management module 107, a transfer module 108, a certification
module 109, a printer module 110, and a database 111.

First, the authentication module 102 performs user authentication through a
login process when the user connects to the electronic document repository system
101. If the login fails, the authentication module 102 notifies the user of an error. If
the login is successful, the authentication module 102 approves user access with a
differentiated system access right. In other words, the authentication module 102

controls access to the registration module 103, the reading module 105, the issuing
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101. If the login fails, the authentication nodule 102
notifies the user of an error. If the loginis
successful, the authentication nodule 102 approves

user access with a differentiated system access

right. In other words, the authentication nodule 102
controls access to the regi stration nodule 103, the
RR HgemaRrEmsBEneTt HoRds (g he 1) Botel. 1Pheand the
managenment nodul e 107, the transfer nodule 108, and
cetidicaen moflile 409 eerondida fethe @eeriscysiemi aseess oighhe user' s
system access right. The user authentication may be

per Tlor usedadihentichtivn may be parf@theddytusingediensédhentifidabee When
el ectroni ¢ docunent repository systemreceives a
thedu@ednid @cubat RepbsitdFy ket $&eives a rkdiRsefol i froat theiser,

~nodul e 102 requests an external certified

ROL RS E PBAAY 1RO bduksts AnCrisHal R ned! dutlichiconthority

user's certificate. The certified authentication

t@ é%x?c?(; JLl'lteyvali(dflazﬁ g)lf’sa L8 \églltiﬁ%lta eé n?lltl% é%}?lﬁg& %ﬁih%fﬂiicattign t%léhority

I cate senas an au on resu

| ectyoni.c.doc nt repositor st.em ternatively,
oFrS ol RS P Ao ers i iare S mer ab et diuh o te
regository system may have a finction of verifying the
chegtrepictdorimentacpysitenesystin:, Altgenativelyethe asthentipatippdupdule of
102 manages users?access rights by using an Access
ti@o mleciwbnit i ruhia@l jepositoery AGteinsmay thalvt @ Swiction dfrfepifying the
an operating system of the electronic docunent
cefieatel ory system of users?rights to access specific
system obj ects, such as directories or files. 15 The

r egpreter My, e FRAM R OB o8l S08 marRA el B ARBICrights by using
docunent 1'nformation package produced by the user in

oh R SIRL B b Bl PR ROt BTG B an prsagng rstom
RS TRLRELIN LR LT T -
system objects, such as directories or files.

The registration module 103 registers an electronic document information
package produced by the user in the database 111 of the electronic document
repository system 101. The electronic document may be first produced in an
electronic form by the user. Alternatively, the electronic document may be produced
in an image form obtained by scanning a paper document.

When the user sends the electronic document to the electronic document
repository system, the electronic document repository system checks the electronic
document information package, produces metadata, appends authentication
information such as an electronic signature to the electronic document information

package, and stores the resultant electronic document in a storage medium, which

guarantees authenticity of electronic documents.
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in an i mage form obtai ned by scanning a paper

docunment. 20 When the user sends the electronic

docunment to the electronic docunent repository

system the electronic docunent repository system

checks the electronic docunent information package,
produces netadat a, ppend aut henti cation formation

sucw(%\@aaﬁ kst [dipgram 9ighgglectropls 5@@1@%@@1{3&%@ package

docunent information package, and stores the

traasnitiedrhty eset rohiFdGA8k imantlassrdiagremoptathe eleationin document

which 25 guarantees authenticity of electronic

informaramt packh@e Bldied da ars ckectrbmis sd@uagnamem@fsitodyesystem.  The

el ectroni ¢ docunent information package transmtted

cli¢tranid sRtumaittnforiaatie® phckage eh@ 8ssobiafdl BBtadita tahestored in the
el ectroni c docunent information package stored in an

ag{asﬁéer SN JQHHRNM 0 EERAP Ik safo%ys;;sfem T aﬁféuﬁ&t frRNit&rage
S

ocunent 1 nformation package SOCIat nmet adat a

t t I

oA b e SUBBERCY B 0 € ffe{aa S 98

m §ps E)Q%%gtgr ll?glfqigiﬁ s%;li\:ﬂgﬁgs%grtgge\ém glte 1u§il Bl}c)élgcgngq a I%W for
erlod is set, the stora medi um shoul.d not all ow for

d@’@n@@,uf@fg@r}n 8r¢ &lsificatiom of s BB RRFTOE: data dur | ng

the period. Wien the user wants an el ectroni c docunent

r egWatertbd usar twantelasceleanine dboumentu metened pins fhieoelpctronic
system the retrieval nodule 104 retrieves the

deb@fiért Oftp6sitodp AL, fheoratidval daddibasid Tifewsethier elatttonic
docunment nmay be retrieved by using netadata

doRlRETBdR MO lathbRe e Bfd E108 dnid QSRR mANBe fetrieved by using
classification system Upon receipt of a’request from

1154?%13#15 %E‘B@%%%’E ?‘Fﬂ]lte I?:?ecﬁjgﬁgdo&ﬂhgnt dzgﬁl Q&sﬁctapﬁn s§s?§1q Ing

s an nanages Tea

o AL S BOFTEN 12, AEOL 10 L9 ROSSE: St SRULAS,
reading module 105 controls and manages reading of the electronic document
according to a user's reading right. The electronic document is read in a manner of
outputting content of the electronic document on a screen of the user terminal 100
connecting to the electronic document repository system 101. In this case, it is
necessary to prevent the content of the electronic document from being modified,
copied, stored, and screen-captured so that authenticity of the electronic document is

guaranteed. Accordingly, the reading module 105 produces a reading information

package according to the user's reading conditions, with the reading information

| package processed for reading security by Digital Rights Management (DRM),

watermarking, and the like. The reading module 105 also performs security

processing for transmission and reception when sending the reading information
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out putting content of the electronic docunent on a
screen of the user termnal 100 connecting to the
el ectroni ¢ docunment repository system 101. In this
case, it is necessary to prevent the content of the
el ectroni ¢ docurment from being nodified, copied,

stored, and scr ured so that thentl cit f .
PRQEE I Y B MOk anieT e 3 S Af disgme R g rgading
t he readi ng nodul e 105 produces a readlng i nformation

i aEWﬁﬁﬁlﬁé%ﬁﬁdlng to the user's reading conditions,

with the reading informati on package processed for

r eddiengswsmronodtle 199 sBrvgs taborRrod lingd nivage sseing of DR\l gctronic
wat er mar ki ng, and the |ike. The readi ng nodul e 105
datimnenp acdoRding t6 @aidédstiysuepfghe 6pen rgeilpobf & Fafusst fB&n die user to
and reception when sending the reading information 13

iRAC KRGt 8odtdfthnt. ThSissdin! Alyemg 306%IR RivHab Lfii-@aeﬁf and
the net adata of the reading "information package. The

80P 1RO Yo LR UL RIEoRBALBen omin i
ser'.s jssue.right recei t .of a uest fr
t"fgté?mfé T R T Gt E%Pﬂammg
modul e 106 al so serves to prevent and ver.i forgeries
ag fssuing dfprmaftanopackage to éh%lué%rt r M} € e&HeWﬁe(?{ﬂcua@Ht SAYIng a
upon issuing the electronic document. The el ectronic
puldgtiem forinat, i syehuasimitadataRortable Bocument Fnfmati(RPF),a an image
i ssuing informati on package to the user. An electronic

fitto andrenthehtéatiog imforrpatidn tehias anfaeatm@hic sSgalturasire inserted into
net adat a, Portabl e Docunent Format (PDF), or an inage

theQsduidginfaiRtion bhgagé.cati on i nformati on such as an
el ectronic S|gnature are inserted into the issuing

| NPRLRERE gﬁ’cgﬁan 6 66 ifsdfs | STeNd nlﬂ?%heanlglgcﬂ' @rs égi re to

tIITE stanp ectroni c Slg ure to

?188%3% hgsﬁlfn‘r%n% bithat O%Cka %ge % Bgrrfg)r%sngec%%?y proc}éssmg for

transmission and reception to transmit the issuing information package to the user.
Preferably, the time stamp may conform to a KS X ISO/IEC 18014 "time-stamping"
standard, and the electronic signature may be produced by using a hash algorithm
such as SHA-1 and SHA-256 or an encryption algorithm such as PKC#7. In
addition, the security processing for transmission and reception is intended to
transmit and receive a message according to a standardized procedure and method
and by using HyperText Transfer Protocol (HTTP), Simple Object Access Protocol
(SOAP), File Transfer Protocol (FTP), and the like. The security processing for
transmission and reception may include confidentiality and integrity processing for
transmitted and received messages, such as a Virtual Private Network (VPN), and

transmission security processing for a network path, such as a Secure Sockets Layer

(SSL).
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- user of thiéﬂfact

transm ssion and reception to transmt the issuing

informati on package to the user. 15 Preferably, the

time stanp may conformto a KS X | SO | EC 18014

"time-stanpi ng” standard, and the electronic

si gnature may be produced by using a hash al gorithm

such as SHA-1 and SHA-256 or an encryption algorithm .

suc hhe; gnappgsment jmoduley 07  Rewtorip raesstipg tir grssaiding plgetronic

for transm ssion and reception is intended to

dopaments istosgrdinr the elegbronicrdosumget repevitody Aystem og storing the same

st andardi zed procedure and nethod 20 and by usi ng

foly petohgxperibdansiiher mEnapieamat nfddlild?)1 07 Silsp Itensbisetitc clectronic

Access Protocol (SOAP), File Transfer Protocol (FTP),

deBEntME tbi kfthelh@o8E Unhbdi¥mP 6P GRREIrMY id Ghe electronic document

transm ssion and reception may include confidentiality

r%ﬂliﬂ) ity processing for transmitted and received
ssagesS, such as a Virtual Private Network (VPN), and

trapsm ssion urity processing far a network,path

suchTad TSt der 189 gigiotss doallpdhts fiigR" clnpletely
managenent nodul e 107 perfqr rocessing for .
dcardihiig g estape dsRacia gt Hiecidbesy Bt dn Bcsiprgd and recording

el ectroni c docunent repository systemor storing the
asdipgard higtory whengthp eserogquestretongisenye e elepienis doqurents. If a
al so transfers the electronic docunents to another
sitrageqepeiothids bieancset folr stef dectronivc ddveneht tha mmagenhestumeditle 107
5 repository system The process of discarding the

nelified the k& Fdie RN Wheh B dustage F@TG 10k eindke refafitdy, dhd discards
the el ectronic docunents in the database not to be

th8leBf&iflc N EROK RN the Qoﬁgé gal@r]gd oS eQp¥ed N €poh t}‘é‘cei}f)t of a

user requests to discard th ectroni ¢ docunents. |

B SPP R SRR b B0ub o, SFhadeos 46 ShERRICfpens e
stor aa%%nper [

n}laélﬁ-g‘?lﬂ?qf{gl}w f TpQ %?r?ggd?ﬁea inform n‘f:edg&i fgraforfgi-tggn storage.

The management module may transfer the electronic document information package

" to a secondary storage device and record a long-term storage history, if necessary.

Upon receipt of a request from the user to transfer an electronic document, the
transfer module 108 checks a user's transfer right, transfers the electronic document
to a receiving repository system, and discards the electronic documents from the
transfer repository system. The electronic document is transferred by standard
protocol and a messaging manner, and it is desirable to keep platform and language
independence between the repository systems.

The certification module 109 issues a certificate to the user or verifies the issued
certificate.  Examples of the certificate include a registration certificate for
registering an electronic document, a certificate of an original document used for

issuing an electronic document, a discard certificate for discarding an electronic
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the el ectroni c docunent when the storage period has
expired. Upon receipt of a request fromthe user for

| ong-term storage of the el ectronic docunent, the
managenent nodul e records netadata information needed

for long-term storage. The managenent nodul e may
transfer the el ectrgni c docunent informatjon package
dpsument sansgithndisity catifralg scydve &y meving ae glegtrepic document to a
| ong-term storage history, if necessary. Upon receipt
sesfrage medives or fr platfere &l srensfenncertifipaie dor transdérsiogragnglectronic
docunent, the transfer nodule 108 checks a user's
dorameadteetcr i ght, transfers the el ectronic docunent to

a receiving repository system and discards the

el ewtheR RésaindOmht eftffcafel @B &b ficdtioAN®baille OP Ofenkted a unique
system The el ectronic docunent is transferred by

GHEEST %0 SBUBLAE HnaP eulif JARR. B8 FRRARCing Bilgihy o the
he repository systens.. The certificati.on .
BEHURE by el RRE M Y FloEiiic PRRpRE HodpE3 8o authorie
verifie he issued certificate. Exanples of the .
ol o SRR PO e PICRS (56 R ACHE NG p0cs dt ARG Pf an issue
regi stering an el ectronic docunent, a certificate of
re(RICHET (A RrRC ebe Gpapatationh anfidentidiSatieny numberaf the éssue gguester,
docunent, a discard certificate for discarding an
setheas 7 Datienal Idendticatmeniumtsm, abodigrldcurityynumdret, dt¢.datcerporate
required for noving an el ectronic docunent to a
r&diGif198 wiRthcd OfQ corpblatibhravseril tnhdef of tieecértificatat &n issue
for transferring an electronic docunent, etc. Wien
rb RS e hiE af Wshé bh@altahe LhSifesik! b WhEdly p&JPEHe thfficate,
generates a unique 5 identifier of the certificate
r g Ly for. ' ategrity of the
80 B SRR iR RO O
si gpat ur e. provi n issue authority ..and a.
Cer b seeicats Yegt Bafiphinelules Y gnfigarion of frlomarlion fog apd.a format
i ncl udes a name of an issue
of the issued certificate, verification of authenticity based on a verification route

described in the certificate, verification of a certificate issue list of the repository
system, and verification of integrity of the certificate based on an electronic
signature, a time stamp value, a hash value and the like described in the certificate.
The printer module 110 controls printing of the electronic document when a
user having a print right requests to print the electronic document while reading the
electronic document, and controls printing of the electronic document and various
certificates when the user prints the issued electronic document and the certificates.
The printer module 110 must check a type of a printer connected to the user terminal
and permits printing only when the prnter is secure. The printer module 110
performs security processing such as 2D bar code processing when the electronic

document is printed by the user terminal.
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requester (a name of a corporation), an identification
nunber of the issue requester, such as a National

I dentification nunber, a Social Security number, etc.

(a corporate 10 registration nunber of a corporation),

a serial nunber of the certificate, an issue request
date an n i ssue date of the certificate, a validit .
perMsﬁl g? bY WBiBehs Pier Zeattiors aplecppripHEckBin ?W@H{O@ by'which
and repository identification information. The

tecenser reagathe aleotiopiccdpcnaant, Aanailssiop éssiing dhg plgefrapic document
information for and a format of the issued

te ¢he bfdrc atmecthak forf {ramsférdng dhe alectienit idoctmeittased aomethod for
verification route 15 described in the certificate,
issaingfd eafificne of tha eketrbhitidoalifentSEllehow B¢ d@kribfibwith reference
repository system and verification of integrity of

td PRGS A big i cat e based on an electronic signature, a
time stanp val ue, a hash value and the |ike descri bed

In Hbe,Ge E;ﬂ()wcﬁﬁ" ﬁlus rIt[ﬁ% P Hgﬁltoarof ?ﬁ%ﬁr}é&l‘? el%&p& i h(?c#anent

prlntln ocunen a user
r|n e nt the eIe tronic
{inBho o, B 45 et s BE U i i il ocurent
and controls grlntln of the el ectronjc docunent
varkeeringde FlGis4 @atss’épwﬁBWStaﬁ@k&gemc;s%or:wrlgntt(ﬁéﬁf?)sfsrae dt will

el ectroni ¢ docunment and the certificates. The printer
beortsile app@ciatedt thehdlek clectrggie deicumentr imayebe dosinprodectdt in an
the user termnal and permts printing only when the
electrotie forng of egay s proiecgdrih ahemapod themeobtdified Peséamning a paper
security processing such as 2D bar code processing
debghedihe el ectronic 25 docunent is printed by the

user termnal. 16 Methods by which the user registers

Tj;ls && Etgf”tﬁe Gm@tele&rdﬁ?é I?l%gulﬁ%tvqﬁ eié&ﬁ‘oﬂﬁeﬁocument

e electronlc docunent, a net hod | SSul
the elect oni ¢ docu

f?%ﬁ%%ﬁb@ uaﬁfnﬁkeflw@u%escwﬁ%cﬁoawg‘é"%%% ola_fom

umgacertlflcaeof the el ectroni ¢ docunent [
pﬁ 2he ca@g@q&)e@ we tr91gf:e|d@ﬁlggent metadata, and authentication

information, such as an electronic signature, according to a predetermined
information package standard defined in the electronic document repository system
(S401).

The user then transmits the electronic document information package to the
electronic document repository system over a network by using the user terminal,
and requests the registration module 103 of the electronic document repository
system to register the electronic document (8402). Of course, the user needs to
connect to the electronic document repository system and pass a login process in
order to make a request for registration of the electronic document.

The registration module 103 then receives the information package and

performs quality inspection on the information package (S403). The quality
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5to FIGS. 4to 8 FIG 4 is a flowhart illustrating
a nethod of registering an el ectroni c docunent
according to an exenpl ary enbodi nent of the present
invention. Referring to FIG 4, a user produces an

el ectronic docunent (S400) first. It will be easily

t L t f {
BB G0 TR Shocsily ol TORRE e O ) B doas
i an | ﬁ%forn1obta|ned by scanning a p

clegigorye dpcumrat Gesahed By Hicoiser. oﬁ}h@n thscafrsmetion

in the eI ectroni ¢ docunent repository system the

pagkage dnenngimesiibe guality shweetiom its rggistration modilo d A maymotify
package contai ning an el ectroni c docunent, netadata,
thangsenof thenthctcantlirequeitsuppliementation for pasgkig i gaality inspection.
el ectronic signature, according to a predeterm ned

5 i nfdraédiatatioac kidaleSt 05 d@es $160udes daddidiAl 1REt8EA, 0 Bpfends
docunent repository system (S401). The user then

ahfh%ﬂt‘i;éﬁ'tlt)ﬁ 1ﬁf(‘)?m§ﬂlo:ﬁi: E%QEIEQd A@e ARG b RL %Edn%ht PARK 9:81%5 the

to the electronic docunent repository system ‘over

[, is r ts
R SoBmtR i ¥nd ARNEE TSRS R e BRGSO ey ve
03|tory systemto register th ectronic do ument
o GRG0 oGBS NGBS Heedd £l GUAMAIS (ol o Fectronic
el ectroni c docunent repository system and pass a | ogin
dppusrens informatignaackags withbe addidignal gpetadgta ﬁégwn inFI@reb.
of the electronic docunent. The registration nodul e

10 103A tdetenminatien \ie thenhwadenfsotonwhether fhecksagecqapsts ti5registration
perfornms quality inspection on the information package

corffioay . (ST0®). qlfathe tuger Aduésts RCleEBatidiC ber 68at6 6 efiffication
for viruses and errors, and verifying netadata
module 109 issues the registration certificate to the user (S406).

Finally, the registration module 103 notifies the user that the registration has
been completed (S407).

15 FIG. 5 is a flowchart illustrating a method of reading an electronic document
according to an exemplary embodiment of the present invention.

First, the user connects to the clectronic document repository system and
requests to read an electronic document (S500). In this case, the user may designate
reading conditions for the electronic document,

20 The reading module 105 of the electronic document repository system then
checks a user's reading right (S501). If the user has no right to read the electronic
document, the reading module notifies the user of an error (S503).

The reading module 105 then produces a reading information package

according to the user's reading conditions (S504). The reading information package

25 s produced by initializing a reading information package, inserting metadata into the
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i nformati on of the el ectronic docunent described by
the user. When the information package does not pass
the quality inspection, the registration nodule 103
may notify the user of this fact and request

suppl ement ation .for passing the quality inspection. 5

' d 03 t ces.additi

rgzﬂﬁr% ﬁgbﬁﬁ%@% epo gkélg%a {)Ih %‘t%n% an onﬁf%laf)gllé?tﬁ%{l? glﬂcument stored in

ciat.ed wwth the electronic dgﬁunent and stores
t %8 SCUTE AP FHR Nt FERASHL S ARCORHRS fh 8 dsprssisayest ??Réhtms
aythentication information may be a tinme stanp, an
agfl cisFIHAE cths | epnvetied elesirenicadpeumaent gingy rthen reading dnformation
el ectronic docunent information package with the
paekdigei onal netadata is shown in FIG 2b. 10 A
determnation is then nade as to whether the user

r eqlies taadingembeége stosahn perfofhd rdddam! sectSAOpocedsingt Rech as
user requests the registration certificate, the

cgist i flgélat e to the u@gﬁ?sﬁg%%ﬁﬁﬁdr%g Ty, ? 12& bRMthe reading

PTG e o
B el R BB SR S R hard wen
errbodl rre totﬁf the present invention. First, the user

the, SR@c read dhp relediraBia Koo San it auhsaEsifnof thyselsptronic

and requests to read an el ectronic docunent (S500).
dpepraeiitds guesanteadhe user may designate reading

conditions for the el ectronic docunent. 20 The readi ng
nmo ditee reh@mgomotitie KlSedtmopérﬁ)rdﬂCwm‘ity peresingooy the reading
systemthen checks a user's reading right (S501). If

itfbenatRar pitkagd Jor k@himis8oh &Rd #da8ptRIne Gl Offdrsmits the resultant
docunent, the reading nodule notifies the user of an

i fdtioh 3R 9%) tJﬁgl&gﬂnggbnvdule 105 then produces a

readlng AT OT Mt on according to the user's
D a?ﬂil g%er t?lgﬁl Iréaldgﬁls t% r(())%}c do-lc-;rl.]uenegl )(/'j way of cor?ter%f e electronic

document output on a screen of the user terminal 100 (S507).

FIG. 6 is a flowchart illustrating a method of issuing an electronic document
according to an exemplary embodiment of the present invention.

Referring to FIG. 6, the user connects to the electronic document repository
system and requests the electronic document repository system to issue the electronic
document (S600). In this case, the user may designate an electronic document
issuing conditions.

The issuing module 106 of the electronic document repository system then
checks a user's right (S601). If the user has no right to receive the electronic
document, the issuing module 106 notifies the user of an error (S603) and the process

stops.
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25 is produced by initializing a reading information
package, inserting netadata into the 18 reading

i nformati on package, converting an original electronic
docunent stored in the electronic docunent repository
system according to a user's request conditions, and

inserting the n ed el ectroni c .doc nt.into the
ool TRE BTVUR i hE prdEes & iy GHEPTRIHORGKES 18609
t hen perfaqrns reading securlty rocessing, such as

A3 gleptapnigdpsimentAAEgE fetblCER %rma& ShetaakmetpdatanBDFher an
like on the reading information package (S505). That
imngge file, pryl anshentisatton inforpataesitchtas en cleotremit sighatuhreare inserted
el ectroni ¢ docunent from being nodified, copied,

istbche thsuiap dnfoomsién gapage; ed tihe Etambhﬁdli&%‘led’cﬁﬁdﬁsi@h&ure are
el ectroni c docunent, so that authenticity of the

afoafdeiten ito ﬂﬁsﬂﬂl@g-ﬂﬁ%ﬁna&@n 95@!@?@ E@ﬁl@ven-m&gé@aﬂidrfglmﬁcahon
nodul e 105 then perfornms security processing on

of StbMSB S the d104 éﬂﬁgdéybﬂ%@ﬁ age for transm ssion and

receptl on, ansmts the resultant infornmation
user th reads ft.
PO, P P A P
I t 15 d t f the user
She et Db B L BRReRCIEED, ARLSHISE e
illustrating a method of issuing an el ectronic
cersidigate o thegrimnal idaeprnent athe exutifightiomymedo d 09ramay redord pe issue
present invention. Referring to FIG 6, the user

hptmméethe issnelibe el ectroni ¢ docunent repository system
and requests the el ectronic docunent repository system

t o Tigsetgtifidi€ior ln@sdule® DOF thed GedfoeMEBaIurity>pRIdEssidgont MeSissuing

case, the user may designate an el ectronic docunent
infoSHAtRG faeRPeltbPRSsmission and reception and the certificate of the original
document and transmits the same to the user (S606).

FIG. 7 1s a flowchart illustrating a method of transferring an electronic
document according to an exemplary embodiment of the present invention.

First, the user requests the electronic document repository system to transfer the
electronic document to a specific receiving repository system (S700). It is common
for the user to request to transfer the electronic document, however, the electronic
document repository system storing the electronic document may itself determine to
transfer the electronic document.

The transfer module 108 of the electronic document repository system then
checks a user's right (8701). If the user has no right to transfer the electronic

document, the transfer module 108 notifies the user of an error (S703) and the

process ends.
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The issuing nodul e 106 of the el ectronic docunent
repository systemthen checks a user's right (S601).
If the user has no right to receive the electronic
docunent, the issuing nodule 106 notifies the user of
an error (8603) and the process 25 stops. 19 The

i n?ﬂ}enﬁer}"‘é% ot g0 (BB A e BV EBeniepyspien o

havi n ubllcatlon fornat such as net adat a, or
whether ef iqf ethe lerteonich daeymaent| i rpassiblsr FH0tdn Elﬂrc ecgtying
an electronic signature are inserted into the issuing
repoidenyestybiom ssadkagsponsetto thee intiny taihd transfer sedulsnliod (S705).
signature are 5 also inserted into the issuing

If tHeotrarafar amn npapkside,tthe peeindng réposigayysyateth notifies the transfer
falsification of content of the el ectronic docunent.

mdWICRIR dffahGadot @yoTRdul € 109 then produces a
certificate to certify that the issuing information

package tfai 2P 9o g 9%191@' tl%ofrﬁm F{ogﬁﬂ-;SiOS %fah%rsi fRUbB&ronic

the certificat the orlglna ocunent
fi [ r ec rd an

dﬁgﬁf%%}ty B R, e BB FeroRRerk S fm Bl accetvine

09 t.h erforns security cessi su

L e’ﬁéﬂ?@éﬁ%"yfsé’ﬁte{nr(éﬁggﬁi sﬂi‘%alﬂxa tfif‘ee %ﬁfﬂﬁ%m
the cert | ficate of the original docunent and
of thinaisie eleptrosiméocqugenh ecpgsiéary (S380B) perfor@s sgcyry grocessing
flowchart illustrating a nmethod of transferring an
fal getsnusdien ah8 wtogpiivento aecomitlithg d@t@nicedecymhant yinformation
enbodi ment of the present invention. First, the user

phéi@ge stogethbe valle Gelatid enfdfBATRNt sucRPRS id Qeitifinsd @Al t Bistory
transfer the electronic document to a specific

ifBARANONNY ARBREAJIPS WheS Y&Eﬁﬁﬁé gl%@@%]mc | ochihefi© itorlyOfystem

the user to request to transter t ectroni

pgﬁgrlfﬁge QtrECeWI}Qg %Cesé A t?lle e(a(féc[ir%nlccdocument. That is, the receiving

electronic document repository system receives the electronic document information
package and the related information, performs quality inspection for suitability, and
then registers the electronic document information package.

The transfer module of the transfer electronic document repository system then
checks the transfer and records a transfer history (§709). If the user desires a transfer
certificate, the certification module 109 produces the transfer certificate, issues it to
the user, and records a certificate issue history. The certification module of the
receiving electronic document repository system‘ issues a registration certificate to
the user.

FIG. 8 is a flowchart illustrating a method of issuing a certificate of an

~ electronic document according to an exemplary embodiment of the present invention.
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docunent repository systemstoring the electronic
docunent may itself determne to 20 transfer the

el ectroni ¢ docunment. The transfer nodule 108 of the
electronic docunent repository systemthen checks a
user's right (S701). If the user has no right to

the el ec C cunmen ansf uIe

L0g buipy RS FugSluB °%Fﬁg${1°&%<ﬁﬂf% %559? e ffont® B6Kufhent

process ends. .20 The frans 108. t hen i_nqui.r
rHOSHHY YEB, iifRge raéﬁakfr qaﬁr(&ggﬁ})st ples of ti‘?\ﬁ@ﬁﬁé? & include a
transfer of the electronic docunent is possible
regstodipn cpriéfiqase &y ragipteringpas iclestrgnisydacamenterrd serdificate of an
response to the inquiry to the transfer nodule 108
ofigim@bilocunent nbel for assafngran dectaniqpdssinieng,a dikeard certificate for
recei ving repository systemnotifies the transfer 5

diseghdirg ah08edfonad ubieht, @Eﬁﬁntldng' deefidatereghieed fof moving an

possi bl e, the transfer nodule 108 transfers the
eﬁ‘:lcﬁgﬁlf: QcbmeMORUIBRradd RITHLREL of oPairSm, 8 $Ghée b&tificate for

OCUfTEI’]t reposHory systemto the recelving

t@%ec cal e%%ﬁﬁ%% hERogLtory system (S708).

ransfer modul e 108 of the transfer

Sedind &C%Pgeistﬁe Friee o 1 kRS TSP oyl 109

to_ transmt the el ectronic docunent information
vpaitea dlee tregasheS8QIk h Hetha cegipttionnseitidigates ifc Heqiesigd, the
certificate and history information. Accordingly, the
certificitiamyodile d 09 assies tho cegigrtion spddicatsronly jighe pser has a right
perfornms a receiving process on the electronic
tel @egisenthe Ehatrohig, dddutehe C eifvihe geerfiend rissik Cregosst naaniot be
repository systemreceives the el ectroni c docunent

abd%f)%n@&: 'c%ﬁ%@tuﬂ?ﬁ%éﬂ% 189¢ofifi& the hé’ér%@ ah BF6F (JROE PN,
performs quality inspection for suitability, an t hen

e G et MR SLRTEGRR & 2HOPHIER dATRBE hAuRAGSFIEduces

a certificate (S804). The certificate may be produced by initializing a certificate
format, inserting certificate related information into the certificate format, and
performing security processing. Preferably, the certificate includes a name of an

issue requester (a name of a corporation), an identification number of the issue

- Tequester, such as a National Identification number, a Social Security number, etc. (a

corporate registration number of a corporation), a serial number of the certificate, an

issue request date and an issue date of the certificate, a validity period of the

certificate, use of the certificate, and repository identification information.

The certification module 109 then performs security processing for transmission

and reception and transmits a certificate to the user (S805). Finally, the certification

module 109 modifies the certificate issue list and records the certificate issue history

(S806).
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The transfer nodule of the transfer electronic

docunent repository systemthen checks the transfer

and records a transfer history (5709). If the user
desires a transfer certificate, the certification
nodul e 109 produces the transfer certificate, issues

It .20 . the user, and records certificate Jssue )
hi st&ily thefirvealey hps B ShPHbAL dewrbeavity Edeiegselp certain
el ectroni ¢ docunent repository systemissues a
exegplery ambesimeatsitharpefattavillde urderstpodrby thesg skdladgn ghe art that
flowchart illustrating a nmethod of issuing a

vesots ¢hapgesendbrnaand déteitt mey be ntde uherain vaidwot depagtingofram the
exenpl ary enbodi nent of the present invention. 21

spirdt 3hd sdope of §RIinvetiuR at defitd 3ahé hppendéd elainigddul e 109

of the electronic docunent repository systemto issue
a certificate (5800). Exanples of the certificate
include a registration certificate for registering an
el ectroni c docunent, a certificate of an origina
docunent used for issuing an el ectronic docunent, a

di scard certificate for 5 discarding an electronic
docunent, an authenticity certificate required for
novi ng an electronic docunent to a storage nedi um or

a platform a transfer certificate for transferring

an el ectroni c docunent, etc. Upon receipt of the

request for the certificate, the certification nodule
109 verifies the request (S801). If the registration
certificate is requested, the 10 certification nodul e
109 issues the registration certificate only if the

user has a right to register the electronic docunent.

If the certificate issue request cannot be accepted,
the certification nodule 109 notifies the user of an
error (S803). If the certificate issue request is
accepted, the certification nodule 109 produces a
certificate (S804). The certificate may be produced by
initializing a certificate
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t
yigaig

15 format, inserting certificate related information
into the certificate format, and perform ng security
processing. Preferably, the certificate includes a
nanme of an issue requester (a nane of a corporation),
an identification nunber of the issue requester, such
as a Natjonal ldentification nunber, a Social Security

Gﬁﬁﬂ$4skﬂc. (a corporate registration nunber of a
corporation), a serial nunber of the certificate, an
20 issue request date and an issue date of the
certificate, a validity period of the certificate,
[stainft )t he certificate, and repository identification
information. The certification nodule 109 then
perfornms security processing for transm ssion and
reception and transmts a certificate to the user
Aé%%éimmﬁl ﬁﬂ:luhﬁént }%ﬁ)sﬁ&y kysten@tchffectddP laeuél:pgermiﬁal over a
no I cat s the

Ifires the certi i'ssue |I1st and recor

ificate issue histor S806).. 22 Wile. t .
Gk fof oA, AeRisRiotn b SR Rbus G ] Ipipe an
cet{ain. exenpl ary enbodi ments thereof, it will be

Yosdifispe SER YIS t he art that various
changes in formand details may be made therein
apjauphsoticaiop apeduigyfor performiag user authensigtioncibpwebfa lpgia process
i nvention as defined by the appended clains. 5 23
ahClepntk@ling p Gysiermakess risht dépeodingmnag wher wiremthe user connects to
repository systemconnected to a user term nal over a
tiegleardnid dicugital RpbaRirngyseani;nent i city of an el ectronic
docurment and issuing an authenticity certificate, the

aSYSIRM GORBAS 8t %hecking an electronic document information package sent

by the user, producing metadata, appending authentication information to the

~ electronic document information package, and registering the resultant electronic

document in a database;

a reading module for producing a reading information package according to a user's
reading right, performing security processing on the reading information package,
and transmitting the resultant reading information package to the user upon receipt of
a request from the user to read the electronic document;

an issuing module for producing an issuing information package according to a user's
issue right, performing security processing on the issuing information package, and
transmitting the resultant issuing information package to the user upon receipt of a
request from the user to issue the electronic document; and

a certification module for issuing a certificate of the electronic document to the user

or verifying the issued certificate.
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an aut hentication nodule for perform ng user
aut hentication through a | ogin process and
controlling a system access right depending on a user
when the user connects to 10 the el ectronic docunent
repository system a registration nodule for checking
3% el egtroni ¢ docunent information package sent by
La r, produci ng netadata, appendi ng authentication
information to the electronic docunent information
package, and registering the resultant electronic
docunent in a database; 15 a readi ng nodul e for
Thesgstenrd chaimea avherein if the rmthicoticatian kaghile toowss agthédication
user's reading right, performng security processing
uses 4 hieensabekirtificadte) fand i tamirod 8€ Kags stempdidedsr it Mkdst dmngccess
the resultant reading information package to the user
copad] Lee@i@t) of a request fromthe user to read the
el ectroni ¢ docunent; an issuing nodule for producing
an issuing information package according to a user's
20 issue right, performng security processing on the
ké@ﬁ%& i nformati on package, and transnmitting the
nt issuing information package to the user upon
receipt of a request fromthe user to issue the
el ectroni c docunent; and a certification nodule for
issuing a certificate of the electronic docunent to
Thpeyyemrof dgimybrwiepgingn threrdgistngtion swdules theaglectronts darument
[Claim?21 The systemof claim1, wherein in the
senitblygh¢ nseatis Grst podiubed int dveel stemiatorinentin aatimage farmesbtained
-licensed certificate, and the control of the system
bReERBMg d Bper dsRmeanl Access 5 Control List (ACL).

[Claim 4]

The system of claim 1, further comprising a retrieval module for retrieving the
registered electronic document from the database when the user desires to search for

the electronic document.

[Claim 5]
The system of claim 1, wherein in the reading module, the electronic document is
read in such a manner that the user terminal receives the reading information package

and outputs content of the electronic document on a screen of the user terminal, and

the content of the electronic document is prevented from being modified, copied,
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[Claim31 The systemof claim1, wherein in the
regi stration nodule, the electronic docunent 10 sent
by the user is first produced in an electronic formor
in an i mage form obtained by scanning a paper
docunent [Aaim4l 15 The system of clain11 further
aretr dule fo retrl t he
P %10 &t Fcé ne‘Faé’E‘{rF‘i)H’)(‘En ERIE SALHE aF GIFHCEW %B‘Hléoéu‘%/\ﬂlfé’ﬁmem
the user desires to search for the electronic
iygereed. [ aim51 20 The systemof claim1, wherein
in the reading nodul e, the el ectronic docunent is
read in such a manner that the user term nal receives
the reading information package and outputs content
pCladife]el ectroni ¢ docunent on a screen of the user
termnal, and the content of the el ectronic docunent
is prevented from being nodified, copied, 25 stored,
and screen-captured when read so that authenticity of

Tﬁf‘E gys%rg?gm ﬂ#nclé ﬁgl%%bﬁﬁfﬂate m;}éuﬁme%%{é{iﬂ%?&ﬂmes[ fife Zi‘zis r@’infoﬁnaﬁon

I Ssul ng
BRI mefda S FlsHPeh SRt © %?%@mt A anzflgetronic
an electronlc signature. 10 [Caim 7]
signature.
[Claim 7]

The system of claim 1, further comprising a management module for discarding
stored electronic documents or storing the same for a long period, and transferring
the electronic documents to another storage medium or platform in the electronic

document repository system.

[Claim 8]
The system of claim 1, further comprising a transfer module for checking a user's
transfer right, transferring the registered electronic document to a receiving

repository system, and discarding the electronic document stored in the database

upon receipt of a request from the user to transfer the registered electronic document.

[Claim 9]
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The system of claim1, further conprising a managenent
nmodul e for discarding stored electronic docunents or
storing the sane for a long period, and transferring
the el ectronic docunents to another storage nedi um or
platformin the el ectronic 15 docunent repository

yst em G aim8l1 The systemof claim1, furth )
ﬁ’&r?éf?tt?@u Helaimg b O WHSBEREShe e%g]ﬁqtﬁg}ﬁ%c%gvat@n merule
transfer right, transferrln the registered el ectronic
geoRraive AtUNiqRea derdifier oif the car %@c@ aet ¢ sspite yplugder guaranteeing
di scarding the el ectronic docunent stored in the
ikagrtyasfethe upertronec doguiment, the reegifeste fnchwirigha naseroft an issue
transfer the registered electronic document. [Cl aim
réjuedter @hahiteo Sy siSiratidn) CdntidBhtificaribe heinbevdTahe issisdie@ester (a

the certificate, the certification nodule generates a

FHOSHE rdi@Rkibh nBibef oft J‘@orﬁ&raﬁbﬁ)' & %Eﬁal %ﬁlb%r S ckitificate, an

value for guaranteei ng tegrit he el ectronic

1%88 L{'g@P:tst d%{éeaﬂ"‘de ra{l éu%a&a%e oq'céh % é}ha{'gaﬁ) 1}:)?? f(f 49 the

cor ora i 0

er of t i SS este orathg;
CFISE?&&% o5 e esr e AR s PP Bhfrationynper
of the certificate, an issue request date and an
i ssue date of the certificate, a validity period of
the certificate, use of the certificate, and
l€awit0dry identification information. [Claim10] 10
The systemof claim1l, wherein in the certification
nodul e, the certificate verification includes
verification of information and a format of the issued
THe! bystdr§ @b claim 1, wherein in the certification module, the certificate
verification includes verification of information and a format of the issued certificate,
verification of authenticity based on a verification route described in the certificate,
verification of a certificate issue list of the repository system, and verification of

integrity of the certificate based on an electronic signature, a time stamp value, and a

hash value described in the certificate.

[Claim 11]

The system of claim 1, further comprising a printer module for controlling printing
of the electronic document upon receipt of a request from the user to print electronic
documents or various certificates, wherein the printer module checks a type of a
printer connected to the user tenpinal and permits printing only if the printer 1s

secure.
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verification of authenticity based on a verification
route described in the certificate, verification of a
certificate issue list of the repository system and
verification of 15 integrity of the certificate based
on an electronic signature, a time stanp value, and a
E%sh vahue described in the certificate. [Claim11] 20
kimyddem of claim 1, further conprising a printer
nodul e for controlling printing of the electronic
docunment upon receipt of a request fromthe user to
print electronic docunents or various certificates,
Aheetaod dfheegistéritige rannelduireénic hémument tiy ptheotleatrome i dicament
connected to the user termnal and permts printing

réiii‘)lsﬁfoﬂyfs £t91ﬂ aREdrfin@lto thim e HeBeth@Pcotdpr SAihBskgs ofA

net hod regi stering an el ectroni c docunment in the
C o, S o}
@ E&“ﬁ%ﬂé b O Y ClrmloE Rl oMo R A RIMRRE Ol Cpackage
rodu0| use ter nal n el ec C
R i Rl oot B g A an Bl HBRation
docuynent, netadata d aut hent |cat n i nformation
agEOE a.t%@p‘fegef&nams%t erngteaPackass SeR9n package

standard; (b) transmtting the user termnal, the

(o)l tearsmdtiing, o Sherkesat termingh, rfhe ieéqtrwaé idegement nfogmation package
el ectroni ¢ docunent repository system and requesting

té¢ othe egesttanic tdoeumdft edpesitorynsysteioc anénteguésting to register the
receiving, by the registration nodule, the electronic
cReGUmEAbcuiéAy mati on  package and performng quality

i nspection on the el ectronic docunment information

(c) receiving, by the registration module, the electronic document information
package and performing quality inspection on the electronic document information
package;

(d) producing, by the registration module, additional metadata, appending
authentication information to the electronic document information package, and
storing the electronic document in the database; and

() notifying, by the registration module, the user terminal that the registration has

been completed.

[Claim 13]
The method of claim 12, wherein the quality inspection in step (c) includes checking

for viruses, checking for errors, and verifying the metadata information of the

electronic document described by the user.
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package; (d) producing, by the registration nodul e,
addi tional netadata, appending 15 authentication
information to the el ectronic docunent information
package, and storing the electronic docunent in the
dat abase; and (e) notifying, by the registration
Endule, the user term nal that the registration has
elaimdddpl et ed. 20 [d aim 13] The nethod of claim 12,
wherein the quality inspection in step (c) includes
checking for viruses, checking for errors, and
verifying the netadata information of the electronic
Theaueod offedaiini bEdwhateinhthe Usetificafibn 2Boduld ddsoesl e rBlgidtration
met hod of claim 12, wherein the certification nodule
ciFiFe8R t6 B dsBipohnraddiRrbf aGequdsf fof BeSebidtriti défEicatPROm the
recei pt of a request for the registration certificate
omthe 5 user. [Caim15] A nethod of reading an
el'ectroni c docunent in the electroni c docunent
repository 10 system according to claim1, the nethod
conprising the steps of: (a) requesting, by a user
ermnal,, to read the el ectronic docunent; (b)
fémil3d by a reading nodule, a user's reading right:
(c) producing, by the reading nodule, a reading
i nformati on package according to the user's reading
condi ti ons;
A method of reading an electronic document in the electronic document repository

system according to claim 1, the method comprising the steps of:

(a) requesting, by a user terminal, to read the electronic document;

(b) checking, by a reading module, a user's reading right;

(¢) producing, by the reading module, a reading information package according to
the user's reading conditions;

(d) performing, by the reading module, security processing on the reading
information package to guarantee authenticity of the electronic document;

(¢) performing security processing on the reading information package for
transmission and reception, and transmitting the resultant reading information
package to the user terminal; and

(f) reading, by the user terminal, the electronic document by way of content of the

electronic document output on a screen of the user terminal.

[Claim 16}

The method of claim 15, wherein step {c) comprises the steps of:
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15 (d) perform ng, by the reading nodul e, security
processing on the reading information package to
guarantee authenticity of the el ectronic docunent; (e)
perform ng security processing on the reading

i nformati on package for transm ssion and reception,
‘and transmtting the resultant reading information

i Helicamgethe seading inbumation pegkage; and 20 (f) reading, by
the user termnal, the electronic docunent by way of
inseriingmetadata bthe elcetroniodocurdet vorbeteaduntouhe pradmgdsiosmation
of the user termnal. [Caim16] 25 The net hod of
padlagenahl, wherein step (c) conprises the steps of: 29
initializing the reading information package;

chidglidd A RREAEALAIQhunihE 16! 1RC tdagNitat 49 GHFBdtint e bectronic

read into the reading informati on package; and
GORER R o RLEE PR e BTG ARES ree Soh #fns, 0 dpitrting
accordi to a.user's r.e st _condition an
By e i Sbmer AR ook hroiBRton 8 o ¢ he
readi ng i nformati on package. [Claim17] 10 A nethod of
i ssuing an electronic docunent in the electronic
docunment repository systemaccording to claiml, the
k6tairod 7donpri sing the steps of: requesting, by a user
termnal, to issue the electronic docunment; checking,
by an issuing nodule, a user's issue right; producing,
by the issuing nodule, an issuing information package;

AlefodWiGkdEhg BY elddomie dobhihEmtih Qe BRAbEc ddcument repository
certificate to certify that the issuing

system according to claim 1, the method comprising the steps of:

requesting, by a user terminal, to issue the electronic document;

_checking, by an issuing module, a user's issue right;

producing, by the issuing module, an issuing information package;

producing, by the certification module, a certificate to certify that the issuing
information package is an original document; and

performing security processing on the issuing information package and the certificate
of the original document for transmission and reception, and transmitting the same to

the user terminal.

[Claim 18]

The method of claim 17, wherein metadata, the electronic document, a time stamp,

and an electronic signature are inserted into the issuing information package.
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i nformati on package is an original docunent; and
perform ng security processing on the issuing

i nformati on package and the certificate of the
original docunent for transm ssion and reception, and
transmtting the sane to the user termnal. 20 [Claim
18] The_nethod of claim 17, wherein netadata, the
&CkimrlOdi ¢ docunent, a time stamp, and an el ectronic
signature are inserted into the issuing information
package. 25 30 [Caim 191 A nethod of transferring an
el ectroni c docunent in the el ectronic docunent

A ap@Bbd QY trSsFéreing ac Gldttrogict Godinddnt ih, tHeheldaBbiioddocument
conprising the steps of: 5 (a) requesting, by a user

réfRk b)Y sted 220G RIS clfa gl er@ﬂetﬁ@d’&ﬁﬁ%@s’iﬂg thy $tcpdf0
transfer the electronic docunent; (b) checking, by a

r . N Sy g
D3R he Bk ter rpRa Spldifihoceh e SHLI Weit dificter
to mheth%{ transfer of the electronic docunent is
RSO doFMERY  sending, by the receiving repository
system a response to the inquiry to the transfer
(shgelang, by)a tigsfer mdule aysgrstight” possi bl e,
transferring the electronic docunent fromthe
(¢)ringuifing, byl the trannféronetbde ok the neegivisi repopitenysystamtas to waether
recei ving el ectronic docunent repository system and
transfer of the electronic document is possible;
(d) sending, by the receiving repository system, a response to the inquiry to the
transfer module;
{e) when the transfer is possible,- transferring the electronic document from the
transfer electronic document repository system to the receiving electronic document

repository system; and

(f) checking, by the transfer module, the transfer and recording a transfer history.

[Claim 20}

The method of claim 19, wherein step (e) comprises the steps of:
performing, by the transfer module of the transfer electronic document repository
systemn, security processing for transmission and reception and transmitting the

electronic document;

receiving, by the receiving electronic document repository system, the electronic

document and performing quality inspection on the electronic document; and
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15 (f) checking, by the transfer nodule, the transfer

and recording a transfer history. [Cdaim201 The

nmet hod of claim 19, wherein step (e) conprises the

steps of: 20 perform ng, by the transfer nodule of the

transfer electronic docunent repository system

security processing for transm ssion and reception and .

regispng, Y H§ repiving | edotionisi ¢oCHBRINEROSIIGIR s¥ptginn ie ggctronic

the receiving el ectroni c docunent repository system

dopemesitect roni ¢ docunent and performing quality

i nspection on the el ectronic docunent; and 31

regi stering, by the receiving el ectronic docunent

repository system the electronic docunent. [Caim

diaim®14 nmet hod of issuing a certificate of an

el ectroni c docunent in the electronic docunent

repository systemaccording to claim1, the nethod

conprising the steps of: (a) requesting, by a user
icate;, 1 verify

termnal . to.issue certi 0. (b LNg .

A ShaF o it GG 0t af i oeohite Ul S pieMonic
c) when the certificate issue.request can be .

d&%%%‘ii‘t*éﬁ?“&?’é’d%?% agqQedipg (¢ Fleie de g“%Ve{%HE comprising the steps

certification nodule; (d) performng, by the
ofertification nodul e, security processing for

transm ssion and reception and transnmitting the
(Deequesiicg by atuzet teeminak to tsewerd centificaterd 15 (e)

nmodi fying, by the certification nodule, a certificate
(b)si€yihg, By DétifiefidnehdtBile a certificate issue request;
(c) when the certificate issue request can be accepted, producing the certificate by the
certification module;
(d) performing, by the certification module, security processing for transmission and
reception and transmitting the certificate to the user terminal; and

(e) modifying, by the certification module, a certificate issue list and recording a

certificate issue history.
[Claim 22]

The method of claim 21, wherein the certificate includes a registration certificate for
registering an electronic document, a certificate of an original document used for
issuing an electronic document, a discard certificate for discarding an electronic
document, an authenticity certificate required for storing an electronic document for

a long period, and a transfer certificate for transferring an electronic document.
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certificate issue history. [Claim22] 20 The net hod of
claim 21, wherein the certificate includes a
registration certificate for registering an
el ectroni c docunent, a certificate of an origina
docunment used for issuing an el ectronic docunent, a
jisqard certificate for discarding an el ectronic

], an authenticity certificate required for
storing an el ectronic docunent for a long period, and
a transfer certificate for transferring an el ectronic
docunent. 25 32 [C aim 23] The nethod of claim 21,
Thisemnethnd sifegaific P 1] mdicrudie Stapr @)l uaclndest hedaeng ithe cattdichye by
initializing a certificate format, inserting

ififalidihd Gatetifiehtat emhtNfildeBigd Qertifidhte felffed Mformation into the
certificate format, and perform ng security

5 c@ﬁ%ﬁé%ﬁ&t, atd performing security processing.
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