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WD 2004/ 063927 PCT/ GB2004/ 000015 1 BACKUP FI RMAARE | N
A DI STRI BUTED SYSTEM FIELD OF THE I NVENTION 5 Thi s

WO pwe63o%on rel ates to a distributed system of POTGBe®4/000015
and, nore specifically, to at least a plurality of
t he nodul es having associ ated?! processor nodes
i nterconnected in a network, the processor nodes
having code for operati ng the associ ated nodul e. 10
BACKGROUND OF E‘N; [N PIRS may
conprise a pl u}‘g Ity o lPA Bfémﬁgggsntsﬁésigﬁ of
whi ch have associ at ed processor nodes i nterconnect ed
in a network. The prEiceBsuT THOd@SENYSINcal |y conpri se
a processing unit for operating the 15 associ ated

rmdu]!‘helsapq/'e%tlpo ocg?st%rs {:cpt eéi@tc.f%bu%d Q%&yéﬁndbpgnodulis, and, more

conmuni ca e processor
SP‘Fﬁémeaéz]:%s§i°n@t dRPEt exBlieeitE Sdethe &gaH efshRpmguEeciated
proeaskair] sodersodnizancondetedhinch meyoble Shermwceessarenotap, having
coBHCHLA8p&-dH9NY Andt b4 R HEFRN Yol . Order to operate the
associ ated nodule. The nodul es and associ at ed
processors nmay be termed enbedded systens. 20 An

exanpl e of a di striBGFERPEYFeFEnYFIEEY an aut onat ed
data storage |library which stores renovabl e data

st orpgermilea é.ﬁ;t&ﬁ@rnﬁgecomﬁgﬁéé/%Spllﬁ:%dlﬁa%faﬁlodugaé‘pl at least .
sQ t?n%eopath %Alar a e ggzl_ Vc%dt 9 orcgg‘s r nocinsr 1Mértc%mg&tt%8 1qlna network.

e rem)va or age accessor

Ther BFRISEPES "PReS 5D} STHoY ABIET iR 4 BYUEEGE It G, fowpaﬁatlng the
astRyidred module drar m focessdrr idgegace Ferwemvithey dafrmnication of

ent chﬁzga%sglr k@S @Nehd hRcsd A, agehes BE&&@%lnMnQQQ:I}@E@EeS code,

‘.10% as comp V\e’“?r read%B?r atrgr {0 8 WH:ILé:hagﬂ ?R&&% in memory,
bra the operator Cﬁ)anelC al's6 sensi h %ﬁo

sucht &F é‘cﬂ?féf?lﬁﬂlr? PEROTYT bFa Py dets (FEhOREE2bP efienge R 1 fuyt module.
Thengoduleerdridngsrcipeabvirocescars magges throed tehiseddelr surspens.

Also, a 30 controller controls host interaction with

t he |bra clude interaction bet

the FoStaiiE Phe dilorarages) B ph A ASARER aaca
storagmh 1|1Bm13681a1q!1 FF%fS’@aF%PEﬂVébir%ﬁét%l%Pé?%F megir in nstorage
shelloe€S 808 nedes lanet pmevidedsfarothérigeces soad repliodr write data

omgglﬁovﬂleaggl%%Qérag%%&ﬂﬁt r ol 8écdaBt oSt bcﬁ:%hgports the
regn%%a SlSOI‘ f un%géag;:és <{IC|, u n% ngr 'ior I drg%hgaf%g:%nl ongé:a¥tr1dges,
bqtye@ll sthee@aeta srgoe aﬁflxvs caélﬁt 1355 Isé?r%nfl?%{‘@st h@ﬁ%ﬁ%&tor

pafelDdllons ofn bheraace essopmimliodte Ath ajper kttorrpangk operator
pa&%mtél@ol @énsﬁh@%@?rlﬂ%gggctﬁlgﬂgﬁﬂ:lhstlt@&hﬁr&@e{ Al@ as opening a
unctions inclu s ; \
oGy B AT THALE 51 PO SLAP | B A0 anbsTE “hnd T bRhs, 2% °
C%tﬁéjdlleﬂfm:%fﬁéﬁé%rhoééM%F?‘@rloﬁr"ﬁ‘éé‘s‘%%ﬁ’ 1ﬁ7666éﬁyfc‘6?ﬁt°iholrl%v include

ircena¢dlohebetmeehl | el bat bodshendduadbgrabesirives.
i nteraction, including host comTuni cations, drive

Corm}lnni %gt elxoapnblé %tfhgr{ I}%h’ 35{:8% g‘ ]!a%?g’ Ta%%\,\ﬁj{‘brary, two

_ processor nodes are provided for the accessor robot modules, an accessor

controller controls basic accessor functions including cartridge handling
by a gripper, accessor work queueing, reading cartridge labels, etc., and
an XY controller controls the X and Y motion of the accessor robot. An
operator panel controller processor node controls basic operator panel
module functions including display output, keyboard input, I/0 station
sensors and locks, etc. A medium changer controller processor node
controls controller module functions including host interaction, including

host communications, drive communication, “Ethernet” communications, power
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WO 2004/ 063927 PCT/ GB2004/ 000015 2 managenent, etc.

The processor nodes are interconnected by an network,
w@omh/06s2n CAN (Controll er Area Network), whi cPCT/GB2004/000015

conprises a nulti-drop network. O her accessor robot

modul es, and operator stationZ2modul es may be added,

each with the associ ated processor nodes. 5 O her

exanpl es of distributed systens conprise industrial

ma%QFel{egllt e?t)éSt eﬁ}% chgcegggzp %Qéé %r@nﬂqt%lr[:&r{rf’%fct:ed by an network,

YOCE‘SSOF systens. In |str| ute %%St I‘[_]}t dro
Ted®ro®

SUEBaRS gﬁ%%l (Gt et Aﬂﬁ?)llﬂe(’f‘é{?lflﬂn Yo GofyBE 1§
netp&2000hex eeorpsicet erobotenadmbee Bad W@Wt‘d%dsiﬁirwéamﬁlules may
beOhdadd)eeffOGESIS @he N3RS aMHACHrqce¥bl@sdende t hat may
be executed for operating any of the rmdul es. In the
di stributed system of cpassigned US Pat 1 5
Appl SHCSE | DY 34, GEF B eSS o080 = P oL conteo
sysbers iepagetosolprlevanfedirdgnpfs muAdt eproseasee sYSHETSh may
have a nonvol atile store, and nmay be used to 15

refrgs lahgoalgu]!f 5 08 RY el A0 U G668 50T o N1GHE L3R 135

been power e resse g
0 Zekafid 2 c olded e ot/ ¢ 48Rt 1t ﬁaTonpé?tebé:od% rfﬁ\a8§7e“(f B§0VéLde for each of
ther pcesserr modes tvhath meedidasoceds thele ray sbe gdecttpdgeer operating
an’§05f @%aid8es! hencade diémgﬁu{éﬁ' s?ﬂiﬁenﬂfyf td’b@.s@i‘gméemn?atent

Ap%?lgg’cllggyo EP/%%Q I"gEHZ Of ﬁ%ﬁp{?/% ? OI na Sﬁ%@%ef[\@%dg Lﬁ_rrrlaag is provided

de image uti ocessor
anédIéaﬁ?ﬁﬁ HFETpar t“ihéFlP Vo HEID Iicﬁé’oﬁg}&fee t%é d may be used to
rafeptlaceta@nie rderyprbeessorcasde gode thﬂ*ag@ml@een powered off.
incorrect, or a processor of a node may be

unavz_@l l abl e gd&?essegmst rt],ﬁatp V\Qééﬂc’upm@o cg e that may be

nor e ’toskﬁ processor %es are u
e“k?ﬂ@%%%@éra rP68§eSrFé’§ REn At é?edcﬁn t@r“f‘?ﬁtoﬁg %Fa?céie Wﬁg@h For
expmyle egbe re@depore@eofon nherafenbe emocessipachkades cpyy befome
c&r@@oﬁ@:@@ 1dMdShe tRANabBAnk 0GRL-8eh ANl icbig Bthat® Utesideby a

procgssolﬁl:nggéeo Q\I ggoe.r%a}&%l@de@aged Ofthe %dﬁie %90% replaced and the

processor e operator sel ect

iC6HEon Rl CORBIBRRSi ig FIETEde OF of RPPBP 3 fode may be
upvetbsder nwotless firpmrhhanottherk, pheteswsopr mode, ofothegpher
pn§>%te§§c§r Aod@s hes adeed. Mg hroMmsaontsdder ma3d then enter an error

%g\é Q lhe:}tch ! meays g:gcgélel‘re bclélg%ergyg 1nl:£r§7tenp nas Skl rb%@k&;t‘ %top{7 I'B% the code

can serve as
m%cklmsl b?nlpvéaiﬂ%ﬁflé o lhEed ic2i ﬁ*gstareé&ﬁp Bk lEegd of the module

ofi magesrtapéicabecteatoeache pr dbesserarmdeay grelatt @& complete code
irRet eJomp§Qéa&lgeth@&:Saé e £QUbLE esRNbrd R8O MBaLAL ifkém another
procga?cyr Fﬁcﬁe,t %% Iifw%/l lsefaem%u n%a%Eer Cc%gg @9 EII?)% Q\?«%@t&p

e co even
ncawwatilﬁ@ Tre f]%th sh%t 6116%%%0?5%8% %Bu‘f@ pede Tmage’ is
caukuvaldny cpdated: abne tdyeterepenkurt.hefreocdirerdisf ferugntizing a
chrr%‘i@i:cS Bhe CchﬁEe ed@1cedeaqatt dhth -8Bk JHr0ERES 0br dtO8aGster

sourgzgmm ev@he %Og&r%mgntc%ga? naC{glvgfaq‘,er grgg%?grfoqogk?e %Yl amount of

not - be correct
<5t ettt &he B‘é@ﬁu’ff P@iﬂa%élflﬁéiomﬁ%?f@e% diestapfede image even when

only the code for one processor node module is actually updated. 1In the
event there are different levels of complete code at different processor
nodes, a downlevel complete code at one processor node may not be correct
or may not be serviceable as a potential backup for another processor

node.



10

15

20

25

30

35

40

40 WD 2004/ 063927 PCT/ GB2004/ 000015 3 SUWMMARY COF THE

| NVENTI ON A distributed system a processor node for a
waele@inedet ed system a nodule for a distri butBdI/GB2004/000015

system an automated data storage library, and a 5

conput er program product, in dccordance with aspects

of the present invention, provide backup code for

processor nodes of the distributed system In one

embodi ment, the distri d svstemebnrReul es

conprises a 10 network and a plurality of nodules, a

nmodul e conprising at | east one associated processor

node: dTéeriagswt isatieat. pr cwessTorneete Eonpy Asesrijuted system, a
moﬁﬁi@&%ﬁiﬁ@lbfh}ﬁbuf:&ﬂ 9peEmt b Gu@bnaASsIoah Al edormeul Biraay, and a

ces t o) | c IsCad i esen
RS R0l ELSLRCE, (L0 R PR 0 (88 Pl
W FRICVELD FPAGR: 688 FOF li?rr?é:eﬁ?%ag%?sn@ i g pute
sygper.ati ng 15 the associ ated nodul e, and for storing
backup code for at |east one other processing unit of

anOtﬂeg epre%géﬁrgﬁtn%qg Jilrb gbﬁl%@t Mtlém ég]%o@@.c\e%ugonﬁﬁqges a

for operating an assoc:| at e

anot he
neFORioSEB R AOUEL L PRE? BALRGD” | e ot C?Iﬂ%ﬁﬁﬁ%%@sts%?ast one
aspodieged iees ke nodogethre rssetiased ararpsaor ngfe gpprrgpes a
pr@c@é’sﬁh@rﬂrﬁggf&g@bérat{hg dresbédanted yBtes; aggﬁ:ﬁ;@:abﬁaroﬁnterface

backup .20
fogtagro 1%1%9{’ %Qﬁ&nlme egpdc %pgfo%telsgncgi F&ggg lll’lr% nte@xkﬂﬁsk and .

0Cessor no ortion qf

opBE I A O oS pECE P UPb e P CRECTHLEP ‘S5 ifh operating
thaggsegatiend Asditllee amebhbt stoohmi Berlalsl eodrfvplall ilpest one other

pr@@é@sﬁ)ﬁgsﬁrﬁrtagﬁ 2B aEE pk&és@Mﬁduo@é Gorparedwbek,a thy SdaeRup code
foa %grera%%ng a% @Jo% gte OQ?ddl@%@ tfﬂgr lthezhrg}ggé%%rl Rode. The

ed at each nod

bachkge ri1‘“6€%§| H@e ﬂj’ﬁPFe%PrtrH@eﬁodWIeg a&reacfe%ggl H%r n&alés r:‘:Lorm part
oxr esporids dvetem ramguesttef orrhisacéand tewd eveere pygickoate tdfebackup
cdREOGRIEONarddNb S fRE8y SHPPIKLAGBE, hacksyn goeesabr tdt@e, only a

sn%ﬁ_ ng)‘cif Q(lg,lanFS) t el'[f %8§a A§ur1:thgf rs%%gletreq{lbgeéjégguc@lecggc%l gystem

€ requesting processor
aagEb e 145 FE%tr(ﬁSél’f'hé’o’& TR BYErARFhE f“ﬁ%O%amrége space
isassosl asecbmpwi ¢ tbhe sveyeresti wig cpr ocessbrtenoeés ippge for all

nRNQtheL eedir®nte 4@ fReessing unit additionally
mai ntains identification of the type of the backup

code. For exanple, the type of 35 backup code Y

r el ateat HIEHRHET tSHHRATIC N diiSePTIREE S e uﬁh'gl?ﬁpt}beo% iy
priontesidedndde oparcatie. toThergpuese soirnopdkubt codesperrdyed gtathe
proeasast J.ﬂ‘lt%rfh@@ sugentinki @t ia@@cube@&ievaﬂ e b essor interface.

2L ger%%a as%at%%a? coﬁeﬂ%) hg &, Jugsll ﬁdﬁgtehfel £ahieQni A processor

cesso

nc@ﬁb%‘albﬁeﬁed 5o plfq?&@g%ltﬁ@ ciﬂrlilet fq];eaaialfa}tﬁﬁg the module associated

with the requesting processor node.

In another embodiment, the processing unit additionally maintains
identification of the type of the backup code. For exa;nple, the type of
backup code may relate to the type of module that the backup code is
intended to operate. The processing unit responds to a request for the
identification received at the processor interface, supplying the

identification at the processor interface.

In a still further embodiment, a processing unit requiring
restoration of its code, for example, responding to a restore signal,

sends a reqguest at the processor interface for backup code, the backup
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restoration of its code, for exanple, responding to a
restore signal, sends a request at the processor
w0 niogéee for backup code, the backup WO 2004POB882004/000015
PCT/ GB2004/ 000015 4 code conprising code for the
processing unit for operating4he associated nodule.
Addi tionally, the processing unit may nmaintain
identification of the 5 type of the code for
cofB S LG %h&‘ &S%&Clt@lg%o@g&n% w@id g0l DLBAUIG! Btk associated
restoration of its co sends a request at the
mofPHtessor interface for an identification of type of
backup code. Then, in response to receiving a
res Q@ﬁ§@1cin@li§he th8 PR sbsdihgt i€ tPhHE @S SMainni Bfca€isation of the
ty%)g:nf tggeds%.l nﬂ)ru ﬁéﬁ]at?ﬂlquc%r e§ssto @a{e%cﬁéﬁiﬁg and, in requlrlng

Icatlon mal nt al ne denti f |cat|on i;_I' face for an
reghefFatiAn roésb*e%sced?o Sehes éoﬁﬁ%%oﬁt iChAi FREPRP Y ABCer R
idedentiicht bat POrEvios ofalbrdkud gpde.eplarrenntregpordte tegfeeiving a

rds@n €6 AlHeNged 2t A8S 0Bt dirodedBRE Ul L er EEES1 YRS prbhéssing unit
copngéc:#eusp tﬁ r%cgﬂgedr ?@4n%%§§ca@io£ GC%S Ela@ mggﬂtfall(ﬂ@d Odeeh'@?f lcation;

for operati ng € assocl ate

“Backbp BRAFES 95 PR UHBERE ehiBaPhElf o %F%E%&gﬁwgon is valid
foni¢pladehdntonéldhy e@ientead poeritdent fifd eatddnated mgfule, receives

tﬂeeﬁéékuﬁn@od‘ét heg B DLRESHE 1886ke hgyiiignbac KHQ ederdObperating

gperaLtng. § he.assoclaled gyl eand comprises | ogic
responsive to Vestore si gnal to send a request at

the processor |nterface to the other. processor node

f or irhendackupgnedirentAddidriogasding , utitteadide enslilygmaimitains
1d'é§}h@.@agmrﬂt3§iit et iohk CahkeonBtetdte hewehaoing heckup code for
opceg%glpfgo{:hoper tgdtr&%ulgsigglc%q'ngglg@:dyé&c @%0n51ve to a

I"SESs [ C responsi ve restore si %/361 &0
r4sE8HR IS8R0 tPe%eé’ldvF N HRs § &én’ffﬁ PEATSSSR® G2 PRIASe bp the other.
pivacky ooiie fof theebadtubesoder oceBE biomdtle, tbenpracesting unit may

maﬁ%gginv@geﬂtqgrﬂl:éﬂcﬂoﬁa&ﬂ Qﬂetfévteﬁ]eomhé]tc@deeﬁr operating the
fi Ca i on;

n n
=it i85 winromrasrEaRery pebforgtfe SRR sional to.
i GPEEEREIR T6PeTHES COUACPRI TPETAT g Lot He PSP R e ©f the
ottmedub>cesapl acée atohwast tie pordiven fenthiiceoden fror the
m&ﬂ@&ﬂ{édngdéﬁ@fj‘?&ﬁt@@l at:ad, Mdub& okt hed BRe hagkafi soaddicating

that f urt Il: It 5 egthl%%l nent E.l& I%% nge%cigégﬂe'ﬂg wltheoéod% for operating

rocessor e Ional 'y mal nt ai ns
th@déﬁ%qqlﬁ‘é%é |m6ﬁu3cﬁ F%@ﬂéiceoﬁ‘t LRBSDEACRUF OB R FRAFOde for
oxddiingonat lagscoipeil seglull egiichr ggpbasiwpecede-an updat e
of the backup code to update the i dentification and

to s ot.ice of pdat e t

i nt er't acg UORSF h% net I\T}\en#k Bt ol ?E§&%é%§%%s%\?rocessor node
aqORAYPNGSY B a8 Hen t o5 FLFRE LPRVEINEPYRT OF | TRenBRfipe codei and
adtdscondied dynowbyesoflogxanmpsmnsove \co e thdatef ef efftebagkup code to

ﬁ%e%@éﬂkﬂ&ﬂBﬁM@%oisfénwcﬁ:rﬂce% Bh&Suplats a@ the

| oc Od| agr.am of .an, enpodi nent of a distributed system
PO eodurés T and processi ng nodes whi ch i npl ements t he

present invention;

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described by way of example

only, with reference to the accompanying drawings in which:

FIG. 1 is a block diagram of an embodiment of a distributed system

of modules and processing nodes which implements the present invention;
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WD 2004/ 063927 PCT/ GB2004/ 000015 5 FIGS. 2A, 2B, 2C
and 2D are diagrammatic representations of

woeowobaei | e nenories of the processing nodes BET/EBZR04/000015
1; FIGS. 3, 4 and 5 are flow charts depi cting
embodi ments of the 5 conputer inplenented nethod of
the present invention; FIGS. 6A and 6B are isonetric
views of an automated data storage |I|ibrary which nay

i ”D'ﬁggntzaanzﬁneedéﬂge% af a; FhShhddut s%xsxsttsm& of

accordance wth resent |nvent| on; 7is a
ROBY S LAF AEFERIR PE. FEpPRERH SRAST 5 bt ment *of

the autonated data storage library of FIGS. 6A and 6B,

enplm@ykng ,as distriRuted; syst@mabh ASEOIGBOE ML hott RBe

%Stseernt ]{‘Went Ido étho%d h@'% e§€‘ 1n§'§ﬁ‘1t1%§ and 8D are
agr arrrPa I'C representa i ons nonvol atile nmenories

of four of the processing nodes of FIG 7. DETAILED
DESCGREPT| 68Nafdr 6BHEErd NYENHrON R@wRedfepni agonatdd Gatd storage

11@951%99&%9‘}/ 1%1Qmé:HtS£ﬂ|é§tBB§§ne§t¥sc§@@ éﬁQr‘l@uted system in
strateb?lO 19”% Si ng, urallty of nodul es 101,
acf@ 3 I i £0)- 2 1T 2 2 ¢ 6% &56% at nodes of the system
and a network 110 serving to interconnect the nodul es
of tie.sysisemblobietdiapkamrias i defdonetkrasti@OnPrdrsiemgodiment of
the %1@0%' %g gga bs?o%ggeé’] 1&%‘&&" oﬁ‘%&és”%‘ieénd %!Br e&r{plgﬁ.ng a

onpri se one or nore subnetworks.
dlEéE%P%th%’étFIP Hﬁ!stlr%eréan% g £he RSP S 62 VER T8 asTt?

one associ ated processor node. The associ at ed

pr OCIeL%%OfSPﬂOQE, @@rr&ra't %gsa@ atzlgﬁess&m géttrtesfa@ramns of

0 ng an asso e ul e, shown a Si
nOl?g?{astlii 1eIPY 258 f% ouf1gt tf e pPGCEEEEE TR er gﬁgé fﬂ?

provi di ng conmuni cati on of the processor node in the

network 30 110peskown Bssdrnberdvace SrHE2ANVERZR2ON 123,

124; and nonvol atile nmenory for storing code for the

rocessing unit_for_ o eratr the crat dul e .

S howi -BE- s UB I 6T | & %ﬁntﬁ*li? ; ig _t%"srl "3%0 SYR-Tha00 s
iléxanpited oforBl Bing, a rdmratidivt pHmeiutrn 6} atlioR e ¥P8nokdp with
prl—ngéséo%spé@\ﬂoggéj offofhé @9swngC§§<§|angetﬂ\%QrE 110f seBduketo

1njtg%éonnect | l be ISCL}:S%% Qe nonl\feot %H{'l %s@%&gd@

conprise &?ﬁﬁ Fati1e random acces _
COHBRBT PP, amwreﬂmaég?ra Vin F%&rohw o r%r,ecrécwr indirect,
ar(dr sag compyiseeoms p)y, ndrleastbmenorks,. BERROM (tékettlusteddeg modules

co%eﬁe%l gt PIRgF aanzagt&cteeéh QDbYeHBAT ML, Qaktg @é's\lgc:r.ated
backed-u om__access ne is

pr&ﬂes’%or 8?%6 c&nérlrs ta|1 \PePceSSlH% nggv% r o ra 1n% al assoc);iated
mdself o cAPEe Etsnptch-‘@sstftﬁt:e@s‘tsrr@lhnl’tlz t-’ﬁé p’r’dtzess%?ge%ﬁﬂrt
inkktradd £dd rotdBnglddhnoNgHtise Sofa the agbasmmipl ®ode in the network

fbr OL£Sm0Ls 1%tgpﬁcgge.l.£1he1ﬁ?dﬂﬁfs 12@n%ntih§orfvolatlle memory for

conponent s t hereby operati the sy
BB TeE c£oral 6° SRBAR A8 CBIHorEn PR B 1 b 3 2 astea odule,
st aéthnynkmteggpnegoxuﬂlﬁlnmﬁﬁz 133, 134. In the example of FIG. 1,
an additional nonvolatile memory 135 is provided for the processing node
of module 101, as will be discussed. The nonvolatile memory may comprise
an NVRAM (nonvolatile random access memory), PROM (programmable read only
memory), ROM (read only memory), flash memory, EEPROM (electrically
erasable programmable read only memory), battery backed-up RAM (random
access memory), hard disk drive, etc. Alternatively, the nonvolatile
memory may be located in the processing unit. The processing unit 111,
112, 113, 114 comprises a programmable processor to operate the modules
and their components, thereby operating the system. The module components

are shown as components 141, 142, 143, 144. The processing unit may
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WO 2004/ 063927 PCT/ GB2004/ 000015 6 conprise any

m croprocessor device known in the art, and operates
wapaen6392he control of program code, often cal PEHGB2004/000015

“firmvare", since the code is related to the nodul e

hardware, for exanple, constifuting a library. The

code is such that the processing units operate the

conmponents of the 5 system Although the code is

coﬁlyrgls%aé\rlj}/ mﬂ@fd};&@&&%@r' atihe 1&%}%{ @@Ehé ea.rtneamar ¥peR@EL under

code transferyr ed a h e
thﬁmntf?%ﬁﬁoﬁogfﬁlés‘so rr%%ﬁ i?‘% flrmwaersesl nsgl%uﬁls%% dode 15
rebEdatd rigret hedud e deassis Ry f%r%amo}ﬂj a@b%ssréﬁnﬁr on%léoﬁ%ry The
co®NVOkad lRatTRINGI Yroasssierdeath ts1 Opdefer thengotmnbhiESof Ithe

gﬁ%n thltgﬁugngh@ngod% s 't@/p@@&lQQm%%aﬂédh 11@rthe nonvolatile
odi ment of %@e in enél on._nonvol at Tleﬁ cod RAM
NeRRRDr §P9%3 P 31]3120 °q 4ma t5r Jéartsﬁs code® 1517157
(raBBm 28desorendve) foERS SIrAGEIMnE WO B PREFHENI (e Processing
undssSeebad@dssadulen w@RndRb] stk Agnkgckupeedste for at

| east one ot her processing unit of another processor
node in the network, the backup cod% or o

rat
an XESBTHiRF fodtl & 819 fhe Hothet® p?%’céss%ccotgg Ks b an
empodigeanplfe thaamesdrt iheenmppr yol@slagh 1&nE8oryl 18hAd 12A 133, 134

stol &Y @8e M@km CQ%@ 162 fl@ﬁ fch:et@é 68884 d1gg Uit ﬂd::zoﬁératlng
noae .0

thi?&s &rcg%e n(%\lgnaanfBgf r rg%f)ﬁlng r%%%eu Sgorc{ezgogog l!e{ﬁggne other

prApRsias 1wtb@%@ﬁeshe§oﬁﬁ°@ﬁﬁsﬂédwriﬁ ‘Soie Meyvellli higs Packup code

foRp&faabt Iy ahSasspatdtedl hydrrastdhe tdmethed precessor node. ‘
repl aced and the code image is incorrect, or a

processor of a node be unavaij bIe uc

net Wit &% SRRERLS H‘énvo’:Ia\\'/rblre Wc’umlaorf"hé£ tﬁem%r oges?%oﬂ Hbfes
bapbdesode eL6gplent ¢te Hrveeprivgewsitnglmitt thel PPo¢rsEing ngde of
mobi€sd Qﬁ)@ prIQC€l§e3 coé@ﬁ%ﬁ@@ 1&2@&@@@@ f:l.OEndl ke backhHp wodessor

no%lgﬁo/ Img 1;1]I 1 £I‘I ngmefsﬁomprfom%%edaln some %ﬁz d@%@”?p ‘tion, is

nmenor rocessor nod
ragrbthlle q_ggseg.t d—fl'@sm?‘h)éebh‘% r(@alqg@éea%fh? diodenErage is incorrect,

orPhOReS8ENY Uhid nddd naf bdenprodebsée nguriocde fom a network, when
o %pgj.r %Eggomgé”o%hép]pro@&%or §<§cﬂerse§1é@u§@%édl6@1eogéocess1ng unit
ack code for roces uni

115, BB hig oY BFO‘PF%EUI%G“%G%QG % o?queﬁeraﬁ ﬁ%e %@8 (i code 162
103. Nonvolatile nenory 133 of the processor node of
nDdLﬂeQeﬂt@ﬁlgSt:@rF@%St he zhacdap2g.0de &6Y20f Glontrbimtile memory 132
fp OCES%‘ICQ olilnllltdelg'ﬁ O]ziu eloEr&Co?éé'&% ng& f&fde 161 for the
operft 1 d7. nvol atil e nmenory 132 t he

Prﬁ?%%%?@go‘rmlﬁoélél SF FRRIBFeCeRAng rore sty 0%%%91%9 61883’;1611}%1' and:
stofed he cbagchkep ebdeckar code fpr otessiagsuind udll 188 ¢hehe

pr%%e@sr:r_?l%e S %@glé Q%Bo%raB%%tM Wogu1D303 TheosRAGi1e

in accordance wth t resent jinvention for . de 164
neFBRYUCE ﬁ% tpﬁeproﬁSEana% of LYY E Jpﬂsoété@%esnﬁ]@e %80 up code
fanbiedipedcésrinhemrdpetit bAgtheodeodegpinchaocdeddyl exergbigty module

1085 %@giéﬂge r}51;|3’4 @%h@%%@g&ﬁgo&@ oQoﬂ&lule 104 stores a

mai ntal ned I n he rocesg(lélpgfqunl t, suc

as.
seﬁpage%ogiynb73um€tthf1§ac 8 %'fd)cess:Lng unit 113 of the

processing node for operating module 103.

The code in accordance with the present invention for conducting the
backup and restore process may be embodied in the operating code for the
module, such as operating code 151, may be embodied in code maintained in

the processing unit, such as processing unit 112, or may be stored
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WD 2004/ 063927 PCT/ GB2004/ 000015 7 separately in the
nonvol atil e nenory, such as code 177 of nonvol atile
\Nmemmmyszs Hence, herein the term "nonvol at i PET/GB2004/000015
menory" conprises one or nore_ 5 devices, separate
fromor formng a part of a processor, capable of
storing code in a nonvol atile manner. Since the backup
code images are stored in a distributed fashion, such
sebal h & Packup,code st IRQRS- AN QPEsRL 1D oQoﬁi&lvolatlle
| mages formpart or 10 all of a system aggregate,
mepateh YBAckup code i mage forms a portion of the system
aggregate. As the result, considerable nonvolatile
e m@lreﬁcét QLAgS: tBPaACEenmI ‘&10&6&&1@@ APPAr @8mbd sas Syl eMmore

dev:.ces, ge %aggr&oﬁt q_f ggg]%ngn%%%ﬁf:ogf aa{):! c%ggryr_l e%a a§ole of

each exanp it al
StEBHeiFﬂﬁbé§ F SN HL R iTBAPFT system are |IIustrated

by FIGS. 2A, 2B, 2C, 2D, the backup code 162 for the
progesss nﬂleumdkué 1l aef immdy| £-61826rit Of eddifcributed fashion,

sucgq’t\{mm at I l %?% u%DEé’de1§§ages°§1‘fc§J/%' eg%flrytér)l(gg c\é?é y:Ltn%H@é Iform part or

e systema

are
Aoty Ol BTI RGPS 355 Habe G BOF T OGS AT g BURRg™ of the
sybbent heg2&haneny dsatlid eesEimr yonsedenatdd ranvdiptileapeogy storage
sphé& h sesit € as %oﬁbéﬂ{d abta sCcoval ehevaperaldongl £edeode image for

1 c'ggslfor a!il ] edes oé &lhgodeﬁgtem It may be
a g m 1 b} lgakj

eSirabl e o ¥ rmwar e of a systemw th an
aggregat e code | oad rather than a series of individua
codedroadspl@s iFuatthehe dodenimpcbe Heshrdisteibuyefaspsten are

nﬁegérla%d gy F@és t be, e@griﬂgahe g@d;ebadé{egdcdafe conpat i diee

| evel.s S coae 1.oad_ 1 s al e
prgﬁesasd.age% 1:{% ﬁ% mOdSIXVI Fal stor&e :I[ 8nvo a 1%9 me}norq/' §§5
ocgumisisd ek 2avern sadigr egeiien ¢h téﬁesyeﬁ%cﬁgﬁeﬁifat@f tipg example,
cobpskdl poaitd 2k €54 R0l ABRS Ssi 4 paeebsrdancer ag@ragath, tthethe
noB(r%a%@&elr{e%g%II%auaj et(pro'%g?ﬁ:sé!t%gaiy@at:h(n%dgle, a. prlor art

processi ng nit mal nt |n| éjselcatlono
comﬁée%eyﬁee@ftlr%ecoe"s aﬁsrf%pa}]af‘ro op ﬂg st aled

nodul e; and, in requiring restorat|on of its code,
Sendﬁc day rl:%qa@él.traaie ttheupr-ecessotiimbeeface §@tefvith an

agg Ie]c Eg%j Ilgagd %%Fltlé/rp gh%rte bg&ﬁ%@ oP Cl‘i%ﬁwi@&%‘rlté’o%% Pctads

els I ne reln as re resentlgg kt nd a
FugBAgE. hbdie RS 1R THA ShHL KGR dBaE T “Lhtendeg 02 esate code
1ogpe<piatcgmpa£xnbﬂg| erviels er Evay ifpthessevstandcods Apad ednaeis ugdated as

arPagdrQbct henbatlaipidnd sl 0681C08e beOboiEYeb®l aa Pakbgregate.

of the nodul e interface Wth its processor node.

Hence, the term "maintained" is defined as having

ACCERS OPS AROFURRE] 11 Pe TRA<EX APl BPUP=© A POuntff 1sprasice
withnpgrd sessatbitveposert.i ohe whibceesingsatitt 6o @ IProgeagimg unit
111, %@m&ﬂt@lnﬂ@n@fﬁ%@@ﬁirﬂ@f WHet Sy 0 Y cb®d Mbaidberating

|dent|f|c i on of t pe of bac £
NS OV EE T h ({ﬁne aséoclln(gte Nonvo %e Oﬁé?r%% walts Sode, sends a

rqaeRt o e ﬁéycqfeogernteﬁﬁa%if?ﬁ &Pne‘%FnééfJaF%é?]i‘ 5t CYife o backup
cdﬁ&CkLﬂﬂleamZber estlgickup code is defined herein as representing the kind

of module that the backup code is intended to operate. An identifier may
be set and maintained as a part of the backup and restore code, or may be
a part of the module interface with its processor node. Hence, the term
“maintained” is defined as having access to an identifier. BAn example of
an identifier comprises a bit position which is set to a “1” state in a
word. The processing units also may maintain identification of the type
of backup code that is stored in the associated nonvolatile memory. An

identifier may be set and maintained as a part of the backup and restore:
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conprise part of the backup code stored in nonvolatile
woretmny3o2Ther ef ore, again, the term "nmaintai nePlCT/GB2004/000015

defined as having access to an identifier. Thus, the

type of backup code 161 store8 in nonvolatile menory

132 is for operating the kind of nodule conprising 5

nodul e 101. A processing unit responds to a request

cozgé)r ok hr%}) ggﬂ?ﬂlegé Cp%&ltogk rtﬁ@ %a\éﬁgp alogk h@:oﬁ*@@Qﬁﬁﬁ@ﬁvolatlle

I nterface, i dent ] fi cat on,
me‘ﬁ?rgces%ﬂfef?ﬁeer f‘%clél 1f’—lber X% ﬁﬁ‘f‘lnta'lfle‘% hé opeeffrlggd 8s having
accoetd om AdeUlifid0l Fewpui ks tvestdr Bed'ow, cedc ASbsteRyd in
nof¥AGEsHd ngmé&?z' uS2 -dllslgoai: b3rathhd b ﬁhnd'@\l&nd@@_él dtﬁgrls1ng

uegt_for identific ssaciat e

mofiieet Pl o iy e g “ESRate [ Fpipf Rt
1d¢1@réﬁw¢ﬁl@at Fesieiped atth*‘eheoﬁlé%iﬁﬁs%dél%f%d FHRLHERS the
idassdetatied monuel@iockesaremprarfacespéct iexelyle, df the operating

co@@%&l?%c%&?@ el récﬁfltr@@ %re@t:%fﬁlﬁﬂigs@a@h 1 randhretedaakumits

code or eratin | e code

12f o i3pchidt PR BN €oTORoarts B BAcklp Ao T Fhrs e

asepsRatd rigtapthdeel203 12‘Qat1%na165yond@p@¥té"t |th§ idenelfpgption of

th;%ﬁﬁuﬁ%@ea&&gg haekspscoeke tbarnanetdan e smdfokar respectively,
C%?FE(PP co%r P&CI%UP C%:g%tlang;dmoé)l{ig €61 ggd o%dga ode 163 for

S€ a Si'hg I'scussed. Then,
opeeEpoasdude ride; Q/ﬁ RECEn efolEs 5 PPRFATATRIOFULR 1Pﬁe and of
ba@hﬁﬁ Q680178 Nt baetlfg Grodups A0BSSBptimtdly ac@et@lipg code may

be ugeid %%L%%%t i)i]cgcungod%r ngesc\ﬁbﬂ%xughﬂll(ag IgodrulQr Qﬁe§§ékﬂ code and

npares the recejved,identif lllcg d

oPREA TP TG ’l’“ﬂéﬁf”l’“‘?ﬁ”{?&t?oﬁ’rm T’ldmlF’n “Felponss ‘? Fﬁse
conparison indicating an identification is valid for
r epl’I@l@ﬁnﬁJﬁt r&fpchBE toCodeifdhg epeeaionag tdhehassacedt ed the

pri%eissor £nq: fa et I']Sd%leCSJi%c%)gs&gq_gEéifa%re 1£19r %KH&&QQ@Q

tOr e requests the backup coded
Prpgessing| Wes fﬁh@ ba@@&ﬁswem(let §il) FRERRRSSc e TEBYe
idanel giept ameso athel Baisttatnedoddritdfiigftibhe apddeiy gegponse to the

coﬁg%s%é L)ndh Qgtl%e&@t |d@9t:tfh@a%0§é alzedta nmadul&128kddht of the -
co]dﬁ nfc%r g%eurpattﬁlég ec'he assoFlate%r emOdLm%nt tcge Lgﬁel%@geldentlfler

rocess node
£ ofr R AP WG{ehlilhesa%%qdr 2% ﬂtogibJee dp2 baél%@beStEoH]%e R e code.
rel@éD&Ee%SSEeE daBkes fcage. (el 8. 1 beskimsbanaS1pringd téglaces at least a

Ce%g ‘%1’9& %Qdé’l gha\é&?@% 1%9? &@C&%}agﬂgge tﬁg 5&%01ated module

esire ype S Ore N e assogcl at ed nonvol
W%nﬁlﬁybi’l‘é}%’é’oﬁ%%e wi aPHEhﬁrdé?\]?quF‘%%tt PoNCRsT SEY guﬁ?tlon’ the
repaekiipocodeesf@. gode tshrdprotessishgripi the ﬁgsgufe%mﬁ ef backup
cob@Zas Qﬂg%rtohgsé.die E]ﬁ'iécrifgé‘é | ORn Odthlst hetbype oafly b:a:lék]bhﬁbce331ng

161 LA an t S e sbciate
unlggh?v1n )ii.l'1e ckuﬁ) < nng tgﬂentl JH;EH t:yp@ gﬁ%oqcég ﬁ'i RY Lgy t) ted,

I catlon | east ne
noaffﬁk%tl&?%%rreﬁaaféd%a%%éyhsaﬂsablfd&&&?fbf’f BfFer 8 gD code
(¢.be, meubercassowi atied 1R tdf tbéuler b sshdy) thei idenThiigation of

tH® o Nddciuf Woagxpdyl. e, processing unit 111 of
nodul e 101 maintains the identity of the processing

node of nodule 102 as having the backup code
In another embodiment, a processing unit additionally maintains

identification of at least one other processor node having backup code for
operating the module associated with the processing unit. This means
that, for example, processing unit 111 of module 101 maintains the
identity of the processing node of module 102 as having the backup code
161 for operating the module 101. In the example, processing unit 111
responds to a restore signal to send a reguest at the processor interface

to the processor node of module 102 for the backup code, and processing
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40 161 for operating the nodule 101. In the exanple,
processing unit 111 responds to a restore signal to

W@ eowd/06892EquUest at the processor interface toP€TI6B2004/000015
processor node of nodule 102 for the backup code, and
processi ng WO 2004/ 063927 PCTPGB2004/ 000015 9 unit
112 | ooks up the backup code in the nonvolatile nenory
132 and sends the backup code 161 over interface 122

un'ig 1Eelcpc§k%C§;§Sc%r ? Oéodgof:wlt%e J&%Olétl&‘gdrhéﬂogﬁaiﬂzyand sends

rocess uni t processing unit 111)

ChAhAREP rPIde PPERETBH 15| $hFefS oot HePEoee P8Fe 5% module
100perating the associated nodule, and conprises |logic
responsive to a restore signal to, in response to

recei tificati.on of, |evel of_ the back

codep‘\f/1 ]3’ EJ@QCEE% PrRSHE L1E 1Y 15t %?T?e o?%ocessmgclélg%o}u ney
mafothin E@AMSAEECAhEn rodc &eNRldof déist Fedec &oF cswe%[@tﬂtn@ Flifg associated
molBld)t ahdednbetarksi fogat tamonant, tbm resporseidmalt be in response

tocgg&gqfél’?&%n jdieating.t hat lévt@ bg%@ EA&@E'%& $e.g., backup

| acenment of the_code erat. ng (%ntlflcatlon
cogg stid a‘f%&hﬁocbtt]j’ieé PHOSHT e At §8I§Rar§ E)lb EFOT VST 1
toc bigke rb.Ontegped aitdenyl filcet b ogidat éd rasdohee (Ce."@}le, ceppgeison
in&2dat Wy tdhakhendaakifl ri 60den (& Falidadok upeptacknchblys thd code

foL:n%paetrfag{rtlg{]%ﬁe a@gggiafﬁgtmod{llﬂg %BF% ggdﬁag@ya l?J%rt:l.on of the

exa new [ evel [QCeSSI NG 1ack

CoéﬂlﬁoroPp%aﬁF%%%@o?ssﬁﬁﬂ%tedaﬂﬁq“tll ofxlSy ‘fﬁﬂen 3/ ngith the backup

codde.igf | Galckam cofie |I®a¢l of the backup code; and
additionally conpri ses I ogi C responsive to an update

of the back code.to ate the jdentifi
to SIélna tﬁg% 8‘% men db c;[?{u code m%y lb tgpaéaltgcﬁl %gg
expmpks f seed @ﬁwtli?éfehet \Fs@? kprOTFﬁ%Slﬁ@t Wblé ﬁ%ya @éOWS&aacTé?ﬁ

add@t Bddallpthentgine chEset f tedes; odr lamy be thenbaddiup estdey and
aédgti&edlf_)y QR ﬁgesn%@.cv@é&@nsmuk:g éﬂxsﬁp(ﬁah:% Qﬁcﬂﬁ\épbé‘@:dﬁ code to

exa ons
upﬁlfi‘d%t% t”odelnﬁé%bcggﬁ aggdteo P7¥ St ’8%%ed o|fnt non oarte a\: he
PIPERBIOY 1@@r@ﬁc9@nnﬁmm@tm@$ PheCcRECRgT N PE @f&dcast to all
otupdatresesds helpsnat, | 61 eatilon seht theedidyeto afhe pireebackupde which
wo%@geus%nghec‘%gg}g‘ugﬁgga&%ooiegtgge 1@%”5&&(4 Ca].t'dro@x&ﬁpl‘éheln response
g ate Lo %F é Eﬁg t gD q_atlie memoer 134 of
ﬁe‘fpd%f))}:ol%%e le‘FPeCB T E 058 nf(]r)l "thé-processar
nadotie 19%, rodgkesib@3unis Add uppdtasedts dddntifd cabinar af ithg level of
£ HeO 851D RS §n<§|s~%ﬁdé‘ﬁz@@§@éj,of0fﬂey 1&&&:1&@@%11)330133\%1'15 hedate to

thbaCku escs:glgeno Qule 1 ?l I gf t%%n é{%eL y ELE r%ethe backup
operating co was at the sane

cadedEore 5By pr@sges&@m yoieosﬁ 6831 ofL0BhES BAE kltﬁsiaE%%ve %Lﬂh&
ode@at M bekde BBS erdiringl dooupdaBed 3,onandtHeo céyG373 lofahble DAckup code

wo%%d Cvgﬂpd 2D, orﬁ?%rg’élf nJQP dclhgeggerg(:lr; %oé@ S_|_t5§ rxﬁaso LOCERS same

1S 1 ustrat ed egl nning at

Lyl et hegku <PURarPe SPgrd™y, U 22 HerFhEERe §RgF vouia be
valgtiect i on

Referring to FIG. 3, and to FIGS. 1 and 23, 2B, 2C and 2D, an
embodiment of the restore process is illustrated, beginning at step 199
Step 199 may be termed a “restore signal”, but is defined as any detection
that a code image for operating a processor node has become, or is
becoming, compromised in some way, as discussed above. The “restore
signal” may thus comprise an error state or represent signaling in any
form or format. Optional step 201 indicates whether the processing unit
of the processor node whose code is to be restored knows the processing

unit that has the backup code for the processor node. For example,
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that a code inmage for operating a processor node has

becone, or is becom ng, conprom sed in sone way, as
wale@enewen above. The "restore signal” may theGI/GB2004/000015

conprise an error state or represent signaling in any

40 formor format. Optional st®p 201 indicates whether

the processing unit of the processor node whose code

is to be restored knows the processing wunit that has

e Qf'mh%a rocessin

P 5005, 08560 Bt &%2%&%?8%%%?%ﬁmgf&§§“éﬁ i oroceesine
nodq plofotdgut®? 281ATePAtECnE2THR FHfEnt Pt °6f°&eﬁgtmg he module

i10pr ocessing “YR¥deimofstapddle 102 alsocwawtﬁ@nt fenthpedeupt step 205.
IfCQrg,ﬁlp;:géess%g QJE@E Q&l‘tﬂgbééﬂﬁp sl &5 nd0lknB Y REe rocessor node
Whﬁf)% cod%a? S%%q)p restoreg R 8ge51:%.e:£req%eg ntoanJL.Jn agt Ssttgg 206.

rocessli ng ani t e 'S
StkmAMR 1o at ﬁ@eppﬂec@weerqioaec@wm@%éeéw bEoqegepend the code

maly esd QES&ammé@to lrﬁ'@;eﬁﬁ&ﬁ&%&tﬁﬂaﬁtMSt@ 285 epr286Goackup and
res‘EOJ:pe roc ssdq't X e I Ba&r\f%eggé 109&%%}:{9 dkr(o%v%t o&reé)rogrammed

process, an e cod mred to I nstea
tod.‘f.rpsé@ﬁqiyilgégfe]éfs agEess SRy PB? %rb%%?ﬁbu%ﬁ&d resLpPpT process where
thplECR8s adder BodaltorBaekemotoklewnocatfi ens theepiorens, stgps of the
otﬁém AMREAbe dctastead Wil grddys access step 206 for a
backup and restore process where 10 the backup code
| ocations are not known. |If so, the process steps of
t he Tnogkrs 2PBg tHRYPISESERINGt Wit PEMDENBT 5ie6ER% §0d¢ [phose code s
toSb&redOfred Bendar aCRRGENY aintie @bsédietpd gressaornbderface for

1d@4?{9isﬁc§9 gl b8 tyEJQ a%%l/[a?siteg@fdofsggg&p c&fé:]ueﬁg d@bkcddd8a avove,

assocl ate rocessor interf 2 1 N enﬂ fI C tl ogher
ingPng VRESHRGL 6T BT 1° WP h At plsc%pé’ lﬂ di gcusse
prabersor iovegneardl t &% rarihey, erprslipegiuest thmpyng unction, the
regU@]ing briReaddr 8ad Bendt herequeped0/SROthenddeedathe asd/or

le@gpté}egamog&l’g‘eg\t_ tc]?lf ﬁltlﬁ:eéw :Ltlyé%'cgn’ IEh@qls second instance

uestin E[’ ocessor are

ues
cogE S FoBETSHIE b T Gl 6P BRI B otfe "At (L cvpe ana/ox
lepeboeoset inntler paseciatad mngolsaéeéﬁdﬂqmﬁéx &REROTG WBHhy the
1dfehelﬂ1ka€ﬁﬁﬁbﬂg;y@elanéhayungrenhﬁ backiuppcodxdaeod. ,t he the

prggg’é r%ﬁ’%el:@ln Q:/f olﬁodulj.gvﬁl §£r95[se ghé l}e&!?@sta%&o Ct*h@t ’@ﬁi)e of backup

nonvo at| e rrermr% resgon s wth the “identificatio ON sule 102
cogP HHSE RRFAFLPS FE Lbé’é‘ﬂ(%pth@oﬂrémfésjgfg PRt (g of module X
reBpOtEs i t1g thai typd1df ebhckhadebée 161) sendstitehéirgqdestance, each

ff Qﬁe tol%ﬁei X{%ﬁc@gsobaﬁéﬂég r&%@ﬁdMl@ﬂ W@ﬁ@h’.ﬁ.@lﬁ%{%@h%f each copy
e pr.oces, |n ul e

Ofl’ gg% (%/ﬁ tsﬁo%) elrtt % ?sotc): ’%e]aln?:%vd)én%gﬁ mer[lory ﬁé g., each of

chiej pnsqcesﬁsrtgaﬁéets éa%h 116f Jtﬂﬁewl@tqheha‘m 68%%%’8@ gdegquest for

ideasponrdsi th @R hdertintecahturaot mchlmp;{Ztl.,Offesponds with

th%aggg&l%gga%:@ﬁ Oer ghé ?aacft\ape%gég %t@&&g 1Ho£1¥eo Qééélgted nonvolatile

eac rocessing units

i 113,
ey W ERE VS o ERTVRACR e LFLqUBS R TgF i Sodile’ 107 2hna backup
cdddendd frbe afpenatialy hdimlastirci béaaipi adder LeE ot 2erdP3g module

10]424an<f %§.rggg>d§ocﬂ t1'?3 3!.Q)rt Qﬁeﬂa@%@ 'mfoH@fg '1915‘) of the baCkUp

code sto in the associ ated nonvol atile nenory,

respectively, backup code 161 for operating nodule 101

and b¥dkipralépdahead-dcgrsigweratti fg- Frodarecergdne packdgt) may
m50d8:inl 64ehGrEiopaioat éNg e®duwlrethe code for operating the associated

module, and comprises logic responsive to a restore signal to, request the
level of the backup code, which is also supplied by the responding

processing nodes.

In step 208, the requesting processor node receives the identifier-

or identifiers in response to the request, the identifier or identifiers
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104, and backup code 173 for operating nodule 103). 35

Additionally, the processing unit (e.g., processing
waeiot/0d302) nmay naintain identification of | evedT/6B260h©00015

code for operating the associ ated nodule, and

conprises |ogic responsive tdla restore signal to,

request the |evel of the backup code, which is al so

supplied by the respondi ng processing nodes. 40 In

corﬁ‘ggﬁelgggghet%er%'}%§tﬂki’é91@&é3.cg§s@fe PRARr 86RI. VeSort BRample, if

i.de t|f| n_response
the dqHRst" 1Pﬁ]eUdleae S P ST or c%eﬁt |of%ge$% %82&33/ 063927 "
onRCHACBZ084#ITOD0IB LY J@ohﬁmgs FREPUHET tyPpecHifdF brelyhgorprising
an | @vekatifont e dhaciswe . caden, For sexarpb e, ini Fesdonee requesiiving a
re%s;)%'sgdteﬂ tw 5&%{9& af a@ery@cegggp ﬁ%éffa%@ & he, rSSR00ss

cate Uest 13 4 a res :Ln unit 111)
m’f‘%}“faé?f‘@&l? i \Fé’leyr%%?ﬁ]”rnsgl ﬁﬁoc ﬁl’il%d‘FE:‘ét o of™ ﬁ S Vpe
cofitgrs e stepvadOidennifigsponsdtyme padéirvilepla &° the maintained
1aL0SRONSE hO tihe ,£QUeSt21al dHhRecHiReesS&ObEI SHeRr frrendicates an
:Ld%ﬁt&%égaslﬁﬁ)& :tff”%'?\ J(d Ifgnt:errefﬁ) ggemi‘eél%zldf ttgg c!‘o%% ?&I bﬂ&aé:%ré% the
asgtrdaked aogiete i(GeRt i Fh%a*terrehve(dt y%%ntéﬁa%rfor et yP 5P pEeL) . the
pro@dsRiad nedr wideatdddechd ibeimg Irestéomedstemedid thehieackup code in
st&gg&grison of step 210 indicates an identification is

valid for replacenent of the code for operating the 10
associ ated nodule (e.g., the received identifier for
backup coderikeh) stelphélo pepceswang tisi idapbSereork &l responses

:LP%H}Q f1a3l Qﬁ@d a[:f&iée?éﬁrﬁe t be RaCksnpagedend gespS)TnE@s glﬁg}y, for
nﬂparl son .ste gay £ I n )
exgm%er espgre]celved p%o tlﬁfg r%[ qr Bgech ?&Hnt&fﬂr% e gly

SES nor é time
af ety S@éﬂﬁéﬂelQ%aF%EBﬁs@@nE}Wy%S fnaF Vaé)%ﬁﬂp“ltép 3 tests
whe€eel ¥ed dhe Sdeapi2QEs ddvecbeparbnpreie iThéntnafyi segiire a wait

tlf?ié rclthl Fep QBE eJo ﬁgﬁgfezt]:l']aﬂ ne{ Ct@l‘éeﬁoﬁeggléld:ecegﬁgrﬂsgg Ha%e been

tests _whet dentifiers
refigetbectt BONPaF et THTS VAt FEqG 16T P e to he
ma$tiedn2@8i deot Bsisat Eort, hateraRL? tCIYGlmttélﬁtﬁﬂ%?lceP%éﬁééhs@s step 210 to

comﬁé‘v_’% been 20 fReeiMmed. JiicRGiayablt dperd0ei ¥edived in step 208.
) et b ST SRR L0 A B, e
regteqs zz_mzetse* C%@ﬁ’ﬁd?ee 094&@%@% aFléefﬁt @FF%‘? IswiERay hester
218eparately received in step 208. |If all the

identifiers have been conpared without a valid

identifier, the restore process not_be & o
and EnSE® 670 §hienk&ﬁc & e Fnr‘es?ugﬁt%; El%tepl f sgg ée%%bved
(et he, Backup codeld 6Lequdst Bt stap K28p PESPTecesatd \‘iéélt installs the
bakfud- cod@a%ﬂ@a&@.geatlQ%i}ts@@gpoﬁﬂloﬁt@ﬂJ tB@Xodkhes. lg , code 151) for
processjing _unit. insta t ac 0 repl acin
°PSFt&ds heg “por Llagﬁggfw? e Wég%l Qf M&ugcgo e 152) forg
30 operating the associ ated nodule with the backup
codern the embodiment of step 205, a processing unit additionally

maintains identification of at least one other processor node having
backup code for operating the associated module (e.g., processing unit 111
of module 101 maintains the identity of the processing node of module 102
as having the backup code 161 for operating the module 101). The
processing unit of the processor node being restored {e.g., processing
unit 111) responds to a restore signal to, in step 205, send a request at
the processor interface to the processor node of module 102 for the backup
code. The processing unit receiving the reguest (e.g., processing unit

112) looks up the backup code in the nonvolatile memory (e.g., nonvolatile
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In the enbodi mrent of step 205, a processing unit

additionally mintains identification of at |east one
w@etdeneiencessor node having backup code for PEEGERI0AGOO01S

the associated nodule (e.g., processing unit 111 35 of

nodul e 101 maintains the identiity of the processing

node of nodule 102 as having the backup code 161 for

operating the nodule 101). The processing unit of the

mefdQC E$H0F aﬂ@%n@@ IRg lgﬂtlﬁrc%ée( ee ., M&G§S§dd€916lunb$er the

responds to a restore si
orSEoh FBAHETE L -t h BrORTs BT AL e AL o d P E i esting
prerapces sedenoa@ - of thepdrdaesso npde athamoddek tipt)40 code. '
The processing unit receiving the request (e g.,

pr o%essl—%e%gzwl 'i:he 11§zessq_%lésunti‘% lboesebgg up 004?8I J_rlesttgged

nonvol nonvo 63927
rEP@WGSBQ@OMQWOE zowé'—ﬁﬁr@r%seﬁmgaﬁwtseﬁd@et Rgher processing
nofackuphichdend esguestbagkupdeode 161) over the

processor interface (e.g., processor interface 122) to

the requestin rocess node (e. the oI

n00E" T RRTTE BTy ot ORI 8307 i pt OERee g Uit 11
may mistinipdios adegdé i fatigai vy lresh @lfe*ehe Fé@%lf\?ésoﬁelafét% ktp
asSefderbd omahhe, phOCRSSENEsUDbdicofeddiasbidher Presessi agonal to,

:Lnnjg&%o}lge %I g&:etlt}%ngf %gu%ty\@ﬁca@@? of%e@lsgfj%%@dbackup code

ot e SN R

1nf SirepOp®3 athagrachévecasdauiidt extinndd &he ardneoimse %tlflca‘:lon-
Tl P&p%néeestgoﬂl@é VBmp-i8ok %&B@é&l&b’%t s igkkciFespanseis valid
fot o.F geen}éalngg n I der&t I EI Caé%]?a 8& l{j%vgé o%&attghemgéflléupthe
tode SERUP T 0 & Ot her processof
prﬁ@wmﬁ @tlépwfzvg@ @@nﬁ%rk@mgﬁ?%%e& 334 'tHJéO%eéEEf%alt 111)
inl et e$3 cahbedllkotliheadmipntadaiedepldenty fatc de¢dsana dEthion of the

codgs&ogse ctogetm CPJH’%{;&%Q%& r@fecgéé&:gaﬂg@gno&ﬂ% with the backup

entTfication |s val for replacenent of the code
CoﬁérehﬁeréﬁFﬁé’Fﬁéeé§§bC|ated nmodul e, the processing
unit whose code is being restored (e.g., processing

uni ltIf]-;ng 2?3 rhrﬁ&@@ce%zt%hiﬂ g @Iebglxté&ebgcg&buﬁodéodﬁ,lts level is
acl ng a S ortLo coae ,
e
ofp ek gppcklg() cedrle fer gaxam]b]@kg]be @@g@olfgi}e Mefoy éaz xfzprocessor
noki@d.’l@ah§§ otnaa&optyhﬂ%f ¢ ehatdp bcﬂiBléUpoxC(ﬁdé ockdsor] fa@® of module
103 an%OEha}:/ afllolngéla% mze?’ngnagldq.gg r r% %g&t')e\lg;g% hn%ro'lea{% ggg%nother copy

pfocessor nod up cod
178x afrpleekur ﬁedmﬁWotfaﬁ Precarsabrmpie3st 6‘Pd1b]reo&%§30|1f2f§1ere is
andede- kogy h&&e@mscweiﬁﬁl@br&mkmwod@ drep d0%eto request the

ne@& Ogoreps S gé an %ggp ng d lflf éo§33 @Lﬂﬁlga&gs n@ﬁ\éwj?é 'rla@elved backup

rocessor as anot her cop
coge %raepzapl%ael% gpt t‘ﬁélﬁr @eés%fcﬁp ﬁ%%élea?rrfijrﬁamté‘%o‘?ere is mo
othbrtdreresis nadwtiien scopykupstegy, 285 wyet ds thdiprotdosstep
sddack to step 205 to request the next copy of backup

code. If step 233 indicates that the received backup

30 code or its level is not valid, and step 235

det exlvenextivhaarneheenents 4fp the steps of FIG. can be envisioned by

those of skill in the art. In addition, steps may be eliminated or added.
For example, steps 233, 235 and 239 may be eliminated, and step 230 leads
directly to step 223.

FIG. 4 represents an embodiment of the process of a processor node
receiving a request for an identifier or a request for backup code,

beginning at step 240. Step 241 determines whether the request is for an
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ot her processor node with a backup copy, an error is
indicated in step 239. Alternative arrangenents of

wao b@4s639ps of FIG 3 can be envisioned by 35 PEDEB2@#/000015
skill in the art. In addition, steps may be elim nated
or added. For exanpl e, stepsi3233, 235 and 239 may be
elimnated, and step 230 leads directly to step 223.
FIG 4 represents an enbodi ment of the process of a

1d91§&(?f§§§q{n190qﬁucﬁ%a&eﬁ§|f\()'rnﬁl@t (%@S&f fngklﬁ'n code and/or for
Identiftier _or

est for code, I npi
thgt]eeaeéhsd oétkéa[f alc% St er% ﬁ%s e];? oces Jﬁlg ?rlel%uegtt% grocessor
nofigrloghs WD 2004088027 RETCEBXF04) (HfOGll% reﬁeﬁtﬁénwpfel gt and
1081 () Whisebp magbend eendhent ypeas) el (badkupteodes. Referring

adgndi/o% lfyo gﬂ:‘% 'f";iﬁ(fﬁ Qgr %}b‘fg CBQ@ceSE.ﬁLngSQm:LE h.@.z of

roceSS|ng °urii t rocessor _node | ooks. u
PP RATES AT a%tsr’—mi%rtbe)l%ﬁttﬁ@rﬁe%eg?@ﬂlpt G Efl gng Packup
cobevisB(s) in step 245 and sends the identifier(s) in

step 246. Referring 5 additionally to FIGS. 1 and 2B,

for exa pr.ocessin 0Cessor.

r
102 Sef t"ﬁ’e Faehti fi %‘T’ter?lbrf‘esb tuﬁ‘hgoc?gui% & ndc for an
idbacidipr, code UF3detdrmgpes whgihegf tlm @_eqqesd:e@_%rfrﬁrnj@%ckup code.

et A, LS HLUHE st SiNBbidOhadd) 1d8kinded iskbgraasst ep
247 determ nes whether the request is for backup code.

If not, another request is being nade, |eading to step

248 AsA3n @ taFRadiat |SFeps edps24i4and 249 mayg CoNE Lfg)R Lookup to
deCoffihieSEhar Feqladp hax bdet eemdivedwhat request has been

received. 15 |f step 247 determ nes that the received

request is_for_ back essi ng. uni

e B BEB028T AT RO i d P e Tast Sl R hCREoS G5ga cote:
thienpistceps 26 uwaiid of efts pFWSBaE lkagge clowlsi v shepy ezisssted backup
coef a1 %t&g 2s5adgid send k¥e R cklGR04ad ,in2Ac@nds2B, rREOErring

in onse,.to e S r [

iRy '3 SRR o ' TN %xéﬂ%égis%r Phanyoq0s ® reduest
bys preiessite uphe Kdp cRecIB 1o WHttel tqfver%ﬁﬁa?@eﬁ%ﬁtlé’z sends
th@fb&&kaps&cmsu)f FIG 4 can be envisioned by those of

skill in the art. For exanple, steps 241, 245 and 246

are not 25 needed if the reguestin SSO
mai MYAPHESLNP otrary BT &b diht gb\ﬁl%ﬁp ﬁ&ogg’gs%r‘:%ﬂo S(e Vvisioned by

theaw eofhakkilp isode. af} .G Fér reaprelsensscran2ehh84P st 24 are not
neteB@d fo0€1€e$%eeuesa;19§ Q6RSS8MorNAsle: nhasendackummtede doht which

ot essor ggoce Qacqc% I s dipdated, for exanple, to a
§6 W Fever: e proc ssing unit of a processor node

addltl onaIIy mai ntains identification of the |evel of
t he d@cksiprepodentihen kabkdipepy afesse begrers olta sregessor node

w}%gg ba%‘kﬁﬂ <Ql st ﬁﬁ&ﬂ%@%%@éw nbBe iRr Q588 8a] SoNexample, to a

evéi The processing unit of a processor node additionally maintains
identification of the level of the backup code. The backup process begins
at step 260. Step 261 determines whether the process is an update to
backup code, and, if not, indicates that another process is involved at
step 263. If so, step 265 loads the updated, or updated portion of, the
backup code to the nonvolatile memory, and, in step 266, updates the
identification of the backup code to the new level. Then, in step 267,
the processing unit sends notice of the update at the processor interface
on the network. The notice may be broadcast to all other processor nodes,
or may be sent directly to the processor node that may use the backup code
for restoring its code. Referring additionally to FIGS. 1 and 2D, for

example, in response to an update to the backup code 173 stored in
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backup code, and, if not, indicates that another
process is involved at step 263. If so, step 265

w0 o@d®69be updat ed, or updated portion of, thePGBEGB2004/000015
backup code to the nonvolatile nenory, and, in step
266, updates the identificati®n of the backup code to
the new | evel. Then, in step 267, the processing unit
sends notice of the update at the processor interface

no?l@giﬂ%lgq{e\ﬁggy 13-£h<gf I?n%&ﬁfee 1%)’ &gcgﬁﬁgqgﬁE I.ﬂ @ Jiates its

rocessor be sent directly %
l%%b%sc%%o%aéet%é?"eﬁa?f J§§ ?%usa%%éﬁpa%&sn% nPBiLCG of the
ideesifickhipn b§ tedepdaRef e rihagraddesaronadd Yyt wodEll&Sl031
and 2D, for exanple, in response to an update to the
e 173 stored. in

bac 4/ 0639 s
PCT/ CRZOUH IBODTA S F RORVor A 11 6 oot 4 184781 PRorfiigione? ™

thped ofppbtesdnngreuntt- 114r wpdmles P ZF@@W P¢ @dfpprpted if the
ihtiherkevalk sdrit be drackigxugodeicanthggends noti ce of

the identification of the update to the processor

node of npdule 103. 5 Alternative, arrangenents o& (irlré

st epBiCSf B &rd FB AR BETRIR PR eGPt PhoSeaBfomeket (data
stiomagh @ ibrdry For wexelmplag, irgtleper266 drrbeiteld systaneth jafcordance
Wltthethé @Q:;énfﬂ %x(eﬁ):léﬁ pakd 1@&4&81@%&&%&0@& Id¥88Esing data
stor?%e n}ed:(L]a 2(91{328 ! l l uz%ra.%ctzéseqo%%? gc?bg V\%‘I f(.)comagl: least one .
eXtRphEmBASt SYEF Sty Fb%tC@HPWeﬁpllHr%\]GGé’r %ﬁ&@ra% fhetage 16 for
st@fr&ﬁ@ﬁihta nrepigo meddre ak | Iaat yories data angedef @rive 15 for reading
an%‘%sm&h@ dgd%%l@a WikR' geg@%atﬁaﬂegtéfg@w@agé Red £SPORSRL 1cast

t 0 comman rom at ast one external host f%e em . h
OngnHORUNPFFSEST SO darﬁflipoaftl%q SPEJE EhBIRFELe FEFBroctwesn the
plstretinygoflattarstoragbvaretl ®ndathd dast stpeackatiaiwt(gr age The

ll%lai/}? m]i? Q6 & TReYs EEVACY-TeTeV {al2 Iei INRJodadBeWdder interface,

ect to.the and at Ieast
Surc b ¥ aEgedesre tc1’“61'?‘—"‘%9? a”ﬁ%ﬁge? S th& Fars s oerrz‘;’lwEI with the
Liedia b&hewdéhratie 10 ghayr aPIl’lHryséfonﬂ orF &agee sﬁé@@%s‘-ll 3 argch
haﬁzﬁﬁgdﬁﬁo@a@é @hage:sdiLé \éﬁ(cé%sﬁ:f!e thhehe | ddpbaratceByorab80 The robot
acceggor ‘ig ao\r;\n,lé)% %ersaég&riﬁ?% as%éml%.r 96 hf‘abr ?lis%rplh&t %rfglc?nbre data

erface, user
siorpes af@filwatnﬁ P3e 120M4den? &3, cqq@eSF&frﬁlrear%F PO TRAFHNY sveten,
SRS 1S emOIE cafd Meheed banEisildr E¥st@achouha@di oig the gripper 20,

tost“% €8 1\f9§n91§n§&ﬁn%§§wlago@y chbestabat, a6 6599X .

ero accessor 18 conprises a gripper
assenbly 20 for gripping one or nore data storage
medi BFGNnd ¥aystrrtleads anbatinendefsegnter strage Tidaeingo of

FIST €Nand S4K hywBScha eIV E: &&ﬁ.dtfi&ﬁ@&ﬂ QEt&h BiE] @dules with a
p_Iis% nft'{) réjr%tcggsoornntg gl‘ apc%g %21'1%9 x%.SCht Qhe p?ggent nventlon An

or mation about T he data storage
exppgle P m r 2f¥eIa N IPRRBHRETR MBY J&lpas]f*%?tsg%? zfg"ssent

idvieht oy 13 0chef IBNFI3G84 WBAraschl6Ble ihpe HhibnphwysThke library

clpst §dPut ﬁéjseSYJ?szelef nﬁ?dét&d%§1c\!ﬂatlhlyacon@l:i:§@|ohéYOIOf*nore extension
rocessor (QOdeS in accor

£ n g %C v ag £ Qr eseg%

FHGEntd oY ARY 3T B AT Ife Mot & %’a]’( torage 1 ibrary

whi ch may inplenent the present invention is the |IBM

3584mhd teaSaakadlia Japmeliivrary.10Thandriibédirope or more data
storage drives 15, and a robot accessor 18. As discussed above, the robot
accessor 18 comprises a gripper assembly 20 and may include a reading
system 22 to “read” identifying information about the data storage media.
The data storage drives 15, for example, may be optical disk drives or
magnetic tape drives, and the data storage media may comprise optical or

magnetic tape media, respectively, or any other removable media and
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conprises a base frame 11, nmay additionally conprise

one or nore extension franes 12, and may conprise a
whp@h/oedval | abil ity frame 13. 35 The' base franePd/G82004/000015

the library 10 conprises one or nore data storage

drives 15, and a robot accessidr 18. As discussed

above, the robot accessor 18 conprises a gripper

assenbly 20 and may'include a reading system 22 to

as;ch Idgﬁ%é fyAé’]%x!au'ﬁgl sma& 'd@.@a 34%%%94 @%1@@hﬁy8&&@ag§e an IBM

data storage drives 15 X
LT‘BéJlBﬁHI‘bBFW(ﬁ SR G | 6‘@‘2 5P A0 Y ey et tro grtagB #’\?beesg@é{Vl ed
whidhe ader FoscoragEcaredbetvieay %élﬁﬁ? ﬁ%lé %‘frﬁ tléb&faré’r e.g., recelving
cofa@net ot apeshedisa forwspend ituel gommendsany Ciehéibrary, but which

isﬁgﬁDXQQkﬁ bediga. and YO 2004/ 063927 PCT/ GB2004/ 000015
associ at ed rlves As exanpl es, a data storage

drive may conprise an IBM LTO UtriumDrive, etc.
Addirhe ongkhsionat tamet 1Dl coporisemagidis i prady FHEEIS WRLERS, and may
coliget &B&Qi@ﬂéﬂ' &alL sb@ﬁd@@e@rl&ebm angk hheh lavht Bability frame

i3 er?,?gf é\l(l,)r ecela}\élllt% c‘ﬁ‘cf)ltl'l.rlarbr a? ora%]e S]%‘%%L?]%!ﬂq &apcra\/\@E&laBg drives

I S _not
15damd SUOrAges @r Pwndw@%xfféwéﬁ% 20y affe SR ROHPPT §e§rlpper
as &t m&hd&ﬁa@'f age usbed \vas, cardsdmyer CATPr i gder reading device,
angddI F)}Ia%rn %%%glsﬂﬁr ?%eot%glfvx.%%olﬁlte}—@gcé“ gﬂl the event of a

aval ri se additi onag

fatureage Sthel VESVAHADARIT Sf GTEgER 0REoT0" 15, Shate oriever
20004921 |, S BeG@@onthotoboiesace @8soay 28ke wlhvieth i ncl udes a
gri pper assenbly 30 and nay i ncl ude a bar code
or

scanner. 32 or ot her readlng é Ge, bqh an_ope Zﬁs
panéP 950 SBFRIeReri RE_TY i AESH PAcE™ FRPThE&Van a

1tfs aidiwper dn ot Hepsunavadizabridnsy ofllefethcobotizaeeessd
dl;!‘gatl@h érloﬁvgfﬂll&aﬁr“Y”zalr&ﬁ:Eon, thersetond andbptip, or to deliver

Segtsoer t%é @Cﬁg d‘lalz;c Itﬂetg\‘;%rl%ﬁgﬁgﬁre)é 16 and to load

% ro ot accessors ves .Jts
anér@ﬁ%?é ﬁh@ éﬁtq éé%ﬁagﬁmEFQﬁar%EtﬁhSn@?taCEF?ﬁgget eves

hori zontal "X' direction and vertical "Y" direction,

to r'I%teré}geVnSlw 19]5]!"&5/’ 2 ABcdrls M&Eman&@dfrbﬂ&ﬁasertﬂer host
data storage ne t he storage shel gqls%

an
I e
wishorlegéillriryedirestlyThe - @xenplmty 89 brtbmﬂgilOOIF%@é i I%Vé%e “control
po?cggmﬁﬁg SsHok@AM QRELFouldRI $heh 88 tnors Y&itanBt ABge 4l i0ts 43. on paths
0

BZIW ?%T tp%t%VJIS %%[; Z?o§/r&nan ! gg?laatc’ccggss &a‘?’g{c\:/u %% %acc%ngygyﬁggtr%%ila and
moyRettsr nadie EonterenPlEs Waegn (6t Steﬂ%@ﬁﬁ)sheéve% [F8 ufgh? data
sRREgOIr L deaa cotrbndgeady tvieisalby drgpetlhsom@hds 8entifying
e xg&il%' 095 RRMENAS) 110 AELESS s pabkb&ddiag Wl Aesilor age

la and nove the nedia, for exanple, betmeen the
storage shelves and the data storage drives.
conrd sxamedaty gitbridy 1p c@némll@én%ﬁdéwt&ém‘f% Fﬁfgtrol system
rddRevimdire andien kogiamat tropatdsars dwoerabtessiryredared

acrﬁglll@, a?iQ converting the actions to physical movements of the robot

28 moves

accessor 18, 28.

In the exemplary library, the distributed control system comprises a
plurality of processor nodes, each having one or more processors. In one
example of a distributed control system, a communication processor node 50
may be located in the base frame 11. The communication processor node
provides a communication link for receiving the host commands, either

directly or through the drives 15, via at least one external interface,
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The exenplary library is controlled by a distributed

control system receiving the | ogical conmands from
whomuse3oeet ermi ni ng the required actions, andPCT/GB2004/000015

converting the actions to physical novenents of the

robot accessor 18, 28. 35 Int%he exenplary library,

the distributed control systemconprises a plurality

of processor nodes, each having one or nore

%I‘ o%gﬁﬁﬁ [Sto HNnQ . e&&?e'@kxﬁmﬂl cQtl%Sfde&QE&d n%@@tﬂ'oolnay

a conmuni cation processor node 5 0 th
2SR RPatY AT PHECDBSETFIEREEIP 1THE 780ﬁ?ﬁ;ﬁf%‘tﬁ%ﬁtmg with the
daps eeesssy dpadeke 4%9. provi des a comunication |ink for

recei ving the host conmmands, either directly or

through the drives 15, via at ne .ext.ern

|t GEF cheuttays e S PR PGB OB SO0 g i, fxane 1L,
clompbethe data meoBGre ¢hﬂéfe@oh$mn?’x@@tﬁleﬁa]ﬁﬂ/®c@?s§6r e’ﬁ%‘@ée of a
dlggrﬂﬁ}led %ngédsgﬂaél}s)‘,eﬂf MMkde- aocdaIANt Takil Ororiki PkockBsor nodes

arﬁ\.hprrogfgmﬂrv%l th IQI Vc\:noﬁlhrfs%? e %at a éﬁogk%:%cggéo%eﬁoéé 525that may

e€ssor node | ocated in
bet pcafpdris e rOEP‘bsaécF%ﬁqrhésdé‘Fﬁ Hedr BYEHPITREC 15
coffldiitheral byocdsBoamoax aBPlea of natwatks60.i bBsed work processor

noRE Qn%‘_?,-s:?'@!poﬁx SIL M LR 3 WonRE & %QQ’& tar@ n@loaﬁ@ééﬁ: to the work

procéssor. nodes are provided, %Oé ehe work
pr@‘:@ssoraﬁ?ﬁ&?k THFo RS SEFHG GRS Pﬁoﬁessor &' 1% oc at
prbhes sopbotdeatze 38 69 dﬂgectaﬁéetwatlsonceﬁpﬁhédr?]@tt ﬁ%cefﬁor'
pr@@fﬁmal fdle BHmPRHOS S 30rxMedecHBovimda setmapre fhovidadhend may
essaf node y..re d ve opyand

bemﬁo%atgre Foa cag?tetmon? o %Jlﬁolg a%%cséggglrs ngla}%s froméessor
nodf\5 5 épmanvieeed itentiyy 66@@‘?&691'0&@‘1 I detRnesnet Ko the move
coRh&GRS SOferiodiey WRY xal sostthnr &€ tpokhelmpehatirdrpaf 20 he

robot accessor, providing nove comrands. An XY

processor node 55 may be provi ded

| ocAtlEl: &7 GRCTRYOE e P ERE 8%% qgcl%%'s or® rfgldef%at the
op¥¥atprropessior3 froderdBding eoupltedfece tthe qvenwpidetEny between the

op@ggtc!xs gr?élpgf?&lt\ﬁ@ é&nmt;ﬂ?caﬁ@&@ pro08¥RRUSed0Ppe) athieNgbikhBrocessor
% Femto 05|t|on t he %%9 per 20. Also, an
noéﬁe? t 879 fRfet’ BroceEshbriNode° 59 may be provided at
the 20 operator panel 23 for providing an interface
for £oEmuikeatdngxfaieeespheinpopecaion paned, dndptdvéded,

Lgatio 20 a robust
SRS g T ot i cpene
wie e PPt A8 3% GTBCHa Y60 1E" 7 G0l gt Lor ares
netoupk)i bys tdyetemr wbish BF ot ews bF- redeetvire havinsr R pRpdard
a&@g@rﬂr%eo@)lr ahuSkriNg sk QEharak WaTok, extitphe a%st Hefined by Cia, the

f l angen,
CA%OWu%F%atl%n%s@lgcﬁgél%n% gvglogﬂ: %gihéeﬁgl?rﬁahg{/%to%rﬁ ¢}

G%rfna:ﬁj\d -ar athﬁcéé@slaﬁr%ﬁtﬁ’egfs ,aﬁac]'warsl ]ﬁtaqegflg'ﬁ,d SFR WJ.?ef‘ess network
syaxanplsechass defimeéditnre@ Aavt be emgPYon i A e BtirRY as is known
cA3896&d aki on,11AM WBkclrisel garten 26, D 91058 Erl angen,

The communication processor node 50 is coupled to each of the data
storage drives 15 of the base frame 11, via lines 70, communicating with
the drives and with host systems 40, 41 and 42. Alternatively, the host
systems may be directly coupled to the communication processor node 50 at
input 80, or to control port devices (not shown) which connect the library
to the host system(s) with a library interface similar to the
drive/library interface. As is known to those of skill in the art,

various communication arrangements may be employed for communication with
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30 Germany. OQther simlar networks, such as Ethernet,

or a wireless network system such as RF or infrared,
worey4be3oenpl oyed in the library as is known tRCT/B83@4/000015

of skill in the art. The conmuni cati on processor node

50 is coupled to each of thedata 35 storage drives

15 of the base franme 11, via lines 70, communi cating

with the drives and with host systens 40, 41 and 42.

thée ho%(:ggatndvxg:{ tﬁg%a@QS§t0r§é’e°‘td§Q§e§myIrbe:h€| é)%(inbilé/ of FIG. 17,
e conmuni cati on

gr OCESSS %? 0] r:L es n example
hoF*i‘]rS’lﬁ’f’n%‘(Flo’é? 800arh At 37 poTt P48 T es™tho schg ? WA ch
of COIMBES Chhendli-Brisrtrated Lohe Whdsh isystleiphsypefct perlal data

inkdALY diRbeifactushmididn bt BeeARrdaistahtddthmy the SCSI bus
|nterface As is known to those of skill in the art,

Y§571°6us communi cat i on arrangenents nmay be enpl oyed for
conmmuni cation w th WO 2004/ 063927 PCT/ GB2004/ 000015

17 tine dvast stamde wirtilies 16 e estwordges Prpyedty| v tthe
%%%C%ll’{%@léﬁf E&c@ssgr noB@Sdo, CQIEH‘%&/' &r@ﬁoﬁ% angr8hiatace

busses.. Bus 82_conp s an exa e
copRaHrar L% BFT%t e%]“‘cli‘o% i Ch g Thr cosuﬁg%e senQILICF1 .

RSdé?Z  Timt drfactoradd é‘lf\}‘fﬁg; i awsﬂ]sﬁ éﬁdjd’\}éila@yeﬁ?‘g’rled to the

cofthgtianees bhsdrskbe noGS|sdus ndansyst eases The data
storage drives 15 may be in close proximty to the

communi cation processor node 50, and may enigl 0 &% d by an
shorm gFsPaRee TreBtntanTRa P RF FeAdte S JEK 2% Siie? 8Y

exBef€ionahetG@AREGY, Omtostich naswd® R¥,482. Phetlkat gommunication
pr%gggs%gencq{e! YE5 15, 8.8 E@%n&nﬁ@c\ﬁt%ﬁbk&c&s@ﬁ@'r&@etﬂ) t hey be

conmuni cat1 on processor n%g maﬁf neans_ of th h%%l‘?s 7% g., at
r

LogRtek B nS R ITENE" 12710 §Ea"End ™ ra
inpouplssd 4nd data exbeaus) éwwet%brlkl s%rpnswﬁ ériﬂf*ﬁé RetSwrk vid
1:had,1700. T@i'éo&g}@(ﬁm‘%}@e[mwwle%r 253 nesessasupledetd The network
15700%4,251’1% %oﬁﬁ%ﬂ :gc%l';:pggc Irgsgﬁ:nso Sd 1@99%%%%%§Q@mnlcatlon
Limkt fothobe sompangls, tatthe) RPuEr 57 aff sQath st gganands are
150y 8S 1Be ivAseXdraRns ikl samesde, nedg.s2.via |ines 170.

The communi cati on processor node 155 is coupled to the

network 157, 60, the communi cati on%afrgcessor odet K extenswn
pr ovIte AEFTRNA EHTHIRI RACEBTPR20°FF R R EBHFands 1o
fddne et Wwhsdeld5597a66nts ot Had chhyeledodmEndsormoe diijveRekp of the

eét%ngbo% Q?én?e b5 ar@%nﬁﬁ@{l&apfrgbc%\@l@rth@o@ﬁvég anBN@ith the attached
conmuni cati on processor noqde 1551 may g gwldua 1%@%up1ed to
heskt BYESHA- fTPﬁn@thStOEIaS%e VEYTACcaHt & e coup
titatanging ragendpiacessds nofle tIFE 6 rexte s bﬁleﬁr b'7rPe 12,
communi cating with the drives and with the attached

o (?%%é?ﬁl Xteerﬂsdgrtl r%?o%%gghdlrde}{@fca%sccﬁl{m%n%ascqon processor

i ndi ¥ conmuni cati on processo works
nofsgel a5 sbg/raﬁrea%laﬁﬂ es SEPERINAGHTTORS! BRL EREToron netor
157, apRs B brovidedtdnaatacomaumiupadd on Preoeddment gPension frame.

nodes 155, storage shelves data storage drives 15,

n Xt ensi on n
and gulzt%eg, C)the g ta storage library 10 may additionally comprise

another robot accessor 28, for example, in a high availability frame 13.
The robot accessor 28 may comprise a gripper 30 for accessing the data
storage media, and an XY system 255 for moving the robot accessor. The
high availability frame may be adjacent an extension frame 12, or adjacent
the base frame 11, and the robot accessor 28 may run on the same
horizontal mechanical path as robot accessor 18, or on an adjacent path.
The exemplary control system additionally comprises an extension network

200 forming a network coupled to network 157 of an extension frame or to
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157, may be provided and each is coupled to the
adj acent extension frane. Further, the data storage

WO 2ivn/a639270 may additionally conprise another P@GB2004/000015
accessor 28, for exanple, in a high availability frame
13. 35 The robot accessor 28%my conprise a gri pper
30 for accessing the data storage nedia, and an XY
system 255 for noving the robot accessor. The high

th%\zlr?ltlwgpk C?JOt Jr trhgngahs@a%rﬁ% adj . Aceot c@fﬂmxﬁ’?gcggisdnoﬁr$d'e%@8r node

acent ase frane_ 11, and the cessor node
25ad&aéfs§%rpr281% Yiirfho S (18 sHe L 4h P EWEfcﬁgﬁa‘?{o af
sopaddd Asy ebbécaaedess ohe I8 ghoavadihatil iad] treeat1pator rggeiving

co a%d%ngg?rl ﬁgytscog_{{}@r §Jy1%1;:€ﬂ§' %@diﬂﬂ&nﬂié YOQ OtAHOLSIE S0l tirol
ext ensi on networ k

t
PoRkt WEPk SPSY™bf oént}é’S?Pg]ﬁs‘i ?f‘rg"‘aﬁﬁorarge ;%O%% 66%&551 270,
e.BCT/-EB20Q04/ 290.01%he mmmecnetqmpkoc@@se\f ntoﬁe Qs és coupled to
thterl%.% aPNALPET tGOFFEMA £ALJoRR JV00ELS PRbvIREea dShBumBytion link
%)row ded, which is also simlar to conmuni cation
tOpFlb 8856 ode 50, and may be located in the high

avai lability franme 13, for receiving comuands from
hosti®e €inthelcaliibe oddoyeddor npde 286 6yayobe tropotrgh closely adjacent

tocglrx]é rc%!up.l‘_L3 djgg.ttas %Q SHP:L% 15—" ft bk{é)‘klg&h ta%:.%l@lty frame 13,

or age drives ['ines g, 35, 256. oo
CoPREniCERHh e Bt i BR ‘EJ?J(YEES% Wh%tgh?ﬁ? Pg ecouof e(fytg
aatrhesthirghe alravealib| a1y af parBdiiizet kv 2080k Eoridgi grugication

prQQEQH}' Eéﬁé 98o |]dynlﬁearfso ot B nBEtINON Kandl Qs an interface such as
connunlcatlon processor node 250 may be nounted

Rrdsel y adjacent to the coupled data storage drives
15 of the high availability franme 13, comunicating
Wi t hn tdBfpelervesogaatl wrictihct Hepddrteathrad thesiresystt éppention may be

prTJQ?dTé{jgt:aor%t gf age gfdc\é§§0115ioéé§ @l §0 |a@dbd@kd§ﬁde}ésor 52, or,

he conmuni cati on gcessor Cessor by, v be
O%ali%ué’f 2% PHESSFPH, 5°an8r%%eisﬁ§ré'h=‘ i ntePface such as” 15
infiSed@d ed Airc enpliired 1y 0gF arhlpr ofl e PUASEEPRINEPERF t he
present invention nmay be provided at one of the

pr ocI?esrse :Lnng10d§(§1t1%h911 @éoﬁﬁ%gk ﬁr ogfs%erarﬁiz’SDor:un accoxrdance
Optl onalrf f—i processor rocessor 155, Ii

wifPoReeSPBOL O CRAyPISESTD PRETGRENCEEVT [f 14 1e memory of ones or

ajl oE altiet yodudes astdoresftieheodsr GoegdberrrrsgasinaReny fppgPrerating

tr?edglséé&%&i Ynoﬁ@leFl G BbBreSBacBlp abee 80y dth lase0danater
plf?&ﬁ@%%’aqt qungt or anOLChle ptrggefPSO%sgcQ%el J.I?Vt%lgt ﬁ%ork the backup code

dul es
fent gpeLpting aébaésq%ﬁt%éwawcfc@és‘fhffga{h?ﬁhﬁrf%’%“sr“)%? abPhy For
ex2hpllbe sassoeilat &k neckive33ard stopesedyac ki fheogumupication

ppc;celsgéfs‘hogge.:"OOt g'cﬁrﬁnunpéaqﬁ@l%sﬁﬂageéﬁyrt n&{e apot ReH communication
processor _.node in the netv\%{ﬁ as%f cku code

p%ﬂf@ﬁa?xf ﬁﬁd%r?SQSS%targf etd'le Offhe aﬁ chess:Lng u%lt for

o rac s the nodecidod nekdapl@d atqrsaverEup| @atedtR Fo3dhe

ppcfceggﬁ'@orung@%'% pfc LhErHRMMHG A RBs s A6ES FOr afYd@ operator
conmuni cat i.on. _processor nogdf%1556§g92 of one or each of the

p@&ﬁhﬁﬁ‘?"@ﬁf?’éﬁlo% 0ces S8 T 50Ot 6F es t he

oB&htborpanhe Progeessi nedaudPtarfdppperator panel processor node 259,
stores the code 352 for the processing unit for operating the associated

module, and stores backup code 361 for the processing unit of the
communication processor node 50, communication processor node 155, and/or
communication processor node 250. A nonvolatile memory 333 of one or each
of the work processor node 52 and work processor node 252 stores the code
353 for the processing unit for operating the associated module, and

stores backup code 364 for the processing unit of the XY processor node 55
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operating the associ ated nodul e, and stores backup

code 362 for the processing unit of the operator
w@ameleiepcessor node 59 and/ or operator panePCT/GB2004/000015

processor node 259. A nonvol atile nenory 332 of one or

each of the operator panel prfocessor node 59 and

oper ator panel processor node 259, 35 stores the code

352 for the processing unit for operating the

anglso§0§{{ ag!‘r%ges gg:}dHJJ 2 §1§' d it an%lz?@_qiéuﬂen%g}g% 3?46 laf chfe BP €&ach of

processi ng unit conmuni cat i gn rocessort}pod de 354 for
thg XY Eﬁ?ﬁ’?ﬁﬁ%é’tofi‘éﬁsp%@é%’s‘é’?o‘ifféa‘ér P88° prgfiyres the code

the amotadCati on tpfac essortingdee2 8 ocAapeshwoflatd, | endrsiiprss backup
co§§%69f FANEHONHr8a6dL i ngfudiRCo MRLK JIrRCEESREsMOMRASZB2aRM work
g ocesgsﬁﬁr node 252 stores the code 40 353 for the
prﬁ??f’@@ S1§ 't for operating the associated nodul e,
and stores backup code 364 for the processing unit of
t he TYs preeCesRQEsdDABon WD 220044068827 request, a processing
unl‘g:T fGFZ%Q:Qé/eQQoQOgrgde %g%ﬁri@/ thg(Ea@{u%CQWEGQo@Q1253%4 P63 of

D one of, each ettl ogegsor node
it meEEe st LR JHECsY 3d”r’rd 3¢ p?%eg'?,%rton%ee rfg“ées 87 &5 °FRE
toClodl@s854of pestorhetlpr ocds $bhg 3§Ai t3For 3Ppdpratdnsgating the module
2s855Q¢Eatadn MUl ey ARth S b &sssbacidye. code 363 for the

processing unit oc%mthe wor kK processor node 52 and work

5 processor node 252. Thus, as discussed above, in

resﬁ'@.ﬁg@mglﬁllﬂ.ém@fle% BB}OC’@@S'};& A fnaﬁfalﬁo separately
stPEOGRRSA! cBasle ssuppls ese tchapibaekpyporaderdéict 361thadfhesent

1n§%r§:1%£ An OP%MQ'%L&J;EM Y038 loomdde s to3§§]x pﬁ%géeésgr nodes,

ere |n rocessor node 10 u resto
“the TGRS 1S 382 C 3500 F6HTGF B At nd tne ol £oore
bagB&DCha¢ gthrwi tmurweltnfeq@@m:qrﬁgsoprmégsmr meﬁestorﬁélo backup
co@@nVQ‘h@tjﬂo@emEblesreasaaslng%?ode33ﬁqr 33élpdhmﬂyn@|t30requests, and
t t he comput er

Fo g 0 Y et R on Bnd) or

sone connunlcatlon code common to all processor nodes,

et c.WhEle tdperatingecortnwod decker wefericss FFtusgFhas FFparate,
th%§4maf§alée dpberedaskdpis@devhor. ar@l Wkakpley ©he code image of

FIBr O&essosprfg%?r?gf’e om%yca?tg.gﬁ ep:n%gep&%kﬂi?ockc 99:@ an-ghz?n operator

Bf 0CESSES orin for respon |ng§§9
papel JEsEs, 363mndmay §F %P@aa%%gnb%@k 8pre6dR ke comprises the
Fuilb6IAS seskiahavey <26 Wbl operiatikngreootle, ahdrdackup distinction
be%@g&l \WeL eop%&é@ﬂés @gd@§S§ eeﬁ’ﬁr ate abac]EJbG}éo&@BB ebe aapbiingde

a sin unj t or _exa de i mage, .of
Cogﬂﬁ\meéﬂo g‘f]%l‘”ﬂ‘éldab%‘f'ﬁﬁf?n?%gg%?’? St 'g%eé:sgco)r lbn]lg%tklog ﬂroc%sor
nogigs opePREGIoT (REvel Bidsek 382N} VHIY cBDICREERTiRFCRe 33y
3531, NEHE Bhoekyt é'@:tveczﬂi’%éb]&@)s cbdne £2b 4 Ld;ﬁlﬁilaﬁﬂmmw.‘él, ded discussed
Ly each block. "In this exanple, there is no
I'Stinction between the operating code 351 and the

backup code 362. The single conbined bl ock would be

us editide bigek bpefEirt bé rerbodiment€ atfi bire Preoeeyds dnvenigeediave been
11QhLsPRAkAt A qRadel, Pedes.1Albkesfalbreltat i operabingnd
aé'?:—t%gaetti%%%’to those embodiments may occur to one skilled in the art
without departing from the scope of the present invention as set forth in

the following claims.
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352, 353, 354 may serve as backup code for a simlar

nmodul e, as di scussed 30 above. Wiile the preferred
wepdvateiyent s of the present invention have beePCT/GB2004/000015

illustrated in detail, it should be apparent that

nodi fi cati ons and adaptatlohs)to t hose enbodi nents

may occur to one skilled in the art 35 w thout

departing fromthe scope of the present invention as

set forth in the follow ngegd@sns. WO 2004/ 063927

PCT/ GB2004/ 000015 20 CLAIMS. 1. A processor node for

association with a nodule of a distributed system of
1.nodw esqceatot eade fprphsmoalistipnoblgapdnefvdal &fs ahdidtagbuted
sy88&0Gk ahRfl18: PLOCRSSOr a RAAESL it &f canderiitled Rating associated

progesW%F Iiodségl nt% Cﬂ%%‘ggc(%i qu§ ne‘EQ%EgJI §%ﬂ? pr@ce%rsgger%%léng

erat I'Ng sald associ at

COB?%%%ggor |nterface for providing connunlcatlon of

said processor node in said network; and nonvolatile

MENQY Yrd Qs St Phih g 00060t 1:8AkE1 PHREESSIEY idizle f OF

operating said associated nmodule, and for storing

backup code for at |east 15 one other proceSS|n

of EnBEIRSSSPY JEELEGCen e PFVISENY STETWOI R ¥hi°§ %%%ék%f?cessor
nodedier Baid opevatk nghdan associ at ed nodul e of said

anot her processor node, sai d backup code formng a

port IO?erI]Olafl? Isngremfgsggg g%% cloae ﬁgqesﬁrdogﬁéc%%%lwqﬁlt for

Sal non
coRERA RO 95§0§1ﬁ%ﬁd SR eng KaEREFCBIE PoFRy code for at least
onpl otk pnpcedsiotichenit pf coessengromsssor ofodet bersaid network, said

ba@fctﬂ&%%@@rfogf()&?e%at{hgsah%s@%&mel& n&aild dackup ancomle bOscessor
nogg er atrinr% %:?;?]O shated modyl Sc% d 93'}41%51 \Aﬁgrg%%&é@eor

€ Proceésso erein said
processlng unit 25 addltlonally conprlses | ogic for
2.r esprdbrigetsoranpée wéstldior 1 batkupinc eded nperdiapéte gemory
ada@&fimarpﬁ Q8Sr ise&ﬁ&lgacaagkus Upfley ESYY aSBivkahackup camde

pr&f:esszr.ni urlqr OC§Sgﬂe g:&!es%%? no%es lt}le SQ%%%%§‘§CQJ| ongll%. Bg.ckup

Wherei R -sal rocessing unit
CoRj #ﬁraPIh%rartéI’eQ‘rtarSF?‘“c@tthﬁm&Flﬁ/ ﬁg LI ST RET BRI TS ST dates -
and conprises logic for responding to a request for
3.5ai Grre dﬁfﬂde&b&a‘hb@@ off @ceernved wAkréal dad @E66&Ring unit

addlrt:lona’iu(f% com]E) 1s|fe¥| .{]o%:r_;sjaf %%Q}rh ?ullgc %‘6' 9 r]fe%ﬁe 1:S %lfwgc}iackup code

rocessor
refel‘(/ﬁ?eﬁ%l%?%a?liﬂ’cﬁ%tres%‘f?ﬁa%r tsupeldf&rl?.%ﬁﬂrgl ]P§F up code at said
prooagdrs bstdrégi€ responsive to a restore signal to send

a request at said processor interface for backup

code sai d backug rl%r code.for s .g .
rocesso la m in 8ald .procéssing unit

procéss?ng Rt “PEF op FAtl ng 'Sai d associtate

additionally maintains identification of type of said backup code; and

comprises logic for responding to a reguest for said identification

received at said processor interface, supplying said identification at

said procegsor interface.

5. The processor node of Claim 1, wherein said processing unit
additionally comprises logic responsive to a restore signal to send a
regquest at sald processor interface for backup code, sald backup code
comprising code for said processing unit for operating said associated

module.

6. The processor node of Claim 5, wherein said processing unit

additionally maintains identification of type of said code for operating



10

15

20

25

30

35

40

nodul e. 40 6. The processor node of Claimb5, wherein
said processing unit additionally maintains
w0 d@avefortati on of type of said code for oper apCTGBYD4/000015
2004/ 063927 PCT/ GB2004/ 000015 21 said associ at ed
nmodul e; and conprises |ogic résponsive to a restore
signal to send a request at said processor interface
for an identification of type of backup code; in

salg %%%&?atte@ ﬁ&ﬁﬁ%{'a&@ @oﬂﬁ%@@éﬁ%gl@ I%Qb&lsrl@g%%sﬁ r@.;ttore signal

S rocessor interface, ar i sai c

9 get F“f”F%%ﬂFFBr?tt g5 §5F'ﬁesﬁﬁf njt ei‘nﬁg g%ﬁt Skl ca% G818 on of
tyandqf bRcires pedse 1t @@aP@%éﬁpTﬁiquWg Frﬂaﬁ?S@a{lﬁ@Os%ﬁldl request
at| Q&:ﬂi kb &dlsbONi it sr§dlel, dfJrOkomefliag enmnt ragfeigad ddendegication to

saf). alggg:[r%el ﬂgen%%fpca%§§rqclaﬁhed_\.n@géﬂo%se rt%c ghi/d Q:gmﬁﬂlgon

and | 'aci ng st a
lW?bEﬁFngrsﬁﬁgef%ﬁWtﬁﬁ @4 38%}%9:2 auTcemen% Safg Code for
oplga@tkjupp side asaqylated]'h@d\f)}egcég%qg.pfl%d;@l@fba@{ap rﬁog.e and replacing
atMesfi B SaitdoPrcFCeS REAITolk omddtinconald ysaatintad n®dule with
s 136}95&(1%0 td.on of at |east one other processor node

“havi ng up code for operating said associ at ed

nodul e; and conprises logic responsive to a restore
7.5i gride poosendr acdeqfestaiat Ssaifgrpioeesd grroggssing unit

addﬂt:%xfa@@ﬁ nta@n@@.'n@ Bderlteasda08e 3t HerleﬁéﬂQﬁ@S@tﬂneﬁ}Oﬁﬂacessor node
haygltl%\hglcgu co e CO & rat?ﬂg EQ?@[ Fg’s@S%%%ﬁ M@e ang:l (,adnﬁgrlses

rein sail pr cessing unit

QG4 EoSPRES TG HR ioF FESF 6 BRI e PR aséF‘aleéé'sdaet figpd processor

irapefate ng saddi gk dssycioat edthepdulogeseavdnedafet swdd| Rgker code.
responsive to a restore signal 20 to, in response to
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10. The processor node of Claim 1, wherein sald processing unit
additionally maintains identification of type and level of said code for
operating said assoclated module; and comprises logic responsive to
receipt of an identification of type and level of backup code at said
processor interface, for comparing said received identification to said
maintained identification; and, in response to said comparison indicating
caid identification is valid for replacement of said code for operating
said associated module, receiving said backup code and replacing at least
a portion of said code for operating said associated module with said

backup code.
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computer readable program code which causes said programmable

computer processor to store code for operating said associated module; and

computer readable program code which causes said programmable
computer processor to store backup code for at least one other processing
unit of another processor node in said network, said backup code for
operating an associated module of said another processor node, said backup

code forming a portion of a system aggregate.



