* METHOD FOR LQADI NG AN APPLI CATI ON PROGRAM IN A CHI P CARD

The purpose of this invention is to |oad an application programin a
portabl e chip support, 5 particularly chip cards. It is used in
situations where we want to have several applications of different
types 1 '

MRETHOD FOR TLOADING AN APPLICATION PROGRAM IN A CHIP
CARD

The purpose of this jinvention is to load an

application program in a portable chip support,

5 particularly chip caxds., It is used in situations where

we want to have several applications of different types

on the same chip simultaneously. "Application" refers

to the operations which occur within a chip card and

within a card readeﬁ in which the card holder inserts

10 the card to meet 3 certain need. These operations

include electronic processing within the card and card

reader circuits and the actions —~ some of which may be

mechanical - on the peripherals to which the card

reader is linked. An application thus includes a

15 program for card operation stored in the card memory

and the program contains a set of instructions.
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prograns, a bank and a banking organisation would

éhaﬁotwﬂt{gmq nse&'s#ﬁ%n apd catfd@nd pregrams  epnpihe esgme
cate Efﬁ m;ﬂ Jgg 5 echip cards more practical.
For example, a bank program and a car reservation
program could be put together. The two service
providers responsible for these two application
programs, a bank and a banking organisation would
generally have ndthing in common and would bé
completely independent of each other. They may not even
know that the chip cards which thelr client have also
include application programs for other service
providers. .

The main'prohlem with this type of sharing of chip
card resources asmong, several applications is the mutual
respecting of the integrity of +the data and
instructions of the various application programs.

To solve the problems due to this co-existence,
several approaches were developed based on the
principle of intervention by a higher authority, such
as the company which manufactures the cards. Several
approaches would be possible.

For example, manufacturers of the integrated

circuits which are built into the cards could have this
authority. Otherwise, the integrated circuit
manufactured can be totally blank or may include a set

tV\D



* know that the chip cards which their client have al so I ncl ude
application progranms for ot her service 15 provi ders.

The main problemw th this type of sharing of chip card resources
anong several applications is the nutual respecting of t he

I ntegrity of the data and’ I nstyuctions of the various
application progranms. 20 To solvethe problens due to this

co- exi st ence, several approaches were developed based on the
principle of intervention by a higher authority, such as the conpany
whi ch manuf actures the cards. Several approaches woul d be possible. 25

For exanple, OofalaEi® dnstrugiionshetooperate ethe cardir Fbilss seti of ar e

built into the cards could have this aut hority. Q herwi se t he
i nt egr at ed PASLS t lna%ruﬁgﬁﬁf‘ﬁct tPedtBen ‘B%e’t'%?g‘?ﬁy BIERD orTmaythicl ude
a set integrated circuit._ Thi b3Sl Lo -amm. ~
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t he operating wikhém dfhe hintegratied egintett g, retther THigesyiyemtcarthde
pr ogr ammed within the integrated circuits, either directly at the 5
time of fanuf 54PGriR§ TaRULaeturingsclin this ysagel yit isprygrakied

bossibi 11ty | sBrRrpREdondiitf ooty FllRLate) PR baUTA% By (¥ Re
I nt egrated cirggé&aﬁiog_lo conmpany which gives the service provider a
batch of ards with an operating system and application prograns
adapted to his needsAnbthehi pdsstibddidysels t that cbhe operatiisige aystean
various appng%&hpnge gﬂétaifgd fﬁ”n%he integrated circuit by =a

10 company which gives the service provider a batch of
cards with an operating system and application programs
adapted to his needs, In this latter case, this co-
existence of various applications on the same
integrated circuit in the same chip card would be

15 achieved: by designing, in each case, a special
operating system so that several different (but pre-
identified) applications could he stored on the card
without one application affecting the others unless the
various service prdviders involved agree on this.

20 The drawback of this approach is that the company
which uyses it must know all 6f the intended uses for
the cards for the service providers from the cutéet.
This would make revisions and upgrades difficult.
Another drawback is that this approach depends on the

25 degree of confidence which thé various service
providérs have in the company which installs the
operating system and application programs in the

integrated circuits of the cards. As these applications



. integrated circuit in the same chip card would be 15 achi eved by

designing, in each case, a special operating system so that
several different (but pre- i dentified) applications could be stored
on the card wi t hout one application affecting the others unless the
var.i ous service providers involved agree opn this. 20 : The drawback
of this approach is that the conpany i ch uses it nust know all of

t he i ntended uses for the cards for the service providers fromthe

out set. Thi p woul d make revisions and upgrades difficult. Anot her

drawback is that this approach depends on the 25 degree of confidence
which the vdmadagle sactions whigh owirger sehaltive tfoer cthpangemhice

installs the gperat i system.and applicatiqn prograns in the

i ntegrated cir &Y rsc’h&%%c?&n@ﬂéz{]%é“aé’p%? 3%&’? no establish and

4 i”C|%QFné€&{ % .Which are sensitive for the service .
providers, this confidence may be hard to establish and to maintain.
In addition to the priohl addiftivngr &#6i nghehepboblampl bfat upgsadinderehes
also the difficulty of storin the application prograns in  the
memory of8 thépplicﬂﬁﬂ%:at\%be’é?réﬂi talgyo t e c Hilf fd gud te Qfus8tPRLBI nust

be e Y oS BePRSRLIR LSRR, oLy T, nORERT), S aoehe
entire structyredfatddCoirenit NbEILMHeLklip CHhkdObeldaRseartthis must
particul arly divul gi ng the addresses where the card secrets are
stored. These be doneaty kelgsignatdiogi ngbspidutee kRddwessesorfer tbhetore
memory areas available on the card, i.e. it would be

10 necessary to divulge the entire structure of the
integrated circuit of the card, particularly divulging
the addresses where the card secrets are stored. These
private keys for coding must be known in order to store
application programs on the chip card.

18 The jinvention solves this problem by including a
loading macro instruction in the operating system of
the integrated circuits which calculates the absolute
addresses where the application program instructions
must be stored based on a known address, and which

20 modifies the application program as a result and
records the instructions for this program at the
calculated addresses.

In the invention, the integrated circuit's
application program also includes a definition of a

25 data memory space which will be necessary for this use.
The invention's loading macro instruction reads this
definition which is present in the application program

(generally at the beginning of the program), and



- application prograns on the chip card. 15 The invention solves this

probl em by including a | oading macro instruction in the operating
syst em of the integrated circuits which cal cul ates the absol ute
addresses where the application programinstructions nmust be stored
based on a known address, and which 20 odifies the -application
program as a result and records the instructions for this program
at the cal cul at ed addresses. In the . invention, the
integrated circuit's application program al so includes a definition
of a 25 data nenory space which will be ne essar; for this use. The
i nvention's Ioﬁﬁﬁﬁﬁvﬁﬁcﬁyi?ﬁﬁraéF?oH@P€£HSQ: sSpace peedad: ten sH#0%ES i s
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During | oading, the invention's | oadi ng macro instruction al so

updat es, ideal memozy areapwhigharepraBrBhss deesRBagheint oengsy rofrenory
of 5 th application, program .for this a i cati Thi s , menory
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I nstructions in which: . , - the chip is_provided with an operating
system whBdh ¢hertrerie shddy afnf & PeaBfhdet iR nBBpPOFR| which

oper ating sysggghugg@trg'SmiEQSPrSBSEQLLO“an8f mflry unit with an

10 program for operation of this chip card. The program
includes instructions in which:

~ the chip is provided with an operating system
which includes a program for loading the memory. This
operating system controls the operation of the

15 microprocessor and the memory,

-~ using the memory 1loading program, the
application program is recorded in the memory,

characterised in that:

~ in the application program we define a quantity

20 of space needed in the chip memory to contain the data
to be used by this application program is defined,

- during loading, this memory loading program
calculates the absolute addresses to record the data
used in the application program and the instructions

25 for the application program in the memory,

- the application program is modified accordingly



-+ 15- mcroprocessor and the nenory, ' - using the nmenory
| oadi ng program t he application programis recorded in the nenory,
characterised in that: - in the application programwe define a
gquantity 20 of space needed in the chip nenory to contain the data

to be used by this application programisgdefined, - during
| oading, this nenory | oading program cal cul ates the absol ute
addresses to record the data used in the application programand the

i nstructions 25 for the application programin the nenory, -
the application program,s_nodified accordingly -
this | oading programn%?:z%orggaéf'h% %5&¥a"gn§e°°rdsi ndbducdadds fskent
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Anot her problenlﬁﬁﬁgrentﬁtoﬁgh%p cards is gl irm]é%? :€r€?6§hprgvi ers the
possi bility ofapsojjnhenaddrasses calepbdtedsi ons or nodifying their
applications w thout having to know the functioning of the
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M croprocessoraPh1BeLiBhE8Ir6f €thodifying their applications without

having to know the functioning of the invention's

operating systeﬁ. In the Jinvention therefore, the

integrated circuit of the card will include a command

10 interpreting program. Such a command interpreting

program can have th? microprocessor of the integrated

circuit execute instructions in a high-level language

(symbolic) which are read in a program memory and

directly interpreted on the fly, i.e. transformed into

15 instructions which can  be executed by the

microprocessor. These executable instructions can then

be loaded as is into the microprocessor's instruction

register.

In this case, the only constraints affecting the

20 serviae providers are that they must provide their

application programs with a definition of the space

needed for the data and that they must use a program in

a high-level language which is commonly used in

computing. This high-level language could be C, FORTH,

25 'FORTRAN or COBOL or yet another. If necesgssary, the

loading macro instruction could first recognise the

language being used in order to properly interpret the
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circuit execute instructions in a high-level |anguage (symnbol i c) which

are read in a program nmenory and directly interpreted on the fly, i.e.

transforned into 15 i nstructions whi ch can be execut ed by t he

m croprocessor. These executabl e instructions can then be | oaded as

jis-into the mcroprocessor's instruction = register. - In this

lcase, the only constraints affecting the 20 service providers are that

they must provide their application prograns with a definition of

t he space needed for the data and that they nust use a programin

a high-1evel |anguage,whi IS co 'y .,used in . compyting. This

'hi gh-1 evel | angﬁé{%a%é%t diﬁ'@r& % thys weﬁ“%ogefegPrﬁéﬁrs

another. If n ford ing macro instruction could first

recogni se the ef&fs?%%guagtg@b]é?%%u%g% in order to properly interpret the

7 commands. Tiigs e ciject t bfs bhig| f f iwsritid ergiieaieoxe is far-

di fferent |anguages. ) The object of this, invention therefore is

a met hod IM&thede bikei othe omretiaust @neseghyackeriseds obyowithg:

- the chip_.is p qg%%ggnmith an operating system i ncludi ng a comand

interprete? proéﬁ 1g: - using the nenory | oadi ng programthe

menory of -~ the chip is provided with an operating system
including a command interpreter program 33,

~ using the memory loading program the memory of

the chip records an application program 15 for using of
10 the chip card including dinstructions, written in a
high-level language, which cannot be directly executed
by the micropracessor, for the purpose of having the
microprocessor execute the interpreted instructions
which result from these instructions (which cannot be
15 directly executed) once they have undergone
interpretation by the command interpreter program,

- at the time of this recording, the memory
loading program calculates the addresses to record the
program instructions in a high-level language into the

20 chip memory, ' '

~ the high~level language instructions based on
this calculation, are modified

- these high-level language instructions are
recorded in the memoiy at absolute addresses calculated

25

by the loading program.
The invention will be better understood with the
following description and the accompanying figures.

These are only provided as an indication and are in no



* the chip records an application program 15 for using of 10 the chip

card including instructions, witten in a hi gh-1 evel | anguage,
whi ch cannot be directly executed by the m croprocessor, for the

pur pose of having the m croprocessor execute the interpreted

I nstructions which result fromthese ¢ nstructions (which cannot be i5
directly execut ed) once t hey have under gone I nterpretation
by the conmand interpreter program - at the tinme of this
recordi ng, the menory | oadi ng program cal cul ates the addresses to

record the
chi p nmenory,
this cal cul ati

i nstructi ons are

cal cul ated 25
better underst

figures.
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mﬁ%h Jregard to the invention. These figures show

of an integrated circuit for an el ectronic

support suitable for usgig,tdiey ”é(%ib?”chﬁrt TRl ﬁgnstl}eors?%uaeé}%egféﬁure

2: a flow chart show ng t'he sequence o
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operaf |
pdratdiinson for loading according to the invention

nethaod;

- Figures 3a to 3c: a schematic example of a
program written in a high~level language with relative
addressing, and the various transformations which it
undergoes hefore it is recorded in the memory of the
integrated circuit;

~ figure 4: a description of the syntax of certain
instructions which can be used in such a program.

Figure 1 shows the structure of an jintegrated
eircuit for a portable support which could use the
invention method. An electronic chip 1 is held by a
portable support which is not shown. In an example, the
portable support is a chip card. The chip 1 includes a
microprocessor (2 and a memory. In the example, the
memory is a double memory. It includes a first memory 3
which is for storing an operating system for the
integrated circuit. The memory 3 is preferably a non-
programmable memory unit, programmed by template for
example or possibly programmable but then locked after
its programming so that it can no longer be programmed,

It is a non-volatile memory, the memory cells could be

pro%ramanstructions in a high-level |anguage into the 20



* met'hod, - figures 3a to 3c: a schematic exanple of a 10
programwitten in a high-level |anguage with rel ative addr essi ng, and
the various transformations which it undergoes before it is recorded
in the nenory of the integrated circuit; - figure 4: a

description of

such a program

In an exanpl e,
i ncl udes a

the syntax of certain 15 g nstructions which can be used in
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Figure 1 shows the structure of an integrated
circuit for a portable support which could use the
An el ectronic chip 1 is held by a

i nventi on met hod.
portabl e support which is not shown.

memory is a doglmeryenesy. e b&sﬁgaﬁﬁea fAdPt SFRFRWY S wililMhRH issfor

storing an operating systemfor t

integrated circuit. The nenory 3

is preferably preferapdy qff dthenkRROM hypecylaniits aksmgiemesldyilenplate

for exanpl
programi ng so

or possi bly progranmmbl e but then | ocked after its

at SBEVESR nBYPIAGEE bE2Pr o4REAHEE. here |al}s of the

non-vol atid e § I ld_b .
9 sei t E?@%ﬁ&ﬁqggw t%feé.wArp{gt E’earntﬁartto . %‘% the S° thEﬁ.érmr y
can be programepé adinvheyraied adiwddilt adcaf handler @fier dF v ddwt FROM

type. It is also non-volatile.

all of the 5
the integrated

10

15

20

25

appdiicaddions «pr ogr ams which he wants to put in so that

The service provider can include here
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includes at least a first set of instruetions 5 of a
known type. For ex;mple, these instructions conld be
MOVE, MULT, PLUS or GOTO. Once they are loaded into the
instruction registeé 6 of the processor 2, their
purpose will be to trigger the transfer of data (or
instructions) into a data register 7 of the
microprocessor 2, so that they can be processed by the
microprocessor, The functioning of this system (known
type) dis as follows. When the application program
(contained in part 6 of the memory 4 is started, an
instruction read in this parzt triggers the loading of
an instruction from the operating system 5 into the
register 6 (in some cases it triggers the successive
loading of several instructions from the operating
system). At the same time, the useful data are loaded
into the data register 7 of the microprocessor. The
data may for example be taken from one part 9 of the
memory 4.; Then these data are processed by the
microprocessdr 2, with the xesult then going to the

register 7 (for example). The parts 8 and 9 together



- The operating systemrecorded in the nenory 3 i ncludes at |east a
first set of instructions 5 of a 10 known type. For exanple, these

i nstructions could be MOVE MULT, PLUS or GOTO. Once they are | oaded
into the instruction register 6 of the processor 2, their pur pose
w 'l be to trigger the transfer of data (9f I nstructi ons) into a
dat a regi ster 7 of the 15 m croprocessor 2, so that they can be
processed by the m croprocessor. The functioning of this system (known
type) is as follows. Wen the application program (contained in

part 6 of the ry.4 iLs starte a i nstructjion read (n_this part
triggers the | glggcléngupof aBo areq, f?lsto&uc'fl?%nm?WBﬁyt He BW%Y?égfg’fst 5
into the h$kakibn(i qu§é i tp g riggger uc hve

| oadi ng of sevg?glﬁi %E%réact?gns r%%?t e oIérg?L?ngéxmﬁlgysteﬁ f Atttﬁe
same tinme, theappdfichtdena ards oadesthematiicsldyt he data regikimy-thmd the

m cr opr ocessor. Th(i 25, data may for exanple be taken fromone part 9 of
t he menor §PPA1catden. FesEowdd afogr xRl s sogregpondneto  the

m cr opr ocessor it h Ephe . | hen_ goi to th register 7 or
exanpl e).% Themégw 8°§n§’1§%@35}et herebar%c g%counlc “alancd %n a caz(é
10 mek @edbled si@anlO of the nmenory 4 reserved for the
application in question. In the exanple shown, the application i's
schematically a Ibankheg-ahgke of &peliaxti orthe | loedihg fof dteapl e
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instructions f@bnlR@nlagKi NgneRP! | £ AhaAMh thendaldreas 8 and 9
10 respectively in the memory 4 is triggered by an
external system 11 which supersedes the integrated
cireult 1 through an interface 12 for communication of
the integrated circuit 1 with the outside world. The
interface 12 and the chip circuits are linked to each
15  other by a bus 13 which, to simplify things, will be
used to transmit addresses, data and commands.

The driving of a write circuit 14 in the memory 4
can also done from the outside by the circuit 11. The
write circuit 14 must be driven with the designations

20 of absolute addresses. As an example, the first
instruction, INSTRUCTION 1, must be stored at address
0000 of the memory 4. In the state of the art, the
eireuit 14 acts uynder the control of the ecircuit 11
through the interface 12. The circuit 11 and those who

25 control it must have the necessary knowledge and
confidence to do this recording.

In the- invention, to avoid untimely action of a

circuit 11, particularly when it is desired to have



 concerning this application in areas 8 and 9 10 respectively in

the nmenory 4 is triggered by an external system 11 which
supersedes the integrated circuit 1 through an interface 12 for

comuni cati on of the integrated circuit 1 with the outside world. The
interface 12 and the chip circuits are |lijyked to each 15 ot her by a bus
13 which, to sinplify things, wll be used to transmt addresses, data
and comrands. The driving of a wite circuit 14 in the nenory 4
can al so done fromthe outside by the circuit 11, The wite circuit 14

nmust be driven mﬁth he de5|8 ations ,20 of abs | ute _address an

. As
exanmpl e, the S?Y?Eﬁ types rH@FFoﬁ thesaHgar BN 1o ﬁﬁ§FrB€t§?Bré& at
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interface 12. diwewitclif 11 and those who 25 control it nust have.

the necessary know edge and . confidence to do this recordlng
In the invention, tdavachievei hbiy zesudh, othe operagingusystem 5 of
particularly ' s _desired to ral es of

uses in the ar e4lnﬁﬁnFﬁgPrb§tPaﬁvFgeg WitgtaréﬁePﬁf?ﬁelﬁﬁginE TFEER t he

control of an gxberddfion yhEEACYL! sihbolically repF@s@fPbVRekli By @sul t -
the operating syste of the invention is” provided wth a speCific

| oadi ng macr o LOAD instructlon wkomhthe opeirekingl Bystepk eTbet pirnpose by a

LOAD instruction fromthe operatin stem_  The ur ose of the LOAD
i nstruction isofoth&x§QﬁQnEPﬁErH€ﬁ$95 48 to re °F stPudti® BERGEY arf

application program 1%, 40dit8s for an application program 15 and to

10 raserve the necessary space in the memory for the data
used by the program 15.

These two operations will now be described. The
order in which they occur is not important as long as
this is provided for in advance. Practically speaking,

15 the program 15 and the definitions of the data used are
presented to the interface 12 in the form of a file 17
which the LOAD instruction consults. In the invention,
using a counter 13 which counts the instructions
already recorded, an dinitial CPTI0 address is stored,

20 showing that it is the first address of the instruction
available for 3 new program.

The loading occurs in the following manner. Figure
2, the microprocessor 2, in executing the LOAD
instruction will read (step 18) via the interface 12,

25 the first instruction of the program 15, that of which
the row is 1. The LOAD instruction then assigns (step
19), to this-instruction of row 1 an absolute address

equal to CPTI. At the beginning of the loading the CPTI
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10 reserve the necessary space in the nenory for the data used by

t he program 15. These two operations will now be described. The
order in which they occur is not inportant as |ong as this is provided
for in advance. Practically speaking, 15 the program 15 and t he
definitions of the data used arel pragented to the interface 12 in the
formof a file 17 whi ch the LOAD instruction consults. In the

i nventi on, using a counter 16 which counts the instructions

al ready recorded, an initial CPTIO address is stored, 20 showing that it
Is the first ad ss. of .the jnst ' vail ahl e for W program
The | oading oz%%ége?% tﬁé f &1 pv}ﬁg{%negmﬁlaguraf&ess'2, .@?]Eleg& 2

M Cr Opr 0Cessorg rigi trd iy %&%ﬁ%&bﬁ‘g‘ thée CPIrPOD addresdsticucs3og Wi | thead
(step 18) via the interface , 25 the first instruction of the program
15, that of wmerhory 4.thBurbmgi <hie Thélo@dbgi rsttepic0onof hdrheasEOdhs

(step 19), to this instyuction gf Jow 1 an absol ute adéir Ss h
to CPTI. At thEPSERReHRy ofhigerPhadi dgstifuckapn is. recorded in the

12 ad i N +Hdi 1] @) TakiiP9ssan23sg,
arbitrary5 exagﬁpﬁ?‘r)(hg @Tltgé;déd*%szgggggéd?%@%%%ed élJﬂﬁ?rr‘?‘;\?r[)r32/ 4. During
the foll ow ng Bh&p a3Pighmehe LfAEioned i PRt Udnvaylveshi Saloxldtiost odction
is. recorded in the 5 nenory 4 in the area 21 at the desired address:
2356. Thethe siapamtiteremddsiess -t husThig ol aRigRmentt agasn épclude (he

absol ute addrxggéifiggﬁfonaso% g@ggntprg nam' ril.%l uggesent the absolute

equal

address at the begihning of the instruction (or at the
10 end) where it must be recorded. At the time of this
recording, the LOAD instruction reads this absolute
addreas and  records the instruction at the
corresponding address, With a test step 21, the LOAD
instruction then verifies that the program instruction
15 15 (which has just peen recorded) was the last to be
recorded. As it is not the case here, at step 22 the
contents of the counter 16 is incremented so that an
area 23 of the counter 16 now includes a current
‘increased value of CPTI (in an example, equal to 2357).
20 Then the LOAD instruction triggers the return to step
18 in order to read é later instruction in the program
15, the row 2 instruation, and to record it at address
2357. This continues in the same way until all of the
instructions are recoéded.
25 A program such as program 15 usually includes jump
instructions. As demonstrated in the program 15, a xow
n instructibn will trigger a djump to a row p
instruction. A jump instruction is usually a IF or GOTO



 nodification of the programto present the absolute address at the
begi nning of the instruction (or at the 10 end) where it nust be

recorded. At the time of this recording, the LOAD instruction reads
this absolute addr ess and records t he i nstruction at t he
correspondi ng address. Wth a test step 24 the LOAD - instruction then
verifies that the programinstruction 15 15 (which has just been
recorded) was the last to be recorded. As it is not the case here, at
step 22 the contents of the counter 16 is increnented so that an
area 23 of the counter 16 now includes a current I ncreased val ue of

CPTI (in an ex&¥pee, ingfructipmp3sthe Zerm hnanatheinghpuchion udsi glso

the o ogram | GotH stpdtiBiee ot R ap &AL A dedfiidnfia " "
2357. Thi's conigny®e b NP SAErUON Fordld Doddi in a HSJHLGIGEDS .are

recorded. 25 A program such as program'15 “usual l'y 1 ncludes junp
i nstructions. Asndmames torfateedaiownt eype, ol HOAD aingbructiom insludsd i on
will trigger a junp to a row instruction. A junp instruction is

0
usual |y ad F of &&RE 24 to chpeck whether or not the row n ingtruction {ype

thi's case. Tow DI tib Boats A 43 o i nsne iR By o
programin a hingh |€yel case, lsdndEi0e Df askidwh ¢yPe, hbReveLARdrsERaIct i on
includes 5 a test 24 to check whether or not the row n instruction
which is to benoscdr dagtiryckionsp i nstruction. This was not the case,
so far. It is the casg NOKFVeter”' 25)° the 5" Sedfidtfdd Orelative
10 indication) is replaced by an absolute destination (an
absolute address in-.memory). This absolute address is
equal to the status tof the counter of the initial CPTIO
instructions added to the wvalue p. During the
instryction 25, after having calculated the absolute
15 destination address , the LOAD instruction modifies the
row n instruction to transform it to an instruction in
which the destination is no longer p (relative
destination) but rather the new absolute destination.
Then, at step 20 of the LOAD instruction, the row n
20 instruction 1s recorded at address CPTIO+n-1 in area
21. The program goes 'on in this way until the recording
of the g instructions of program 15.
If the sequence of rows 1, 2, 3, n, p, and q of
the program 16 instructions have holes, there could be
25 a LOAD instruction first to £ill the holes (to
calculate a continuous relative addressing), and then
to'modify a first time, in the event of a jump, the p

destination addresses to take into account a continuous



During step 25, the p destination (relative 10 i ndication) is replaced by

an absol ute destination (an absol ute address in nenory). This absol ute
address is equal to the status of the counter of the initial CPTIO
instructions added to the value p. During the i nstruction 25,
after having cal cul ated the absolute 15 jglestination address , the LOAD

I nstruction nodifies the row n instruction to transformit to an
instruction in which the destination is no .longer p (relative
destination) but rather the new absol ute desti nation Then, at step 20
of the LOADln n, e JLow n 20 |nstru n |s recor ded at address
CPTIO+n-1 in a$%éﬂ8ﬁb8 hténﬁ e w gé’eSWBH Rl i PR h@'

recor di ng (eért;egpanaﬂﬁ@rwlmé %Bnl&&ﬂabaal§»5 cha ing rowé{ fa*h[%i
sequence of rows 1, 2, 3, n, p, and t he progrgam 16 1 nstructions
have hol es, thetepcdh dofe Bhe I@Almﬂstruetimt would i applyt ccofithe the
holes (to al cul ate a continuous relative addressing), and then

to nodify a f|Y§f'u?|He in the event of a junp, the p . desti nati on

addressesgto take '“i’ﬂ?%gtcﬁﬁ.‘@t t@:occfmé uﬁqg'%ﬁlelsepq % (BEREIRG the data

14 sequence IS case

(cor respondi ngih othie nempiriynuayss mczrmglsmmpvm ﬂf@hres 3a 8beBc2%Of the
LOAD instruction would apply to the val ue p'. There are

two possibilittee F@swyorindexhetempa nain Warltaﬂpdememf yth&hgricgram

h f t f th d bl
zf Ome' Brolg?;:rﬁ % e Odg\f:e&ed Ch.zz:ingear EEirs‘t IJ:neae ng gP tp;g' r;‘ar\é%rrla?n ©s

15. An address ordered @ data: 0 to @ data: 3, is
10 gradually assigned L to them. These relative oxrdered
addresses are then transformed to absolute addresses
(with the same mechanism as for the instructions). The
program 15 is then modified to replace these relative
ordered addresses by absolute addresses from 2450 to
15 2495. This is apparent in figures 3a to 3c. _
Alternatively, the program 15 will have a DEFIN
definition instruction with the quantity of space
needed in memoxry as an associated argument. Here for
example, the program 15 begins with the row 0
20 instruction, DEFIN combined with the argument 45. With
this row 0 instruction, the LOAD instruction knows that
it must reserve an area 26 in the data memory 4 to
store the data used by the program 15. This makes it
possible to use a variable length storage facility of
25 the operating system 5 if necessary.
In both cases in the invention a second counter 27
is used to contain the start address available in the

memory 4 to store the data and alsc a fina)l address



15 are detected during a first reading of the program 15. An address
ordered @data: 0 to @data: 3, is 10 gradually assigned to them

These relative ordered addresses are then transforned to absol ute
addr esses (wth the same nmechanismas for the instructions). The
program 15 is then nodified to replace thgse relative - ordered
addresses by absol ute addresses from 2450 to 15 2495. This is apparent in
figures 3a to 3c. Al ternatively, the program 15 will have a
DEFI N definition instruction wth the quantity of space

needed in-nenory as an associ ated argunent. Here for ex |l e, the
program 15 bed:la#}n\ﬂ AN AGRWT Khe RBURRSK QT orAriakdes Qﬁﬁ@nﬁédﬂz\?t h the

?Lg?mant 45I t\gr%o&rar eslst s E rea iggﬁr{erﬁxlffthgfe tghe hwcaﬁar&%imeknogs

erve an he dat a nenor

the data used pppmhe dyder.amie Plagemakeserved in PEh&i bhembédyusesa -
variable length storage facility of 25 the operating system5 If

necessary. intermedlatle"l betweemsthesn tho iaddasisises.a Hawtopduabetiter 27

is used to cont he start, address in the
store the daté fb %25 he a‘éﬂ@l?-%%é a1 FPefent y will be engaXned

ér50gram 15 or %%ngﬁ?ﬂﬁgﬁ eﬁ%%t g%‘,?v_ﬁrj[ élSEE‘)L%IE':GI&}&oe{agetrm The
pl ace reser vectadhjt:tﬁmmdersstanding of the inventlon's method.

In a preferred example, areas 21 and 26 of the
memory are contiguous: one address follows the other.

10 The starting address, containing the CPTIO value of the
counter (16 and the final address of the counter 27),
determines the total occupation of the memory. In these
conditions, the beginning of the counter of the data
addresses 27), <can be calculated by the LOAD

15 instruction during an initial step 28). Thus, with a
test analogous to test 22, it will be shown that the
last instructjon of row g was involved how many
instruetions there are is known and CPTD0 addresses and
the following ones beginning with CPTIO+q are assigned

20 to the data.

The flow chart in figure 2 is optional, it can be
done differently as will be seen below. For example, if
the program 15 has 94 jinstructions, gq=94, the starting
address of the CPTDO data counter will be the address

25 2450 correspeonding to the addition of the starting
address of the CPTI0 counter and the number of
instructions- memorised. During step 29, the LOAD

instruction then reads the row 0 instruction, if any,



- internedi ate between these two addresses. How counters 5 16 and 27 can

be arranged differently will be explained her eunder. The expl anati on
given here is intended to facilitate understanding.of the invention's
nmet hod. In a preferred exanple, areas 21 and 26 of the

menory are contiguous: one address follo 6the other. 10 The starting
address, containing the CPTIO val ue' of the counter (16 and the final
address of the counter 27), determ nes the total occupation of the
menory. In these conditions, the beginning of the counter of the data

addresses 27), can be calculated by the LOAD 15 I nstruction during
an initial ste@®ngh)resnp¥eswithe aspace tafst azmal Afoudnt nameny 22upi ttei | |

be shown that th in cti on. r.ow g was inyvolved how nan

i nstructions tﬁé{a@egrse ??Eﬁomﬁﬁéﬁd_Mﬁ%@&e?r&dbmugﬁ’fhe ‘F%H‘%wi ng
ones begi nni ngwiithh €RE! onB' SARTEIIGMO att Ostdls dR)2 the programThe
flow chart in figure 2 is optional, it can be done dlf?erent y as

wi Il be seen bdmstrueriomeanpltsn ifrecordt hethps ograecdssauas 94absolute

instructions, g=94, the startiq? address of the CPTDO data counter
will be the ad&dé’s‘%essﬁ= sheo TR r asldEedises « baddeesad®IBBonter the

0, S PBOTIE LR L MU b oy

i nstructions meéforised. During Step rGction
reads the row @362t rard i tife aédf@¥ses in memory from the place where

1o the values of the varlables used in the program are
stored. i
10 Figures 3a té 3¢ show an explanation of the
program for the purﬁose of its recording in the memory
4. Initially (figure 3b), the variables mentioned are
replaced by relative ordered addresses for which the
order corresponds. to the order of appearance of the
18 variables in the program,

In practice, the LOAD instruction transforms the
program 15 shown in -figure 3a into a program 15 shown
in figure 3c. It might be wiser to reserve the data
first, to assign to the data and variables the absolute

20 addresses in the daia memory 26 and then to assign
their place ta the ipstructions in the memory 4.

Once the program 15 has been loaded into areas 21
and 26 of the memory 4, the LOAD instruction records a
descriptor at step 31 in an area 32 of the memory 4.

25 The descriptor in area 32 is for the name of the
application, in this case it would be the SERVICE
application. It also relates to the starting absolute
address 2356, and the arrival address 2495, where all



-

and reserves the space of area 26 in nenory, up to address 2495. Then
nodi fi cati ons are brought, using with the LOAD instruction, at step
30, the program instructions to record the necessary

absol ute 5 addresses: the junp addresses (address 2358 for the
instruction of row 6 BNZE stored itself g address ©2362) and the
addresses in nenory fromthe place where the values of the variables
used in the program are stored. 10 Figures 3a to 3c show
an explanation of the program for the purpose of its recording in

t he menory 4. Initiallg (figure 3b), the variables nentioned are
repl aced by r&hgt i PECGEABY cdNIHFREELRRST opNGhj dAtRncare  StR%Ad. cF®sponds

tothe order glyapRcaange YdditglStne! ARt idhs' "enPIOUAM  at

I n practi ce, I NS tron -transf pfogram 157 shown in

figure 3a int gqddrepesamflr&iPIower thanftHEEE 3€ the Waghl Jie ad&er to
reserve the data first, to assign to the data and vari ables the

absolute 20 2&ddiestbati theheprogramecany dazhddineotly assiagdress their
place to the instructions in the nmenpry 4. ce the m 15
has been8 oad@:}%ﬁér}t o Whelas 131 re¢°gaﬁaé§6 the; h@aﬁ’rﬁmﬁ’gﬁh? hes@gﬂ&%éfl

I nstruction r : SCHd st |sN a of e
menory 4. 25 o |¥¥E§§éﬁﬁﬂ ngg ?%Q%?%%6652:ﬁ?5%&?%k ?Ee iﬁgﬂgﬁ%f %é%
application, iopedatinpsydsttenosf dihe FfhetSERECEhe prapdm chtvolvedt al so

relates to the starting absolute address 2356, and the arrival address
2495, where al9taxts at address 2356,

As indicated in program 15 and in figures 3a to 3c
10 and according to the preferred mode of the invention,
the instructions correspond to a high-level, symbolic
language which itself refers to instructions which are
executable by the microprocessor. For example, the
purpose of MOVE is to copy the value which is given in
15 the second argument to the address which is indicated
in the first argument. The purpose of the MULT
instruction is to multiply the contents stored at the
address of the second argument of this instruction by
the contents Bstored at the address of the first
20 argument and to put all of this at the address of the
first argument. Figure 4 summarises these aspects. It
can be seen in particular that the BNZE instruction ie

the jump instruction.
Such a program is usually compiled before being
25 recorded in the memory 4. The purpose of the compiling
is to transform each MOVE, MULT, or other instruction -
which are macro instructions ~ into sequences of micro

instructions which can be directly executed by the



< 17- the programinstructions and data are stored. The advant age

of storing the instructions in area 21 at addresses of rows | ower than
those of the data of area 26 is that the programcan start directly at
address 5 2356. Wien it recognises the nane of the SERVICE
application, the descriptor in area 32 in§ rms the -operating system of
the fact that the programinvol ved starts at address 2356.

As indicated in program15 and in figures 3a to 3c 10 and according to
the preferred node of the invention, the instructions correspond to a
hi gh-1 evel, synbolic | anguage which itself refers to instructions
which are mdexoprasessey tRe Ahe oproposeoref Fatheseanpeguentes of

pur pose of MOVE,is to,cQ t he val ue which is given_ in 15 t second
argument to th@lggﬁre§§s%%wfﬁlP§shn&Fcang °°ugs?n e 37FWPLIReRE The
pur pose of the 3 | A5 ' o] d .at
t he addr esfyngEltoﬁe osfe(ﬁ]e{qu%fjg‘minr?s‘%@ﬁ&sﬂ,i r%{:'ltgr ll’%%nr&g;gfgﬁ%ﬁe

contents storealdt ofie tdtkdr eagddhgkhei i memo2§ 3 apgdred) ald tofputhel | of
this at the address of the first arsunent. Figure 4 summari ses these
aspects. St trangfense d€enthe phusi cdPar ahat veefwhrrelRasingi ofis

the junp instruycgtj.an. Such a programis usually conpil ed before
bei ng 25 rec%%$£$ﬁeﬁ ﬂHeeﬁﬁﬁory 4. The purpose of the conpiling S

to transformeach Mogs AMEiMittOtERE WBESk' BEL itW2 -serviceVpbvd€rsPCr o
Instructions - into sequences of micro I nstructions which can be
directly executtde Hinvéntion does not require that they compile their
program nor that they write the program 15 in machine
10 lanquage which could be executed by the processor 2.
Rather than storing the instructions in language
which could be directly executed by the microprocessor
2, i.e. instructions which are loadable as is in  the
instruction register 6 of the microprocessor, it is
15 preferred to ask the service providers to program their
programs 15 in a high-level language (with instructions
of the type found in figure 4.
In this case, the operating system recorded in the
memory 3 is provided with a command interpreter 33
20 which is capable of transforming each of the macro
instructions (MOVE, MULT, PLUS, etc.) into a sequence
of micro instructions which can be directly executed by
the microprocessor 2.
In the invention, the ILOAD instruction is one of
25 the instructions loaded into the operating system 5.
The command interpreter program 32 includes a

sequence of micro instructions corresponding to this
LOAD instruction,



m-cr oprocessor 2. The purpose of these sequences of

Is of course to acconplish the function of the macro instruction,

al so to organise all of the readings in nenory 3 and 4, all of the 5
transfers the bus 13, all useful releasing of regi ster
etc.

I nvention does not require that they co
they wite the program 15 in machi ne 10
by the processor 2.

| anguage

To facilitate the work g£?the service providers,

Rat her than storing the instructions in
whi ch could be directly executed by the m croprocessor

2, i.e. instructionThehi nhcree instrugtdions i aven these mentionedt ik

regi ster 6 of
providers to
I nstructions
the operating systemrecor

command i nt er pefder 33 mikro Wiindtructionapesdl ebeof interpiketatingbgacthef the
i nstructions (MOVE, MILT, PLUS, etc.) into a sequence

macr o

SEEBRa 1 (1 Whey dine ool od¥ By Al ee s R (i |

instxBktibs t(ﬁ.gig Hl?ﬂlqe'v'élf ST mgﬁaée) taken frogJ }f&l sfase,

3 1S provi

m cro i n$t r uctnésyprister @aﬂggamdﬁaectly execut ed by t he
M cr opr ocessor

of 25 the |nst?uc”ﬁﬁﬁb‘#ﬁ%d@ﬁp#+§%F vent%e gppﬁgqugR§#%§5i§géé{bﬁs ’
command i nter aregtc%‘gqmgr AP 3344t Wit 2 time SVWIUGAGA WS NKHE the

I nstructions corres

10

15

20

25

onding to this LOAD instruction,
addresses on which the program which is running acts,

are addresses contained within the limits indicated by
the descriptor in area 32.

The operating system and the interpreter program
33, when it is declded to implement one of these,
should preferably be recorded in the non-programmable
type memory 3 at the time of manufacturing of the
integrated circuit 1. Thus, these parts of the program
cannot be altered by the applications which are loaded,
in the memory 4 for example,

Counters 16 énd 27 have been described with
registers, These counters could however be replaced by
counting-type instructions executed by the
microprocessor 2 and accompanying the LOAD instruction.
The purpcese of these counting instructions would be in
particular to review the descriptors already present in
the memory. The counters could also be more physical in
appearance. The storing of the start values of counters
16 and 27 could be replaced by a reading of the last
descriptors 32. When several applications are recorded

in the memory 4, there are several descriptors. The

m cro i nstructions

l e their program nor t hat
| anguage whi ch coul d be executed

wth a -



© 19 The mcro instructions are those nentioned by steps 18

to 31. When the application is inplenented, an instruction (in

hi gh-1evel | anguage) taken from area 21 sends a macro instruction to
be interpreted by the 5 i nterpreter program 33. When t he
application is running, the application 0 descriptor s used each tine
to verify that the addresses on which the program which is running
acts, are addresses contained within the limts indicated by 10 t he
descriptor in Area 32. The operating systemand the interpreter
pr ogram Si, when it is decided to inplenment one of these, shoul d
preferably be t88&r dOBS n*eRETABH- pidgr Eovmd| by reading nerhw y remaxy he

tinme of f L0ggat thes 15, . | ted eircuit 1. Th h t
of "the. progr anpecinagdRi e 2is, BAEDOTRE, Inttbiin ! mebdipehERe #aden

in the nenory é4mbpey dvaagion. Counters 16 and 27 have been .
described with regi sters. These counters coul d however be replaced by
20 counting-type i nstructions execut ed by - the

m croprocessor 2 and acconpanying the LOAD instruction. The purpose
of these counting instructions would be in particular to reviewthe
descriptors already present in the nmenory. The counters could al so be
nore physical in 25 appearance. The storing of the start val ues of
counters 16 and 27 could be replaced by a reading of the | ast
descriptors 32. Wen several applications are recorded in the nenory

4, there are several descriptors. The



20- | ast one recorded is found by reading the nmenory backwards:
this is the last |ocation used before an enpty | ocati on.

21 CLAI M5 1 - Anmethod for | oading an electronic chip
(1) nount ed on a chip support and i ncl udi ng ab

m croprocessor (2) and a nenory (3,@I wth an - application
program (15) for this chip support, this pr ogram cont ai ni ng

i nstructions in which: - the chip is provided with an operating
system (5) including a menory | oading program (LOAD), this 10
operating systemcontrolling the functioning of the m cr opr ocessor
and the nmenor yCLATMS - the application program (15) is recorded (20)
in the nenory using the nenory | oadi ng program

characterised. in that 15 In the application program a quantity of

Py thi et o £ MBIV RS el b 1406x01 bR:E (1)
mounted on a chip  support and - including a
5 microprocessor (2) and a memoxry (3,4), with an
application program (15) for this chip support, this
program containing instructions in which:
~ the chip is provided with an operating system
(5) including a wmemory loading program (LOAD), this
10 operating system controlling the functioning of the
micropracessor and the memory,
| ~ the application program (18) is recorded (20) in
the memory using the memory loading program
characterised in that
15 In the application program, a quantity of space
needed in the chip memory (4) to contain the data to be
used by this application program is defined (DEFIN,
resul, temp, index..) .
~ during loading, this memory loading program
20 calculates the absolute addresses to recorxrd the data
used in the application program and the instructions
for the application program in the memory,
- the application program is modified accorxdingly,
and
25 ~ this loading program records the data and
instructions present in the application program at the
absolute addfesses calecuylated.



resul, tenp, index...) - during loading, this nmenory | oading
program 20 cal cul ates the absolute addresses to record the data used
in the application program and the instructions for the application
programin the menory, - the application programis nodified
accordingly, and 25 - this oading program records the
data and instructions present in the application programat the
absol ut e addresses cal cul at ed. : 22

2 - A nethod according to the claim characterised in that we have the
| oadi ng programrecords a descriptor (32) of the limts of the

cal cul at ed abso? u-r eammeascmrdamq:ﬁq Héwe aladay uchiagasterdsesta 5

are found. cordi ng,,to one of clains 1

- h d
characteri sed }h tﬁQFt wé' 3 %ﬁ?th 0 WQHnﬁfﬁﬁﬁﬁﬂltﬁeﬁgraﬁad@H is a
j ump | NStg §% tbf CQQQKEdo%”dﬂﬂetflfhiééth8fca§ﬁe 1Qalculated7 an

absol ute address tor" the junp destination, cal cul at ed

within this |nsbsubutenaddhes;aspaﬁewhnnhtthasesinstruahdohsedndydm&plaC|ng
this destination by a calculated absol ute junp address, etc. 15

- the nodbfied@¥F® OPH truction is recorded. 4 - A et hod

?ﬁgo[)?;ggst iono'?ﬁem;re f;ﬁgr‘%e%?‘%u? ?%ﬁdja‘ggrégt %H ?S’%c!téfloéan% %hgravdl I abI e
space in this gRaPaY¥terised in that
- whether an instruction to be loaded is a jump
instruction is checked and if this is the case,
10 ~ an absolute address for the jump destination, is
calculated
- within this instruction, the jump destination is
modified by replacing this destination by a calculated
absalute jump address, etc.
15 ~ the modified jump instruction is recorded.
4 - A method according to one of claims 1 to 3,
characterised in that
- the places in the memory are calculaﬁed as a
function of the available space in this memory.
20 5 ~ A method according to one of claims 1 to 4,
characterised in that
- the program data and instructions are loaded
into coentinuous memory areas, and
~ the limits of the addresses of these contiguous
25 areas used for this purpose are recorded in the
descriptor area of the memory.
6 - A method according to one of claims 1 to 5,
characterised in that



e

20. 5 - A nethod according to one of clains 1 to 4,

characterised in that - the programdata and instructions are

| oaded i nto continuous nmenory areas, and - the limts of

t he addresses of these contiguous 25 areas used for this purpose are
recorded in the ¢ descriptor area(ﬁzéhe menory. - 6 - A

nmet hod according to one of clains 1 to 5, characterised in that

23 - the chip is provided with an operating system whi ch
i ncludes a conmand i nterpreter program (33), - recorded in the
menory of the chip, using the . menory | oading programis an
application program=~ (iB& Ohip fb¥ PRevide@d with jan|cPerRtingt systesns
witten in a ted

. o~ high-|evel I age,, whic nnot be dir |y execu
by the micr opr%llje%kéo#‘?&r%ﬁe? 2 %M WV@%% & fpFogram r{i%g)opr 0Cceso
execute the interprelegdehBsHEHCHIONShe me i glp neguldnig omigse th
I nstructions (which canﬁot %e I 6' dierergt ?/w gxegﬁtt%ed J'If'onnlhce{lﬁét he)(/a

have  under gamemory loatidéngr ehidrem byst lae cappiaiehtidre rpregeam pridd)am

- at the tinme of this recording, the_nenory . !
t he addreBses ¥orr&bgr £hife card including” instructions™ writ

10

1§

20

25

| oadi ng pr ogcr am cal cu
en in a

high-level language, which cannot be directly executed
by the microprocessor, for the purpose of having the
microprocessor execute the interpreted instructions
which result from these instructions (which cannot be
directly executed? once they have undergone
interpretation by the command interpreter program,

- at the time of this recording, the memory
loading program calculates the addresses to record the
program instructions in a high-level language into the
chip memory, _

- the high-level language instructions based on
this calculation are _modified, ’

- these high:-level language instructions are
recorded in the memoi;y at absolute addresses calculated
by the loading program.

7 = A method according to claim 6, characterised
in that

r

| at es

-~ the application program is executed, verifying

with each interpretsd instruction to be executed that
the data or instructions to which an interpreted
instruction. refers are found at an address contained

within the limits recorded in the descriptor of the
decisicen table.



- programinstructions in a high-level |anguage into the 15 chip nmenory,

- the high-level |anguage instructions based on this calculation are
nodi fi ed, - these high-level |anguage instructions are

recorded in the nenory at absol ute addressee cal cul ated 20 by the | oading
pr ogram 7 - A nmethod according,to claim6, characterised

in that - the application prog?an1is executed, verifying

with each interpreted instruction to be executed that. 25 the data or
instructions to which an interpreted instruction refers are found
at an address contai ned within the limts recorded in the descriptor
of the deci si on8t ablz. method according to one of claims 6 t@47,

8 - A nethod according to one of clains 6 to 7, characterised in that

- recorded in ﬁ% ot n|§hﬁﬁe operating syst em whi ch incl udes

t he nmenory | oadi ng pro Sin t C n ps et gr. _pr m.t he
e Y hya %ﬁf&@h n 'fife CBNIB"hdrdiey PLS' Th GULARLAS
system which 1noludes the memory loadlng program and
5 the command interpreter program from the time this chip

is made.



