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CCNPRISING MEANS FOR MANAG NG A VI RTUAL MVEMORY, ASSCOCI ATED COVMUN! CATI ON
VET AND PROTOCOL The present invention relates to a chip card COodAN 20%g
means ¥ or ‘managi ng acmwmﬂﬂmmmmmry For about twenty years, the chip card
has played a vital ay life. The banking field is primarily .
interested in mcrocircui+iesiear ds; their main advantage is to reduce fraud.
Pay TV and radi ot el ephone conpani es use them as neans for generating keys
that are used éﬁﬁ“& CoRPith SRtk NSNS FON RiAth & 160 ST PA AR MiftoRY,
guar ant ee securi was necessary to create a new integrated circuit
architecture. Cards Qs sidoe AGiEEC COMNIUN ICATIONt MEEFHODNANDN PROTOCDDS
el ectroni c noney; other, so-called frequent-custoner cards, offer their
hol ders -financial rewards. Nowadays, devi ces related to mcrocircuit cards,
and nore partlculéarl¥ c%o rocessor car re us ble i n ‘gnolncr.e i ngly
| arge nunber ofT EREFONETVRRCFPR St ?'ﬁ%s %r‘_‘étcf P AT P He & ds,
i.e., the proot a&i.o&gﬂg ihd M reea dhdiby handl e one application. The
operating systemis witlen durlng t he productlon of the mcrocircuit. Hy
i ncreasi ng the Bozealbdut hewern by rpeaneoclye (AAY) candd diasd helayoed ol atital
programmabl e nmenory (EPROM and EEPROM and today FeRAM), . t he, opeyating
system canr%k%cm eCYipF¥day) n%{-f%nsThBLhaI?]ﬁ’enQ‘luﬁ’o%}d oF8 tll’l’é’s%a?%fﬁét’r’b'i'%r?%ted
Punction| HF e {YebSEpSutE oleale Bl MUE Sivad (el (O Bludl R,

function iH |nvo ves producing a new nas uction 1Is
very eXpenﬁayeranﬂnaSraeﬂbtalsmdn@r@émpa&biesv&w thémr fe mumilfcyr of cards
is involved. One way to increase the nunber of these functions w thout

t ouchi ng twwmmkyyeohmst%r@fuwltwngelwreple%cm%b%cww FRcERtede
data that gal 5 JAN 2

rorory 1t EraRtRLestofel Py olfabOls pecufify s PEMEDesedefip S TR Ee
system thay A&t iRELYriesd 08 Yodi 6dr i tidfe [ ULWEEAHNSE THE PBéOPonic
application FR-A-2.748.134 describes a neans for |oading the programinto
the pr ogramna@d:etmmqntm ahwxpr@grmttﬂr@mmqeys other i sedeal bed

onceitlsfllledvmtha ossiple to_add functions.
Thrcover EreTater s onbr Gaith | ke MR LORO TG el oAl aSRags
i ntended for da:&@wa&a#ae ﬂé@ﬂéé&”@i@té@@éhx&?@cﬁ@&f@'@a@r&@tha%’d'n?oi-!éed

to correct certain defects in the programlocated in ROM or to add sone
ot her funcpavtisculdrhy Gaicropstcesson @andy Anané wealylé almearsi decrédeingly
met hod described in this_docunent can prove to be inadequate, The object of

the presenta¥g® onepheriftaprbicrtiong. Abftrihy heRReTR Gt rReR P L

| oad t f
Lhe. pr ogr aved arare the 2, DEREPERAE TBER e O e o Pl Sn i iRt T 1

devi ce consié tapheTi dyt Bokarthe Topera tind agpibsm POS Srl €réwxaiiend agher to
run very diverse applications, such as: electronic purse, banking

appl i cati &FOW%@ epfioble orierrcinauit. By cingrrazing o*Fh%Lms%tw the ng

tested in h t r esent vention, the a i catl
just Iist € w%aﬁ'y%ﬁ%?dg’% h‘gfc‘gt%d ‘éoi(;a\‘/\%igire S ca"‘&g" e‘i‘°r ed

themin adverren AhaASEEPROMS adfd i Sodn Fermer, aac&r&bé@aﬁm@léyémﬁléax@
needs. The present invention also nmakes it possible to solve another
probl em A@%@@ntmmeﬂu%ts¢m+ t%l-h%o’{'-}sq! WoRRer 0k thewe afpr¢ctenmniswi ce.

The runnin t i ca ane i or roceSS| de e, such_as
a card | as'?t':sogl c ’a?%g E i% T %@é'dotg% et o@g% Xﬁhft*% of
advantageo&ﬁoﬁﬂbbefunction into the ROM involves producing a new mask; this

!

production is very expensive and is really only profitable when a
large quantity of cards is involved.

One way to increase the number of these functions without
touching the ROM memory consists of writing the executable

program, and the data that allows it to run, into the
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- ~5 JAN 2093 3 able to start a second running of the application
before the end of the first. Thus, the sane programis running tw ce, at
the sgne tinme. This object is achieved by the fact that the card is

equi pped with an operating system.conprising at |east three fq{uction - -
Loadi ng of applicative information. - Unloading of applicative b A} Mi'on.
- Execution of applicative information. To acquire a new application, the
card receives applicative information in its programmbl e nenory and checks
this data. Wien a command for running an gpplication is received by a
reader cooperating with the card, the operating systemof the card anal yzes

the contents of its nenory and _det.erm nes her L i3 ea88$3bkalio use
the net woPogF agmaRHe % its %ﬁ?, P\gr%%}%fier é:lgogg previ ousl ; unl oaded

appl i cati v I QP Phn B dt ithe y@lceadivha tofindRilallast hae ionfler matsiedn,

t he operatiing systemof thé card verifies that the information | oaded has
been val i dam@@dbyw thunctitmmadthe Traitenitnfappidicadd ons FRyér 2p7d8ed3déd. The
network may be considered to be an extension of the ,programmabl e nmem of

the card; defrenifiqma aeane ifondaadipg PHEFFFT HH °srt T davinias e
Ties dari ! ! Lo AR 0 .
e v 1 SRR B A SR R e

network i &% sent previously. The ROM of the card

must have i nEAhad Wdora ragiag tihe ipr egitapeei it Iee ter addhfunadtions . t
to load and run an unlimted nunber of applications. Fromthen on, the
si zes of tMereROMY arhrmragmmie thifoPregram thikes Ayayr ST sy Semery

limtati Onsp%%é Q%tne%@éaé f)gr eci(aetCaUti%plt%ea%Q:jc!é‘t%Erin&%%:el memory. The preceding
method is used to correct certain defects in the program located
in ROM or to add some other functions. If a card must run a
program of very large size, the method described in this document

can prove to be inadequate.

The object of the present invention is to solve this problem
by proposing a method for loading and unloading the programmable
memory as a function of the need for the programs and/or the
applicative data, for an information processing device
constituted by a card. Thus, it becomes possible for the latter
to run very diverse applications, such as: electronic purse,
banking application, GSM telephony or the health care application
currently being tested in France. With the aid of the present
invention, the applications just listed are virtually inside the
card. The owner of the card has loaded them in advance; thus, the
card is configured according to his specific needs.

The present invention also makes it possible to solve
another problem. A user may need to simultaneously open the same
application twice. The running of this application in an
information processing device such as a card lasts a certain

amount of time. To speed up the process, it is advantageous to be



4 ~ 5 JAN 2003 and there is no need to produce a new mask when applications
are added. In summry the invention relates to a chip ‘card conpri sing

i nformation processing means and nain information storage means,
charaGterized in that the processi ng neans. conprise: - neans for1r§eymt2mgg,
during the operation of the card, that the main storage neans contain a
quantity of information such that t he execution of an operation is not

possi ble; - nmeans for selecting, in the nain storage neans, a set of
i nformati on to be unl oaded, the unloadi ng of which can release enough space
in the main storage neans to allow the execution of said operation; - neans

for unloading the set of infornmation to be unl oaded j nto, se ondar tora

means, in ahke hertanaia s%?%P%‘%c’&HHbPr’EH Qfortdife aRRICR ‘?t'b
t f f b |
2esoct at e heitbari gy I TR0 ¢ P o e ﬁ;}?‘bﬁ%ci‘t‘ﬁ?%iﬁ’%?n{ﬁn?n% 35‘??&““’

bet ween a é:ﬂé) €ahél, and a chip card reader, the card conprising infornmation

processi ng nmeans and main i nformation storage nmeans, characterized in that

it conprises tHEhis eplsjeonsistaciyieved it (the thaet dthit themd sigo the

card an order to execute an operajion; - the card, searche ieﬁﬁ]f |t has
t

enough apa@iRPPefevith AR CRETR BRI AR FWRIAATY %

so, the caf&ge( Sl £ this operation, then transmts an executlon report to
the reader; - 1T not, the card selects in the main storage neans a set of
information to be[.cma\dt:twgledf apel Lok e nip fdrmdiiicdn can rel ease

- Unloading of applicative information.

- Execution of applicative information.

To acquire a new application, the card receives applicative
information in its programmable memory and checks this data.

When a command for running an application is received by a
reader cooperating with the card, the operating system of the
card analyzes the contents of its memory and determines whether
it is necessary to use the network to unload part of its memory,
and/or reload previously unloaded applicative information.

During the reloading of applicative information, the
operating system of the card verifies that the information loaded
has been validated by it in the past. This information is then
processed.

The network may be considered to be an extension of the
programmable memory of the card; the latter sends it what it
cannot keep in its own memory. It verifies, during the reloading,
that the information received from the network is in fact that _
which it had sent previously. The ROM of the card must have a
mechanism for managing the programmable memory that allows it to
load and run an unlimited number of applications. From then on,
the sizes of the ROMs and programmable memories of the card are

no longer a limitation on the number of executable applications,



5 . 1 5 SAN 2009 enough space in the main storage means to allow the
execution of this operation, then the card unloads the set of information
to be, unloaded into secondary storage neans by transmtting an ﬂgaﬁgﬂld%
order to the reader, in the event that these secondary storage ot
contain this set of information to be unloaded, then it executes said
operation, then finally, transmts an execution report to the reader. O her
details and advantages of the present invention will appear in the
foll owi n'g description of several preferred but non limting enbodinents, in
reference to the appended drawi ngs, in whith: Fi g. 1 represents an
i nformati on prQcessin network used t he |nventi Qn; Fig. 2 represents an
i nf or mat | ARPridteRssid %&F‘?%‘qﬁ ¢ e R ot ARR] inatd oR s FiES
card; Flg J@presents a varlant of Fig. 2, wherein the information
processi ng evice integrates the functi onaI|t| es of the chip card: Fig. 4
is a variant ofrdigmmtaryheyled Nidven t 80 elld s HOceH Y dird Rmprising
equi pped with a device for reading an optical stripe; and Fig. 5 represents
a variant GHEEmAtiPN |prayessing meandriand moln majfiqreiarpce oieiams,

card functi onal itiges, cooperates

d, t |, 22 t hi
\(/:\Aa'[ h rce):m?‘éh%raﬁmg]?%rﬁ&dlz’%‘?%%hgﬂgic I ZORPTNY MERPT S RAATHr ough a data

conmuni cati on Netiidy Zor Tdét &kt £n s OTHRME A EHY %M%@@P%JD%a‘}d
t el ephone network, the Internet network, or : 5) JAN 2p03 6 any

ot her dat atleormehe o irons et age Imeﬁmmdmaa.mmlqmwu)sasf . rcfedmadiicgat a
processing un|t t hat nmanages a nenory. Accordi n%bto t he |n ention, and as

i ndi cat ed SHRR Ehaththe erequiion (RE (an (RRERatly Mt ect t hat
the I oading of amapﬂfe dw&mgo ideadetifin 'étcrp& @qx?éaxm £ derAuss of

a lack of nenory space, i oad anot her appl |cat| on into one of

t he data hianfksrnd: idx mngbé&n]]’dm&edmltﬂmilmgldaei:asgsesf evioioh cenrel esyEce
to receive the new appljcation. |f the card 21 or the term nal 22
subsequentﬂo‘f@éo@at% i el ot FRERIO MRS i TEIRY e BrTRPRTIHy
dat a bank % rgg&da eI oad the application after having, if necessary,
rel eased the nernory space agai n by unl oadi ng an application. The

configuration of mduwnd efét Nnladdbmg the g b linformation to be unloaded
into secondary storage means, in the event that said secondary
storage means do not contain this set of information to be
unloaded.

The invention also relates to the associated method. Lastly,
it relates to a protocol for communication between a chip card
and a chip card reader, the card comprising information
processing means and main information storage means,
characterized in that it comprises the steps consisting in that:

- the reader transmits to the card an order to execute an
operation;

- the card searches to see if it has enough space in the
main storage means to execute this operation;

- if so, the card executes this operation, then transmits an
execution report to the reader;

- if not, the card selects in the main storage means a set

of information to be unloaded, the unloading of which can release



indicated in Fig. 2. The term nal conprises, in an intrinsically known way,
a microprocessor 2, to which are connected a ROM 3 and a RAM 4, neans 5 for
cooperating, with or w thout ‘physical contact, with the chip card 21, and a
transm ssion interface 7 that allows the termnal to communicafg 'r‘g%he
data comuni cation network 26 of Fig. 1. The term nal 20 can al so be

equi pped with storage neans such as diskettes or disks that may or nay not
be renovable, entry neans (such as a keyboard and/or a pointing device of

t he nouse type) and display neans, these various nmeans not being
represented in Fig. 2. The term nal can be® consti t ut ed by any data
processing _. device installed in a private or public site and capabl e of
provi di ng ¢RMHEh fERaeRNEYi HRe i TR B ntEe R MeRNS &9 | N M rthr expBsi sy of
services, this device. bein er ently install or rtabl [t .can gl so
be a dedi c%lfle%l RFER5HRNi %é?? o%gg ea\l/’f%e“.‘n %acgsdé-lqﬁ osne,mtotch’fz1 lcrgfraarmff tl(;aoélr ratloes
a chip thate iglokl®sd into sécdi®hPlstdrddd Ghdmid Wy EAGasS tdideas 9, a
nonvol atile nmenory 10, a volatile working nenory RAM 14, and nmeans 13 for
cooper at i mnlvwadindeotrderi bal tR. rddder chip tlse desdmnethda theddmggedanddny
menory 10, a secret area_ 11 in which, information, once recorded, is

i naccessi bFECFRFE BEARTF ° t 1Rt cFPRtAR 'flél%lc%%"ss‘?fbl’é‘%‘?ﬂ'“}aft’tfrf He® R%cessi ng
nmeans 9, cessipl h -'s§r§ald§t ess| utsi de the
chip by tﬁ%g]r'ng%rl%%'r ogtgésxgo?tgé?g?&trgee% |nlgaa°d or J"’j‘v\c/?rlg't ;S%a}' ﬁ?%éér)riaﬁff'on. Each
area of therasnDtat ah cex@ewt jord Orepor €0EPr tise weader nodi fi abl e ROM part
and a nodifiable part that is an EPROM EEPROM or is constituted by a RAM
of the "flash" type or FRAM (the latter being a ferromagnetic RAM, i.e.,

havi ng the charagteri sti f Lt h gcge ' [ '

those of a conv@%‘??ﬁn%%éﬁﬁ iailg‘? %ﬁ%#éi?éi %%%é%ﬁtt%%e&%n%l

sel f - progr appedt eifi €REOPESLESWDig VEéSc B | G | 4 Sr LD MYre BSr @S Bui thagbr N
US patent No. 4.382.279 in the nane of the Applicant. As indicated in
colum |, limbting embedimentspaienreference| fo prhyyrappended fdrawingof ithe
chip correslﬁonﬁl_s to the possibility for a programfi located in a ROMto
change anot ief programfj located in a programmable nenory into a program
gj. In avarianfigthf rept&sOREHCES SOOI Bfor PibdSsd By acetworPusdd by
| east supplenented - by logic circuits installed in a sem conductor chip.

I n ef fect,thecineentidongs are capable of performng cal cul ations, including

aut hentication agnd signature cal cul aji ons, because of the hardw red, rather
Lhan mi cr oprogrit¥ied? FERFe5eThe,oR oipforts t1oR BRITTSHRT (oricppitediitn
Specific | rt 1 bia ASIC, it is possible to
cite the Silai gN% %&%ﬁ%iﬁéﬁﬁ%%ﬁ%ﬁe%gﬁr ence nunber SLE 4436 and
t he SGS- THOVSONF1@pd neepremekes cal vadiant hef reier ehcevinemdsion t3le 1335. ~
5 JAN 200g, s_Advant ageously, the chip wi|l be designed in nonolithic form
A variant brE@FRRtion PYe¢eeeing cdeYicEi tntegrafrs cfhe tFenetionakities At
Fig. 1 conpgisgRip! fapddition to the elenments of the termnal 20, those of
the card 2 dispo%ed Ina nodule 15, the elenments conmmon to both Figs. 2
and 3 having theigane iefereactant Hof\ePig, 2 hewltewein athe ginberitation3 of
Fig. 2 are replaced ba/ a,  permanent |ink between the m croprocessor 2 and
the ni cr opPbReesBing deviceiftegrirped Witk 2 devkentker i Fexiipg B0 | n this
case, the L oal Ll ses only one m croprocessor 51 or the

equi val ent‘r.)g%%%n%gc?ggi§%’ a£ M 52 and to a nonvolatile nenory 53. The
nonvol atil e nmenpiy. 58 £OPPésELts o vdLPa®d dBRdeipccessi bl e from outside the
term nal by the m croprocessor 51, and a secret area 55 accessible only to
the m croprocessor 51. The m croprocessor 51 has the self-programabl e

characteristic he nj croprocesso descriped in connection wth Fi g.m2.
Finally, the te?’pri il:l]é?' g%’ haasé?;l ?%%isn?%s?%%al?ﬁ? e‘?# a%%a‘sl';%"? hat <3ty o alrcli‘t &)
comuni cat® weiMiddP Rt n€OFRARLIRGL ERDp NEAMD! Kurdbt Hindl Deids, ThSoh&bd @ ng

description refers, in a non-limting way, to the enbodi nent of Fig. 2, and
t he terni nditRoremote| data sbanks de? "threugl 2 Hfand sid uhtnked ©é theming t he

card 21. T ries.of the card are organized in ihe follow ng way: a
memory of Fﬁxé% ?y%%?aacc\’/\%’?%’r‘@aﬁk r’S’Ig'EﬁmZlﬁezﬁh*??p%?taanﬁlﬂfgm“yatmn
progr anraaié EwdER Vs akah o EBADEY1 SphdhE FEERIM Or e id ARE & ¥P&: AStwork, or
represented in Table 1, the ROM contains a basic operating system area
conprising a mnimm of sub-prograns or routines such as the input/out put
and nenory read/wite routines and an area for the operating systemof a
virtual nmenory, this virtual nenory being constituted by the nenory of the
data banks 23 through 25. The

I I



~ 5 JAN 2Q03 9 basic operating system and the operating systemof the
virtual nenory together formwhat wll hereinafter be called the "operating
system of the card." The operating systemof the virtual mam)rg i's
preferably capable of handling at |east nine commands. At |eas 5td6|N 2003

commands are sent by the reader to the card: - Loading of applications into
the card. - Running of the previously | oaded applications in the card. -
Erasure of applications in card. - Checking for presence of applications in

card. Fi,ve other commands are sent by the card to the reader: Unl oadi ng of
applications to the network Rel oadi ng of gpplications from the network
Suspensi on of the | oading process Resunption of the | oading process Erasure

of appl i cafpnseidy tdif Dt idn fddl Qa0 ML RIr AP HalctAda®d HANK S R a

- Rel oadi ng of application fromthe network. -Suspension of the | 0ading
process. -deasurygil | datafprtdusedtiady nop iy adess manhg@su ae memcapp| Aeaicrdingn tohe
network. In one partjcular enbodinent, the operating systemof the virtual

menory fi |t sSfRPt s ARG 2% Il qAtRs Aot kdeasand &l OF Ito&ded in
D ogeamna VETRE 1 Sk Sy Rt SRR T Al el

pr ocessed S proogram r esen X e term

gener al |y 495109 £n i & Xad! 1A 1 PrI i Yo s2Ab1X Bedadiye ofatad 1abike of
term "application"” designates a particular programfor _, inplenenting an
appl i cat i arersdryy gpand deteciide dro/iwgdpast anaddest fppdidaddorciimted one of

applicatign daja. Agai,n according.t ahl.e |, the progra bl e nmenor
conpri ses "Q‘te I‘%"‘g\'ﬁ }Tqarﬂ]é%a%ﬂ et:}?‘fm%lh%ﬁt'r %1Bsmﬁ%3£.r%€ﬁsdmu ea
cont ai Ni NgnénSBFG&pace tJ AALZIRR khe @ew WpP1iicditiOn.he CAHE card 29C@Rd,
so-cal | ed "managenent data" area containi ng managenent data of the
applicati dilg tiemminal s323)remthserient lgalneasdls’ $heP uhlopaded iaprld caddlionc aid,
one or nore encryption keys |inked as, necessary to appljcation providers or
to particui3t %F‘p%fi'i:‘h?i -eSRAP nc%tﬂaé:ac;ﬁ“g‘q a ?RB‘-“B‘T\‘PIQ_I"", rfﬁt?a_-d é:h_lehi rd,
so- cabl ed b0l N0 o £t diS Ythiihg LU eddiadsl OTALAR LA B WSice
I.e., of the executable program “and/or the dat'a necessary to the rdnning
of this pragriamby nidledding tdre agayldiaseiidie gi ven to its holder with a

| oading area and a table TAB APPLI that are empty. At |east the key SWAP is
|l ocated in the T reniieiratich ahEhhrimingle 2033 the srahelcded.

indicated in Fig. 2. The terminal comprises, in an intrinsically
known way, a microprocessor 2, to which are connected a ROM 3 and
a RAM 4, means 5 for cooperating, with or without physical
contact, with the chip card 21, and a transmission interface 7
that allows the terminal to communicate with the data
communic;tion network 26 of Fig. 1. The terminal 20 can also be
equipped with storage means such as diskettes or disks that may

. or may not be removable, entry means (such as a keyboard and/or a
pointing device of the mouse type) and display means, these
various means not being represented in Fig. 2.

The terminal can be constituted by any data processing
device installed in a private or public site and capable of
providing means for managing information or delivering wvarious
goods or services, this device being permanently installed or
portable. It can also be a dedicated telecommunications device.

In addition, the card 21 carries a chip that includes



~ 5 JAN 2Q73 11 Application information | oadi ng area Managenent data area
(SWAP, TAB APPLI, etc.) Systemdata area (code C, etc.) Area for the
operating systemof the virtwal nenory (ROM) Basic operating system area .
(ROV) Table 1 The table TAH APPLI contains the information correspondi ng t.o
the applications available in the card, whether these applicat i1®§Aﬂr@W )
physically contained in the card, or whether r they are contained In e
card virtual ly, having been unloaded into the network. It has the foll ow ng
structure: Code of the applicationStorage addressNunber of bytesSi gnature
of the 7

I nf or mat i onLoad/ Unl oadl ADR- | 1SG\- | LoadedJADR- JnSG\- JUnl oadedKADR- KnSG\- KLoa

ded Tabl ejREoFnBtABRLpréBesb#RemdAB:s APPLY SOAPS1 S€51 & SmdRby IDYS &S there
are applications made avail able by the card, and for each row, five

col ums. ¥olatsilecwbuknndehmemesyaRAMdRAi i &ndaneams cbilefér Jdooperdtimge with
application. A secong cqunH,dianes,a atora e addr&%ﬁiADR-j' 1 ~ JAN
2003 12 ABREILeRPRORLSEdr { THYSaF 4RI LR fELaRRt | o B stior bhe i MeRdey
card. A Lhird GOLUER deblnes EnTWADER ShrBYhER:SEP’GREDLogoLEAIUANTI LY
of information of the application. A tourth colum defines a signature that

appl i es tonabeeakblibdk Ehembptesidé the epppi &aadi D8, acte£silsl € doby NEo atthe
al gorithmand the key SWAP of the card as a secret key. The al gorithm used
can be a Byffespingl ngrysr Or handuan agcesgikle mpea Fhckldpti bd mrdadard),

O PhGESVHHELLLER) <R LITLIIENCES By Ay (108 ADSrANOLS0BL 5 Sher ST 1

and Adel n@ ageous OWEVer , frices Tolse a sinp

function, réaamn%%aﬁd_haﬁhwwash@;omntbkﬁawénor ESER aPéa Sof UEKS | B8n ST Bbe
t he "excl usive ''since, within the franework of the invention, the

si gnat ur emegwesyr L0t cheagemphdseandnendmedi fhabbe oReM pax bcard . a Fhedl fiable

fifth colum, _defi pes whet he of the_a icati in tipn.s
| oaded- PAFG ERCcAPdas: BERRMooBEREOR P5 49 GaPRPEARRte by = WALLHE S der
or an appkegakh®neppaYbdeFrRARNEnE 014088 BEOnGNE £&FfoRadnhéEic aRk) cation
having an identification code "R " The execution of a |oad conmand can be
condi ti onddeby havdogetbkukhavatibarighicsnodf anhBERROM ol tleraoceapptimes i on
provi der. ,The aut hentication chani sm whic? itself is well known,

d

consi st s, *HBREERBLNEPIEPOBF 8FpRi ERYEALHPRIL dBRM: of supplying the card
Wth informtigg,tRak ahipysikt 160p6R5¥EEe! B8t ubl 4Sadi Al 98 8athib &N

aut hori zed interlocutor.

microprocessor with a nonvolatile memory, as described in US
patent No. 4.382.279 in the name of the Applicant. As indicated
in column 1, linesa 13-25 of this patent, the self-programmable
feature of the chip corresponds to the possibility for a program
fi located in a ROM to change another program f£fj located in a
programmable memory into a program gj. In a variant, the
microprocessor of the chip is replaced - or at least supplemented
- by logic circuits installed in a semiconductor chip. In effect,
guch ¢ircuits are capable of performing calculations, including
authentication and signature calculations, because of the -
hardwired, rather than microprogrammed, logic. They can be of the
ASIC type (for "Application Specific Integrated Circuit®".) As an
example of an ASIC, it is possible to cite the SIEMENS component
marketed under the reference number SLE 4436 and the SGS-THOMSON

component marketed under thé_reference number ST 1335.



The | oad command contains a | oading order, the code C of the card, the code
R of the application and the nunber of bytes n of information coftresponding
to this application, which results in the follow ng conmand fornat: ey
JAN 2003 13 Loading Order Card C Appli K nunber n Once the command has been
received by the card, the operating systemof the card verifigss \ggﬁtper the
code C sent is actually the sane as that recorded in the system a8 ea.
If not, the card returns an error nmessage to the network. |If so, the
information of the application is in fact intended for this card; the
operating systemof the card then reads tlBe table TAB APPLI in the
managenent data area to determ ne whether or not this is an initial |oad.

I nitiallyAdivakdtAiFddusdyes thet chdpt &illi beodeatiganedoint henappkhiat Eopmk; i f
that is not the case, the card responds_to the reader with the nmessage
"application alfy ¥ARLAIVaRidFLgf 4 5 d1dneteased dni §ips dm WhEERAR gbad.
The oper atJ . t of car rm_nes _whet.her the n tes _can, be
accommdaiéeeg%ll%%lﬁt ?Bneorf.oﬁﬂ}; 'i?‘ ggq&}_-g S?gl’capafa g‘glt% 8ns'?' & £ Réd&? DENERRRE K
of a firstend adenindl ), exhdsal loEblthel Ralle 2h0adispesaledn hfmBahiei s,
returns the nessage "insufficient nenory". Finally, the card indicates to

t he readertheh®l ementsn coament ke ot Fdgef. Rhendppl hexatihgntheseaget he
response " Load". The reader then sends the n b te?’ ot_L th % Bl in%;';lti on.
Once the FRESFRRISAT QPSS ap e 5008 TRES PHeBREE oPed LA noFr AP anfuBF e
menory, theARRIAE IHYY o pelraiindhnt! 19 nkabd chalnlkkenibiopebanaktie2” 2 Knaf
this information. It thén re-enters into the table TAB APPLI the

appl i cat i evicoogardGeddrer X.or age address_ ADR-K, the nunber of bytes n, and
the signature SG\- K., Once thi,s operation has been perforned, _the .

"Load/ Unl oad" Phdiadddit iof fé'@'t% 18 zgBgesenked pfafidg of LRethifl 62788

APPLI bei i idSiethy 161e QRhaldal iyt BH0Lu LIS CaLdsSaR Lhep,Sead a

report, through the rea , to the card holder or~the application provider,
1 5 JAN 2@itralignti,c atdnnpctied ticha RamMdisegantl tbeaapphveodhtalehmasmbeenss.
performed correctly. The table TAB APPLI then has the follow ng structure

Code of t f&eapanvedidtdds MeReEYaddr SSTREAEEF AR ByeasBigrader acepsenble

informati a 0ad - Loaded Tabhl L AB_APPLL Accardi a
first var :ya%lr?% %u%l% %%Rt @fe}ﬁ,' oaa:% %g %gﬁ’eﬁgﬁgfgffggegg?gt érhh'o%ﬁghg gg? 8g’an
start the aperc Esahl R dyAGIANHIY Ao hel ﬂtiﬁ:h@%&ﬁﬁbbﬁaki se.i rher nati on,

i.e., in the information of the application. This makes it possible to
initializ&aicropnasidasan pd ihasotihet ised £ -Progerampbde charpetexistic of the

microprocessor 9 described in connection with Fig. 2. Finally,
the terminal 50 has a transmission interface 56 that allows it to
communicate with the data communication network 26 of Fig. 1.

The following description refers, in a non-limiting way, to
the embodiment of Fig. 2, and the terminal 20 is called a
"reader™ because of its function of reading the card 21.

The memories of the card are organized in the following way:
a memory of the ROM type, a working memory of the RAM type, and a
programmable nonvolatile memory of the EEPROM or FLASH type. Asg
represented in Table 1, the ROM contains a basic operating system
area comprising a minimum of sub-programs or routines such as the
input/output and memory read/write routines and an area for the
operating system of a virtual memory, this wvirtual memory being

constituted by the memory of the data banks 23 through 25. The



of an electronic purse application, the first execution of the program
makes it possible to set the bal ance of the purse witten into the nenory
at 0 francs'. According to a second variant, the executable programis
started when a first command is sent by the reader to the card, calling the
application in question. Sinply put, the execution start addrdss jal Sohe
application is "ADR-R', but it is possible to use an indirect addressing;

t he designated address is then, in a way that is known in the

m croprocessor field, the content of the nenory nmarked [ ADR-K] that
contai ns the executioa address. -. The redder sends the card commands,
specifying the type of application; for exanple, this type can be coded
into the \%PP&F gPerpéing, YIsFeRs 2B SheoRRBRAtiNg srebrBafethrtHiithaeal so
7816- 3 st . i t and i 'l I " N 151
1~ ~l o%%§%%§n§° fé?gﬁiEFéﬁhgagfr%ggﬁ ﬁé%§%§§g?g%h§gc§%%f%%eg g t he
conmands mb@@rhmgngeaggmeae@¢sth§ aaddadet erm nes the code of the
application corresponding to the cormand. Then, it reads in the table TAB
APPLI whet her The ob¢ratinghsantem pfefhei virhuali nempsycigeprefierabiy can

run the applicatio SR S ot the,case, the.card canno un_t he
ol | cat | BRER Lot b digmitdd e, “EoARrRl BAE, FOPRABSRAGRE FPAChEEBR K i s
witten '%B&ﬁEﬁﬁsAB@E|aehﬁﬁb§ahﬂﬁ obahile thoafeUphpad” indicator is then
tested. If it is set on "Loaded,” the applicative information is in fact
present in the-pLogdimyalofe appldertdbnshéntar thel natat case, the operating
system of the card passes control toq aPR;ogran1of t he apELication | ocat ed

S

at the address -ABRPRiZG pADkhg Preyi gagefoPRAic2hippeninwiBA eaEd-
programuabl e e t ; tsco jn the applicative

i nformation, beggﬁﬁggﬁf %gggg?géggﬁigggnlﬁnP%gged. Let us now assune that
the card hol der cheajiiligc#aropresencdepbfwappiibasioasdihocapdtain the

informati on of a_second application, for exanple marked "J". This is

possi bl e ByVieo2fhey cosm@psis @xei fentnPyr fhei sardito; kpg FRRABFHgr ammabl e
menory of the card. a d pplication provider
is authenticated %o‘élr&éégﬁ?}é;gggﬁgggﬁ:gtgngoF:ﬁog\/felé g%t?éré.ﬁfol | om ng conmand
for |oading appl Redbaddnighlod Epbletathbhsl Eadinnghar deeweakd C Appli J
nunber m~" " It is simlar to the preceding.command related to the | oading
of the applicati SmeRenaiophiof theelopddngupberess-bytes of the application
is m The operat'n%waéﬁpen1of %@g gard.verifies t he code C and 1 5 SAN
2003 16 searchés 3+ P& HColR25A " BYPSE2Rvailable in the
programmebl e nMemMyRe gl IS YyeRtiBak §RetReogdeewBRRLe nmenory cannot
physically contain the two bl'ocks of applicative information constituted by
t he appli dat iome Raatd auiarappibiocddiment . ] thenobezrtdngl gysbam phathet vighual

contain the appligcation J if .it unloads all or part of _t application K
The card PRGN Ssedn e Hraram s Lo, Ehen Br REFPReoF: Sh8caBPbESrEEaRny
the appli qlfddda 4% rERASmAbh1a Mt a180PHRNEra8RE beckRecncs¥sn and
then decides to unl 0ad the application Rinto a data bank, which wll be

consi der edudsitdee thatt uais trdreoprockesisled byr ¢hishpsogrhwadi ng wil | rel ease
the nenory space for |oading the

In the present text, the term "information" generally
designates any executable program or non-executable data. The
term "application" designates a particular program for
implementing an application of a provider of services or
products, and associated application data.

Again according to table 1, the programmable memory
comprises at least three areas:

- a first, so-called "system data" area containing a code



application J. The unl oading then consists of transferring into one of the
dat a banks 23 through 25 of the net-work, intended specifically for the
current card, the applicative information specific to this card. Because of
the signature calculation perfornmed during the Ioading, the card is assured
of being able to control the integrity and the authenticity-of its own
informati on during a subsequent rel oading. Mreover, the fact 15@3,@9@g
signature cal cul ati on has al ready been perforned during the initieﬁ I“0ad
optimzes the run time of the |oad command. The card sends the card reader
the follow ng command: Order to unl oadCad® CAppli Rnunber nn bytes ofto the
net wor ki nformati on This command conpri ses, as the | oadi ng conmand, the code
C of the rardideheifpilagkthé thedapplication to be unl oaded) and the nunber
of bytes n of information of the application; it also 1 ~ JAN 2003 17
conpri ses the toft 8AESNE; FAeSellefe"raRagement datat ex¢arcontadmingted to
the reader_at the sa L the unl oadi ng order. In_the event that e
unloadingmgsag%%eagpagsgtggnggscﬁ?gi%ﬁﬁﬁﬁﬁ%.t bre1t %a%l%ﬁ?%ﬂﬁﬁlﬁﬁ¥wFaf{Ed
execut ed, »gRAb £Kt sHBEQENBL L8Nead¥hi ENrdPKSSe | dr PASSE Déifc i SLBS GaAENt] dnked
resunme the running of the application at the point where it was

i nt errupt ad, nescegsangr tot appliicatioe proyidemsbde permmaytidulde card, or
added to the,n bytes of inforpation of. the lication and unl oaded into

t he netmo?Rpﬁfc?ﬁé°§5neaPanﬁ ggbiﬁec?i&?{;T§$$L%§??E%siTﬂ% to indicate a
destination idengi £heral NsbbgaiPed ©f odaisd oL KeRAGE &8 Sto AVANE-AYBNS! V.

the network has a mapping table that associates each card wth the address
of the dainfbem&tibmtofsappiicatiabsy 1 endefl tlve etecutnlslerpssgrdm,

possible to_prevent the card fromhaving to store this address or this

i denti fi ePPIAPR FRegdRRdrnPReFRRTE MR the L Wming oL tHelf BRRFEAT on

unl oaded from ca r r iyves. t R,

recogni zes tha%H?F§?gE htgﬁaegbf%rgt gg%éfﬁg%{:é?tfg%gﬁ Sends Tt to the

dat a banklbadihyclires afndasddtaBE€dTAB IARPIET NEWA®rkrdoempseyernt Tt hewks,
the choice can be made as a _function of the code C of the card. The data
bank recek9EsSYAR #spieeated ipprheAecxet meedetl 7 afke a2 tile he
card, vi eade a w edgenent of successful reception indicating
t hat theag %§E%efﬁaéfag ﬁaﬁggafaken pl ace. The card then nodifies the table
TAB APPLI by _, setting the Load/ Unload indicator to "Unl oaded." The nenory
space occupied up to that tine by the applicative information of the
application K becones avail able. The operation for |oading the application
J can then resune and the card sends the reader a command to resune the

| oadi ng process; the |oading operation 1 5 JAN 2003 18 takes place in a
way that is identical to that of R The operating systemof the card
determ nes the storage address ADR-J of the mbytes of the application J
and indicates to the reader through a nessage "OK Load" that it can send
the mbytes of applicative information.



The reader sends the m bytes of applicative information that are witten
starting at the address "ADR-J." Once the infdrmation of the application J
is stored in progrannmabl e menory, the operating systemof the card

cal cul ates a signature for it by performng a cryptographic cal cul ation
using the key SWAP. Finally, the operating system updates the qulg T,

APPLI by witing the code J, the values ADR-J, mand SG\-J, and ug gt t he
"Load/ Unl oad" indicator, setting it to "Loaded." The operating system can
then send the reader a report indicating_that the | oadi ng has been
correctly perfornmed. The table TAH APPLI Itthen has the foll ow ng val ues:
Code of the applicationStorage addressNunber of bytesSignature of the
Cnco he pdating-orthaBip AiE AR R A B s ot tng cystod)

~ b

of the cayd than themrfdqémed haianrpldred i@wab, Tahamane wak.hhat it
start ed tpe—apptHtcatiomrR—andthe—card—executes—therur—command——sent—to—t
by the repder. 1 5 JAN 25p28tem fataharear (cbdédey etcapplicati on provide
connects fiTs card 10 a reader and wants to run Lhe application K again, tfle
oper at i ng| syst enPsPat fercihe SREFPE&RIt AESERNt @fit Bhef VirEuahbprenqyB APPL|

to deternyne whether this application if 8&fessible with this card. In thg
present chse~the application K s reco 1rz’lc\ in TAB APPLI _ bhut it has been

unl oaded J nto the network. AggtReropepht | 8pstémi QrggMoOryYy, i.e., J, and
it occupipes mbytes. The operating systemihen tests to see whether the
applicatipn K, which occupies n bytes i fROMhory can be | oaded into the
remai ni ng avall abl € nenory. As assuned above, the response to this test 1S
negative. The operating systemthen decides to unload the current
application J in order to be able to rE&®hel the application K The command,
sent by the card, for unloading J into the network is: Order to unloadCard
CAppl i Jnunmber mm bytes ofinto the networkinformati on Once the operation

has been perfofHediablie TAGLABPET 8bnt&€ns the information corresponding

to the applications available in the card, whether these

-

applications are physically contained in the card, or whether
{
they are contained in the card virtually, having been unloaded

into the network. It has the following structure:

Code of the Storage Number of Signature of Load/Unload
application address bytes the information
I ADR-I 1 SGN-I Loaded
J ADR-J m SGN-J Unloaded
K ADR-K n SGN-K Loaded

Table 2: TAB_APPLI

The table TAB_APPLI comprises as many rows as there are
applications made available by the card, and for each row, five
columns. A first column defines an identification code I, J, K of

the application. A second column divines a storage address ADR-I,



| oadi ng of the application J into TAB APPLI is set to the "Unl oaded"
position. The nenory space now bei ng avail able, the operating system sends
the reader a command to reload the application K fromthe network. This
commdad has the following. format: Order to reloadCard CAppli Knunmber nfrom
t he network 1 5 JAN 2003 20 The reader receives the command, and sends it
to the data bank associated with the card C. The data bank thbﬁ~ﬂﬁtﬂm5e
information of the card C receives the command and searches in the file of
this card for the n bytes of applicative.jnformation relative to the
application K The data bank generates tHe foll ow ng nmessage. which is the

h | ast, mrand.. Thi S t itted,t h
ar 8 v; aPPRaTy ARBT & BEpatans AR PRIRE. AR, BRPLRCRE} OB, BesbPEad, R THRS
oper ati nga3¥st 8Medh rliheof Ak ﬁ@@iKEE'%ynﬁﬂBEPert??t@gdﬁéFgésgh@ﬂg tPfie

value n received are in fact identical to those of”the unfoadi ng c%nnand
sent preguantiyy bf th€prmmtdibn bliethenappllicanionuer dbtibthheolamapti on of
the n bytes of data, which are witten starting at_the address ADR-K into
the | oaddg§inesad shusasyadecshapeprpliegdtrokhehrslpafpbbe Bytemecdpthating

[ I [ frok I
W or it AR LRPERG < SRACHL L= SR BATHLCRTEE RBAPERRCRAT Fime of

si gnat ur ¢nef chir@ Bsbut gecweit! keg .t theughgareeiuit @geapbafi bal &Ukphin@BriighNy
the value of the key SWAP. The recal cul ated signature is then conpared to
the val uelgerithm snch sieD:EsSe TRBLAPPREryPticneSHandardiei o8dahrom the

twork i t identical tq. .that i | oad th i gnat
Dol hoe WARFIRSE RE Ak, AAEC T HrRg shEh: R, B Br A" n (BB6 s FhacfehtRe kEPRER foi ty
or . _. i@hﬁﬂa&t&anAhﬂthaﬁqraabﬁa@ageeﬁbzﬁg-hzusvaeaded EQEeinBLi €8 gagnot

be processed. The card sends the reader an error nessage indicating an
erroneous séopperofuok tivhor smchonsdar haght Benkason| dbadenYPbperahidn, cznd

t he inmpossibility of runni t he pLicatign K;: the ogperati st em does
not set tHECrILH suthaEANggoégxcggsﬁﬁai8§toPlP83th81gﬁb&dEgg %é%FFPBHg i f

NEcessar Yr Ehe”&&v%hﬁi%nﬁh?hﬁoﬁkﬁﬂk%uQE bBgs2RBL! gahl@Nelte LhraCAnhhggot her

hand, the two signature values afe equal, the infornmation received does

cor r espontthetre folrat prbtiekeedpplFicalilyn K fiéthooslymhoddédnent vhehbetatte

Once these checks are done. the operating,systeHIOf t he card updates the
d

tabl e TAAtASE PEpfFhecpPPldoptdoroddi AYerhdPRaLsr " bP2HRE" apBFPcERPORARIL BT

t he "Loaged" Loty The I B APPLI then has the foll ow ng val ues:
Code of t%%lé)%p IdcaIlIlgr?Stgord%gg §3§?éssnunber of

First, a card holder or an application provider wants to
load into the card a first application having an identification
code "K." The execution of a load command can be conditioned by a
successful authentication of the cardholder or application
provider. The authentication mechanism, which itself is well
known, consists, for the holder or application provider, of
supplying the card with information that allows it to ensure that
it is dialoging with an authorized interlocutor.

The load command contains a loading order, the code C of the
card, the code K of the application and the number of bytes n of
information corresponding to this application, which results in

the following command format:



byt esSi gnature of the datalLoad/ Unl oadKADR KnSG\- RLoadedJADR JnSGN- RUnl oaded
Tabl e 5: TAB APPLI Once thé update of the table TAB APPLI 'is finished, the
operating systemstarts the application R as before, and the card can
execute the | ast applicative type command sent by the reader. As descri bed
above, when the card receives a conmand to | oad an application not
currently stored, the operating systemof the card teats the &@aﬂAMHﬂn
space in nmenory. |If there is enough space, the | oading can be done w thout
unl oadi'ng the application currently in nigory. There are then two
applications in the card. The table TAB APPLI therefore has the foll ow ng

confi gur at4-6h- = ] 2Q93_22—Gbde—9L—_he_appL+eaL+gmé%@¢age
addressnlﬂﬁﬁadﬁgéggﬁgg?g ath@aQE.Ene Appli K number n

13- Ll L1 AR

dat aLoad/ ‘Untoadi<ABRIrSeNKtoadedAPRT+SEN-ttoaded3dADRINEEG I untoaded
Table 6: TAB APPLI In this exanple, two applications |I and K coexist in the
card; they areofltéethéYycxREHEaRAE. béeh Ni&dle DPPd I SR EtRE Jatd, 2€EESSi bl e by
nmeans of this card, but it nust be rel oaded fromthe network. The

nonvol at i bpenahbngesystemhefcbhe candaverifices ofhevhen thé orodeiOnsent'is~

> JAN 200gctually the same as that recorded in the system data area. If

not, the card returns an error message to the network. If so, the
information of the application is in fact intended for this card;
the operating system of the card then reads the table TAB APPLI
.in the management data area to determine whether or not this is
an initial load. Initially, TAB_APPLI does not contain
information on the application K; if that is not the case, the
card responds to the reader with the message "application already
loaded"; if it is the case, this is an initial load. The
operating system of the card determines whether the n bytes can
be accommodated in its memory; if so, it calculates the start
address "ADR-K" of a first block of n bytes available in the
loading area. If not, it returns the message "insufficient
memory". Finally, the card indicates to the reader that it can
send the n bytes of the application, using the response
"OK_Load". The reader then sends the n bytes of the application.
Once the information of the application has been stored in
programmable memory, the operating system of the card calculates
the signature "SGN-K" of this information. It then re-enters into
the table TAB APPLI the application code K, the storage address
ADR-K, the number of bytes n, and the gignature SGN-K. Once this
operation has been performed, the "Load/Unlocad" indicator is set
to "Loaded." The updating of the table TAB APPLI being finished,
the operating system of the card can then send a report, through

the reader, to the card holder or the application provider,



23 ADR- KADR- | Program of theProgram of theapplication Kapplication

| Avai| abl eData of theData of theapplication Kapplication | Managenentdata
(key SWAP, TAH APPLI, etc.)System data(code C, etc.)Qperating systemof the
virtual nmenory(ROM Basic operating systen{ROM Table 7 Thi s1aphg 2003
corresponds to the above-nentioned Table |, in which the | oading area
breaks down as follows: it is clear that the area for |oading the
applicative informati on conprises three sub-areas: an area receiving the
inforrmation of the application K, an aéf receiving the information of the
application I, and a residual avail abl rea whose size is less than m 1In

i ght of, this exanmple, the chargcteristics of _the invention can be better
underst&EéFc?ﬁé“@aﬁ@ant@ﬁu&ﬁﬁ@&nﬂ PE &hgi APRIACESEPR: PRG SpSPeRPTAIr™RBKes

|t possid),6. tq‘?:l?..”%%% E?%l%e'ﬂsyr AMRAGE £hb hg%d the %Bhﬁ%@iﬁ p's‘t%%'t&@é’ to
sign the ap& Icdtive informatiom to be unloaded into the network, to verify
the applicative informati on unl oaded into and received -i 5 JgN 2003" 24
fromthe network by conparing the signatures, and to start applications

| oaded t NOr Y .ae L ign makeb i.t. passible.to Verif.y.that .tthe
applica]gagﬁ %&b?ﬁh igﬁtgggﬁéh n grdg%a bgﬁﬁgﬁggrﬁegﬁ pra@?gﬁ P?T?gg ed
into thlappaidatils r padardss efiui ppedswi t P taepingbamatiah [ ecogni zes the
commands—tor—untoadrmg—ard—retopdimy—tre—cprd—and—eans—fortransnrttin
these cponmandX to t he| ndDRBei®Kk. Fi nal hy, the net ®GNkKi s equi ppetioaidel datfa
banks, € nenory Of Whl ch banks can De considered 10 be an extensi on o

t he programmabl e nenory of the card. As seen in the preanble, the witing
of routines into the programuabFabhenbr yTAR APREF to nodify the running of
the programin ROM can only be done by persons who know this program The
junps to these routines and their returns into the programin ROMrequire
preci se knowaedgs g e adHiestevarilat], NRUtaR¢ @yt Ritle R3LATRES! thaf
these routines, the utilization ratio of the working nmenory, etc. The

pr esent dperattingn sysitess ofhithepcalyide waby siagitdithg esiecytabdseprogrames, and
consequent | ,r%%ﬁalin t he iPeciticaLg%ns of ,these routi,nes_while allow ng

t he runfg 3P STutey ABPLECAEESRs InFRE™RS AP e atti- Ge 1 prBgFRfs are execut ed

usi ng t he A AAAY %waeaiPlﬂltitclaQi%ﬁ.p‘i‘%‘iisbh%ke-ghgtdﬁ%:sgﬁgﬁ.e()ftot hi s

program can 1 ndicate the enfry points to certain so-called el enentary

r out i nednirndediivengheay appl isartdivieg ilnforma tdont.i Fgrn ekpnpd e, ntia phegeasrabl e
menory, cryptographic calculation, etc. A first inprovenent of the
i nventi &f @& romichPuFse AgPLieatdemi. c fhey £irgtoerecusdorn ofr §8f to

protect .rp'xlo Kes® i‘ﬁa\r;]:'o%lé%bflrearlg Blet ?xte"‘%%&am% L %g@a%h%e%%@%%h”g
device rnténded t0 recelve applications (such as the card 2I 0or the
term nalinzd ahem@Emcky atd ot [Faameisno Blecoaddnduitiong kleeiohds vardgatuithiede
the card 21 or the~term nal 22. '~ 5 JAN 2003 25 A first application
encr ypt ieReEIaRlEs REeGId i Startedawben ahdizgy conmpad By Bsn&ppVi &Bei on
provi der. Al 1SGS b D3Rl S GanGl AP L BN LG b B RN B 064530 90

i & 8T it WrK; ‘t he“event

devi ce éﬁ%Qgﬁ% applicatiod provi oca i'ntThe néet nth

that theut)f hEld:Qturiere $Hai GRAEreds 1A tha! Appllitatddde i sdoaprAEt , know
the basic key. Advantageously, each application I's encrypted with a
speci f i ®udi idy disf jpas epfoaivsed afy dmdirecthasiddriespingd tthendesdionateds i er

cote K Sftepn Ao R SR Vi thal ol kBB 157 Enl i cRopRo RSy | ©
di ver si fiiQ1 CaRRe Uttt I0F it hidhloty AR AREL [ 2% -Katltnblte RP¥adkisNEhe

systemcan easily retrieve it during |oad/unl oad commands. During the
initial dxeagitdfont leeldyesisi.cati on by the application provider into the -

i nf or mati on ocessi device 21 or , this provider, cglculates the
diversi fied LEP FERSAT BRI (74 FAF G SEFRREERon SRAF LETaRgp(De YPe Of
appl i catdgyl W tibr ;N & dr2 led@impI@, Ot 13 AT daln b3l @olda@ N he HIEE

reception, the information processing dévice calculates the diversified key
associ atoedd thiet [fitvie dyqes icfatal eemmachdd e dmy pics oridanicteh wiilths they 1ISef §18d.6 -3

storing it ip the | oadi,ng area of_ the ,programmuabl e _nenpry. A second

encrypt iscﬁ?néjf?“[‘#e ’?ib;ﬂq’liéaﬁt&?aaraé’ldat é'g‘ltso Sadaldsd Jduds formed by
the information processing device 21. 22. During an unloading of the
application by the information processing device 21, 22 to a data bank, the
application is aga~.n encrypted by this device. The encryption key used
shoul d not be shared by the information processing device with any

i nterl ocutor




ot her than the application provider, no matter which key generated by the
i nformati on processing device is suitabl'e, since it is this device, and

t hi s~device aloné, that will performthe f 5 JAN 2003 26 subsequent
decryption. Advantageously,. the card can use the nethod described by the
docunent US- A-4,907,270, the object of which is to provide.a process for
ensuring the authenticity and integrity of an encrypted nmessagef Jhe
encryption described above nakes it possible to prevent applicative

i nformdtion from being di scovered by a hggker, and prevents the fraudul ent
copying of the applicative progranms. In dition to the commands descri bed
above, it is possible to provide two additional conmmands: onpand _f or

erasi ng SRAGAEND Y SRR £ Fhfatd Tta o memanyy °fforthlané’aﬁ|dg§ Softhe

applicati::qﬂgn r QRN l. el asi I.cathan NSigS
for the car %%rﬁ% ﬁee-ga%cﬁ% catl gir?f %rtO\eﬂn ef{&g?:g'gglﬁ%i tr‘lzgl%?%t %g&%ar%é gﬁe
command idppandect ich dediesddinl iaP|doC allied tonintadid .aMhenh) liangRadssae thies

format is the follow ng: ApplicationCard CAppli Knunber nerasure order |t
conpr i sesaii eaJHB_ARRBIgh whether thed@ode hasc dgenCwati titien /¢ 41£d tha tqdesthen,

t he code K of tQﬁ%a | j cation d possi.bly .the uq?gn n.of byt of

i nf or mat IBFT T ST IGAR PO TS AP LA TROR Kon At Wuddt e R 6388

into the G Gadd&ARTEALD the RPPI18BaHidn1& ;Catd ra@Rnddd b & HRITREY an

space reserved up to now for the application K If, on the ofher hand, the

appl i cat iearrd& heess drapn. Ul dddedtddet K & sd atrd tiagmk i nttive TA® APPEIJS tihlee viadiueer

an erasure_ order that,has the sa formgt as the one above., Finally,
of the "Load/Unload" indicator is then tested. If it is set on
"Loaded, "™ the applicative information is in fact present in the
programmable memory of the card. In that case, the operating
system of the card passes control to a program of the application
located at the address ADR-K or [ADR-K]. We will see below what
happens when the programmable memory of the card does not contain
the applicative information, because it has already been
unloaded.

Let us now assume that the card holder or application
provider wants his card to contain the information of a second
application, for example marked "J". This is possible by loading
the applicative information "J" into the programmable memory of
the card. Just as before, the card holder or application provider

is authenticated by presenting a secret followed by the following

command for loading applicative information:

Loading order Card C Appli J number m

It is similar to the preceding command related to the loading of
the application K; in this case, the number of bytes of the
application is m.

The operating system of the card verifies the code C and



once the erasure order has~been carried out, the operating system i 5 ~aN
z00s 27 erases the row of the table TAB APPLI related to this application.
The command for checking for the presence of applications on the card can
take two different forns. The first formof the command allows the card

hol der or application provider to ask the card if it has a parlBcydNmggg
application; its format is the followng: Oder to check for theCard CAppl
Knunmber npresence of applications It conprises an order to check for the
presence of applications, the code C of the card in question, the code K of
t he application, and possibly the nunber 4 of bytes of information of the
application. The second form of the conmand allows the card, hol der or

appl i cat i 8A2pFBERdEPTt SheskirRE karaks8f BikybestpEaibdRlerinttheapl e TAB

byt es andPf Ru=REnABECReBhy’ "Gl HR7MERe PRABCERL Mo R PE ntily,

Order to ehffibtf phykheapngsesseadh 8Rpl twdtbLBEks &8r&pplicseivad
i nproveatent of the invention consists of not -- starting the unloading of
an appl i cinformagiphecaoshititadt by thei sppdicatien. K| andathe happbhenticeme

menory nust be | eased, th o] plication has_pot be dified, nd
The. not wotke SRR EaFeRE 1 ho BUkERRbof FCRRTEoR RO nERPofPB LeRFeon § 1€
appl i cati gR3 ohlis! 211 or piréAUfZQﬂg Zﬁpﬂ95a9§8ﬁsﬁar¥h&0cHPEO§HfSPh§ the

i nformati on. The object of the second Tnprovenent is to avoid storing t
sane applreaderethatoinausoBuupénd$ngetheabrbcens fort headtbhgotke To

i npl ement this inprovenent, it is _necessary to nDdlfg the table TAB APPLI ;
here i s tREPhéGRSLPHCTLPY: meﬁag gf a specific command sent to the reader,

oo MBS oL R EARTRPRLEEL, ORI FHEE B dene bty 1,
APPLI A swiibhcehiammbeasohetdesddedst aheheitrahht, mukibe 66nthensapd. This
i ndi cator named "Modification" that can have two val ues: Yes
unloading will release the memory space for loading the
application J.

The unloading then consists of transferring into one of the
data banks 23 through 25 of the network, intended specifically
for the current card, the applicative information specific to
this card. Because of the signature calculation performed during
the loading, the card is assured of being able to control the
integrity and the authenticity of its own information during a
subsequent reloading. Moreover, the fact that the signature
calculation has already been performed during the initial load

optimizes the run time of the load command. The card sends the

card reader the following command:

Order to unload Card C | Appli K | number n | n bytes of

to the network information

This command comprises, as the loading command, the code C
of the card, the code K of the application to be unloaded, and

the number of bytes n of information of the application; it also



or No. During the initial load of an application, the indicator is set to
"Yes"; this value indicates that it is necessary to unload the applicative
information to the network in order to release the correspondi ng nenory
space. On the other hand, after a command to reload fromthe network, the
indicator is set to "No"; this value indicates that the appl i‘lc’at’{“‘Uezm3 '
information stored in progranmable nmenory of the information processing
device (card 21 or termnal 22 of Fig. 1) are identical to those stored in
t he dat'a bank of the network. As long as_the indicator remains at "No," the
operating systemof the information pr oceédsi ng devi ce does not execute a
command for un[oading the application;, it sinply sets the |oading indicator
e

to the <compgiResobbergontanbadefi"tpesetFame o brkes fbtitomaitianmt i on
can take | | a N, eppry i hdi or_is set to "Yes" en, { he
applicati i\:/}egrll% %)g_?rﬁ i 83 ?geniﬁ%li;r$?’éd€gc€)}2ése%]%%%t %/n,‘etahse %leg_n%rfkuoraédlynasf ue is
no | ongerogd@s! ; rht tRUSEvERLT €Bat Cthat @il suding &hechd| Hash Nvh e iBH Soccurs
nodi fication can occur in at |least two cases. The first case is an update
of the apphémapave pfojtahpsecaltheardy rbeenicexecubeld, teon tax ekt Hymmatiomy
addi ng suppl enentary functions,or_to correct probl em The second case
occurs frERLERFORGRCAE PROSHBLE, boyr APREBTESRERE 5o BIDT HEAe dROFHRT GIF the

processi ng,deyl5€idn 2t PRe HoLAc AiRerhxed Wil hifber ARPLALAL] OMb NQGK am
For exanpl'€, an electronic purse application sinmultaneously contains both

t he sof t vaterédr inanhgi pgodedinhab badnenedy t sf atlde dedxd s ush addédecdatlaenae.
Wth each utilization, this value generally changes, and therefore the

i ndi cat orbY¥B8i Pfcinfermationeaf| the| IpRLication andunlonded jipto THe

| atter e eads [ ' ovgLeN, the present invention. It is
cl ear thﬁ%gf%eggpﬁhgcg?#ge{:%}?g?érra%lifon, 't:ﬁéer execut abl e program and the
applicative date ¥al pessibpabte bDhdiwatei D0dest biaeXkostidentd £oaweoits| she The
means described in the third inprovenent described bel ow actually nake it
possi bl e £erBephratBetHerkyadiypes. Ay ERFRRRDLY ., THhe inflovemt ikas 2

P ocess afEYhaochiER £hR0°8R001H0Lo°h L LD N IR R Nl of tne

informatio as actua _ n or 0 acht eve

i mprovenedatai bahk BREESSAr ¥pbOiEIPADVP iM€edad@nigAti®N tHid heawwmvpt atile
menories, which can be diagramed in the follow ng way: ~ 5 JAN 20p9 30
Pr ogr am aposaibpel teaprrenéptofhaneabd ef nemobyy Bhantp reteke atidmmddress or
dat a, Dat a_of these nce lsequence | j cati onManagenent, dat a (key SWAP,
TAB. APRL) EBLE PR ELESGF At EOnEREP oD, LT ohe yEPGATAEE (PHT L et o
menor y( CoggrSrmet Eoh NRLBLIEA B¥Sherhef sdhe ¥ifgual nmenory(ROV Basic
operating system{ ROV Table 9 Table 9 differs from Table 1 above by the

structure of iThel pedday meceivést bke pcogmamdnbbet neemrgnizds cthatppetrss as
follows: ; a i Si

o1V one: SaBeRhakehe! Phenblyble, Bl LEaL 8082, PUCh, 21 opIBI I2Lg Lo
the "' apphieRl 1€Nis"REKLAssBACIEAMRE LO6WEPR heali&Feral data banks, the
choice can be made as a function of the code C of the card. The
data bank receives the n bytes of applicative information and
returns to the card, via the reader, an acknowledgement of
successful reception indicating that the storage has actually
taken place. The card then modifies the table TAB APPLI by -
setting the Load/Unload indicator to "Unloaded." The memory space
occupied up to that time by the applicative information of the
application K becomes available. The operation for loading the

application J can then resume and the card sends the reader a

command to resume the loading process; the loading operation



- a block related to the changi ng (non-executable) data of the application,
mar ked "data of the application"; - a certain nunber of changing )
(non- execut abl e) data bl ocks 1 5 JAN 2003 31 corresponding to particul ar
executions of the executable program these executions will hereinafter be
cal l ed "sequences."” By definition, the data of "a sequence is é&fpor%éa,
i.e., it is used only during this sequence, and not during pr d6N 403
subsequent sequences. This is what distinguishes themfromthe

abovenenti oned "data of the application,” éhich are used during all the
sequences. In Table 9, two data bl ocks of! equences are represented, called
"changi ng data, sequence 1" and _ "chgngi,ng data, sequence 2." The rol e of

these dif e Bhat&ksihid WA rihat 3 widertieady feaithed of FheTBRanpl e
below. In : i i g iR f w3t h I Lk ~bS
nodi fi ed,; ﬁe%sl%ﬂuoﬁﬁgvé@ng&s% H?g;aurdg&el n g%%atﬁhtgn%rttglq%.ggdltégfﬁggr %;RI gn
rel ated t aifhalnxet Bytd£ 4 agieamppldicie ioha0iahgl daldd caftarpitioC &hiet ehlder
data of the applicationthe sequences marked

"i " oncode/Swush gharesral St deiagatthatodde g38qFendefe m bytes of

Bg?gi_ag(rjgrse/ 83&%@:‘3{@4 nur oez[ngaq:diroq_qu Unl oadaddr eof Unl oadssbyt esedssbyt esedP/ 1A

SGN- dat - Cod- CotrH . adkatidR-staida Jd&aqtﬁ%?'%@%t o hRpAARR tAveod AENTRmEENnd a0
d- cod- LoadedADR- dat P/ 2LoadedPPDat - P/ 2J/ 1ADR-j - cOdSGN\- | -

SGN- dat - Cadrec otkil tterte (AR tiatg) /altl ddcke ddidiDmts ] MADR -2 "~ Onc@Athepgdformation
J/ 2ADR- | - codS j - SG\-dat - Unl oadCod-cqd- LoadedADR- dat J/ 2edJJDat - J/ 2
Tabl o b, SRR AR T 04 O S B AR ABTAPIR BORREYAPBRE 2. t i s

table has JhgJldPViyik i fd£TE0e farala 1l al &0 lUH] gPRtGHe! #8x iR by

addition to the appli‘cation code, the nunber "i" of the sequence in

questi on. plerfdamiiorgrat | aryptogrraplEss e liculiawd oy asing tthes&eyelSWA®d to t he

execut abl e program and the data of the application, and those_rel at %d to

t he Chanmﬁﬁf Yy dihe [Rperating system updates the table TAB APPLI by
writing the code J, the values ADR-J, m and SGN-J, and updates
the "Load/Unload" indicator, setting it to "Loaded." The
operating system can then send the reader a report indicating
that the loading has been correctly performed.

The table TAB_APPLI then has the following values:

Code of the Storage Number of Signature Load/Unload

application address bytes of the data
K ADR-K n SGN-K Unloaded
J ADR-J m SGN-J Loaded

Table 4: TAB_APPLI

Once the updating of the table TAB_APPLI is finished, the
operating system of the card than then start the application J in
the same way that it started the application K and the card

executes the run command sent to it by the reader.



sequences. For each group of information, there are the follow ng four
columms of the table TAB APPLI 2: storage address, nunber of bytes,
signature, load indicator. Each row of the table corresponds tg_.a data
sequence P/1 or P/2, both related to an application.P, or a seﬁﬁe%’é@ﬂl or
J/2, both related to another application J. In different cells of the
table, the code of the application is nentioned in order to indicate that
the value in question is related to a given application, for exanple:

ADR- Cod- P: storage address related to the application P j-cod: nunber of
bytes related to the application J. Furth& nore, the synbol "Cod" indicates
that the value in question is related to information of the "application”
type (program®f taze acafdtihelder sir grnpip)ca tutnn erdidder meingwcds s cavel
val ue in question_is re%at ed to information qf, the "sequence" type (data of
the secontP gt GURAAER R, MARES: ESER K92 05 AR &f 39 ek mitieon
(program r i f ﬁﬂﬁl j j

SG\- dat-J%?f%E%)ﬁ t%%t'o %%?%ére ax;t]dgtl}rt?ag'}}s%q%cekr%%% : fl‘%?tdtﬁﬁerlh%p a‘lbcléeti on
J. An examys eaprll betdetethcs ivisether mind epplosect idid ihadumsdinlol ve
it using the present invention. The information processing device (card 21

in this cesE) ks jeardy cBRi YRR REPIFRY i985 9 odd e dRRIE RO Ke 3fppl i cat i on
P. a payn?@éo:?c?@&' L2400 Apihe Sl eqld q{gsc.boelé{s‘irhyooaed dTr%%tacDmHecﬁét% k.
y I's il R ab d the

i nformati'on stored in progranmabl e rmenor e execut abl e program an

dat a rel aA6thér ASp POPAt Lo | D&, id hdnorhs, NOte Vel ,amhd HANFdt@ipdaisA m
corresponding to a sequence. This information conprises n-Cod bytes stored
starti ng-eytesm. dthie ceaperDRITHIsYBteamctHamdtdatl ¢ (red whatther thepaded. " In

ddition to the jnf t] | ated, to t ut abl dto th
Gata of (HPLITHFER | Bn ETER fOIAST gh Hriafo it RPN A tife \OARRNA
contains gnEdinBigd Lémdyh Pig OdvLNP \ Gneddsd, .* xd A ssunflBltaiib i) aneequence

i. The tabie TA8 APPLI therefore has the follow ng val ues:
response to this test is negative. The operating system then

decides to unload the current application J in order to be able
to reload the application K.
The command, sent by the card, for unloading J into the

network is:

Order to unload Card C | Appli J | number m | m bytes of

into the network information

Once the operation has been performed, the indicator of the
loading of the application J into TAB_APPLI is set to the
"Unloaded" position. The memory space now being available, the
operating system sends the reader a command to reload the
application K from the network. This command has the following ..

format:

Order to reload Card C Appli K number n

from the network




1 5 JAN 2(1p3 34 Applicatilnformation related tolnformation related toon
codet he executabl e program andthe changing data ofto the data of the
applicationthe sequences marked

"| " Sequencest or asi gnat LoadedSt or asi gnat ur Loaded”nunber genunber ure/ genunber a
[ addr eof Unl oadaddr eof Unl oadssbyt esedasbyt esedP/ 1ADR- p- codSG\- Op- dat 00Cod- co
d- LoadedPP Tabl e 11: TAB APPLI The transactions are validated 15 JaN 2003

el ectronic circuit called a security nodule. This nodul e can be | ocated
either in the card reading termnal 20 of Fig. 1 or, if maximum security is
desired, in an approved banking center, wfich can be |ocated very far from
the termnal 20. A transaction of the electronic purse type takes place in
several stagesThhareadqui recesviesubhe acommandcandependm thrth the datran nal
and the security nodule.. The pusrchase.can he de at st.ore equi pped with
a termna aﬁj‘tﬁxﬁ°ﬁbﬁﬁf'é,wf}ﬁ? F{‘ec‘éﬂr‘él b 'g}ée ;E%I a}l’a‘?’ﬁetm%ﬁeh 'ﬁﬁﬁe card
hol der, Wonss ket ibAabei EnBOLaEGUE PPECe YL %@Mana %&g&&f%geﬂ;to
make a purchase by neans of a transaction initialization order. e

oper ati ngthgsfebheobft brisacdrdefogntiesn dvy e sled £ odpp hibc@tplé Ci f dafind tyjex

it then queries its table TAH APPLI. The query of the table tells it that
the appli E8trbhveoEPetBenaPRYicatise Br JBrejdath bark genemrtemidthaat no
seqguence d. oper af | en.initiallzes

cequence BoTLBEFHAThERRRVE vASEN PR Phe M USRER LOTERL ALl SRR
sequence gdofRaAREY PRESErebpofisdals byiksmitted 1o JAE 20004 3bia SHaltddWed
the address ADR-Dat-P/I. The | oad indicator corresponding to this sequence
is set to "Loaded." The table TAB APPLI then has the follow ng val ues:

Appl i cati | nf prrati-on—el-ai-ed—t-otrerrati-on Fe!aLed—$99n~eedekhe—e*eeup$bIe
program andtlhe ekaageng dpt aagplie khe flahamdlrt he appld gatdentidre gr@uences
mar ked - '
"i " Sequencest or asi gnat LoadedSt or asi gnat ur Loadednunber genu~er ur e/ genunber a/ a
ddr eof Unl oadadurheobpatrasaiiagbypiesetssbyties ecid-d A nvenilSENvO e delid) Cod- co
d- Loaded. Dat - LoadedFPP/ 1 Tabl e  TAB APPLI 12 Next, the operating system of
the card SPEPEsCthE appl that VaduprpgFadebyed @teatimgiact ukderbienk ¥Ridress
ADR- Cod- P, it _specifie r - - P t t 0, to be
dsed, wni FRORPT BEcthrcint dRata E5hnaly She preflotbhy PEPALY A8 P, 0
sequence theS&ehREndTbAtdAhdsi WEtHUERe PEPETEDIMESE L EhE LS, b E6s 5P WH t£f

the transaction, the object of the transaction, the selling Institution and
the date whicheareawsittppnstanting athehe naddiresiat ADRUE hirko t tlee btoadirg of

the electragnic [se_i,§_Not ifepporary.sgquence data, since jts ... lifetine
exceods 1 Aabeor CHidoatdnees BETRE SridnEShopitemiteofs B 1S ongratite

stored W ghstBR PhOghaMabl1eheaABPRPPLRL bANrettPEePidl CHASR PE1Saddd StokOLICt
is in progress; the card sends the reader 20 a nessage in order to obtain a

val i dat i oanéprmabionanadticthensamentimpaybipatopera eingceesten| calénbagpst he

~ 5 JAN 2~
the signature of the n bytes written through a cryptographic

calculation using the value of the key SWAP. The recalculated
signature is then compared to the value written into the table
TAB APPLI. If the data received from the network is not identical
to that previously unloaded, the two signature values will not be
equal. There is therefore a doubt as to the authenticity or e
integrity of the information received. The loaded information
cannot be processed. The card sends the reader an error message
indicating an erroneous reception of information during the last
loading operation, and the impossibility of running the

application K; the operating system does not set the load



36 network. This comrunication can last for sone tinme. In fact, the
communi cations can be disturbed and the data sent can t-ake .a long tinme to
be anal yzed by the approved banking center. This causes an increase in the
gl obal duration of the transaction. During this tinme, the user decides to
nmake a second purchase. The present: invention makes it possibl & § oaavebos
waiting for the end of the first transaction before beginning the second
one. To make this second purchase, the card is used a second tine by a new
transaction initialization order. Just as before, the operating system of
the card verifies that the executable prdgramof the electronic purse
application is |l oaded into programable nenory. This verification is done
by queryiigdi¢atenbte T8 FRMded hepapierixn ngi S isdeddwy ehit megogidazas t he
presence of the programand of a sequence (1) that is in progress. For this
reason, ith %s%?’@g i f SR RPRkRAEIh B new sequence nunber (2) and,
i nitial i zes hge ! Bk eclbB AR Bja SUNL %G NN JdrudiSlbe Idqua

Thé

verifies whether’ theré s enoug Space n- dat tes it

pr ogr amraghé mmmaémnthecéméu @ é e d¥fr d dforid e XAl abf! extata type. |f
there is enough space, a new address ADR-Dat-P/2 is determ ned and the

second t rapBhieabiorh beevionslyl louded apmq-;o e ApRid. Rnce Hdhdsd [aheicks
values. Inforpgation_related tplnformation,r atedﬁgthe exec able E ogram

andt he ch3fgi AgPeat o APPTFEART t VI HE R ST (FRF QRIS o ences

mar ked" i " 9Rg Oflep Rt Ob saeaeiﬁ@@&am&%&&%@m%&wdﬂ & gen
unber a/ nunber addr eof nload dr eof Unl oadssb tesedssb tesed ~ | AN 2pp3

37 P/ 1 ADEentheotL&ed! gpoeition.

The table TAB APPLI then has the following values:

Code of the Storage number of Signature Load/Unload
application address bytes of the data

K ADR K n SGN-K Loaded

J ADR J m SGN-K Unloaded

Table 5: TAB APPLI

Once the update of the table TAB_APPLI is finished, the
operating system starts the application K as before, and the card
can execute the last applicative type command sent by the reader.

As described above, when the card receives a command to load
an application not currently stored, the operating system of the
card tests the available space in memory. If there is enough
space, the loading can be done without unloading the application
currently in memory. There are then two applications in the card.

The table TAB_APPLI therefore has the following configuration:



ADR-n- datO
LoadedDat - Cod- Pcod- PP/~1P/ 2n- n- OADR- codSG\- LoadedADR- dat LoadedDat - Cod- Pcod- P
P/ 2 r-Tabl e TAH APPLI 13 The two transactions will then be perfornmed in ’
par al lTel in the card, without using the networ k. The reader nugt A,ﬂzmate,
in the applicative conmands sent to the. card, the transactions to ch
they refer. If there is not enough space, the operating system of the card
deci des to unload only the changing data corresponding to the first
transacgti on (sequence nunber 1). It then calculates the signature of this
data of the first sequence "SGN-dat-P/|,42and wites it into the table TAB
APPLI . The new non-execut abl e data can thus be in the sane place as the
unl coaded [data, 1. €. an_address common 1o Th Sequences|and nar kKed
ADR- Dat - P. Ccmaaof ttiie c r@tsmm t he nuepgar ofhe| f Siligoaittg ec o end/Uadged t
unl oadCatd P - -nunber"n dat"to th e ugnce nunber 1n
dat byt es | F5E lrfaFH'iOE‘(‘ 488 o st PHESre | 1(9%1 ttﬁ% lé'(agg‘t he one nentioned
above, wifth the followlng gif frerence: the third ceﬁlGNc&nt aiNs oade d5 JA

20p3 38 parareter—specid h“ —g—Ret—or-y—t-he—code t-he-applicati-on—but

al so the|fact tfhat the datpmnq of [t he sqquence typggﬁt.lIr oug1 tln,e,aa@vam

"Data"), ramd—ttermunber—t—of—the—$equence—Tm estTom—AsS—aresutt—of—thrt
comand, [the table TAB|APRDR-A¥s the fol ow ng|val $&ar-J1 nf of miniloaded| at ed
tolnformafTon rerated tot he executabl € program andt he changl ng data

oprpI icatito the data of the applicationthe sequences narked

"i"oncode/ st or asi gnat Loaded, St or Bab§aab ur THBIRBRReFuencegenunber ur e/ genunber
a/ nunber addr eof Unl oadaddr eof Unl oadssbyt esedasbyt esedP/ 1ADR- n- codSG\- ADR- n- d
at SG\- dat - Unl oadCod- cod- LoadedDat - P1ledPPPP/ 2ADR- n- codSGN- ADR- n- dat 0Cod- cod-
LoadedDat - LoadgfiRIP gl aditanphAB ARR-lapkl ids ta on@s W anefl K RicexdRe 3 @he t he
second transacti on having the sequence nunber 2 can continue. This new
transact icardl theyeqre bl zeatdly cxdantabrlenm mhéhpayﬂnmlomtmon & rdequest

is therefore sent t t he secu duI e ass t ha nomnerit
the card 19585 LIRRRRA G (ARGl it o AURY Banataied Fen
operati ngtéa'%{ém&fk { %&q{&\;&%ﬁez%mo@ﬁemaw t@xf G&erdswam% oer
that this nessage relates to a ~ 5 JAN 2pp3 39 transaction other than t he

current ofellowindyinfadatgidre table TAB APPLI, it recognizes the first
transaction. In order to

O




process it,
transacti on.
dat a,

it nust then | oad the non-executable data of the first
G ven that there is not enough menory space for both bl ock

s of

t he operating systemof the card nust therefore unload the data of

the second transaction. It therefore calculates the_signature of this data
"SG\-dat-P/2," and wites it into the table TAB APPLI. Then, e ggralggends
the reader the follow ng command: Order to unloadcard Cappli P - data
-nunber"n dat"to the networksequence nunber 2n dat bytesof data The table
TAB APPLI then has the follow ng values: Information related tolnformation
rel ated tothe executabl e program andt he @Rangi ng data of Applicatito the
data of the applicationthe sequences narked

"i"oncode/ gﬁgﬁkgnatLoadedStoraaiggs%qéLoadedSequeHcegenunberure/genu era
/ nunber addr nfroadaddr eof Unl oads esedsabyt esedH 1n- n- SG\- dat - Unl oad ADR
- CodSGN- LoadedAPR,dakiR1 8¢ DaheCod- g?eoob,_P@ ram oF JAN [2003 40

P/ 2n- n- SG\- dat - Unl 6adADR- codSGN\- LgadedA datP/2edDat Cod- PCod- PP Tabl e TAB
APPLI 15 The opepplingtépst Em of tlhe applliddteiorsends| t he reader the

follow ng c
net wor ksequ
al ready wri
only the co
t he sequenc
sequence in
bank specif
file of thi
application
message, Wwh
i'i~ trans

- n- dat n- dat

which the loading area breaks down as follows:

prmand: Conmmand to rel g
nce nunber 1n-dat Thig command differs f
ten h thirdj|cell & Pa
e bgt%hgkakg catior,tnR %go the facdt that the data is
tyaﬁpitb&eueh khe tenm "dxpaida visid 1 hd nunber 1 of the

adCard CAppli P - |Data_-nupberfromth
rom2¥@itaPdad co

ramet er specifying

and
hot

pf

L]LIUDL o The Teader T ecer ves the—conmmand —and—Ssemnds— Tt tte

cal |y asMagmgement tfatzafke) SWAR, (BAR ARRII sesteches in the

lat a

card for the n-dat bytes of nop-executable data related to
P, sequence nunber 1. THEY §58% 4%k generates the fol | owing

D

t he

ch is the response to qggdgaed gtba§t command; this respons
++ed—t-o—the—eard—-a—the—reader—card Q%pH—Pf DBat—a—
byt essequenpRraviber sietethibd the LidANa2OgBméiy

(ROM)

Bagic operating system

(ROM)

Table 7

This table corresponds to the above-mentioned Table 1, in

it is clear that

the area for loading the applicative information comprises three

sub-areas:

an area receiving the information of the application

K, an area receiving the information of the application I, and a

residual available area whose size is less than m.

In light of this example, the characteristics of the

invention can be better understood. The card is equipped with &«

minimum operating system that makes it possible to manage the

memory space,

applicative information to be unloaded into the network,

to load or unload applications, to sign the

to

verify the applicative information unloaded into and received



This command differs fromthe,response to a reload command already witten
in that the second cell contains a paraneter specifying not only the code P
of the appjicétion, but also the fact that the data is of the sequence type
(through the term"Data"), and the nunmber 1 of the sequence |7 qifstlon

The operating system bf the card can performa prelimnary operat’

which it verifies whether the codes C, P, the sequence nunber and the val ue
n-dat received are in fact identical to those of the command sent
previously. If they match, the n-dat bytes received are stored starting at
the address ADRdat-P read in the table TAB APPLI. Once the |last byte has
been witten, the operating systemrecal cul ates the signature of the data
by neans fifom mqmewmihycmmpﬂmm@nthsisﬁ;gnmmUemﬁ ttdes eyt SWAP.
The recal cul ated signature is, then conpared to_the val ue "SG\- dat-P/ 1"
witten | #PRHECREHPRS Thepdesdb inte rthe anener; oThe (Fianaliurs %ﬁkf—wtt equal ,

t he dat
t h:t 3n?0é§£é%i%:r?éelv§%u‘g%£bﬁ?ﬂgr}%@r§h% ﬁ&‘%&ﬁ%@%@%o’}ﬁoﬁ%%o he au et(flerﬂl Clet y
or integrddya dahkehsatBes&gGetaeioud e Todded SinkdISthids tdierd camled sy OF

nmessage indicating the reception of erroneous data during the |ast |oad
operationis muimeﬂnpbslsigiprwrm 'elomimwimsttﬂmmms | foxt he tvvo

val ues are t he.dat ceived are onsi der to be i en.tl c

Uhose pr o bRThg, Foa et iRe Be cEatd and PRRaS A A TR

continue. o JiiRa QR8s £b E‘ﬂe%‘(&év%‘%l@f Fieachr d Eﬁ@rhéﬁ%l?}l@%é h@qi-&ia&llé%i ViEEHA‘PPL'
by setting the indicator for the data of t he application P/ Loaded.

~ 5 JAN 2d¥0ea Aanks or tiné | memoxy ad £ dwlt D¢ infloandes | o rlsd atets tdetel eedad ail e

rogram andt he changi ng data of licatito the data of thea i cationthe
gquences *ﬁﬁ?ﬁiﬁn g ghe progr able memory oéithe card PP

‘i "oncode/ storygsi ga d@)?eS %{Iﬂ'ﬂét quﬁﬂ%ﬂ:}‘ ur e gegaber a
/ nunber addr eof Unl oa%lagﬁ Un‘lplf)a ssbyt esedssbyt esedP 1ADR—n SGN-ADR—n SGN\-d

at - Cod- cmb@b&mmu%eﬁ@tfﬂmaﬁiﬁdi&’% 24 Fy kS GherAl I - SN Hka tp i rard C
od- cod- LoadedDat - dat P/ 2edPPP Tabl e TAB APPLI 16 The updating of the table
TAB APPLIiBcRON ¢3mi QhbY, Pe HORP S BI RS WSERR JMOY Chife RERI TRt iTie P

whi ch wi | t

o oh w1 BRSNS £bSind MRS JORLS Shodd VRGO R 09 non

return torédeippeppééige sméxemd@atofmmg%ddfas@g,t Utte rm{m.tty.aﬂaleautput
operating system rec(ggni zes the end of the sequence "1" and decides to

rel ease twwws c'éh%w&%mmg ke (el i iatjfﬁntlfﬁ%i%éhﬁeﬁ‘i'&fé To do

this, it &L inf or rage, addr ess.’ signat n

Ioad/unl 080 %‘? ?%“c‘)r”%y rr@%tl ng t#?eg o HY S tflucfan zse?]g"esrh h’ts gfrd‘)blffgl by
APPLI the@v@félﬁé‘euéﬂhéoﬂhéﬁe Vebwefnes, and cor¥NZASL A 3reddd DInpt t1n
related tolnfornmation rel ated tothe executabl e program andt he changi ng data

of Appl i catpedi fheatibons mfttieea@ptmhimmtmlseoaﬂetmmlk@drunnmg of
"i"oncode/ st orysi gnat. padedSt ory, nat oadedSequencegenunber ur e/ genunber a
 urber aFRtr i ity EE R TR ISR LEGREE(E GO O TE CRRTAEDh. 00Cod
- cod- Loadggl %é%ﬁaﬁoﬁ-?'%ﬁ 29 dedx Hnd #asiCndnend. Laad: RigedP
PDat - P Tabl e TAB APPLI 17 When the card receives the validation of the

second treRteicPregramn healmpiamdiid:mge s'ylse eentiy tPpeints (to eowgra izesgo byaHests

of the sequence nunber, *hat t he ggw;el at es t%a her transa

Chat Ts: rOFSPESERAY THREIPFST TTGRCECH dY o neh SR FHIN G e Vor FLRhdhdi ng
non- execubAbhs S3ES. BESgPLuhODDE mREEH) - o HSE Syd o LT Sl L1, N, Lo

unload them It suffices to |oad the non-executable data correspondl ng to

t he second transfttsvnimghevapenttofigtby simvesteinis ddresisesicsf tdérecfypting ng
command: Command_to rel oadCard CA{) pli, P - Data -nunberfromthe

net wor ks et rRRP hifpEive nintprmationsin prden FQRAMEE e Lein@ntts 1,

the reade&arloué éﬁghggggs between the information processing device

intended to receive applications (such as the card 21 or the
terminal 22 of Fig. 1) and the network, and during their storage

outside the card 21 or the terminal 22.



recei ves the command an. searches in the file of executable data rel ated
The data bank generates transmtted to the card 44 3 sends it to the data
bank. The~data bank this card for the n-dat bytes of non to the application
P, sequence nunber 2. the follow ng nessage, which is via the reader: Card-
CAppli P - Data -nunbern-dat bytessequence nunber 2n-datof datfygThg )
operating systemof the card can performa prelimnary operation in aﬁ?ch
it verifies the codes C, P, the sequence nunber, and the val ue n-dat
received. If the verification is positive. the bytes are witten. Then, the
operating system cal cul ates and verifie?ﬁﬂu&signature of the data. If the
two values are equal, the data received are considered to be identical to

t hose previ oudl §igatoadpdipytine eacuyPEhenstebates rtpstle i bnlehdl tieadfore

continue, . The operating,systemupdates the table TAB APPLI by setting the
Toad | naPEatar BPPEREREARK RE RN EEpa e el oS T ACH S cuf¥ iF RS o
rel ated gacthe RY9CHERQ! ByPERET PHFSPHat PohNBrdatas PhgtfSvice and the

appl i cationl nformation rerated to the changing data of the sequences marked

"i "oncodapplbcatignapkomid&rolasayadt inl bheecd&ewozrke eipe ntind ceverd/ geantunber a
/nunberaddrleUnIoaaddreofUnIoadsabgte$dedasbytesedP/;ADR—n-codSGN—On-datOO
de_Cod_EbadépﬁermatlgnJpﬁpgggglgg evice 18 a card, its reader does not

wppLl 15908 GRanpHRLS Perh ARRRRERaROaRE | Stk APLEATIR 18 IRt e

syst em siwithSat BpeapgliccaivepsPEivli RBywobtatnsdi friémt tice I£ONE key and
transaction. The second transaction being finished, the programof the
appl i cat fsamenddiveraifiest appsthturadt PHnat sreati bpaparametey sentainagi ng

t he virtgsélg?ggigh_TEga?ggégbngiégs&ggLdgdggeﬁﬁér8%%%?%? é@&%eé%ﬁA%&;K

sequence rni she mendry space can n eased.

this, thenl grat peBgrafmhBeet Abh6ry ABTRPFLALGErs1El OF agen asler #66red in the
"signature" and the | oad/unload indicator are set to zero. The table takes

on the fbhabbei B3ByvAPHEE: spntbahathenoperatiéngt syatemnean cepsil vt vetrie e

execut abl, rogram andthe._changi ng data of Applicatito the data of the
appl | cat FBntHE BEqBREEAREPRegomaands

I nunber addr cor Chl ABCar o b boeayy Soonas iyt Somdt) TAGH neeodSaNon- dat 00

Cod- cod- apriiéd@PRoAADRomided SGhitontHeat D0fotmabiloh cpdecdising devide 22D3076
22, this provider calculates the diversified key associated with
this application and encrypts the application using the latter
before sending it into the network; upon reception, the
information processing device calculates the diversified key
associated with this application and decrypts it with this key
before storing it in the loading area of the programmable memory.

A second encryption of the application relates to the loads

and unloads performed by the information processing device 21,
22. During an unloading of the application by the information
processing device 21, 22 to a data bank, the application is again
encrypted by this device. The encryption key used should not be
shared by the information processing device with any interlocutor
other than the application provider, no matter which key
generated by the information processing device is suitable,‘since

it is this device, and this device alone, that will perform the



Tabl e TAB APPLI 19 At this stage, the operating systemof the card can
conpl etely erase one Tow of the table TAB APPLI. The managenent of the rows
of the table TAB APPLI therefore takes place dynamcally as a function of
need. Another, static nethod for nmanaging the table is to dECIqF once and
for all the nHX|nun1nunber of executabl e sequéences for an appl cdfNA3 | et
"s" be this nunber. "s" is then transmtted during the initial |oad connand
for the application; the operating systemreserves in the table TAB APPL

t he space corresponding to these "s" sequences. Let s have, for exanple,

the value 2. The conmand for |oading the28pplication K has the follow ng
val ues: ~ 5 JAN 2003 47 Loading OrderCard CAppli Knunber ns=2n-codn- dat
Thi s conn@mhb%ﬂﬁé@tsdécnnpth@none described previously in that it includes

a fifth cell |n| the a of t araneter. s {1] be note

in this case t ﬁ‘a“%jp/)%tl'f ®d ‘?ﬁfhﬁﬁ bceod“etffh% ctré'lbﬁdeg’ytd: e
appl i cat '&&ﬁﬂ&aéeﬁé RY4 [ 967 COMTRNGhe &K ddie JRITRAH-date PTp R0k el at ed

to each future sequence and reserved for this use.” Ina varlant the nunber
n dat of pydesssrafonoénieringnshe tdaecherit idity stxage,ndngr:,myo\dﬂjwto t he

operating systemof the card later by the application that is | oaded into
t he card. e‘%%r@\?%@u’ﬁ?sé?g?hl s command, the operating system updates the

tabl e TAB APPL'.{'h %H%E‘{Jﬁfﬁgﬁlgg\é%]ﬁﬂe USS5vd rna%égit%o%cc{,'seél%le té:atprevent

tol nformati on re € exec progr am andt anging

of Appl i CadppDiédieivat n0brihaeiew Dt + il O A HAMMANGR BRIk athcker, and
"i"oncode/ st orysi gnat LoadedSt or ysi gnat ur LoadedSequencegenunber ur e/ genunber a

/ nunber adeirefoépg oble dir avdwhent deetiang cfistha mﬂl@/mm TreBERON- dat 00
Cod- cod- LoadedKKK/ On dat 0 ~~~Ood.— 0 dedKK Tabl e

) TA
ey %90 021 BaEEL0 SeE RS iR, Hee S a AR St (Al FORRIR RS
are possi @éeprg'@fdéaﬁﬂocﬁﬂdi/tiéﬁ@i | Sonmiticed N ases&wdnd:qml 6&&@9@ i cations,

each equi pped with several sequences. For exanple, here is one particular
confi gur acapphicdtidms t aibd ca Té@udRl |for checking for the presence of
applications on the card.
The command for erasing applications consists, for the card
holder or the application provider, of sending the card a command

intended to delete the applications that are no longer used; its

format is the following:

Application Card C Appli K number n

erasure order

It comprises an application erasure order, the code C of the card
in question, the code K of the application, and possibly the
number n of bytes of information of the application. If the
application in question is loaded into the card, the operating..
system of the card frees up the memory space reserved up to now
for the application K. If, on the other hand, the application K
has been unloaded into a data bank, the card sends the latter an
erasure order that has the same format as the one above. Finally,

once the erasure order has'been carried out, the operating system



Information related tolnformation rel ated tothe executabl e program andt he
changi ng data of Applicatito the data of the applicationthe sequentes marked
"i"oncode/ st or asi gnat LoadedSt or asi gnat ur LoadedSequencegenunber ur e/ genunber a
/nunberaddreofUnIoadaddreofUnIoadssbytesedssbytesedKLlADR—k-codaﬁghwngﬁﬁdOK
- dat 00Cod- cod- edKKK/ 2ADR- k- codSGN- Unl oadADR- k- dat SGN- dat - Unl oadCod- cod-‘edDa
t - K/ 2edKKK/ 2K/ 1ADR- k- codSG\- Unl oadADR- k/ dat SGN- dat - Cod- cod- edDat - K/ 3LoadedK
KK/ 3J/ 1ADR- | - codSG\- ADR- | - dat SG\- dat - Cod- cod- LoadedDat - J/ 1LoadedJJJ/ 1J/ 2ADR
-j - codSG\- ADR- | - dat SG\- dat - Unl oadCod- cod- LoadedDat - J/ 2edJJJ/ 2 Tabl e TAB
APPLI 21 Corresponding to this exanple, ®fe card virtually has two
applications marked K and J. The executabl e program of the ~ 5 JAN 2005
49 appl i catasasKthe pow bf the tablle MTABIEPPLI hrebatedjusnogaiof this
application, marked 1, 2 and 3, can be executed at the sane tine. The first
sequence PBP}i@REHEH: the other two are currently being executed. The
sequence 2 is | oaded; Lt W IIl,therefore be necessary to.rel.o~d it in
order to finis ﬂ?t?“ﬂ“%%? 8rff% Qﬁl?%eE%Eq %é%%eif%#%i?f %Rpkﬂ gtigus on
necessaryth® &8-@adahheaReecewbali £rr &9t aRdARs. tTige e A ©Of£d e SPPHEat i on
R The executable programof the application J is in the |oading area; this
appl i cat i compandsaklibwantbestgréxkbelder tow applicreeion mardeiddr drml L5k withe h
are currentlg bgin execut ed. The, sequence 2 js un]joaded; it wll be
necessar yC#bdrtfodl PRSi A BRAEICHAY | BRI FrE1an] L&k ARG 110 dth %t ed the
need to pggpgLiynganage the available nmenory space. The |oading area shoul d
be occupied as much as possible, thus avoiding the Unl oad and Rel oad
commands as nuch as possible. Quite clearly, the inprovenent that consists
of encrypting.the data_ in addition tgo signing them when unloading, and of
decrypting {h i 39/ i ng, Q¥¥b appld.ed two tihi i

i npr ovenent %%%&vﬁ%ﬁmoﬁoﬁ %éﬁgpr ce urel,t?or %&Iﬁjlallfy | oa |nég{‘grrl1
appl i cati on| ipriemehaaarof appsliiddaziehsent eri ng i ntjo the card |a signature [of
t he applicattTve Tnformarton carcutated froma Rey of the appricarion

provider. This signature nakes it possible to _. ensure the integrity of
t he appl i Tht comprhgesnahi ondandto occhetkhefvr cihe phesaoer cef cfpplications,
applicative data. The_injtial | oad according to the_inprovement consists of

presenti nfPEneodsrd 5 Fhe SPPRi BRI R dehe §9d¢ & Rk dhifended t hat
this operagi s done [ | Aber I O/ :

prem ses.a%gngggf‘ggét?gﬁ ?gS?gg* glﬁéters |?1xfo§t%€|\%%€% ﬁ%s&prgé(;‘%n etf %yc,’f
t he signatheeapplibatappli cative information, and the application code, K

fox exanple. The card hqgl der executes a request_to initially load the
appl i cation K. Thaj serefdefprmypf chhe2ompand RLEeVHhe l hokflere PFde at

05, 0T R TSGR HELHELT BRI AL i, S08°h 6] g8 AREL0 00 40

vari ant otaBI@OUABEAPPDE,t BRcePy et | OPursdefSPPLhE ad it iiar ethd pSs LB Ly
are not unloaded into a renote data bank through a network; it is the
reader 20tBe Fugbey nhaf PHEEPV%%daHHeS%%#@Si¥$kﬁﬂ$QﬁHﬂTQﬁHﬁQﬂﬂﬁti?f the

t herefore rethis.p nonvol ati |l e programmabl e nenory in which

t he appli%g |%%§ é%etg?ogégggﬁﬁggfoad and unl oad commands are unchanged.
This variant is advantageous when the card is always inserted into the sane
reader, for exanple a reader located at the card holder's hone. Another

variant o ogiBedLEeahaok EDE LAYSDLLON3°3e S PRLA(SAPY] 20cand Ehe chip

card 41 W
references. The card 41 is distinguished fromthat 21 of Fig. 2 in that it
has an optical ,SLL] 4 tyl e i ad by
'aeer boam Tt EriRacingtYaREACILE, s Lifinlfoddhitdl FEROER
conpri sessdarbphgcehestihlpadingdet #3 spphbéLtDén readting mettvortk tamgil it

information on the optical strige 42, connected to the. mcroprocessor 2
and to théspgapppeary. Af, at the moment the memory must be released, the

loaded application has not been modified and the network already

has the same applicative information of this application, it is



According to the invention, the optical stripe 42 is used as the data bank.
in place of the renpte ones 23 through 25 of Fig, 1. In practice. during

t he unl oadi ng of an application fromthe card 41, the card transmts the
unl oad conmmand to the.card reader ~ 5 JAN 2003 51 40. The stripe reader
43 receives the'information of the application and wites it drit JANN2803
optical stripe 42. During a reload conmand, the card reader activates the
stripe reader 43 so that it reads the information of the application on the
optical stripe 42; the card reader then transmts this information to the
m croprocessor 9 of the card so that=—~$% latter stores themin the

| oadi ng area. The | oad and unl oad conmands are neverthel ess unchanged. In a
vari ant, rdte ngmtessRrystia pmlicad eghlizc dd foymatdioner Tims obseotagé thei um for
exanple a magnetic stripe. In the preceding exenplary enbodinents, we have
descri beSHPTih SRHIFIAG i) {HOaAVORS FEOHLRG (ReoRIe GRDRAEEEYPNG
device t cggﬁj i V] Ce: .4t sq..of .Fi g. he card 21 B
perforatce'}L an un éggv?aol ée%ﬁeevae er1 gg'mo% ?'Retgaet glett)-'g’r?léc'z& 25 of Fig. I; in
the case of Fi® idnpldiedtftimlingioveaentsi A¢ deVineeeeeasii tut AddR¥yt Rhe
m croprocessor 9 and its nenories 10, 14 perfornmed an unload to the optical
stri pe 4Xabdec FAR_AFPRIF ;adnared sy dhiegpewo B tamssdirvsent of the invention, an
i nformation processing device perforns an unl oad between several nenories
of this device. For exanple, this information processing device is
consti tuted—by the tardZIrof Fr g2, [and the T crgprocessor{ o untoads a
appl i cat i| Sleder ofi itthe RAVWorageo| humbeapryof tanatunenyrhoad). Fof Meddfdica -
several appli.catians K, are btored ijn th ., honvolatile nory 10.
First, t ﬁ?ﬂ‘dﬁactgﬁnmaéa?srsu . A tHis ?fn%l?é\/\ork;l"ﬁblciaf# or Ig:t"l"éln |tk
related §o the application Ki sb?{:ggessg,gfg,fhm&nvmi | e a program of the
appl i cat irefr—K—t+efratAstH—ronveoratt+te—feror-y—1to—Thirs—workrgrnforrat+on
specifically caenprisep: ADR~K5 JANn2003 52 SGN-epor driyoardsmdd ng wasi/alo es,

i nvol ved|in cal cul ati pns; - coptext vgriables, whigh allow the card to
subsequently resune ab interrupted rudning of an apdf3kead -
subprograns. =~ At a given nonent, the card nust run the other application J
and, for this reason, nmust |oad working inforpation Itj into the RAM |f
the card determnes that there i'galhﬁ? gho%—%%%‘fabl e space in the RAMto
receive the working information Iti, it decides to stop the running of the
application K and to unload the working information Itk of the application
Kinto its nomwvaiatH eoinnmr \hak) beEncadded twnshisheakiel, i ehtichncodnltpins

| oadi ng the associated working information [tj into RAM After the running

of the apht iledticatar nared ttedidd@agdonfle HhdfnicAg SRVIEN&EWRpFPILESiFof R, at
the point, whgs e dx}ri]‘lx\%s dHl S48 @ @3diang a%%‘ii‘é‘%rt‘i'oﬁg R0 riﬁi?%t'gagolrtl

into RAM™ In thi's st variant of the inventi the 1 oad and
comrands iaf esditaigerhs's; iifl d halud dhddicatiespohaes dithd sd @ecedsairyqtest i on
has not told an external device to performthe operations for |oading and

unl oadi ngteadrdihst iarpliqatve [infermatdem &orAbeameEworkiny REdRE & s
Simplifi excgl?e%artﬁpe F@o{%ﬁﬁﬁcﬁ%ﬁ% gge?\%\ég ﬁ%g%teﬁ.ab%”%%r othied Bl fe ﬁtel}e

informati'on™ 1's ellmna e ITnformat1on does no eave
t he i nf orareddn@iand e 3 Ih dl EfHcRe thd nddRDrkQt thies Kniddicagodl Her e@tdwa Ng
its unloading. In the above, we have particularly described the decision by

t he card " 'Unltdde aalate dindiadiemitbat &deq appddicatdvegindogaatdesei ved by
the card t,0 |Od’;1di anot her seé 1of i nf or matJ Qe :'11(:51 i S n%t.ed however,. that the
e 0]

i nventi onstfaﬂrseo c&/@rrsoqﬁl 5 TR e PHeceivVed rl?f etsﬁgémgar dis

for execdvid:edn (i3l 1 Wr terminal 22 of Fig. 1) are identical to those
stored in the data bank of the network. As long as the indicator
remaing at "No," the operating system of the information

processing device does not execute a command for unloading the

application; it simply sets the loading indicator to the



~ 5 JAN 2003 53 other than the | oading of a set of information. For
exanpl e,” a part+.cul ar .process requested with the card may require a nmenory
space |arger than the 'space currently available in the nmenory of the card;
this could be, anpong other things, a cryptographic calculation. In this
case, the card will decide to unload a set of information in drgigp t?ﬂ?e
able to execute this operation. Another exanple is the one in iC e
order received by the card is an order to run an application R that has
previ ously been unl oaded fromthe card. The card nust therefore reload this
application in order to run it; if there29s not enough nenory space for
this reload, the card wll decide to unload another application J, then
perform t henlehdedi ngositiba appthaatamstier applidddiadO8arbdfakd AlhG 1.
Chip card conprising information processing neans (9) and main information
storage nadde (i meMPrychBpAciBEIREPT nid heet ke prerbseheny Hmans
conprise: _- ans.for,detectin during. the,operation of. the .chip, card

that the FRPREGTBI S hbarEatite 18) et iR ooterdYes bt R eSS ch
that the gxecdtignef18AgaPELRALON {6 MWt F}Qésf@éﬁiculé@é’dlsddﬁn%%ﬁ&t' ng,
in the main storage neans. a set of information to be unloaded (R), the

unl oadi ngunioadinh. can rel ease enough space in the nmain storage neans to

al l ow the execution of,6said operation; - neans for unloading the set of
nformation toTBS APOAELERERTAI TED ST ARG ITAEE FEARERSS (OGS,
42; 53), stLhﬁse¥ﬁ”&p&QéE §#i ghae &%f%é"ﬁ%%bf@ﬂﬁSeQQhéEHiﬂWHEé%P & d

set of information to be unloaded. 2. Chip card according to claiml, which
conpri sesadd| baditg pebferfdhBe APPLAJd i@ smtbp hetdret amy Nf\wior ages meanso and
including a storage indicator_ indicating, for at | east one set of .

i nf or mat | BATTREL AcPTOPLAB: The PEFPRY F32(QFW S nf¥eRueRi Y sthetugel e,

50 that WieloL gl 96 R8RA0y TER Sl On FISLa LEYE 20LE050 00 UM 58120 0

i nf or mat ey consu orage _. Indic irst case
in which ehe qaosageei nilkedt withntheadmslidwtidhepteirah. | FdOrédmple ] San
stored, the processing neans access the latter; or - in a second case in

whi ch t heedeebrgeirnEnEaeorPPAdFRRiRR simultaneprvely contdins thrthdthef

|l or TR | 805t 5ane! 58k 0h5agih RLBEESSLNY SFARSCS UM | fe s CSONMAY SloTa0e
balance. With each utilization, this value generally changes, and
therefore the indicator "Modification" is nearly always in the
"Yes " position.

The latter example leads to a third improvement of the
present invention. It is clear that in the applicative
information, the executable program and the applicative data
values capable of evolving often exist simultaneously. The means
described in the third improvement described below actually make
it possible to separate the two types of information. The
information processing device then chooses to unload to the
network only the information it has actually modified. -

In order to achieve this third improvement, it is necessary
to improve the organization of the nonvolatile memories, which

can be diagrammed in the following way:



command for |loading this set of information. 3. Chip card according to
claim2, wherein the storage indicator conprises a "loaded" state ,

i ndicating that the corresponding set of information has been | oaded into
the chip card fromthe secondary storage neans (23 through 25; 42; 53) and
an "unl'oaded" state indicating that the set "of information has been

unl oaded by the chip card into the secondary storage neans. 4Jgﬁhhn d
according to claim1l1, which conprises a |oading table (TAB APPLI) stored in
t he mai'n storage neans (10, 14) and inclgdlng a nodification indicator
indicating, for at |east one set of info fration, a first version of which
has been | oa ed into the chip card fromthe secondary storage neans (23

t hrough 25; e r not |this first version has been nodified in
the chip carf, sgg%ﬁgnghQ E:P%is set| of information nust be unl oaded into
the secondarly storagplieassonit is rot actually unloaded unless this first

version has peen nodified. 5. Chip dard according to claim!, which stores
at | east one| dprogrammpbleamewAryh tlwo parts, i.e., a subset of application
information [p-cod) contalning a prdgram and general] data tor ... runhing

an applicatipn, and a subset of sequence information (pdat) containin

bl i cati on [ana whi ch compri Ses. medne Pogioit g CRAIOEY Bafe o ) o

i nformati on have the sapataubgethef ap@éq@éﬁ¢éwn|nf r nBé&aené@-god) and
respective d| fferent ~ 5_JAN 2003 {56 subsets of sequence informatio
(p-dat), so fhat it stoFE§1§&P§1§Bbset of application information in g§he
mai n st orage| neans (10, onl onc a socl ates wthithis
subset each pf said ‘s"’tfb%%ef enft dadftie %'nté‘%%eﬁp é'%:sd‘ﬁtr? “dard accérdi ng
to claimb5, NhICh conprlses i gggggﬁmggggcﬁéﬂgr durlng |ts operatlon,
that the mai such
that the add|ti onal stsysam cﬁypae ﬁdx&etxmfpmmmnmmmln on (p dat) to
be stored, apsociated with a subset of, agpllcatlon i nformati on (p-cod
already storpd., is not possible; - (fRIRs foF §e?ect|nq in the main stforage
nmeans, a subpet of seqpencetanfogna |ono% adfd agsociated w th the
same subset pf applicatfon SEnfdr matroh he un oa I'g BFQRY ch can rellease
enough space|in the main storage neans (gpMy)l | ow the storage of said s
of sequence | f : f f
into said sefondary storage nedasi¢28pehabiligy 8pstdd; 53) in the even
sai d secondafy storage neans do not contaln sai d subset of sequence

i nformation to be unioaded: and - means{B¥P storing in the main storage
means the subset of sequence information to be stored. 7. Chip card
according to claim5, which conprises E!Hoag;ng table (TAB APPLI) stored in
the mai n storage neans and i ncl udi ng, ch subset of application
information stored, a maxi mum nunber (s) of associ ated sequences that can

be stored in the nmain storage neans.
Table 9 differs from Table 1 above by the structure of its

loading area of the programmable memory, which appears as
follows:
- a block related to the application as such and comprising two
sub-blocks of information:
- a block related to the executable program of the
application, marked "program of the application";
-~ a block related to the changing (non-executable) data of
the application, marked "data of the application®;

- a certain number of changing (non-executable) data blocks



~ 5 JAN 2003 57 8. Chip card according to claim1, which conprises neans
for reloading into the main storage nmeans (10, 14) a set of information
previ ousl'y unl oaded into the secondary storage means (23 through 25; 42;
53). 9. Chip card according to claim8, which conprises .a IoadnpgANqﬁkp
(TAB APPLI) stored in the main storage neans (10, 14) and including, tor at
| east one sat of information (K) processed by the device, a first signature
(SG\NHK) of this set of information cal cul ated by the processing neans (9)
bef ore "t he possi bl e unl oadi ng of the set ﬁf information, with a signature
key (SWAP) stored in the main storage med t he processi ng neans being
designed to calculgte a second, signature of, the rel gaded set of

i nf or mat | SAFTEAPBRALRI t 5O BAPEF SUAT LXeTUHPRS phit the SFEFTIRLE iPRRITAR
S0 as 10 VRLLOALLLLREsbhL OREY Dt etdte st 9L & é&f&tg&gur&cé S« ygnt that

the two signatures are |dent|c ﬂgto I nval rdate the t he
set of indefimitoon| nthaedeue%ft&aaeqmwx.h@gén?gswaa@y,arie éh)‘fﬂem ugdd
Met hod for nanaging the nenory in a chip card conprising information
processi ngnhpadiar{ng bthis neeauenter mrd ot tdrnieg mc{qa) 0114$ubsequent

characterized in th t co es, the steps cor Si st det ecti ng,
Quri ng ¢ ESTREREer o & S BT S0 R HERS R S he TSRS (10 1)
contai n an&hefbhéd maatafsf ”@Eé%ﬁ%éf@ﬂ i Ngh L0 CAEd Qs &4 mﬂ@r@ﬂ on
i's not possible; - selecting n e main storage neans. a set of

i nf or mat i tike t gefraenrésadial Tablethe wtwd cdaltagpobéckdich sequendeanserenough

space in the nmain s oragﬁ ans to allo the execution of said ' 15 JAN
L8t

2003 58 op&PEEFEMted: G NCRIRILYY REInRFMER 10 UrFRARERY K)
into sec a%eay §é§ﬁ@ﬂgenf?“$ﬂég3r$fé%'ﬁhtlg§3e4&)1dff5@en bideesvept that
sai d secon ary st rage neans 0 not contaln sal set of Information to be
unl oaded. idflorvet honl @ELTDrie ngxpbainhed i Othehexdmpbanbels®@s. t he st eps

consisting of: - detecting, during the operatjon of the chip card. that the
mai n storage nPAnRTded, tasachisyaeithis q%ﬁ#t’;’“%”‘f?ﬁ%%t‘i% BQaRIethat an

addi ti onapastRa0R PL AodL¥EDAPT £V RS IndhOPASH FtaBfud Lo I i ON i s

possi ble; - g 1nto the main storage neans unl oaded
information. 12. Method according to claim 10, which conprises the steps

consisting of - detecting, during the operation of the chip card,_that the
mai n storpge means (10, Iwmmgaaue@a@edquoant' Ly Of IEQLIRLd:00o ANER dohal an
addi tional storage|of a |venagreV|ousI unl opd set of Information (R) |s
not possi bl e: the "'executable program”and the changing data of
Applicati to the data of the application the sequences marked "i"
oncode/ stora signat | Loaded | Stora signatur | Loaded
Sequence | gq ' number | ure / ge number | e /
number addre | of Unload | addre | of Unload
83 bytes ed ss bytes ed
p/1 ADR- p~cod SGN- p- SGN-dat-
Cod- cod- | Loaded | ADR-~ dat P/1 Loaded
P P Dat-
P/1
P/2 ADR-~ p-cod SGN- P- SGN-dat-
Cod- cod- | Loaded | ADR- dat P/2 Loaded
P P Dat-
P/2
J/1 ADR-~ j-cod SGN-~ j- SGN-dat~
Cod-~ cod- Loaded | ADR- dat J/1 Loaded
J J Dat-
J/1




- selecting, in the main 'storage means, a set of information t'o be unl oaded
(J), the unloading of which can rel ease enough space in the main storage
neans, to allow the storage of said ... previously unloaded set of
information; - unloading the set of information to be unl oaded (J,)sigho t he
secondary storage neans (23 through 25; ,42; 53), in the event that 3 42003
secondary storage neans do not contain 4 d-set of information to be

unl oadedi—and— -1 = JA | 9lnn 59 - reloadi ng into he main Qtnragn neans
sai d preyiouslbyz2 upl asgled setopl isdrmation [R). 1B. et Hogknagior Hpfthalho
claim 10} wherein|said gecondafy storgge ng_conpr.ise g data bapk (23-
renote ffomthe c ig"%ard and Iin'ﬁcédg to°f’?§c€/§%§da ga‘frars'%ssi on| A%t wor k
(26). 14| Method @cdcordijng to ¢lMai m1Q, in whPe¥r shid sedondary s}orage
means belong to afp information{procesgi ng deVioge (PO) codperatinglw th shid
chip card (21). 15. Method according to claim 10, wherein salid secondary
storage neans (42; 53) belong to the chip card. 16. Protocol for

communi cati on between a chip caFabhedl®: cHAP _ARFEIL r eader, the card
conprising informati on processing neans (9) and main information storage
means (10, 14), characterized in that it conprises the steps consisting in
that: - the r@adBarbdaBSNthe AVoVESMERE foRdd OE&ISTe IPARXEEME AN QPLL ati on;
- the card searches to see whether it has enough space in the nain storage
means totakkeuhastbhe Hpklewing;différences heThvar £iext oot bous speaipfied i on,

t hen trapsm ap executjon report to the_ reader; -- if not, the card
sel ects tH Tﬁ&éiﬁ‘h?ﬂ E?oFiéﬁeaﬂ%gh‘éa%l%tC%‘Fei e rfh‘l‘i‘%?f“t'b"'b@%n‘?lb%ded (R,

the unl ogditign0é 1Ri Ghesefoh ¢! PRS €1 LPOHENE SHACEs | Pir &6 4B NitS L Qh el
to all ow t%@ executigﬁeof CS,aI d operation, then th%card unl oads tﬁ%rse of
i nf or mat thosé orékatiad otdethé Rrxewm talske qpkagyams tandigchersdatsa byf the 5 JAN
2003 60 transn‘it%i ng an_unl oadi ng, order to the reader, in the_ event that

sai d sec¥PRbI§atl o agRrdebinese Belated ghe othe ghanging Aata HthE n said
set of i I Lon b I raf D i t i i
Finall y, PPASHRLLED £Or Ball PEORY of RebinfUESY, TSR WP B0 4REL
accordi nfolr® €bhiuiha 6of Waké etabbéi TADKPPLI 02): | StSragatiddreds A B@ibéx of
information to be stored (J), the steps consisting in that: - the reader
transmi tBYtesi heigaatura. oterd irdicakerxaiBacktrel ohftthetatreto be stored
(J); - the card argche see whet her_if has o] P i h,the main
Stbrage FEEREPPRRaRLENTE 2RrE Follires pyd of A LRt e 108 I
application P, or a sequence J/1 or J/2, both related to another

NJ

5)

application J. In different cells of the table, the code of the
application is mentioned in order to indicate that the wvalue in
question is related to a given application, for example:

® ADR-Cod-P: storage address related to the application P

® j-cod: number of bytes related to the application J.
Furthermore, the symbol "Cod" indicates that the value in
question is related to information of the "application" type
(program or data of the first group), while "Dat" indicates that
the value in question is related to information of the "sequence"
type (data of the second group):; for example:

® SGN-cod-P: signature of information (program or data) related



- if so, the card executes the | oading ofder, then transfers an execution
report to the reader; - if not, the card: - transmts to the reader an
order to suspend the |oading; - selects in the nain storage neans a set of
i nformati on to be unl oaded (K), the unloading of which can releafg enough
space'in the main storage neans to allow the execution of the un ath 3
order; - unloads the set of i nfor mati or’ 0 be unl oaded (K) into the
secondary storage neans by transmtting an ..”) unloading order to the
reader, on thige fai d secondary storage neans (23 through 25; 42;

Y 3
53) do not ' I d,:Set | nf.or i t e . unl oaded: -.trapsm.ts to
t he rea&erséﬁ%a?d'gﬁo%rlégﬁr?g{ﬁehe%ﬁoggg'}anggl-a%ggeg&t eB% %?1 ° glgdi g,°£t hen
transm ttheaRppla@aition J.~ ~ JAN 2003 61 report to the reader. 18. Process
according to claim 16, wherein said order to execute an operation consists,
for the readdn exampdie witlilnpetter descrdébgotbe pupplpmoposhd amddthe

CAU.A A As. A A . AN AS. A(. ANL. AC. A . A(2. AFL. Ay. AN. A:
. A Au. AF3NERO !B.°2<.Vﬁu3ﬁ. &&@Hﬂ; ."ilﬁ PXg ?.“/RNJLF‘X%F‘&N°8: ASaY. A A&E . Al Y . AY

A& A A& A Tﬁ%aiﬂ@%iméfioﬁ\pré&%ségﬂg-ﬁeeicéF%caéd 2f ik cAsE case) has

just received an initial load command for the application P: a
payment application of the electronic purse type. The applicative
information stored in programmable memory is the executable
program and the data related to the application; there is not yet
any changing data corresponding to a sequence. This information
comprises n-Cod bytes stored starting at an address ADR-Cod-P.
The load indicator is set t? "Loaded." In addition to the
information related to the executable program and to the data of
the application, the information transmitted during the command
contains a number of bytes of changing data "p-dat®" related to a
sequence i. The table TAB_APPLI therefore has the following

values:
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a] cal)] ca] ¢cal] ca] ca] cal ca]ca]cal] cRaJcaU calcalca * i
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U cal] cal] caUPhU| cA®Rcquircast dauf®iu)|cau caJ] ca‘] c aU]"c%?]"'c U cl]cal cf cal c
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Next, the operating system of the card starts the
applicative program by executing a jump to the address ADR-Cod-P;
it specifies the address ADR-Dat-P/l1 of the temporary data to be
used, which allows the application to know the place where the
data of the sequence is stored. This data includes,

among other

things, the amount of the transaction, the object of the

transaction, the selling institution and the date of the
transaction. On the other hand, data such as the balance of the
electronic purse is not temporary sequence data, since its
lifetime exceeds that of a sequence; being of the applicative
type, this data is stored with the program of the application.
The purchase of a first product is in progress; the card
sends the reader 20 a message in order to obtain a validation of

the transaction from a payment center accessible through the
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present invention makes it possible to avoid waiting for the end
of the first transaction before beginning the second one.

To make this second purchase, the card is used a second time
by a new transaction initialization order. Just as before, the
operating system of the card verifies that the executable program
of the electronic purse application is loaded into programmable
memory. This verification is done by querying its table
TAB_APPLI; the operating system thereby recognizes the presence
of the program and of a sequence (1) that is in progress. For
this reason, it assigns this second execution a new sequence
number (2) and initializes the table TAB_APPLI by adding a new
row to it. Then, it verifies whether there is enough space to
allocate n-dat bytes in the programmable memory for the
information of the non-executable data type. If there is enough
space, a new address ADR-Dat-P/2 is determined and the second

trangsaction can be started. The table TAB-APPLI has the following

values.
Information related to Information related teo
the executable program and the changing data of
Applicati to the data of the application the sequences marked "i"
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The two transactions will then be performed in parallel in
the card, without using the network. The reader must indicate, in
the applicative commands sent to the'card, the transactions to
which they refer.

If there is not enough space, the operating system of the
card decides to unload only the changing data corresponding to
the first transaction (sequence number 1). It then calculates the
signature of this data of the first sequence "SGN-dat-P/1l," and
writes it into the table TAB_APPLI. The new non-executable data

can thus be in the same place as the unloaded data, i.e., at an

address common to both sequences and marked ADR-Dat-P. Next, the

card sends the reader the following command:

Order to unload | Card C | Appli P - Data -~ number | "n_dat"
to the network sequence number 1 | n_dat bytes of
data

This command has a structure identical to the one mentioned

above, with the following difference: the third cell contains a
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transactlon The operating system of the card recognizes, by

means of the sequence number, that this message relates to a

Let us assume that at this
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Information related to Information related to
the executable program and the changing data of
Applicati to the data of the application the sequences marked "i"
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Dat-
Cod-P cod-P P




1 1096& ()-P | 1098& ()-P ! 10%& ()-P ! 10%:& ()-P#3 1kl'z{|}~cG+4 ! 10%& ()-P
| 1096t&' ()-P#3 | 110%4& ()-P ! 10%& ()-P ! 10%¢& ()-P ! 10%t& () - P~hH, 4

| 109%#& ()-P ! 10%& ()-P | 10%:& ()-P | 10%& ()-P#3 | 110%:& ()-P1K JAN 2009

| 10%#& ()-Pd@4 ! 10%¢t&#3 | 1 10%t& ()-P ! 10%& ()-P ! 10%¢& () - P

| 10%+& ()-P#3 1CG 4 1 10%¢&# | 100%+& ()- PH#Z, ! ! 10%#& ()-P

~

p/2 n- n- SGN-dat- | Unload
ADR- cod SGN- Loaded | ADR~ dat P/2 ed
Dat-
Cod-P cod-P P

Table TAB_APPLI 15

Y

The operating system of the card then sends the reader the

following command:

Command to reload | Card C | Appli P - Data - | number

from the network sequence number 1 |{ n-dat

This command differs from the reload command already written in
that the third cell contains a parameter specifying not only the
code P of the application, but also the fact that the data is of
the sequence type (through the term "Data"), and the number 1 of

the sequence in question.

The reader receives the command and sends it the data bank
specifically assigned to the card C. The data bank searches in
the file of this card for the n-dat bytes of non-executable data
related to the application P, sequence number 1. The data bank
generates the following message, which is the response to the
card's last command; this response i transmitted to the card via

the reader:

Card C Appli P - Data - n-dat n-dat bytes

sequence number 1 of data
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This command differs from the response to a reload command
already written in that the second cell contains a parameter
specifying not only the code P of the application, but also the
fact that the data is of the sequence type (through the term
"Data"), and the number 1 of the sequence in question.

The operating system of the card can perform a preliminary
operation in which it verifies whether the codes C, P, the
sequence number and the value n-dat received are in fact
identical to those of the command sent previously. If they match,
the n-dat bytes received are stored starting at the address ADR-
dat-P read in the table TAB_APPLI. Once the last byte has been
written, the operating system recalculates the signature of the
data by means of a cryptographic calculation using the value of
the key SWAP. The recalculated signature is then compared to the
value "SGN-dat-P/1l" written in the table TAB _APPLI. If the two
signature values are not equal, the data received from the
network is considered not to be identical to that unloaded
previously. There is therefore a doubt as to the authenticity or
integrity of the data received. The card returns to the reader an
error message indicating the reception of erroneous data during
the last load operation, and the impossibility of continuing the
transaction.

If the two values are equal, the data received are -
considered to be identical to those previously unloaded by the
card: the first transaction can therefore continue. The operating
system of the card then updates the table TAB_APPLI by setting
the indicator for the data of the application P/l to "Loaded."
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recognizes the end of the sequence "1" and decides to release the
memory space corresponding to the data of this sequence. To do
this, it erases the information "storage address", "signature"
and the load/unload indicator by setting them to the value zero.

The table TAB_APPLI then has the following values:



| X X 10%t& ()-- X 10%t& ()- X 10%t& ()-hL,. X 10%t& ()- X 10%& ()-'P 1X)
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Information related to Information related to
the executable program and the changing data of
Applicati to the data of the application tha sequences marked "i"
oncode/ stora signat | Loaded | Stora signatur | Loaded
Sequence | 44 number | ure / ge number | e /
number addre | of Unload | addre | of Unload
885 bytes ed 88 bytes ed
p/1 ADR- n-cod SGN- 0 n- 0 0
Cod-~- cod- Loadad dat
P P
P/2 ADR~ n-cod SGN- n- SGN-dat- | Unload
Cod- cod- | Loaded | ADR~ dat P/2 ed
P P Dat-
4
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When the card receives the validation of the second
transaction, the operating system of the card recognizes, by
means of the sequence number, that the message relates to another
trangsaction that is not loaded. The first transaction being
finished, the corresponding non-executable data are no longer
useful. There is no therefore no need to unload them. It suffices
to load the non-executable data corresponding to the second

transaction. The operating system sends the reader the following

command :
Command to relocad | Card ¢ | Appli P - Data - number
from the network sequence number 2 n-dat

Just as)for the loading of the sequence 1, the reader
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The updating of the t;ble TAB_APPLI being finished, the
operating system starts the application P, which will continue
the second transaction.

The second transaction being finished, the program of the
application ends with a return instruction to the operating
system managing the virtual memory. fhe operating system deduces
from this that the sequence "2%" ig finished; the memory space can
then be released. To do this, the locations in the table
TAB_APPLI of: "storage address", "signature" and the load/unload

indicator are set to zero. The table takes on the following

values:
Information related to Information related to
the executable program and the changing data of
Applicati to the data of the application the sequences marked "i"
oncode/ stora signat | Loaded | Stora signatur | Loaded
Sequence | gq number | ure / ge number | @ /
number addre | of Unload | addre | of Unload
88 bytes ed 88 bytes ed -
P/ ADR- n-cod SGN- 0 n-dat 0 0
Cod- cod- Loaded
P P
P/2 ADR- n-cod SGN- 0 n-dat 0 0
Cod- cod- Loaded
P P

|_|/\



d$10%#& () - d$10%t& ()- d$10%t& ()- (d$10%t& ()- d$10%t& () -

56?FGHI bF*3d$10%#&' ()- d$10%& ()- Ao, H* $d$10%& ()- d$10%4& () -

d$109%6#& () - | KLMNOPQUS7d$10%$10%4& () - d$10%#& () - d$10%t& ()- d$10%t& () -
d$10%¢& () - d$10%:& ()- d$109%& ()- QRV\ cg~">0S7d$10%Id$10%+& { k- JAN 2003
d$10%& ()- d$109%& ()- d$10%& ()- Ao, H* $gil suw 0S7d$10%ld$1096& () -
d$10%4& () - d$10%& ()- d$10%& ()- d$S10ME&-()- d$10%& () -

WXybF&7d$10%¢&' () - d$10%t&' ()- d$10%& ()- -
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At this stage, the operating system of the card can
completely erase one row of the table TAB APPLI. The management
of the rows of the table TAB APPLI therefore takes place
dynamically as a function of need.

Another, static method for managing the table is to decide
once and for all the maximum number of executable sequences for
an application; let "s" be this number. "s" is then transmitted
during the initial load command for the application; the
operating system reserves in the table TAB APPLI the space
corresponding to these "g" sequences. Let s have, for example,
the value 2.

The command for loading the application K has the following

values:



d$109%&' () - d$10%H& ()- Ao, H* $AUE$10%& ()- Ao, H* $d$10%t& ()- d$10%t& () -
d$10%#&' ()- d$10%t& ()- cCA$10%t& ()- AD$10%t& ()- d$10%#& ()- d$10%t& () -
d$109%+& ()- d$10%#& ()- d$109%t& ()- fF&A$10%#& ()- d$10%t& ()- d$10%t& () -
Ao, HN $d$1094t& ()- d$10%t& ()- cCd$10%t& () d$10%#& () - d$10%:&d §)JAN 2003
d$1094&' ()- d$10%t& ()- d$10%#& ()- d$10%t& ()- fF&d$10%#& ()- d$10%t& () -
d$10%#& () - d$10%t& ()- d$10%#& () - 47 .

Loading Order Card C Appli K number n s=2

n-cod | n~-dat

This command differs from the one described previously in that it
includes a fifth cell defining the value of the parameter s. It
will be noted that in thié case the command specifies the number
n-cod of bytes related to the application and sent by the
command, and the number n-dat of bytes related to each future
sequence and reserved for this use. In a variant, the number n-
dat of bytes may not be transmitted at this stage, but provided
to the operating system of the card iater by the application that
is loaded into the card.

As a result of this command, the operating system updates

the table TAB APPLI with the following values:

Information related to Information related to
the executable program and the changing data of
Applicati to the data of the application the sequences marked "i"
oncode/ stora signat | Loaded | Stora signatur | Loaded
Sequence | gq number | ure / ge number | e /
number addre | of Unload | addre | of Unload
88 bytes ed 88 bytes ed
K/1 ADR- n-cod SGN- 0 n-dat o 0
Cod- cod- Loaded
K K
K/2 ADR- n-cod SGN- 0 n-dat 0 o
Cod- cod- | Loaded
K K
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Ao, H $N2dd$10%4& () Ao, HN $1d$1006& ()- d$10%4& ()- , d$10%& () -
d$109%&' ()- t X<dd$1d$10%6& () - , dS10%4&' ()- d$L10%H&’ ()- 1d$SL10%H&’ () -
d$109%t& ()- , dSLO%H& ()- d$L0%H& ()- fJI*<d$L0%& ()- d$L0%HE ()-

d$10%& ()- d$10%& ()- Ao, H $dA$1004& ()- t2<A0, H' $1d$10%:&l €)JAN 2009
d$10%61& ()- , d$10%:& ()- d$109%:& ()- d$10%:& ()- Ua@Ao, H &93s$10%$& () -
ELyMB10%$& () - &9"10%e$&' ()- &10%$& ()48 &- 10%$& ()- d$10%:&’ () -

TOI mmo| [ NA4AL0e$10e$$10e$ & 6 10%S$& () - &LL3MB10% & () -z &9*s$10%$& () - r
&9@ 10%e$& () Thesappldopsiop) Kyepn poy; RAIXIDE t $WOIRBINENFef t SUOURS () - P
&85! 109%8&' g%’_'bi 910%&’ () - ! 910%t ct & () -

| 9094 &PRPPFPRBCDI \ | ApTBAAL[ t $10%& ()-P [t $10%R& ()-P [t $10%&& () - P
[t$10%& () - Prhe card can virtually contain several complete

applications, each equipped with several sequences. For example,

here is one particular configuration of the table TAB_APPLI:

Y

Information related to Information related to
the executable program and the changing data of
Applicati to the data of the application tha sequencas markaed "i"
oncode/ atora signat | Loaded | Stora signatur | Loaded
Sequence | gq number | ure / ge number | e /
number addre | of Unload | addre | of Unload
88 bytes ed 88 bytes ed
K/1 ADR- k-cod SGN- Unload 0 k-dat 0 "]
Cod- cod- ed
K K
K/2 ADR~ k-cod SGN- Unload ADR~ k-dat | SGN-dat- | Unload
Cod- cod-~ ad Dat- K/2 ed
K K K/2
K/1 ADR~- k-cod SGN- Unload ADR- k/dat | SGN-dat~
Cod- cod-~- ad Dat- K/3 Loaded
K K K/3
J/1 ADR- j-cod SGN- ADR- j-dat | SGN-dat-
Cod- cod- Loaded | Dat- J/1 Loaded
J J J/1
J/2 ADR- j-cod SGN- ADR~ j~dat | SGN-dat- | Unload
Cod- cod- Loaded | Dat- J/2 ed
J J J/2
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Corresponding to this example, the card virtually has two

applications marked K and J. The executable program of the



[t$109R& ()-P [t$109%R& ()-P [t$10%R& ()-P N _g~bF*8[t $10%&R& ()-P
[t$L10%R& ()-P [t$109R& ()-P [t$10%R& ()-P [t $10%&R& () -P Ao(6U
$I-8[t $10%R& ()-P Ao(6U $[t$109%&R& ()-P [t$10%&R& ()-P [t$109R& ()-P
[t$10%&& ()-P kOB[[t$10%&& ()-P [t$10%&& ()-P [t$10%&& ()-P [1%%@@%@@%)-P
[t$109%R& ()-P [t$109%&R& ()-P [t$109%&R& ()-P bF&3[t $10%&R& ()-P [t 3T )-P
[t $10%&R& ()-P [t$10%&& ()-P Ao(6U $[t$16&&& ()-P c&3[tP10%R& ()-P

0 ! - 0, ! - 0, ! - 0, ! -
[t$10 /&&algglfciégolx? %&&15( )nopt [:Fr? 1t(%1/e&8ic$a?di|:1g[ tasi‘leoa/;&géh(x)eep sequences of this

application, marked 1, 2 and 3, can be executed at the same time.
The first sequence is finished, the other two are currently being
executed. The sequence 2 is unloaded; it will therefore be
necessary to reload it in order to finish it. Also, to finish the
sequences 2 ana 3, it will be necessary to reload the executable
program and the data of the application K.

The executable program of the application J is in the
loading area; this application can simultaneocusly execute two
sequences, marked 1 and 2, which are currently being executed.
The sequence 2 is unloaded; it will be necessary to reload it in
order to finish it.

This example illustrated the need to properly manage the
available memory space. The loading area should be occupied as
much as possible, thus avoiding the Unload and Reload commands as
much as possible.

Quite clearly, the improvement that consists of encrypting
the data, in addition to signing them, when unloading, and of
decrypting them when loading/reloading, can be applied to this
third improvement.

An improvement of the procedure for initially loading an
application into a card consists of entering into the card a
signature of the applicative information calculated from a key of
the application provider. This signature makes it possible to .
ensure the integrity of the applicative information and to
authenticate the source of this applicative data.

The initial load according to the improvement consists of
presenting the card to the application provider. It is

recommended that this operation be done on the application
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card his provider key, the signature of the applicative

information, and the application code, K for example. The card
holder executes a request to initially load the application K.
This request, whigh has been described above, can be made at his
home. A method for performing the initial load of an application
in a protected way is described in the document FR-A-2.748.134.

According to a variant of embodiment of the invention, the
applications stored in a card are not unloaded into a remote data
bank through a network; it is the reader 20 of Fig. 2 that
receives and stores these applications; it therefore has for this
purpose a nonvolatile programmable memory in which the
applications are stored. The load and unload commands are
unchanged. This variant is advantageous when the card is always
inserted into the same reader, for example a reader located at
the card holder's home.

Another variant of embodiment of the invention uses the card
reader 40 and the chip card 41 of Fig. 4, wherein the elements in
common with Fig. 2 have the same references. The card 41 is
distinguished from that 21 of Fig. 2 in that it has an optical
stripe 42, for example a stripe to be written and read by laser
beam. The card reader 40 is distinguished from that 20 in that it
comprises an optical stripe reader 43 capable of reading and
writing information on the optical stripe 42, connected to the .
microprocessor 2 and to the memories 3, 4.

According to the invention, the optical stripe 42 is used as
the data bank, in place of the remote ones 23 through 25 of Fig.
l. In practice, during the unloading of an application from the

card 41, the card transmits the unload command to the card reader
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receives the ‘information of the
application and writes it onto the optical stripe 42. During a
reload command, the card reader activates the stripe reader 43 so
that it reads the information of the application on the optical
stripe 42; the card reader then transmits this information to the
microprocessor 9 of the card so that-the latter stores them in
the loading area. The load and unload commands are nevertheless
unchanged.

In a variant, the optical stripe is replaced by another mass
storage medium, for example a magnetic stripe.

In the preceding exemplary embodiments, we have described an
unloading of applications from an information processing device
to outside this device; in the case of Fig. 2, the card 21
performed an unload to the reader 20 or the data banks 23-25 of
Fig. 1; in the case of Fig. 4, the information processing device
consgtituted by the microprocessor 9 and its memories 10, 14
performed an unload to the optical stripe 42. According to
another variant of embodiment of the invention, an information
processing device performs an unload between several memories of
this device. For example, this information processing device is
constituted by the card 21 of Fig. 2, and the microprocessor 9
unlocads an application from its RAM 14 to its nonvolatile memory
10.

For example, several applications K, J are stored in the
nonvolatile memory 10. First, the application K is run. At this
time, working information It, related to the application K is
processed in RAM, while a program of the application K remains in
nonvolatile memory 10. This working information specifically

comprises:
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table 2 above; the parameter "signature of the information" is
eliminated. In effect, since the information does not leave the
information processing device, it does not risk being altered
during its unloading.

In the above, we have particularly described the decision by
the card to unload a set of information as a result of an order
received by the card to load another set of information. It is
noted, however, that the invention also covers the case in which

the order received by the card is for executing an operation
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particular process requested with the card may require a memory
space larger than the space currently available in the memory of
‘the card; this could be, among other things, a cryptographic
calculation. In this case, the card will decide to unload a set
of information in order to be able to execute this operation.
Another example is the one in which the order received by the
card is an order to run an application K that has previously been
unloaded from the card. The card must therefore reload this
application in order to run it; if there is not enocugh memory

space for this reload, the card will decide to unlocad another

application J, then perform the reloading of the application K.
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- in a second case in which the storage indicator indicates
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42; 53), whether or not thls first version has been modified in

the chip card, so that when this set of information must be
unloaded into the secondary storage means, it is not actually

unloaded unless this first version has been modified.

5. Chip card according to claim 1, which stores at least one
set of information in two parts, i.e., a subset of application
information (p-cod) containing a program and general data for ..
running an application, and a subset of sequence information (p-
dat) containing specific data defining a particular session of
the running of the application, and which comprises means for
detecting that several sets of information have the same subset

of application information (p-cod) and respective different
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8. Chip card according to claim 1, which comprises means for
reloading into the main storage means (10, 14) a set of
information previously unloaded into the secondary storage means

(23 through 25; 42; 53).

9. Chip card according to claim 8, which comprises a loading
table (TAB_APPLI) stored in the main storage means (10, 14) and
including, for at least one set of information (K) processed by
the device, a first signature (SGN-K) of this set of information
calculated by the processing means (9) before the possible
unloading of the set of information, with a signature key (SWAP)
stored in the main storage means, the processing means being
designed to calculate a second signature of the reloaded set of
information, in order to compare this second signature with the
first one, so as to validate the reloading of the set of
information in the event that the two signatures are identical,
and to invalidate the reloading of the set of information in the

event that the two signatures are different.

10. Method for managing the memory in a chip card comprising
information processing means (9) and main information storage
means (10, 14), characterized in that it comprises the steps
consisting of:

- detecting, during the operation of the chip card, that the
main storage means (10, 14) contain a quantity of information
such that the execution of an operation is not possible;

- selecting, in the main storage means, a set of information
to be unloaded (K), the unloading of which can release enough

space in the main storage means to allow the execution of said
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operation;

- unloading the set of information to be unloaded (K) into
secondary storage means (23 through 25; 42; 53), in the event
that said secondary storage means do not contain said set of

information to be unloaded.

11. Method according to claim 10, which comprises the steps
consisting of:

- detecting, during the operation of the chip card, that the
main storage means (10, 14) contain a quantity of information
such that an additional storage of a given previously unloaded
set of information is possible;

- reloading into the main storage means said set of unloaded

information.

12. Method according to claim 10, which comprises the steps
consisting of:

- detecting, during the operation of the chip card, that the
main storage means (10, 1l4) contain a quantity of information
such that an additional storage of a given previously unloaded
set of information (K) is not possgible;

- selecting, in the main storage means, a set of information
to be unloaded (J), the unloading of which can release enough
space in the main storage means to allow the storage of said
previously unloaded set of information;

- unloading the set of information to be unloaded (J) into
the secondary storage means (23 through 25; 42; 53), in the event
that said secondary storage means do not contain said set of

information to be unloaded; and
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