1/17

FIG. 1
10

\

MANAGEMENT
APPARATUS

110 ~1\_| IDENTIFICATION

UNIT

120 | AcquisITION

UNIT

130 a DISPLAY
PROCESSING

UNIT




FIG. 2

2117

APPARATUS A

MEASURE A, MEASURE B,

MEASURE C, MEASURE D

APPARATUS B

MEASURE B




3/17

VULNERABILITY
A

NEORMATION

<MEASURE A> PATCH APPLICATION HISTORY

APPLY PATCH AAAA,  |RESTART HISTORY

AND RESTART CONTINUOUS OPERATION TIME
<MEASURE B> EXECUTION HISTORY OF

STOP PROCESS 7ZZZ | PROCESS 7777
<MEASURE C>

N o PORY 1027 USE HISTORY OF PORT 1027
<MEASURE D>

USE HISTORY OF
UNINSTALL APPLICATION XXXX

APPLICATION XXXX




4/17

MEASURE A

THU, 5/7/2015 9:51 PATCH BBBB APPLIED
THU, 52172015 9:46 PATCH CCCC APPLIED

THU, 5/7/201510:00
THU, 514/2015 10:00
THU, 5/21/2015 10:00

9060 MINUTES

APPARATUS
MON, 5/25/2015 13:25 STARTED
MEASURE B MON., 5/25/2015 13:26 STOPPED
MON, 5/25/2015 13.25 192.168.1.27
MEASURE C TUE, 5/26/2015 921 192.168.1.185
THU. 5/7/2015 10.01 EXECUTED
MEASURE D THU 511412015 10:01 EXECUTED
THU 5/21/2015 10:01 EXECUTED
APPARATUS |
3 EASURE B TUE, 5/26/2015 14:36 STARTED

TUE, 5/26/2015 14:39 STOPPED




5/17

FIG. 5
SECURITY RISK DISPLAY SCREEN
SECURITY RISK NAME: VULNERABILITY OF APPLICATION XXXX
SECURITY RISK QUTLINE:
APPLICATION XXXX IS VULNERABLE TO EXECUTION OF ANY CODE
APPARATUS A |MEASURE 1 APPLY PATCH AAAA, AND RESTART
REFERENCE PATCH APPLICATION HISTORY
INFORMATION 1| THU, 5/7/2015 9:51 PATCH BBBB APPLIED
THU, 5/21/2015 946 PATCH CCCC APPLIED
REFERENCE | RESTARTHISTORY
INFORMATION 2| THU, 5/7/2015 10:00
THU, 514/2015 10:00
THU, 5/21/2015 10:00
REFERENCE | CONTINUOUS OPERATION TIME:
INFORMATION 3| 9060 MINUTES
MEASURE 2 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7727
INFORMATION 1| MON, 5/25/2015 13:25 STARTED
MON, 5/25/2015 13:26 STOPPED
MEASURE 3 BLOCK PORT 1027
REFERENCE USE HISTORY OF PORT 1027
INFORMATION 1| MON., 5/25/2015 13:25 192168 1.27
TUE, 512612015 921 192.168.1.185
MEASURE 4 UNINSTALL APPLICATION XXXX
REFERENCE | OPERATION HISTORY OF APPLICATION XXXX
INFORMATION 1| THU, 5/7/2015 10:01 EXECUTED
THU, 514/2015 10:01 EXECUTED
THU, 5/21/2015 10:01 EXECUTED
APPARATUS B | MEASURE 1 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7777
INFORMATION | TUE, 5/26/2015 14:36 STARTED
TUE, 5/26/2015 14:38 STOPPED
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FIG. 6
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FIG. 9
SECURITY RISK DISPLAY SCREEN
SECURITY RISK NAME: VULNERABILITY OF APPLICATION XXXX
SECURITY RISK QUTLINE:
APPLICATION XXXX IS VULNERABLE TO EXECUTION OF ANY CODE
APPARATUS A |MEASURE 1 APPLY PATCH AAAA AND RESTART
REFERENCE RESTART HISTORY
INFORMATION 1| THU, 5/7/2015 10:00
THU, 5/14/2015 10:00
THU, 5/21/2015 10:00
REFERENCE | PATCH APPLICATION HISTORY
INFORMATION 2| THU, 5/7/2015 9:51 PATCH BBBB APPLIED
THU, 5/21/2015 9:46 PATCH CCCC APPLIED
REFERENCE | CONTINUOUS OPERATION TIME:
INFORMATION 3| 9060 MINUTES
MEASURE 2 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7777
INFORMATION 1| MON. 5/25/2015 13:25 STARTED
MON, 5/25/2015 13:26 STOPPED
MEASURE 3 BLOCK PORT 1027
REFERENCE USE HISTORY OF PORT 1027
INFORMATION 1| MON, 5/25/2015 13:25 192168 1.27
TUE, 512612015 9:21192.168.1.185
MEASURE 4 UNINSTALL APPLICATION XXXX
REFERENCE | OPERATION HISTORY OF APPLICATION XXXX
INFORMATION 1| THU, 5/7/201510:01 EXECUTED
THU, 5/14/2015 10:01 EXECUTED
THU, 5/21/2015 10:01 EXECUTED
APPARATUS B | MEASURE 1 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7777
INFORMATION | TUE, 5/26/2015 14:36 STARTED
TUE, 5/26/2015 14:38 STOPPED
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FIG. 10
SECURITY RISK DISPLAY SCREEN
SECURITY RISK NAME: VULNERABILITY OF APPLICATION XXXX
SECURITY RISK QUTLINE:
APPLICATION XXXX IS VULNERABLE TO EXECUTION OF ANY CODE
APPARATUS A |MEASURE 1 APPLY PATCH AAAA AND RESTART
REFERENCE PATCH APPLICATION HISTORY
INFORMATION 1| THU, 5/7/2015 9:51 PATCH BBBB APPLIED
THU, 5/21/2015 9:46 PATCH CCCC APPLIED
REFERENCE | CONTINUOUS OPERATION TIME:
INFORMATION 3| 9060 MINUTES
MEASURE 2 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7777
INFORMATION 1| MON. 5/25/2015 13:25 STARTED
MON, 5/25/2015 13:26 STOPPED
MEASURE 3 BLOCK PORT 1027
REFERENCE USE HISTORY OF PORT 1027
INFORMATION 1| MON, 5/25/2015 13:25 192168 1.27
TUE, 512612015 9:21192.168.1.185
MEASURE 4 UNINSTALL APPLICATION XXXX
REFERENCE | OPERATION HISTORY OF APPLICATION XXXX
INFORMATION 1| THU, 5/7/201510:01 EXECUTED
THU, 5/14/2015 10:01 EXECUTED
THU, 5/21/2015 10:01 EXECUTED
APPARATUS B | MEASURE 1 STOP PROCESS 7777
REFERENCE | EXECUTION HISTORY OF PROCESS 7777
INFORMATION | TUE, 5/26/2015 14:36 STARTED
TUE, 5/26/2015 14:38 STOPPED
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FIG. 11
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FIG. 14
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