WO 2019/228563 PCT/CN2019/105353

1/23
100-&

Node Al Node AD

Node C
(e.g., user-side system server) Client 111

Blockchain
system 113

Node B
(e.g., lightweight node)

Server end 118

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Blockchain

system 114 Blockchain nodes in a blockchain system 11

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Blockchain Node 3 Blockchain Node 2

! Blockchain Node 4

Blockchain Node 1

111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

FIG. 1



WO 2019/228563 PCT/CN2019/105353

2 /23
Client 111
User-end application
................................................................................................................................................. 221
Information for blockchain account
creation, or Information of blockchain
transaction A
Blockchain transaction B
Server end 118 RPC interface 223
Blockchain nodes 1n a blockchain system 11

Blockchain Node 1 Blockchain Node 1 Blockchain Node 2

LLocal VM 1 LLocal VM 1 ILLocal VM 2

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Computation Computation Computation

1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

Verification Verification

LLocal Blockchain Copy Local Blockchain Copy 1 LLocal Blockchain Copy
1 2




PCT/CN2019/105353

WO 2019/228563

3/23

~
,

/
/

\

\

ele

TUSWRSBURIN
Ay

j74%
9[NPON J[NPON
JUN00IOY uone[N3ay

413

[543

TUQWRBURIN
N % SSAIPPY P || omeew

00 \ | o
T 1 ‘o e TCS
| | (PO 2[MpOIN
O—0O ;| UOTIORSURIL jassy eI
|

ureyoyoorg 0EE /

N\
~

e

s 7/ 1_ IVIA IS

UTEYIAI0Td

9[OSU0))
Uriipy

WIISAS
OPIS-198] O ¢

09¢
ddvy 201A19¢

J




WO 2019/228563 PCT/CN2019/105333
4/23

400

User-Side 34() Service-Side 310 Blockchain 33()
System System System

Request for creating
a digital asset

410

Verifying permissions
420

Generating
I blockchain contract
43()

Blockchain contract
44()

Result
450

Recording mapping relationshiy
between blockchain contract anc
digital asset

460

Response
470

FIG. 4



WO 2019/228563

Tangible
Asset
201

Digital
Asset

5/23

Blockchain

contract

53

Blockchain
transactions

FIG. 5

PCT/CN2019/105353

Deploying
blockchain

contract

210

Initializing
blockchain
contract

Updating

1ssuer
account info

230




WO 2019/228563

User-Side
System

340

Request for 1ssuing
digital asset

610

Response

650

6/23
600

Service-Side 310
System

Verilying permissions

and identifying
blockchain contract

620

Blockchain transaction
for 1ssuing digital asset

630

Result
64()

FIG. 6

PCT/CN2019/105353

Blockchain 33()
System



WO 2019/228563 PCT/CN2019/105333
7/23
700

Service-Side 310 Blockchain 330
System System

Detectng triggering
event for derestricting
digital asset

710

Generating
blockchain transaction
I for derestricting

digital asset

720
Blockchain transaction
for derestricting
digital asset
730
Derestricting
digital asset
740
Result
750

FIG. 7



WO 2019/228563 PCT/CN2019/105333
8/23

Issuing digital

asset
810
Blockchain
transaction for
——— —— —— —, 1ssuing digital
310 asset
Service-side Adding digital
System asset to

account

820

U

Blockchain \
transaction for
derestricting
digital asset

Derestricting
digital asset

Moving asset

to unrestricted
account

840

FIG. 8



WO 2019/228563 PCT/CN2019/105353

9/23
900

User-Side 34() Service-Side 310 Blockchain 330
System System System

Request for transferring
digital asset
910 Verilying permissions
and identifying
blockchain contract
920

Blockchain transaction for
transferring digital asset

930

Result
04()

Response

950

FIG. 9



WO 2019/228563 PCT/CN2019/105353

10/ 23
Tangible Vgﬂfying
asset permissions of
501 user-side
— system
Blockchain
transaction for
o — transferring —
| 310 | digital asset ~ \
| Service-side | 330 \
| system | I:> :>
- | 0 .
| | Block | Verifying
| | chain / permissions of
l :<j 0 / <O
User | | _ P
350 - B ~— e -

Veritying
permissions of
digital asset

1030

FIG. 10



WO 2019/228563 PCT/CN2019/105333
11/23
1100

User-Side 34() Service-Side 310
System System

Request for
transaction information

1110
Verifying permissions
1120
Querying for
transaction information
in data store
1130
Response
1140

FIG. 11



WO 2019/228563 PCT/CN2019/105333
12 /23
1200

User-Side 34() Service-Side 310 Blockchain 33()
System System System

Request for
transaction information

1210

identifying blockchain
contract
1220

I Veritying permissions and

Obtaining blocks
1230

Blocks
1240

Extracting transaction
information
1250

Response

1260
FIG. 12



WO 2019/228563

Svystem

340

Request for

buying back

digital asset
1310

Response

1350

13/23
1300

Svstem

Verilying permissions

and 1dentifying
blockchain contract

310

1320

PCT/CN2019/105353

Blockchain 330
Svstem

Blockchain transaction

FIG. 13

for buying back
1330

Result
1340



WO 2019/228563 PCT/CN2019/105333
14 /23
1400

System

Request for freezing
digital asset or
blockchain account

1410
Verilying permissions
1420
Freezing digital asset or
blockchain account
1430
Response
1440

FIG. 14



WO 2019/228563 PCT/CN2019/105333
15/23
1500

Svstem Svystem Svystem

Request for
valuating digital asset

1510

Generating blockchain

transaction for valuating
digital asset

1520

Blockchain transaction
for valuating
digital asset

1530

Determining value
I information
1540

V alue information

1550

Determining estimated
I value of digital asset
1560

Response

1570

FIG. 15



WO 2019/228563

Tangible
asset
201

Blockchain
transaction for
valuating digital
asset

:>
¢

F——__—q

Service-side
system

16 /23

FIG. 16

PCT/CN2019/105353

Initializing
blockchain
contract for
digital asset

1610

Comparing
characteristics
of asset

1620

Creating and

storing value
information

1630



WO 2019/228563 PCT/CN2019/105333
17 /23

1700

1710
obtaining a request for creating a digital asset corresponding to a
tangible asset, wherein the request comprises one or more
characteristics of the digital asset
1720
generating a blockchain contract corresponding to the tangible asset

based on the one or more characteristics of the digital asset

1730

deploying the generated blockchain contract on a blockchain, wherein
the deployed blockchain contract 1s executable to 1ssue the digital asset
corresponding to the tangible asset

FIG. 17



WO 2019/228563 PCT/CN2019/105333
18 /23

1800

obtaming a request for transferring a quantity of a digital asset from a 1810

first blockchain account associated with a blockchain to a second
blockchain account associated with the blockchain, wherein the request
identifies a tangible asset corresponding to the digital asset

1820

determining a blockchain contract that 1s deployed on the blockchain
and that corresponds to the tangible asset identitied 1n the request

generating, based on the obtained request, a blockchain transaction for 1830
transterring the quantity of the digital asset from the first blockchain
account to the second blockchain account, wherein the blockchain
transaction invokes the determined blockchain contract

1840

sending the generated blockchain transaction to a blockchain node for
adding to the blockchain

FIG. 18



WO 2019/228563 PCT/CN2019/105333
19 /23

1900

1910
detecting a triggering event for derestricting a quantity of a digital asset
associated with a tangible asset, wherein the tangible asset corresponds to a
blockchain contract deployed on a blockchain

generating a blockchain transaction for transferring the quantity of the digital 1920
asset from a restricted blockchain account associated with the blockchain to
an unrestricted blockchain account associated with the blockchain, wherein
the blockchain transaction invokes the blockchain contract corresponding to
the tangible asset

1930

sending the blockchain transaction to a blockchain node for adding to the
blockchain

FIG. 19



WO 2019/228563 PCT/CN2019/105333
20/ 23

2000

2010

obtaining a request for valuating a digital asset corresponding to a tangible

asset, wherein information associated with the digital assetis stored 1n a
blockchain

. . . . 2020
generating, based on the obtained request, a blockchain transaction for

valuating the digital asset, wherein the blockchain transaction mvokes a
blockchain contract executable for determiming value information associated
with the digital asset

2030

sending the blockchain transaction to a blockchain node associated with the
blockchain for adding to the blockchain

2040

obtaining, from the blockchain, the value information associated with the
digital asset

FIG. 20



WO 2019/228563

21/ 23

2100

Obtaining Module
2110

Generating Module

2120

Deploying Module
2130

FIG. 21

Obtaining Module
2210

Determining Module
2220

Generating Module
2230

Sending Module
2240

FIG. 22

PCT/CN2019/105353



WO 2019/228563

22 /23

2300

Detecting Module
2310

Generating Module

2320

Sending Module
2330

FIG. 23

2400

First Obtamning Module

2410

Generating Module

2420

Sending Module
2430

Second Obtaining Module
2440

FIG. 24

PCT/CN2019/105353



WO 2019/228563 PCT/CN2019/105333
23 /23

Internet

Network
Interface(s)

2518

Processor(s)
2304




