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g CAL MEMORY INFORMATION '

The inventicn relatas generally to the protection of
important or critical data in nexory davicui. ansmralatcl '

pecescuraray] wo protaction of such data in pestage mstais.
When important information ia stored in a =nlpuea£

. systam it-is zonmonplace éo provide security against loss ‘of same

ar all of tholintu:ultion. for axanple by making a bagkupfccpy‘bf
the informition. In some systems, hwgvcr, tha iri:onagicn as '
stored in the system is vhat must ba capabls of hding relied
upon, and the Sheoretical fsasinility ef ralying on kackups is of
little or no value. An sxazpla of such a lys:t-.ip thp.
electronic pestage metsr, in shich the amount of postage
available iat'pri.ntinq_h stared in a nonvolatile memory. The:

. usgi should not be able to affect tha stored postage -data :in' any
,way other than reducing it (by printing péntaqo) or increasing.::

(by authorized resetting tctivitiqc). Soms gingle stored. .
location must, necessarily be relied upon by nll'ﬁiigins (the-.
customer, the postal service, and the provider of thel meter) as ’
;ho sole daterminant of tha valua of the anount oﬁ-paptaqg-
available feor printing. In electronic postaq‘a metars thm;:s;n,ql- )

' stored location is the secure physical housing of ‘the meter
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itself, Within the secure housing one or na;l ltei; ef data’ in
‘ane or mors nonvelatile -;moriou sarve to determine the amount o
postaga available for printing. '

Experience with modern-day systems employlng: processors
shows that it is advantagecus to gﬁnrd against the‘possihi;;ty of - ..
a procassor runnihq.jnok. Generilly a procassor is.ixptc;c& to
execute .its storad prograsm and it is assumad the storad ptqqraa'
eaqtain; ho programming errors. Under rare eirauhlglnécp,
hewaver, 4 procassor may conmance exacuting something other ‘than.
tha stored program, such as dakta. . Undsr ether rare piréugitance:
the processor, even though it zay be exscuting the stored
program, nonsthalsss behaves incorrectly due to tha incorract
contants of a procasxsdY registar or a aamory locaéddh: The
former wmay occur if, for exampla, tha instruction pointsr or
pregran counter of :hﬁ prucessor changes a bit due eé, %3y,
absorption of a cosmic ray. The latter may ccour if the. contents
of the preccasor ragister or mawory locatian are chanqed by that
or o:h-: machanisas. . i

In pragmatic terms it is mot possible to prove the

. correotnass of a storad program; testing and ddbuqbiné d!ilhi
program serve at bast to raise to a relatively hiqh'invek (;gt

not te ca:éainty) tha desiqner's contidence in the corzectness cf
the code, Nanatheless an unforaseen -combinaticn of lnzarnal :
stateas, oY an unforazeen ‘set of inputs, has baen knavn to causa a - -
program that was thought ‘to ba fully dahugga§ to proutod
erzonesusly. '

. For all thase reasons in systems whare crueia; data are
;torad in what iz neceassarily a singls location undnr;eenerdi of
a proccssorlrunnlng a stored program, %t is highly dﬂli;abl- t?‘

provide wvays te detect a pracassor ruﬁninq amck and to raduce tc
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t mininun the llkiliheod'ct the processor’s harming tha crucial
data. In tha particular fase of a postage maver, it is desirable
that tha axount of postage av;ilahlc for p;in:ing.'ilna'cnxied
the des¢ending registdr, be recoverable By an authorized .

, technician even if. tha systea {3 complecely 1nopu}i£ii fr@n':bn,
eu;tamez'l paint of vilw,'lvnn attar any of a wide ranéc'pt )
possihle procagsor laltuncelons

Numafous zmsAsires hava been attempted-to pretnae
erucinl data in such uystnnn 48 postags meterz. In a :ystan *
having an addveis decoeder providinq selection outputs to'tﬁu. .
vl;iaus nesery devices'in the system, it is knuun:to.nongeui all

! tha selection Qutputs oi the addrass deccder, and'ta:pnrigt.tin

processor’s write striobe to reach certain of the memory davices
enly if (a) the sddress decuder has salected one of thc:cn?takn '
nanory davices, and (b) the addrass deceder has nox selectad any .
memery device other than the certain mamery devides. ’ )
. " In ancther systan habing.nn :darass;dccodez'providinq'
selection outputs to the varicus memory davices in tha systam, ii
is known to meniter th:.iglaction outputs hs;eciatpé kltp.ceziain
of the memory davices, and to'take a pradetermined acticﬁ-it'inf
of tha salaction cutputs iz selected for lonqe:,thanla
prngaeazain;d interval of tiza. Tha p:aée:irnined-actfon-is tg
interrupt ‘the write strcbs and selection cutputs to the cartain
of ths memory devicas. o “
Although thesa approaches isolate the certain memery . '

. devices ttyplcaliz the davicas containing the erucial.polthc-
_data;‘upon occurrenca of some categories of nal!unetion, they do
,lxttlo o¥ nothing te cure the malfunction when it is caused by a-
.preeasse: :unniﬁq amck. That is, it is important to dlctinquisn '

thu-prublens just mantioned from the problem of physical
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-malfunction of a procsssor otr other systlﬁ component. Si;p}-'
phyl%:a; ualzqnction can ;c quite raze if consearvative design

. #tandards ars followed and if the systam is used in ratad_;phinn:
conditions, $o that ths fraquency of sccurrence dfziuéﬁ %h*sicéi )
ualtunéqlnns can be lov. But many of tha Abovn-h-nc§an¢h failure’
‘modas are not of a lasting physical nature and, if app;oprsithik .
clenreq. necd not giva risa to peraannnt logs of fuaetionaiiiy.

. It is alse vell-known te provide “watchdogh: rir:uitl in

; , o g ' conpu:eri;ed systams. In such a systex the cadn,o;aguted by,thq

_p;ocnlsor inqludcl pericdic issuance of a. watchdog siq@i&_nhich
sayvas -£o =1¢ar.n wvatchdag circuits. If an qunsaiéc'ﬁﬂnq passas
without .receipt of ého‘waeohdog signal, tﬁa'waeéhdpq‘;}réugu'
takas protective action such as shutting down the sybiig qé‘
raﬂntt;ng the processor. The latter action nas the advintagh
that it may restora normal processor functlon if, tor .xanplo.
the malfunction vas dup to a spuricus ehanqn in the va;up of the
instruction pointer or program counter. 8ut the watchéaq ciréu&é
only ttiqqezn aftar the passage of a pzadu:e:utncd interval. and
procassor malfunction epuld concaivably altar crucial. data durinq
the predetermined interval and prior toa wa::hdoq-inducnd r-:et,
It would bc sest desirable if crucial data could enjoy! noro .

i o .': . L cenp:nhensiv. safequards aqainst procaszor ntl!une:ien. utth the

sagqgua;ds implemented in such a way as to parni;‘rgsgatatian of

propey procasscr function {f poasibla.

i In accordance with the:invention thers is pré&ldnd I
I"l ?nc'&'_m"ﬁly - computesr system, }:.yphﬂ-}rﬁ postiga metar systam, ccup:ia!nq a
prcclssor “(ePU) having 4 write atrobe output ind add:nsl outputs ‘

and axecuting a storad program, a mamory having a :cllction inpu:
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~and a wrx:e strobe 1npu:, and an address-decoding aqans tor

providing a Jalaction -;qnal to the salsction input -of the, nonury .o

in response ta.assuelatcd addruss outputs froa the protessor, ‘the ’

computer systam including a window means colprisinq latch hean-
responsiv; ts a setting u:qnal and a clearing :iqnal !:un th. .
procassor far coupling the writc strobe " aueput of the ptoeasser

_uath the write strobe input of the uenﬁry when the 1atch -anns s

- sat by the suhtinq signal, and for deceupling tha writa’ s:rabe
_ output of tha procassor froa the writa strobe input of thn lnnu:y-'

when the latch mesns is cleared by the elunrinq_siqnal. and °

'=cunc¢: means responaive to the satting signal and the claaring:

-sxbnal from tha precessor for starting a countex .upon :lunlpE ot . -

the sa:elnq signal, for clearing the countar upen r-c.ipe of. thd

clearing signal, and fer intarrupting’ the prousssur in thn qvane_ -

of the counter reaching a predetarmined threshold, -

Figs. 1, 2, and ) are functicnal blocﬁidiaq?anu‘or
priov art memory addressing systems; B . ‘:

Pig. 4 is a functiopal block diagram of a n-uory.
addressing syictem according to the, invention,’ 1ne1udinq a windov-
tx::uit: and , S C

. rig. s {s a functional block diaq;au ug'ene window ;

eircuit of rig. &. ‘ . '

Like elemants in the figquzes have, vhtre pdt‘ibll. h-cn

sheun thh kac zefaronc. designations.
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In the typical prior 3rt memory address:ng systam:of
Fig. 1, a processor 10 is capable of writing daea 11 aouotj
devices 11, 12, and 13 by heans of a system bul 49, ot wm.:::
address bus 14 and write strobe line 15 are shown.- sonl of the
address lines of addzess bus 14 ars provided to a cnnvcntianal
sddress dccader 16, :hclc so-cialled "high-ordnr" address lines
sre shown as :he hiqh- ordsr pertion 17 of the address Bds. rh-
so-called “low-order® portion 18 of the address bus 14 is -

' provided to memory devices 11, 12, and-13, and to other devices

in the nemory space of processor 10. PFor clarity the qﬁta‘linns '

and othar centxoel lines of ths systas bus 19 are enittcﬂ Zrou
Fig. 1, as are the other dcvicos on the system bus. such a:

. kayboard, display, read-only RENOXy and printcr.
In Pig. 1 thé write strobe signal Zrom the pzpqulsoz 10 .
-is_provided by 4 line 15 to the writs strobe inputs 21, 2, 23 ‘of -

the maemory devices 11, 12, and 13 tespactivaly. Mamory. devicc

,snlactian signals are provided Ly select linas 20 running :ron
'thc addrcsl decader 16 to "chip enable® inputs of the nnnoty

davicas. Por cxanpxc. sklect lines 31, 32, and 13 provids

raspec:ive zelect signals to cerrasponding chip enable inputs. {1,

© 42, and 43 of the memory devicas 11, 12, and 13, zespectivaly,

A line 34 from addvess decoder 16 is indicative
qenexally that the address decodar snllcts other ialo:y esvtens
than thosa shown -xpl&eitly in rig. 1. ‘such lencry-dovicc-
typically include’ RONM (read-~only- megory), and lana:y-napped
gnput/ou;pug devices such as a Xaeyboard, a display, a prin:c;.
and discrete input/output latchas. .

It vill Ba notsd that in the system of Fig. 1 the.wrice
. strobé -signal is previded -to all'qcnory‘élvices, in:iud%nq,l;;'
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13, and 13, vhanevar assected on line 18 by the processor 10. ‘1e

the processor 10 were nisBehaving sariously tas distinguished

from the case of a praocassor or othar systam eonponchtltélliﬁg.ln

a4 physical, permanent way) the precosscr 16 could pravxd-

sddresses opn tha address bum 14 that vare meanlnq!ul to tnc )

address decodsr 16, onahlinq ane or another, of meémory d-vienl 11..

12, and 11 froa time to :ine. If the write strpbas ::Qnal of” lxnc ;

15 vars' assertad during one of the pericds of .nahlenen:. thg
cantants of some o all of the memory devicas 1:. 12. and 3
eould bo loast. In the case of 3 postage ue:cr. thn dcsclndinq
ragi-tor contents could be lost, a mattar of great: eancitn zcr

both the postal patron ‘and the postal sarvice.

Tig. 2 shows a known prior art syltuu for cnhnncinq the

prutec:ian of selected namory devices, such as davic.t 12 and. 13, .

hare callcd “cxuexal' memoery devioos. Use of such a syltpn Aiqht

be prompted by the pressnce, in Rapory davices 12 ind 1:. of .

impertant poastal data such as descending rlqis:ur d:ta.. In -uch e

a3 case memory davices 12 and 13 Day be nonvolatile nagnzion
Whila mamory device 11 continuaes to yecaiva the w:itu ltrsha
signal of line 15, just as in rig. L, it will be nntad that tha
crucial memory davices 12 and 13 raceive a gated l;gpg{-ﬂg at.

regpective write strobe inputs 32 and 23.

With further refsrence to Fig. 2, the s.lo::ien.eutputs TN

. 20 of address decoder 16 are connected to respectlve mamory.
_davices.as in Fig. 3. The system of Fig. 2 differs, howaver, ‘in
‘that the selaction outputs 20 are also provided to aultipla-inpuc

AND gate 61, The sslection lines 32 and 31 for the crucial }
nanoTy devicas 13 and 1), respectively, are ORad at, a ghte Is angd

provided diractly to the AND gata 6l. The :anaxning sa;octian .

liﬁel from the addrass decado; 1€ are sach anﬁr:ld'by invartor:‘

Repleced -
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67 and 89, as shown in Fig. 2, and provided £o the AND gate 6i.
The address dgcoder 16 of rié. 2 differs fron nany :yﬁicai '
addrsss daceders 1§ such as ;hqwn in rig. 1 }n :th svery
pogsibla address of tha hiqh-onéar addrpu; bus 17 i;'dthéid ag,

one or anothar of tha sslection eutputs . If necn.saty,‘

" “none=of-the-above" zalaction autput is provided tu rlspnnd to

addressas having ne intanded physxcal eaun:crpa:t in tne ayscen :

'dcstqn. The zasult is that the number of u.;nctton ouﬁputs zo .

active at any given moment {s exactly one, no more and’ ne tdwer. i

It uill be appraciated that the output €3 of AHn gatl
8t is high if (h) one o: ‘the crucial memery davices As, selected
and (d) none of the othar uenezy devices is salected: siqnal .63

.ls one of two inputs to AND qa:u 62; the other is the wxite

otzoh- signal of lins 13. Tha crucial zamory devices, than,
receive write strabe signals only whan one er angghg:-o! the.
erucial nino:y'd.vicel'zs currently being salactgd by. the addraks’
dacodar 16. . L. "

In the cireumstances of a syatam su:titinq no
mechanical datect, the system of Fig. 2 offexs no pzotuégigﬁ of
ocrucial data beyond that of Fig., 1, Assuming, for nxinﬁil; ih:t,
thi address dacodsr 16 and tha address bus -14 ;nd 17 are _
algotrically intact, then the gatess &2 and 62 have no efflct.

‘The gatas §1 and 62 only sqzve Eo bleek write strobe anuel at 22
and 23 which would in any evant ba ignorsd by memory dlvic-c 12
and 13 bacause of the- xlck of as:artcﬂ salection licnals en lincs
32 and 1). Stated ditferen:ly. a procasser 10 alsbﬁhav;ﬁg
seriously in a system of Fig. 2 that is elaectrically ‘sound yixl .

be capable of destroying data in tha crucial memory devices

simply by presanting their addrasé-s on the address bus 34, 5Wha;

the p:oeesi@: 10 presents a valid address on the address bus 14,

This Sheet Has Been Replaced
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the corresponding selection line, for exapple line 32, will §§
assarted ‘and will be rccélvcd at the chip-enable.lnput 42-of
" memary device 12 Likewise. the a strobe :iqnal'onllln- 40 will
_ Be made ayailable to the write strobe’ input 22 af ﬁllury'd;wien
"12. Thf.possible result is loss or damage to the epﬁtdﬁts ;g.
memory devica 12. IR

Fig. J shows another prior-art syscaen snte;dng to
pratec£ data in urucial wahory davices, say mamery devices 12 and
11, In the systanm of Fig. ), the procassor 10 addrass hus 14-
and 17, and address decoder 16 are as in Fig. 1.- Msmary device
11, which is net a crucial memory device, =¢co$v;s tha wgit-
strcba signal of lina 1S.directly, as in Fig. 1. and. recdeivas’ its.

. cogresponding selaction signal 31 dizectly, alsc as ia !ig; ;,;

Crucial memery devices 12 and 13, hewevar, do not _
receiva selection ligng}l or the write strabc-siqna;-diregﬁif.
Ingtaad, AND gatas 51, 52, and 51 are providad, hlueklng'th.f_
selaction signa}s 32 and- 33 ard the write stroba signal of. 1ine
15 under circumstances which will presently be deséribed.

‘In the system of Fig. 3, the seloction cutputs for- tha
crucial memory devicas (hare, selection siqnals 32 and :1) are’
previded to a an gate 34. Most of tha time the prae-sze: 10 1:
not attempting acocass to the crucial memory dnvians 13 and 13,
and so select siqnals'zﬁ,lnd 33 remain unassarted (here asaﬁmad
ta be a law logilc levn1;: as & rasult the nutput 35 of qatl 54
1; Kigh. This clsars =auneor 86.

At such time as the processor 10 attempts to read frem
or writa to aeither of the orucial meacry devices 12 or'L:, a '
corr-spondlng one of the selection linas 32 or 33 is assarted.
output 55 of ‘gata 54 goes low, and counter 56 is able :9 baqzn

counting.

This Sheet HasB eplaced

| o o I



PAGE 11 (PRINTED PABE 12) ] Yo, 8044 P 1}

{ RECEIVED 82/16 23:59 1396 AT 5354 BRUMBAUGH GRAVES

~Feb. 16, 1996

10:52AH

THIS SHEET HAS BEEN
REPLACED

. Fallure nmodes lt! poasible in which an addrsss lime 32
or 13 may continue to ke a-lcrtcd for some lengthy pexiod of
tine. Tor cxanpxc, a mechanical defect in tha address phs 14 and
17, in the address dacaduz 16, qr in the wiring of lines: 31, 32, .-
33, and 34, may give rzsa to cantinucd selection of a crucial
nesoky device 12 or 11. X consequence of such a machanical A
defact could be a write xns:ruction from the procassor 10 tha: is

intended :or. ssy, memory davice 11, but which, dud te the .

- machanical malfunciicn, would cause a changes in tha eonecnts of

memsry davices 12 or 13 ‘as well. .

Although as just dascribed the :ys:.u of ¥ig. 3 oflnrt‘ -
protaction against cartain aechanical tailuros{ it providas qn;y .
linited péotletiop against the péoapcc: of a praenssor.- o
ntshehavinyisetinusly- As will nov ba dnseribad, th- lyaenn ‘of
Fig: 3 will fail te detact ‘many of the possible uayq Y p:ecns;or !
may -isbah;ve. ‘and will be sugcessful ae, pretaetinq dgainst anly"
a pazticular subset of tha possihlc wvays of -stchavior. ,

Those skilled {n the.art vill appreciate that wemary'.

read and mamory write instructions carried out on the.systea bus

.repreaann only a portion of all the bus activities. '#rinr to the

procassor’s esscution of’ an instruction tornan part ot ehs

‘Stotld progran, the processor nust necessarily have fetched thn

'instruction from a memory davice on tha sgystem bus. ,rroq,tht “

point of view of an obsarver of the bus, thae fatch activiti:is “voar
electrically ve:y similar to a nanpry read activity, and sach '
includas a step of tha pro:ns:or xo providing an addr-.l ‘on’ thl
system bus. The address decoder 15 handlas nelar? read addrassas’
:he.nané way it handles fatch addresses. In a system !ungilgniﬁq ) )
pvepegly it is expscted that tha fatch addressas will.:éﬁrisen: .

r;:rievql of data (i.e. instructions for execution) only from

- 10 = ! t
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lecations that contain data. nanaly lroa :na uonory dovtcas
cantaining the storgd pragran. In a system !unctinnihq preptrxy .
it in-also expectad that ruecninq vould never take place troa .
logations coneain;nq datas such as the d-scindinq :aqis:nr . In
'lystans such .as those dilcunlcd herein, where ncnary devicps 12 A
and 13 are assuned te contain crucial data, lt. i. txpsdtid ‘that
no fatchinq would take plact from the memory devices 12 and za. o
Indeed it would .not 'be out of tha ordinary for perlods uf tln. Lo, . -
. pass in’ Hhxch fotchds. and nmemory accesses (clth-r rniding or, K
writing) oesurred on the systaem bus more or 'less in’ alternahtan. 'E‘
_ Under the normal steps of a typlcal stored proqtla (in -:
a syctea havinq ne naehlnical dafacts) it is .xpectad :hae
Processcr 30, shortly after initiatinq bus aceess tu an :dd:;:s o
qivinq rise to the nssnrtieu of, sclnetion lines 32 or :J; ulll
:prnceed to bus neuoss czsewhar. in the gddress space ‘of the
processor. Such Bus access clscwhtro chld rasav ghcreguntgr'ss. A
’and avert the decoupling of qntes S3, ‘53, and 53. ) .
As one exampls, the convnntional !nethnq oz
) instructions for axecutien :ay cause the address dh:odar to ntop
' Illlrtinq selaction lines 33 ind 33 and to as:ett instaud tho
selection line far some Eemory davice containing sterud p:oqrun.
This would be the usual process in a system laeking nny
‘ncchan;cal dofact. Thus, fetching (at least in a: ly:enl that is -12{
£¥ga of -nchunical det.ct) would generally kaep ehn coun:nr ss .{;__
relnt nora’ or lags continuously, except in thc spncial caae of :
. processor malfunction whers the instrugtion paintar or prngran
counter happened to point to a ecrucial nepory. o
‘It vlll.be.ypprnciatsd! then, that i{n tﬂ; évenp?és
parsistent assertion of one of the selection }XnaS'szbr 1) due _
€0 a;cause other than'a mechanical defect, this wouldrbf Q*pe::e:: :

-11.
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L0 accur only if the pruocessor happcﬁed to be fetching

’ , )
lnstruetiun: tor exacution from :h- selectad manory. Thu-'ig the

,prccnssor misbehaves =meriously, and if it happens vo ‘be dotng so'

whila ics lnstrue:xen pointer or program countar is, caus;nb
instructiona (a::ually, data) ta be fetehed. fron Ehn erncxax data

ol one of the memories 12 and 13, the countsr $6 unuld block

‘access ta the crucial memory davice after the- pasSAgc of a- praaet.-

‘tima 1nterva1.

In the more g-noral case, however, of a’' prna-ssor .

-zsbohavinq seriocusly wltp its instruc:ion poinecr c: prnqram

ccuntar causing instructions to be fetched from a l-upry d-vicc e
.o:har than ths crucial data, the countar 56 ueuld bc-potiodlcally

clearad, bringing an end to any blaeking of lﬂclll (by gates 51,

52, and 53) to-thes crucilal namory davica. Ia summary;’ thcnqn th-

system 'of Fig. ) protagts against scme nnchanicax thilurls. it

' does not ennp:nnensively Protaect againat tha peten:inl preblan-at

a p:ocelsor ainhnuav;ng seriously,

Tugning nov ta Fig. 4, a block diagram shous’ a tysten -

ot an snbodimant of the 1nvcntion. P:oces:ar 10 p:owid-s addreaa.
signals to tha address bus 14 and to the address dneodar 16, 1ua: i

as ih the -y:tan of Fig. 1. The memory devices 13, 12,13 a2

raceive :aspectlve selaction signals from the addruga d-ceaar 16

ju;t as 14 the systam of riq. 1. Memory device 11 racaives the
vrite strobe signal of line 15 as in the system of fig. 1. o
Crucial xapary davices 12 and 13, howvaver, rneaiv- inputs lt

their weits strobe inputs 22 and 23 not from. lina 15 but t:ou a

window circuit 70. Windew sirecuit 70 rc:nlven reguests zrcp';he

procagssor 10 by l/0 port transactions or, prnfarahly, by ﬁunery-

lappcd I/o transacticons. In the latSer atranqenent a selactxon

. signal JS fzom ‘address da:odor 16 1: provided to tnl window

- 12 =
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cleeuie 7o, and preferably it also receivses lov-order address
bits from low-crder address bus 18. o
In Fig. 5, depicting the windew eireuit, an eucpu:'lé
of latch 80 is normally low. The norsally-low ikatt.q!*}ip. 'Y
turns aff an'ANu gate.31 a0 that a'vrits séknbe gigoai 72 ‘ot the
nepory 12 is unassartéd. With the line 86 low, the wiite.strobe
II;&qnal of line 15 does not have any effact on ;ha'oucppt 72. of °
thu'wiﬁécv eircuit 70. PFor similar reasons sn output 73 gs 91:6'
‘unassartad, ' :, ! ‘,
When line 86 and a corrospondinq line 96 ara beth low,:.
wvhich is typieally moat of the tine, 2 pair of :uunttfs 83, s: .
are continuously claarsd. Outputs 87 and 97 of the cgung.rs 83,
93 are thus both low, so that an OR gate 8% has a low. odtﬁui 71£
The processor 10 receives the unassarted signal 71 at- lts r-set
input 75, so is permitted to continue normal exacution -ef the
stored program.
'Undcr control af the storad program the préc;uanz”io'
gains writs access to crucial memory devices 12 or 13 as féilows. .
Referring now to Fig. 5, to write to memory davice 12 ;pc-‘ . '
procestor writes a command to tha lateh ao'rupr-scnt:c}v-_bt_a: :
request for aceess. Tha output 86 of latch 80 goes Hfbh.'éukninc:
on the gate 81 and permitting write strobe signals of the line 15
to ba communicated ta the output 72 of the vindow cirouit, '
thancc to the vrite strobe input of asmory.device 12. ﬁhﬂ y%;n i
lavel ot line 36 causes-an invertar 82 ts go low, r-uovinq the.
élaar input €0 the countar 81. countayr 83 eanncneen cauntan,
" and if it reaches a presst threshold its output 87, goes high,’
turning en OR gate 85. This ras-en the precessor 16, Thn presec
thrashold of eounter 83 is changeable by comsands te a: latch 83

freu tho procasser. In‘the normal course of execution of a

e 13 =
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storad program, typically the procassor 10 would write a second

Cammand to latch 80 shortly after making its accesses to memory .
, Savice 12, causing the output 96 of latch 40 to return o its
ngtaal, low stata. 'ﬂ.\is vould raset the caunt'cr 83 un,.d' av.irt -any '
é;lcttinq of the procassor 10. ' ;
$iailarly, ik the procassor, 10 writes a compand jctllad.
. a setting signal) to a_l;:ch 30 t6 tuzn on }he lins 9%, ur;eq.
access to the mamory devica 13 will be pcssiﬁlo, énd kha.&lbck 93,
will bagin counting. In the normal course of avents’ eypicaily )
the procassor 10 would tairzy promptly write a second: caauand
o (called a clearing signal) to latch 90, cutting off.the uz;ta,
. 'strobe signal to device 13 and clearing the counter 3. The
-gsunter 93 is proqrannabin by commands to a latch 94. Ax a
censequance, each of the countezs is iﬂéividu;lly pragrammable.
This (s dexired because the mamorisa 12, 1) are p:qtuzahly of
giffarent stcraq- technologlaeg, for which diffarent u:itinq and
access timex may apply. Thus a lnno:y of a eechnaluqy with a

respactive counter tor 3 longaer intarval, while lnunry at‘a'
technology with a :ast.qccass time may be mors closely. érdtacteé'
by programming its respectiva counter for a shorter intaprval.

1n ona gmbodiment it ha= been found pratarable to
provide additional logic in the circuit 70 ef Fig. S, so that the
gate 01 is initially enabled by a flip~flop {not. shown in ?&qi §).
upén power-on, and continues to be anablad regardless of tha
state of latch 80. ' Tha sdditional logic is arranged so that a °
subseguant signal from tha procecsor sets the tlip-flop $0 -that
it ne ‘longer snables gats 81. ‘From that point enwards the gate

81 is enablad waly by the latch 80.
- 14 -
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It has been found prntlranlc to make the memories of
dit!ezing tachnologies: ‘in one’ embodiment the titst
memory is an EEPROM (mlagtzically ecasible pqu:annnblu
raad only read only' memary) and the second nonnty 1: &

‘. Matterye~backgd-up CMOS RAM (complemantary a.tal-okidc

semiconductor random access memory). In tha nupoaxp.pq

the first predetarmined threshold - is about 341

milliseconds, and the sacond prudntnraincd thr--huld is
about &82 uiilisaconds, all salectad zor an tiqht-bit"
pracassor :unninq at l Wiz, i

Rn:urning nov to Fig. 4, the resat siqnll 71 lay ba
seen uhich. if assathd, caugex a ragset to the preclssor 10 ‘at
ite yeset input’ 75. Canerally this could be aay qptdva:-
interyrupt te tha pracnusar 10, but pratarably ic is tﬁa rlact
input, which lny he thought of as tha. uiqhns: przorxcy narduurc
intezrrupt. Tha reset input Cayses progranm .x-eu:;au tron za-
inatruction at memory lacatien zaro, thus nlininatanq any
panliblo prohlaa with apu:tous contants of the 1ns=ruction
paintar or ngq:an countar. The reset input also—:cqn:u ax: -
other internal states of the processor 10, thus czininasinq any
possiblae prablas with lpnzioul 1ne-rnal states at ‘the p:uealaet
1. Whare she condition giving ri:o to one or anuthpr af tho
céunsa:s 83, 9 :clcuing its thrashold was a pzocastur .

: misbehaving -uriously. then, thare is the pussihility tha -

processor will exacuta its stored progzam. carraetly thc:-nftet.
Preferably a latch 74 is provided, axtltnil to the,

'bgeéaqso: 10 and uapahlo,oz,lateh;pq the reset lsgnt}_7x., The
stored progras sy procassor 10 praferably has ltéégﬂ;hgr“éheck,

upon axecution starting ac z;ro, to see whather thé latch 74 is

sat. I? it is-not, the assumption is that the exéugtibn-fran
ero vas due to initial application of powgr. I:'Iﬁtéh 74 is

29, thn assimption is that axscutien from zero was duc eo KK

‘reset !ron.tho.wlndou eireuit 70, and the processg:.can

.1’- . < l'
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_ appropriataly nots the event. Repaatad natatiens of a reset due'

to the vindow circuit 70 'Vill preferably cause the ngécluur ia,.

undar stored p'nq;'ln control, ta annunciata an appropriace

vArning message to the user,

It will be appreciated :ﬁa: tha system of the invencaph

ofEars numqiehs benefits over the prior art. As nantioned abnve

the systnu of the invantion offers more protcc:ion_against the

pussxbillty of a processor misbahaving.sarzioysly. The caun;ar 83 l

-

'sendinq the copmand to tut latzh 80 (or 90) for access to the

nanpzy device. ' This gtv-u tha =ountnr A head start ;n dctqetinq

'prablcms. as compared wltn the counter 56 of rig. :, which cnly

starts counting with the occurzence of a selection :iqnal trnh
the addresa degoder 16. In the system of Pig. 5 the ceuntet i;
tor 93) runs trloly until- guch tine as a coaannd gox csalinq

accoss ts the nenn:y davice is racsived at the lateh lo (e: 1.}

Ia contrast in the system of rig, 3 the countar 58 \11‘11 bc

cliared every tima the processor 10 happens to make rh!orengg,,by
, meBAxy rcid;ng and writing or by instruction fatcohing, to any

agdfnsf outside ‘the crucial nenories 12, 13. Finally, the
bxotect&vc sction taken by tha -y-ten of rid. 3 is ho more than.'
iqt-zrup:tnq th- conngotion of writs strobe and/or selcctian

. linen. In cantrast. the systen of Figs. 4 and S uakn: tn- Stepx

of 1n=|zqutinq {and praferably :nsattinq} the p:nenss::, wh1=h .

will at least aoun:imes ranedy GOnplntaly :he ccndition givinq .33'

rise to ths nalﬁunctinn.

o While the above is a descripticn of the invuntion;ih
1t ptnfetred-cubodinnné. various maditications, ;l:ﬁrﬁ§££ :
cgpagructicns, and sguivalents ;ay be anployed. ?hhrsgére; .
nEch dagcription and illustration should not be taken as

- 316 =
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limiting the scep- of the inventicn, whiech is dqflnod by the

+ appended elainx. '
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1. A computar system comprising:. a procassox {101.

'having a writa strobe- output (15) and addrq&b autputs,-
operable to execute a stored program; a tlzst mamcry.'

(12) having a selaction input and a write’ strubd input

{72) 1" addrcss-decoding means (16) for’ pzuviding a

seieétxon signal "to. the selection input of.the. fizst

-meuary in response to associated address outpuﬁs txum
the processor. ﬁa@Lwindow means (70}, the window means ;. .

conprising:

" first lateh: naans (80) rasponﬂiva to a. firsﬁ '
'satting signal and .a rirst -elearing signal’ from - - the -
' processor arranged to ‘couple the vrita strobe' autput of
the processer with the write strobe. input of . tha ‘tirst’ -
memory whan the first latch means - are sat by tha:tirst'

" settinq siqnal, and for decoupling the writc stroba

ocutput’ of the processor from the write strobe. 1nput of’

the, first memery when the first latch means is clea:sdu R

by the first clearing sanalr and P
rirst counter maeans (83) zespcnsivo to the tirlt
setting signal and the-first. claaring gignal tron the

processox for starting: a counter upen raceipt at “the -

tirst setting signal, for clearing the. countar: upon

frecaipt of the first clearing signal, and te: N
-interrupting the processor in the event of. the cauntar..

reach;ng a first predetermined threshold. :

. 2. _ A computer system as claimed ‘in claim 1, inc;uding

‘a postagu printer, and wherain the first nenary is*

arrangtd to contain information indicativae of- an amcunt
of pos@&ga avajilable for printing.

I
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3. A computer system ag claimed in claim 1 or 2,

wherein the first counter means furthat conpriss means'
(83) rasponsive to raceivinq a command from-’ tha

+ '~ processor indicative of the first thrashold value rdr
setting the first predetarmined threshold to the*
Lndzcated value.

- 4. A computer ‘system as claimed in claim 1, 2 pr.3y;
wvherein the first latch means ara a £irst'memary—napped'-'
latch (80), the first setting signal comprisas a.

' Procassor write command of a first pradetermined data -
'value to-the first memory-mapped.latch, -and ‘the first .
clearinq slgnal comprises a pProcessor write. command ot
a second predetarminad data value to the tirnt‘
memory-mapped latch.

5. A computer system as claimed in claim 1, 2, 3.'er

‘ 4, whérein the first counter weans furthsr camprise a:
aacond memory-mapped latch (84), and the péqnand trcm:
the processor indicative of a threshold value comprises’
at least one processor write command to the second:
memory=-mapped.-latch,

§. A computer system as claimed in any of claims 1 to:
-5, wherein the processor has a resat input (75) that '
resets the processor upon receipt of a reset sighal,
the first counter meéns being oparable to 1nterrubt:zna= -
processor by generating the reset signal. :

7. A cSmputar systen as claiked in any of ciaips 1l%to
6, further comprising third latch means (74) responsive
to recaipt of the reset signal "for storing informatien.".

* c L M - *
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Iindicativo of occurrence of the rasst signal, i:hln

input .60 ‘the processor.

. centants of tha third lateh’ mnans baing available as an .

8. A computer system as claimed in any of claims-1 to-.

"7, further comprising a sacond memory (13) Having . &

sclactian input-and a write strobe input (7‘.!), the

address-decodinq means further providing a selection -

signal to the selection input of the second memary- in'
rasponse to associatad addrese outputs ‘from . bhe
processor, and the windaow means furthaer cumprisinq

-sacond latch means (90) raspongive to a socondﬁ

setting 'signal and a saecond clearing signal trou tha
processor arranged to couph the write strobe outpqt ot_"
the processor with tie wriu' strobe input of the 'n;gon&"
memoxy when the second latch means is. set by thd ucond‘.
satting signal, =and for decoupling the write strobd

output of the processcr from the write strobe input of

the second memery when the second lateh meahs_ is
clsarad by the secpend clearing siqnal. and - )
) second. counter maans (93) responsive-to the ucond'

sattinq signal -and the second clcarinq signal f.ron tna'

processor for starting a counter upon receipt of the.'
second setting signal, for ‘clearing the counter upon'.

receipt 'of the second clearing signal, and for' .
interrupting the processor in the evant of the ccunter )

reaching & second pradetermined threshold.

responsive to receivihg a command from the pz‘oeessor::
indicative of a threshold value for setting the secondf
predetermined threshold to t‘.he indicated va.l.ua.

| flllﬂl Illlll nm Illll li
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'9. . A computer system as claimed in claim LR .wgérpiﬁ='
. the sacond counter neans further comprise means (93) :
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10 A computer system as‘claimed in claim 8 .or 9,

wharein the. second latch means are -a third: .
mémory-mapped latech (90), the second ntting siq,rial:-
comptises a.processor’ write. command. of a thiré.

predatermined data 'value to the third memorydmupped :
latch, and the second clearing signal compxisas a .
processor write command of a fourth predetemined data. L
value to the ‘third memory-mapped latch. : '

" 11. A computer systam of claim 8, 9 or 10, wh'erciﬁ the °
second .counter. maans further. oanpr:.sa a fourth .
mamary-mapp-& latech (94), and the camnand £rcn the‘.,

prccassor indicative of a thrashold value comprisu at’ -
least. one processor write command to the fourth .
.memory-mappad latch.,- croe

12, A gomputer system as claimed in claim 8, 9,' i‘o oy .
11, wherein the second counter TMeans are operabu to L
mtax-rupt tha prcnas:or by gaenarating the resat sj.gm.l. .

13. ‘A computer systenm as claimad in any of claims 8 to
12, wherein the second pradatamined ‘threshold. is aat:: ,
to an interval longer than’ that of the tirst-
predete:mined threshold

14. A computar system as claimed in claim’'13 ’ whu'.in
the first mamcry is an EEPROM, the second memory is a'
battaxjy-t;a_ckad-up CMOS RAM, the first predatamingd ‘
threshold is no gréater than about 341 millisac'q'nds“, R
and tha satond pradetermined threshold is ne greater,-"
'than ahc«ut 682" milliseconds. '
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