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CLAIMS 
 
 
1. A virtual reality (VR) scene-based service verification method, applicable to a VR client, 

comprising: 

 detecting a target service triggered by a visual focus of a user in a VR scene, wherein the 

target service is a user service requiring security verification; 

 conducting a life detection for the user by blink recognition or heartbeat recognition; 

 using a pre-configured eye recognition hardware to acquire a plurality of eye 

physiological features from the user including an eyeprint feature and an iris feature, wherein the 

eye recognition hardware includes an RGB camera for acquiring the eyeprint feature, and an 

infrared camera for acquiring the iris feature; 

 comparing the eyeprint feature and the iris feature in the plurality of eye physiological 

features respectively against a corresponding pre-stored eye physiological feature sample, and 

determining, based on a comparison result, whether the security verification of the target service 

has succeeded;  

 if it is determined that the security verification of the target service has failed, then 

continuing the comparison of one or more other eye physiological features of the plurality of eye 

physiological features against one or more corresponding pre-stored eye physiological feature 

samples, and determining, based on a comparison result, whether the security verification of the 

target service has succeeded;  

 identifying a target visual area of a preset size centered on the visual focus in the VR 

scene; 

 visually rendering a focus visual image corresponding to the identified target visual area 

based on a first rendering precision;  

 dividing a peripheral area outside of the target visual area into a plurality of subareas;  

 determining, for each subarea, a peripheral rendering precision based on a distance of the 

subarea to the visual focus, wherein the peripheral rendering precision for the subarea decreases 

as a distance of the subarea to the visual focus increases; and  

 visually rendering, for each subarea, a peripheral visual image based on the peripheral 

rendering precision associated with the subarea.   
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2. The method according to claim 1, further comprising: 

 using a pre-configured eye tracking hardware to execute eye tracking for the user; 

 determining, based on a result of the eye tracking, the visual focus of the user in the VR 

scene; 

 judging whether the visual focus stays in an area where a preset virtual component is 

located in the VR scene, wherein the preset virtual component is used for triggering the target 

service; and 

 selecting the preset virtual component, and triggering the target service if a mapping 

position stays in the area where the preset virtual component is located and a stay time reaches a 

preset threshold. 

 

3. The method according to claim 1, wherein the step of determining, based on a comparison 

result, whether the security verification of the target service has succeeded comprises: 

 determining, at least partially based on a result of comparing the acquired eye 

physiological features against the eye physiological feature samples, whether the security 

verification of the target service has succeeded. 

 

4. The method according to claim 1, wherein the target service comprises a payment service. 

 

5. A VR scene-based service verification device, applicable to a VR client, comprising: 

 a detection module, configured to detect a target service triggered by a visual focus of a 

user in a VR scene, wherein the target service is a user service requiring security verification, 

and to execute a life detection on the user by blink recognition or heartbeat recognition; 

 an acquisition module, configured to use a pre-configured eye recognition hardware to 

acquire a plurality of eye physiological features from the user including an eyeprint feature and 

an iris feature, wherein the eye recognition hardware includes an RGB camera for acquiring the 

eyeprint feature and an infrared camera for acquiring the iris feature;  

 a verification module, configured to compare the eyeprint feature and the iris feature in 

the plurality of eye physiological features respectively against a corresponding pre-stored eye 

physiological feature sample, and determine, based on a comparison result, whether the security 

verification of the target service has succeeded;  
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 if it is determined based on the comparison result that the security verification of the 

target service has failed, then continue the comparison of one or more other eye physiological 

features of the plurality of eye physiological features against one or more corresponding pre-

stored eye physiological feature samples, and determine, based on a comparison result, whether 

the security verification of the target service has succeeded; and  

 a rendering module, configured to: 

  identify a target visual area of a preset size centered on the visual focus in the VR 

scene;  

  visually render a visual image corresponding to the identified target visual area 

based on a first rendering precision;  

  divide a peripheral area outside of the target visual area into a plurality of 

subareas; 

  determine, for each subarea, a peripheral rendering precision based on a distance 

of the subarea to the visual focus, wherein the peripheral rendering precision for the subarea 

decreases as a distance of the subarea to the visual focus increases; and   

  visually render, for each subarea, a peripheral visual image based on the 

peripheral rendering precision associated with the subarea. 

 

6. The device according to claim 5, further comprising: 

 a trigger module, configured to use a pre-configured eye tracking hardware to execute 

eye tracking for the user; determine, based on a result of the eye tracking, the visual focus of the 

user in the VR scene;  

 judge whether the visual focus stays in an area where a preset virtual component is 

located in the VR scene, wherein the preset virtual component is used for triggering the target 

service; select the preset virtual component, and trigger the target service if a mapping position 

stays in the area where the preset virtual component is located and the stay time reaches a preset 

threshold. 

 

7. The device according to claim 5, wherein the verification module is configured to: 

 determine, at least partially based on a result of comparing the acquired eye physiological 

features against the eye physiological feature samples, whether the security verification of the 
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target service has succeeded. 

 

8. The device according to claim 5, wherein the target service comprises a payment service. 

 

9. A non-transitory machine-readable storage medium associated with a virtual reality (VR)-

based service verification method, configured with instructions executable by one or more 

processors to cause the one or more processors to perform operations, comprising: 

 detecting a target service triggered by a visual focus of a user in a VR scene, wherein the 

target service is a user service requiring security verification; 

 conducting a life detection for the user by blink recognition or heartbeat recognition; 

 using a pre-configured eye recognition hardware to acquire a plurality of eye 

physiological features from the user including an eyeprint feature and an iris feature, wherein the 

eye recognition hardware includes an RGB camera for acquiring the eyeprint feature, and an 

infrared camera for acquiring the iris feature; 

 comparing the eyeprint feature and the iris feature in the plurality of eye physiological 

features respectively against a corresponding pre-stored eye physiological feature sample, and 

determining, based on a comparison result, whether the security verification of the target service 

has succeeded;  

 if it is determined that the security verification of the target service has failed, then 

continuing the comparison of one or more other eye physiological features of the plurality of eye 

physiological features against one or more corresponding pre-stored eye physiological feature 

samples, and determining, based on a comparison result, whether the security verification of the 

target service has succeeded; 

 identifying a target visual area of a preset size centered on the visual focus in the VR 

scene; 

 visually rendering a focus visual image corresponding to the identified target visual area 

based on a first rendering precision;  

 dividing a peripheral area outside of the target visual area into a plurality of subareas;  

 determining, for each subarea, a peripheral rendering precision based on a distance of the 

subarea to the visual focus, wherein the peripheral rendering precision for the subarea decreases 

as a distance of the subarea to the visual focus increases; and  
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 visually rendering, for each subarea, a peripheral visual image based on the peripheral 

rendering precision associated with the subarea. 

 

10. The storage medium of claim 9, wherein the operations further comprise: 

 using a pre-configured eye tracking hardware to execute eye tracking for the user; 

 determining, based on a result of the eye tracking, the visual focus of the user in the VR 

scene; 

 judging whether the visual focus stays in an area where a preset virtual component is 

located in the VR scene, wherein the preset virtual component is used for triggering the target 

service; and 

 selecting the preset virtual component, and triggering the target service if a mapping 

position stays in the area where the preset virtual component is located and a stay time reaches a 

preset threshold. 

 

11. The storage medium of claim 9, wherein the step of determining, based on a comparison 

result, whether the security verification of the target service has succeeded comprises: 

 determining, at least partially based on a result of comparing the acquired eye 

physiological features against the eye physiological feature samples, whether the security 

verification of the target service has succeeded. 

 

12. The storage medium of claim 9, wherein the target service comprises a payment service. 
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