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The present invention'relates to a nethod of decrypting cipher 3 FJ%@ﬁﬂmﬁ .
It is particularly although not exclusively concerned with a public key 5

" cryptosystem The present invention, in its various aspects. may preferably
be used in conjunction with a variation of the encryption and decryption
algorlthns . _disclosed in the NTRU PCT patent appllcatlon WO 98/ 08323
("the NTRU 10 patent appli cabre : lynomiald be understood that
none of the aspects of the invention set out belom1 or defined in the
clainms, are restricted to use in that specific context. The invention, in

its various bsnt § C argying
out a net hod?ﬁegﬁdegcrrli)Utr)etelg‘%Eeﬁme‘%rtg%‘dItn tggle%td r%%tn{f;é& !1 %{T}jggfn&lm%ﬁ ta
conput er progr grartieuldrlyo akthphylsi a8l Salisivily WebBergiad I vath S&'CBuBhEO'EB&'t er
program The invention further extends to an apparatus and to a system

whi ch i § adapygtoystesdnfi gured for carrying out such a method. 20 According
to one aspect of the present invention there is provided a nethod of
decrypting a cipher pol ynom aI a usi ng a pri vate key f conprising: (a)

. Co t i | d .
i ntne);elr ng( g) IrEet Ite%ajhtl Wnﬁ nt AR IBSaSVIaEIOBF qs.ﬁgctlsr .(fgf[fy pﬁ)ﬁﬁgﬂygfolesu?‘?%étl her
the 25 pol ynegij ahct@oﬁw&ltﬂezﬁm%ﬁtl%ﬁr?PCtEé yend"g‘t?ttéﬁ It de&r]ly)ptlgﬁt ﬁfg{&ﬁh@g -

whi ch coefficient or coefficients o etr pol ynom al"“a are

have caused tiseldsed |inrthet NTRIERET atént ﬁg@bll@tzbﬁgW(b@&’@BﬁZ&Q%felm or
coefficients to define a new trial polynomal; and 2 ~ 2 s Nov 2004 (iii)

- attenpifng tBat@BE%iHelctaH@nc} pﬁ@ﬂ”eﬁ@t,yhﬁkﬁuéql ba U@dﬁﬁg)‘:tdfélahewct of tHe aspects
pol ynom al . s a ach ti,n entify the individual errors,
and correctlﬂ %}t%g&%@%&t LH ‘?‘1‘51 d%fglt‘?fﬁg‘&‘ QREE BFstiicied dguseiin
efficiency oMgk sPEdiRE C@ﬁttextapproaches of attenpting to correct the entirety
of the trial fsgnom al a, all at once, without tracking . individual
errors. To i ncrease efficiency further, the algorithmpreferably attenpts
to determ nerh@ iN¥dndbh, in its J/]agoﬂ\@'a cﬁo?ﬁrtﬂe?'e%%‘n?s qf 4 Qﬁm&nﬁt‘efﬁl r&é‘%ﬂ%nﬁﬂ] al

scadur

are likely to have caused the failure to decod when t
Preferdbly, thwiepent ﬁcmeﬁhpé, eﬁr éessnbetdedelawc(ar datagrepm tepedsentaiepet siste a

expect ati ons e fai to .decode. The coefficients
are then tak%(grﬁP‘Rgloé}g%r of™ ex E?lf r?anfeér“a“églt CrGeS RN B P RIGPI9REAM.

adj ust ed oneThy ipratior\fireter emhdsaeb %hﬁ%ﬁms anfl 46 tahgisted] WA ist KagRaage the
ci pher pol ynom al is made 15 based on the new trial (adjusted) polynom al.

If that failsonfigeedfaycarpdeg pyieneng methodhen

20 According to one aspect of the present invention there is provided a method of
. decrypting a cipher polynomial e using a private key fcomprising:
i } (a) Cemputing a trial polynomial a, where a =f* e (mod g) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
25 polynomial e has decoded correctly, and if not:
(1) determining which coefficient or coefficients of the trial
polynomial g are likely to have caused the failure to decode;

(ii) adjusting the said coefficient or coefficients to define a new trial

polynomial; and



“tried. This is repeated until the cipher 720I ynomi al (decodes, or Ergimwt 5&04
attenpt to decode is abandoned. In an alt«rnative arrangenent, a nore
conpl ex ordering of polynomals nay be 20 calculated, to allow for the

" possibility that two or nore of the coefficients may be incorrect. Wth
this approach, the coefficients in the polynomal are sorted according to

their respective expectations, singly or in groups, of being the cause of
failure to decode. 1(H§ Rngiteftcogs thgcinhst oelyoomial ¢ uslegths neivt tniat he

| ar gest expectation is nfglj usted to create a new trial polynomal. If
that fails, the next coefficient or groups 25 of coefficients is taken, and
the appropriate adjustnents nmade. The process is repeated until the cipher
pol ynomi al piBpesipyoaiioofietemmingUt idendetha ih ARkuaf rdscafiechithandaned
The a pﬁl ori ?épecta f on of a coefficient or of a group of coefficients

. being tRe calSEreRYSYPIer HiovsA subplantial iesessden plligidney detramive asdipproaockatiafg t o

the respecti Ygama6f th Gl : 2004, val ues. re specifically, the

expect ati on 'rna‘i_/-_t?[be‘%]c de%) g%%ee%tlgeéggﬂg%%atp& ‘W&’lg‘rw”ﬁ% ?%Feo‘fml“ﬁ‘& ti’a_ék%‘gcti ve

coef fici ent umliudslevom. predefi ned coefficient value, or to predefined

maxi mum and m ni mum requi red val ues. Were the trial polynom al has been

reduced to the | east positive residues nodulo g, the predefined coefficient

val ue 5 may 18 it R&BR B2, j ¢ e trial polynonm.al has
Rt el A Bl ere B0 54 Dk e BB e Bt o

been reduced to the | east abs
may belBasedwhjsbneaetcignte il the yridfpdnontalefde Kkents Hade Ghdeandé Thille o 9/ 2

= 1. Aternativel th could b ased upon proximty to the values g/2 -1
and - g2 16ePAE Cishen i 'PSF“HS- Fraaay 1 e CapRicals e Xpieech argorshieglst fonad

“val ue or val ygfediRy eb&chﬁ%i@ﬂs 88bdihe tHRNahYe gggl@tﬁil%rgttﬁﬁe&ﬁgorTﬁf Lo g6kion

| ookup table ich defines or assists in nn e order of "expéctati on.
In a pref err 8§ thaigliemiarrdertof exprstarioonizedesiatoi satlest; areichrabdjusted efi©by anel t he

tati [ d bsol | f the fficients. 15 A
coertioi ent st SATCABSRhS RRBR Al i SGod she Finbe nelviormim it rae

i ntegrab val besed Yhekienapptal caplse:d) pBEmampantIf s WisC helda® SREESLGISMenl S O
be nmoved, up or \(;I\g,ﬁ/ggﬁrmy be determ ned in advance according to the

paramet ers t i JERFASS Wi ke cipher pelygomil desnsles o, untiy phecattdmypt tbhe
exact amount yof,qt hephgfiiged shift can be 20 cal cul ated in advance, al ong
with the direction of the shift. According to another aspect of the
invention there is provided a nethod of validating an encrypted nessage
conpri si ng: %)ﬁ;aitgre enting the nessage as a nessage polynom al; 25 (b)
encrypting tte? et V%@F’S}ﬁ%‘?‘ﬁileé’lts f ONPGr ReTEPIEX phideringo oy Reinamials opashdshi ng
toget hgp i npedlsul4enr BSARALrBe %Bss%lﬁ#@%?@xgg R hIBYF i c?&ﬁcfegg GhphRer
polynom al to create a hash output; and (d) transmtting to a rectplent
both an encripgeEertme¥ihdlis dpromy theycoefieiatphethe polyyomidl ate wintdd iadéadingt i on

based on the ] .30, .2 6. 2004 The hash. fupction i nputs are
‘preferably ctgrr:@g?énsg)%%g}e PPEFRYAISH ?!ﬁa{’h‘ér Wa%rﬂu%togfpﬁmigstg? cae hftfedureds

plain text tdecobe rE®i @etiient Br 2RAHCHPEJeHTi Nt lil.ritthrtﬁeS @aﬁgésliﬂ'l Q%ﬁe
S

deoiB (for
exanpl e, concatenated with it); alternatively, the ut élut ?r%?fﬁge

mani pul at ed ¥HusEhE seafe Bapvrtdalealprprsieht If gyt filsc telnxi tosflidieier enapgpt ed,

al t hou t hi t:.sLani fi tly inprove .securjity). W t he nmessage
is recg?ved,éﬁ)égéfrlgglﬂgiltsanlfﬂ&%afnggtﬁ? i%’ﬁ{%a edﬁ‘i{JiuBWeB*s H&I%e't r:[ﬁ@ni’rtof%‘;& 13
‘encrypt ed mespegel iyil cieedithon golyhemia ol Risko AY26M kil thelBempt GURbAS

out put based .on 18 t he received ci pher polynom al and the decoded nessage
pol ynom al . Fgangoneds wo out puts match, the decoded nmessage can be accepted
as correct. If they do not match, the decoded nessage shoul d be rejected.
The ci pher polynom al may be represented by a series of bits which are

packed to fiThe d5rbyitexpetiadaref 4 cafloiemsirat,a aodp BELEsHceRB Beidgnth® chitg hash
functi %1 Li kfe\ﬁl ste t he . )
of the faflure to decode may be determined according to the respective coefficient



" ci pher polynom al may al so be represented by a seriesof bits (1 6F ORLP004
two bits per coefficient), and these may be sinmilarly packed into byfes
_before being hashed. The nethod is not restricted to pol ynom al - based
“cryptosystens, and extends nore 20 generally to a method of validating an
encrypted nessage conprising: (a) encrypting the nmessage text to forma

ci phertext; (evbi has in%rtoge her inputs representative of the nessage text
and the ci phePtiéxt t¥O% eRfcdcallhatiy Snepation mag BS deryminednsnoniiigng tie a

reci pi ent bot ; r ined by th i phertext, and

ot o mati on Bagan B He et e P e LA B e e T ek e ageivext

(pl ai ntext npssifeyd anadimie and phisinkex tequasd vhkans Witdd pg tPiE‘lepch?ﬁJ}Eﬂl yal ue
to the recipient, it ecgmﬁ% virtually i nmpossible for an 30 ‘attacker

undet ect abl y JFE HfEFIOdNE frest Rastivieuesidige modulaog. tha grasdefihet castficiedtfvatiet her

i's 5 15 2 6 niM2fRén pA i o] i ash.created by the
recipient will fail togpng{ch?ggrﬂﬁc?ﬁ?ﬁg’ ‘é’f}%?g%]ﬂhﬂg%‘) PQF’éEﬁzh?F Cepresuted one
message. To treleapit alshiuge residuesratadole pehddgthpasgestabigikmbp bk hasat bpGkefe the
preferred system oe§tnot ignf.orm'thg sender of whether the received

Ci phert ext waSCRFRIY &1 the Sactcienis it ¢/f endles toag /iyl iAdtermtivplyethey rceuld be
ebodi ment, Besdd BoABikihAPrERENRREL 90 Of JigSeguence of bytes, each byte
bei ng representative of an”al phanunmeric ‘or other character in the nessage
that needs to be transmitted securely. 10 According to a further aspect—of
t he pragsent invent. there | rovi ded a nmethod of protecting a

crypt o??st eanf'3 rré )!él%#ﬁlolt% iﬁﬂﬁ %oe?f?éi% YPIUES E’nthéﬁjfeéj@%{w@ﬁﬂﬁ‘? PEValges pay bapgsdyi ng
to a plaintexs e asapolrs ke aRMiRbRLRBPLOKES N wiiBNBLalla g8 cl pher
~key k, to produce a protected nessage; (b) creating from he pro eci edf
message and tIpBnigg ghieprdeepf kxpastatinendr ypréfoned rpibbdimesis age pobndmiat)a is

encrypting t L0 a i S thod. ensures that the text that is

bei ng encr yp'te grg}e% ﬁougi%? If%égﬁfin&;it:jmex %E%Ué)&i i8¢ 5FS WRep ‘gﬁfﬂs?s‘ﬁ}“ﬁe‘fal%‘?ﬁeﬂf e an

i dentical nessdifjeienss. sent nultiple times. 20 The i nput nessage is

pr ef eragl y created by concatenating the protected nessage with the cipher
key. The cipher key may be the first part of the input nessage or the |ast
part of the ipnpidraEssRge ; ' i pher ke .be conhined in
any ot her conveni ent vva]é v ﬁ%ﬁﬁid;@%%cﬁ%%%oeﬁI&r?rgt;ii%tgad:gnggmé gﬂfﬁénﬁeﬁ@?@ue'
encryption i Npeare 2Bpliveblsatie. ariihvat bplwhicte disi doeflitntiis t¢ batmoveledp bh8own,

recei ved nessaa?y,eqeh&%e beeen decoded bf¥1 t.he recipient, the recipient should be
able to extrdEY FoHE LW Madyanss erurding todhe paremehs ghaswisrensedtesices’s f r om

the prot ect ethdresgiagemesianeat enghd0p, He BBILlhdAREe o??ﬁée ?%Cbiil%ﬁis(ijlifl{r%%}l be

conveni ent way of sending the cipher key along wth ot éct ed nessage,
and havlng i calegatef yn adpanraslangiwitlt the diretiopicdnbe si88. 2 G N O V 2004

h L

According to another aspect of the invention there is provided a method of validating
an encrypted message comprising:
(a) representing the message as a message polynomial;
25 (b) encrypting the message polynomial to form a cipher polynomial;
(c) hashing together inputs representative of the message polynomial
and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

30



" Preferably, the ci phé‘r key is recreated, jat random (6r at | east N
substantially at random for each new pl ai ntext nessage. The ci ghér Q%y?ﬂpr[éy
_be generated by nmeans of a suitably-seeded pseudo-random nunber gener at or
or, alternatively, it may be generated by any "truly randont entropy, such
as may be derived for exanple fromb5 the timng of keystrokes or nouse
novenents. T { ol a_sinple streamcipher. In one
conveni ent algg?ggéglhf,ﬁﬁ%tﬁ}g ‘c?@%@%pgeg%‘a?@ cqagte aI)edseed a pseudo-random nunber
generator which then generates an out put sequence of pseudo-random nunbers.
The nunbers in that sequence are then 1 0 applied to the individual

el enents of FFgerBF]rXi ﬁ"te h Qutpuhisdransmjted s qdain Hextpio dhe cecimentss sageiatibhat
coul d be dongnf ' subtracti .. he. pseudor.ando
mumbers to ¢ e nieas g R et ol Behie PR AR TR G P el
preferréd enbashi oreput, mayhle: phnipulaexdtin NEHS 388 beFor-eRiRsSRRt 8% @So@dRiPRLY 15
sequence, with the pseudg-random nunber generator being arranged to create
a pseudo-ranﬁ%‘iwgtgﬁd’gtﬁ?ﬂég 1Spyquid nejsignéfiqaply impeve spmeify)key, as the seed.
The bits of the plaintext nessage are then XORed w th the pseudo-random
bits to produce the protected nessage. Wth such an approach, the

reci pi ent, oNdenithe messpeishtassidde theptapieihitay ecttinie thliNaESRELhe SHaBhltted

extracts the ci I}e key k,and uses that to set 20 the initial state of a_
random nurrbe?ncé@gé qropec H‘%QIFCF_%&%W% REEU gy areralgulpied purppubbassdon o
generate a Sﬁﬁuﬁaﬁeecpf:iphéingﬂ%&hitaﬁ a0 iaenaddobl g %skf%g’%qbgrﬁnlr%imt N 19560

originally used to create e protected nessage. ext nessage my
‘then be reco¢dlipsls matehpithe degpodkdrergagetnan bs anchpiadaasctomesie gifebsed ®hothhitsh,Wi t h

the bits of el i r ot ed .nessage. 25 The pl ai ntext nmessage may,
in the pref eﬁl}gedgcg(%godel%%&%tsﬁoﬁé%ﬁ“B&ﬁ?ify representation of a sequence of

bytes, each byte being representative of an al phanuneric or other character
in the messagﬁ that needs to be transmitted securely. 2 s Nov 2ao4 The
i nput nmessagénf SIPAFTRBYRAENYl e by prpsesenisd iy aosepiebbf bitkedichiaphpacked ov fill

exanpl gsa po ] e{;}g&gg 3 : her ci.pher.s coul however , be ysed -
for exgrsrpl e ié?/tp@)%g$§kebase (%S(r}]&g%?p}%el%:reé%@el%%eé ¥n qsgg@f.mt}&(?corﬁﬁ(ﬁ‘é”steo%é

further aspeciphafpdirenpalenanilse by esprésefited bypsesedies bABRO (ProffideS vaspRY Adror
conpri ses: (ag ﬁEI rality of first-tier hashing neans each capabl e of
recei ving. arCeHE! ‘HEWP H}%‘f may §e gentrinagkedinteRyiechafous bsigthashadout :  and
(b) a second-tier hashing neans, which takes as input the respective 10
first-tier hash outputs and generates as output a pseudo-random nunber.
Preferably, &bemedfod: ienotiresiticted ¢o phbmhinig-baeah sryprgyaahs, 4ndreaedistihoral
ent r opyni npu e ry. Alternatively, additional entropy

i nput %%y beéeslﬁgaéﬁﬂg3\9%21?%{]’0%%@@@%}1%'&% DFYPHE PRE2ST (R hashi ng means
at once. Wien fur (dhemncnpeiig treraddbidxu fORES AlifhdrRdyi red, one of the
first-tier hashi nﬁﬂrrean_s preferably perforns a re-hash to create a new hash
‘output. That sai dNdWHaES krgsthepinpuisyepeantaivewddhet 0 t he second-tier hashing
means whi ch uses it | tl f..the 20 further pseudo-random
nunber. Preferably, 1f[nlelses5 e%)g%gﬁl}%ecrl ggﬁtﬂﬁr%geaﬁbasiﬁlﬂlg?%orat es the new hash
output with the hashamdut puts previously supplied by the other first tier

hashi ng_neans, hagsﬂ ng all of it together to create the further pseudo
r and orrgﬁunb er. ¢) transmitting to a recipient both an encrypted message defined by the

ciphertext, and information based on the hash output.

By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an

30 attacker undetectably to modify cither the messagetext or the ciphertext. If either is



25 Preferably, the said one first-tier hashi ng meang Wwhi ch is carrying out
the re-hash includes, as part of . the re-hash, both its previous t?aﬁhN@\Atmq
~and sone further input froman associ ated counter neans. That ensures that
“the re-hashed output differs each tine. 2 6 NQY U04 Preferably, the said
first-tier hashing neans changes whenever a further pseudorandom nunber is
to be generated,.for, exanple by selecting it in rotation fromthe avail able
plurality of nﬂ%i%etd-’ fl.feecf‘onf‘?é%‘?ﬂdh‘é %gﬁé‘?ateﬁlﬁqye@ﬁd?@lp@rlﬂ”ﬂi fel fo metcht pmt the
hashi ng meansyg&ahignhrefep! | . S be

provi ded for each oqut?he%fb?}rclts? %S?Iéfr: hﬁ%@ﬁﬂﬁn‘@%ﬁ%‘%‘,ﬂ%@ lﬂgfril%@lfi?,sseg

si ngl e count backreaths aftagkehehe pedertal sutepl Yoes alon tigford Ny tender 8 Whethet he
first-tier hashin neans, 10 The first and second-tier hashing neans may be
enbodi ed as §e5151tv\fgflé’ HASH WaiNelid-ons, preferably software hash function
objectss Alternatively, the hashing neans may be enbodied in hardware. The
i nvention extends to a pseudo-random nunber generator including an entropy
15 pool for Supplantenmmespagetony, ethe ipreferrdd embdiabitnbe ABRAS: refeeé@atadh of
entropy pool _is liced. thi e split up into, sub-pools, each of
which is arr 3nsgeg‘§é+’t8g oA BpESy e@%ﬁ F&ﬁyg?lag depresgpiaiveve fn aiphapuerie 05 mthey
reans. Vhen gepenatihng méded ainleoBsRulernandamaunber s, the second-t ier
hashi ng nmeans 20 may take as input not only the new hash out put but also

t he previous hash outputs fromthe first-tier hashing nmeans ot her than the

said o fir Ier shi ans.. Jhe previous. hash qut puts and the new
hash ogt8 put %‘;cf/&gglgctgra]acaé en%?sgjgaf%frthﬁgé SE IPHPEDBCIE HR P (’:‘fﬁqd@ fedodrefshi ng
means. 25 Therotewiegicoiptésystehefrosiriidsle 1RSI sESARRAK Yomp@ige:mul ti - tier
system In a three-ti e[yi]zgstem, for exanple, the pseudo-random output is

|

produced by the t &P tormRIRIngRKt FsasaEe thbectncryptédeaipiotectivpl ural ity of

second-tier hashing JBRaPRavikaGR; I | tsel f.ed by a plurality of
first-tier hashing rre%;fr%s. aY%E% P}p?lgliﬁé&?%r% %rgg]ﬁélena rr?%egtr?g f%erS%aYgSr ovided with

entropy input as fiBcessmgyfromtliieerornel agessge aid te-dipler keysugns are of 30
cour se .possi bl e. ~ 6 N O V 2004 The invention further extends to a
corresé ndi ng met hod BTV RJORST M3 e d¥d- r andom nunbers. It extends, for

exanple, to a net m%n@;ypgﬁgq;eqh'&gn&ggglédo-random nunbers whi ch conpri ses:
(a) supplying an entropy input to a plurality of first-tier hash 5

functions and generating a respective plurality of hash outputs; and (b)

supplying th as 4l ts to a second-tier sh function which
generates as %ggﬁ)%}tl&;&%gge% g5 ] F}%?rr;{g%{r}ﬁﬂd%%?g e’)—f&%tFéj W d{}%r A 1y PRpisticBisect
of the presenhyemhaithé,@Re HfenhaddrticrasksaRds Sedi®hllGfle @inesy 10 identifying
t he ena of a digital nmessage conprising: (a) constructing a first string
froma BI urality of nessage elenents of a first type, one of the said

‘g\f\s ?n‘;‘?g ﬁloﬁ[nr%rgé ?gggﬁe@aﬁg isaﬁef'e@golﬁ lcFegEeﬁtbyogon%a gné{gfgstﬁg %fotgc%lec{ glvf\:gs%gg Yifh"" ©
Loy the cipher key. The cipher key may be the first part of the input message or the last
part of the input message. Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
25 message. The only requirement is that, when the received message has been decoded
by the recipient, the recipient should be able to extract the éipher key and hence
recover the plaintext message from the protected message. Concatenation is merely

the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.
30



“elenents of the first type; 15 (b) appl yifgg a converfSion functi ongt.0 K}e
first string to convert it into a second $tring conprising a plur IBi Nb 02004
_elements of a second type, the conversion function being arranged to map
all possible strings to an output space which is smaller than a space
defined by all possible second type el enent conbinations; and 20 (c)

sel ecting an,e ssage ,marker to ident|{fy the position of the end
el enent of t ﬁéé}dﬁggl;yagge “flp%fﬁk&y Pt FFipiedyatgrndang st deask subpantiallyoridandgre

whi ch, in combi aahimen; phalibx ahssigde tThe HPYL. SRAC wersien
function. 25 The first and/or secggnd strclmr*llgs r?aﬁu% %éengdﬁ%ow&eapf’g fled on
an el enent byuigibdyrsspdedapseydotandomx anpber generacat agt bRamiBly)Ce e Her i Ngs

are, to all in pur poses bi,-directiqgnal, it will of course be
under st ood t K& e??%g bg%glp’ elsgrsu?)bf?na?%l FBhRRY 6‘5}0% FoBRY hstdcHreh iy srpmplentsem t hat
t he non-’jrress@@e&ixﬁlngrm’rkbﬁstfb%@@&ﬁﬁédsb_)hd%fﬁ@mg_o cone tenporarily after the

nessage el enents when the first string 1s transmtted as a 30 datastream
they could just as easily tenporarily proceed the nessage el enents. Z004

The conversi I s arranged to map all passible first strings to an
out put spac eq\‘%ﬁ&gﬁ&l&ésaogﬁg%l B ?%%ﬂmgﬁessﬁrg_@g‘ R 8 B capyenisat apmspechs Bond
type el ement cipheikayals Lesibto sAPS BIA6BInOMNGAR: SIANEE bithh fer® RACEWNLCN 1S
i naccessi ble by the 5 conversion function. The énd of nessage rker 1s

sel ected froRPRUpFEIRENGeSf Rspudstiandan suwbensheTkenanbers ypthankdqubncei are then
conbi napi on, N qlnacc i bl,e" space. Preferably, the first
stri ngq(t:)orrpr i é@lsédziwéggﬁrgaﬁ%ga%fel nﬁ%lgsr §§§1|eet}]@1me§,n§ﬁs&g{: A PEEEh Hherprosciadng
conprises a segixgace Thht tanlddeydoak efte dkample by "Ridimsér Aibeheidedeepdaag-ment
t he conversion functi.on is arranged to convert 19 binary elenments into 12

ternary el endam fqumbensiothe aumbers eeprespgiing the aleintextimassagy. el enents (as it
usually will be), it is first separated into 19-el enment bl ocks, each bl ock
being treated separately fromthe others. The last block; if not filled by
t he message, Imihe mstmdémdmmdm}tms shajateibnebage iy feprebbtte@Rd a0binAEssage

mar ker y preferably..be the same | ength as the | ength of the second
stri ng.lggpecﬁ?qugléﬁ%f y‘%{lﬂf ﬁh? I?ée%%érlmé‘%%gl%&ﬁeﬁﬁﬁf({r bRz @rgngtd fessie @

mar ker conpr E%&o-l&xdoﬁ{f Betfu¥n®l SRR Based Cpbi) tHEDEiE?eQ%? ra@'th@%ﬁpt’%xeogitst d&e
invention, the conversion function may convert elenents In one base to

el ements in Hedplpingxe mesprseare teaf $ORIH ywith fe psepde-randothieits tnptodace tes a

| ower base ( L an output fromthe function (eg ternary); but
it may have g%%%%g%%%%{%g ny ge t%aggl_'(%’% S r 1o Pas© el Fedeehes ¢ his
may be conbi dedyfted tlexeogived hyssge Gahpladtiais Whd BiphdtekeM0aRf ufB SRS set

mar ker ,. .to fﬁ{ffm a.fhlrd fstrlng. VWhere the nethod is uséd in the context of

encryptPon, et Figlesela Fgdomyrumben eereraner yifiab tandan wurher gendrhior may

recipi ent. 3fhen bewsed o generate a sequence of random bits which will be identical with those

STy .
} originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

25

The plaintext message may, in the preferred embodiment, be a binary representation of
a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.



*11 ~ 2 6 NOV 2DD4 The: space falling outside the outplit space ofg th
conversion function may be divided up infﬂ a plurality of parté:%eggﬁ aﬁﬁt
bei ng representative of a position within the first string, so that the
position of the end elenment of the nmessage may be identified by selecting
an end of nessage marker which falls within the corresponding part. In the

5 preferred odi nent . the said space is divided up into 19 parts, each
bei ng repr esjﬁgé?f?l{}én%sa%r}é pB%erlah@ H6BiPtsdotangp (b e kete clphpradgr exansple a

string. |In sugRnamiabbA0EPRAL . ORE; € f S rke y be chosen
substanti al | § gt random f r_gﬁrﬁ?a grolip gj?‘e%o%mcgllgoqﬁeavggegr%s[ﬁegﬁl |tﬁ§ SHERn the
said part. 10ipPersfbesedisinglliptictduirve tettmofdgyst string, the end el enent of the
nmessage may l-ie i medi ately adjacent the non-nessage el enents, if any. That
is, however, not essential, and it could for exanple be envisaged that the
non- nessage @lcesraies toval furBbMaYRO8! $ d; fi u of el enents
fromthe non- messg%gge el ement s. T%i S f%‘gg%ﬁ@ lr?géri%gorn g;&%g\l@n@?émcgw}léeri n
certai n appl Bergraloheonggmesi n header or other information that needs to be
transmtted each tjne,.; ALl that j.s required is that the position of the end
el enent of the _rre@g%_%lurﬁé'%ly %ﬂﬁrah{é‘?r)}m N BYearRaN Gal?qbiﬁﬁﬁrﬁ"eel\éﬁﬂ' of message
mar ker. 20 The i nverﬁnlsﬁﬁoﬁjufnbhggndegg},@[@qlgg5935 e&&%ﬁél%utﬁﬁto%@m for carrying
out any such nethod, to a physical carrier carrying such a conputer
program and to a(Rlat sesendim hashing presss vitach takesods isputhheresgectiver . The
i nventiygn further exken hod of encrypting a digital nessage

i ncl udilgg 25 identi fgﬁﬁgglilﬁ]aghgﬁ%%fa"g%“%tﬁﬁ M ARy Wﬁ% as set out
~above. Preferably, ttemksicryption includes the step of encrypting the third
string before passing the encrypted information to the recipient. According
to anot her aspect of the invention there is provided a nethod of 30

det er m ni ng phgeaN9. Ofch ar HeGi Lic onprising, ....12 ~" ~ 6. _NOV 200
(a) appl ying an | n\g}’erse coﬁvé%@?eérﬁﬁ%ﬁe%%]J{:[%F5@%??%(1%1?%1ﬁﬁtr%@’nﬁplﬂsﬁsng a
plurality of aeml edentrecehary. setivamativepe; addhipnhNvRiss BOOV &g RN sdpplied i @n

t aki ng,as i nput plur.al i of .el.enents of the second type and converting
t hem t&ga pl E&ﬁk‘ﬁ?ﬁhgf%&tlgﬁé?ﬁré"aﬁ?m%mfa??ss%t oByPhe and determ ning that a
plurality of elenents, taken as input to the function, together conprise an

end of message marker when the output of the function has nore significant
el ements of %ﬁ@nfﬁlﬁﬂ@ﬁtf pesdle-remrom aumbue arobviesd. ane oflfie (ist-tiea kisiing msars

first string Rt L O t.he, function excl uding that portion aof the
out put whi ch? {/\e/gés}g?lgg’%esenst %Iiefly}l/aéh(t) Crtef’ité Rl o %?SHr?é‘ gg[%ﬁqh?%‘iP?Wélﬁ@ output
determi ni ng tshtheppasstd ontheistddind-tieh Badhifs ety WHiah Qbesi i i g%h@f%@* oPtne he
rressagggaccordl ng to the end of nmessage marker. 15 This, essentially,

represéht s t BECHVRFEE-EMdpRe nHBbRGd delefarddy dbrovescooitisrddastingi mganshe

end of the Thi d. will | sed . by a recipient whqg. needs to
_extract thengﬁ?iﬁ%fm %@E?&gg Prlr%?lkoeﬁﬁ)'#tr‘gﬁﬁttﬁee%?% é?t% ipdﬁ“P‘éSé‘éisk}%lﬁlegﬁW, %rfer om
"that, det er nbther fitse tipobashingrmedns} heshimsll 6f RrBE¢th&f otdeudTRRSREBer Wehillod hat
e full extent 20 of the nessage may be determ ned and the

information, t
transmtted nglgd@ngﬁf'r act ed.

25 Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

from an associated counter means. That ensures that the re-hashed output differs each

time.



" Preferably, the invefse conversion function takes, a$"input, 12 ternary
el enents and produces, as output, 19 bindry elenents. In a rm'r@@e]d@h‘a:rggl{
_formof the invention, however, the function may sinply convert from one
base to a different base. 25 Preferably, the position of the end el enent of
t he nessage may be det erm ned according to the anmount by which the out put
of the functi? % I’OVI ged wWth the end of nessage marker as input,
exceeds a gi VET*W yué saifigiist-tior Gagng mgans erwﬁhwémlc@m a‘[ﬁlnmhmrpseud(ends
to a conpute r u h
FarRbROAGAbrOS 6 Ve 9nBdeQ for aeQX%l %clf cglé’lg Jeiy égg%p Y ?rom the

carrier carrying such a conput®er program

represent ati aeallablespiuralmy @tﬁrfmittelr hpﬂ@@" af®anH Aﬁ%ﬁﬁhﬁeﬂvt@leaﬁ}@{.ﬁ&r}aﬁﬁﬂ ct of
t he present |nven$‘Pé!§)(£B s provi ded a nethod of decCrypting a

nmessage fronf¥A™e e%‘? AEdeBhpri si ng: (a) decrypting the encrypt ed
string §o produce a third string; (b) applying an inverse conversion
function to a third string conprising a plurality of elenents of a second

type; the 10A mversencenyensi dbe frovidtd dor eadti 0O BS firdPidr Rashing! Alehds off
el enents of the sec yngtsagﬁg and converting themto a plurality of el ement s
d

of a first t{peradhg RPYRGET (RS Hlarzslbﬁrué¢4 toysupplyetasnisn input takle of g

i nput to thefidniet h@RingtR&fLher conprise an end of nmessage marker when the

out put of the function has 15 nore significant elenents of the first type

than a given value; (c) taking, as a first strlng, the output of the ™
n,of the out h, was representatjve of

the. endlof moeSbE shhSiesRS et B BiecneiPa ity o set Gutr SRR St

string of anpﬁlﬁdalﬁibreﬂﬁ%rd)ﬁashff@nd’tﬁ%ﬁ%@ﬁ@tsacQ%H-laﬂgel&oth%%aﬁ}ﬁ %Ré)f-na Sage
mar ker ; and %@é recoverlng the nmessage fromthe frrst strln I'nvention

further extef@godisd B rdWissy st em i ncor porati ng any one or conbi nation of
t he nmet hods nentioned above. 25 Accordi ng to anot her aspect of the
invention there is provided a nmethod of carrying out parallel nodulo

arithmetic cﬁhe umwa:mhoms:xmndﬁ tel@vpseedofasa thinfbed elchefatbr Qhél%ﬂﬁg aJnOthFoga
oper at representing a series of nunerical values’(x)

i :
to be éger at B?f’ r ﬁ }’ eéyol%?pg{?tﬁ@@l% afhigs messor $Vhere a7 eptrepNEVORB04
supplied, this may be split up into sub-pools, each of which is arranged to supply

entropy to a respective first-tier hashing means.

When generating additional pseudo-random numbers, the second-tier hashing means
20 may take as input not only the new hash output but also the previous hash outputs
from the first-tier hashing means other than the said one first tier hashing means. The

previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

25 The invention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Each of those is,
itself, fed by a plurality of first-tier hashing means. The first-tier hashing means are

provided with entropy input as necessary.  Other analégous multi-tier systems are of

30 course possible.



~(b) forming a first word (X o) fromone kjt of each 6? t he S%ﬁﬁﬁ??@[ﬁ
and a second word (X,) fromanother bit of each of thé said ; d
. (c) performng bitw se | ogical operations on one or both of the words. 5
Preferably, the nethod described above includes: (d) representing a series
of further nunerical values (y), to be operated upon, by respective bitw se

t ; ' ' id bit of h of
10 sai o vect ore ane o tor Tus o MOk Cn il Bkt eherfehdon ach

of the said wemberss;It extendsf 150fIﬂﬂﬂlﬁlﬂﬁ‘ﬂ’bmgn&thé&bﬁ@en@ﬁ@ih@?k&ﬂ%—r%’d&%hﬁmb%@
respective first words (Xo, Yo) or on both the respective second words (X,
Y,). | PrefelAOMPRESY i rst word or the respective first words are stored

together in one | pgadunBRindAR - or.the.respective second
words are stored F%ge;pﬁeinbl nQgﬁgﬁ%@??P@%ﬁ%ﬁt}s%félgptﬂeé%ﬁ ation. First

stor age5 nmeans and secgm’iiﬂmsamg@eramiagmes@swivb@llpmfyidjqagsﬁ&t@gg;i eYE that. 20
I n one embodi nent b t he purreh%g%h val ues and/or the further nunerical values
to be operated up‘)ﬂ HPRYGR PUPULRS 1RRYSS tof secendetipl hash Banctiopr esent ed by

tens. The cal cul ati GificiBoheRfesGRblinad I %% tware or may alternatively
be enbodi ed in hardware, eg by rrgarln)s %?éé%ib-?? El ,er'and NOT gates. 25 The

i nvention extends to a nethod of encryption and/or decryption which makes

f th . Listed above, T ferred method of tion includ
gencrati ng o Reycisy Sacoran S PhaeT HG S Bieniton Sher 3t gVl yDRRaHST

havi ngl@oef fidehefyusy thbesdhofs @gitdl ri@HHeQoMpliNpg 3), using 1s ~ 6 NNV 200
a nethod as clainmed in O ai m_gL or Aaim?2, the coefficients of a first
pol ynoni al conpr i & rfgnstpstisep fisy saingrtome ripbaklity aif vessagx kleatetst he

coefficients of a segqndy type, one of the said message elements defining an
end element of the message, followed by zero or more non-message
elements of the first type;
[5 {b) applying a conversion function to the first string to convert it into
a second string comprising a plurality of elements of a second type,
the conversion function being arranged to map all possible strings to an

output space which is smaller than a space defined by all possible second

type element combinations; and
20 (c) selecting an end of message marker to identify the position of the end
element of the message from a plurality of elements of the second type

which, in combination, fall outside the output space of the conversion

‘I\ mu/

function.

25 The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message elements necessarily have to come
temporarily after the message elements when the first string is transmitted as a

30 datastream; they could just as easily temporarily proceed the message elements.



" pol ynomi al conprising the series of furtg(ﬁr nunericaf” val ues (y). 5 The
di

_ pol ynom al s having coefficients which are in nodulo N (N >_

preferred nethod of decryption includes ng, subtracting fgrﬁ 'Nﬂ‘f z@ﬁgl ng
), uUsi
method as clained in Cdaiml or Claim2, the coefficients of a first
pol ynom al conprising the series of nunerical values (x) and the
coefficients of a second polynom al conprising the series of further
nunerical values (y). 10 The invention further extends to a conputer
program for TR¢ torvegsichunkiiéh RR alll ' A arrying
such a conputer program and tOﬁgﬁgggﬁggﬁgg%ﬁg%%%ﬂ%fnﬁﬁgsﬁgaélfo%ipuugﬁp%c\é
conput er pr oghiem 151 sgablee dhalt rey spacea défimelhéy alppodsitdé debend nygntdl@nedther e
is provided a diqgital device, for carryin t, paral l el npodulo arithmetic
cal cul at i onscodg}biaété%g’ g}eret?lyt %ﬁf’g‘@gl Yyi V%B’ggﬁr aReH ¥hidpispinpesepmble (by) theeans
for rep§esentdiigrstonS Aincl8n.Of THRUBR | t by
respective bitw se vectors; 20 ?‘%b@;ﬁéﬁ%kﬁ?&#&f%ﬂs‘ tﬁgegg‘? ?&gaamgﬁléﬂﬁg;bffrom
one bit of edemens afHe satehdvepe ovlssh, andombsetiond falbmdth{nXihat Fietanotdter
bit of each gof the said vectors; and (c) nmeans for perform ng bitw se
| ogi cal operdatigns on one or both of the words. 25 The invention may be
carried into practice in a nunber of ways and one specific and preferred

enbodi ment will now be described, by way of exanple, with reference to the
acconpanyi ngtéfamfligie it §iFng Komprises a ©iqyence of bihamystleratnts ankdethkeycond ™

ti i | ; i 2 {1lustrat th ti . t
ccat 80 YL LhgTHRL P B P | ARLT 545 A0S FOSHELLERLELT,

"correction alhgornvtmen fEnglisres araGednsl cénvdr lllstlfiﬂﬁ dE8eRONEBP12 iy

wr appi ng errér; Fi gLirei@B illustrates the order in ich coefficients are
checked for BFMERS; 15ths messaceos longesibam 2 bagielements (ayis isusllpovill beypt isal
prior art ps o 0, ) 4. Layr {] Lustpates
Phe PRNG w T hn i pro ot RSty Dch IR beid? e Spdgiel it 2
addi ti on nodethers3; The lgsirtdodk ifidok fidled by d@ messideC tialy tdi ppddanvitbhosukstaet i on
nmodul olg; angerlﬁielgttsjre 13 illustrates a circuit diagramfor mnultiplication
nmodul o 3. '

The end of message marker may preferably be the same length as the length of the

second string. Specifically, in the preferred embodiment, the end of message marker
comprises 12 ternary elements.

20

In more general aspects of the invention, the conversion function may convert

L elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base. |

25
Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

send to the recipient.

30



- 15 20 25 30 1. Introdﬁéti on TunblerTMis *he brand n&fie of thegonéﬁﬁ\zt
applicant's cryptographi c devel opers’ toblkit. It contains a n 12004
_different cryptographic algorithns and non-al gorithmspecific APls, but is
built primarily but not exclusively around the NTRU PKCS al gorithm as

devel oped by the NTRU Corporation. Details may be found in Hof fstein,

Pi pher and Si|ver NIR U. ~ Ri ng- Based, Public Key Cryptosystem J P
Buhl er (ed) ,STb%E -%?galkl% Qusidg L@)ﬂ’ﬂﬂ&‘eﬁpa@b?% Eonvergon gyicting e beadividedr | i n,
1 998, 267- 288 a6 d plitaRGToMakE RhcRpRl bGAS | ifhrt D&KL f NTRU
Cryptosystens, Inc. Thlg@raft@?er doc%rﬁent ﬁ%\nk@%%\ggﬁ(é gﬁ%gﬁlt&n ?ﬁ?‘é@%ﬁ? as
"the NTRU pasteing. sppiat dhet pesiiion dftthe ead glenicnhof nixpresapt smay By eRktifeosgh in
crypt ogr aphy parti f.romthe traditiopal world of 'Big |Integer' based
products, i tseé‘%%gl\ﬂb eseggﬂ?rf SCSTBF DS Vreh g‘@%ﬁ*ﬁ i {hgtcapgsPOadiag nei- aln the

pol ynonf al njpeiidrerdneimbedimeAYhbadg abgr id R V8o 1 bl e
as a cryptographic product.- I n between asgrealt?&g\ggl ﬁ{g? ln%ghﬁgrie%&rggﬁlgk ~
2 6 NOV 2004rcperseriaiays,of ang of He posisienowithifiRu binsryufivisoséngt yl e, which is the
source of its superiority, means that much of this machinery nust be
reinvented to cope with the algorithns. This docunent describes the unique

i mpl enent at i nswh drherrapRdeRKES {ddubt ine R tR ' it hin
Tunbler. It outli ;hgs t he praobl ens that S(')S%f aces i%yg% ??ﬁ%ﬁ%ﬁ%ﬁ%@?@%\%emnt

the NTRU PKCEDEeMATqm 8 12reupral gossible magreapflling wiohin tzenwtidepant. ai ns how Tunbler
uses ipgovative techniques in order to solve these problens. It should be
under st ood that nmany of the innovative techni ques used within Tunbler--10
-are i ndependnferafily paithinahfirst stridg,abelbst demutest (bé RBbAzOMmal NeadMmaRdiggt ed
conbi nation. For anpl e, although the follow ng techniques are all

cont ai ned wi { f“i?nf ﬁ?%?’@?sﬁ%ede}?%ﬁﬁ Seff @podihee it howsest. soupwential yautit
singly or inc@ny ePrRhMple 88 en6ishd BRI HECHANneERE UenTRRSAYE JRLKE

checki ng mechanism |arge state pseudo random nu r ‘generator,” us (SJ"re
nodul o ari t hsapeiaged inel fipednesbdr of eferentsnindrh itid gork-metsags sieheaison TAlstfagds. |t
shoul dyal so be understood that.although Tunbler is primarily built around
the NTRU PKCS'"BGor ie?tﬁ]ilr?n Sagoui%fn Gt gPHhﬁ@UWP&?nB’é‘i E?ﬁdethP%éhtqf@)‘-ﬁl}atWBst of
t he innovatithat Hedhd BEaanMaAME] Sac W LGadd Fgl.nal
NTRU PKCS Pat ent. application 20 T%%Rﬁggﬁagﬁﬂegg@ﬂ igg?aft(])t}rllclagés?g?l feﬁsﬂea

met hod for t#He elewsnt ofthsfmesieeer whntuaiiuoll Yndricahmed dainh ¢ltk tid of uidssazekey
and the privgtg.key. It goes on to show how the public key can be used to
transforma nessage, in the formof a polynomal, into an encrypted form
This encrypted nessage is secure, since the task of retrieving the original
rressagg gi V,?ﬂ t.he knogﬂﬁegge of the encrypted nessage and the public key 25
only, S far QITEBHBR XTRG HECHE PO ROBIPHIET CRIPEEAT Tefe earnGhe gyt i amyasuch
feasi bl e | engkhodftotd 1 . r I 0 prowvi.de the neans of
~transferring (or st or P%S)I(EEP Eaerﬁgrrllcsé%%lggg%@u%ﬁ}&?%@@%ﬁ@vﬂ%&&@ %Bftasttrﬁﬁm
“pkivate key 1eprestitgtivel dfoush a emoerery of the origi nal nessage. 1g~; 26
NOV 2004 1.2 An Inconplete Solution Using the private key and the encrypted
form the original nessage can usually be recovered. Wen the nessage
cannot be reTpyafveskidifiSthes d t : i : p i].ures.
It was_originally believed th%&tﬁlsvzcﬁeaa[e)%?%g)afog?e:nhls/gtsﬁi\%\gB@él{eﬁgsr%sf/%%elgé@girn bl e
wi th a2@i venidepifibe thagnd whthegnessigd isings noztbart aeskt ot alavel yPrdfatblyhene wer e

di tabl t application 51.3, p. 31). It b t,
nowever -t hat L hgH ot Bt e Rl W heterepar ot weshEeR Tl | ed

to correct information to the recipient.

According to another aspect of the invention there is provided a method of

30 determining the end of a digital message, comprising:



“the error, and that gap failure was conmpn enough tq78ffect usab@If N0V 20p4
significantly. There was al so the issue & error detection. Since the
_person attenpting to decrypt the 10 message did not usually possess the
original, it was difficult for themto know whether the nmessage had
decrypted correctly or not. In conputing terns, an arbitrary data file is
an arbitrary Ieng% string of binary digits. The cipher, as described in
the original NTRU “Beﬁpé ARGPPNVEEE FOCrsioRduyabos te etlnzd string pol ynomi al s of a

fixed length. It is r p rqvi de .a nethod which turns a
data file into a seqéggﬁggfngfa %fl?}ggﬁ%:\%g%é}eh%tog?ﬁﬁ?(ﬂp%ﬁ&’?nom' als in such a way
that the resulting sbgimace caivepidryfactioaltsking s iput spredipack into the
original data file. ing a cipher's normal use many people, known as
attackers, constantIﬂ\?\é[[;fﬂeg‘ﬁ&fﬂ?eoseg‘@l%ﬁ%wq(tO.n‘Wi@géhﬁmTRlJ PKCS is used, the
task ofsretrieving t 4.0 LV knowl edge of the
encrypted nessage ana ?Iﬁg{}%du%r%&gi@gﬁftﬁﬁ?§{Bf&ae?ee%3m60rrpl ex to be
performed by currentthateghimeliggf clemeatsf @Rsi & ieplebghdf@ttidd, me. The sol ution
for an attacker is tto in nore infaornation than just the encrypted nessage
and the public key. %@(E%ﬁgmpﬁgarb“ﬁdt aeqrage markH whenttheowppher is used it
may i ndeed be possi Qrene er. J if] i.nformation
useful for breaking the %?%%ng?l.ag%oz&églﬁlgk&at%?ﬁ%rnﬁfj%t}ﬁ%ﬁ%?lglpﬁse t he ci pher
in a way that allowdhamg given valswnandi nst ances, however, this can be too™ ™™

limti for practy . DU s,. The two addressed bel ow are situations
19 "~ rpg 6 NOGZOOQJ)](‘:t aivl\ﬁgraéB??Sisgl%g’leP&[ﬂugog%eiﬁ?ﬂloéﬁéﬁlflﬂvgt he same nmessage
nultiple tinmes, or whapertneNth tivhiGBhvadiRpRRe Rt RBHRd system t hat
m ght be accessed by a gotentl al attacker. The NTRU patent application
e

descri bes the theor &l @amessagematkem and determiniigthe posibion withés not addr ess
how a real world maghi bout performng this algorithm The

t heoretical algori tﬁ%@%ﬁ%@y gf%g?ngteﬁg%?yoﬁelﬁlg?sg ”a?ﬁafd Poys mat hematics
t hat nodem conput er shagrel dbh@sdge mekdror m qui ckly, and so is naturally fast.
The prgsent appl i cants have, however, devised techniques to increase the
speed ? this al gorithmdramatically. 10 1.3 The Tunbler Solution Tunbler's
i npl enent at i o0, I S b 3 heqreti cal and
the practi ca?l.ﬁs’l {ss%r{@@%ﬂl%}ﬁe%ﬁ%hg 111rllu e%ﬁtgfnﬁggvodt%éﬁ?%gu%g% E%rtlgﬁrgcllélw&gon

t he advancestheend af thednéssagdT Rthiamektioalnwitvienusee bysadcipienoivhe headse@ex@het
cryptography, data.signal processing and conputing. /15 Bel ow are detail ed
net hods of d%‘?eegfiioﬁsd“ F?’%rlga%%?@ﬁlr‘%ﬁd? OFgatdt FECRivap pPfgiTamdthah slefeamingr e,
In order forthepesiibR 0ethellOst RRSADS e dfesthgl! 2QkICRh ABRANZON HERUI LG dat a
one nust be able to rely upon the integrity of the dlecrypt ed nessage. Usi ng
t he or?9i nal offbe Asaee BYE belssttrmimet hed NEREInpmitedtmespade axanited, t oget her
with the detection and 20 correction systemoutlined below, this is finally
-believed to be the case. A coherent "bit to tert' conversion schenme works
-in conj unct i Prefathlilyy, the invdrgd oaverseindfimtidteakedtasBpeN 2 xateflehRnisNingr f ace
bet ween standard conputer data files and NTRU PKCS pol ynom als. 25 Tunbl er
contai ns pr oNedYES AP WP Dirary elmpsisde [pHemNTREERKGToam dfithe diveatibmw t he
user to sendy&xaet | : ﬁﬁ@?? |t i | res tg.use an

aut onmat ed s;.lllétem %%etﬁl?n&é t be a ceg@é’g}i@onggg%%é@%?? %Idﬁrgtr?rgé’?@?’, wi t hout
rui ni ngdthe ci pher's security. 20 2004 2 6 Nov As well as analysing a

full range t andard mathematical tools in order to find the optinmum

sol ution f o%tﬁf%%bg%s fhﬁgp‘?%’w}e@ﬁm@é, elementy 8t dhe FB?sSagst MRyNbe edetesmivrRy
PKCS i npl enepdcaidmitonay mphdedng | SOy Blon! WMl bloveieard. gl pa!
~met hods which pr orgg;tgs rru{:nh of 3)'?he ﬁgﬁ%égﬁ datga atfog’ {&a&é&% ﬁ})\é?dﬁgr‘{é%{sgjg
rate. | n or ded afengssagielnmarktrers damipaxcesds a@iyat edueaphy usi ng t he NTRU PKCS it
is necessary to conbine this internal algorithmw th a great many

mechani sns designed to protect the cipher's use against common attacks, to
interface the "



© 10 ci pher with regul a(:r-_‘-"‘di gital data handling, and al g@ to overcone problens
i nherent in the cipher. The present appli2ant believes that all, (L)é Ntdv s _has

been achieved in Tunbler. 2. Mathematical Term nol ogy 15 The NT% 2004

" cryptosystem and the Tunbl er version, depends on three integer paraneters

(N,p,q) and four sets (Lf, Lg, L~, L",) of polynom als of degree no greater

than N1 wth,integer coefficients. Note that p and q need not be prine,

but it shoul dNBeM¥SLOReRIthFRExiCrIy |9, §)compuier aprdgtaa o caryihg auweys heh

and a1 5 nor TS iy ROy chBick WG HERIGY s HERGHET Rsiirp andiion, datkpeim
i npl enent at i ceysescotative oeichh bempitat ranfone works within the ring of

truncated integer polynomals R=Z | (X ~-1). An elenent F s Rwll be
witten as a polynomal or a vector, ,"_  FW&x =L o~F~..,FN_,~ 25 Addition

and subgract xR, dheR [ hsel y the sane as_in. nor nal

pol ynori al ar it hieti gwl\% tria%fe‘fag:gﬂhgr#rgw}mgwoq ﬁ%ﬁ‘? }Se%ro?”élﬁgc,at msthofgdul o
(Xv-1).  decrppiieedigha messdvelfro seaeipiedtibl Bhhpalingn in R This star
mul tiplication is a(%l en (Fax licitly as a cyclic convolution product, F*G=H
with k NI H- _ (@peeirpfing the enprypiqd string 10 produpes thirdstiing+1 i +j - k(nod : F )
10 I't should be n f diRlSsd ' : as usual pol ynom al
mul tiplication exgcge)g?pt kll_a. 2 tlhe g%goﬁgélgfbgﬁﬁé%m\%\lﬁgsﬁglﬁﬁﬁag' so that the
coefficient of X ~' dompriemgiarpdaraliiytdi eleadtdatbitagkcddiaypgnatant coef fici ents

t he co%fi ci ent of >§HV+ is conbiined with the coefficient of X, and so on.
15 In practice, one TERRPRNFRORIIGIQR taking 45 inpg aplm@ityoff a pol ynonial ' s

~coefficients nodul o enbrgémg@f_thélsé%ﬁ@%egﬁ@&%ﬁ@&g% g%iﬁ@ﬁrcan be

considered to be occurring in the ri'rngs Z Xl (Xr~-1),
but it is desirabl e ¥&lemmtafarfitstippe asl ditremading tisit agluealppbynomi al  r educed
both nodulo p and g.y en\(!“?

the intention is to reducé %ﬁggg%@ﬁ{%gﬁgﬁp&?ﬁfgg&ée lel(ﬁggl%i"lg?neeanng?gl ?mf)sﬁg)ef ﬂl
rules to renmenber wheed of e ghaiedwhen 8 duRhiR SR fud@ion HAs (M0d p) + b (nod
P) 22 £?§+6b¥\|o\(/m2)802)n’10re gicgngﬁrgggt qumélt? of( tgg%rspt) t))/pe(tggr?a gl)veﬁ ve(ll(L:le;X 2 (md p).
7 :..(,c) taking, as a first string, the output of the function excluding

that portion of the output which was representative of the

end of message marker, and determining the position within

the first string of an end element of the message according to

20 the end of message marker: and

(d) recovering the message from the first string.

The invention further extends to a cryptosystem incorporating any one or combination

of the methods mentioned above. -
25
According to another aspect of the invention there is provided a method of carrying
out parallel modulo arithmetic calculations on a device adapted to perform bitwise
logical operations, comprising: .
(a) representing a series of numerical values (x) to be operated

30 - upon, by respective bitwise vectors;



"Ris not a field Hofiever, the NTRU parapeters have Been chosen in such a
way that it is extrenely likely for appropriately selected pol yQoE'lrm?)gtgg

. have inverses in R Ris . a unique factorisation domain so, if they eX {
t hese inverses are unique. L", consists of all polynomals in Rwth
coefficients nodulo p. The elements of Lf, Lg and L~ al so have coefficients

modul o p, but areqgfy ' i Kght. Polynomals.in Lg and L~ are
defined to have, @sﬁglgﬁg\eﬁgﬁ%w@?e{g@gﬁ ?W%zogmﬁ&ifqeﬁboeffi cients wth
the value 1, dg(l~ avebtats(end aceshfliveairé (X9 Wik Bndth& bisbiuger 1, and the

remai ning coefficients, all having the value 0. Polynomals in Lf are
defined to have d~(1% he saig veierps ped ents with the value 1, and d~(1~-1
coefficients wthgt =1 kil the rest of the,coefficients have
the value 0. The E%@ﬁo%%? lti%rllse\ll_YP 1&@@%%%&5&36%@%%%@? BﬁQﬁt""%ﬁ-h val ue 1,

to allow themto be invertable. 3. Overview 15 The Tunbl er cryptosystemis

formed of three s ate systens: .a key creation system an encrypting .
syst em and af)’if’g?ffl@g%ﬁgleg?ﬁtd@?ﬁqﬁ??ﬁiaéf"éeéé‘%lp‘éﬁﬁ? bri-efiy exam nes each of these
three systems and(quhicRafinddeRaGH fitnes ANBERUALGTCL FAMCANUTDer of

under | yi ng processés. 20 . The NTRU patent appli¢ escri bes encodi ng
and decodi ng as ver yopsitatpd epannby oaspediive ditsisepreptogsesses. The Tunbl er

i npl enent ati on has.introduce ny additional features, making these

p?gcesses consi defeébfﬁvn%ragmg%rﬁls{‘gﬁgéﬁdé%%Sfﬁfi opg Bitof pasd iy gcesses bel ow

I's desggibed with theidRet®rhndaddipwstliond i ﬁ‘%’@ f%cﬁnisﬁﬁﬁﬁ(?tﬁﬁﬂRng to conpare
e

these three flow diagrams with their equivale romt U patent 25
application (figs. 3 bipigag)of thpsaithueatorseand t he key creation system the

process has remai Lvely Si e 1t i however, .in the key creation
that the great est&Zg)\?gﬁ@éé¥ﬁwgstef°|pg€%hﬂ%§/°r’n%q}gﬂlFeTQFPeﬁEH‘? fitka, i 0 23 ~
2sNOV200 3.1 Key Creatls (oHenPot HEbKRYheCeGRiitsceysd QBtdsyxgespr i bed, as it
appears in figure 1 (cf fig 3 of the NTRU patent application).” 101. The key
creation systemtakes in the algorithm paraneters N and g. The paraneter p
used i nsthe t gnt ' [ ' L xe o be 3. wever, .ot her val ues
“could E% use%fgﬁlllj%%?’ Eﬁ%eﬁ%?wyg%gﬁ ktgg r%%leét%amﬂéﬁg ,w?r?ls RS ?ﬁ&%‘j\éﬁ(’%e&}?adm P r om
the set G, Ihatgdy, iasd 1@ sepehdent optheNesmstide s€donbesords athg@oNIRLL RS Rt
application é‘] ZH% 3%3 10§. The inyerse of f is calcul ated nodul o 3.

| nstead of u Oi?ber’t CS% FEPTHE aRCaAIGor iR IOrags MARISATS fecene SIOTags) MEFS

| nverse Al gOﬁ}ia%lﬂgbr(jvﬁegs@gehi;ﬂgitﬁatal gorithmwas found in the paper 'Fast Key

Exchange with Elliptic Curve Systens' by Richard 15 Schoeppel, et al
(Advances in Cryptol ogy - CRYPTO 95, Lecture Notes in Conputer Science 973,

ed. D. pper.sni t ringer - Verl ag, New Yor 1.995, .pp.343-56). It is
POSSi b]zébt hat" Ellllleeafltr’f\%g?lg g?%%%‘”ﬂ%@é%ﬂ‘é‘?? POt ﬁl?es%gmﬁﬁ%wﬁe‘fa@ﬂeﬁstot@ 102
and chooses @pdrgred fiponl die bARICATRT ADmMbfifer &aamé,tﬁa%ﬁe&h%ﬁyg%ﬁé. fast

r

~nodul o arithnmetic through parallel bit operations on a vec
“representation is used (see 12 for further details). 20 104. As for 103,

except that | i.s:calculated nmodulo 2. In.inplementing this
al gorithm a %@%%%gg&g%gfng%t gen%a%ﬂ?%ogtr Llnfsr?ﬁlﬁaf%o{ H}agljiétﬁm&gygp'b&e r\?o[dw% n
oper ati ons omrdwerectpby mepsed ORI AND, OR, s dBeses.12) . 25 105. G ven an
[ nversg nmodulo a prine, it is possible to calculate fromit the inverse
nodul o 3 power of that prinme, using the well-known mat hematical technique
col l oqui ally vesl i Thi t cul at. i hverse
rodul oo (vt Sy e R R R B oo i itor BebRLBH Sy hRed (e
Boot st r appi ngf the esthoddisted2ove.~ s Nov 2a4

The preferred method of encryption includes generating a key by adding, subtracting

30 or multiplying polynomials having coefficients which are in modulo N (N = 3), using



" follow ng principle. ‘(If Fis the inverse; ?f f nodul 0@1 power of a prine
p"', then 2F - f Fz will be the inverse of f nodulo pz'". 106. QJ ﬁ ﬁhosen
~randomy; in a simlar way to f, but fromthe set Lg. 107. Thi iss @ eZlane
conputation as is perfornmed in the NTRU patent application (fig. 3, step
350) except that the factorp (= 3) has been included for ease of use. 108.

publ | shed. - Thre ho SRRl i QUL g HE RSG5 B oo holghgidlne

Tunbl er encr yqnnpmmgylsa @amitss oﬂemﬁfenbﬂdvala@ (1) apPans cobficlonBube o2 sechilis
shoul d be con@ar ed. nd contrasted with the original encryption system

descri bed inP Pi%or%‘ REFRRYI P8 B Sergs o fether swmeriea) valales ODn figure 2, the
synbol is used to denote the concatenation of the objects to ei t her si de.
20 201. The encryption systemtakes in the original nmessage data (the

pl ai ntext), Phe asehrrécbmahgq ot alacn;gatleﬁ inyluess \widtifhgarubtiradehi nad n{ueﬂg}lhg t he
public key p (N%nomii qhﬁt% orithm paraneters N and ¢; and

necessary, IR R eha'ﬁ“?sﬁ"lg GYreh WhihamR 1pmeedide NoMN kes), Iuemgtdﬁrn@m;&\ dkey)

k. The proce t ha functio -1 1s
defined in tﬁam?égs %o(?/ﬁgiriﬁﬁreﬁts@lé%é?t P%ncg%me o ? ﬁ?gﬁﬁtfp @ogtlgﬁn%%(’%?l%
Technol ogy' sseBes of euhiestal Stanslas) dad ¢ d%Sfﬂ@&ﬁﬁbfah&cdﬂdbblyb@nﬁﬁl%ﬁ@h@ﬁ of
course, that .the i.ntext P represents the actual al phanuneric (or o her)
message to bg‘eéﬁ‘&%f’g%heé@é‘&eﬁﬁadat“ﬁsﬁﬁy conveni ent standard binary
represegptation. Lvr 25 (, .~ 6 NOV 2004 202.. If the:cipher. requires
Mul tiple Transm ssion Attack protecti on, this is appl ied to the plaintext
bef ore encodiChg ilQ'\@B’éOﬂ yrtheFoextends on- z eomplater korbgtaes faf cargigoouddteaatiddr are
gener at ed, andt Bf tes are used.to seugl t he sequence generator (see
11). If no i eacP Yical STt GaTEiRg, syeha gompuier prperasyandre asdarRe® S( K)
is |ogicall yre@mgﬁtgtwea;fsh@hggoﬁ elzlgr()g@m In practice a sequence of all
zeros has no effect. This is not the Sane thing as S(fd)! 203. The MIA key,
K, forrrs the first k bytes of plaintext for entry into the ci pher (see 10

7). i's he o i.nal tes of plainte t.a . XORed
with t g out%g?d}d’;ng tbugam@gt&gﬁ%éjegtgefh%?é?vﬁmlegé °Te 13 pyovi ﬁ Ed‘t‘ﬁ%e Red
pl ai ntext itcdrsyimgeoaspardlel maiany afithnidie QilAAitordabR rhddh® JrehiRRLY 1ogiBator der
~to fill the ternary polynomals (n that are used by the cipher (see 8).
These ter nar PPEFHBLONPHISING ort s, " form the message pol ynom als that are
then processed by, P}hﬁefg%r% Qé?ﬁm Lf elfigs mtﬂhanuelgl}t{ ts remai n

unpr ocessed then e remaini g {ens ‘are place ‘tah h ﬁessage

pol ynoni al and an erm@emtedmaageremkeébme Vbﬁoﬁsl‘ eated in 207. 204.

Pr ovi dg@ t hat enough ten? rNemati nu roce e a nmessage polynomal is
constr@cted from CHHEEHER! ¥ fgm 9?@%@%%9 Wext data has

been 20 exhausted angid beesaie és@&ﬂdfwfrﬂ?giﬂ) kSRSubihef bh b g gpext message

~polynomi al, an end of nessage mar ker wi € create 5. A random
pol ynomi al i s chosenthersgidmectorplandd by the public key. The product

I I th Thi
Pdent i cal Lot hat bo HESHET BUITIE RGN RS OBREapRIN ORI 110 4, st ep

450) except that theopéeanriger p has been incorporated into the public key.
The resulting ci pher polynomal is then packed to fill bytes and inputted
into a2éheck hash function, followed by the nessage polynomal using 2 bits

ff t f.i byt es.. Th k ha i
orputed. and! oYty o saRa0 ot e s HeF S R i e R B The
30 out put fr prfdred enitasibméarwil chedk deb@idedBby way of example, with reference to

the accompanying drawings, in which:



" f.::.. 26 - ~ s ~ov £ 206. Having encrypted a messag€-pol ynoni al one then
proceeds to the next polynom al using t hEd next N tens' of pl ai nt; BN go I t

is unlikely that the plaintext data will fill an exact number of ne aé&“

" polynomi als or even an exact nultiple of 19 bits for conversion into tents.

When all the polynomials that can be filled conpletely using the process

descri bed in 203, .204, S & 206 _have been processed, the |ast nessage

0
pol ynoni al is con%llggfee]dﬁlﬁ‘élirﬁﬁs p&CkegalEM Syl BEg umddérani sm (see  9). This
mechani sm.cr eat esp@ud? fR0kat 0 marker. This nmarker is -
i ncluded in the pllgiunt ext aﬁ%ﬁﬁ&ﬁ%ﬁ@&@,t he | ast i nconpl ete nessage
pol ynomi al . | n t hfigueasilustveesthe dedryptemsggemear ker wi Il spill over into
anot her nessage pol Xn%n’ al . Thg | ast polynom al is conpleted with random
tents if necessar@‘.g et Blysratesfhe pret comeseydepmthinsor al (or possibly the
| ast twep nessage pPghwesnt ahsy i gl i.-nconpl ete plaintext .
nmessage pol ynom al .%and _fhe engﬁ%&%éﬁs‘ﬁs%bglgéﬂ%g);%g?é%@%g ﬁrg%’encrypt ed in the
same manner as al FigoteHeillusegesathe opter ymwhichlcsefiR0its abbehérRed &drenatpogyiblef
each encrypted pol Ono_rri al packed to fill bytes, but with the 20 [ ast
i nconpl ete byte (? Tt exists) conpleted with zeros, -fol 'owed i medi atel y
by its associ at edrigheck Plugdtes hOFFReat NE; y %31% i ).
3.3 Decryption Herg t he Tunbl er ade rfpp?gﬁnﬁgt%ﬁﬁ S eggﬁugggpr%é&?@ o
appears in figurelPERNGX shoul d be 2~ conpared and contrasted with the
origin decrypti t.am descyi in.th RU patent application (fig.
5). 301 The decr@%k‘%@ @?Sstfag%%eaﬁgngﬂﬁlﬁg‘u&? ®ithm paraneters N and g,
the ciphertext, Eighie ipflusake a@ituR ROt Rditdondul3s; the error
correction level,_and, if necessary, 27 ~ 2 6 NOV 200k~ the MIA key, k.
The process al so T8RS 2jdustetestarfarcaitdiagraym §irisnbtraaticomasiulo 3 jnd I n figure 3
the synbol is useg,1Q ; tenati on of .the objects to either
side. 302. i is a gounlggpgﬁgé%t%?%&rggﬁggf‘wnoronrl%lgpl,lcatn(?ngbdéjgﬁqu'c encrypt ed
polynom als. Rwll contain the decrypted plaintext data with the MIA

protection still applied (see 7). 303. Each encrypted polynonmial and its
rel at el checlke_Brtgpllugienr econstruct ed fromthe ci phertext by sinply

reversing the packi ng sequence used in 209. 10 304. The nessage is

mul tiplied b¥ theTBIr_i vate key, and then by the private key inverse. This is -
i dentical tolwRRlepr'deeths Yraad ppme@fithe prescpROligrt' e vryippkpliat develderyy. 5,
steps 570 a 0, t r |t .of the first nmultipli.cation is
recorded i nnlgg%g' ?ttcoﬁgﬁgeﬂ%%#g? Bgﬁerr%?%%)}? i }f"éﬁI OT%I“S&?%I. nd%\l'ﬂggrﬁ 5 made
of e; and E;Spgtiﬁctmﬁlszbnblimhgdltaﬁlim?ﬂty ot xﬁjt aRthisivelyl aroi’éQ@ tﬁ@@iBrR@)PK(ﬁs
treati t he .decrypte ol ynqn a ;. .as the nessage pol ynom a . This
hash iggconpﬂg%r&% t fig‘éel‘%lgﬁa%ﬁﬂﬁﬁt S RH eCRIPBIaSOR- B; Detatis gy dpefound Hat

err o Cor T eCHbARiRCPRRer MdShERRLRYER O RINLEYNATD Bl KBV SHSI DASABS mRY

.need to be calculated using the sane e;. y there Icrent to
.rkecord the sBfle @) thestunadotdsuncComputad Selen@0]4 23 SpripgiVealigaBerliaut 90®f or e

the input of.,b; 06, Jf t transmtted ch mat ches the_hash
created in 3%9?%‘9}182n ey dé’ﬁgﬁgla‘yﬂlé‘fﬁtlaf‘,&@?£¢@%§cﬁbﬁ%d‘a@§ ph& BtV gi nal
i *" message QShpyosesteal, Inc. TMae 208 d&duridhe $811 BESSag& ﬂ%%eagﬂ&ﬁ}ag:{r@ggﬁm be

converfed back into bits (see 8). This conversion is 2~"per n sets
of 12 {ens. Dpatent application”.

This algorithm represents a breakthrough in cryptography. Departing from the
traditional world of 'Big Integer' based products, it provides more efficient and secure
systems based on a polynomial mixing method. Any bare algorithm, however, is far

30 from usable as a cryptographic product. In between a great deal of machinery is



- 307. The bit to tent Go’nversion converts,sets of 19 lﬁ?ts into a subset of

t he possible sets of 12 terts. Wen a setl of 12 terts is a nenb2r5 OVt PIE
~subset it is passed for conversion back into bits; otherwise it is not a
converted set of 19 bits but an end of nessage 30 marker (see 9). 28 2 6
N OV 2004 308. The.terts are converted into bits (see 8) and the result

IS concatena I se.a bina ri.ng (representing
sequence of %@% a?y 35(5159% éﬁ@fﬁgﬁgfeé%a@au? ﬁ@fep?‘\g\‘ﬁ e&SPVﬁB?Tﬂ@ISHPW@mY:
decrypti on sylﬁa&mhhhﬁﬂcfpbﬂ(hﬁ&d&hlr@r}t ﬂﬂ@st%%&m@&ﬁéd’f&h&gew RO é I f

the transmtted check bl ock does not match the has reate then t he
decoded polynomal, b;, is not the original i'h rressage pol ynom al . 10 311.

I f the optionfyl LQERC [ hve t r

attempts o masousy PEReRERREs Bl ARttt e B30 B BN
error corr chryptosw&hﬁmovnahﬂedr\eplﬁlhtTLbﬂﬂ& Tt §ut§H§§ﬁ1%5proiJlEmb ttheltson%uﬁ %Sﬁlf ul
then the 15 resul tin (a different b; fromthat cal cul ated

accepted as AHEAEE 9%%@5@1@ ideyWORVFKCarmg 2 el oafqﬂﬁeﬁr}’ptmlgraphwemoasand
normal . 313. r r d and, has not
been correct e&hh@f%g%ﬁu&ﬁb’?\%ﬂgp al %2{3&?%@1&% ?Wﬁ’é&%f%? V‘Bﬁw?ee@(?y 8d. In

nost cases the whol e message is 20 discarded at this stage. This is because
nost uses of _a P require the vvhole intact message, It is possible,
however, si n{)tl shoyt e‘é‘gj;é&“%ﬁji thgt Bytks! Be ippeyatize webmagephssd vidhin Toaibiers o
the cunpent wRGRAd fdenfBE SRUS LR YN 4 and.co tl nue
as normal. Only tf?gse aﬁl ai nt ext gl ts ?P%gﬁﬁﬁni verlf&gsf%fr%gt%dt ﬁglb 8%urate
message pol yﬁ@hﬁ@ﬂp}ﬁl thb@gfatfntéclﬂwng whﬁmdes &e dludontfinddongieingBé peferied

terts indica rker revious bl ocks of terts are

convert ed to&ﬁ%tb %lgbo 6’5‘8%{ Zﬁ%‘(’g@ﬂu eR“SﬁNﬁE‘Ig 3&/ of Hsay| SembingtipRit epitet ed

using the endorgdctioRS&RIOSS lﬁies%ﬁg’é‘hﬁiﬂleﬁ'sﬁﬁcklg% metRhistiBYarbE e’ SehiS Q0Rv al

of some of the bits contained in R Terts that have nof yet ‘been convert ed

are 30 di scaPd@Bher gepgatrs ugey of oswdales arlﬂmnttttu sam:t ap;etelatxms frbm phaltipleext

data wikh the MA o] t I|e formthe MIA
fra s%rpétﬁl%}(é go aqo'ulci 3l &P G é%%? al%tokgh lﬁf\fﬂ%ﬁeé

key K. These are used to seéd a seque i pramarily

protection i buultszeduxtdhmla MTRURKES alé@ntlﬁﬂhgﬂ&oﬁ?ﬁﬂ&@% ﬁ(]'@atén% abﬂgdaﬁéﬁl y -
considered to be zeros. In practice a sequence of all "'zeros has no

ef fect. Thi s™MO§t Hd e%“ﬁ@""’é’ét’ﬁéecthﬂ}‘}‘fﬁs by eg(raagh Wirlse agmlicpiien. f rom S(K) is XORed
wth Rto produce P (see 7). 316. The recovered plaintext data is the
binary string P, representing the bytes of the 10 actual nessage.

1.1 The Original NTRU PKCS Patent application

20 The NTRU patent application describes a method for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
encrypted form. This encrypted message is secure, since the task of retrieving the
original message, given the knowledge of the encryptéd message and the public key

25 only, is far too complex to be performed by current technology in a feésible length of
time. The encrypted form could also provide the means of transferring (or storing) the

message securely since knowledge of the private key usually allows recovery of the

original message.



" 4. Decoding Failure E€Eh time a cipher polynom al is adecoded using the NTRU
algorithmthere is a simall probability tH&t it will fail to deco%le ck to

_the original message pol ynomial. 15 To decrypt the cipher pol ynodi &INGY 2004
using the private key f, one first conputes a ---- f * a (nod q ), choosing
the coefficients of a in the interval from-q/2+1 to g/2. Treating a as a
20 polynom al, with integer coefficients, the nmessage pol ynom al can usually
be recovered lbg%%ﬂfq Qjeﬁpﬁktm&( mod p), where FP is the inverse of f
nmodulo p ( F* * f= 1 (nod p)). 25 The polynom al a satisfies a ---- f * a =
fox o~ % h o+ stmgﬁh@rmafa@e key=and thepeneryptadyformg the briginah fhessagedcin E@fagl‘ﬁfge”( mod
q) 30 2 & RS his last polyngmial p~* g + f * m For
appropriate Bg@;é g%‘g? er clﬁﬁe&ggés,s ‘Iigetcafl%(’%g’(géigqoﬂ%r@gtﬂb‘sé"’dg‘ﬁrt%ert@?étcaﬂw wiappEe
every case alor gdps fobeéd i ki aag Sorigﬁﬁll?ebm@d'ﬁ/a?é%r%@;gf?% Cf’a(l@reﬁ_sgelteh%ﬁsifgt

o g.

does not. chang% whgn its coefficients are reduce u hi's neans t hat
reduci ng t he TEGEFRPIE Witk ¢ @ver methpdnanduthet gap ftibiresheccined sy ahrefy dr tgy2+1

to ~/2, sre r L.y p omal a= p~*g+ f.*m_ ropriate '
par anet er chgﬁggsﬁscr%gl?%?lse gﬁ?ﬁrrgr ?‘{‘% t%pl%e}ﬁgﬁl%%deg Bg?M‘ IEIJ’(Aét%gmﬁnEPR}Wniw, w
defined in 2owghe, thehe nabksbsupgbuabloa fing WeappRahBire LAgn PERROG L AR.Of
coefficients jn theeggltt%gom qIJT%Jrg ~ and f are zero. As a consequence of

thi's, the pr&aBieT 828 13 e rqognaen enqughe effsotesabiity nipmifidantlyl | be
cl 0se 10 zer qHBRAABR SN of EEMENRLioh NGRE, e les, alsg dictate how many

possi bl e polynom als there are of eac ype, a ‘

the ci pRer’ s mrssage ididndtsisudlly posesethealrighl dtf ®ad aFHEIEBOREH tolihehewiithd, be
too many possi bl e val ues of %Id ~and f for an attacker to be able to guess
their exact VNS4t MddseapBiconrdlitr n9E time. If these val ues are so
small that there is no 1 ~ chance that any of the coefficients in the above
polynomal will lie outside the range -9/2+1 to g/2, then the security of

the” ci pher wil FOBRItEE BB @thitratelapafilare e arbihal dastiussdg on btumblgits gi ve
a probabilit f.: r.Qxi el,y. 1.in.100 t he polynom al 20 p~*g+ f *m
will have a oBg %@gﬁeaﬁﬁeg%gt{edllf’ége SHEE‘ng\‘JPﬁ@[ PAFYPPlgasion, eaprypts termallys
means tflfiat t pelyuahists of a e 1608h It G @lrShravhsdesdey td t ring
the first st elP in de(f‘_od,i ng and will therefore ﬁévgy anﬁ%ﬂ%rggjé\%qigh%dul o]
3. 25 tums a data file intd a sequence of fixed length ternary polynomials in such a way that

the resulting sequence of polynomials can be turned back into the original data file.

During a cipher’s normal use many people, known as attackers, constantly attempt to
20 break it. Where NTRU PKCS is used, the task of retrieving the original message,
given the knowledge of the encrypted message and the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.
25

Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are sttuations



31 ... 26 NDV 2p04‘:EXarrpIe Figures 5, 16 and 7 gi veff—-a visual exanmple of a
wrapping error. Figure 5 graphs an exanpl'é polynomal f * a that lﬁaﬂﬂlﬁéggn‘-z
_reduced to the |l east positive residues nodulo gq. Fifty coefficients are
represented by dots placed at heights relative to their value (between 0

and q). This is the polynom al that the decoder will recover hal fway

t hrough the 1t NP de Send I ial is displ d using the |east
positive res ﬁglﬁfeédél ggzsg%?fé:[g%{e IIlldet:"l)gaiCH |t%£€a%ee%8§ag%m%§%ﬁ@eﬁz or Yhers Péwer

of 2 in a compitceto wi bp aheaomatedrshats tha nibkse fbassesy aF&e&Eﬂ%&aék@r.recover
t he message the polynom al nust be shifted into the | east absol ute residue
cl asses (between -g/2 + 1 and g/2). However the current form of the

pol ynom al haget Reragd 1. - c l.clents. th re.npst. |ikely
to wap_incorrectly ay%@%ol lel{::a{i% Ct%(g)égneb:eggr}e &ﬁg{ehgalcaé%otnrtl@n%r IRy i al -
Thi s zoRe i sdbsghit addresschoona tdabwhrld ngrehiph Wdule g8 aBsutFeFk@dna $hiS Qibbrithh gur €
6 shows the %ﬁrrg q%ol%nloagi al..,as in.figure 5 except that it ‘has now been
shifted into ChETEASH HBYGREY onfains Flrd vely fewestepsvad lconloysTheshematicstthait was -
mar ked as 50k odBrmf dogibu@erd a i o . i ked as 601
and 602. The 20 coéﬁq Ci en{éaat%%\é;fta%\ﬁg%ﬁﬂrm Egy’éggégiéﬁ%“‘%ﬂgé?% %&&Erﬁs t
above the q/ grRlicae!s date, Huaveytre defiordetebladques b fih@dasdane sped braned diMisht s at
t he bottom ohra}ﬁ%c i ph (marked as 603). This is the form of the pol ynoni al
that will be convoluted with F3 in order to recover the original nessage
pol ynom al. 25 Figure 7 graphs the polynomal p~* g+ f * m relating to
t he pollgnoni aBsTYHe Apindder Kolatiamd 6. This pol ynomial is not reduced nodul o
g, but it is hoped that its coefficients will all lie in within the range
-g/ 2+1 to g/ ZumblérRaimplbeR@ENNUT ale f f idWLd Ly be, an ¢t patch.
If so, then the nessa % W | | 'brgq?e?{c?vgggmwpgﬁ%sﬁtbﬁg\%éormgﬁa sb\%gx% "hapen,
wi t h appr opr thepetipdeafdiepraetiel. dealso entaifd a hutmbar Glneweteyhrsigwds|thitbadtioan of

. In thj fLici ent ked 703 i -~ 32 2:6 NOV
5004 out oi del Al AR ot BeE BN IR PR eaRE ¢t Sadn piry fm of cypioepbma
was shown i nddth gighel oceskihg enceprpaingnt to this pol ynom al modulo g, is not

t he sa1 and not equi val ent nodulo 3. The coefficient 701 has been w apped
to the”Sosition marked 603 in figure 6. It is inportant that there exists

sone nmeans b i bl i - know whet her or not, an error has
occurred. Th%e% %ﬁg&n&glbégié ?%ﬁﬁﬁg\%&%h%eq%sﬁ C%‘ﬁ%‘%‘?ﬁt Qﬁ,wﬁﬁ?ﬂn@ PP

pol ynomi al s fpilared It omdee feeriboniphat jo bousableasdepRdital nsdins bf k&uliipag@idiee to
predi ct whet helrt a la%giegg failure will occur. Detecting failuré involves
the use of sOWME P4 Oy uRoR thecktagsion of thet dessrited mesware Usinegrs ongindl t he
ori gi nal dat mefhddé AesckiBed @n i r | I, . check i.s

al so necessary to prevent sg{%ﬂgﬂg{?ﬁnégtg@ ?&?lg%%lg'f‘ﬁ%ﬁrf%cvﬁ%:ﬁ{s%m&é?%'l%félg by
Tunbl ef0t o detresstion sxstam autlined below, this id émally belidved tdbe aBdade. ~ t he neans of
.correcting these errors follows in 5. 5. Error correction Wapping errors
‘were a recogni sed problemat the tine that the NTRU ci phei was proposed (
NTRU pat ent Apphéeat ibitrto tdrtSconPersidh)schddddVals intddRjunsdd Wen %H%gigﬁlta?denhor 20
resolving this was flawed, and did not correct many instances of W apping
failure. The®nB¥HEae MRk SYstem; ot infgjfach depotepneaidird aofmpoter abay fles bynda

mul tiple of F ' -I'he value of the coefficient that was being

i ncorrectly %nggg}gcg%%p%g&l%l? was not w apped, and did not alter the val ue
of any2bf the coefficients when they were reduced nodul o 3. Unfortunately,

this often caus d a coefficient, whose value |ay at
umbler contains processes that operate alongside the NTRU PKCS and which allow

the user to send exactly the same message multiple times, or to use an automated

system that might be accessed by a potential attacker, without ruining the cipher’s

security.



- 2~ the other end of the range, to be mmaﬁ ed |ncorre¢"1y, where previously
this would not have occurred. The w appi g error correction thaq# 0
~ suggested also failed to correct an error known as gap failure. ﬁﬂz %é@ﬂfs
when an incorrectly mapped coefficient has a value that is 33 2 6 NOV
20D4 at least as close to zero as a correctly wapped coefficient of the
sane sign. This was not originally considered an issue, as these failures
were thought to be extrenely rare. A gap failure can actually occur once in
ever, - ten mAd ivelh apahyinsing alfall ramye of staﬁdﬁ‘dfrﬁﬁtﬁbxﬁﬁ‘t‘iday tdid &orilr Reg Ced
by meny applications. ~The principle behind Tunbler's error correc
systemis si By folugign efOT Progassane e NABY BKACS,i the adetelopers ecft Tlutnbléﬂ'se

di fficult t whi ch, d ly, Id b
wrong i n10 tog Sasex e ey BT PR s Cm S daey et hagBEcoul o

al so be Smul t inpdtkodsiwhith mmeasmtehboﬂe.Nt@t@@lﬂcmdﬁx@wvd%Qﬁt BefIAOr 1S
therefore equivalent to trying out every possible terna ynom al until
one works. Due to the nature of the cipher this would take an unfeasi bl e

t of t t hav ed b
decodi ng fai 1oy 20,8 BERESe doRFnEIci crRoaP G HSGe Becutige SRL3: LR
alteration byeagssatt &Siléﬁﬁ}blﬂ_é"ﬁng_ liﬁtéhﬁi'l a?tgt%llﬂtth'n?']zvl'tﬁ abgﬁeﬁﬁ a} cﬁlgﬁ%g{fhat

sSl ses

not all possible errors are born equal one order

of error fronepgsed|tp km‘loyect ¢he efmier's iukelagative toatinix tatta oy, Ytoetfnftér%&nthe
search can be erfor t he cause of the error. In practlce the 20 nost
common {fause € eé Wdto %’gﬁff digital dagg hanglinghendaslse t@ppracionat girybleano

cerrors inl0 e t er _chaoi ces. cur Tunbl er)
Recal li ng t hg&gearéétgm 1151]}&0%@%’8? ng$ Brssete agpﬁmaat Etﬂﬁ%‘f%ﬂg ?ch Iﬁ’zttblérlémielt%ﬁﬂs
have been ch@gsgRve®id Tammecertain polynomal's coefficients are al nost

al ways inside the range 25 -g/2+1 to g/ 2. When they are not wthin the
range a decoding failure is said to have occurred. The chance of a
coefficient falli n OUtSI de this range is, in practice, about 1 in 10000
per pol ynom & PAKE T‘ pHogpefficients falling outside this range

si nul t greous i st in 1.0000 er polynomal, and so on for
nor e s??ul tarlglgung%fo Os}é(lsrggl Wﬁleﬂ“ C}Oclgg?l? CEISH fc&PF@SoG{lsté%e tinfegerr ange

it will al "ophrameBds G ply) 2nd NR%RA24 73l pay; ! l nal |
amount . The §’riétgtlteer ghg qgil stancee (@enge}i\E Lls’" I?ZI 01)918}11?&{198%8%%@9 %egfr?a% i ent
will fall at thanay-1dvish aviegsr meﬁcldmstmaertbatgﬁand:qtmbdftbﬁ(ﬁﬂfeq;nm@ﬂimti’t should

coefficient I e e wapped to the bottom of
t he range. V\kgﬁgsgﬂgg?}aftm&ftq a’é‘gﬁﬁéﬁ "63 3’t5 ESOPYY %blb’tlaf\%ﬂ thapp. In

wrapped to the rrcmblet» nmtpt@wtltat@h Q@%@rdlatlﬁz yatulxt? Wik I ndpRafy t @9, $9@!J:: 441 ch
rreanséat it be x too snmall nodul o’3 gxmtﬁe smal [eést positive

resi duéVof qdﬁﬁfd‘mné@th? Fize plV] é?ttlefrlﬂwé%@ematlumICbuIBelse(otthaovdlwafsge 10 This
_provides a sinple neans of finding the error. The values that |ie closest
' tjo the top and bottom of the range -g/2+1 to g/2 are checked, and attenpts
are made to COmerearks twidiin thalkingsofmpaitaRd3inkiseAdRiyRBmMls ?tUQtZ@FjT’X” 9)X An
(dependi ng on whet her the val ues are at the bottomor top of the range
respectivel yf lement syl mall ge snisieg as Aeolyapmigoapheetsr,t hat in figure 5
(explained in 4). The area surrounding the line gq/2 is highlighted and
mar ked as 80l. The coefficients that lie within this area are the ones that
are nost |ikelys ,.c[%u e an;error. In order of their proximty to the line
g/2 the firs '5 gefifi 1eﬁté are | abell ed 802, 803, 804, 805 and 806. The
nmost |likely cau¥e of an error woul d be the coefficient marked 802 havi ng a
20 value that is x too small. This is exactly the error that was descri bed
n theogxamphadidon dd a0skaddhn X LRnkhiP £OSS Ghethn® YA} UR 1PYofinhndeed
correc e error.

polynomial arithmetic. Multiplication, however, requires reduction modulo (XN-I).




" The exact method that (orie shoul d enpl oy tQ correct t h€se errors depends
heavily on the use to which the cipher is'being put, and the pl atform upon
_which it is being 25 inplenented. An exanple algorithmis given b BVNO\?I'@M
prem se of this nethod is that efficiency can be achi eved by making

mul tiple correction attenpts as fast as possible. However, 9999 out of

| 0000 errors will be corrected on the first attenpt. It is probably best,

in terms of speed, to check in the shortest possible time for the nost

likely error Taadysbl * dendtBe miBIHtcREGESSR M 1puj-ng. t he search, if
that first 30 attenmpt fails. I[IJ.h—(j 35 ﬁ}gwiwlﬁg}é&?ﬁ&&q %@lcglrye
only occurri ﬁgaiCﬁCItOrféméf@@élﬂn@fod@nﬁ;e in every 10000 polynom als the speed
difference will be small on average and will only be inportant when
constant flow speed is an issue. The net hod descri bed here does have sone s
advant ages. G@wven=appropriate G tables (see below, it will fix all "
decoding errors in a reasonable tine. After the first few steps the
original data can be stored in a very efficient fornmat, and the original
nodul o g dat g,;peed never be referred to again. Figure 4 is a flowhart of
the follow ng error correction algorithm No equival ent10 al gorithm was
presented in the N;I'RU patentN application. This flowhart is designed as a
counterpart t;@ the-f har t ribing th odi ng system (see figure 3).
401. The erroI?“c_o f=0e€%%,= +1?r$1(g”u5es=gt_ h_gZ&;_%r;i thm paraneters N and g7 It
al so uses the private key inverse, F3, bBUf*®dt 'the private key itself. 15
The correction | evel determnes how far the error correction routine should
‘continue. The error correction nust be non-zero, or the error correction

routi ng woul ever. have been called ipn the first place. Alnost all errors
are fi )iigd ve?tySQﬁDBE% i 99teq’ﬁ€atc,tg’rsr1%é’chb‘3ﬁ13’l bg spmg| 35 gysalgredy omiglomultiplic e

certain one egaipPehat il ¢ [ 0 ause- ot her an decode
failure. An ar_blpt raril ﬁfgﬁélgtgr%@t%gﬁn ’e%(gf}%?\f\lﬁeen e?%celérgao&s’ghgfcofrﬁ’én ror
is in transm#gt (@ﬁc,ledmﬁm coagigat cdedfigenc s cobffiotamn of ¢ & @ondinearWith #ay i |y
|l ong tine. An X481 1 enrors are extrenely likely to be corrected in the
first few at fééerrfglflsegtt(}f?giagdf%g?ef ore possible to conclude very quickly that
t he chance of a yet undetected error is negligible and that the failure of
the polynom al to . decode is nore |likely to be 25 caused by a problemthat
occurréd dur IhERERRE PRaissall igterestedtin hamederanfe polyrendel’ s entficents etsdiloe

takes in the | f lynom al,a;. and the cipher polynqom al e;
. These rel aFgj§ tqblrgﬁg&g%%git% g&ﬁ%{égs 59" P?‘lgmtfédg%fifftﬁéjes%?§?@tﬂg(1§é%e HRgur e
3). e; is onZyOLEG} or ZLEAN Y, bieitab elekirddlOeK corsidek shdoeésﬁ-;iu@m@ing}éoi d
repeatedly 30 in&g%ﬁi%ﬁ ed' itgto t he hash instance by recording the state of
the hash funBPVB fsipcqd bothmodylp pand ¢ NOv 2QD4 i nputting e; and then
returning to this state, instead of a new hash instance, when a new check
s required. The table G-k is constructed from experimentation and allows
ohe t 028ont r SYhentaneopatfarmis ra whiltiicudony ndulouisher 5, OF iGRAGHE ILR r@nEOE are
corrected atcveq,fliig%s d%g1 hs. Since al nost all errors are corrected
i mredi ately P YRS Get ermine i deal values for this table beyond t he
first couple of entries. Ipso facto the exact values are of little
| nport ance.

There are two useful rules to remember when reducing modulo an integer p:

25 ¢ a{mod p)+b (mod p) =(a+ b) (mod p),
* (¢ (mod p) x a (mod p}) (mod p) = (c x a) (mod D).




- 10 402. The correct ed{f?‘evel is simply a counter used £o conpare wth the
correction level. The value j is used in2éonjunction With the tafl Bv | t
~tells us which row of Gis currently being used. 15 The val ue of >§eN V1 2004
one how nmuch a val ue, incorrectly wapped nodul o q, has been altered nodul o
3. More generally, if the value of p fromthe NTRU patent application is
chosen to be sonet hi.n %ther than 3, then x will be cal cul ated as x=qrenp.

20 Centring & lﬁ&P%gﬁFda OV ER: HlecN’F%He}asamqbers Mia¥¢ beeg dhbsanrit cutihe wagakat

absol ute residueedAgS ero). lt. should be noted that it
i s not necésgggsx_téﬁﬁggﬁf '&?ﬁ%@g@gﬁﬂ%jeq?%“‘rq?‘é?’n?fﬂ’éfsga AFHEVESEH '8 Rideist he
range- g/ 2 t oaghRput fact@Batidh domiis spOif ey @xist, Hlesk Snvefeh@dniakch wil I order

the coefficients of a; by the 25 proximty of their values to -q/2 and g/ 2.
| f values exactly equal to g/2 were wapped down in step 402, then negative

val ued soeffircigntis I Jist.e f Qr oSiti val.ued coefficients
with the same absol t&?g%%/lzﬁa H@?ﬂéﬁ%b\/?éﬁﬁf@;@g&%n&s W\F{‘g{@?‘ iﬁ%g]FWmécﬂgiiﬁ Lo -
-0/ 2 were w appég aig hdve dobffictondympbeuld S Bt 9 GfiaMrEdeGUE® wlicht { st: qoul d
begin with the coefficients |abelled 8%3, 803, § 4{_, : 805 an@hgg%li'ﬂn&%lﬁl\gf '
order. It islpbsdihieateoddmed debrer, arspyctivhly, gresismhcd (Bf ambd iVt osdtfitiehent ' s-
value fromt f the .range d not ., t. 37 E~. 2 6 NOV 2004 the val ue
itself. The \%ﬁ%ﬁg‘g&%ﬁ‘ﬁel’iag( 8 el ecortlivients il e vabigst lerang Gh¢ eemaininghe

process. 404codMitiefitsgi Mavihgdus eﬁi&g‘;@u Qlyﬁomga}ff if rifgzjrg%er?.ﬂ?cg lf'éﬁalge AN ol

~polynom.al a; is no |onger used. rs itnitialvsed.
t he nukBer ofoaffigignis aridoths velueol, snd gy Mwhicobffimicniewith ils vargde-1 TehiReai tewi t h

a check is incorrectly wr ed coefficient. 10 406. Here one
t akes the cgfe (rgg?li{tﬁélgp JCSPS RRY ¢ eé’ﬁ@&l@?ﬁ%Y@%@%ﬁé@@ﬁ@ﬁ?fWﬁ able. If

one is on theodfiicistt withwalhe { N8 allaRltBerh RELLRECKIH)Y Procedure shoul d start at
depth 0. It should be noted that if a value is no |arger than the one for
the previous j then there are no unchecked k-tuples in 407, and the

al gorithm wikl @é’eﬁﬁw aight to the next value of k. 15 407. The al gorithm

sear ches t hr O e k-tuples of coefficients with values that are no
more than a The TanbledSipaRoQemURYorfie@BF Hiftése phtatd BisenROh Ry bieat m ned
whet her there are any k-tuples |eft that hagileg r?ot ;et beer#%ltﬁ%{é eg).%{e ?
k-tupl e that @h@¥FTHEER YReRkEY adgcrynging sygemc Thas sextiombtibfy extapinbs etdfnot
be recheckedy 404408 Ak~ - coeffi.cients, se values all lige
within the given range, i ghgﬁg@g%h%%c §P%@C?ﬁ%§1ﬂﬂa8@m§?’§?"ﬁ@?l?%m any
k-t upl e t hatphoasssézeen chosen at a previous iteration of the algorithm The
val ues of the chosen k-tuple are then altered to conpensate nodulo 3 for a
possi ble m s-wapping nodulo g. 25 " 409. Using the altered a;, the

decodi pg pr oTRS ITRU GaRR] Sip8ifatichl ihs S§Qe.uhet her the
decoded pol ynoni al a(rflad thegptpci?)her %gﬁgﬁgﬁlgglhbgggg?ﬁ?g&gnaféfﬁﬁSil')rllp%ﬁg(‘?l?.r 30
3§ ~ , 2 6 Nixeexgem processes. The Tumbler implemeritation has introduced many additional

wA features, making these processes considerably more complicated. Each of the three
processes below is described with the help of a flow diagram. It is Interesting to

compare these three flow diagrams with their equivalents from the NTRU patent
application (figs.3, 4 & 5).

o
in

In the case of the key creation system, the process has remained relatively simple. It is,

however, in the key creation that the greatest advances in efficiency have been

achieved.



" 411. If the int egrity(ffést passed then b; is accept egfa_s t he next decrypted
pol ynom al . 412. The possible k-tuples habdi ng been exhausted, the,search is
. how extended to a greater possible distance fromtqg/2, 5 413. Thezvﬁilmb/ 9334
the table G at k) gives the depth at which one should stop searching for
an error in a k-tuple for the current value of k. 414. The counter that
records how f3af as bez,n searched, in relation to the intended 10 extent of
the search, i"s i ‘E;yrg’ﬁﬁ? t°8d. There are obviously nore economnical means of
achieving this than having a dedicated counter. 415. At this point a check
is made to s&&TFthe key corher sesiem dy deschibed, ystit nppaheih filge SYEPHESdof the
correction | g¢gbr . | £ _checking has been perforned as far as the
correction IeveIUé%%(r:l?%%élégt\l/ﬁrﬁhout havi ng stopped at stage 411 with the
decoded pol ynom al, then the search is abandoned and t he pol ynom al remains
uncorrected. Realistically, with a mninmumcorrection-level this wll still
only oc€ur wiABh iThe kayr ercation spuisrmdtakes fonid hldigitioh hekardleds hANL QL GOdIg -
failure. 417 ar%teftg nclrlse%seﬁ tﬁ Bﬂmber’ of .simul taneous errors for "which the
correction procaturd rEYS e § BiREqrbeationgis fited to dws3. oftiavewes, @tbero
term nated. VeBs asul@bdutsl reached, k is reset, and the search is begun for
a singleton error again. 419. The algorithm noves to the next row of G 30
The foll owi ng exanpl e shows in nore detail how the table Gis used. 39 .
~ 6 ~L~ $~ ~10"~ ﬁ%arrrpl ea; = 4? - 13[7 - 127x2 - 45x3 -117x4.5q9/2 = —
128i ndex val Ue>si ghoPAEs ke polynegsalyfo4s chosen randomly | fre the seofy edipdnids t o
the coéffi ci dapendeitiont Meas@eaR S | e icalilgl gieoefficients with
‘indices 1 anda% have t he sane ab‘snoil?ig?\g‘ﬁ\}ﬁa %téﬁta gh%%lggs §nle%§)ip' nl,)' so it is
conpletely arbitrary which of these two is listed first. For the restof the
exanple 1 w b i fierst. lndices 0.and 4 _have the sane absol uteval ue
and di fferent|1 bgé'i gﬁé,lﬁg%ge aosfsﬁ}iﬁ ﬁ%lc‘(l A% Iﬁ}ﬂgﬁﬂsé's Iﬁsﬁgrgﬁgng 1he tychiden 3
islisted firagRdiing thesiokd figienr O fiokdn Wi 1G ,
(1,-117), Mf‘qﬁé?&l{ (3,-45) (0 45)}.q = |2!§é§é\§%ﬁﬁggﬁsgﬁ%é}%‘%§%“>’<as=
2. 25Consi der 14 i 151 Pancediesae Grthange Wik=Elliptis Ruh8Wyskn3' By Ridkard _ 10
1~ j=2131 118&&;}}75‘?,3(3:‘13{ (%%Iv&cgs in Cryptology - CRYPTQ 95, Lecture Notes in Computer

Science 973, ed. D. Coppersmith, Springer-Verlag, New York, 1995, pp. 43-56). 1t is
possible that the inverse does not exist. In this case, one returns to 102 and chooses a
new f. In implementing this algorithm a process of fast modulo arithmetic through

parallel bit operations on a vector representation is used (see §12 for further details).

20
S 104. As for 103, except that the inverse of fis calculated modulo 2. In implementing
this algorithm a process of fast modulo arithmetic through paralle! bit operations on a
vector representation is used (see §12).
25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse

modulo a power of that prime, using the well-known mathematical technique
colloquially called bootstrapping. This allows us to calculate the inverse modulo q

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the




"j=4 15 12 11 1 40 2 6(NOV Zpp4 This tabIS i ndi cates tfie best order in which
to check for errors. If at any stage the @rror is discovered and E%W%m’
~then the checking procedure will be stopped. The procedure starts a
attenpt to correct the singleton errors that are equal to -128 or 128.
There are none, so it proceeds to singletons in the ranges -128 to -127 or
127 to | 28. es, cont.ai,n .one such, as pointed to by the first index
in the sanpl g&@’ﬁgé ?ﬂgelpie; @Tlé.thegfl‘hﬁé%“t ingodulpt ppepiefia nringeGdhens2F &

al gori t hm at Fénpil 8e tie ia@rEest mhdduRy,2ddi ng 2. For the purposes of this
exanple it shall be assuned that ttﬁs fails. Since 1,1) = 3, one should
continue trying to correct singletons until one has 20 tried all singl etons
in the rangei\6-128 Bo -126, or 126 to,128. There are no nore singletons in
that range. AO-3HF ST ARndoplysdn g similar way tq £ put fiowdhe sttlea pair. However
there afe no pairs in the | argest range specified by .3 1,2) "= 4. J1,3) O,
and therefore one nust now 25 switch to the next row of G and start

sear chi ng f ot0a Biinhg @ecamercomputation asiy perforhRedSgane INSRE fabeWhBhBedtion! ef t
off in the p{ﬁevi,.ogg Pﬁdy W'thhi depth of 3, and | ooks for 'singletons down
the list up toa depth dFear) hahthepetone(drhas heerwicludpd & easesofase f ound.
Once nore it shall be assuned that correcting these errors 30 fails. 41 2
6 NOV 2004 Now anot her attenpt is made to correct for a pair of errors,
starting whel®. {lhe psi¥atediy listhe paf f, Fat a depth of 4. When a depth of 107is
reachegythree coefficients are found in that range, and therefore 3
potential pairs. Because index 2 is first inthe |list these pairs would be
corrected i nleh&ht ehiblivkéyg 2eidahen bd gublishlod. (T%hiéhasadn Ed1BRLLY i &) o7 FOT
this exanple it shall be assuned that one of these pairs was i Ndeed 't he
cause of the S;ﬁ,or. However, it is inportant to renmenber that in practice
an error wil$-2aEREIPIYN10 al ways be corrected in the first few attenpts. 6.
Text Avvarengﬁs |f a cryptosystemis able to determ ne whether the encrypted
data is a vallf§ tEPrnIBlalibK‘@ CRFTYPHON HSSOCH dewsddibpd, s it appears it figwe hEhissAbEldt 0 be

pl ai ntext awal €., Thig | hiieved .15 with some sort of check hash.
Dependi ng on th?allng use%nﬁs%lﬂggtngé{t\ﬁg} e grigigg BRAY P By stk dessribpd Ha the
suscept? bl e NEREL pasark applicativh d€lks. 4)hat t akes advant age of a system s |ack of

awar eness works in the followi ng way: 20 An attacker intercepts an encoded
nessage. The attacker then nodifies the encoded nessage slightly before

sending it om figirt Re oy Hghmal ik ptende k. pi This slight dification
may sonetimes r%hm t he ne}g%agg 1ils ntongn&%néég?l?(ﬁgg‘%aa%ng{r}?%ff the (F.bé‘?c D SiELt

coul d not besidh encoded form of any plaintext. In such cases the decoder 25
is unable to decrypt the nessage, and will generally informthe sender (who

is the attacker in this scenario) that the nessage failed to decode.

Al terngyivelaps, trthe enBdbfise - m . a valid ciphertext. Ln such a
case the decoder wi P?J.Hé)leco%’e&%ﬁgﬁ{rgrglsi‘qgﬁlgIe?)tn ?n lgfets%ar%tda A (the planiexth By aS agj nee
i1 has been (hbunyf)istdng ofibytey withGaoNiMefifitdD¥ength; the public key polynomial, 4, the
algorithm parameters N and g¢; and, if necessary, a Multiple Transmission Attack
protection key length (MTA key), . The process also makes use of the SHA-1 hashing

function, H(). SHA-1 is defined in the US Government’s National Institute of
25 Standards and Technology’s Secure Hash Standards (FIPS 180-1).

It will be understood, of course, that the plaintext P represents the actual alphanumeric

(or other) message to be encrypted according to any convenient standard binary

representation.



" whilst encoded, the décoder may not be a?llse to make afly sense of the
nmessage, but this is irrelevant to the attack. The attacker repgg)tﬁ S/hi S
~ process several tines, recording at each stage which nodificati®rrs gi eﬂlﬂ#
valid ciphertexts. By analysing this, the attacker is able to determ ne
sone of the original nessage. Tunbler takes this approach further and
automatically creates a regular hash check based on both the plaintext and
on the ci pherteﬁﬁj This allows us to describe Tunbler, 10 generally, as
“text aware' 207ulfdhecippeefeqtiady MultisRSTiaAen S, : : i:thm 1)
to compute a check hash fc?rq each e%coded pc%g%&a E%Eﬁgmfst?}sﬂaggﬂﬁéeﬂtoi n
the US Gover HHoRBIEETDE s5h anoonme: (ea @), glor stanezrak, lab}desTdcﬂaﬁdd}mthaS% cure
Hash St andar = . ssage. pol ynom al is encoded, both
the original qﬁé@?ﬁ?ﬁ%@?%ﬁg?ﬁ e§%§ﬂ§%eols%egjﬁtf(1? APRUCRISAFRFTARS (Sa50hd B Hanoe
used as->i nputMTAt protastibmsit ane® tigh & ke 0 SHA=1galtgorid ansueggé @g{j ng hfg}gaqg,i ng,
t he ci pher pollgsrémgn‘i(ﬂ i S Laken as input first, as this speeds” up the
decodi ng pr o&8RUdSTRT forbe all, ztps. dn PrRcheeceHeNceraf ofl zefl das hpkectpBhignonbtal i's
first packedtﬁé)sajﬂelthi@%@?ﬁs descri bed below, for transm ssion. The bits
required to represent the first coefficient are placed in the | east
significant end of the first byte, and so on, and the |last byte finished
Wi th unset bi i f essary. 25 The nessage polynom al is then packed to
fill bytes, Zéi-h%%@?% l%iyeﬁt Tqriys dha fingiek Btpnof plaiieas Bteatdy byio theocibhergseeBot h
bits ané unsgti Thishe 6. SRR fhelent 4§ .zero;, t irst. bit is
set and the gec)ond IS uﬁﬂég‘? if ?Beglggdr? el{sépl)g)h’fﬁgnogf@%%%ng?téﬁgoﬁgd-“ﬂh di5d
“both bits arugst of th Ruluenter eerennati @ge §OENS Toi @rbdd telXORedi Sale%en: ishe
3T

case that th nd bit I,s set ile.the first, is unset. 4 he
packed ci phege%gs Ctgs g% Veﬁtofl%?nﬁ}ﬁagl a3y PR JRERNGnEL QFHer old fidlr ¢he Hernatyashed

toget her usi polyhteidfiHin)lthat gerkéd By thEhepRashed QUL tgﬁagy%ﬁ i ARSI Lt ed
to the recipient (unencrypted) along with the “ci’'phertext_-Typi cal | Yy, the
addi tion of {HE REIACSHHES Podvreminls kel azothby pewessed tiyeharRIGAS cbfhet dXifewa be
transmst ed. tFeWRT t.AddLE AN s, gould be used, but this would result in
| ower security. Exanpl eltnj;i.g1 %Q%%gesdaglgnptg? VEOHTRE fers gre) laged, gy the pext
encoded as t hestage eoly00MA bid ad bel dfapdssdpstRarksr FilNbeShefedintdy7unset bits if
necessary. In this encoded formthe polynomal is concatenated to the end
of the packed ciphertext, and hashed for transm ssion to the recipient. 15
During decodpgy, ptReded BRer &@¥th & e sage. pol ynom al . gre
concatenated and are inputted iént%kgﬁgm-ﬁg&%%g&gu% pu?sg?gr%%o[?ﬁ‘@rnﬁiwﬁl i's
t hen conpar egonatroeted Heomr thgi mext Masth tbenputegtedurt nig phenteacosts MsO5QSS,

and resgi ved i the ci rtext. 20 If an attacker nodifies an
encodegsness%%lgg%}g%%%é %;]ée, arg\l}gﬁ&fqeq FPétSﬁ%gilft{t%a%&teasaga@ob@omé@md oft is
still conput sicksapalayker iR as cRhRdfigpot.he hash of the decoded message to

~match the hash of the original nessage. This nekes it essentially
- isnpossible to alter the ciphertext and still pass this test. 25 The system

thenrejects I se.hash fai]ls to t.ch the griginal, whilst
bei ng car ef u%ﬁﬁo @@ﬁ?@y %ﬁg SEvaEt a‘?.'fl‘ Wﬂﬁ?&lﬁgrbyt the PupPh&FY-ckite predustal i d.
It is possi bpeyhdmaial inr hppaddbdltaithd fRsdaBY pBBYEmEAUBRY giotsa@ssf@%egn%ﬂ thgﬁaet

I )

decodeg rressgqgsgléﬁegi[_po ynomal. If errof cofrection w t che

ci pher 2% | | inttge NFREC paterieappligation' (fig-46 MEW200)-excapl thatbire patangstérhe
al gorithm de 1 ; . it.-wll be necessary to. reconpute
the check haé%ﬁét gé\%e@t%%gﬁ% ml?lﬂfem rﬁlﬁoggiﬁ 'sTlP)eeEeﬁuﬁE%tcf_ %B&yéf’?i‘@é iy Hhen

ci phertext rpavieh® fildysamaddmghted iyo tahtetle hisherietioie SIRSR NS hB WM oe
differs for each c.rgfck,, it is possible to input the ciphertéext into the
hash only onR¥YXRA! HHBR 2i4its nee secifeieploMhidisalscepasked tonBll bytes. The check

hash is computed and concatenated to the end of the cipher polynomial (see § 6). The
30 output from this hash forms check block B..



" The general method of{hashi ng the ciphertext and t he/pt ai ntext together to
produce an integrity test for both is no® NTRU dependent, but m?,m/e 1y
~well for other ciphers. - 10 7. Miultiple Transm ssions Tunbl er™in d he
option of adding protection against Miultiple Transm ssion Attacks (MIAs). 1
~ Shoul d the sane nessage be encrypted and transmtted nore than once using
the sanme public key and w thout MIA protection, it may then becone
susceptible to attack. It is inportant to be aware of the possibility of

predi ct abl e $jgn t@5inky ssages.. Most gbviously, identifiable
are nessage %ﬂeader 5 Esﬁ%ﬁ;%&%%sﬁe@%o%yg i ﬁfen\/\,ﬂfoc‘?ﬁé/dasr &0 Jit effXt
predi ct ahl e.pdlfndrhial fising thefrent Vydreof phins@er al nessages are identical then

their first nmessage polynomals will also be identical and hence
susceptible to a MIA. Suppose that a list of prices is transmtted on a

regul ars basigy7 It & hey A h .coRpect assunption that the
prices have not chlange%%fy'?ﬁ{ég t%ﬁgﬁ%’{[s&;ﬂ%ﬁlgvﬁﬁh@m%%’%e‘ﬂ%?bﬁ #Wﬁéag%he o
security of polgiomgials aressageepol yoliplealf 10Dt Epedaessiof b ety andarmifast or
used in the er]c%.t lﬁotg of ﬁ)h?ﬁ golynom al. If an attacker is able to

det er mi ne t PYAHIGH Falctep be fillgd compleiqlypusingthe pregses drasribaddn 2931 204, RS
public key, ktagehabb gt grb¥sddd 21 | | ginalBssaoe.
Each tine a nessage isns_lgernt ,S t he I’laa#] gﬁaéggélg%*%y%ec%ogﬁ)rlﬁq%deggm%h.‘eterqg0 ly"
for each polyassagaimechimismnieen§ Dhahisi heehoastd yreptes ©aPEeMESHIAGR message it
nore than once iet .11 gont ai r‘iﬁacgljf er ent ranglomfactor. If an attacker
knows for cePfuch THakapes sgpclidsdnithe Blatmisi @nd may 10 85 imiks das ingompjete he

- same pl ai nt exkssabOI@W1EBMIAONDAIS chRehe JHRSSAGRSsdel ARLES bgfit | ne
the random factors used. 10 Even w t hout MIA pr%tgecti on it isg‘il?}g?@} "
gener al | y- puwshes|neessegedeal grominle Thedase polynemyaldf cotugletesingtiomriuadring tegtsf ifom
just two cop'e%gSsa wever, even sending two copies mght significantly
conprom se the security of the nessage, while sending rmultiple copies can
allow the attacker to determ ne nost (and eventually all) of the nessage.
|5 The, Junbl er A protection system enploys a sinple stream cipher

t oget he?  wi twsa%n@&w%@é? eelybemiad ox pesstily 1ibe deshiwndoessagedprly nemiads)
generator) tgQ.ensubend DALk by i.ffars rando from any
ot her identical msgsage sgln{;&ﬁ%%teﬂﬁl%g&%g{ﬁggﬁgg%sh%ﬁfemagta?‘gégﬁ E?gﬁgpeaﬁ?és not
directly addmadet fre nowcanciypyedah thdrannesamgeass] dther ReRagastasimnist h its
key, and thus need not be a particularly secure cipher. It nust only 20
ensure that two identical plaintexts will differ fromone another in an
unpr edi ct abl g)9TAREesncabeRaQSH HaWh ERtri e THFRARIl MA RN ' ihofadds
a random (or pseudorandom MIA key tr%ﬁlt hg tar t&1 E(]ﬁ[ t‘eﬁe&%ﬁgjﬁrﬁggﬁ%%{lﬁg key
i s t hed0 usedastoing@npleigebyta(if iita¢xists) smngletedwittheerds, folleredSenuediaelyGenésat or
(see 11, an . L figure 2). Subsequent bytes of plaintext data are
- then XORed vvl'é‘jstS ??1%8? %@%kfb}%c#iﬁ)ﬁ S%@f&gﬁgﬁeﬁéwg?@@ﬁﬁ%?@re bei ng i nputted

L isnto the PKCS cipher: see step 203 of figure 2. 46 ~ 6 NOV 204 During
decodi ng, (figure 3), the first k bytes of data returned fromthe PKCS

ci pher are ﬁsdl)to set the initial state of the Sequence Generator (see
11) . SubsequedtPE¥BYOR o XORed with output fromthe Sequence Gener at or

before being outputted as the decoded plaintext: see step 3|5 of figure 3.
Here the Tumbler decryption system is described, as it appears in figure 3. It should be

25 compared and contrasted with the original decryption system described in the NTRU
patent application (fig. 5).

301. The decryption system takes in the algorithm parameters N and ¢, the ciphertext,

E, the private key polynomials, fand F3, the error correction level, and, if necessary,



j 8. Bits to Terts Wiereas data is conveg%i onally stGred as bits, the
preferred PKCS al gorithm handl es nessages’as pol ynomial s V\/ﬂOS? %ﬁgbvafd 2nt S
~can take the values 0, 1 or -1. The -.-. nessage polynom al is"j 0
string of ternary digits (tens). A nmethod is required for 10 convening the
bits into tens and back again. Each conplete set of 19 bits of the nessage
is convened iﬂr11 m re e% invention to 12 tens. This gives a packing
Y. B Xt 11 8¢ BIICE™ Htp makes e o ks SHAohseshingofvmctisr dH{)nln

ef ficiency of
conver si on t gighe: PEEIOMBEO| Y350 3ndtk thel on/oF fRlRed, using 1.
i ntegers of nog?e than9%14 ﬂk ts woul gnﬁgthﬁg?égagﬁaﬁgpgﬁﬁg {ﬁCtS\LA{Bﬁﬂgercﬁ#eer a
gain in packing efficiency that woul d be negligi bl e when conpared with

ot her 'packimg hssues. 8.1 Co(iwer%i on of bits to tens x should be taken to
be the int egeP?whBsheq IR USE] i Faisre lhorden tpspecifie énggpted polymemialseR 20ill

conf i gursat i ORoRGinthe derpRkd SifinkSt Rih Svifiy i1 409G AN 9S8 94 her .
bits are all set to zerr%ﬁ I—grléf1 tenss?ﬁ%&ﬁmﬁg@g@%ﬁgg%ﬂcl)g%@mm%eg%%s t aki ng -
the value 0,1 or -1. 1. x is divided by 3 and the renmai nder cal cul at ed.

This value c t e used o determne_the next ten. 0 determ nes that
t he val ue of %p Pid at%gr?g??p%,g p‘iltyélglfn W@@%T%ﬂ_{ theck sk pzg igeowstrueted froamthies 1
and 2 det er niciphsrié-hay Sinhiﬁyy@vlgi’%n_/é)%lengg(i%q%%fé%secﬁfgrlpg' s divided by 3,

di scardi ng any renmai nder. rmsteps 1 and 2 a
total of twelve tinmes. Clearly, this process could be accelerated if in™

step 1y wasafj W 8l I nste f 3 d the remai nder then used with a
tabl e (%p the3gh'?}%§§(ass?%qeelgﬂl-ug%t%})&eag’y?%er%V@g%keé’e?‘%d thien By 30 Byt kehiness- of
tents to det dhi nadéiealval the préess BacABXE inf MBI NGNS pﬁeﬂ%ﬁcét&%n (Hg 5

di vided by 81 in ,?(L? 2. |f this approach were used, the process wolld only
require thred®Pt &fGEdbIR0); sxseridbrtdhe Eault e fgrtemulksiplictivads cwotdtdbie case

achi eved by & jbRtdaed tdrhabr diyddefd x by 729, taking the-" 10 remai nder,

before using a table of 729 possible 6-tuples of tens to determ ne the
val ues of the next six tents, and then dividing x by 729. This option would

require-only,one, renai nder and e .di vi si on operation. However, each nethod
of feri ﬁa sucﬁﬁ%l’ﬁa‘ g‘ﬁs&r%wﬁﬁﬁ? ¢ %%}pégahwmedww 3pthat9h e end poin 205 (see § 6),

cor r espondi Nereitiiyl BRSEcHpt&PHBlySbAS 5] t i N, b eh s 0f speed
woul d use a strgfgght N ogjl?up gn_yg ta Ingftﬂglﬁlg%%&Sg@ﬁ(ﬁﬂggg’éi ﬁlrhleS E%ght 1prl es.
Whi chever of c¢mparghukitl thetrhesustted chesk dlock iRy, Inothy eveait ot pror esseciod @Bedsal ues
in the range 0,0 0,000} to {-1,0,0,-21,12,0,-1; 1,1,-1,-1,-1}.
Thus, not al fé %%2@8{9889?59 tpl?%fnéjgni‘)lf mtag?@u?l,’alf‘ﬁsbﬁs %ﬁéﬁe%\q Hybe splpglated usgause
3~Z = 53l 441 tlessageeptiemal Nigefdrdbeeffiieal h288ord AL StateSof (RP PLiEREL ﬁ%ﬁﬁ&s of
tents éBat lie outside this range are used to signify the end o? the
messagé? Thethedaputiofgiobwyl befase theringist of @ bits, if any, is padded out to 19
bits with the required nunber of randombits. The |l ength of the real
.message data, excluding the padding, i's 25 renenbered and used for
_deternini ng 86@ If dleuememittedehecidblotk FREHAE the'faisk @FeatcdaR 308 tha HbWebh&i

details on thigs. Ex?nl;pl.e A
polynomial, §;, is accepted as the original i message polynomial. The terts of these

message polynomials need to be converted back into bits (see § 8). This conversion is

25 performed in sets of 12 terts.

307. The bit to tert conversion converts sets of 19 bits into a subset of the possible sets
of 12 terts. When a set of 12 terts is a member of this subset it is passed for conversion

back into bits; otherwise it is not a converted set of 19 bits but an end of message

30 marker (see § 9).



48 2 6 NOV 2004 For (ﬁe purposes of this ‘exanpl e, i 7shoul d be assuned that
t he sequence of 19 bits is 0101101101001490010, ordeéfed fromthe first and
~least significant bit to the |ast and nost significant bit. Pebﬂﬂdiegg S a
decimal integer, this sequence of bits is |44090. The val ue of each tert
can be calculated as follows: Nunber Renai nder when New val ue of x after
di vi sion by Val ue of of tertx is divided by 33 (discarding

remai nder)tent 00144090 = = 4803001048030 = 3 = 1601002216010 = 3 =

5355 L5 e b 028 000 s o 50D 118000

0 10 Therefousﬁkﬂembm&m&egdﬂngeeﬁiﬁimﬁgieégﬁﬁ&pgﬂﬁﬂg be converted into
the tent sequence {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0}. 8. 2 Conver5|on of tens
to bits Wen the data has been decoded it will agaln take the formof a
ternaryspoly i I 0OCess need to be
reversed in '? ggenlfq%vm%\?m&r?gp&ntahg r(raevtl&stp%zié gl?ag\{%)%e t% Sys@ﬂlowfﬂdp[ﬁ?e? Kén to
be the val uethsfnext emiqutdpagndmialn t he previ ous set of 12 tens. This is
clearly. not relevant for the first block, for which there is no previous
set. x should be set to O initially. 5 2. The terts in the set should be

nunber ed sequemtirahd Maﬁshﬁﬂé@cﬁe@k Joiock'cfg& & ﬁﬁ{c% th? Pgsha%gatgd 9 3ﬁ5 thffr)hglﬁ Is 1

add 3" to x, and if it is -

signi fi cant Begoseqd aplanemial, rhanem;rtbecbr@mlu‘hmassagepolyndsmmithe f| rst 19 bi rs
of y are the next 19 bits of the original nmessage. If x has nore than 10 19
significant bits, then the end of the original nessage data has been

reached. The3yRllfehobptionaBBrriecos®ethod B LaLETHE é}%or%%%&a/n % I'H%&Xlg.p{s {he
bits of y are part of the original nessage, and how nany scar ded.

See 9 for fRPKErtheietiginglynessapemolimomeal five §sBt of 12 tens that were
cal cul ated above, {0,0,-1,-1,-1,1,-1,-21,0,1,-1,0}, can be converted back
into bits as fol | ows. 20 Number of tertValue of tertValue to be added to

xNew val ue 0B81X00BGEDOOEPeclidx SPhd :iBrehdrtbadk itFs\RAdR412is XudessTullfid2 845135
= 2434{26- 12 x 36 = 84(?%1935 , .
5 resulting b; {(a different b; from that calculated in 304) is accepted as the next message

polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
20 discarded at this stage. This is because most uses of a PKCS require the whole intact

message. It is possible, however, simply to record which bytes of the resulting

-

plaintext relate to the current incorrect message polynomial, skip to stage 306, and
continue as normal. Only those plaintext bits directly converted from the inaccurate
message polynomial will be affected.

25

314. An out of range set of 12 terts indicates an end of message marker. All previous
blocks of terts are converted to biis and concatenated to R. Finally this block is
interpreted using the end of message mechanism (see § 9). This may require the

removal of some of the bits contained in R. Terts that have not yet been converted are
30 discarded.,



'507-12x37:4374{:8009139=196 10-12x(_"‘.§'~=| 18098 11 0 0 2
S Nov 2~~~ 6309 6309 25992 144090 144090 does not have nor ?b';ﬁhﬁﬂ 12
. significant bits (144090 < 2~9) and in binary is represented g Wbt s
0101101101001100010. These are the same 19 bits that were converted into
ternary in the previous exanple. 5 9. End of Message Marker A binary
nmessage is convened into ternary for the purpose of encoding (see 8). This
is perforned using blocks of 19 bits. Clearly, not every nmessage wll have
a | ength that315sAathiexagé Rnislthd placni@f dA8 Rith A @ Yoplikder)ast
bl ock of 19 hits will be 10 Nf)adged O JA8. It e REEA o AREER ol BTG
are not part 18t & RdeoiorgithaM e kenle Thend anustedite scahmyapicndrererdetadi@®y. The
encoded ness or.e . Lhcl ude engugh.informtion to determn ne .
exactly whi cﬁgﬁ?{"fﬁ%r%&%ét? ! ‘Sﬁ‘sﬁﬁleﬁg‘{s@gg’a% Dittith ssayercepa(kel is lagjstllied. -
15 Furt lier morensidéred erinodll ngosbe hakiian QREERLST et RIARLY chEky MM 8ks; i th
N coeffici entg, where N is an_integer paraneter determ ned by the Key :
strength. ThdPheARGNe (@) Bhw entpuidiromiHKD) és ROReddwigh Rsto madnet P ee §
expected to fmll an exact nunber of polynom als. As a consequence, it is
probabl e that "the | ast polynomal will also need to be padded out with
randomternary digits. Wien the nessage is decoded, it 20 nust be possible
to disregard ggefe terts. %n. end of nessage marker is added to .the
message, t heraPol & FFRVered plainfrxt dafadythe WnarytsyngRetepresensingrthg bytes oddltea
term naged. acthl ReRaOV 2Q04 It should be noted that the nethod for
conversion of bits totens will never generate a 12-tuple ofternary digits
:«in the range {0,1,0,-2,1,0,-21,-1,1,-1,-1,-1} to {-1,-1,-1; 1,-1,1,-1,-1,-1;
l,-1,-1 }. TQe Ic ?ni lIlhis range are all used as end of nessage markers.
AS previ ouslﬁm,—g&ﬁ%%st bl ock of the nessage is padded out to 19
bits i f nece$3ak ¥imed I diately follow

this bl ock, anglts )k!li.e_r snéei?ﬁég?) B?@Q{ﬁ‘gaﬁslé ?‘%Oggdééné g{ﬁsﬁgkmé%{g*@“‘a‘é%wwaw

mar ker . The embahditkdet it il Milktoldatett baok tdwhe belklahinegagashlyadtnial0 1. B
shoul d ;he assumed to be a randominteger in the range 0-375, and A the
nunber o0f the | ast nmessage bit in the inconplete set of 19 bits. 2. A+ 19
X B + 2~9 i s Teakrvebt @6 ciphtionok i / t s sets of
19 bits have pr ev?gusl y Pilglel(e)pn %%Otrﬁg[rs% ié%.léeﬁl'lﬁg)hlrv )é(ts(aul{g? %@éﬁéﬂﬁ{%ﬁs will be
in the range 1 s {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to

{-1,-1,-1,-1la & fl%elod ;¢)1,-1,-1,-1}. This is the end of nessage marker.
The renmai nder of the polynom al is then padded out with randomtens. O her
cal cul ati ons could of course be used to create the end of nessage marker,

20 provided that the result is a series of tens that falls outside the
possi bl e spa d,to represent nessages, and tha ne can_determne, from
the end of é@%%é% %rﬁ?&ﬁ?’m %8%1 a8 R e f“g?lP '822*1 hie ﬁ@g&é@%mgméﬁvaay to
.do that0i s tpolyhyinié whe mwaict addeti@hts OfheBsS 8D int,0 19
i..pgrts, and to sel e(ié (eg atvafg?andom or 'substantaig%l ?gfygﬁ&#agng%ﬁ]%&%ufmr er
from the appFEpYiat &Y pAPPULNE i ndi cate which of the last 19 bits 25
represents the actual end of nessage. The paddi ng of the nessage bl ock
could be at the beginning or at the end of the block; and the end of
message nar kef,Cafinddbe),added to the front or to the end of the resultant
bl ock of tens. The direction within a block is nore or less arbitrary, and
s2 ~ 2 6 NOV 204

where F, is the inverse of fmodulo p ( F, * f= 1 (mod p)).

25 The polynomial a satisfies

a=f¥e= f*p*h+ f*m(mod g)
=f*pe*F % g+ f*m(mod q)
=p¢*g+ f*m(mod q)




hence expressions suchi.as "fol | owed by" ﬁ n enconpags "in front of ' when
the block is considered in reverse. Codi @ Exanpl e 5-For the pyr. of
_this exanple, it is supposed that there are only 4 bits of the ogme\ﬁﬁﬂﬂ4
nmessage |l eft to encode when the final block is reached. In this
circunstance, 15 random bits are chosen and are concatenated wth the 4
message bits. I n ot tl]ler V\Dd{oﬁjs’ the 0", 1st 2"d, and 3°d bits of this block
of 19 10 bel"ORyItio M Hastqalionial nde'se age" wndor hpprapiinte p&ametsir tobomes if isst

random paddi A | refore, set to be 3, .since.the 3'd bit is the |ast
bit that bel %%ngéb%% %é?rﬁ?g%otrﬁ%‘dflﬁg’f‘o%t‘?l‘(eg caiall iacherients ll%geti\@%'rﬂé?ﬁlsan@hen

converted togfEeb shatit ddes ARl chadetventiRli er
chosen. Fi rstq a randomB is chpggcsen inrllt@fgef{fﬁ{e%n%g%eggédgggg@.ggﬁgﬁtjﬁgs IBfﬁnpsoses
of this exanfréredseing|the pecfiivatn of/ @ meddd gl R thEhiatehal lrowi ng/2ealisuyat i on
IS then.;perfoercngolr: ASE ll%%x I?+2~9:3+19 X | 22+2~9=526609. 20 The conversion
of this”inte§er TRFCEENE iemaly 0 0,1,0,1,-1,0,-1,-1,-1,-1}. Note t hat
this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly
seen fromthe fact that in the fornmer 12-tuple all four of the |eading
tents (those %n PHe gight§ "are set to -1, while in the latter 12-tuple the
fourth tent is 1. 25 { 1,0,0,1,0,1,-1,0,-1,-1; 1,-1} is the required end
mar ker. VWen. the message is decoded, each set of 12 tents in turnis 7
converted bacRPFRY'E i@gnﬁfn[ege.r c ?‘C%é*ff‘értsiﬂﬁ’@%’ii‘ frautheyvalyes @0 c M gn dednss”

w | | event ualdkfine@ng GUNTRE | I t I Si e _range
for conversion back(§i‘nto 1?%5?%:5 vlglﬁlle%fgrﬁ’et?lg\%geraggs}%? hﬂé)ﬁm%‘ég Of%geﬁ%\?n%(ﬁ4
_integer obt aifteepblytongalghe, gomdef ¢ aerobask danseqRhanbl tH shaTBrodabilign thh a

si gni fi;gant bi tﬁi.. Seet BB%Thi s integer is the end of nessage narker.
After this efcFBFienaBLhe abowe nobmopal goso iy eare dacaserskereaichiHrweper,2' 9
i s subtract e¢hekd omubd alsd ARt tond I M1 9, epmi nder
taken. This returns A O taﬁiﬁ% ng)z}n?ﬁ('s)%{blgﬁagl Oggzlglsitﬁ%g ?a?fe%%lcrﬂgyg%eﬁdng
the end mar kéerefersdiozeefinstive thsfeifiet’s seduaity isnif thidehvalies af: largiPerictgBere

including the A " bit are kept as original nessage bits. The remaining bits
are the ?and%ﬁ B&. &5 HEY Wﬁsfbﬁe E%H‘Fst?é gg?@ﬁ‘éf é‘@'om’afl%@ﬁbﬂvw {08 Ay tor ey ﬂlieg‘g
terts. 10 Deegpgdi 94 ; r DO i { houl d be
Subposed t hat e holur R AR ITORmbRE o RO, HILE EE BRI (L Bl 8o

a F eVI ous ex

{1,0,0/!%, 0, | chancthat anyl of the copfficieats ipube abverpdpmamsiabwilbte dutsideght Mnge
decodi ng process xyW@n t hese 12.tef s are converted back to binary, the
val ue 526609 f'§ §|e? ofen $i5 sgcyrity g the gipher Wil e pejapramizrdo (or in ot her
words has nore than 19 significant bits in its binary representation).
Subtracting 2'9 and taking the remai nder on division by 19 gives the val ue
3. It is thedbsprrametghehaicksdisechiatTunibger@ive a peibabilityof appebxdaateist Bif odooe
previ ous bIOﬁéiﬁ% 88-%%i?it3 are valid nessage bits. The other 15 bits can
“then be discarde POPROWT 1 of course be understood that the use of an end
i of mesgage marker fromw thin an unusabl e space for message-carrying is not
restricted to the bit-to-tert exanple described above, nor of course is it
limted to thpgspegciffe gxanple of 19 25 bits being converted to 12 tens.
O her conversions involving a change of nodul us coul d be used, provided
that there exists sonme suitable inaccessible space. s4

will have a coefficient that lies outside the range -¢/2+1 to g/2. This means that the

value of some coefficient(s) will be translated by +¢q during the first step in decoding

and will therefore have an altered value modulo 3.
25



z s Nov 200 10. Pseu(:_lf'c;’: Random Number Gen {at or Tunbl¢&t: provides two pseudo
random nunber generating al gorithns (onI§ t he second-of which Lﬁe @rgsl_&&]t
_applicant considers to be protectable). Both algorithnms utilis t% 0 i
to produce an unpredictable and randomy distributed bit stream based on an
5 input seed. It is inportant to remenber that all Pseudo-random nunber
generators (PRN%Qné@%e intrinsically determ nistic and the output generated
will only ever e unpredi ctable as the seed. _ 10 The first Tunbl er
algorithm TSR (Tao SHA-1 Random), operates in a simlar manner to nmany

ot her commer ci gt i h-hased cryptographic PRNGs. SHA 1 Random
and MDSRandom qiﬁl%%r\‘??g’gdd&@y %g&%?%x H% %@P@\ﬁ% af‘?“%ﬁi’l&ﬁ’ﬁ?rer pane, woul d fall
into this category. The initial input is hashed, and this hash output is:15
repeatedly re-hashed with a counter to produce the randombit stream At
any stage it idBYEs Biaehs &n axpnple pelynamial / twhitdt lias bears helticed getheeleasti t h

the current st s oE a sknplified versi of. how.sych a
generic PRNG o erggltvggigﬁ%%s 36@%?#\? ?éﬁl?vfn‘é%eiﬁggﬁ % re@%ﬂtegg’yPﬁNé,pl%ﬁgi% -
other words to hgights iefatian té dichi wdlusibatvieearn Wi gh Ti8s Rage palynosHiSEaUER!
out put. | nputtisc{%gwjat a.that is sufficiently unpredictable achieves this,

though it may bl tseaver bWk dyruchy Hies derodingsprosessdBhe antimomilt ia.
Such data is usaldyedabhal TEasS UL r | d_events such as .the
tining of keyst r%Jkey)é or %@gasﬁggemn#élhﬂgﬁlﬁsé a%égﬁ? %mggelsplg u@h%“r‘BBé‘?IOZS'
902. AlBash f urscndven of 8 ius ednpaehaihlchagnitieirs anthasdodlissey, ik Yrdek@Rcoiant i ty
of entropy. Thiﬁ lc_hi&\ves n i ternall st%te .of defined size, that is based on
this entropy. The Grpkedicdiobnortlymest beshifisinie thpleairbsplte weidsa slasses it s
size. 10 bits qbet@Réd RYn@Q)Y. he Ll CcLd nd

wi |l therefor eqh%ve 49%/iﬁts o1£1 Q%S ZMgV&Nq%Pgﬁé%lgﬁﬂﬁgrkg% %%lg'gﬁ{ﬂ §i%s‘8§i ng

t hi s hashi ng stadpasigs thah abrhecoeffioisgls bat repmosolikelarantee subfédiyent

unpredictabilit ut fr 90 t ogether with the value of the
counter in 904,0}6#1%0?%?0@%@@5 1?# é?ﬁ%tres%%p H?Wga?' ZOW&.hlgﬁlgxl%%ﬁ’F
counteidi s usegriph (Maryceaafedhofk)of output. The counter changes with each

bl ock of random output. Since each bl ock of output is based on the counter
this results in the production of different outputs. w 10 905. Anot her hash

i nstance conbi L I Fst hash 903 wit e_count er. 904.
This hash is ugg%“raéhg?}ﬁ%é;{ié Sﬁ%éggnéﬂgéﬁﬁls 68%]%?6 fﬁ‘ﬁ?ﬁwth%ﬂ%ﬁ% nP¥RAPed.
906. The. resul tshiffedtile thakhstiabs @06 résiddehdageetdduloa ddaaaat Bat WePQRHi-Ag

upon the 15 appli.catign this may (but need not) be a string of
pseudo- r andom l’j’l'stsgil ) 15’1“83 has ng¥isheen sphiiRtoFvoraRl Banarkedsas g‘ll) ands6QPefiibged t o

be thepbash fungbffeftnt Karad &aﬂédfaQsoﬁ‘?ﬂ‘ﬁgﬁl%@wag’glp%g&?cﬁeflﬂggx\%zggee%%[%a%t oe

the integer counter; E to be the I'' pool “of entr a
Random Nunber ¢haiefors gen shifted dowbebyt hend ndw 506 abihe bptiol affthe grghmndaded t hat

. has been gener Si he in of, E;and . S; t.g be the 160-hit internal
state that cr e%% §§3)Pl;rgl.%eil§ h\?\ﬁ%rﬁl &ﬁt&“BQPB'BPV’Pﬂﬁ?’ﬁ‘té’”ﬁibre@nwﬁwﬁgé{‘ﬂ&%%d? OF s
counter C, i andrdcorsrehsaiigihd) nfRbaePofbhffal2> state, Soo, has all 160 bits

unset. - Wen the i " pool of entropyis inputted into the PRNG supposing
that the current state is S~; ,~ then the new state, S;, becones
H(Sp_, »5~E;) .

Figure 7 graphs the polynomial pg * g + f * m, relating to the polynomials graphed
in 5 and 6. This polynomial is not reduced modulo ¢, but it is hoped that its
coefficients will all lie in within the range —~g/2+1 to ¢/2 so that the polynomial
from figure 6 will be an exact match. If so, then the message will be recovered
without error.  This will happen, with appropriate parameter choices, in all but a

30 very small fraction of cases. In this exarﬁple the coefficient marked as 703 lies



- s6 ~ 2 6 NOV 2004 - V/_'\_b:\en more data is reg%ired the gounter Cis increnented
by one and the new pool P~ becones H(S;~=C). This nethod acts?aﬁN@VsQ@[Mre
~mechani sm for producing an indefinite cryptographic bit J streamfrom
entropy input, but has the disadvantage of only possessing an internal
state the size of one hash output. SHA-1 has the | argest digest size of any
commonl y suppor ithmat present, with 160 bits. This neans
that regardl ess&%1 d?ﬁgga%geﬁﬁ- %Iltl%? g}uséﬂ%nﬁaiﬁt iﬂ?‘?pﬂ?l?’n?rﬁ’é?é*@éhﬁowa&)@oﬁmi@ t han
2~6 distinct bifigse GeariblepgouladidineRindiiBl nARRS ALk IS the” 520 %I{h E&der”
cryptography it is often desirable for an object (suth as a private key) to
be chosen rando?ﬂ%va&ﬁlf moduler. dke cesflbignt 791 des Spacerapbed toethappsidon farkdy =
503, there are g(jg,zin[g%gg@_l e NTRU PKCS private keys. If one used a PRNG with
an internal state of 2~bo, with'only one seeding operation, then at |east
Zszo of Xt he possible keys could 15 never be selected. Perform ng seeding
operations duyring the greation of an object is not always a trivial task. A
seedi ng operéjlttl'rg p?@&ﬁ?aéﬂ’e@rﬁﬂ%b%m@mﬁnémrvdpyh itss phxsthilaedkriolr whether or

now tne ol at £9r & B 36" Rkt Bt B MG edd Prrrapie Whintene
real world. Yélypommbsg dndof selkHo@nenl Qo LRe dpE f: i ewl .
sufficiently randomdata in a platf or%n ? ndqpenﬁ%ﬁ’?@ngﬁ%gﬁgb%gﬂlgﬁ% pfr?drl%tt i's
a self re- seéﬁ“ﬁeﬂ’@r ?’P}ﬂ@m%faélufﬁe‘ffﬂb@l?cps Detcting failurplivoles éephissi of, sotstsoptl aces
an ext 1@ 1 eqyrr ik ok NEaOXShER el bl disemplioyed and po sugh i s

only semipl atform i ndependent . si°te |UHBEhENi sm
of the PRNG eewpptis/dencipting echee$so Suetag bhavkab fa@io%e@@ssmitﬁgxe\;eﬁﬁsfﬂ\lﬁ.
expected to g era&e, a function exists that can be called by the PRULG and
which will pPg?ﬁaﬁ “the PRNG with entropy. 5 The PRNG produces random data
as normal, but records the quantity of data produced. This is conpared with
the internal _state of the PRNG as well as the unpredictability of the
entropy that Themerkapisnpewplogediby Rhmblet hed PRNGebeakinPf0idtcie deaBedlicis dalia as
t he smal:l er qut of e int.erpal stat nd .t he unpredictability of the
entrog;c-/},3 theﬁml ea@%%ﬁ%mﬁ%én%ﬂ’ﬁﬁ%‘?%g“d@é"isflf‘é Function and requests nore
entropy. 10 The second solution is nore conplicated, but has the advantage
of being conpletely platformindependent. The basic principle involves the
use of a PRN& wErhomcomregtibmrge i nternal state. The 1 ~ problemin

pr oduci ng sug&] a.PRNG lies in making it cryptographically secure when
secure hashes' ABR/BE §TPISnVERE biRcpetisedharobles auitie dmalthasrthe AR Y hephientversnal

state requirggnoskd [1Shal -ati f rge state PRNG is t

TSR-LS (Tao %HRI gglrll’g%[r{?-a&ﬁ% e gjté“g}i’g?%aﬁg%rr t[_ﬁ)r‘w’i%(%itﬂ? ok l’ﬁegsqaggﬂgfgg‘lfnd of

the twg Tunbfaselvaizgdhisivdsrfnve0, aneintid acesrebome)y inkBRcds fuaa iAb Iidi1uRd &he

si mul t aneous _h s? .furlct' ons, and rehashes the orjginal seed wth each new

ggner ation og@%‘g i'8h? Vﬁi‘%ﬁisgﬁtb‘?g«/g? pelynemiahwefraE) akevg: dyor mpodpleloft 3, This t hat

Lthere are 2248ndedik NaluelifthS Aty A EIMPiIBALIA FREL YERN, {401 nPut
= sl'ow as a dyn géﬁy

operations. TSR-LS is slower than TSR, but not- as
reseedi ng PRI WigaRd énd 4l ant alter thé vaSR-df Singveft tha wdyfirivneavhin Heyseeadi ng

PRNG 25 is t t,e il e .seed data piecengal, so the initial
out put wil | noE‘Cﬁtggﬁ%‘ie‘gér?dgﬁ’\tﬁ%‘t%a%i‘/néﬁ%@g&eﬂé’ag%e f CoAtHFentigIpsy vajuq layfatt he
out put 25s defiendentndof it tak, I :d ARYrrEdtlyf & }i i '
state has the potenti al toalfaglcter e‘\j’?ge bi t Igf t){,]e h%ut 8‘{@11&9?111%8\:%@&@{&&6
200 TSR-LS uB®€ o5cWigdi em of nultiple tiered hash functions. A sinplified

version is depicted in figure 10. The hash functions could be enbodied in
software or, alternatively, they could conprise hardware hashi ng neans.

The wrapping error correction that was suggested also failed to correct an error known

NOV

as gap failure. This occurs when an incorrectly wrapped coefficient has a value that is



- s 1001. The entropy irjE di vided equal l'y between each ©f the hash functions
inthe first tier. The number of hash fuRdtions depends of thegsj \Pf @pe
~internal state that one requires. The seeding process will be gl Em]r tzlq
nore hash functions one uses, but on going operation tines are independent
of the nunmber of hashes. 10 1002. To begin with, each of the hash functions
inthe first tjer hafhes the entropy that it receives. 1004. The second
tier's hash @518@%? FH RO 88iP PaR cPFerawiapped chelinastheisthd 642¢ kignt MRisfvdsst
tier and has ; i r..Jhis.ensures that every bit of the
final output Higgoqigima%egfdgﬁa gg E%Sty]&b‘*‘.s {hesE %qlﬁrléeﬁ WF‘Fitg‘?ugi‘E@dl?e %’ﬁﬁ@elmf’é&
out put from ttheasdgibme chn extuabs bcd@0dhck AR NSy elN @ PEE oM u or
the PRNG. 20 Each hi rrg more data is requested, fromllpit(f.;!ﬁel;r app?rlﬂélgi it'v@?lght{?at is
usi ng the PRREBICHEHEY §eR iPeiptifed bnmenyaplic@@ais( on a rotati on basis)
perfornms a rehashing operation using a counter 1003. This rehashing
operation could be the sane as that used by the nornmal state PRNG described
above. 2s 1003e¢ pintipleclmhitdeFurhisletls edott orRRELA Sydibratis siaple. haghd WGt A%
produces new_.output. with every rehashing operation. Here, and in the
exanpl e bel owentfﬁjgl I #Hid5o8eCht put i s used as the counter increment. Each
hash function 1002 may nmaintain its own counter 1003. The re-hashed out put
of the particular re-hashing function is then fed to the second-tier 30
function 1004he diffiewityniadiee shere araiM doeffivdernuitvhich, ViewbARaREIRYEDMIS by wr Qe Ed
fromt 59 r ~.6 NOV 2004 other funcgtjops 1002, to create the required
new ou't1 gut dg‘%’%p Tﬁb@? YRS EWP‘PS“ m?‘:[ S%WﬁBfr?eyﬁﬁluPﬁeThﬁfﬁchP@nélw beamyEplgs to
re-hash and piaggtadedug etrorst DBeckBHANEN hREibIURRI; for
new data is nmade. 5 _The hash functil(,))lnés&!silgf(m obtlg?lﬁge(g(%éieﬁ@g%gﬁt %ﬁ%éutfrom
the pool 1008V PaFPlakrarary Relyneraisd until onal warksdbieveltlys natoeti dfithe aiphanthisopy

may be suppl i Il th nct Lo 1002 at once. A precise
description lgf% QI]cg%kfé? % gfﬁgge\g:anl%mﬁ%&ﬁﬁ@ Eﬁﬁ@%&t ?eIF?r\/’é‘aﬁé‘ﬁgﬁY?ne]iﬁve

i nstances of beenStiisdd fhgséecoliing cfailuke but B9 (an effof Jn tdRbhissibB(dr & Iig%tl ened
to be these hash functions; X~~Y as for TRS above; Co, C, Cz an to be
four 186- bit *UBEEN0 dtEcker. 12 and 13 to be four 160-bit increnents; E:
to be the i " pool of entropy added to the Random Nunber Cenerator; E; o0, E;
., E;z, E;3 15 to be four sub-pools of entropy for each entropy pool E;; P~
to be the | Tha@embler sploton Bfbasanstonme dadt ahA LR bEdiRE BecrstahebdRRYhaloff E; ;
and Sk to be the k' " .160- blbé internedi ate_state ?e_nerat ed. - Wen the

al gorit hm i s°FF PEETS e Paitle gausey ofcerrorcfromemost dikely: to jeastalikiely hpmvea a11
160 20 bits unsehely efictn@Béhrdh canPe pe |
inputted into the BISRNG t he entropyp 6%’5%6@%?0%@gélku\llsied]ggﬂés88{)rhgl?bh%§¥ent% byt e
i s pladfd i nMOECOBHRYTOEARSS aba fesoting; foilwhovidl e the cause apmroristatdeSOBY vors

resi due of h; the. byte is part. | ast, inconplete 25 set
of 4, in whi %:E nggfofﬁhgﬂ%%ﬁe Y }%leés/mfré YéléF&H‘fo{lﬂf}’?IS -~are divided so that
,the nth bit is included in the entropy sub-pool E;o0 where a is the | owest
‘posi tive res'hgu .of n nodulo 4. The |ast internal state block created

shoul d be de e gauserpl decadinegcfhiluigeinhd $h theuplgoiiturs piofieiera hswbbgmol  of
entropy is c it . & he evious data entered.into that
hash. The di %3@5?" F%f%{:? %uc\gh%‘g cg?{né)%{é?li oFPacie & Oéh?elwélﬁﬂlﬂs RO

pl aced25n Sk+@tl to g/d. Whed theyNare rd0Othin Weeran Pk Qleb@life FAIUFE WAL hive
shoul d be taken t ﬁ]e #Pge | east sitive residue of j nodulo 4. Ca is

i ncr enent ed W“‘f’lﬁreg‘h & GhapehRint cqealicipnt falige ytsidn Sisrangeisndereetiops shoumdxt |
this val ue i : [ t vg qusl v _hashed by 5
H0(). " and the Foca e TonaRThel T chiRdlof 1 cIORREEHRR i Wiape®
i nternal st asisnifperokslyr galesdthaas! k. 100000010s peapslynsrhrl, r 8lubd oaf fdr hsrehash
is placed in _.Sk+~, and _the new pool P;;__beco H( SO~~Sy~wl | sk+r) . 11.
Sequence Gen@lpjé'{ﬁgl?eqp? fﬁmﬁshéﬂ%"e 2 cgeffisicat gil Qutgjde dhi angenie ik Almost
protection hash as expl ai ned above. The purpose of this generator is to
provi de an indefinite stream of pseudo randombits in a simlar nmanner to a
PRNG, except that the input seed is known and the stream nust be
determnistic. It nmust still be conputationally unfeasible to find an input
seed that will generate an arbitrarily chosen sequence, or to calculate the
i nput fromany part of the



15 output. Since PRNGS ‘are deterninistic, a sequencesfener ator e

achi eved by supplying a known seed to a gﬂeci fied PRNG In Tur%l%gﬂog gangfpl e
. sequence generator is supplied that operates slightly differently fromthe
PRNG (al t hough a PRNG coul d be used). 20 The initial seed is hashed using
an instance of the SHA-1, and this hash output is itself used as the first
20 bytes of a}O/v%{ I q-QLe Sﬁ %S,nc? data, After_that, new sequence data is

provi ded by RoVtAtEnIEF 8 Y el amonni phe et khenlistaneey sheleshliketpitt and
reconputing idwatasdeitiadsnidal ol bi mienk | thoetic through the Use of
Parallel Bit Operations on a Vector ﬁe%drygggﬂﬁﬁigﬁ%ﬁan%nbl er makes use of a
new nmet hod of performng nodulo arithnmetic in small noduli using bit based
t echnol ogy. ~ vV 2U4_Thi s thod allows one to use a bit (ie

bi nary) basegugé%rfngge’%ﬂ%eﬁ' ??L)é? iftaal D 0t PRoRhiscrangs ftoibirhe yrapped ¢ the

achi eved by sbmsrhed tiihes. SWhéh 2 cVEELRE £0¢ N0 w2 bk et 1 cal
operations on nultiple nunbers in parlal I e?,m&??ﬂa‘&gm(ss&%egggﬂéé&ﬁgﬁ%@ﬁof

bi twi se | ogi &athedperlathohist caadtscaheusidl iehy mot angle vdeinmesfsi tahentvimedyl 0 -
arithnmetic i BQuever he efficiency is greatest in small bases.
Tunbl er usesﬁoﬁ%%alﬁeﬁﬁﬁg% f rer%Jé?Sfti}Fﬁﬁn SHRSEIY SRRy Olop Boditioondn thedattera
More Det ai | edasPeswill it @6 1@ge.Modul o Arithmetic 10 Arithnetic nodulo r, for
some positive integer base r, concerns operations between the r "residue

cl asses' of integers. A "residue class' consists of those integers that

share gpco mﬂisrp%'ﬁa&dae{ilmmexﬂeﬂs\@f%ggiélgﬁlfe;ésrgqﬁp %é gaihan gqeii Iieil_gg%t% 'Iﬁ’e ;’ﬁ o 64

and 15 both reside In the*sane resi

remai nder onamtl vottimgf theerasgem @2+ progicire Ohedkd, Andt RBBHS BY nRE 1§1ERt
i nteger is dependent %E&I %/ﬂj)g t€§ remai nder on di vi ding the respective
addends or fHEVOPEBIFAHL > 2H2<HRS Of bEgeing rideperidingon whether the vigiubs aret o

consi der opeg@hé gaﬁofﬁgwﬁwtﬁ%g@%sgéc%éﬁ' Addi tion, subtraction and-
mul tiplication between residue cfrasses work in the same way as for nornal

integer arithmetic between any chosen representatives fromthe residue

cl asses< Usual | he former involves choosing a set of representatives, one
from ezgh 25fEll éﬁs{ﬁ uszm\év 288 SARRLRTAPH G | Aty FaveyS Hexrpinedan thd).sBre wiceh

smal | est poshirtoradmwalthe liak o282 id Richltehted and a% , t set. - he ,l owest
absol ute valto (Totro]et &2 is giehehted and by kdd as(r),gmesgﬂ‘f Gegtlids YE 4t
Modul o ari t hi¥Ehincthjssarea atsr e jopes fhat mrecthosiligeliero thae agener.an sder bhireger

arithnetic. - Haital vices are built to cope with

general i sed n?@é@i toa{rﬁl‘g;1 ﬁ%]e ?gh? %irsé&gﬁoegﬁws 8y Fabelﬁfeélkgozt’ 138 $4.305 and

inefficient 846.0dehorsiiikelyradsd of @y éridiRiil€ be hedl LoRfidBEhARABHYHRHLAS
20 value that is x too small. This is exactly the error that was described in the example in

§ 4, and adding x to this coefficient’s value would indeed correct the error.

The exact method that one should employ to correct these errors depends heavily on
the use to which the cipher is being put, and the platform upon which.it is being
25 implemented. An example algorithm is given below. The premise of this method is
that efficiency can be achieved by making multiple correction attempts as fast as
possible. However, 9999 out of 10000 errors will be corrected on the first attempt. It is
probably best, in terms of speed, to check in the shortest possible time for the most

likely error and only do the work necessary for continuing the search if that ﬁrlst
30 attempt fails.



" Henceforth it is ass&ﬁéd that there exish a device (Wi ch uses n-bit words
and is capable of perform ng the follow 3 bi fw se | ogi cal operaﬁi QE&V 2@1@
- binary operation XOR defined to return a word each bit of which #&s i
and 10 only if the corresponding bits of both input words are neither both
set, nor both clear. The binary operation AND defined to return a word
each bit of which is set if and only if the corresponding bits of both
i nput words are set. 15 The binary operation OR defined to return a word
each bit of Wincehhe srremtart ongnetcaming ih fthd BRIcE QF HLesPRNd | el Lher,
or both, input mq*ﬁs ﬁfe set.  The unary operatFon hKﬂﬁgg%@%%ﬁwﬁgmyg?grn a
word each bi thSofPSEHi URferascs gyilli e gmall 2o avArged find hellcarly esponpbrast bienof
the input wogghsishtCHER! snedd- i : resentati on The cryx of the nethod
described here lies in the vlgc%ﬁgﬁgsg%_t \I;B\nﬁgemFtE‘B_he St bAd gﬁreo O%fukBEr $omes
Di gi tal >devi edwntdges. GisemappryprivtoGaatlad @BEb&ol), P WIREY aleireEE?]diH Egﬁrsqgjaacent
bits of one word. b'gc\r,]\}.s ii@%O permt the use of circuits suc a8 “"ha
adders,' whi ERSUIAPEWRG, ALST 1ie Hist Wverstens ttke ovigina! dateeet de stered daentari on
t he val ue of cgiciunrRSmat Sind GR'E bits |located in.correspondi ng
| ocations within different mr%?.ﬁﬁﬁﬂg%aq %atéaB?Cdfrf?g?gjeﬁﬁegeﬂé‘éﬂgam' 63 2 6 N
OV 2004 not relate to the binary formof the nunber. Interpreting the bits
in a novel ag illustrated.with ternary nunbers in the later exanple,
may | ead towg}ﬁ/%‘é Z'rlseaf Per 9f§4§ {I]QQPY”%e’é?lhé@l‘f?%l@tlc?&ftraﬂnnbéheéqmsaleﬁ[“?
Per f or 10ng aalgbAginewaD gkt ih iR LipsRetMeen Lo integers is
consi derably Iess effigi ent usi ng v%gt%ie&?gfflélg%g?&ﬁso OY%\% lﬁgFﬁéﬂ?ﬁl&an
i nteger met h3geuntaRpd ¢ Hieflovabaredeornibing ittrgddcbeing Xfrdteg 7sek Ifigory s
representing the nunbers will generally involve (log3 r) operations. 10
The applicant has realised, however, that the advantage of a vector
represent at i 8. [Thesrion cofrsctiondehiifd ds8s BR AbdSthhs alhlbd X nyrer of
i dentical operati] oni( t hat maéebe per f or madéconcug?ir}%lllr#tetl%é ]lv-sm?lgm {1;3%0 B?ﬁsy by
the word si zBI€ PIYalg kP8 inverse, Re Brioens tiequrivate Ky i2@1f25 Henceforth it is
assunegsthat the three possible values of a tert (representations of a
ternary nunber) are zero, one and nminus one. This is an arbitrary decision
and the syst&m eppicties lévet dgtemdaet hat firhBe RABESoRéctibAoltHCBoh@NSntidhE t ens
are representgd g% two hits ocgypylng corresponding | ocations in two
di stinct wor 3 “Fhe HFiclPydash deionteeo, farrthe amesr droisctivat roufinamdubthhyverf t he
val ue of thenhdwerteehScaled ig QLo first it d_in the_.second word is set if
and only if the value of The tlerr{]ﬁflés%l' (ﬁllg%%ﬁegﬁc%ﬂ%rﬁe@r? ﬁ?‘%‘g VF8’n§aP6‘,91Y1$f§ﬁd -1
are repr esent@Hchyn tevel allstsore te@pflizgl ok bortatmOnedarObs thE€SPESEH N ALY 10 4N

this ner e e represented jn two h-bit words.
e &u&e Otfiel B¥n gecode ?aﬁlre. arb{trariﬁy high correction level, when the cause of

the error is in transmission, would cause the process to continue for an arbitrarily long
o time. Any existing errors are extremely likely to be corrected in the first few attempts.
It 1s therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

25 caused by a problem that occurred during the transmission of the message.

The correction routine takes in the half-decoded mod g polynomial a;, and the ciph.er
polynomial e;. These relate to the polynomials used by the decoding system (see figure
3). e; is only used for creating the check block. It is possible to avoid repeatedly

30 inputting e; into the hash instance by recording the state of the hash function after

e
el L NS



" Exanpl e Let us assungthat we wish to use vector bitrdf—se representations of
the four tens 0, 0, -I and 1. Using the ¥éctors specified above @B?HJV'?[H
~the follow ng table: 64 2 6 NOV ppp~, Tert Vector Vector 1st bit d blp
Now, taking and storing separately the 1st bits and the 2"d bits allows us
to treat this information as two separate 4-bit words, nanely 0011
(representing the 1st bits), and 000l (representing the 2"d bits). W my
then carry olfPUSHREA 8NGHIcH FBTIRE tadhis otate; hstehd df ¥ hetahsH i@EthBce, RMen @helvhe
vectors, but t: s 5 thensel ves, for exanple using the operations
XOR, AND, m@%&‘%@eﬁméﬁﬂi s avoids us having to deal with overflows or
carries however many tens are being worked on sinultaneously. Apart from
suggesti ng ag, efficient nethod of performng nodulo arithnetic, this 10
i nt er pret at i ofic &Pl¢ Re 1Hrensinipted fompeperinedition mhdelloweonalouenod] thet @tér

nodul o Si Y first array. Since algorithns are often
conger ngd :M’T][th%g %t%g% g Hl:ﬂggts 2) grcgh{;’i nﬁglﬁgrg élf%l‘:‘?ré‘?“f% f&ﬁ’laléloﬁ%éelﬁhi; reRge

advant age ovelmdshell esomlarbtoradeyed iafnmdidgneis RS de%erﬁirféghéal(v E.les for this
rdi1s f clear, the

correspondi n?aﬁg)i %S,@gng]ﬁtthe bit located in the first wo

bit |ocated HY% REYECBRdRbLaurle Hesmriessdpso Fowetly exddievabyst &m e dlenot
rely on thi simﬁgr{gng@r principles could of course apply to nodulo arithnetic
on bases other than 3 for exanple to carry out arithnmetic in base 5 one
woul d operate on three separate 20 words, the first representing all the*
first Ibts i?O%E@ vect or {e resentation, the second all the second bits and
the third alT'HECCATTFADievelis Fmplyp seutetisod o ebmmsrdwith thehiagreetiobksel as
wel | . 6s ~-' 2 6 NOV 2004 12.5 Mbdulo Three Arithnetic Mddul o three
‘arithmetic is perforned in the following manner. 5 X o and X, are the two
n-bit words Thprakiertis mged fire conjipeiion wih the tablx G .It telMh&r ®Rhiche&rowef € % O
contains the_hj if_the corresponding tent is not zero and the word X,
cont ai ns thec'ngetﬁlsyigingiufseci'he corresponding tent is one. Simlarly Y o and
Yi are the two n-bit words representing the n tents yo, ..., y"-,. 10 The
result of adding the n pairs of tents (x;, y;). each nodulo 3, for i =0 to
(n-1), po pr bt Eduy ob x 4ells gne haw enichepyades micorfeetly emiper anade g( ARdbesh,

D G - C t hen he cal cyl ated as ows: Z; - (X0
XR Y, ) AND" ei?mx&%ﬂg%oﬂorfﬁgﬁény’ if %‘_"’o‘ﬁi‘ $fo§'°f&iz€? IRITT et applicationThe
result of sulstchaenitne sooething otlidehanad, deenof will be @B&MsPgul 0 3, for i = 0 to
(n-1), to produce Z o and Z, which represent the tents xo - yo (nod 3 ),
oo, x ", Yy ®MABnpd 3 ), can be calculated as follows: 20 Z-o0 - (X. oXOR
Y o) OR (X, XORY,),

20 Centring a polynomial modulo g refers to shifting it into the least absolute residue
classes (centred around zero). It should be noted that it is not necessary to use the

: N range —g/2+1 to g/2. Instead one could use the range —q/2 to g/2-1.

403. At this point a list is created which will order the coefficients of a; by the
25 proximity of their values to —g/2 and ¢/2. If values exactly equal to ¢/2 were wrapped
down in step 402, then negative valued coefficients shoula be listed before positive
valued coefficients with the same absolute value, and vice versa if values exactly equal
to -g/2 were wrapped up. In the example described in figure 8, the list would begin
with the coefficients labelled 802, 803, 804, 805 and 806 in that order. It is possible to

30 record only the distance of each coefficient’s value from the edge of the range and not



~Zi - (Y_OXOR X)) AND((NOT Y,) OR X 0) AND Z o. The {esult of multiplying
the n pairs of tents (x;, y;), each moduBd three, fori =0 toér\52§ %!)2[]0?2

~ produce Z o and Z, which represent the tents xo X yo (nod 3), 9

y" . (mod 3), can be calculated as follows: Z o - (X 0o AND Y o), Z,

(X, XOR Y,)) AND Z o. > 66 f~ 2 6 NOV 2004 In the field F3, the onIy
two non-zero elenents, 1 and -1, are both self inverting. Hence division is
i ndi sti ngui sHEbY ?ﬁ‘é‘?ﬁfr’rﬁm |“6101€‘ca4111¢)trﬁ ugdilxre ddait duakee itaedicsobt frloe THai s
method is sigﬁcg JO i'nmplement in hardware, as illustrated by the circuit

di agrans sho infigures 11, 12 and 13. Figure 11 shows a circuit diagram
for addition nodul o 3, flgure 12 shows a circuit diagramfor subtraction
nodul o 3 and &%g‘%{[e 13 shows ~-circuit dlg*@gr am for multiplication nodulo
3. 10 In sofft eryhging F?é?@?é‘dnﬁfiql@ﬁsthﬁ@rlg natdube paclahdmeial satsimniongirnce
one is gble pgtake advantage of the full width of a word of any Iength.
12.7 Use in Tunbler 15 The Tunbl er PKCS uses nodulo 3 polynomials, that is
pol ynom al s whose coefficients all have values that are only significant
nodul o 3. At rlous]&ﬁi gesr in the al gorlthmlt i S necessary to add and
subtract the8 db’ls)}ﬂ d. fihsnydheonsn thﬁe’r‘»lm@p@(fwfmld@hbqus ms Sarrwignh a

lgor ¢ hm (st B AL S SN SRR me A oR Py TioRReY FistRgiPHed on
20 nodul o 3 pol ynom aI s. These-algorithms in turn require the addi ti on “and
subt ra | on % nom The decr i gn systemrequires the convol ution
produc stag q%ir PP ef)ﬂ}e Gfrep Pﬁ’oﬁm}éd?,dﬁﬁ?lk%féﬂﬁkbb%ma%&om the table.

“star-mul t i Pl ifCeHeii9Bn MOt Hme S QSR cﬁlg&nﬁgfotc%(gg% ﬁﬂlﬂlkf #g}t\r/gg%petg %Oﬁf he

pol ynom als. 25 To add two polynom als one a
cor r espondi ngrandkbs nafe et iffarvaines ach laogertthem theloye 6orithd previbs) tah terohret he

first coeffi o] fr nom al dded to the value of the
first coeffi g‘%’ gﬁéheglfec{%EuP?ESCIBr@%’pﬁgﬁﬁ%ﬂﬁ%”%w snctaighitohe pextomlueret
first coeffikient of the sum and so on. 5 67 ~ 6 NOV 2004 If the first
pol ynonmial is represented as the two bit arrays X, and X o as descri bed
above, Iand the second polynom al is represent ed as the two bit arrays Y,

and Y_o, thegyd Aatalai) can be cal cu| ated
by perforning t@efégwow ngéaﬂ%g?}k%%g %h B S RP %e? a‘foelgsﬁéenéﬁwt‘tﬁe Hgrthat
2r r ?[/)SY Zi dqax(e)ﬁcam)&i@?th\én)a AddBaif MistaXCRa¥a® )frond 10p/2. At S8 ¥ Q)detdBmintd

) Eether t%ere are any k-tuples left that have not yet been checked. A k-tuple that has

been checked during a search at a smaller depth need not be rechecked.

20
408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This #-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen ktuple are then altered to
compensate modulo 3 for a possible mis-wrapping modulo g.

25 ’

409. Using the altered /, the decoding process is completed.

410. A check is made to see whether the decoded polynomial and the cipher
polynomial pass the integrity check.
30 |



15 The sane is true of ‘subtraction. Storing each pol ynonial as two bit
arrays allows the above subtraction net héd to be used to cal culnﬁ hhe
_difference of the two polynonials. Since each polynonial in Tu zr 8¥n2004
have as many as 503 coefficients this nethod produces a considerable
increase in speed. This approach to nodular arithnetic may find application

in the field4 ng i.tal .data pro&:&ssi ng generally, and is not restricted to
use within crg t g&é?@ﬁ’éw test gassgd theg bNOYCERES 2SIty M8t ddcrypiedpolyacmad.
decrypting a ci pher polynomal a using a private key f conprising: 5 (a)
Conputing a trial polynomial a, where a =f * a (nod q) and g is an

i nteger; (b) 4DbtBhanpedsitgs koupleshbavias beeroéxhatiged rhalseHol YRSk alxiddedhgther

t he pol ynom al % has .bjeaotjed orre?t ly, and if not: (i) determ ning which
coefficient SFFEHEPTITT BRIECHHEONFY/4rial 10 polynonial a are likely to have
caused the failure to decode; (ii) adjusting the said coefficient or
coefficients to define a newtrial polynomal; and (iii) attenpting to
decode the cipheFhparlaofi tae tablasGrg () hegivewtld dbpthadt WK NG #ould stoh

met hod of de é¥%ﬁﬁnﬁna ciBhngPolyqpnial as claimed in Claiml in which at

| east some o e O FE FEP M BRI IRe thercugpntyaie i al a are sorted
according to their respective expectations of being the cause of the
failure to 20 decode, the coefficient with the | argest expectation being
adj usted to dikakthe ¢omatendhet redoads ol Faomsdieen 3eardhadpirhathtivh Weate YRthdd a
ci pher ygol yngm al i -in clai in which, in the event of the new
trial pl)(e)l yno%‘lgg (%f;i:ﬁ? %%%quggggﬁ%lﬁeé‘%dt%e@&é? P#’Eioéﬂf mage \geppprisal mess of

‘'l 'argest  expeedhadviamnthisthathaisied dédicaéLahBteanot her new trial pol ynom al .

69 Qfi NOV 2004 4. A nethod of decrypting a cipher polynomal as clained
in daim3 in which newtrial polynomals are repeatedly generated, by
adjusting th o} £ Ci W e _order .of expectatiqn, until a trial
pol ynomi al i ?%oﬂ%ﬁsc (Iﬁg é;glrl%gelrg?{%{d%etgos géf the %Ofregﬁfclilf’vetlﬁ@s A€t Lished the
decode is absupgtieddorréstibn leAehet hod of decrypting a cipher pol ynomi al as
claimed.in Claim1 in which at | east sone of the coefficients in the trial
polynonial a are sorted according to their respective expectations. singly
or in groups41fif bdcRgct h i e de, .the.coefficient
or group of coefficienﬁghﬁf%EH?ﬁg&%ﬁ&H%?%gé%%%§8%%Fg§§gﬁmbé?%@ﬁ%ﬁrﬂé?@h to
create the nbaing isHIPPpd| apnsiageadll 6with thet mdded pd&cIOWRAl NBerd thé PRSIh is

pol ynom al a I in.Caim5.in which, in the event of the newtrial

pol ynoni al fga?aﬁ?%gf%dd@lgé@@mfm@ woEns Wearectsd Readispcadly, vdby pirgingmum wit h
t hle next : ar gedctiex el fils W)l 881 fidy AbuSIEG the elrer & GAL& BPOSRGhink! diflr

po ynogba :

than decoding failure.

Sy 417. One increases the number of simultaneous errors for which the correction

procedure is to be performed.

25 418. The rows of G are zero terminated. When an end is reached, & is reset, and the

search is begun for a singleton error again.
419. The algorithm moves to the next row of G.

30 The following example shows in more detail how the table G is used.



7. A met hod of decrypﬂfng a ci pher polyn%nial as claifed in daim6 in
whi ch new trial polynomals are repeatedl? gener at ed, by adj usti hﬂ
coefficients and groups of coefficients in reverse order of expé@ﬁg EdﬂW#
until a 20 trial polynomal is found which properly decodes e; or until the
attenpt to decode is abandoned. 8. A nethod of decrypting a cipher
polynom al as clainmed in any one of Clains 2 to 7 in which the expectation
of a coefficient, or of a group of 25 coefficients, is determ ned accordi ng
to the respectigeampgrf ficient values. 9. A nethod of decrypting a cipher

pol ynom al as clained in Cdaim8 in ;' 2 6 NOV 2004 which the
expectation is determ ned according to the proximty of the respective
coefficient values,to re-def | ned cogfficient value, or to pre-defined
maxi nrum and nin%nu%é?%ﬁ%??@ngééﬁ%élﬁ%-10. A net hod of decrypting a cipher
pol ynom3al as clai-ngg in Caim8 or Caim9 in which the expectation - is
deteccnined with reference to values maintained in an error-correction

| ookup table. 11. A nethod of decrypting a cipher polynom al as clained in
any one of the 9%8 receding_clainms in which the conputation of the trial

pol ynomi al a incitdes reduc’At o theS®Bast positive residues modulo q. 12.
A net hod of decpypting a cipbBer polyngam al as clained in Caim21l0 and C aim
11 in which the pre-defined coefficient value is gq/2. 15 13. A nethod of
decrypting a cibher pol ynonild7 as clainmed in any one of the preceding =
clai ns jjpn whi chy t he determ i on of whether the polynom al a has decoded
correctly includes reducing e polynom al a to the | east absolute residues
:modul o q. 20 143 A nethod o#5decrypting a ci pher polynomal as clainmed in
Claim 13 in which the determnination of whether the polynom al a has decoded
correctly inclutles convol utilh§ the potynomial a with the inverse, FP, of f,
nmodul o p, and reducing nodulo p. 25 15. A nethod of decrypting a cipher

pol ynom al as clained in any one of the preceding clainms in which the said
coefficient is ladpudtedrebyondsdo g ovefficibnt With the gfeaieVaBRfde FafR. ¥R 20
subtraﬁging an in

ral val.ue x.
coe%f?cgen%s with 1nglces 1 and 3 have the same absolute value and the same
sig, so it is completely arbitrary which of these two is listed first. For the rest
of the example I will be listed first. Indices 0 and 4 have the same absolute

value and different signs, so, assuming that one uses the range —127 to 128, 3 is

listed first.
20
The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),
‘; (0,45)}.
g =128 =3 * 42 + 2. Therefore x = 2.
25

Consider the simplified table G =

=l k=2 =3 k=4

30 =1 3 2 0 0



16. A method of decrwﬁting a ci pher polyngnial as cldimed in Claim14 and
Claim15 in which x is defined by q ren1ﬁ 17. A nethod of decrw@qgwgva 0
ci pher polynom al as clained.in any one of the preceding clains In whicﬁQ§
is a factor of two . 18. A nethod of decrypting a ci pher polynom al as
claimed in daim117 in which q is 64, 128 or 256. 19. A nethod of
decrypting a ci pher polynomal as clained in daim114 in which pis 3. 20.
A conputer programfor carrying out a method as clained in any one of
Cainms 1 to 19. 2}=2 A physi¢al carrief carrying a conputer program as
clainmed in Caim?20. 22. A datastreamrepresentative of a conputer program
as clained in daim20. -. 1. ~, 2 6 NOV 200h Abstract A nethod of
decrypting a ciph ;3polgnonﬁﬁl (g) using a private key conprises: 5 (a)
Conputing a trial ponA mal (a); where a =f * a (nod q) and (q) is an
_integers (b) Determining, on the basis of the trial polynomal (a), whether
“the polynom al (e) has decoded correctly, and if not: _.__ (i) determning
whi ch coefficient/o cdéffiélentslof the trial polynomial 10 (a) are likely
to have caused the failure to decode; (ii) adjusting the said coefficient
or coefficients to define a newtrial polynomal; and (iii) attenpting to

decode the ci phEis pbleyimdith@b tHeSestSiRdnt eV hdckdbr HRLY NP Qllly St%ée The
method is particularly applicable to public key cryptosystens and, “nore

particul arly, teg0yidsisarveesaal someaters  therFithrichecking procedure will be ™~
. AY1. Al B A<5. Alslf%ﬁ%é. Afh?. Al.Alk A ARAY .AI".AN.A1l Ay.A .Afk
AL A I% Af 1. Af " AU AYK<

The procedure starts with an attempt to correct the singleton errors that are
equal to —128 or 128. There are none, so it proceeds to singletons in the ranges
-128 t0 -127 or 127 to 128. These ranges contain one such, as pointed to by the
15 first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithm attempts to correct it by adding 2. For the purposes of this example it
shall be assumed that this fails.

Since G(1,1) = 3, one should continue trying to correct singletons until one has
20 tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more

singletons in that range.

At this point it is better to try to correct a pair. However there are no pairs in
the largest range specified by G(1,2) = 4. G(1,3) 0, and therefore one must now

25 switch to the next row of G and start searching for a singleton error once more.

The search starts where it left off in the previous row, with a depth of 3, and
looks for singletons down the list up to a depth of 10. At 10 two more potential

errors are found. Once more it shall be assumed that correcting these errors
30 fails.



" A .5.Alk5.A N .Al.AGB A Afy. AlLKR Af U. AM JALS. A +. A:;"N AYK. Al
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the first bit is set and the second is unset if the corresponding coefficient is —1; and

both bits are set if the corresponding coefficient is 1. It is never the case that the

30 second bit is set while the first is unset.
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10 The message polynomial {-1,0,1,1} would be encoded as the byte 10001111.

The last byte is finished with unset bits if necessary. In this encoded form the

polynomial is concatenated to the end of the packed ciphertext, and hashed for

transmission to the recipient.

15
During decoding, the ciphertext and the decoded message polynomial are
concatenated and are inputted into the SHA-1. The output from the SHA-1 is then

compared with the original hash computed during the encode process, and received

along with the ciphertext.

If an attacker modifies an encoded message therefore, even if the modified data can be
Ty decoded, it is still computationally infeasible for the hash of the decoded message to
7 - match the hash of the original message. This makes it essentially impossible to alter
_ the ciphertext and still pass this test.
25
The system then rejects all messages whose hash fails to match the original, whilst

being careful not to inform the sender of whether the ciphertext was valid.

It is possible that wrapping failure may have caused the fault in the decoded message

30 polynomial. If error correction is switched on, the cipher will attempt to correct the
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message polynomial each time.

The general method of hashing the ciphertext and the plaintext together to produce an
integrity test for both is not NTRU dependent. but works equally well for other

ciphers. o
10
7. _Multiple Transmissions
Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).
13 Should the same message be encrypted and transmitted more than once using the same
public key and without MTA protection, it may then become susceptible to attack.
It is important to be aware of the possibility of predictable similarity between two
messages. Most obviously identifiable are message headers, such as those used in
20 email, which are often predictable. If the first few bytes of several messages are

identical then their first message polynomials will also be identical and hence

STy susceptible to a MTA.

Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

25 correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in

the encryption of that polynomial. If an attacker is able to determine the random factor
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Each time a message is sent, the random factor is determined ‘on the fly’ for each

3 polynomial. This means that if exactly the same message is sent more than once it will

contain a different random factor. If an attacker knows for certain that two or more

intercepted messages have exactly the same plaintext, they can compare these
messages in an effort to determine the random factors used.

10 - Even without MTA protection it is not generally possible to determine the entirety of

the random factors from just two copies. However, even sending two copies might

significantly compromise the security of the message, while sending multiple copies

can allow the attacker to determine most (and eventually all) of the message.

15 The Tumbler MTA protection system employs a simple stream cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the
same key. The stream cipher does not directly add to the security of the message as it
is broadcast with its key, and thus need not be a particularly secure cipher. It must only

20 ensure that two identical plaintexts will differ from one another in an unpredictable

manner.

Encoding with the Tumbler MTA protection option adds a random (or pseudo-
random) MTA key to the start of the plaintext. This key is then used to set the initial
25 state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.
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8. Bitsto Terts

Whereas data is conventionally stored as bits, the ‘preferred PKCS algorithm handles
messages as polynomials whose coefficients can take the values 0, 1 or —1. The..—

message polynomial is just a string of ternary digits (terts). A method is required for

10 converting the bits into terts and back again.

Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic
operations used in conversion to be performed using 32 bit integers. A method using
15 integers of more than 64 bits would be more efficient, but would offer a gain in

packing efficiency that would be negligible when compared with other packing issues.

8.1 Conversion of bits to terts

x should be taken to be the integer whose least significant 19 bits are set in the same
20 configuration as the block of 19 bits from the message, and whose other bits are all set

£ to zero. Here terts should be assumed to be integers taking the value 0,1 or -1.
1. x is divided by 3 and the remainder calculated. This value can then be used to
determine the next tert. 0 determines that the value of the tert is 0, 1 determines

25 that the value of the tert is 1 and 2 determines that the value of the tert is —1.

2. xisdivided by 3, discarding any remainder.
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Clearly, this process could be accelerated if in step 1 x was divided by 81 instead of 3,
and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
5 four elements) of terts to determine the values of the next four terts. x would then be

divided by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

Even greater speed could be achieved by a method that divided x by 729, taking the ™~
10 remainder, before using a table of 729 possible 6-tuples of terts to determine the

values of the next six terts, and then dividing x by 729. This option would require only

one remainder and one division operation. However, each method offering such an

improvement in speed would also suffer from a corresponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all
15 531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the
range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not all possible
12-tuples of terts can be generated. This is because 3'2 = 531441 is greater than 2'° =

20 524288. This is important as sets of terts that lie outside this range are used to signify
the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required
number of random bits. The length of the real message data, excluding the padding, is

25 remembered and used for determining the value of the end of message marker, See § 9

for further details on this.

Example
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of bits is 144090. The value of each tert can be calculated as follows:

5
Number Remainder when New value of x after division by. .Value of
of tert xis divided by 3 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0 -
1 0 48030 + 3 = 16010 0
2 2 16010 + 3 = 5336 -1
3 2 5336 +3=1778 -1
4 2 1778 + 3 =592 ' -1
5 1 592+3=197 1
6 2 197 + 3 =65 -1
7 2 65+3=21 -1
8 0 21+3=7 0
9 1 7+3=2 1
10 2 2+3=0 -1
11 0 0+3= O 0
- Therefore the bit sequence 0101101101001100010 will be converted into the
tert sequence {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0}.
10

8.2 Conversion of terts to bits

When the data has been decoded it will again take the form of a ternary polynomial,

and the bit to tert conversion process will need to be reversed in the following manner:
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2. The terts in the set should be numbered sequentially from 0 to 11. If the i tert is 0

add Otox, ifitis 1 add 3’ tox, and if itis -1 add 2 x 3' to x.

3. If x has no more than 19 significant bits (and is therefore less than 2'%), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than ™™

19 significant bits, then the end of the original message data has been reached.

The value of x can be used to determine exactly how many of the bits of y are part of

the original message, and how many must be discarded. See § 9 for further details.

Example |

The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0,

can be converted back into bits as follows.

Number of tert  Value of tert  Value to be added tox  New value of x
0

0 0 0 0

1 0 0 0

2 -1 2x3*=18 18

3 -1 2x3° =54 72

4 -1 2x%3*=162 234

5 1 3° =243 477

6 -1 2x36=1458 1935
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that were converted into ternary in the previous example.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
is performed using blocks of 19 bits. Clearly, not every message will have a length
that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
10 padded out with random bits. These random bits are not part of the original message
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.

15 Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined by the key strength. The
)i message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also
need to be padded out with random ternary digits. When the message is decoded, it

20 must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder

exactly where the original data terminated.
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12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1-1,-

1,-1,-1,-1,-1,-1,-1}. The values in this range are all used as end of message markers.

h) As previously stated, the last block of the message is padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the messége as an end marker. The end marker is calculated

in the following fashion:

10 1. B should be assumed to be a random integer in the range 0-375, and A the number

of the last message bit in the incomplete set of 19 bits.

2. A+19xB+2"%is converted into 12 terts in exactly the same manner as sets of 19

bits have previously been converted. The resulting set of terts will be in the range

15 {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1.-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the
end of message marker. The remainder of the polynomial is then padded out with

random terts.

Other calculations could of course be used to create the end of message marker,
20 provided that the result is a series of terts that falls outside the possible space used to
represent messages, and that one can determine, from the end of message marker,
which is the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantially

at random,) a marker from the appropriate part to indicate which of the last 19 bits

25 represents the actual end of message.

The padding of the message block could be at the beginning or at the end of the block;
and the end of message marker could be added to the front or to the end of the

resultant block of terts. The direction within a block is more or less arbitrary, and
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For the purposes of this example, it is supposed that there are only 4 bits of the
original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0, 1%, 2™, and 3" bits of this block of 19 =
10 belong to the original message and the 4%, | .., 18" bits are just random
padding. A is therefore set to be 3, since the 3 bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.

After this, an end of message marker is chosen. First a random B is chosen in
15 the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:
A+19xB+2"=3+19x122+29=526609.
20 The conversion of this integer into terts gives {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}.

Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly

seen from the fact that in the former 12-tuple all four of the leading terts (those

on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.
25 {1,0,0,1,0,1,-1,0,-1,-1 -1,-1} is the required end marker.

When the message is decoded, each set of 12 terts in turn is converted back into 19
bits. If operating normally, the decoding process will eventually encounter a block of _

12 terts that lie outside the range for conversion back into 19 bits. In other words, the
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This integer is the end of message marker. After this end of message marker has been
converted back to binary, 2!° is subtracted from it. The result is divided by 19, and the |
remainder taken. This returns A. Of the 19 bits of the block immediafely preceding the
end marker, the sequence of bits starting with the 0% up to and including the A™ bit are --

kept as original message bits. The remaining bits are the random padding, which can

be discarded along with any remaining terts. B

Decoding Example

For the purpose of this example, it should be supposed that the block of 12 terts
calculated in the previous example, {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}, has just been
received during the decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at least as large as 2'? (or in
other words has more than 19 significant bits in its binary representation).
Subtracting 2" and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0", 1%, 2™, and 3" bits of the previous block of -
19 bits are valid message bits. The other 15 bits can then be discarded.

It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not restricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus

could be used, provided that there éxists some suitable inaccessible space,
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ichy’'the present applicant considers to be protectable) Both algorithms utilise the

SHA-1 to produce an unpredictable and randomly distributed bit stream based on an

5 input seed.

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed. o
10
The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
SHA1Random and MD5Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
15 repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

is possible to add more input, which is hashed together with the current state.
Figure 9 shows how a simplified version of how such a generic PRNG operates.

20 901. It is necessary to ‘seed’ a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusabie as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing
of keystrokes or mouse movements. This data is called entropy.

25
902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
unpredictability of entropy might not be the same as its size. 10 bits of entropy may

only have 16 possible collective values and will therefore have 4 bits of
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903. The output from 902, together with the value of the counter in 904, forms the
internal state of the PRNG.

n

904. An internal counter is used to vary each block of output. The counter changes

with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs. T
10

905. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

906. The result of the hash in 905 is the pseudo random data. Depending upon the

15 application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

H() is defined to be the hash function; X||Y to be the concatenation of X and Y; Cto

20 be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P; to be the /™ 106-bit pool of random data that has been generated
since the input of E;and S; to be the 160-bit internal state that cfeates Py.

~  When the algorithm is first initialised, the counter C, i and J are set to zero and the
25 state, Sgo, has all 160 bits unset.

—  When the i pool of entropy is inputted into the PRNG, supposing that the current
state 1s Sy, then the new state, S;, becomes H(S¢-n]|ED.
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Pi;becomes H(S/IC).

This method acts as a secure mechanism for producing an indefinite cryptographic bit

Lh

stream from entropy input, but has the disadvantage of only possessing an internal
state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'% distinct bit streams produced

between input operations.
10

In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2™ possible NTRU PKCS private keys. If one used a PRNG with an internal state of

2190 wwith only one seeding operation, then at least 25%° of the possible keys could

15 never be selected.

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

20 which the cipher is being used interacts with the real world.

We propose two solutions to the problem of achieving sufficiently random data in a

platform independent manner.

25 The first is a self re-seeding PRNG. This method is fairly simple to explain, but places
an extra requirement on the system in which it is employed and as such is only semi-

platform independent.
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as much data as the smaller out of the internal state and the unpredictability of the
entropy, then it calls the platform specific function and requests more entropy. o

10

The second solution is more complicated, but has the advantage of being completely

platform independent.

The basic principle involves the use of a PRNG with a very large internal state. The
15 problem in producing such a PRNG lies in making it eryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random

- Large State) algorithm (this being the second of the two Tumbler algorithms

20 mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
| the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 22 distinet bit streams that can be generated between two

input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-

seeding PRNG. Another advantage of TSR-LS over a dynamically re-seeding PRNG

25 is that the latter will use seed data piecemeal, so the initial output will not be
dependent on some of the seed. With TSR-LS, all of the output is dependent on all of

the seed; any difference in the 2048-bit state has the potential to alter every bit of the

output.
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depicted in figure 10.  The hash functions could be embodied in software or,

alternattvely, they could comprise hardware hashing means.

5 1001. The entropy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding process will be slower the more hash functions one uses, but on

going operation times are independent of the number of hashes.

10 1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1604. The second tier’s hash takes in the output from all of the hashes 1002 in the first

tier and hashes all of this together. This ensures that every bit of the final output is
15 based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.

20 Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.

25 1003. This counter is used to ensure that each hash function produces new output with
every rehashing operation. Here, and in the example below, the initial output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003,

The re-hashed output of the particular re-hashing function is then fed to the second-tier

30 function 1004, which hashes it with the output it has previously received from the
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one of the functions 1002 needs to re-hash and pass data to the second-tier function

1004 when a request for new data is made.

5 The hash functions 1002 obtain add1t10nal £ntropy, from the-pol 1001 as and when
they need it. Altematlvely, additional entropv may be supphed en block to all the

functions 1002 at once.

A precise description of TSR-LS follows: -
10
TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(),
H,(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cq, Ci,
C; and Cj to be four 160-bit counters; I, Li, I and I, to be four 160-bit increments: E;
to be the i pool of entropy added to the Random Number Generator; Ey, Ei, Ei, Ex
15 to be four sub-pools of entropy for each entropy pool E;; Py to be the /™ 106-bit pool of

random data generated since the inpﬁt of Ei;_,' and Sy to be the k™ 160-bit intermediate

state generated.

—  When the algorithm is first initialised, Co, C,, C,, C3, I, I;, I; and I3 have all 160
20 bits unset, ;=0 and k= -1 .

- When the pool of entropy is inputted into the PRNG, the entropy pool E; is
divided so that the nth byte is placed in the entropy sub-pool E;, where a is the
lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete

25 set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E,, where a is the lowest positive residue of
n modulo 4. The last internal state block created should be defined as Si. For each
of the hash functions H,(), a sub-pool of entropy is concatenated with all of the
previous data entered into that hash. The digest for this concatenation is

30 computed, and the result placed in Spqs i
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10%1$&' () - BSBBCImaENptavdd is required, o should be taken o be the least positive residue of j
modulo 4. C, is incremented with the increment 1., by adding this value modulo

2160, Next, this value is concatenated to the input that was previously hashed by

5 Ha(), and the result is computed. It should be assumed that the lést internal state
block created was S;. In this case, the result of this hash is placed in Si;, and the

new pool Py becomes H(Sg||Sy|...[|Sks 7).

11. Sequence Generator ' _—

10 The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will

generate an arbitrarily chosen sequence, or to calculate the input from any part of the

15 output.

Since PRNGs are deterministic, a sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

that operates slightly differently from the PRNG (although a PRNG could be used).

20
The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
, % used as the first 20 bytes of available sequence data. After that, new sequence data is
provided by concatenating the previous output block with the hash mput and re-
computing the hash.
25

12. Efficient Modulo Arithmetic through the Use of Parallel Bit Operations on a
Vector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.
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This method allows one to use a bit (ie binary) based device to perform modulo
arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple
5 sequence of bitwise logical operatio.ns. One can use this to perform efficient modulo
arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for performing PKCS ternary operations.

12.1 A More Detailed Description of Module Arithmetic

10 Arithmetic modulo 7, for some positive integer base », concerns operations between

the r ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by 7.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
15

64=9x7+1,15=2x7+]1.

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

20 same integer. Therefore, it is possible to consider operations between residue classes.

“ezraed

Additiﬁn, subtraction and multiplication between residue classes work in the same way
as for normal integer arithmetic between any chosen representatives from the residue
classes. Usually the former involves choosing a set of representatives, one from each
25 residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., -1}, or the set with the lowest absolute value {[-r/2]+1,...,0, ..., [#/2]}.
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artthmetic 1s simpler than generalised integer arithmetic.

However, modern digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

12.2  Machine Assumptions

Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:

» The binary operation XOR defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are neither both set, nor both

clear.

e The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

 The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

The unary operation NOT defined to return a word each bit of which is set if and

only if the corresponding bit of the input word is clear.

12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

Digital devices will normally store integers in binary form in the adjacent bits of one
word. This is to permit the use of circuits such as ‘half adders,” which allow for carry
between bits. With a vector representation the value of a number is represented by bits

located in corresponding locations within different words. The value of these bits need

2004
#
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5 Performing a single modulo arithmetic operation between two integers is constderably
less efficient using vector representation than using normal integer methods. This is

because combining the 2x[log; #] words representing the numbers will generally

involve O(logs ) operations.
10 The applicant has realised, however, that the advantage of a vector representation lies
in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

15 Henceforth it is assumed that the three possible values of a tert (representations of a
ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
20 words. The bit located in the first word is set if and only if the value of the tert is not

zero. The bit located in the second word is set if and only if the value of the tert is one,

Tgper’

Hence the three terts 0, 1 and -1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner # terts may be represented in two »-bit words.

25 Example

Let us assume that we wish to use vector bitwise representations of the four

terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:
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Now, taking and storing separately the 1* bits and the 2" bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 157
bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words

3 themselves, for example using the operations XOR, AND, OR and NOT. This
avolds us having to deal witlh overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing moduloe arithmetic, this
10 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is

15 clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on three separate
20 words, the first representing all the first bits in the vector representation, the second all
the second bits and the third all the third bits. The approach would work for higher

bases as well.
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Modulo three arithmetic is performed in the following manner.

o Y

5 X, and X; are the two »-bit words representing the n terts xg, ..., X .1, where the_word
X contains the bits set if the corresponding tert is not zero and the word X, contains .

the bits set if the corresponding tert is one. Sirnilarly Y.p and Y are the two n-bit

words representing the » terts yy, ..., ¥ n.i. e

10 The result of adding the n pairs of terts (x, ;). each modulo 3, for / = 0 to (n-1), to
produce Z.p and Z; which represent the terts x; + Yo (mod 3), ..., x pq +y .,y (mod 3),

can then be calculated as follows:

Z,
15 Z.0

(X2 XOR Y1) AND (X; XOR Y_o),
(X-0XOR Y.4) OR (X; AND Y,) OR Z,.

i

The result of subtracting from x;, the value of y;, each modulo 3,fori=0to (n-1), to

produce Zg and Z; which represent the terts xo - yo (mod 3), ..., x ».; - V1 (mod 3), can

be calculated as follows:

20
cn Zy = (X-0XOR Y.0) OR (X; XOR Y)),
B Zi = (Y-0XORX;) AND ((NOT Y;) OR X_) AND Z..
The result of multiplying the # pairs of terts (x;, y;), cach modulo three, for i = 0 to (n-
25 1), to produce Z.q and Z; which represent the terts xo % yp (mod 3), ..., Xy X Vn-1 (mod

3}, can be calculated as follows:

Zy
Z)

(X0 AND Y_g),
(NOT (¥X; XOR Y,)) AND Z.,.

il
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Hence division is indistinguishable from multiplication.

12.6 Hardware and Software

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo

3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a~~

circuit diagram for multiplication modulo 3.

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

12.7 Use in Tumbler

The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on
modulo 3 polynomials. These aIgorithms in turn require the addition and subtraction
of polynomials. The decryption system requires the convolution product (star-
multiplication) of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sum, and so on.
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above subtraction method to be used to calculate the difference of the two

polynomials.

Since each polynomial in Tumbler can have as many as 503 coefficients this method

15 produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

processing generally, and is not restricted to use within cryptosystems.
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(i) determining which coefficient or coefficients of the trial
10 polynomial a are likely to have caused the failure to
decode;
(ii) adjusting the said coefficient or coefficients to define a new
trial polynomial; and
(iii) attempting to decode the cipher polynomial e using the new

15 trial polynomial.

2. A method of decrypting a cipher polynomial as claimed in Claim 1 in
which at least some of the coefficients of the trial polynomial a are sorted
according to their respective expectations of being the cause of the failure to

20 decode, the coefficient with the largest expectation being adjusted to create the

new trial polynomial.

3. A method of decrypting a cipher polynomial as claimed in claim 2 in
which, in the event of the new trial polynomial failing to decode, the coefficient

25 with the next largest expectation is adjusted to create another new trial

polynomial.
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which at least some of the coefficients in the trial polynomial @ are sorted

n'm.f.

according to their respective expectations. singly or in groups, of being the
cause of the failure to decode, the coefficient or group of coefficients with the

10 largest expectation being adjusted to create the new trial polynomial.

6. A method of decrypting a cipher polynomial as claimed in Claim 5 in
which, in the event of the new trial polynomial failing to decode, the coefficient

or group of coefficients with the next largest expectation being adjusted to

15 create another trial polynomial.

7. A method of decryptirig a cipher polynomial as claimed in Claim 6 in
which new trial polynomials are repeatedly generated, by adjusting the
coefficients and groups of coefficients in reverse order of expectation, until a

20 trial polynomial is found which properly decodes e; or until the attempt to

decode is abandoned.

8. A method of decrypting a cipher polynomial as claimed in any one of
Claims 2 to 7 in which the expectation of a coefficient, or of a group of

25 coefficients, is determined according to the respective coefficient values.

9. A method of decrypting a cipher polynomial as claimed in Claim 8 in
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which the expectation is determined according to the proximity of the

respective coefficient values to a pre-defined coefficient value, or to pre-defined

maximum and minimum required values.

10. A method of decrypting a cipher polynomial as claimed in Claim 8 or
Claim 9 in which the expectatioﬁh is detérmined with reference to values

maintained in an error-correction lookup table.

11. A method of decrypting a cipher polvnomial as claimed in any one of the
preceding claims in which the computation of the trial polynomial a includes

reducing to the least positive residues modulo q.

12. A method of decrypting a ciph'er polynomial as claimed in Claim 10 and

Claim 11 in which the pre-defined coefficient value is q/2.

13. A method of decrypting a cipher polynomial as claimed in any one of the
preceding claims in which the determination of whether the polynomial e has

decoded correctly includes reducing the polynomial a to the least absolute

residues modulo g.

14. A method of decrypting a cipher polynomial as claimed in Claim 13 in
which the determination of whether the polynomial e has decoded correctly

includes convoluting the polynomial o with the inverse, F. » of £, modulo p, and

reducing modulo p.

15. A method of decrypting a cipher polynomial as claimed in any one of the

preceding claims in which the said coefficient is adjusted by adding or

2004
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subtracting an integral value x,

16. A method of decrypting a cipher polynomial as claimed in Claim 14 and

Claim 15 in which ¥ is defined by g rem p.

17. A method of decrypting a cipher polynomial as claimed.in any one of the

preceding claims in which g 1s a factor of two. .

18. A method of decrypting a cipher polynomial as claimed in Claim 17 in
which g is 64, 128 or 256.

19. A method of decrypting a cipher polynomial as claimed in Claim 14 in
which p is 3.

20. A computer program for carrying out a method as claimed in any one of
Claims 1 to 19.

21. A physical carrier carrying a computer program as claimed in Claim 20.

22. A datastream representative of a computer program as claimed in Claim
20.



