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WO 2008/044998 PCT/SG2006/000299 1 AN AUTHENTICATION

DEVICE Field of Invention The present invention relates to an information
WQ@aeewity4dessice. In particular, the present 5 invention relates REE/ sle266/000299

for authenticating a user accessing information on computer- based

systems. Background The need for heightened information security is

intensifying as repeated segyri I.i]:1 dk ' atiqn networks,

identity theft and phishing%ﬁa‘éﬁ; ﬁa%ﬁﬁrﬁlfac eolé%%lgﬁﬂe@% enterprises

conscious of the danger posed by weak and insecure static
FiRRES rgépl%%%d i_nformation seCL_Jr_ity systems. _Consequently, consumers

and enterprises alike are more willing to invest in and employ
Thsoptastfetiivesntatiabédgtan tbusemfivemdijosofevarisyateyiteardwaesticular, the present
. tication.solutions that forms.of i ificati
e A R R R TSRl op omputer
bageddirstens.slowly moving towards the mainstream. Authentication

solutions can be subdivided into three different categories: hardware

tokens, software tokens, and biometrics. Hardware tokens include smart
Baglgvoamd readers, 20 Universal Serial Bus (USB) tokens, one-time

TIRARSWOTS- 9ENSIRIDG IRkeRsAN G ke i THESRARMSES RIS %J&"&?]Sft breaches

level of authentication by requiring users to present a” physical object tha

orcdpfornates acrarksdidmiyatsthanbahishingsritedrfohevativene leggsumers and
erfBRPERSVERRMLRY ST the la%%%?%@cﬁ%%@ﬁ%ﬁ”ﬁas‘é@l@ £82166,28Rord-based

local hard drive, for ensuring that network access is restricted to certain

in{EFNSR. SRBIY, 2515BMetresskLImnblogioRSBECETIRG FRifsBERsgIplike are more

wilRgIas asvRECES fall %W@&Q%M@{%lﬁ@&‘%ﬁ@%@éﬁffﬁé‘ﬁi@@“%‘fﬂ%m and
one of the most secure means of authenticating individuals using

haschvare B raticAtioRarRptE onicthh 858, :5sHE ifREe L fitdsaiHirndoniand enhance

ovEIAY BB RIS AIINRIHIR, IRIGRPSHSEMORtHAYRIFOKR VARMISH WY moving
Authentication devices such as hardware tokens are the most commonly

togapis he maiRsER#ation solutions today as the authentication keys are
normally stored on portable hardware tokens and are in the secure

possession of the users. These deyices further . .
Authentication solutions can be subdivided into three different categories: hardware

tolgens, software tokens, and biometrics. Hardware tokens include smart cards and readers,
Universal Serial Bus (USB) tokens, one-time password-generating tokens and the like.
These devices provide a higher level of authentication by requiring users to present a
physical object that can validate a user’s identity. Another less obtrusive and relatively
less expensive solution is the utilization of software tokens, which reside on a local hard
drive, for ensuring that network access is restricted to certain terminals. Finally,
biometrics technology is becoming increasingly popular as prices fall and accuracy
improves. Biometrics authentication is one of the most secure means of authenticating
individuals using bio-identifiers, for example, face images, hand images, fingerprints, iris

images, retina images, signature, voice pattern or keystroke dynamics.

Authentication devices such as hardware tokens are the most commonly deployed
authentication solutions today as the authentication keys are normally stored on portable
hardware tokens and are in the secure possession of the users. These devices further

enhance network security by providing a two-level authentication, serving as the users’
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enhance network security by providing a two-level authentication, serving

as the users' WO 2008/044998 PCT/SG2006/000299 2 digital identity
W Rg881IAd99%8nd managing the users' varied credentials regard|B€3/8¢2006/000299

whether these are encryption keys oEpasswords, on a single device.

Different authentication devices adopt different types of connection
o O R SIS, R IR e
thesstheatmatigptiteyikess requirsssardsctionadsirigkes deviivie rfadéfesenth aaghentication
de%zéé‘sq fd%dﬁﬁ]ac{ﬁ rdof! .toe%tho %X{%n%%t%n%%h%r ;?cners]e.cg)oé%el.i&%%}?%rda'ttié% devices are

observedthat the majority of existing authentication device solutions use
stdhdalo8B8 dsonersctiort ab arvimsad imaripseaypeeopivmdeiydse cAugbalosherdBnd, other

auﬁ%?éi!%%?&lsd%{f %%9%931%%%%1%%%8 G &@%E‘E%C&i.'}11‘€91‘}%‘89§e£§cﬁ°9@6§9§% AC-cards,

ased authentication device plugs directly into a computer's U _
Blpettsflusinyicstrarig @HBrygstimedomsombumisate iits sdweritgdsdhabdhe onajority of

eéﬁﬁn%%&%@%&%c ﬂ)(ﬁec{gﬁclé %&’uﬁ%? dayillepiigs &%%%Yé)?eagsa'i?ﬁ%gﬁiﬁﬁgrface type

ased authentication device either provides a pre-stored,
prisheri/ptberauh dheidABBrerapegahis sdsady sofidelreddrpiedaintheiaee an semputers
to@g}y-equests a user to enter a password in order to gain access to the
computer. A related application for the former authentication method is a
hardware token required by certain computer programs to allow access to

ASGIWALE ThePARIWRIE IR i?g%%?ﬁﬁgcﬂWQﬂﬂ? EUDRMRERUSERPRHSs, using

to enable the software to access ardware token for authorizing

USRS RO BAAWArENIDiCEOY S 8RR} 5\t S RBURE SRREIWe Once the USB-
bAeidnad ia becifieido Weachuf-pioklrmuBtbiRe Luli@Rhtication device either

authentication devices utilising authentication keys is that the

PravifientieafBhses carnp iedrcapheatisitidnslgerdekdbe EtrsHhbutftware  for

adfiRANRIAIGAHQM LRV R /NGRS Has ARt RRVERIS ST NC08PH 8he computer.
processor technology means it is 25 becoming easier for hackers to

Ajrrlated sPaHeptionr b e foreptipathsnticsioncrsthodd vt fmgdware token required by
certiNEIEAURP KR4I ANGHSHRERBUEENRUSING. €Y IRRESIRIE token is plugged

encryption key in a_sequence space. For example, an authentication ke

ing; g@mm%ﬁe{{éﬁ %ﬁﬁir@seélable the software to access the hardwareytoken for

authorizing usage of the software.

Good security systems should always be designed to be difficult to breach. A problem
with the current authentication devices utilising authentication keys is that the
authentication keys can be intercepted and easily cracked. Even though the authentication
keys are encrypted, rapid advancement in computer processor technology means it is
becoming easier for hackers to intercept and crack the authentication keys. Cracking of the
authentication keys is accomplished by exhausting every possible encryption key in a
sequence space. For example, an authentication key of 40 bits key-strength requires a
computer system to take 240 steps to find a corresponding encryption key. This kind of
computing power is easily available in most universities and even small companies today.
The predictability in the data format of the authentication keys during a key transfer phase
also contributes to the problem. Hence, it is unwise to employ only encryption as the only
form of security measure to protect the integrity of the authentication keys since encryption

too is fallible.
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computer system to take 240 steps to find a corresponding encryption

key. This kind of computing power is easily available in most universities
W% mall companies today. 30 The predictability in the RIGEE €e2(9900299

of the authentication keys during a key transfer phase also contributes to

the problem. Hence, it is unwise to employ only encryption as the only

form of, security measure to protect.the integrity of the authentication k
T A T L R o6 O AC6 4 FCPC DU DO Do te
auTlhwetéciitne lefpréna meedfmedictabli efoticatiot déwicdyhangreferatly difficulty of
in%urrcggetriﬁ) bg%%cggc r1Jrel ?#éhae Qﬂg attﬂg Qiiér?X(ln FhIAPIE géﬁhe}Péﬁ]‘i%Erﬁ‘n otr(r)nation access
eré’by crease thei |cuﬁy of intercepting and cracking the
oracthenticatiovekeysiemishits rdduissthgahimfooblationfzsceby comrent implementations

fcq@BH{%r- 39\/? ems for addressing the problems faced by current
© ir%p em}ar%ta%?)ns g%f authentication devices. Summary The present

embodiment of the invention disclosed herein provides an authentication
Suﬂﬁ\ﬂjn%?yBy multiplexing the authentication key with a chaos signal before
transmiitting the 10 authentication key, the authentication device increases

Theepsitfeotigrofadiengathehtibatioergrbding eiedc bssfinlyphordrsspead aentication
dﬂ%&k%%ﬁﬁm%@ RACkGIRNA66R WM@QH@&%& Seld %%tfglfet%nsmitti1lg the

invention, there is disclosed an authentication device comprising means

aubepiissiingen thatrenratientiveylexion degieaseticgdnbraldy afStmaushentication
kP BRI R LR IRALGHIAN KL YR MU Sy EaRIE Signal generator

is for generating a chaotic signal. The multiplexer further multiplexes the
authentication key and the chaotic signal together by embedding the

In2hibsratigatiapiiey inRtherhadickionalandndanetalingidflosed an authentication
authentication signal therefrom. The generated authentication signal

deyinss ceBwsisinh ARRNSIERTaPITBIENY Ainaiig niia tin Kpated ehnplhfigpdgenerator

arﬁi%ﬁdﬁiﬁ&@fpmﬁbﬁtﬁﬁtﬁ@ﬁlﬁpﬁ%t?@%%ﬂqﬁé‘st%f@ﬁz%ﬂt“%‘fé-&ﬁtmépﬁor is for
authentication key. In accordance with a second aspect of the invention,

SIRIALING gishiotischignaluthbRapukiicrrctnthce srupidmis tribestphepication key and
thBINSIRGRR ARG BBy R @RS IR RGN Be haButhenticationonal and

key, the authentication key being unique; generating a chaotic signal by )
8P8Tal 8 GHc AP iRatemsiea o theifiiaking the &SRSERFEatyIRaYCaRgn signal
pdhREBACKICRIMMR| signal property. Finally, the generated authentication signal is

providable to a computer-based system for authenticating the authentication key.

In accordance with a second aspect of the invention, there is disclosed an authentication
method comprising the steps of: providing an authentication key by means for providing
the authentication key, the authentication key being unique; generating a chaotic signal by
a chaotic signal generator; and multiplexing the authentication key and the chaotic signal
by a multiplexer by embedding the authentication key into the chaotic signal and
generating an authentication signal therefrom, the authentication signal for provision to a
computer-based system for authenticating the authentication key, the authentication signal
having a chaotic signal property. The means for providing the authentication key, the

chaotic signal generator and the multiplexer forms an authentication device.
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by a multiplexer by embedding the authentication key into the chaotic

signal and generating an authentication signal therefrom, the
W eppidation signal for provision to a computer-based systdH5G2006/000299

authenticating the authentication key,4he authentication signal having a

chaotic signal property. The means for providing the authentication key,
B thfﬁ ﬁo chafntic Oai;/r@ nerator and the multiplexer forms an

YetneREERIET delicd® W32 B88/044998 PCT/SC2006/000299 4 Brief
ErblestiriptiornOthT ievBrdewirngs Bisdostihbeteofafier imvéntideranecedisdlosdeawings, in
Wh%fle_inafter with reference to the drawings, in which: 5 FIG. 1 shows a

hblloc'k diagram of the usage of an authentication device in conjunction with

a sound card installed in a computer-based system; FIG. 2 shows a block

lagram of sub- t icati k ! . : :

g T e R By ion wit
a statadfrardratal adh detidomauitictmssshtystianfor embedding an

authentication key provided by a memory unit, the micro-controller and the

memory unit being sub-components of the authentication device of FIG. 2;
FI{s FrBowsshbloskadBiguarts ofrsiht oiiampenanfsof ibpaetbagtishiganeragoaccording to
anf?h%%%i‘ﬁﬁiéﬂtt@?ﬂ@im%ﬂ%ﬂiOn device of F.IGI. 2, FIG.5 shoyvs a graph ‘

illustrating a negative resistance characteristic of an operational amplifier

for use in the Chua's circuit of FIG. 4 for generating chaotic signals. 20

FIdGs Ersians Sransef hedamporal wavsiorms.isiir y ahablgscro-controller for

described by state equations of the Chua's circuit of FIG. 47 FIG. 7 shows
erabeddieges Sehemis dendiayarevidatdiby efaenosighilsthe meidaoiprsoller and the

mbERr? AL ihe autheRijsation devirealtib cfidhablysierepisChaos

Genérator circuit being a Resistor Capacitor-Operational
Transconductance Amplifier (RC-OTA) implementation; FIG. 8 shows a

Fwaaqsﬂﬁggtig&@awéi%&ﬁi%ﬁg}&ﬁftyopf&%ﬁwgigﬁagsg@taaﬁéﬁemra&erwith the
circuit o T
authentication device of FIG. 2;

FIG. 5 shows a graph illustrating a negative resistance characteristic of an operational

amplifier for use in the Chua’s circuit of FIG. 4 for generating chaotic signals.

FIG. 6 shows graphs of the temporal waveforms of state variables described by state

equations of the Chua’s circuit of FIG. 4;

FIG. 7 shows a Hysteresis Chaos Generator circuit for chaotic signals generation for use
with the authentication device of FIG. 2, the Hysteresis Chaos Generator circuit being a

Resistor Capacitor-Operational Transconductance Amplifier (RC-OTA) implementation;

FIG. 8 shows a graph illustrating a hysteresis property of the Hysteresis Chaos Generator
circuit of FIG. 7;

FIG. 9 shows graphs of the temporal waveforms of state variables described by state

equations of the Hysteresis Chaos Generator circuit of FIG. 7;
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30 FIG. 9 shows graphs of the temporal waveforms of state variables
described by state equations of the Hysteresis Chaos Generator circuit of
WO pN8704¥9%8 2008/044998 PCT/SC2006/000299 5 FIG. 10 shRAIZSEBI0@R00299

diagram illustrating the interaction bétween chaotic signal generators, a
multiplexer and the micro-controller, wherein the chaotic signal generators

and the multiplexer are_sub-components of the authenticatiqn devi S
FIGF|&) shawe srRicky Gt POCRORE stra?ﬁaaﬁls%i‘i%&’ 8 ilic. signa
gen%ﬁ@ﬁ,‘%1ﬁﬁ1ﬂ§1@l‘f@c&ﬁﬁﬂ'@@aﬂﬁcﬁdi%ﬁrﬂ’llelhu,tlvd’miehiidmsignaﬂiplﬁigfdécg@yerators

the authentication device of FIG. 2 fo the sound gard.i lleghd }
a0 G BB R R T B B e and
recovered from the chaotic signals. 10 Detailed Description An

authentication.device for. provjding authentication 549 8f the chaotic signal
FIGC%&@%W%QE&%‘%#W%%H %/iﬁaogﬁs%(é? &%@ﬁ%@] Icey is deschbed B
frorhereinaftenfonhsidasihgrthededdyoing aptuniiention devaerdritiGatdip the sound
evice, according to an embodiment of the j ion,: mulliplexesthftication k
Carcglﬁ‘?ﬁ %alf?o VAT %rhrg%sg(asis Seg?g]tc%%ﬁ%%gft%q%%ﬁhentication sié%%}on =
recdzRAf it rdiesrhibihgsipeadsithentication signal through an audio

connector to thereby increase the difficulty of enabling computer hackers
to intercept and crack the authentication key. For purposes of brevity and
DegsdyDdserti@senption of the invention is limited hereinafter 20 for use in

devices for. providing an authenticati - icati BR&d0s
AnSERTHRISIRA00 8 SRl hasan e caloninesns n
by ea@@dhgezﬁsaaﬂﬁr&idaﬁmnﬂ@m ﬁl&)dﬁ:mh@dabgm@ﬁ sfararddepsvesitanderegoing
progPer%tl ngffgee TOIMance as, AheNtcalinnikeYibasedsreme fordr @vidimgention,
tthéntication means to computer-based systems. The operational and |
muftiphtianahprintieleiitioddeewilehnes sgnsbtinemerinemahyaton signal

befare SAnail rotl’f@hg%‘l@ﬂfﬁ%ﬁ@ﬂb@fgﬁ%@nﬁﬁdﬁ@he%}poﬂmgné&{ﬂaﬁor to thereby
nvention 1S described hereinafter in accordance with FIGs. 1 to 11 of the

inctiraseings, idifivicylikef clernblits aremnnibierbRPATh Ifiee FBtETeFRIe and crack  the

aut%%l@'?%ecg%lghﬁgywith reference to_ FI(_S. 1, which is a block diagram
illustrating usage of an authentication

For purposes of brevity and clarity, the description of the invention is limited hereinafter
for use in devices for providing an authentication key-based authentication means to
computer-based systems. This however does not preclude various embodiments of the
invention from other applications that require similar operating performance as
authentication key-based systems for providing authentication means to computer-based
systems. The operational and functional principles fundamental to one embodiment of the

invention are common throughout other embodiments.

An embodiment of the invention is described hereinafter in accordance with FIGs. 1 to 11

of the drawings, in which like elements are numbered with like reference numerals.

With reference to FIG. 1, which is a block diagram illustrating usage of an authentication
device 102 used in conjunction with a computer-based system 104, a user (not shown) in
possession of the authentication device 102 first inserts the authentication device 102 into a

sound input port of a sound card 106 installed on the computer-based system 104 for
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device 102 used in conjunction with a computer-based system 104, a user
(not shown) in possession of the authentication device 102 first inserts
WaRS@IHEMication device 102 into a sound input port of a soR&d/8&29060H0299
installed on the computer-based systém 104 for WO 2008/044998
PCT/SC2006/000299 6 performing user authentication on the

computer-based system 104. The user authentication is.performed bv.an .. ..
D AR L oSBT 5o T e, Rl fication
is pesformddyThe authenticatiansdévier: 1@3itisbovrgnpreitesalled on the computer-
authentication, signal t shown), gener internally by the .. .
b R P TR e O, SSRCES IR A R athentication signal
(nsoshnovtdy ¢drBBatEh drseumall chyotid Buthpratetilydavidadde hel i ecltpuisr-based
card type that plugs int card slot i 08, % B pendent add-
oG TR A 6 PR R PO DR M Hpendent o
ontegattgpevitratimuedadmd solmptyutpd: st dace s andsudntl8aet aeeund module
henRedass digitizago ligation 1ognabatier WhithiSelated sound
v eut gqnﬁ%é%%ﬁ%%éﬁ%% é#gﬁ%@gt %:ﬁ%l p%gssed toa (.,%ntr_al 10 clate 'So?n
ouRreicegsifieresnit {8 Y undtaiitst Bi6 tHempenfboasdligiiFeidargiethe authentication

si ﬁ%ﬁ%@%ﬁi@ﬁ t%%%?ﬁ%éﬂﬁo%&ﬁhe,ﬁgh@?Qﬂcﬁigﬂﬁﬂ“@r}ﬂcﬁdﬁssea to a Central

ecognizing the type of authentication signal and decrypting a

Prpessinerypratl éultivBninsiaidr key grnbadirebenithid ABelauiiehecagepessing.  The
pr&ggﬁhg-r e ﬁ'r@%ﬂﬂ@ﬁ%i%iéﬁf%g?{a %%HEQ%Q@IHM%J%”%@%@ authentication

_results~obtained from the processing of the authentication signal to the
signadr ench deYDENG 0 AT Huetepappiedr FuthRNEsHiREtderYo wabeddachowithin the

aukR AN R AU RN RRRL AR SRNVED Al RI SR AT EBE MR LRI A@B tion results

FIG. 2 shows a system block diagram of sub-components of the

obirinesriiertitie aeessesiaof ircauihentivatianonicaal tedhrysebaptiggior 110. The
m8R¥INA4118s20phgeaind ek ayaMosaRI 2058 20MurthRI60MBSIReS0R: (not shown)

memory unit 204 and a micro-controller 206. Additionally the

lo‘éﬁﬁﬂﬁ‘eﬁ?ﬂi&?ti&@@é?ﬁé@l@ﬁ-comprises a first chaotic signal generator 208a,
a second chaotic signal generator 208b, a multiplexer 210, a battery unit
212 and an audio connector 214. The memory unit 204 stores an

FlGithehtwstiopyREWHRGK fipsems Rt et eNRTRERSS dh in AtenE g device 102.

TIRUAeIRRI ARl 08 Thagubenticatinnkey Joredhadadhe key module 202
authentication device 102 is unique to provide an authentication identity.
qA%ﬂ).pally the

furiegifreraRtiathg BRINEEH 4ith&fitcand riaavesceps lstheiicating
aviherERAHelcbRserh YR kO a first chaotic signal generator 208a, a second chaotic

signal generator 208b, a multiplexer 210, a battery unit 212 and an audio connector 214.

The memory unit 204 stores an authentication key which is pre-encrypted during
manufacture of the authentication device 102. The authentication key stored in each
authentication device 102 is unique to provide an authentication identity for differentiating
between authentication devices 102 authenticating with the computer-based system 104.
The encryption algorithm used for the encryption of the authentication key is preferably
one of symmetric key algorithm (private-key cryptography) and asymmetric key algorithm
(public-key cryptography). The encrypted authentication key is then stored into the
memory unit 204. The memory unit 204 is preferably of type static RAM. The micro-

controller 206 then coordinates the transfer of the encrypted authentication key stored in
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The encryption algorithm used for the encryption of the authentication key

is preferably one of symmetric key algorithm (private-key cryptography)
W8 HBetric key algorithm 30 (public-key cryptography). PRd/SG2006/000299

encrypted authentication key is then stored into the memory unit 204. The

memory unit 204 is preferably of type static RAM. The micro- controller

206 then coordinates the transfer of the encrypted authentication.lce
BRI W SBORIS08 TR0 DoRTo8 O R i g3 henever
antextdhieil sedpresinipahe nisloftietoiiestisaticrivddvice 102 whenever an

external request for the authentication key is received. The first chaotic

signal generator 208a and the second chaotic signal generator 208b 5
Tigefieraishabaotiigighajenfoatobi288ating the axetrentichiotikeigtimlogererator 208b

the presentation of, the authentication key in an unfamilj :
o oA R DL 14 SR LD 36 8 e presenttion of
thén dhtheméentamthksypiioviste siiforetise darsbikbfioy iteidestiRbsr sdaiepivgmat.  The
ob nscé:z%c}/ncg%céﬂngag‘%g&%%%ﬁrIH%CIﬁ?rt?n'Q Elqgﬁg}ntfﬁseg‘f&m&nim%aﬁd resiliency

already applied to the authentication key during the manufacture of the
againt$icrecaiovp i dovidey 02cking tirseamaotis bapkaryémaddiipp (8 neapption that

is ! ?eggg Qgr}};l?m%' Ctl?é gélﬁt&ﬁ%%?x? rk%p Bh-9f @Eﬁﬂgﬁ’&méy&}eﬁl@ buthentication

chaoti nals through use of differerit chaotic signal generating circuits.

deVive ftiglbgdirstichantis sieraltscachasidSigmd therpeasad shaplacsigmalegenerator
208c g fromicha dhe iRk chpolic aignpl AR erAlaRRIRR YrdithersRreRsbtic signal

chaotic signal generator 208b based on a configuration pre-determined
gedaritiggrirpvaisufacture of the authentication device 102. Although only

two chaotic signal generators for connecting to the multiplexer 210 are

described, more than two chaotic signal generators can be configured for

Thondtntsres 218 hentisiects 2sbadiprigrid Somidnrbtinasigadyrraeved from
thd PESTUHERIRXSIAA0MR40 PUdLRIRKaR he SINGRUERINB IS L ERERNRD 08D based

from the key module 202 together with the selected chaotic signal for

onyepepighpHADIeslsRAIBARAE st BABWRAT e Rfibmauthentication device 102.
AﬁH&ngﬁtmgpmga%amgnqﬁgéﬂamqsﬂm tearudincenpeciauRidei@r 210 are
e

the computer- based system 104 via a sound card installed on the

deserthsdicnorssbans e rhadie. sTERLeNe Eo aRibe SentigrsdpasRpapction to the
mbRB1SkRICO 1D NP {RGHPHIGIGRlity of chaotic signals. The multiplexer 210 then

multiplexes the authentication key received from the key module 202 together with the
selected chaotic signal for generating an authentication signal (not shown) therefrom. The
authentication signal is then transmitted from the audio connector 214 to the computer-
based system 104 via a sound card installed on the computer-based system 104. The audio

connector 214 is preferably of type stereo 3.5 mm jack plug.

The battery unit 212 is included into the authentication device 102 for providing power
needed for operating the key module 202, the first chaotic signal generator 208a, the
second chaotic signal generator 208b and the multiplexer 210. As the authentication
device 102 does not adopt the USB as a connection interface, the authentication device 102
is thus not able to draw power via the USB interface for powering the various sub-
components in the authentication device 102. Hence, the inclusion of the battery unit 212

then enables the authentication device 102 to function independently without the need for
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The battery unit 212 is included into the authentication device 102 for
providing power needed for operating the key module 202, the first

WQRWE41hal generator 208a, the second chaotic signal ge4F&tsE2081600299
and the multiplexer 210. As the autlentication device 102 does not adopt
the USB as a connection interface, the authentication device 102 30 is

thus not able to draw power via the USB interface. fo we?r@ﬁrwega rlle \I/lgéjso i-cell
an @i;btlmﬂlp@ﬁéﬁ@irﬁ)@ﬁ@raéﬂ%?ﬁica%ﬁ delier 183 Heed thE Rl

sion 0

baﬁ%ﬁgs{)attery unit 212 then enables the authentication device 102 to
unction independently without the need for WO 2008/044998
PCT/SC2006/000299 8 an additional external power source. The battery

FIGY t@ iE}%g@spigfaﬁB{#Sﬁﬁ%%%@@w alxagtttﬁ m?%lé:%?o a_slanmat bhelllthefn"a'meé-c;ontroller
Structure oOf a data frame o .assempile cro-controller.
206 NG A VTN, T AR o S0 o 42
franfPFROf (i 6??2&@ f&maaiﬁlefsei%sg Unsedied %&ta?’ﬁddslal\rej%mébeiﬂéqa}@ka time value
preamble , a time value 304, a specifig lcey.ya i
304eHééﬁéﬁ@d@.ﬁ%ﬁ%ﬁg&anlﬁb%%raﬁr&oq%eﬁ%ﬁr %Oé're@rea%%ﬁ%&qbﬁ%§§r‘% hible 302

is p?éh%l@ﬂi?l IBYRY Ry rigeilfieatinng heateidentifieaata heade BOChTHeta frame
time valu

ue 304 that follows after the preamble 302 is, pref 9 1
300 or iy 5 ¥ S S T A TG o GRS e Dol ot pAS, bits long
Thasiack afthe onickr santiolsn 0. tihe ttafués sronethindiy thridoghl g€ Hqmicro-

o SR 200 (0 D 01 BRI es o)
Moviaiug oitpined:fronyy e aldMiusuto MM omsed Sasimer pfue 304 is
L
104/ aueR0drisHb aehintiedddietibvied iR dtai freamied30notiihe saungdapw, port of the
o s 8 A L o o i
in Hlderasiahiained fhammhaegystémadibtkinf tetimpiiisr Hisan eysely fom the
e R e gt riomatcs v
tinfealisel an g Bradhednaimsthedssicamselriak mfnibe cqmeutidiegd system 104 by the
au%%%%ﬂggte?g)ri?\xa%ef@ %ﬂlsﬁ%%%u{ﬂt%«g IngiNe.MankREEPbERs tampered with.

The specific key value 306 is preferably 64 bits long and contains a device serial number
(not shown) pre-assigned by the manufacturer during the manufacture of the authentication
device 102. The device serial number stored in the specific key value 306 uniquely
identifies each authentication device 102. Lastly, the error bit checker 308 serves as an
error-checking field for the data frame 300. The error bit checker 308 stores a checksum
value calculated using a pre-defined error-check function, which uses an input parameter
calculated by summing a total number of bits obtained from the time value 304 and the
specific key value 306. Alternatively, the error bit checker 308 preferably contains a value
calculated by summing a total number of bits obtained from the time value 304 and the

specific key value 306.

To perform error checking, the authentication software computes a value by summing up

the bit values from the decrypted time value 304 and the decrypted specific key value 306
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device 102. The device serial number stored in the specific key value 306
uniquely identifies each authentication device 102. Lastly, the error bit

WQRHEHIBB serves as an 25 error-checking field for the dataP¢diie306/000299
The error bit checker 308 stores a ch@cksum value calculated using a
pre-defined error-check function, which uses an input parameter

calcylated b ming a.total number of hijts obtained fr e time v .
of i i e ST TRV DA Shibler SRR S LA f4° e dfiSicarion
soB@aneretenpotyscanthivk suwalusing aloi | sded hyresdafmedg artotahacdmbactién.  The

cofii AIRISELIOTLIE DS XANG S0 A0AhiN 30 ARSRILE ok ALERIRst checker
: ing, the authentica

PEFfOrm error chec lon software computes a value
308y $fithming wplittrehitdaldes demithedycofptedttamenitikie 3o farde 30 is then

asdeCr p%(?(?) S%%%g{c ﬁg Vg}lgf—:‘ ﬁof%evg%ozqugég%gg& P%I(!I’%Qﬁg %9{9 Q%ggty of the
of the data frame as received by the computer-based system 104.

trafikmittathdaticfition: Sowiareoprpuissdaartde i drangsittethdataniame 300is thus
digcr%%%%fined error-check function. The computed checksum is then

compared against the value obtained from the error bit checker 308. If the
Thegemdmtiomafchhiot dsigrate gty usk tiveirathoniudeeiicatipante goo K02 can be
ac%%ﬁ;ﬁsﬁgauu@ﬁ% tﬁngﬁiyl %ﬁ&d?q NEGF 'fcﬁé%ﬁw(ﬁi\éﬂgiegeﬁgrgﬂéﬁl ARt Gvailable.

data integrity of the transmitted data frame 300 is’”compromised and the
Oneapthittedigatonimmuy3esid thaetieisiennde dermietigararavibnsor Elstrceircuit 400

asSIAPRI formee withiihe auihapiicRiign AevicR-106:Consh & raRGaBIP!ER8dhe Chua’s

using many various types of chaotic signal generation circuits available.

CitGIOHY dpirespaordngoshantispiaseld chabuehsiyAeirlg ietetishen e i 400 can
beCHbRRGH RO AU B EICchud bedifstiehagticreighg dengratahos, World

208a preferably uses the Chua's circuit 400 for generating chaotic

Scipstisie. A3 HMesgisafier ot uas Ralarmend barl isetoptamed Rofence 1 is

hkVataneatdd GPvas Siewtertd aradigm for Chaos, World Scientific
1993" (hereinafterreferred to as Reference 1). The content of Reference

1is 15 hereby incorporated by way of reference. The Chua's circuit 400

THSEhaR OREGHPRALAMRENTIS GlRlsHMD)athplNES PEIREWS) rERISIRACE negative
for imparting chaotic characteristics to the generated signals. FIG. 5

Teéﬁ&}@%‘?afoérﬂﬁ%ﬂ‘i@ﬁr&lﬁﬁ@i‘é FegasisEvésisiabe & driigaady-thElC- 5 shows a
orapR ARl AP lifigyatis8ddBistance characteristic of the operational amplifier used in

the Chua’s circuit 400 for generating chaotic signals. Additionally, the Chua’s circuit 400
is described by a group of state equations according to Reference 1. Generated graphs of
the temporal waveforms of the state variables described by the group of state equations of

the Chua’s circuit 400 are as shown in FIG. 6.

Similarly, the generation of chaotic signals for use with the authentication device 102 can
also be accomplished using a Hysteresis Chaos Generator circuit 700 as shown in FIG. 7.
FIG. 7 shows a Resistor Capacitor-Operational Transconductance Amplifier (RC-OTA)
implementation of the Hysteresis Chaos Generator circuit 700. The RC-OTA
implementation of the Hysteresis Chaos Generator circuit 700 is preferably used by the

second chaotic signal generator 208b for generating chaotic signals.

Further details on the Hysteresis Chaos Generator circuit 700 can be found in

“S.Nakagawa and T.Saito, An RC OTA Hysteresis Chaos Generator, IEEE Trans. Circuit
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20 the Chua's circuit 400 for generating chaotic signals. Additionally, the
Chua'’s circuit 400 is described by a group of state equations according to
WERMSBHIESL. Generated graphs of the temporal waveforms #KiHS©806/000299

variables described by the group ofigtate equations of the Chua's circuit
400 are as shown in FIG. 6. 25 Similarly, the generation of chaotic signals

for use with the authentication device 102 can also be accomplishe
SystukiAg, d Hystdids 6Ha 09 P Sharsinalicn feres® §%ﬁ%§ﬁfﬁﬁeﬁpﬁé§; dET&?"men;
7  ResisiorifRpasiiesdaneatiookdtanseandliGtah dertharpilters a grap
of re{é(.g}-gcé)lgTS%\a)lgi?E%%r%éntatlon of the H $?eresis; Chaos G&nerat%)rrcircuitig%o. In

S
illusﬂfhénlg(?—dwﬂerﬁﬁiﬂe%@ﬁﬁﬁoﬁfofhﬁjwﬁﬁéer%&s Hos'Eeherator Gircuit

2000 iR PrafsIabl diseduay the: 3Qereontisciacinsignaligeitiraioe F08Ednibing
generating chaotic signals. Further details on th Hl}lstﬁresis c%ht
the qpsrriraRs, éﬁ%ﬁ?‘?@@t‘&ér?f)glfowatﬁ’iesgE%‘?(%Sg%evae%ngrﬁ Ao

- éf#ﬂét%ﬁﬁ?'@fz@h@@%féﬁﬁ@@waﬁﬁ JrgibleSinasiriid DYOBOLIBTBOL state
BCT/SC2006

000299 10 Syst. I, 43,12, pp.1019-1021 (1996)"
equytiensinhther Pyrieretis o MORERIEAIY Eﬁr.cﬁﬁeﬁgc)’)lﬁ{gr?ts Si)bfgre elrrgrliég'z%s
hereby incorporated by way of reference. FIG. 8 further shows a graph

illustrating a hysteresis property of the Hysteresis Ch [tk SrGuhit 700
Prefpodlin ea@amﬁﬁ&%&?e%&%%“gé@ ri eséf}?a?fg%%egbso ﬁs:"lt%;éae@%quations is
s ifsfinaklefr deasribimg Srhepperaite dlabaraete(Slidge\nf the Hysteresis

haos Generator circuit 700. Generated graphs of the temporal

waveforms of the state variables described by the group of state )
As BEUATIES e FiyGIorelisEheosh6 enerafdruirchioioGanahgesissiorinvith the

FIG. 9. Preferably, each of the Chua's circuli the B \sief&Sishaotic signal
RS S i e e e U S :
genE"fQ{Qr@Wﬁm@f@%ﬁmiﬁ%#W@@de@c%ﬁib%i@ﬁE@ ape needed for

illustrates the yse of two chaotic signal geneyaiors Witk dhenBHLiIRIBXE!-Generator
the Hqbfuscating; 8'#16{[ |cav¥§r?3 1§%tr1]%r}aggly Zggagﬁc&j the second chaotig% signal

(U@SGSTAI0R R0Steférhenddetvepronote thathenasiditiennt yra eienitorienal
are needed for 15 the pbfuscation of icati e sional fors,
FI%&&ét%ﬁﬁ?ﬁé%‘-’éﬁ%C iéﬁ%an%ﬁté%‘ﬁ%‘r%?gfa ?Ié%eé%ﬁ&% @habilc signal gonerators

_ 2 is preferably
speatiEiedjoirmdtie anoliES GdtRInay b iheawrtinkase Jighand the kp faodule 202

system bIocIigdia am.showi se of a plurality of chaotic signal
for gltuseape t %%‘c%h%%@%h%‘i‘uﬂu g the UCSG 1002, with the multiplexer
210 and the key module 202

. _Generated
R

When more chaotic signals are used for the obfuscation of the authentication key, the
authentication signal thus produced becomes more complex and unpredictable. The UCSG
1002 functions as another chaotic signal generator that generates chaotic signal of different
characteristics from the first chaotic signal generator 208a and the second chaotic signal

generator 208b.

More than one of the UCSG 1002 can be configured and utilised in tandem when required
for generating chaotic signals with different characteristics. ~The multiplexer 210
preferably functions as a switch for selecting a chaotic signal from the plurality of chaotic
signals received from the first chaotic signal generator 208a, the second chaotic signal
generator 208b and the UCSG 1002. Alternatively, the multiplexer 210 functions as a
multiplexer for multiplexing the plurality of chaotic signals received from the first chaotic

signal generator 208a, the second chaotic signal generator 208b and the UCSG 100 to
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for obfuscating the authentication key. 20 When more chaotic signals are
used for the obfuscation of the authentication key, the authentication

WQe80t0%8produced becomes more complex and unpredictaRd/SER906/000299
UCSG 1002 functions as another chddtic signal generator that generates
chaotic signal of different characteristics from the first chaotic signal

enerator. 208a and the second chaafic si 5 rator 208b. M
o A R R AR i e
resuliénprelpatedsiforatevithr shin guthactiesgnkéy wetleistiffefenn chalegteniedals. 202 for

eThrea trrr11uIE’i[i)eleaxe%#'1 eznjfp B(r)%fg{abllyt upe%tljgns as a switch for selecting a
& (I:]ﬁaohc,gsgnalf FOMm he pIur%ﬂlaty of chaotic 30 signals received from the
first chaotic signal generator 208a, the second chaotic signal generator

Uszegsgu%‘]e t‘f&%t#éﬁ? thla&g?egd %Lﬁ‘ﬁ:{}?t%eéVaﬁ'af?@%&PAEX%%%%UCBP&%%%%d on the

a multiplexer tor mu xing the plurality aotic signals received from
cothgfirstlehadtivstignil4esiogtbe 208wntinatsersimhdheionidsiyhalthe authentication

de%?él;ﬁ@lc%rago SRAINEIHCHC pRY t?l\_/\égog\gogl ﬁgégﬁgrt_illustratin%_haeprocess for

006/000299 11 thereby obtain a resulting chaotic signal. o
detectiigeherchaotih sighalsHeomihasiethestinatioasugngg pieasirs diyribe witthentication

de %ea%E%QQﬁQggﬂdﬁeé/af@?ﬁgvﬁfé&rﬂ{’r?h@9&@%9—%%%@%{% me@fgﬁgwchart of

the authentication signal therefrom. 5 User authentication is carried out

Fighel Atnericalishaiefidesryprenindtiraudieicatiom bereicprisaadsfismnthe chaotic
si %gagsg GBI ERIqaton SioRR RrRUded RY ISR ReRICAIQNhE YR ntication

as shown in FIG. 1. FIG. 11 shows a flowchart illustrating a process

siggel dthe amtbenic et S Al ipaeier ot debermeinien Ligvaly (fidhy Lyapunov
expbiBR A DSRACAIRN ARVicH HtiPlfrannd gariddasiaiieding 8he equation:

computer-based system 104. The flowchart of 10 Fig. 11 further illustrates
decryption of the authentication key recovered from the chaotic signals.

Referring to Fig. 11, when the authenfiq,aﬁio ;é[ re receives the
authentication signal, the aumeﬂﬁmueislglﬁ'zi&fspected for
determining the value of the Lyaﬁ'ﬁﬁd\\f eXp néft in a step 1102. The

Lyapunov exponent is defined according to the equation: | 15 ,t=lim 1
,Indf(x0)

wherein A is the Lyapunov exponent, N is the number of iterations, » defines an »-
dimensional phase space, and x,is the starting point. A positive Lyapunov exponent

indicates that the authentication signal is chaotic in nature. A decision is then made in a
step 1104 for determining if the Lyapunov exponent is positive in value. If the value of the
Lyapunov exponent is found to be negative, the authentication signal is then discarded in a
step 1106. On the contrary, if the value of the Lyapunov exponent is positive, the
authentication signal is chaotic in nature and is hence accepted by the authentication

software as a valid authentication signal.

The authentication software then finds the preamble 302 of the data frame 300 that marks
the beginning of the data frame 300 in a step 1108. When the preamble 302 is found, the
authentication signal checks and decrypts a sequence code (not shown) located after the
preamble 302 of the data frame 300 in a step 1110. The sequence code comprises both the

time value 304 and the specific key value 306 in encrypted form.
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iterations, n defines an n- dimensional phase space, and xo is the starting

W aMs/0a489%itive Lyapunov exponent indicates that the autheP€i€&§ex406/000299
signal is chaotic in nature. A decisionlig then made in a 20 step 1104 for
determining if the Lyapunov exponent is positive in value. If the value of

the Lya v exponent is found tqQ be negative, the authenticati i
In 8 N o r 8 AL T A0 O s RTY,  O VI oy et for the
sediympuirodenginpeaht isodsiiive] theralibdnfivation sigighis etvhetisinm value. The
nature angd is.hence accepted by the authentication. sof [
o TS R e L ISR SHUNTE 338 hcor 08
of pireatuta|&302 30thandatalériniva 30Gkeatimarkspthédegifithaghfakwgaralue does
no[ramPc ng I.nvglﬁéegb;l‘alﬁgd Vf\{gl%r:jt eé%%i’ﬂ:t%’ I%h%gﬁells g@%f‘@héh@ata integrity of the

authentication signal checks and decrypts a sequence code (not shown) -
sedueatecafteisivonrennisié S6Dth¢ tegutuee fradreiSobieaustaly His@rdudein a step
qu e [o]¢] ime_.v specifi i
L e o R e e o BB oo b
chacken a(;lieﬁlﬂmﬂ;euﬁécdmaﬁbw@ms@ﬁww@qaémm@@ Aécwadyithe specific key
Vaﬁ.j@%%t'&naf%rtépel 5\ .u%geti?ﬁ)éj%aﬂﬁ@gdﬁ]eaﬂéeﬂ%wr@ﬁbﬁﬁlé 306 are then

nction to obtain a checksum value. The checksum value is then
chednp dred eiyesttsthendzanetstdasiti o ftheriakent isnestedr BGY- offts values

ard! 8&%%11%&%%@%&%&@&15&9@dﬁl%é%eﬂé rﬁi@c%&%@cﬂ-ﬂ&xelgfgﬁ thesksitever, if the

value does 5 not match the value obtained from the error bit checker 308,
valhesdatalpicagringdiarhe eutpsbribe idsadificadpnrehnuteniinatieg of the user is then
colEALLRGH ggg&, ip19ybsequently discarded in a step 1116. However, if the

checksum value matches the value obtained from the error bit checker

308, the authentication software extracts the time value 304 and the

Tn SRECHiICEEYn Y HNARIE 4R uiiRRthEBn TS 10 goehie 3t and WRIRRGeHiton key-

key value 306 are then 10 checked for correctness and another decision

bapeuanbeniication anses 1220 apmRiFAateh  Herk rininssPtiPpS according fo an
eniBEAEFESH BraniHesH AR drcrideskidhe Staeobld didaweneiads Bfmplementation

values are determined to be correct, the identification and authentication _
apgroRehasadapipd Ry existing authentication devices. Although only one embodiment of

the invention are disclosed, it will be apparent to one skilled in the art in view of this
disclosure that numerous changes and/or modification can be made without departing from

the scope and spirit of the invention.
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completed in a step 1122. 15 In the foregoing manner, an authentication
device for providing an authentication key- based authentication means to

WQ200813d988-based system is described according to an emb&@if¥ER096/000299

the invention for addressing the fore@®ing disadvantages of
implementation approaches adopted by existing authentication devices.
Although only one embodiment of the invention are disclosed, it will be

Clagigparent to one skilled in the art in view of this 20 disclosure that
1. humeiaushehapgaesandior awgliizaiion can be made without departing

from the scope and spirit of the invention. WO 2008/044998. .. i
BTS00 TREAE 1T PIS585 7S R AR cigadey being

compfigiag: means for providing an authentication key, the authentication

key being unique; 5.a chaotic signal generator for generating,a otic
signal; anoaéﬂ?ﬁaﬂfpfé%arlf%?r}?f&fgﬁéﬁi %nﬁ%azhélgtﬁg#ﬁég ,S}%}}%ly a2'151%}1Ia<(;lithe

chaotic signatuyphsrbetidingitisl attipaht catiomieationd:tyeotidatichaigiasignal
and generating an _authentication signal therefrom, the authentication

sigrdy ﬁ@\lﬂﬁ‘ﬁdé{lgﬁ%ﬁg%‘aﬁﬁa hrope ti}}tfgﬁv%ﬁé?gi)[ rilctﬁlgga%t Sen%%iiléltl%n.ng 'an
signaltiseprievitabitdisa htheraporierivasetis) stamonfoigaalt hewtigainbagiis signal
authentication key. 2. The authentication device as in claim 1, the chaotic

signB¥i%B&H&rator comprising one of a Chua's circuit and a Hysteresis
Chaos circwihet&Bticharthetitentioatignakisipeoasiab s 2ompuchliassd system

circyjt and the. Hysteresis (‘%ha S_gircyit being implemented using

Fiel 95?83?5%%%&% afe" ?Pa%%ﬁﬁ’%ﬁéip4 The authentication device as

in claim 1, the chaotic signal generated by the chaotic 20 signal generator
hawﬁé%g Oesrll L\{:gt{' {i SRy 5 Oc@agﬁ%12%4‘3%&%@?&@%@&%@?U?ﬂnprising one
d cordlng o the equation: N-1

of a Chua’s circuit and a Hysteresis Chaos circuit.

The authentication device as in claim 2, the Chua’s circuit and the Hysteresis Chaos

circuit being implemented using Field-Programmable Gate Array (FPGA).

The authentication device as in claim 1, the chaotic signal generated by the chaotic

signal generator having a positive Lyapunov exponent, the Lyapunov exponent

being defined according to the equation:
1 N-1

A=lim— ) In

Now» N o

df (x,)
dx

n

wherein A is the Lyapunov exponent, N is the number of iterations, » defines an n-

dimensional phase space, and x,is the starting point.

The authentication device as in claim 1, the means for providing the authentication
key comprising a memory unit and a micro-controlier, the memory unit for storing
the authentication key and the micro-controller for coordinating the processing of

the authentication key by the multiplexer.

The authentication device as in claim 1, the authentication device further

comprising:
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A=1lim 1 In df (xo Ncx" wherein 2. is the Lyapunov exponent, N is the
number of iterations, n defines an n- dimensional phase space, and xo is

WOHRIMHA+EIMSG point. 25 5. The authentication device as in claimPCERGAeE9299

9.

10.

11.

for providing the authentication keylgomprising a memory unit and a
micro-controller, the memory unit for storing the authentication key and

the micro-controller for coordinating the processing of the.autrtle ticf%tiggfa
key by themutipleeier B GOIIRE ERALMIGAMR ARBIALR AL APELRC 2 e

auifieqicaton deieeduriies: carpasing: WOpR0ARIA480Buthentication signal
P C2006/000299 14 an output interface being re vglb cou Ia&le
to tarthasauisteitanis Shaauthsrilienikey ﬁ?é"@otﬁjfﬁﬁf’é{ﬁge & Cofg‘upn

et-based
Sys or

pr%y&@éﬂgﬁ%ﬁﬁﬂé%ﬂﬂ&%i@ﬁ@igﬂgh&ébamthas@uinnmeimihentication
key being retrievable by the computer-based system from the
authentication signal received by the sound circuit. 5 7. The authentication

dexige AsihalainA dheceuipl! IMBHacebeingaimedioe toimeetomdo
The authentication device as in claim 1, further comprising of a battery
unRaredQTpowering at least one of the chaotic signal generator, the

means for providing the authentication key and the multiplexer. 9. The

authentication device as in claim 1, the authentication.key bei .
or L RS S DA FEAEEHaR R A ry e fo
authaptisatianikas. ok b0trtRatiestisatiganmethndheomyuisifier pregeips the

of: providing an authen iggéion kei bg means for providing the
auﬁgh?@é‘{?é}?%‘?,’ REHEATGH key being unique;

The authentication device as in claim 1, the authentication key being pre-encrypted

and pre-stored onto the means for providing the authentication key.

An authentication method comprising the steps of:

providing an authentication key by means for providing the authentication
key, the authentication key being unique;

generating a chaotic signal by a chaotic signal generator; and

multiplexing the authentication key and the chaotic signal by a multiplexer
by embedding the authentication key into the chaotic signal and generating an
authentication signal therefrom, the authentication signal for provision to a
computer-based system for authenticating the authentication key, the authentication
signal having a chaotic signal property,

wherein the means for providing the authentication key, the chaotic signal

generator and the multiplexer forms an authentication device.

The authentication method as in claim 10, the step of generating the chaotic signal
by the chaotic signal generator further comprising the step of:
the chaotic signal generator being one of a Chua’s circuit and a Hysteresis

Chaos circuit.
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generating a chaotic signal by a chaotic signal generator; and 20
multiplexing the authentication key and the chaotic signal by a multiplexer

WR2088B4R%ing the authentication key into the chaotic signal aRfdl/SG2006/000299

12.

generating an authentication signal fiferefrom, the authentication signal
for provision to a computer-based system for authenticating the
authentication key, the authentication sjgnal having. a chaotic signal
robER GBS HEE AL PRI SR ST St R gpacrator
chagligesigiaalf BRNEkatos aeuihend tieIseséoisrGhansaitbeintioetioncomprising
device. it. The authentication method as in claim 10, the step of

geﬁ@?éﬁ%%e chaotic signal by the chaotic signal generator further
comprisingithgl&temidigIRetidwitsciicwional teridyatorebisifhameipfet using
Chua's circuit and a Hysteresis Cgﬁg ircuit. WO 2008/044998

PCHE %W@Blgl%é‘a{ﬁi‘%g utéﬁr:)[“lcation method as in claim 11,

the step of the chaotic signal generator being one of the Chua's circuit

13'an heéﬁ%%%{g%%%ﬁ;@%ﬁi5%9%61%%}%‘3{ (E,ﬁﬁn srtlg mgf Qﬁ‘eﬁﬁﬁg ﬁle chaotic signal

14.

15.

imp i &t e Hysteresis Chaos circuit using 5
Fielsl Biogtantinaiteabatactarayc(aREAngBe Frep alithentication method

as in claim 10, the stop.ohaeneraling (e ehaplic:sional Ree 1a0lng o
signal gene%arfor col%prlsmg the sgep of. generating the chaotic signal by
the ghaittie digaphgenexataehvivg ya0uposiipensrieiu dalpsdascartng to

Lyaqﬁngv exponent being defined according to the equation: N-1 2 = lim

1 In X0) "N-w N "=0 dx" wherein .i is the Lyapunov exponent, N is the
number of iterations, n defines an n-d¥nensif(g)phase space, and xo is
the starting point. 15 A= },ll}}oﬁ RS

n=0 n
wherein A is the Lyapunov exponent, N is the number of iterations, » defines an n-

dimensional phase space, and x,is the starting point.

The authentication method as in claim 10, the step of providing the authentication
key by the means for providing an authentication key further comprising the step of:
providing the means for providing the authentication key with a memory
unit and a micro-controller, the memory unit for storing the authentication key and
the micro-controller for coordinating the processing of the authentication key by the

multiplexer.

The authentication method as in claim 10, further comprising the step of:

providing the authentication signal to an input interface of a sound circuit of
the computer-based system by an output interface being removably couplable to the
input interface of the sound circuit, the authentication key being retrievable by the

computer-based system from the authentication signal received by the sound circuit.

16. The authentication method as in claim 15, the step of providing the authentication

signal to the input interface of the sound circuit of the computer-based system by the
output interface further comprising the step of the output interface being an audio

connector.



14. The authentication method as in claim 10, the step of providing the
authentication key by the means for providing an authentication key

WaRapR9488P8prising the step of. providing the means for providi€ig/$6g006/000299

17.
5 18
19.
10
15
20.
20
25
21.
30

. alfhenutamiceiommethedRtitifiB, d

authentication key with a memory urgt and a micro-controller, the memory
unit for storing the authentication key and 20 the micro-controller for
coordinating the processing of the authentication key by th n][ulti exer.
19kEhethetiisaticatiopthad ol iR é@a‘ri?r‘%?l‘fﬁﬂwgflﬂéﬁ’r%ﬁﬁf‘sf‘n%pt € step

of: pfOVidQ@&E{ﬁ@%%ﬁ@?ﬁﬂﬁﬁ fignaleaR innedsnteadelef damimegnal
circuit of 25 the computer-based system by an output interface being
regaoeraisdy, dbapribradrirenth s FHERIEEDT the sound circuit, the
authentication key being retrievable by the computer-based system from
the authentication signal received by the sound circuit. 16. The ticati

?éef éﬁeg for;f)c oy Icr%l%hee authentication
a%bg%?%@%ﬁﬁﬁﬁ%é&&ﬂi@ﬁh@@wf@ﬁe of the sound circuit of the
computer-based system by the output interg ce further.comprising £A6 module.
step of th@TuepGETRIELS BEAICAR G iRFGH %eﬁﬁlggfborr.l\lﬁ%naz%és8lo44§9r§0
PCT/SC2006/000299 16 17. The authentication method as in claim 10,

further comprising the step of:_ providjng a battery.unj wering at
ledst st eRHRRIORST SR gt?ﬁié‘? t‘%%{“t%résﬁé%/ﬂr%?o é@fﬁé gﬁd the
multiplexefe & kS d i AERenREeRSIOs gnethych asimpolairhaed wistsiapth?
providing the authenti gti,on k(i%r\{/

. k dul isi h
of: B@%‘é%ﬁﬁﬁ@lgmf Fung B égt%dt tﬁguatﬁélrﬁh%n%ga{'}?ﬁ@é{ﬂ&gt e step

e Ication key onto t’he_key )
module. 1gtAniapthentinatidaieyreteeyatomethodubenpraing sisnglagscived
of: 10 receiving an authentication signal by a computer-based system, the

autiherthe SAEPSGHAEEIY BYBVHEd by an authentication device; _
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for authentication thereof.

The authentication key retrieval method as in claim 19, the step of detecting the
chaotic property from the authentication signal comprising the step of:
checking the authentication signal for a positive Lyapunov exponent, the
Lyapunov exponent being defined according to the equation:

df (%)
dx,
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wherein A is the Lyapunov exponent, N is the number of iterations, » defines an #-

dimensional phase space, and x, is the starting point.

The authentication key retrieval method as in claim 19, the step of extracting the

authentication key from the authentication signal using the chaotic signal comprising

the step of:
Jocating a preamble for detecting a data frame, the preamble being

representative of the header data field of the data frame.



wherein the authentication key is providable to the computer-based

system for authentication thereof. 20. The authentication key retrieval
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the authentication signal comprisinglthe step of: checking the

authentication signal for a positive Lyapunov exponent, the Lyapunov

exponent being defined accorgi&%to the wtion: N-11=Ilim1~ Inl df

(xo) N wherein A is the LyapOMENREEhEHANE the number of
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starting point. 21. The authentication key retrieval method as in claim 19,

e sigpafexsaciingthenpihiantication key from the authentication signal

using the chaotic signal comprising the step of: 30 locating a preamhle for
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being, unique and pre-stored onto the storage module; a chaotic signal .
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théhemiibenticatignakethartrdne chaaticisigticdtbyn esgheddimgripea chaotic signal
aluothee tication key into the chaotic signal and generating an
Buthéntication signal therefrom, the authentication signal having a chaotic
signal whepenyhevidientitreiantsientication pigmaliis for pravigiotetdased system

FBRMISHERARRY SYSIM.AREARRRyating the authentication key.

The authentication device as in claim 1, the chaotic signal generator comprising one of

a Chua’s circuit and a Hysteresis Chaos circuit.

The authentication device as in claim 2, the Chua’s circuit and the Hysteresis Chaos

circuit being implemented using Field-Programmable Gate Array (FPGA).

The authentication device as in claim 1, the chaotic signal generated by the chaotic
signal generator having a positive Lyapunov exponent, the Lyapunov exponent being
defined according to the equation:

1 N-1

A=lim— > In

N—sw N

ar(x,)
dx

R

n=0
wherein A is the Lyapunov exponent, N is the number of iterations, » defines an n-

dimensional phase space, and x,is the starting point.

The authentication device as in claim 1, the storage module comprising a memory unit
and a micro-controller, the memory unit for storing the authentication key and the
micro-controller for coordinating the processing of the authentication key by the

multiplexer.

AMENDED SHEET (ARTICLE 19)
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2. The authentication device as in claim 1, the chaotic signal generator
comprising one of a Chua's circuit and a Hysteresis Chaos circuit. 3. The
WQRep¥Mi9a8ion device as in claim 2, the Chua's circuit and thePHY&16€2866400299
Chaos circuit being implemented udfhg Field-Programmable Gate Array
(FPGA). 4. The authentication device as in claim 1, the chaotic signal

enerated by the chaotic signal generator having a positive Lyapunov
@&M%%‘?ﬂ%@%%‘ﬂﬁ%@%%ﬂ@hﬂ pinguthentesfigacdirryfithes comprising:

equation;: ditpafGrke i telind enes AbEXe SURBIBIO B i D kYRRYARY of a sound
exponent, N is the number of iterations, n defines an n- dimensional
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selaimnclrdtie sherageEnaeatiocReIPHsing AMEVABIY bithakd@puter-based system
micr -conirbce)ller, the melrén%)rg iii-fit for storing the authentication key and
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key by the multiplexer. AMENDED SHEET (ARTICLE 19) WO
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interface being removably couplable to an input interface of a sound

ircuit of the computer-based system for providing the autheptication i
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povrapugertbBssd aystefnthirochdbicasithentigation g receigeddnydiie and the
n%%%n e}%ierrcuit. 7. The authentication device as in claim 6, the output
Interface being an audio connector. 8. The authentication device as in
claim 1, further comprising of a battery unit for powering at least one of

ec i¢ signal penerator, the stor. module and. the, multiplexer..9.
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An authentication method comprising the steps of:

providing an authentication key by a storage module, the authentication key
being unique and pre-stored onto the storage module;

generating a chaotic signal by a chaotic signal generator; and

combining the authentication key and the chaotic signal by a multiplexer by
embedding the authentication key into the chaotic signal and generating an
authentication signal therefrom, the authentication signal for provision to a computer-
based system for authenticating the authentication key, the authentication signal
having a chaotic signal property,

wherein the storage module, the chaotic signal generator and the multiplexer

forms an authentication device.

The authentication method as in claim 10, the step of generating the chaotic signal by
the chaotic signal generator further comprising the step of:
the chaotic signal generator being one of a Chua’s circuit and a Hysteresis

Chaos circuit.

AMENDED SHEET (ARTICLE 19)
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10. An authentication method comprising the steps of. providing an

authentication key by a storage module, the authentication key being
WQiphgsre4asns pre-stored onto the storage module; generating aP§HaAeti2006/000299

signal by a chaotic signal generatorl&and combining the authentication key

and the chaotic signal by a multiplexer by embedding the authentication

key into the chaotic signal and generating an authentication signal

therefrom, the authentication signal for provision to a computer- based

THsiamdi AUbeigRtngsthe aithanticatior key (bR pidhe MicalioBigRd being
having a chaotic signal property, wherein the storage module, the chaotic
o8y Hgl%%ﬁé’ﬂéﬁ&r%wlﬁh@lﬂ@ﬁ%@?&r%%@%?ﬁ SifthfeshencqaviEsing the step
ofhe authentication method as in claim 10, the step of generating the

chaotic signal b}/, the chaotic signal generator further comprising the step

of. the BRIl eterats HamE ettt Hustiiesls Greps sifgut using Field-

Plyglieresisbieitzas sieyitBRIENDED SHEET (ARTICLE 19) WO
2008/044998 PCT/SG211116/111111299 19 12. The authentication

method as in claim 11, the step of the chaotic signal generator being one
Tokthetiizhtiaisicif enithodl dhénHysiiaresjsiGhags cirgaiittihe tieoBMatENgignal by
es egc‘o,f: inlplementing the Chua's circuit and the Hysteresis Chaos

the st
he g |Ou3|?11§q'—aie$§?$?ct)%rraf’nrﬂ%ﬁ8% SRR S '(FPGA). 13. The

circu
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ignal by the chaotic signal generator comprising.the step aof: generating .
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Lyapunov exponent, the Lyapunoy xpagep l; ing defined according to
the equation: N-I A= lim fh‘—‘d})(gg))ﬁglﬂ :
n=0 n

wherein A is the Lyapunov exponent, N is the number of iterations, » defines an »-

dimensional phase space, and x, is the starting point.

The authentication method as in claim 10, the step of providing the authentication key
by the storage module further comprising the step of:

providing the storage module with a memory unit and a micro-controller, the
memory unit for storing the authentication key and the micro-controller for

coordinating the processing of the authentication key by the multiplexer.

The authentication method as in claim 10, further comprising the step of:

providing the authentication signal to an input interface of a sound circuit of
the computer-based system by an output interface being removably couplable to the
input interface of the sound circuit, the authentication key being retrievable by the

computer-based system from the authentication signal received by the sound circuit.

The authentication method as in claim 15, the step of providing the authentication

signal to the input interface of the sound circuit of the computer-based system by the

AMENDED SHEET (ARTICLE 19)
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authentication key by the storage mf8dule further comprising the step of:
providing the storage module with a memory unit and a micro-controller,

the memory unjt for storing the authenticatipn key and the . )
PRS- ?e%?ieeo%%ﬁa% e 5FER .5?]?5 GHRB! AHRERGC RRIAG(&Y audio
coyirteeanultiplexer. 15. The authentication method as in claim 10, further
comprising the step of providing the authentication signal to an input

interface of a sound circuit of the computer-based system by an output
Theerfeioenti eanigrensduably 0o uliablEidittkeirpHipriteitate efdheSound

circuit, the a&thegtiﬁ?ggn ke}é.gefinlg retrievabletb thte com%ut%-b sed. 1
systenPirom thie Autliertitation signBPreddiged btj/e?ﬁe QBUnY cibcughaghe signa
gthersuthtrttatipe methubel sl ithelaultiplxtre step of providing the
authentication signal to the input interface of the sound circuit of the
computer-based system by the AMENDED SHEET (ARTICLE 19) WO
TR08/41868IPCTHSIBROO6I000480 1 @0tinuspert aftpréadeifigrthe motramiisition key

h [ e being an.audio connector. 17. The

b?ﬁ}%ﬁ%%%ﬁﬁd&%%%&%@% aﬁlgrg ri}g},)f(lﬁnfr'ther comprising the step of:
providintgeientptingnthforaptheetiogfian |dest dreengf thre-straedic sigmathe storage
gengrator, the storage module and the multiplexer. 18. The authentication
method as in claim 10, the step of providing the authentication key by the
storage module comprising the step of pre-encrypting the authentication
ALk REIRG ISR SRR N SRIAUSIRGHIPNE Y, 4 gpthentication key
retrieval method comprising the steps of receiving an authentication signal

by a caffsiBIShated BYybeaticahen agizedtidation sigmapbisingapedvidesiany, the

aRARCAIEAIgNA RS ﬁstg%iy@wameﬂ&%ﬂgﬁma%@y from the

authentication signal receive
detecting a chaotic signal property from the authentication signal received by

the computer-based system; and

extracting the authentication key from the authentication signal using a chaotic
signal when the chaotic signal property is detected,

wherein the authentication key is providable to the computer-based system for

authentication thereof.

The authentication key retrieval method as in claim 19, the step of detecting the chaotic
property from the authentication signal comprising the step of:
checking the authentication signal for a positive Lyapunov exponent, the
Lyapunov exponent being defined according to the equation:

df (x,)
dx

1 N-1

A=lim— ) In

N N

n=0 n

wherein A is the Lyapunov exponent, N is the number of iterations, n defines an »-

dimensional phase space, and x, is the starting point.
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computer-based system for authentfcation thereof. 20. The authentication

key retrieval method as in claim 19, the step of detegcting the chaptic .
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exponent being defined according to the equation: N-] A=lim 1 Indf(xo)
JVReRisein /1 is the Lyapunov exponent, N is the number of iterations, n

defines ap ArANGNSIRAMMEARS SHEEEHAT I AN &SI INEPLYAamble being
AMENDED SHEET (ARTICLE 19) 21 21."The authentication key retrieval

mdepereseativelafrind beader sasp fofldxaf dnidgfaieamathentication key from
the authentication signal using the chaotic signal comprising the step of:
locating a preamble for detecting a data frame, the preamble being

repxeseniatvéngltheshied destoedadia(giointhe data frame. 22. A computer

implemented method comprising: providing an authentication key by a .
storage MWD AAAERHCI ey Do P o TS She- Spet g Ky

theyiey aERIBAAHIBreISBRIPING thebRpAGSiRISY a chaotic signal

generator; and combining the authentication key and the chaotic signal by
a multipl&8EIBYINgMBeUIA gigRal AtAchIREiBIANaS PeRes{RE @ffhotic signal

and generati t |catl igpal r e ication:
signal for@%@%ﬁ% @)Eag @t@?}]ﬁgﬁmg@z&%ﬁé ngﬁé;)r{%uﬁwé%lieégtlﬁr@ ﬁ!}éplexer by
autheoetdatp ke yautrerdiddientidejondigntie hehdotica sihaati@sigrgenerating an
pr%ﬁ%ret?qtication signal therefrom, the authentication signal for provision to a computer-
based system for authenticating the authentication key, the authentication signal
having a chaotic signal property,
wherein the storage module, the chaotic signal generator and the multiplexer

form an authentication device.

A machine readable medium having stored therein a plurality of programming
instructions, which when execute, the instructions cause the machine to:

provide an authentication key by a storage module, the authentication key
being unique and pre-stored onto the storage module;

generate a chaotic signal by a chaotic signal generator; and

combine the authentication key and the chaotic signal by a multiplexer by
embedding the authentication key into the chaotic signal and generating an
authentication signal therefrom, the authentication signal for provision to a computer-
based system for authenticating the authentication key, the authentication signal
having a chaotic signal property,

wherein the storage module, the chaotic signal generator and the multiplexer

form an authentication device.
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which when execute, the instruction€€ause the machine to: provide an
authentication key by a storage module, the authentication key being
un&@pgﬁ@%%c- @@la%to the storage module; generate a chaotic signal

by a chacti®gipinel igeddiatacdng eavihinedie eefafnigitianitkes anshtheming
chaotic si_gnald%a multiplexer by embedding the authentication key into

thd"SHABHNSIGHHFBNNEEREEIRG H1° IBBHHEHARRARRSIGREIAFURE B, the
authenticaiggaigfiad iiieRRARANA Ay omauigse BREBASYHEM REniication key
authenticating the authentication key, the authentication signal having a
chbeifig sljfue prdpsetytoiatkrein thestamgayaadddule, the chaotic signal
generator h ltiplexer. for thenticati vice. 22 24. An
apparatug%%?ﬁ%rﬁés?rﬁégqﬁ: I’%@%C%ll ﬁg?e%gglwesﬁigcﬁgﬁéﬁﬁ\%hg stored therein

a pluraliteehpiteg thenaothgnticatiocti@ysandntob vhaeticsgpatesly thenultiplexer by

instryctions cause the machine to: provide an authentication key by a .
g e A G A T R R
the feeatiBR3iRaIGRBRIAN 2k NG RISAR DY gheRRIF SIBH to a computer-

generator; combine the authentication key and the chaotic signal by a

muds-@sisyn dRtbadarigieadnduthe rmitheicégninteyhtheHbhentiation signal
an |ng.an: icatl ignal therefrom, the authentication
sig@?ﬁﬁ?ﬁo@x‘%ﬁ?ﬁ%ﬂmﬁn@gg@ ased system for authenticating the
authenticatiprotesgothecaptbentacattion maphée haeddghke chadiinsigoakxecute the
pro%a%' and a processor coupled to the machine readable medium to

exB W{B'“&rB%F mg instructions, wherein the storage module, the
chaotic signakaeirrstornga bR ulipeneticerghanednestiaafier multiplexer

device. o )
form an authentication device.
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