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1. TECHNI CAL FI ELD The present invention relates to inter nﬁé'@ﬁ’/@oﬁ?“’i ce
system aMP ¢3Ad for renptely restoring data and files, NERYore
particularly to internet-based service 1o systemand nethod for renotely
restoring part or all of danaged data and files stored in a hard disc or a
fl oppy disc of a client personal conputer(PC) due to various causes. 15

2. REFERENCE TO RELATED PATENT APPLI CATI ONS US 5, 140, 419 Conmuni cati on
system US ﬁWE@ﬁET%N@ED SERVIGESYISTEMANDMETHODFROR st or age
for custoners using IDs and passwords which were interactively established
when si gni ng REMOTBERLX RESTORINGDAVAGEERRDATAANDFILESe net wor k
board, a nethod and apparatus for 20 renotely downl oadi ng and executi ng
files in a nmenory 3. DESCRI PTI ON OF RELATED ARTS Recently, personal

conput ers(PCs; conputers available for individuals are 25 referred to) are
wi dely used for various affairs in corporations and institutions, so it

may have a vital influence on t f Qi whq ., use the personal
computiers t WO 01/ 634 BAGH ﬁﬁb,&;rf“ INVERTIEN ot a and files
stored in the personal conputers get damaged or lost. In the past, the
darmage to or the loss of data and files stored in a storage nmedium such as
hard discs, flo the like, of the PCs have mainly occurred due
to wong mani ﬂu ggﬁ%éﬁf“@%@rs or physical defects of the storage 5 nedi um
whi ch stores t'Irhe pres ALanpRdellidPrelates to internet-based service system and method

-]

for remotely restoring data and files, and more particularly to internet-based service
10 system and method for remotely restoring part or all of damaged data and files

stored in a hard disc or a floppy disc of a client personal computer(PC) due to

various causes.

15 2.REFERENCE TO RELATED PATENT APPLICATIONS
US 5,140,419 Communication system US 5,771,354 Internet online backup
system provides remote storage for customers using IDs and passwords which
were interactively established when signing up for backup services
US 5,815,722 In an interactive network board, a method and apparatus for

20 remotely downloading and executing files in a memory

3.DESCRIPTION OF RELATED ARTS
Recently, personal computers(PCs; computers available for individuals are
25 referred to) are widely used for various affairs in corporations and institutions, so it

may have a vital influence on the affairs of those who use the personal computers



However, in recent, the cases that the data and files get damaged due to
the conputer virus have been increased, and the data and files get damaged

in various types. Even though inportant data and files ge t he
damaged (‘J‘é@&% Al io files can be easily restored in caseﬁ(fﬂ‘aikggig/g@%ps or

copies of the data and files exist. However, otherwise, it is very
difficult to restore the damaged data and files to the original state. In
the worst case, the restoration of the danaged data and files becones

i npossi ble. As stated above, in casg that the datat and fjles s or,‘edt in the
hard di séateartiqar 0ata ang filsy ipeedn dhe PREOBELCYRRY aﬁf‘n%eded(f,m?%e RS8Ps bring
to specialize ata-restorin ent e | S | i ScS they
want to restoﬂbﬂ‘eopastth eu%%'?‘%%fi?&ﬁi@% lcg%a?#;&grtgs gffﬁ%a%géjrggr@%%‘to?% tall

them i nt g, { e PErg00al .\ SOMRULET fodf) WRLENONRA 1RESES 1noPGd PRRY Mafty (O be

rest or ed "HFe" Connec exec e restoration of them However, in

case that) .UseLsqleayRrdReRbufAoAs ¥ dsbisl @hyBicaP@stedtsi Falle silage

data-restoring centers for restoration, there exists a problemin that

cor porat ingafudnehich Bidréd tHe @4ts aavdilés.t he use of the centers since high
costs are required for the restoration of the data and the files at the
sanme tinme asHowpwsrt mniecent treneddesrthatthelvata dnd filesqgretts | eaked out. Furt her,
in case that users wish to restore damaged data and files by using a 25

r est or alaroaged dge dmthe hemeutsxivius havprhssindrrieasetaand e dagtahtied®ehr ogr am
should be installed in conputer systens prior to the danages to the data
and fi | @é@naged\D Iro8834YBSPCT/ KRO1/ 00222 Furthernore, there still exists a
problemin that the updates o

Tade. enough BeereiTaslt FEIS OB AT THe HATEED T (Theniiacy B Y co
Causl(()ad }I)| sl?:ra\%%(je_gaes\lle(:rgngPetoelrn é’és%%ﬁ%‘?bé‘%p%%? éoip‘(e%' ofthe data and files exist.
However, otherwise, it is very difficult to restore the damaged data and files to the
original state. In the worst case, the restoration of the damaged data and files
becomes impossible.
As stated above, in case that the data and files stored in the hard discs or the
15 floppy discs of the PCs get damaged, the users bring to specialized data-restoring
centers the hard discs and floppy discs they want to restore, or the users purchase
data-restoring programs, install them into the personal computers to which hard discs
or floppy discs to be restored are connected, and execute the restoration of them.
However, in case that users leave damaged data and files in specialized
20 data-restoring centers for restoration, there exists a problem in that corporations and
institutions avoid the use of the centers since high costs are required for the
restoration of the data and the files at the same time as important information in the
discs gets leaked out.
Further, in case that users wish to restore damaged data and files by using a
25 restoration program, there exists a problem in that the restoration program should be

installed in computer systems prior to the damages to the data and files.



SUMVARY OF THE I NVENTION In order to solve the above problens, it is an
obj ect of the present invention to provide internet-based service system
and nmethod for renotely restoring danaged 10 data and fi Iﬁsl, '(ﬂ/(ﬁgﬁe t hat
part or aVPOYP34&ta and files stored in hard discs and floppy dl scs of
client personal conputers is damaged due to various causes, by providing
renote restoration services froma restoration server to the hard discs and
fl oppy discs connected to the personal conputers accessible to the
internet. In order to achi eve the above obépeﬁt a sggtem Z%:or di n,%t.to t he
present 15 Fwihainioss Werp ik gxisiaiprelipmeln that T wPdaies AN [P BR  sonal
computers(PCs) for transferring |og-in data throuah.the i t wor k,
t r ansf ePFASYME A BUGH r?ﬁ’faﬁ’i medp rélougﬂetf’vﬁ)f%?rt'?’%wocroﬁgtgp%&l “ﬁ% d%‘”%@%tgépgﬁlgon
pl ug-in_nodul e. st ored rese [ oration plug-in
nodul e EH@c%dgfi'lﬁﬁﬁ?u?ercg%%E'éa?'?jérgévy ﬁgr@ rﬁfegglggﬁe e%ré%%vét ‘the log-in data,
installing a restoration plug-in nodule inputted through the internet 20
network in correspondence to the restoration plug-in nodule information,
using the installed restoration plug-in nodule to restore damaged data and
files in a storage nmedium transferring a result of the restoration
t hrough the internet net wsiYMMARY OBITHE INVIENTIONCr eens anal ysis result
data transferred through the internet network; and a restoration server
connected to the respective client PCs through the internet 25 network, and
for judging whether a user is registered by using the log-in data inputted
fromthe cliémerdecto selveike abpysgraieme eibtsoamPPisht pl t§-RTAS &I OY & HORELK
signal to the «client PCs through the internet netwo I|< in. order to cgeck
the restoPade srermetrgased ssrgs §Y3te3y#8d W‘%R&di? FDSE!Y Ry SPBIR8EY n t he
client PCs in, case that the user is._ redi ed, t.rqlli
r est §r aebhand ﬁ@sl i %&J%@FB? toﬁglncqfidgﬂ% gr&&%ghsrt%%gﬁﬂ%éé ;&gsscisgaﬁgtfllo&ﬁ)y
pl ug-in pmodul.e,. | ' f the ' I inghe
ot or nedeta s h el SPaL SR bLRRS 1 B S Ml K0vad R Galies, b ot

remote restoration services from a restoration server to the hard discs and floppy

discs connected to the personal computers accessible to the internet.
In order to achieve the above object, a system according to the present
15 invention comprises an internet network; plural client personal computers(PCs) for
transferring log-in data through the internet network, transferring through the internet
network information on a restoration plug-in module stored at present in response to
a restoration plug-in module check signal transferred in correspondence with the
log-in data, installing a restoration plug-in module inputted through the internet
20 network in correspondence to the restoration plug-in module information, using the
installed restoration plug-in module to restore damaged data and files in a storage
medium, transferring a result of the restoration through the internet network, and
outputting on screens analysis result data transferred through the internet network;
and a restoration server connected to the respective client PCs through the internet
25 network, and for judging whether a user is registered by using the log-in data inputted
from the client PCs, transferring the restoration plug-in module check signal to the
client PCs through the internet network in order to check the restoration plug-in

3



5 fromthe client PCs, and transferring the analysis result to the client
Pcs. In order to achieve the above object, a nethod according to the

present invention conprises steps of 4. An internet-base i t hod
for renoW@ 0}/63418st ori ng damaged data and files, conprisi n]gc'@%}gis{&g%{n(al)
connecting to a restoration server through a conmmunication programof a
client personal conputer(PC); (2) io executing a user authentication
routine after the connection to the restoration server: (3) executing a
routine for conparing a restoration p

. . \ | ug-in nmodule of the client PC with a
r est or atddote ptaigd iim the dlipat BEst 'ﬁeca}séskr‘@? e $h5eE % \r/‘;e?'?te(%f 9°é‘§ft°ﬂlf‘i9n Cdanmaged
data and files by using the restoration plug-in mdul e.equipped i he
cl i ent re=torafinp Rigern AP ‘?rﬁér”i‘%&ﬁer?{o%@is ﬁgroﬁgpthgn@sgotrgtrl?nnghfbg@ rrnggﬁtet . (5)
transferring. the 1s restoration.r t
r equestTAGNAFLLANT e%ﬁiﬁ&%‘i‘ he gheﬁ?g'l}stﬂir?%%; éﬁ?ér{géf}ﬁé’ggﬁa yéz{g%&?ggfult to
the client P rizing the result in a database. BRI EF
DESCRI ﬁﬁ[ﬁﬁ*%ﬁ%ﬂ&%%%ﬁ@ 20 The above object and ot her advantages of
the jpr q,%gmhel a%?\FbU%Ua%ltrlaan%@_ thelBH By 5P RATLRND thy clle@@dsbi ng in detail a

preferred enbodi nent thereof with reference to the attached draw ngs, in

whi ch: FI G ] dreetd|bkev@i fgr aboi®robjentc apmethdd/ aexptdngiitaghe srtesact ure of
an 25 internet-based service systemfor renotely restoring damaged data
and fi liggentiaacesdprised Gteps efbbdAneinterobt-basedsesdne mathest funremeely 2 is a
schematic bl ock diagramfor explaining a structure of a client 4 WO
01/ 634 ¥8stBaY KROTIgROXIa anarflen Aomyisna sePa (i eePinechpgsto g repiofation j g 4
schematic bl ock diagramfor explaining a structure of a resto(rpegi,(w server
appl i edenerAh@ugh agAgmmunication progra of a client personal computer ), (2)
10 executing a user authentication routine after the connection to the restoration server:
(3) executing a routine for comparing a restoration plug-in module of the client PC
with a restoration plug-in module of the restoration server; (4) restoring damaged
data and files by using the restoration plug-in module equipped in the client PC
through the comparison routine step and storing the result; (5) transferring the
s restoration result to the restoration server and requesting a result analysis; and (6)
transferring the analyzed resuit to the client PC and computerizing the result in a

database.

BRIEF DESCRIPTION OF THE DRAWINGS

20

The above object and other advantages of the present invention will become
more apparent by describing in detail a preferred embodiment thereof with reference
to the attached drawings, in which:

FIG. 1 is a block diagram for conceptually explaining a structure of an

»5  internet-based service system for remotely restoring damaged data and files
according to an embodiment of the present invention;

FIG. 2 is a schematic block diagram for explaining a structure of a client
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FIG 4 to FIG 6 are flow charts for explaining an internet-based nethod
for 5 renotely restoring damaged data and files according to an enbodi nent
of the present invention. BEST MODE FOR CARRYI NG OQUT THE%é,HgEMdO 10

Her ei naf We01/63H18enbodi ment of the present invention will be described in
detail wth reference to the acconpanying drawings. FIG 1 is a block

di agram for conceptually explaining a structure of an i nternet-based
service systemfor renotely restoring damaged data and files 15 according
to an enbodi nent of the present invention. As shown in FIG 1, an internet
net wor kerBO02k¢rnpP s aprlieskiotFIGnd: client personal conputer(PC) 200 to a
restoration_server 300. The clf'(ent PC 200 transfers log-in data to the

rest or at i onF er¥/isra SEREPAGRIGARK AT PPy RIF % for k 100. The client PC 200

recei ves restoration plug-in e ) ck signal corresponding to the
| og-i nSHH%H"%P{%é‘%ﬂpﬁa}'gﬁﬁe%e{@&gﬁ?@rﬁ 'tzltggqr'gsﬂ?or ati gn server 380. Thg client

PC 200 trangferg ti:%%r. {éﬁggf@w%@ar{s%m?uimg Rinu@tdrAet-BRELY R{dtRé@Fort 0 a

ref erence nuner al stored therein at present in response to
thesfe%ﬁqxg@b frsﬁbﬂﬁgtwﬂagwquta seduiles cleesiing 36adn dmbs@sRENSE the t he
transferred Testorafion plug-in nodule information, the client 25 PC 200
instal?&g%nqﬁﬁgﬁﬁgﬁjon plug-in nodul e(refer to a reference nuneral 302 in
FI G ) inputted fromthe restoration server 300 through the internet
network 100. O course, in case that the restoration server 300 uses an
nore updated nodule than 5 WD 01/63418 PCT/ KR01/ 00222 the restoration
plug-in nodule stored in the client PC 200 at present, the restoration

plug-in module of the CloBErOR CRRRYTNE SB43FE INvENTION

Hereinafter, an embodiment of the present invention will be described in detail
with reference to the accompanying drawings.
FIG. 1 is a block diagram for conceptually explaining a structure of an
internet-based service system for remotely restoring damaged data and files
15 according to an embodiment of the present invention.
As shown in FIG. 1, an internet network 100 enables at least one client
personal computer(PC) 200 to a restoration server 300.
The client PC 200 transfers log-in data to the restoration server 300 through
the internet network 100. The client PC 200 receives a restoration plug-in moduie
20 check signal corresponding to the log-in data already transferred from the restoration
server 300. The client PC 200 transfers information on a restoration plug-in
module(refer to a reference numeral 202 in FIG. 2) stored therein at present in
response to the received restoration plug-in module check signal.
In response to the transferred restoration plug-in module information, the client
»5  PC 200 installs a restoration plug-in module(refer to a reference numeral 302 in FIG.
3) inputted from the restoration server 300 through the internet network 100. Of
course, in case that the restoration server 300 uses an more updated module than

5



The client PC 200 restores damaged data and files in a 5 storage nedi um 210
by using the installed restoration plug-in nodule(refer to the reference

nuneral 202 in FIG 2), and transfers a restoration resul
rest or at Weno1/68#i8ver 300 t hrough the internet network 100.]§%th®22% he PC

200 outputs on a screen analysis result data transferred fromthe
restoration server 300 through the internet 100. 10 The restoration server
300 is connected to respective client PCs 200 through the internet network
100. The restoration server 300 judqes whetg r user is ﬁegiﬁter.g by
usi ng theereistagation alugani Mpdkle SEETEAJMIPRS! RN BhHi2EESeAh e TR 8ot 4
regi stered user, transfers to the client PC 200 through the internet

net wor RUSID the restoration plug-in nodul e check signal for checking the

restoration -i.n dul to the reference nuneral 202 in FIG
2) stof"muf%ggttﬁg C_(E'F'Pte%?zgg%g%%tgarestor ation server 300 controls the
restorat i onpL g b d08EelbRILdah doddBata AicPhiEIGPanuUber 202 In FIG 2) of

toclient P based on the restoration plug-in nodule information

recei veg, L OMENEMCHIEHy FEngQRe tikstalgd résterdtivheplngtin medawlekefedlo thehe
restoratioh server 300 anal yzes a restoration result transferred fromthe

client refdRrRE mPMRerafdd2 in AIGT 2 ant hanafab yzedtaretert tesud totbe cesteratiorC 200.
The storage nedium 210 nay be hard discs, floppy discs, and so on,

equi ppednien 30Te tlobligntth@Gnbtet oetwdie tAhelr uthgie $he P&t GERHESI M3 n
which data and files may be stored. The client PC 200, aa sBown in FIG 2,
i ncl udesreencamatysis casiloAaler barsiaired Sram the rAgloFAGF Y EHAOBI RIS WEdul e
202, a restoration object area 203, and a restoration data storage area
204. TheteewintRi cati on program 201 performs a communication 6 WO 01/63418

Egﬂgﬁ?gg??ﬁ’%\zeﬂpgé?gﬁcréﬁr(}ﬁégog) ri]secchr‘?r?etc(‘t)tgzéuté ?&p%%¥iygrclié'qq3Cy‘%r()@’thFJ®h
the internet network 100. The restoration server 300 judges whether a user is
registered by using the log-in data inputted from the client PC 200, and, in case of a
registered user, transfers to the client PC 200 through the internet network 100 the
restoration plug-in module check signal for checking the restoration plug-in

15 module(refer to the reference numeral 202 in FIG. 2) stored in the client PC 200.

The restoration server 300 controls the restoration plug-in module(refer to the
reference number 202 in FIG. 2) of te client PC 200 based on the restoration plug-in
module information received from the client PC 200 through the internet network 100.
The restoration server 300 analyzes a restoration result transferred from the client

20 PC 200, and transfers the analyzed resulit to the client PC 200.

The storage medium 210 may be hard discs, floppy discs, and so on,
equipped in the client PC 200, or the other types of storage medium in which data
and files may be stored.

The client PC 200, as shown in FIG. 2, includes a communication program

25 201, the restoration plug-in module 202, a restoration object area 203, and a
restoration data storage area 204.
The communication program 201 performs a communication

6



be a web browser. The restoration plug-in nodule 202, in case that the
restoration plug-in nodule 202 is in a conmunication connection wth the
restoration server 300 through the 5 conmunication progr é&%umhgftores
damaged WA H/EHS fil es by neans of a restoration progranr?gt erred from
the restoration server 300 as well as stores restored data and files in
the restoration data storage area 204. The restoration plug-in nodul e 202
may be included in the comruni cati on program 201, differently fromFI G 2.
to Further, the restoration plug-in nodule 202 trans ers the rﬁaioration

resul t copneetipa @é@?é?%@f%‘r‘?”ﬁ\’/@ﬁ%d"?rﬁr ”E”Pi‘é*”t‘:’@ m RHETHA pIYYr am 201

and receives the analysis result transferred fromthe restoration server
300 acc,b@r?ﬂi"’ﬁa breW$$fe restoration result. The restoration obj ect area 203

has partly I Srergt# r%lqu %‘ggt 3&1 %?o?rrnféalsgsfhat the r %J Sr AR Aidg W nfidfule el Y

damaged dat restoration object area 203 are

restor eg by rtngglfroﬂ‘ﬁ%%r@gﬁ&n cBhHSctlo’i‘r WRduhe rggt%ratmeséﬁér @oat ihpsugatie

storage area res data and files restored by the restoration plug-in

nmodw e 20¢mudiBstide Fro§raint oD 1S efeéedred0damages ute ard Fil€s 63, nfeemsa ofved
server 301, a 20 restoration plug-in nodule 302, and a nanagenent nodul e

303. Thestwedticre prsyradOftaksfeasti efsora ithenmestaratidn SenEBL Esowel ast Bores | ent
PC 200 through the internet network 100, and transfers to a

CONMUNI regtore datm medt Bds ol ihentesRaion ddte stereger aeRoA0pr EEQ?aﬁﬁSt%ﬁm ed
fromthe restoration plug-in nodule 302. 25 In the neantine,

server B0d-imotasiuies 262 meay bednFlyded &3 the COMAHLTEAIO8POgFM 4¢e déff?f@mﬁy PC 200
to the managenent nodul e 303, and transfers an anal ysis result
correspo?difhg- 2o the restoration result 7

10 Further, the restoration plug-in module 202 transfers the restoration resuit to
the restoration server 300 through the communication program 201 and receives the
analysis result transferred from the restoration server 300 according to the
restoration result.

The restoration object area 203 has partly or entirely damaged data or files.

15 The partly or entirely damaged data or files located in the restoration object area 203
are restored by the restoration plug-in module 202.

The restoration data storage area 204 stores data and files restored by the
restoration plug-in module 202.
The restoration server 300, as shown in FIG. 3, has a web server 301, a

20 restoration plug-in module 302, and a management module 303.

The web server 301 executes a communication connection to the client PC
200 through the internet network 100, and transfers to a communication-connected
client PC 200 the restoration program inputted from the restoration plug-in module
302.

25 In the meantime, the web server 301 outputs a restoration result transferred
from the client PC 200 to the management
module 303, and transfers an analysis result corresponding to the restoration result

7



WO 01/ 63418 PCT/ KR01/00222 to the client PC 200. The restoration plug-in
nodul e 302 has a restoration programinputted by a server adm nistrator,

and transfers the restoration programto the web server gpc'lT ing to a
t ransf erWOOH63438 of the nanagenent nodul e 303. 5 The nan ger%%@%r;ﬁ% ul e 303,

in case that a comuni cation connection of the client PC 200 and the web
server 301 is carried out, checks whether the restoration plug-in

nodul e(refer to the reference nuneral 202 in FIG 2) of the sane version is
stored in the client PC 200 and, in case that it is not stored, transfers
the rettbealicePCAA®g-i n nodul e 302 through the web server 301. 10 If the

t ti | ug-i dul e i - th
Lhe. roat or aTR ASHP LY adh BEPaF o2 Bof Auleali ey 8h SroFafT RSl ' 27
2) i t d,.inth Li th
<1 or e rilet aratTaliesy e Herders e PR AR PR A B e
FIG 2 | t ' | dinth t ti
cerver 805 e B R of e B o The same ver si on of 1.

| f not the $RERMRIGENNSht@SodulE 888! ih ddiselthst 4 vdgenendationmnmentgentthe modul e
303 controls the restoration plug-in nodule 302 to transfer a restoration

progr agiém P¢ ooy &r web s3bder I0distdeeriesbut eheeks 3bethardhe frestoratios
restoration programto the «client PC 200. Accordingly, the client PC 200
and t helugeistrabadleteferl taghe mefevendeeguperal 282 antlBE) Afthe @me¥eEioan Son
server 300 have the same version. In the neantine, the _nanagenent nodul e
303 anatoregedn the elisnd P4 26A andsin easeq thgtittis @of PW?-H@Wﬁségg\F@?toﬁ?? and
transfers the anal yzed result to the web server 301 at the sane tine with
conput @ugzingodye 30Rahiousd the (AR S§Me3%at abase by corresponding to the

o0 O S B A iah I FEPEL R BRI e
the pr ?ﬁgrr]etstciarQYiSHtpilL?dlinwjnloldufé?refer to the reference numeral 202 in FIG. 2) is stored
in the client PC 200, the management module 303 compares the stored restoration
plug-in module(refer to the reference numeral 202 in FIG. 2) with the restoration
plug-in module 302 stored in the restoration server 300 and judges if the client PC
15 200 has the same version of it.
If not the same version as a result of the judgement, the management module
303 controls the restoration plug-in module 302 to transfer a restoration program to
the web server 301, and the web server 301 transfers the restoration program to the
client PC 200. Accordingly, the client PC 200 and the restoration plug-in modules 202
20 and 302 of the restoration server 300 have the same version.
in the meantime, the management module 303 analyzes a restoration result
inputted from the web server 301, and transfers the analyzed result to the web server
301 at the same time with computerizing the analyzed result in a database by
corresponding to the log-in data.
25 Operations of the internet-based service system for remotely restoring
damaged data and files according to an embodiment of the present invention will be
described in more detail as follows with reference to FIG. 4 to FIG. 6.
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described in nore detail as follows with reference to FIG 4 to FIG 6. 8
WO 01/63418 PCT/ KR0O1/00222 First of all, a user of the client PC 200
connects to the restoration server 300 through the communj i ogram
201( S410)WOPH634I8t ed above, if the client PC 200 is conne?%:gﬁ&%ogm?%g
restoration server 300, the restoration server 300 executes a user
authentication route for identifying 5 whether the user of the client PC
200 in the comuni cation connection is a registered user(S420). That is,
the user authentication rogti ne S420 i% processed in the sequence .shown in
FIG 5 attacHed Féleqitss’ OFthes plieht iy RO0Gp0NeEE: 9r h?irSﬂoé%f’c{/e?e%‘SO §ut put s
to the cli nth PC 200 screen data qusj1 utting the log-in data($421). to
It the {EN HEFEOTPHECAUYT PIPIRT L4 4UGh the screen for inputting the

log-in data, ,. ts%eS%%Q%hEQhéo&ehfeﬁ@ffz%513 thenkOQai B et r%sﬁd?ggic.g‘r? server

restoration server ough t I nternet network 100(S42

Accor di Bgh Vinet a8tdr§fdPEaePBoBESNRUA0D isedarshairbhes rolite fopgdémifdaga
recei ved through the internet network 100 is a registered log-in data in a

dat abasgnefher lfbet heeimanagememdnt MPdue03M3 (el ZDm mAsicatisresedrineotion he a
judgenent, in case that the log-in data inputted by the user is the log-in
dat a r eggudterceidusen(3420).dat abase, the restoration server 300 returns to a
mai n program and executes a routine for corrgar.i ng the restoration plug-in
nodul e. 1f tTieatl isgihe udar authepticatian EutiNgeSH3@ s ipsosRssedHE thegPatuenéd dat a,
the restoration 20 server 300 outputs a nessage such as Li (Iq?gt a
menber sBhgyn i ESe5 atigched hergwatlt Frst ov@ll. ther EETRTHE STHEEARE O HiRY RdPK
100(S424). As stated above, i{g t he process for Z er authentication is
conpl et Hi, clERe P Cr ¥t 357880 GAt% AN 8§{a S420t 1 ne f or conparing the
' estl%)r ation IPtlhléqule? inputs the log-in data through the screen for inputting the log-in data,
the client PC 200 transfers the log-in data to the restoration server 300 through the
internet network 100(S422).
Accordingly, the restoration server 300 judges whether the log-in data
received through the internet network 100 is a registered log-in data in a database of
15 the management module 303(S423). As a result of the judgement, in case that the
log-in data inputted by the user is the log-in data registered in the database, the
restoration server 300 returns to a main program and executes a routine for
comparing the restoration plug-in module.
If the log-in data inputted by the user is not the registered data, the restoration
20  server 300 outputs a message such as JGet a membership, please to the client PC
200 through
the internet network 100(S424).
As stated above, if the process for the user authentication is completed, the
restoration server 300 executes a routine for comparing the restoration plug-in
25 module 202 installed in the client PC 200 and the restoration plug-in module 302 of
the restoration server 300(S430).
That is, as a result of the judgement of the step S431, in case that the

9



25 nodul e 202 installed in the client PC 200 and the restoration plug-in
nodul e 302 of the restoration server 300(S430). That is, as a result of

t he judgenent of the step S431, in case that the 9 v{)01é§§ﬁ$%/ln22

PCT/ KRO1INJQPD6341& est or ati on plug-in nodule 202 is install IRURER 1 i ent
PC 200, the restoration server 300 conpares the versions of the
restoration plug-in nodule 202 of the client PC 200 and the restoration
plug-in nmodul e 302 of the restoration server 300(8432). If the restoration
plug-in nodule 302 is not installed in the cl

g:’ré P& %00, the 5

r est or aebionatisy peg-IBOTPAUR R é @Sf%\@dr'ﬁé'f‘%%ﬁrlt BPEgNEAeRIAN Y $9%%t 0 the
| t PC 200 to h th t t . 2 th

i ent 8 cappargRdne VerRTROT Do TRECHAI rad BetEl ¢S Ely RRERESS Gata
dfil t t S440. f th t

1 A AR S s o 1110

PC 200 i | QP&Ls FLadtali Qr&%ﬁ - r% Qfe 36@@ RS IAERIIES M thed cdritOP CROTDERE e 302,

the restoration server rans ers the restoration p:ug-in nodule 302 to

the cl 'r%g{orgt%rzgﬁrvbh@@Bgu.haﬁs@sv’tﬁ@ r&8foyAion3Prlig 4 I3ddularsd2uedireeslient PC
i nformation on the restoration plug-in nodule stored in the client PC 200.

| f the ¥ & ABSe Qhe trbStoFRBINOpIAY!IOMPILIg-A02 imothlisd iR0Re etjanpPEd200. o
client PC 200 and the restoration plug-in nodule 302 equi pped in the

r est or afdt@hs $& theemaB0Program ao ¢herbby ezemite airata end difest resterissrsier S360. r et ur ns

to the main program and executes the data and files restori n%ste $440.
As stated abkwe,resilt phineraompsarisoncy the §ieR 3 duthe VorsiPheT tRIERSERIURR si on

tall ed th I t PC 200_th t st
Si30. |t Plsrioaueshie PO i 119-IRTnBEuR 0BRSS S0F RO 20/ AT A ahg

fil d h d
it 40 apgOrD | BeduRI3PRe hedeaRRtah Shvell 00 AR At EEgahan pEaLe"
204( S44N)08er 3050 TEaUWiLRBpCt Bo tﬁr%&:ﬁﬁathhqpetpls‘éﬂlérrﬁdwgﬂﬁﬁ) 24?% Sh@4tes the

restora
information on the restoration plug-in module stored in the client PC 200.

If the versions of the restoration plug-in module 202 equipped in the client PC

200 and the restoration plug-in module 302 equipped in the restoration server 300
15 are the same, the restoration server 300 returns to the main program and executes
the data and files restoring step S440.

As stated above, if the restoration plug-in module of the updated version is
installed in the client PC 200 through the
comparison routine step S430, the restoration plug-in module 202 restores damaged

20 data and files stored in the restoration object area 203, and stores the restored data
and files and the restoration result in the result storage area 204(5440).

In the meantime, the restoration piug-in module 202 stores the restoration
result in the client PC 200 as stated above as the same time with transferring the
restoration result to the restoration server 300, and requests an analysis with respect

25  to the restoration result(S450).

Next, the restoration server 300 analyzes the restoration result of the client PC

200, transfers the analysis result to the client PC 200, and registers the analysis

10



result in the client PC 200 as stated above as the sane tine with
transferring the restoration result to the restoration server 300, and
requests an analysis with respect 25 to the restoration E)E%H&%oé ) .
Next, tha&vQeHe3dation server 300 anal yzes the restoration result of th
client PC 200, transfers the analysis result to the client PC 200, and
registers the analysis 10 WO 01/63418 PCT/ KR0O1/ 00222 result in the
dat abase of the nmanagenent nodul e 303 by matching it with the log-in

data(S460). 5 I NDUSTRI AL _APPLI CABI LI TY As de i.bed ve, the r

i nt er netesyidrthesdatgpage ﬁ&%m%f&ge%%ﬂéwq‘? ggé&’yl 'HS%%%%@;%B’ 08'894Nd
files has an effect in restoring the data and files damaged by conputer

vi ruses9¥P AW sES i st akes as wel | as easily recovering hard di scs which
io are not booted due to the danages to the boot area or the FAT area.
Further, the present invention, even though separate restoration prograns
are not provided all the tinme, has an effect in that instant restorations
are available if there is a personal conmputer nearby which is accessible
to the internet. Further, 9NDIESTRIALDAPSENCABHVENti on is based on renote
restoration services 1is through the internet and enabl es the actual
restoration plug-in nodule enployed for the restoration of damaged data
and files to be updated to a |l atest program the present invention has an
effect in ef Ascicentibad sbpiarghaiinterneaidasedtsendes xstem ity P e&Ndanaged
by brand-new conputer viruses. Al though the preferred enpodi nent of . the
pr esent damagatidata s les haspgn ftest i'%é@?tof'?g\XP?lJaxS% %WSBIF&%%H&‘ Fgfjtbﬁose
skilled in the art that the present invention .s t 1m to the
descri bEAMBHEN MTHEES QHHBﬁﬁSh‘%?nT‘,'S%%‘fﬁS N tds 1114 %%ngggg‘g‘%éﬁ *Ff%&‘i‘%ﬁ%@% can
be made within the spirjit an 0 f I tion as defined by
the pp@FRBet Q:qog? gg'to IHe @NYa8ECR N8 P Erdd GSRBTFATYRA

Further, the present invention, even though separate restoration programs are

not provided all the time, has an effect in that instant restorations are available if
there is a personal computer nearby which is accessible to the internet.
Further, since the present invention is based on remote restoration services
15 through the internet and enables the actual restoration plug-in module emplioyed for
the restoration of damaged data and files to be updated to a latest program, the
present invention has an effect in efficiently coping with
the restoration of data and files damaged by brand-new computer viruses.
Although the preferred embodiment of the present invention has been
20 described, it will be understood by those skilled in the art that the present invention
should not be limited to the described preferred embodiment, but various changes

and modifications can be made within the spirit and scope of the present invention as

defined by the appended claims.

25



25 WD 01/ 63418 PCT/ KRO1/ 00222 CLAIMS What is clainmed is: 1. An

i nternet-based service systemfor renotely restoring danaged data and
files, conprising: 5 an internet network; plural client p
conput er WOPE$B48or transferring log-in data through the ﬁé@ggﬁgwnﬁ%tmork
transferring through the internet network information on a restoration
plug-in nodule stored at present in response to a restoration plug-in
nodul e check signal transferred in correspondence with the | og-in data,
installing a to restoration plug-in nodule inputted through the internet
network in correspondence to the restoration plug-in nodule information,
using the installed restoration pl -'ﬁhsnndule to restore damaged data and
files in a storage nedium transfer result of the restoration

t hrough the internet. network, and outputting on screens analysis result
data tranSPbiSrey™ r%UQh the internet network; and a restoration server 15

connect ed 1 o; LA® EFREBLLYE sBhiGNSyER fbhrdielely Restérmieaamagaedans knd and

for judging ‘whe user is registered by using the log-in data inputted
fromthgegl idhbridi¢g, transferring the restoration plug-in nmodul e check
signal to the client PCs through the internet network in order to check

t he gestorata®miginggnétvarbdul e stored in the client PCs in case that the
user is registered, controlling the restoration plug-in nodule of 20 the
client PCs tpiucighienhpersesabeemputersiPGs) ifer HietrfeEInaniogrfedatdihiovghdher r ed

fromthe client PCs through the internet, analyzi nv? % r.%sult .of the
r est or atritemet rratebst.r d@nsfEsRNg t heowgh e prierneln At UKs AUPFTALCT h" afal ysi s

result to the client PCs. 2. The internet-based seryjice a l.ai ned
in cl ai restoratiperRivgriedeedye steigd af PLeRenpbCl rieﬁBPﬁ%ee\sf? azég%ﬁt%hag{rﬁ%ﬁ%” ati on

progr ammfocélruIeez‘,(r(\aé:clf(t isigﬂalatrgrc\)smemgé ?r?tchﬂgsﬁé’r(%%%%‘\ﬁi% e Hbein data, installing a
10 restoration plug-in module inputted through the internet network in correspondence to
the restoration plug-in module information, using the installed restoration plug-in
module to restore damaged data and files in a storage medium, transferring a result
of the restoration through the internet network, and outputting on screens analysis
result data transferred through the internet network; and a restoration server
15 connected to the respective client PCs through the internet network, and for judging
whether a user is registered by using the log-in data inputted from the client PCs,
transferring the restoration plug-in module check signal to the ciient PCs through the
internet network in order to check the restoration plug-in module stored in the client
PCs in case that the user is registered, controlling the restoration plug-in module of
20 the client PCs through the restoration plug-in module information transferred from the
client PCs through the internet, analyzing a result of the restoration transferred from

the client PCs, and transferring the analysis resuit to the client PCs.
2 The internet-based service system as claimed in claim 1, wherein each of

the client PCs includes:

25 a communication program for executing a communication connection to the

restoration server;



restoration server; 12 WO 01/63418 PCT/ KRO1/ 00222 a restoration plug-in
nodul e i ncluded in the comruni cation program and for restoring danaged
data and files by a restoration programtransferred from ation
server | WQ&B4Hhat the communication connection is nade \%\?’f/ﬂf]{ﬂﬁ@h%
restoration server through the comuni cation program storing restored data
and 5 files in a certain area, transferring a result of the restoration to
the restoration server through the comuni cation program and receiving a

A W T e R
d fil nd t d . f : I = ; d
" ast or dERHNal 8 S05 R af h 1 BV BT R hedant Ll B d 0T

by neanr%sf)o]cr?tgé}?ngr ?féﬁo@?gggg tRhUehd LommHUhRatich chRRetddreidehadasAth $8& Vi ce

systemas ¢ Im1, wherein the restoration server includes: a

web seryerorhfin @8R thRELGNN theC eBmiIMiGdti 0PN proyraac istdihgwrddloftededatal end  PCs
through the Internet network, transferring the restoration programinputted

from 1feext ardedairt ardaeranersming aatboinot trenestedtial icefite REKratet peatver ng t he
restoration result transferred fromthe client PCs to the external, and
t r ansf ethiduh theecemmaliyicatom psagram, eod resgivindiangstld of Ae analysisy manderredsul t
to the client PCs; a restoration plug-in nodule having the restoration
pr ogr anfromphe restotafion sep(ErascoBinditingirgBtosUAN reaWé for transferring the
Cont 01 andh aSvaTAIGErRAIEC B8] B e SETaHEE e S67 AR =POLHALFS RE web
e g T ST TR Sl R e B3bfR o
Pl u%i nst%ggltr?e Egtraoéjr%qfilgg?es\%}%d by means of the restoration plug-in moduie.
3. The internet-based service system as claimed in claim 1, wherein the
restoration server includes:
a web server for executing the communication connection with the client PCs
through the internet network, transferring the restoration program inputted from
15 external to the communication-connected client PCs, outputting the restoration result
transferred from the client PCs to the external, and transferring the analysis result
corresponding to the
restoration result to the client PCs;
a restoration plug-in module having the restoration program inputted by a
20 server administrator, and for transferring the restoration program to the web server
according to an external transfer control; and
a management module, in case that the client PCs and the web server are
communication-connected, for checking whether the restoration plug-in module is
stored in the client PCs, transferring the restoration plug-in module through the web
25 server in case that the restoration plug-in module is not stored, comparing the stored
restoration plug-in module and the restoration plug-in module stored in the web

server in case that the restoration plug-in module is stored, transferring the

13



25 server in case that the restoration plug-in nodule is not stored,
conparing the stored restoration plug-in nodule and the restoration

plug-in nmodule stored in the web server in case that the Waly
pl ug-in MABVSB4E stored, transferring the 13 WO 01/ 6341§EE’§,£II§ é(@e{ﬁif?oozzz

restoration plug-in nodule to the web server by judging whether the
versions of the two are the same, analyzing a result of the restoration
inputted fromthe web server, transferring the analyzed result to the web
server, and conputerizing the analyzed result in

! b i
?g{ r (raz gﬁ?ﬁ?ﬁﬂ@n tpfvg"_lﬁ‘emP%Lei ] "g&g’&e.b §eﬂ’§r/53f{ J|Pﬂ$'89 ﬁ’é‘?‘itgg’ts&@azélsiﬂq‘éedr@? hod
y restorin anage atra i ( ISl :
anneftIW\‘ga’E%ﬂ"l@ ?%g?vo%&ﬂ?{% §‘ert’3\§twtk of n%[@ﬁérggg%l’ﬂ(ﬁjﬂﬁér ;ffc}rﬁ%h%&‘g%f%%%rf‘(;)
clien ersonal co t C); td j [ala¥ [
oo RS a, FRRMY Ry ) o G e e Sor SRR SR UL e

For CoMpaLiIg A, Sar i pRspbiferich U\ laskite ol fent *PC with a

restoration plug-in no 0 e restorat’ion server; (4) restoring danaged

data;and fil gspRYntdidithabbe sehatS ritlth&nidd regrotdly rexiotiey damuigedethta mntihe
client PC through the conparison routine step and storing the result; 1s

(5) tramsdseesinplsihfetdpesdforation result to the restoration server and
requesting a result analysis; and (6) transferring the analyzed result to
the client PC)aswhneotimyitepirestogatidresenves through aacaiamabipsagon progiga of a

i nternet-based service nethod as clainmed in claim4, wherein the step 20
(2) for ceemtmersorgl chwputastP@ut henti cation routine includes steps of: (2-1)

outputting screen data fromthe restoration serv i i -
data to ?he(@l ieéﬁf:ut'psg; a user authentication routﬁwe a?tEar ft?w(e Icg Héctt{orﬁg tcl) ol%eI n

10 restoration server,
(3) executing a routine for comparing a restoration plug-in module of the client
PC with a restoration plug-in module of the restoration server;
(4) restoring damaged data and files by using the restoration plug-in module
equipped in the client PC through the comparison routine step and storing the result;
15 (5) transferring the restoration result to the restoration server and requesting a
result analysis; and
(6) transferring the analyzed result to the client PC and computerizing the
result in a database.
5. The internet-based service method as claimed in claim 4, wherein the step
20 (2) for executing the user authentication routine includes steps of:
(2-1) outputting screen data from the restoration server for inputting log-in data
to the client PC;
(2-2) transferring the log-in data to the restoration server in case that a user of
the client PC inputs the log-in data through the screen for inputting the log-in data;
25 (2-3) judging by the restoration server whether the received log-in data is
log-in data registered in a management module; and
(2-4) executing the step(3) for executing a routine for comparing the

14



(2-2) transferring the log-in data to the restoration server in case that a
user of the client PC inputs the log-in data through the screen for
inputting the log-in data; 25 (2-3) judging by the restorgﬁiﬂﬁ“}%&z\ﬁr

whet her MWROV@B4W ved | og-in data is log-in data register a nanagenent
nodul e; and (2-4) executing the step(3) for executing a routine for
conparing the 14 WO 01/63418 PCT/ KR01/ 00222 restoration plug-in nodul es
in case that the log-in data is the registered Iog in data, and outputting
a correspondi ng nessage in case that the log-in data is not the. i stered
| 0g-i n chstaratian Pmeml'ﬁpétd‘ﬁét'n l§é§@dh%tetf‘€|'€%"’tr€?t?ot§ the r@Q?f‘?ﬁ?ﬂ 'PQI 'Q: ?am
wherein the ste for executing the rout ne for| notethe
restora@n%r?%qnugngr? ﬁBHGFE%”q'ﬂ%IrUB%%a estrbﬁgs%f at( ghel)o? éja et hef the
restoration iin module is installed in the client PC through t he web
server; “@@SQ%dﬂg%ﬂép?ﬁb the versions of the restoration plug-in nodul e of

the client P eTI;E.:-f_I rﬁgr(?tet Bgséc?%ERflfelt t)n%'thcf&ué‘g cH\n@Hquc?an?lut\nﬁerreﬁ'ﬁfﬁérétbbon

server in ca restor g-in nodule iIs Installed in the

client foﬁ@Qe&ﬁm@thtefr%ﬂﬁﬁéfféﬂ B&tngbﬁng @5 RSbra0Bn L@ Fostis mcfudes t he
restora |on server to the client PCin case that the version of the

restoratjepg gpl ug-in nodule of the client PCis lower than the version of
the restoration plug-in nodule of the restoration 15 server. 15
(3-1) judging whether the restoration plug-in module is installed in the client
PC through the web server;
(3-2) comparing the versions of the restoration plug-in module of the client PC
10 and the restoration plug-in module of the restoration server in case that the
restoration plug-in module is installed in the client PC; and
(3-3) transferring the restoration plug-in module from the restoration server to

the client PC in case that the version of the restoration plug-in module of the client

PC is lower than the version of the restoration plug-in module of the restoration

15 server.



