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Client Server
110 170
¢ ¢ 405
Build size-N
406 database of Build an indexed (e.g., hierarchical)

plaintext associated database of plaintext of user's
with the user personal information, e.g., where N
database entries are In a hypercube
of N dimensions (e.g., with Np
pbases)

405 Split size-N

database Into
415 hypercube database

Encrypt index | of a database entry Pre-process the database by
it wants, e.g., the index | breaking the database into smaller
represented in a mixed radix of Np Database matrices, and encode these in a
bases w/personal CRT representation
information of

client

Recelve the request of the retrieval
of the item using the encrypted
Index

Request retrieval of an item from a
server using the encrypted index

430

Process the client’'s message to
obtain a unary representation of
(e.g., D) Index elements, e.g.,
(11,...,Ip)

435

For first dimension of the N
dimensions, fold by (1) multiplying
each hyper-row (e.g., r) by an (e.g.,

r-th) encrypted bit (ciphertext)
corresponding to the hyper-row
from a first vector corresponding to
the first dimension (which
multiplication zeroes out all but the

I1-th hyper-row), and by (2) adding
all the resulting encrypted hyper-
rows (to get a smaller hypercube of
dimension N/N1=Nyx...xNp)

v FIG. 4
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440

Proceed in similar fashion to fold
the other dimensions, one at a time,
until what i1s left 1S a zero-dimension

hypercube consisting of only the
selected entry corresponding to the
INndex |

445

Perform modulus switching,
converting each ciphertext to a

ciphertext having a different
modulus

450
Server sends selected entry, which
Recelve encrypted answer .
IS an encrypted answer, to user

Decrypt encrypted answer Into
plaintext
Perform one or more operations
with plaintext

FIG. 4
(Continued)
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