METHOD AND SYSTEM FOR FLOODING AND MULTICAST ROUTING IN AN AD-HOC NETWORK
Aviv TEMELMAN and Oleg KODEL S FIELD OF THE DISCLOSED TECHNIQUE The disclosed
technique relates to networks in general, and to methods and system for multicast transmission, in
particular. L0BACKGROUND OF THE DISCLOSED TECHNIQUE Ad-hoc communications
networks are known in the art. An ad-hoc network is a network in which the participants in the network,
known as nodes, communicate between each other directly or via other nodes (i.e., a node performs

the operation of a router). In adEJHCHhANDrRsY NoH8E RQAR IELLROD]HIG tANEEtwork. Nodes may
further be mobile, thus, the I ntly, routes, for
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transmitting messages betweeh ho ly vary. a communication ork, each node has a
unigue 20 identification representation associated therewith. This unique identification representation
enables each node in the network, tg send[ message to another node in the network. Reference is
now made to Figure 1, which is a scﬁ&w g ary ad-hoc network
generally refgrenced 10

FIELD OF THE DISCLOSED TECHNIQUE
The disclosed technigue relates to networks in general, and fo
methods and system for multicast transmission, in particular.

10 BACKGROUND OF THE DISCLOSED TECHNIQUE
Ad-hoc communications networks are known in the art. An
ad-hoc network is a network in which the participants in the network,
known as nodes, communicate between each other directly or via other
nodes (i.e., a node performs the operation of a router). In ad-hoc
15 networks, Nodes may leave or join the network. Nodes may further be
mobile, thus, the topology of the network frequently changes.
Consequently, routes, for transmitiing messages between nodes,
frequentiy vary.
In a communication network, each node has 2 unigue
20 identification representation associated therewith. This  unigue
identification representation enables each node in the network, to send a
message to another node in the network.
Reference is now made to Figure 1, which is a schemaiic
illustration of a simpie exemplary ad-hoc network generally referenced 10
25  which is known in the art. Network 10 includes nodes 12, 14, 16, 18 and
20. Each node has a maximal transmit range represenied by circles R12,
R14, R16, R18 and R20. Maximal transmit range may be the maximal
radio coverage range of a node. Each of lines 22, between the two nodes,
indicates that the nodes communicate with each other. A one-hop

30 neighbor of a node is another node with which the node communicates
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25 which is known in the art. Network 10 includes nodes 12, 14, 16, 18 and 20. Each node has a
maximal transmit range represented by circles R12, R14, R16, R18 and R20. Maximal transmit range
may be the maximal radio coverage range of a node. Each of lines 22, between the two nodes,
indicates that the nodes communicate with each other. A one-hop 30 neighbor of a node is another
node with which the node communicates directly. A two-hop neighbor of a node is another node with
which the node communicates via a third node. For example, Nodes 14, 16 and 18 are the one-hop

neighbors of nodéregtiyincé thug-bemmeisbher dieayaan Hodaathey drrdigovsthaviiehnhiig neighbor
of node 12 sinceppfe 20 AATHRMNCALCS Wi Rded 2 ?ﬂﬁrr%ﬂﬁe Nodd8 3 £0qunyicagons

network, a node may be required to forwards a packet to all of the nodes participating in the network

(i-e., broadcast tAgentess 26108 Briahiwss infanesd@otk weisrsinthey apmeaieteodiieciicate
directly with eac%&ﬂgﬁ%gshpzter’%g%agfb% {ﬁgeg%a%lﬁgqg@@éo Vﬁl%géeti @fgg{tgogthﬁggt%agglt through

the network. A pac tined to the nodes In the net be referre erasa
flood message. FonuxamicaiasiwitfefwdacttyiBigaasl ] Bode 14 is the source of a flood packet. Node

14 forwards the packet to qu% 1§?Hﬂﬂﬁ,‘ﬂ§a{%¥v§rg}%mmesgag§ ég n&%ﬁu%?pig%aﬁ %&mcl} Slode 18

forwards the 15 packet to node 2 a communications network, a odes may
form a multicast fgrevgrdd raufimcistigiougliscd dheumotiesdpariteipsiting padket asdaciekef.enly with

that orou. Eachy PAHRRR: YR RARR A8 5 R AR Fe SO UASTSRIaNEY PRy This

nodes communicate directly with each other). The term "packetf" refers
10 hereinafter to a packet information transit through the network. A packet,
destined to all of the nodes in the network, will be referred to hereinafter as
a flood message. For example, with reference to Figure 1, node 14 is the
source of a flood packet. Node 14 forwards the packet to node 12. Node
12 forwards the message 1o nodes 16 and 18 and node 18 forwards the

15 packet to node 20.
in a communications network, a multiplicity of nodes may form a
muiticast group. A muliicast group is a group of nodes, receiving packet
associated only with that group. Each multicast group has a unique
identification representation associated therewith. This unigue mulficast
20 identification representation enables a node in the network, to send a
packet or packets, destine to other nodes, which are members of that
multicast group. A packet, destined_to a multicast group, will be referred
to hereinafter as multicast packet. For example, with reference to Figure
1, nodes 20, 16 and 14 form a multicast group. Node 18, requires fo
25 transmit a mulficast packet to ali the nodes in the muliicast group (i.e.,
node 16, node 14 and node 20). Therefore node 18 forwards the muilticast
message to node 20 and node 12. Node 12 forwards the message to node
14 and node 16. It is noted that, as the above exampie illustrates, that a
hode that is not a member of a muiticast group may send a message io

30 the multicast group.



20 identification representation enables a node in the network, to send a packet or packets, destine to
other nodes, which are members of that multicast group. A packet, destined to a multicast group, will
be referred to hereinafter as multicast packet. For example, with reference to Figure 1, nodes 20, 16
and 14 form a multicast group. Node 18, requires to 25 transmit a multicast packet to all the nodes in
the multicast group (i.e., node 16, node 14 and node 20). Therefore node 18 forwards the multicast
message to node 20 and node 12. Node 12 forwards the message to node 14 and node 16. It is noted
that, as the above examplEINRRRASs PAiaNh ApRHaRHE RUPIGRABRTERDT MuRtidEgieddimay send

2 message t0 30e MUGARAONnod arEURBEFRACILAOBHCRION HAIRRIARER L3¢, 53242

to Liu et al., entitled "l\/lethpd and Apparatus for on'Demand Multicast and Unicast" is directed to a
technique wherednigasd’s it diresied Unicattead Mg iReeciiraggesm duteeommatsatipascluster, is

selected asa b qr%@gpsg% Ep&g%&tﬁ{ @ﬁ?&g@?‘?tﬁ %%Qeﬁﬁ';%‘aw RS %@gy@{ gsa%h node in

the network trans eacon S message to one-hop neighbors. Thése beacon status
messages ircluddisianigeadedifieatiosten e ad thelashssariniig notistérchess mspgaiighbyrs of the

node and the multicast aroups the node wis iQin, Consequ each n intains a local
database of one- %@n%%g% %lrsf %%é‘ %?W\%ﬁ&%ﬂé%#gﬁb%%?icauﬂs%g%ﬁga%‘g g’reiga%é)ll%%%gd routing
table and a gatengigishanas alpatesvhpacohingtatidemessagdendsshge sourtgue identiicdetermine the

next hop in a route pf a message whose destination is a node, at most twg-hop from the pode, 15
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forwards the megsagedetthgolysietieathdecluiinebeas lamptS tmégenieriti, deathatimiisode in

the local database of the cluste{ head. If the destination ngde is nqt 'rlPthe local database ﬁ{)the cluster
i

head the cli®ter HELYIRE mBts! A cHBIARATE stlatBRHBER i 0 EinGehI€ 5t MR iPhe cluster

head. If the destipsiiabaede ia nelLisieherrostingtiable sforagsiathgeidsienliiped aviinairblg, the
cluster head forwards the message to a cluster head neighbor one-hop closer to the selected gateway.

If eventually the $RSWRAYSIEER & IAEEYRL FRNIRSH RISy ateway cannot find the destination node in
the gateway routing table, J¢2% SHRVEBLALS HEYE oA ORI TRLIEED faidRsinatianaage. In the

patent to Liu et al., transmitting a multicast message from a singly message source to a multiplicity of
destinations is aBhVBaS§pge Whose destination Is a node, at most two-hop from the node,
15 according to the local database. If a node in a cluster cannot locate a
destination node, the node forwards the message to the cluster-head. A
cluster head attempts to locate the destination node in the local database
of the cluster head. If the destination node is nof in the local database of
the cluster head the ciuster head attempts {o iocate the destination node in
20  a routing table stored in the cluster head. If the destination node is not in
| the routing tabie stored in the cluster head routing table, the cluster head
forwards the message to a cluster head neighbor one-hop closer to the
selected gateway. If eventually the message reaches the gateway and the
gateway cannot find the destination node in the gateway routing tabie, the
25 gateway attempts to discover a route to the destination node.
in the patent to Liu et al., fransmitiing a multicast message from
a singly message source to a multiplicity of destinations is achieved by
fiooding the network with a conirolied flood message. A controlied flood
message a message that is flooded only by nodes that can potentially

30 transmit the message fo nodes that did not receive the message from
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flooding the network with a controlled flood message. A controlled flood message a message that is
flooded only by nodes that can potentially 30 transmit the message to nodes that did not receive the
message from another node. The decision of a node to re-transmit a flood message is based on the
topology information stored in the node. The publication to Jaikaeo et al, entitled "Adaptive
Backbone-Based Multicast for Ad Hoc Networks", directs to an adaptive 5 multicast mechanism for ad
hoc networks. The multicast mechanism, adopts a two-tier architecture, with an adaptive backbone
infrastructure. EaBRhedd)eRe ddifogedisiens Hsalfaia derégdranarboadionstieasgageddcasts

hello messages.bggﬁy %z?]c{h%q(;)gﬁ’gﬁgg\{ﬁférmﬁtwgg}p’%ﬁtn‘e{ﬁ%‘gﬂgﬁéupdates the neighbors table

stored therein. Initially, eac ets itself as a core node node decides whether it should
remain a core node, or beddree apiiicatian exietingathagionodel, aclordiaptited medidaptivded

height, such as link failure, f ﬁ?% c ity The nodle wi highe, jght remains
the core node of%%\#&%oﬁgg %%? tﬁ%o gégt%g Eﬁ%&%ﬁ%ﬁge’ r%ﬁja%& t\%}ﬁwotr%ﬁ 1@%@Le5t height
as their parent noulifidget hmechaodatdostad thaccoretiepnka dingheblawliitashtrieschiamisias who can

deliver a messa% to tcs)lther cor

.nodes, . In the, publicatipon fo Jaikaeo et al. each. node receives
multicast packets Pom C%Hé"‘f%%gg &Y %Eﬁ%tgg?fo%{;ﬁr@é}sﬁﬁog? #b‘f?vgjr%% lﬂeﬁc@eﬁaﬂ%(ggggge from
and toward the dfaehAodes ot tesioyesdhsatsultzsiftanessage tpalbdekbtres coogiscales in the

twork. Th the multicast packet to the multicast members. U.S. patent
5,762,949, 10 R RS EBH T RIBTOREWRBtoc TV VEREIR<RCKE 1R KR, BFIRAERRa wircless

ad hoc network thereof and updates the neighbors table stored therein. Initially, each

10 node sets itself as a core node. Each node decides whether it should

remain a core node, or become a child of an existing cored node,

according fo a mefric, dubbed height, such as power, link failure frequency

or connectivity. The node with the highest height remains the core node of

all the neighbors thereof. The other nodes select the node with the

15 highest height as their parent node. Each core node consiructs a core

forwarding tabie with entries of nodes who can deliver a message to other

core nodes.

in the publication to Jaikaeo et al, each node receives multicast

packets from core nodes or mulficast forwarders that forward a muliicast

20 message from and toward the core. A core node fransmits the muliicast

message to all the other core nodes in the network. The core nodes
forward the muiticast packet to the multicast members.

U.S. patent 6,791,949, to Ryu et al, entitied "Network Protocol

for Wireless Ad Hoc Networks", directs fo a wireless ad hoc network

25 wherein each node in the network is associated with a category or state,

Backbone nodes are designated "black nodes". Nodes that are not part of

the backbone but can communicate directly with one or more black nodes

are labeled "green nodes". "White nodes" are nodes that can transmit and

receive packets but do not reliably communicate with a biack node. The

30 network backbone represenis a packet forwarding infrastructure, for

exchange of packets between non-neighboring nodes. Each node
it



25 wherein each node in the network is associated with a category or state. Backbone nodes are
designated "black nodes". Nodes that are not part of the backbone but can communicate directly with
one or more black nodes are labeled "green nodes". "White nodes" are nodes that can transmit and
receive packets but do not reliably communicate with a black node. The 30 network backbone
represents a packet forwarding infrastructure, for exchange of packets between non-neighboring
nodes. Each node periodically transmits a signaling packet including a protocol support records such
as transmitter sttegodioaity Thensantsnitesigaainge cpadhet| vdetutfiog uanprotddoackupgighbor

nodes, the number of -black neighbor nodes and next hop information record, Network backbone 5
creation begins v@?t%%aqggé_%%ﬁé%%ch%gse%ﬁ?éqg 6%%%?@1ed?g'ﬁlfra’/"%ﬂﬁgeﬁg‘éébsrﬁ%cg ECTION
process identifiesnaiuthesatiset mdmitmodf idakkoneighties. iinies a thbitaumbercomnumisiigs with a
backbone node it becomes a green ngde. An EXPANSION, process is,als rformed by category
white nodes. EXB%EIQC%O?BE\I 'i’&ﬁ'?es pﬁﬂ: S vm%h' %rWﬁftig”ﬁo‘Eféxg&s' &g@&%@%@ﬁggpﬁbecome
a network backboreatiodebdgissvillittaus SEERRTEIGNY woite sodeHieesqraeisaieaP ayesp, since it
he SELECTION and EXPANSION processes, result

now has a category, black neighpor. lec \ A
in a network cong{@/ffﬁd’&d&%en Qﬁdgb%géﬁg\ﬁﬁﬂ%i%e&@ RS8R HakSEH CEERWRTKity .
15Each of the caiggrioRakoREe MaiRtaing aviilicRsisouBneniabiR SIS 8T Badiashhaddress

and a list of local group, members. Each local group member is a direct neighbor of the black node and

has joined the groRPorthE eRUBESFLFEE IR Rode ABadn B RN SN Dladk PRRRSfUIh&SRaintains
a list of downstresarbindnegeatéyerfevhite nodes. EXPANSION is the process by which

10 a white node "asks’ a green neighbor to become a network backbone
node. This will cause the category white node to becoms category green,
since it now has a category black neighbor. Collectively, the SELECTION
and EXPANSION processes, result in a network consisting of gresn and
black nodes with varying degrees of backbone connectivity.

15 Each of the category black node maintains a multicast routing
table consisting of a group address and a list of local group members.
Each local group member is a direct neighbor of the black node and has
joined the group or the closest upstream black node. Each category
black node further maintains a list of downstream black nodes. A node,

20 joining & new muliicast group, sends a join request to a one-hop black
hode neighbor. The receiving black node registers the transmitting nodes
as a multicast group member. The one-hop biack node neighbor transmits
the join request to all the biack nodes. Thus, the forwarding black nodes
become up stream nodes of the receiving black node. When another

25 node request to join the mulficast group, that node transmits a request to a
one-hop hop bfack neighbor. The one-hop black neighbor transmits the
request only to the up stream one-hop neighbor. Thus, the black node,
receiving the request, becomes a down stream one-hop black neighbor of
the transmitling biack node. A black node with both up stream and down

30 siream black neighbors, does not forward muliicast join requests. Thus a
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20 joining a new multicast group, sends a join request to a one-hop black node neighbor. The
receiving black node registers the transmitting nodes as a multicast group member. The one-hop black
node neighbor transmits the join request to all the black nodes. Thus, the forwarding black nodes
become up stream nodes of the receiving black node. When another 25 node request to join the
multicast group, that node transmits a request to a one-hop hop black neighbor. The one-hop black
neighbor transmits the request only to the up stream one-hop neighbor. Thus, the black node,
receiving the reqiedtissidraed aeriaplisinesm bheticapiipackeatsgiedooierdecdaseiniigdtack node.
A black node Wit@ht%o Hp,gﬂpﬁggand down 30 stream black neighbors, does not forward multicast
join requests. Thus a multicast free is established. Multicast packets are forwarded according to the
pertinent tree. SUMMARY OF THE PRESENT DISCLOSED TECHNIQUE It is an object of the
disclosed technique to provide a novel method and system for flooding and multicast routing in an
ad-hoc network. In accordance with the disclosed technique, there is thus 5 provided a wireless
ad-hoc multicast network. The wireless ad-hoc multicast network includes a plurality of nodes. Each of
the nodes is designated with a dynamically determined role. A plurality of the nodes are designated
with the role of super-node and the remaining nodes are designated with the role of ordinary-node.
The super-node designated 10 nodes form a routing backbone of the network. The nodes form one or
more multicast groups. Each of the nodes includes a transmitter, a receiver, a local topology
processor, a network topology processor, a backbone multicast processor and a local multicast
processor. The local topology processor is coupled with the transmitter and 15 with the receiver. The
network topology processor is coupled with the transmitter, the receiver and with the local topology
processor. The backbone multicast processor is coupled with the transmitter, the receiver and with the
network topology processor. The local multicast processor is coupled with the transmitter, the receiver,
the backbone multicast 20 processor and with the local topology processor.



The transmitter transmits packets and messages over a wireless medium. The receiver receives
packets and messages over the wireless medium. The local topology processor maintains a local
topology database, and dynamically determines the role of the node. The network 25 topology
processor is operative when the role of the node is designated with the role of super-node. The
network topology processor maintains a network topology database, and establishes and terminates a
dedicated backbone routing link with one-ho ﬁg)er-node ne%hbors. The backbone multicast

processor is operative Wi YXIOF § ESENT (S EIL BBl & MNHRUEhe backbone
[ti t inta [ j [ ' k [ti t
multicast processor main a“ngsam Bf&? W{@S&gﬁg%ﬁfﬁ#ﬁ?@d@a%g%\%g .lao%%\;gp icas

update messages and forwards multicast packets. ast processor maintains a local

multicast registrdfieiebi@nshcsyaissmitolodiemingaandpoaticraisageting eircreonatdipc
ordnarynode niggfenhen i angs sl sHuL (sl upergpe Ty foca

multicast processo er transmits a multicast group subscription message’to a sélected one-hop
super-node deightridster thwinedessisarksignars ibsthenatigckordilbey - wdideeasd ddrivacds a

multicast packet .one- re ighbor. serving one, of the_multic roups, assqciated
with the multicas%%gcéige% E%é{cﬁgo@%h@ %@@e@g 1% %?%é’rr?ig S %9 c%%j%lsj‘niggzcvh/itﬁ?satt%’?n gFﬁul%ber of
one-hop super-niesigreadhtdomsth a dyhaadcatiyadetanitinadotbés. ashesioélitg distiesaddeshnique,

here is th id f [ d multi inf tion i h of th desi
wircless ad o AEIEBNERAB AR Relr S FRIL20% BRAANG O NAUROCLACH BE nocies i

designated with detypaatihliyittettheinse rofeofdparalitpdétheTiases pee-gerignairigwikethe role of
a super-node and the remaining ngdes are designated with the role of ordinary-npdes. The super-node
designated Hodd¥rHh R18Lh Q&Qogﬁé’%?%%r@et\%lﬁkn?%% de%?&rﬁﬁ%fp%@%tﬂﬁcast
groups. 20 Eachmébtbemattzastotgdupslicastieromiatian. fdgeamheddag ugdes e piasedyres of -

detecting an event in the one-ho nei’ghborhood of a super-node designated node, transmitting a local

multicast update AEE%8he2dIRERNIIRRG P e RIRFESRRhg BuBSEWREK idQRelRY RIFSEHFSF with the
super-node desipaalebRe¢RURICAS it sadiiens! 8RS nliMicasMabassigiher includes the

procedures of determining_if the un-subscribing subscriber is the last remaining subscriber to one of
the multicast groups, and UpEalRRPLIBRGIBEY PFRGRTSRE B Giatalrmh willidhe rangiaidetandd event is

gietz%rnzr;e%rﬁnigggom@%@@é@é}@é@d NPHE IABHRB RGNS PRIGBRIAIORT &R NGy ade
transmitier, the receiver and with the jocal topology processor. The
backbone muliicast processor is coupled with the fransmitter, the receiver
and with the network topology processor. The local multicast processor is
coupied with the transmitter, the receiver, the backbone multicast

20  processor and with the iocal topology processor. |
The transmitier transmits packets and messages over a wireless
medium. The receiver receives packets and messages over the wireless
medium. The [ocal topology processor mainiains a iocal topology
database, and dynamically determines the role of the node. The network
25  topoiogy processor is operative when the role of the node is designated
with the role of super-node. The network topology processor maintains a
network fopology database, and esiablishes and terminaies a dedicated
backbone routing link with one-hop super-node neighbors. The backbone
muiticast processor is operative when the node is designated with the roie
30  of super-node. The backbone multicast processor maintains a backbone

muiticast registration table, transmits backbone multicast update
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30 leaving the one-hop neighborhood, a subscriber subscribing with the super-node designated node
to one of the multicast groups, or a subscriber un-subscribing with the super-node designated node to
either the same one or another one of the multicast groups. The local multicast update message is
transmitted when the event is detected as an ordinary-node designated node joining the one-hop
neighborhood or the 5 super-node designated node. The subscriber is detected as the first subscriber
with the super-node designated node to one of the multicast groups, when the event is detected as the

subscriber subs¢NBRFAERR ﬁ@rf@ﬂﬁ@d@ﬁg‘@ﬂﬁ?&ﬁbWba&crmlggaé&i%@ﬁ@ﬁmm as the
last remaining syRgEHBGd0a08 A HARAHGA GRS WISa t%ﬁtf\f 4l %&%?tﬁ}?{@%él% bone

subscriber un-subscribing to either the same or another one of the multicast groups.
multicast registratRsipigbieassaaeade waeh onreshbpcandinaeitnsaneighbsubsohbehenttiesfirst

bscriber, with = igRat , jcast In accordance with a further
subscriber, wi m%?gﬁ : ngnge?gﬁﬁg &Pénﬁé‘gﬁqg%s group wi u

aspect of the dis us provi a méthod for selecting a node for multicast
subscriptionsby another nodééniecaimieticast isocaskicafriberdranTimitsvaateskicalshgeovplticast

network include ity Of h_of odes is designated with a dynamically determined
role. A plurality %q%%@é%ﬂsﬁarﬁag gé%%i%eg vﬁ%&gt#ée %O%ngfqao&ggpﬁg@eo gﬁd‘é‘@%ﬂai%fﬂﬁ”zo nodes
are designated with thedelésotiesigratiedoudts Tive soperafodeiitesigmaicd naddsfiowaaisogting
backbone of the network, The nodes form one or more multicast groups. The node which selects a
node for subscrimfgﬁ,c%sg 8 éﬁé)%ﬁ?n%a"e“%:'&” eSéJQSE?é‘a@l?o&be?E%gﬁpéﬁ%B@. e r??e?hsd
includes the proeeyititessb bretersnissgoiatedtiitht e grauidasisphckent Gadletsiting soaee-hop
super-node desigpated node neighbor, of the grdinary-node, serving the determined multicast group,
and detectify th %%BR%‘S&%@%’EH&HB%&%@[H@%@ %@%ﬁdﬂﬂ@%%f’fh@r@“ RENPWORENPAR method
further includes thsighibeeslures of selecting one or more of the detected one-hop super-node
designated node 30neighbors for multicast subscription, and transmitting_a multicast subscription

i

request message to the seRASGYHRICR MY AMHRRIGaspect of the disclosed technique,

there is thus provided a method for updating stored multicast information

in each of the nodes in a wireless ad-hoc multicast network. The network

15 Includes a plurality of nodes. Each of the nodes is designated with a

dynamically determined role. A pluraiity of the nodes are designated with

the role of a super-node and the remaining nodes are designated with the

role of ordinary-nodes. The super-node designated nodes form a routing

backbone of the network. The nodes form one or more multicast groups.

20 Each of the nodes stores muiticast information. The method includes the

procedures of detecting an event in the one-hop neighborhood of a

super-node designated node, transmitting a local multicast update

message, determining if the subscribing subscriber is the first subscriber

with the super-node designated node to one of the multicast groups. The

25 method further includes the procedures of determining if the

un-subscribing subscriber is the {ast remaining subscriber to one of the
muliicast groups, and updating a backbone muiticast registration table.

The detected event is either an ordinary-node designated node

joining the one-hop neighborhood, an ordinary-node designated node

30 leaving the one-hop neighborhood, a subscriber subscribing with the

super-node designated node fo one of the multicast groups, or a
-8-



node neighbor. The one-hop super-node designated node neighbors, of the ordinary-node is detected
when a one-hop super-node designated node neighbor, serving the determined multicast group, is not
detected. In accordance with another aspect of the disclosed technique, 5 there is thus provided a
method for determining the next hop of a flood packet in a wireless ad-hoc multicast network. The
wireless ad-hoc multicast network includes a plurality of nodes. Each of the nodes is designated with a
dynamically determined role, a plurality of the nodes are designated with the role of a super-node and

the remaining nGAESEFDE0 H@ﬁghﬁﬁ‘é&)lﬁﬂh% rHie FuRtinAppp strsiomateduperf deesitissignated
node form a rou@E % ﬁ%@%%%&ﬂé\fﬂﬂﬁr TBE %d?g% ?Qg?@i&fﬂgor?ﬁgumﬁaﬁmﬂhe next

hops are routing one next hops e met he procedures of receiving a flood

packet or a floodln@@g@mlﬁg atf%mtﬁgibn\ﬁbﬁfprdhamﬁgﬁﬁ uﬁdaﬁ@éﬁ%‘—ﬁal@ﬁ? lighand

t itting th dinth
tggzm:sg‘gn |I§tg elv%% fﬁ(g%éb%%q éHte ﬁrgg age %Sﬁgf a reg eive tra rﬁﬂgﬁ%rhlg °
transmitted ﬂoodspaekemnisﬂomslgeséa@enndladesﬁhe wedestedbeailer bgiecicBREBFDEITRIPTION
O B Soriber MRS SLISSRICUE bR dRISiond Bhd aBpiacaifgmate Ty

from the foIIowmg etai descrlptlon en in conjunction wi h e drawings in w | ure 1,
which is a schergwuplmsm‘aﬂnrﬂw awenple dmmm%msnbmﬂegeuemtyb{e@rwﬂbdﬁao which

o e s R R A e e

remaining subscriber to one of the multicast groups, when the event is

10 deiecied as the subscriber un-subscribing to either the same or another

one of the multicast groups. The backbone multicast registration {able is

updated when the subscriber is either the last subscriber or the first
subscriber, with the super-node designated node, o the multicast group

In accordance with a further aspect of the disciosed technique,

15 there is thus provided a method for selecting a node for mulficast

subscription by another node in a wireless ad-hoc multicast network. The

wireless ad-hoc multicast network inciudes a plurality of nodes. Each of

the nodes is designated with a dynamically determined role. A piurality of

the nodes are designated with the role of a super-node and the remaining

20 nodes are designated with the role of ordinary-nodes. The super-node

designated nodes form a routing backbone of the network. The nodes

form one or more multicast groups. The node which selects a node for
subscription, is an ordinary-node and the selected node is a super-node.

The method includes the procedures of determining a muliicast

25 group for subscription, detecting a one-hop super-node designated node

neighbor, of the ordinary-node, serving the determined muliicast group,

and detecfing the one-hop super-node designated node neighbors, of the

ordinary-node. The method further includes the procedures of selecting

one or more of the deiected one-hop super-node designated node

30 neighbors for multicast subscription, and ftransmitting a mulficast

subscription request message to the selected super-node designated
-0



ioFigure 3, which is a schematic illustration of a system, generally referenced 160, constructed and

operative in accordance with another embodiment of the disclosed technique; Figure 4, which is
a schematic illustration of a method for operating a node in a wireless and cluster-less network,
operative in 15 accordance with a further embodiment of the disclosed technique; Figure 5,

which is a schematic illustration of a method for updating the backbone multicast table, by a

super-node, when an event in the one hop neighborhood of that super-node occurs, in accordance
with another emBBEMBRITTRAE disBRKFBGRIREPOPRRIIESS IGNateAIRdeNRBIBRBMBsRhtion of a

method for prioriiing afichapIAgkian R susrichadeiasn andieieny-aade aHemw adaigusibe © a

multicast group, operative in accordance with a further embodiment of the disclosed technique;

Figures 7A, 7B ddig0 @il styiamitie ArRiaraiiond chdiicsstgeailaly Retwiseei@skbone,
generally referenced 320, i %ﬁi%}?&ﬁwmﬁﬁgg}%@%}e&%éhaagaﬁ@ﬁs%%@%e; and

Figure 8, which is a schematic illustration of a method termining the next hops o od packet
in the backbone toktiee indius krsideding toeflfodniaredsiotmiringotitaendistibspdatenfippd.

e TINLED DEShaRiel ol Q%Tﬂércevafs'\"%é?#?é%ﬁh'&ﬁcast i/ IRCOSPHIRIUALE oxarfgimes the

disadvantages of the prior art by providing a cluster-less communication network and a method and a
system thereforenullicist ratiesinuhiciastesaas pissidifyb efveedes mabdemarfe thén tlogiestisork

Backbon of the TERHDAS DR e bt DRt S el e outing
link. designated with the role of a super-node and the remaining nodes are
10 designated with the role of ordinary-nodes. The super-nodes designaied
node form a routing backbone of the network. The nodes form one or
more mulficast groups. The next hops are routing backbone next hops.
The method includes the procedures of receiving a flood packet
or a flood message, producing a transmission iist, producing an updated
15 frailer list and transmitting the flood packet or the flood message to the
one-hop super-node neighbors listed in the transmission list. The received
flood packet or flood message includes a received ftrailer list. The

transmitted flood packet or flood message includes the updated trailer iist.

20
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In a communication system according to the disclosed -To technique, each node in the network is a
router (i.e., a node is capable of forwarding packets of information toward the destination of that
packet). Each node may be coupled directly with one or more hosts. Each node may further be
coupled with external routers (i.e., routers associated with external networks). These external routers
provide routing services to the 15 external networks. Each node provides routing services to hosts
coupled directly to the node, or to the external routers coupled therewith. Each node transmits a node
status message, which is receivBiRbyfo RESSHIBHIDNrO6F THem HRAMINGSatus messages will be

referred to hereinafter as "hello ages". A hello message includes the 20 identificatian
representation (e.g., MAC | %u@%%t?%‘fhteeﬁaﬂss uﬁtir‘@ﬂg‘) e, it %?éto hgrhcgo%oﬁ?g?ﬁaﬁ]ary-node
or super-node), anora fiskyfitomdhe-fofpadightietaikidrgetsenptivn igkedsasshibadwdm ofigach of

these one-hop nﬁﬁgh ors. Accordirll_gléﬂ.each node receives hello messages from one-hop neighbors
and these hello mes 5%‘@@9&1‘&?# hformation relating to the two-hop neighbors of the receiving

node (i.e., nedes which cafigemwire|eghiyiatcessetsmdlie Pgthaioneidbeimeresxehassaguently, a
node acquires info atior%?ﬁ&)o t the identification and role of one-hop neighbors and two-hop
neighbors thered’ aq jP‘l%cf A HRENRIFIOE FRaEade! BAvBIFB A i EiR @Mt is noted that the

30 term message or messayggreeza i@Me3cagng CADAAIBE @ermainBmkdic ARlatBEdA b
construction and maintenance of the network. These messages are transmitted between nodes. It is

further noted tha®thEXEMPIBRCINSIWRISI§FBRIAING tRiereRCcErintOindNoRAFRRIRNARMGH 1R network.

These packets aggnishainidet befieensBRies RaRiHRANRg in the 5 network. Each ordinary-node
(i.e., a node that is not a super node) forms a two-hop local routing table. This local routing table

includes infétmation relatifg3&ny Y8R, v RiGrReRip il urtiatinn sopsusiayyigeneraliiop
neighbors and twgrbemaeihtinss) chheticab o BiR0 SRlpfcldRs e antiasal PR aRbpR neighbors

and of the hosts, and external routers coupling external networks, coupled with the one-hop neighbor,
to which packet<£Lareqeimgricef, intottisairaeddestatadaiith the routing table entries may include the

unique network identificati%r(?)%@@eg_?%iigﬂ ((E:S[ga IR %ﬁﬁﬁf&?&fﬂoﬁ‘? clgrnﬁ%zhbcae host or

to each external router 15 pling an external network. The local routing table further includes entries
of the two-hop neRgiediRg vwathnhde ekpettivirgassh@ndeighistes-(@ss, thetworkay beenatiestian one

e e 0 Pl AR RER SRS Rl cesinoton o)
Figure 5, which is a schematic illustration of a method for
updating the backbone multicast table, by a super-node, when an event in
the one hop neighborhood of that super-node occurs, in accordance with
another embodiment of the disclosed technique;
20 Figure 6, which is a schematic illustration of a method for
prioritizing and selecting a super-node when an ordinary-node attempts to
subscribe to a multicast group, operative in accordance with a further
embodiment of the disclosed techniqus;
Figures YA, 7B and 7C which are schematic illustrations of an
25 exemplary network backbone, generally referenced 320, in accordance
with another embodiment of the disclosed technique; and
Figure 8, which is a schematic illustration of a method for
determining the next hops of a flood packet in the backbone of the
network, according to a further embodiment of the disclosed technique.

30
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20routing table may further include entries of hosts and of routers coupling external networks, coupled
with a two-hop neighbor. The routing identification representations, of the nodes in the local routing
table, are derived from the hello messages sent by each node. The routing identification
representations are derived from the node identification 25 representation since there is a one-to-one
correspondence between them. The routing identification representations of the hosts, coupled with

the node, are obtained according to a routing protocol (e.g., RIP). A super-node is a node with
capabilities to direct packetd &Y Al EHSE BiP RGN AFoT HEsEMBQRIMENTS node (i.e., directly
or 30 via an external routef-coupli rnal.netwark). A super;node, stares a local royting table,
including entries of the ongﬁ%p%géﬁgﬁg%é@asr%eiéﬁ Ecrzso?(?gs etﬁt?ie@%gao%aeqﬁao%egngﬂ E-}hop
ordinary-node ngigbbars, iynprbwringl awsidsterdepe reootmurighbiors nehsdresisidrad maetiesd coupling

| k led with one- ighbprs). Each inclydes information of the uni
motwork denticalor SoEH AT Ak g o DR L et RS L RSl ter

of an external nehubilecoogpéer wWithttize restertikpacihrding eoleHreigikbis Adstautminee sioiieer stores
a network rOUtinll(it ble. This, network routing table incluqes entries to all the nodes, the hosts and

external network2OGsith tHE FELHFHER A5 & RS-S90 Sn R Re b SPYHRG] RORPWRICHE0 the
super-node forwagdwsrpasketdestngddaithpeanrenesntostvpeneiy el ke dicsi e Hackdudes

information of the unique routing identification representation. Each two super-nodes

communicate béﬁ\lr&%j%'another via a dedicated backbone routing link. A recently promoted
super-node _
in a communication system according to the disclosed

10 technique, each node in the network is a router (i.e., a node is capable of
forwarding packets of information toward the destination of that packet).
Each node may be coupled directly with one or more hosts. Each nods
may further be coupied with external routers (i.e., routers associated with
external networks). These externai routers provide routing services to the

15 external networks. Each node provides routing services to hosts coupled
directly to the node, or to the external routers coupied therewith. Each
node fransmits a node status message, which is received by ons-hop
neighbors of the node. Node status messages will be referred to
hereinafter as "hello messages”. A helio message includes the

20 identification representation (e.g., MAC ID number) of the transmitting
node, the role of the node (i.e., ordinary-node or super-node), and a list of
the one-hop neighbors of the transmitting node and the role of each of
these one-hop neighbors.  Accordingly, each node receives hello
messages from one-hop neighbors and these hello messages contain

25  information relating to the two-hop neighbors of the receiving node (i.e.,
nodes which can be wirelessly accessed via the one-hop neighbor nodes).
Consequently, a node acquires information about the identification and
role of one-hop neighbors and two-hop neighbors thereof, and forms a
local topology database based on that information. It is noted that the

30 term message or messages refers to messages containing information

w12.



15 establishes a dedicated backbone routing link (e.g., by a Point to Point Protocol) with each of the
one-hop super-node neighbors thereof. A new super-node request, and receives, from a selected one
hop super-node neighbor, the topology information of the network, stored in that selected one-hop
super-node neighbor. Thus, each super-node creates a network 20 topology database, according to
the network topology information. Super-nodes may exchange network topology information according
to a link state protocol (e.g., OSPF). Super-nodes synchronize their network topology databases, and
maintain this syntgi@iigationtbg exenafigiciiphe ik mopioitsyyanpdatel nibssagésonith offfersene-hop

super-node 25 ncﬁlg' t%:q tORO te_me s inform of nges in the
topology of the one- o%r%eél-g%fggr#g‘géq ﬁ?ﬁeﬁ%ﬂ‘%ﬁ%@&é&ﬁﬁ%ﬁu ﬁg %necﬁseaggqﬁggig?ﬁ;%me.g., an
ordinary-node leftphekaie-hepairigtéioraodd op duksisperindniriatiomtdoatimsit atsrmegmothe may
exchange networ g ate messages not originated there from, 30 Thus, netwark topology
update informatioﬁeg%ogggﬁ;ﬁ%%?i) ’%ggg%%r ?808%%1%%3686@}’-%%%@B%EH@{E’FMI% EQU‘(E‘ r-nodes
maintain thes -14eivetwtork topology databases synchronized. Each super-node constructs and
maintains a network routing-table according tq the network topplogy database. According to the
disclosed technique, an or%ﬁ'g?‘ %‘ﬁd@%ﬁﬂg@ g’ﬁ)'h%\ﬂ—ff)glﬁggéf %rﬂﬁ’i‘irﬂa‘f‘l’@@él %%%%gﬁrgﬁﬁ)er-node
number (i.e., a mintmohopiobal elwtiregtabieu Pkl aLialip tablsUpeIHREe AEr Matighhave at

least a minimal one-hop backbone super-node number (i.e. a minimum number of one-hop super-node
neighbors). An OFQ?RQREE&%V F?ﬂfHéOﬁ& Mé@ EH%&%@HEW&"M@@Y@W?&-1@Qﬁ'§iﬁiﬁate other

one-hop ordinaryreastthBeigRPRIS tfoSHEE-ABRfh drSUPETREd IS EIURRIE taB RO g tRa Static
criterion (e.g., node ID number) or a dynamic criterion (e.g., weighted connectivity or coverage) or a

combinatiod therBBF %1 PhdD SoRrRRBNEIR bk BEQAG NS R$ist RBR)REIETARI Jieiars-node,
changes its role ibasiRpeRfdfal RaviErREiRYYNOdISSARRIiGHWAtER NAGH A aticyatipn node

will be further explained In conjunction with Figures 5. A super-node, changes’its role to an

ordinary-node, if RS RIS AFR O vYRTBRS sellneriRatinby associateb ity theer auingsdakischnique,
e o &ifec mag R panE b RN AR AMCPS eifen 3 osts vich
Each node may register to a

are coupled with that node (i.e., either directly or via an external router).

multicast group, tReAgyassiAnfignethionpeehnede niolsach jesiprHacecyritesiahodeiatay
provide mulicaskaepiis & G- fRMAICHSLAGRLICFREPRSKS! 1B IR RIBRIRI L AL RRRED to the
members of the multicast group. Eac
entries of the two-hop neighbors, with the respective one-hop neighbors
(i.e., there may be more than one one-hop neighbor which can relay
packets from a specific source node to a specific destination node), and
their unique routing identification representations. It is noted that the local
20 routing fable may further inciude entries of hosts and of routers coupling
external networks, coupled with a two-hop neighbor. The routing
identification representations, of the nodes in the iocal routing table, are
derived from the hello messages sent by each node. The routing
identification representations are derived from the node identification
25 representation since there is a one-fo-one correspondence between them.
The rouiing identification representations of the hosts, coupled with the
node, are obtained according to a routing protocol (2.g., RIP).
A super-node is a node with capabilities to direct packets io
every node in the network, or hosts couple with the node (i.e., directly or
30 via an external router coupling an exiernal network). A super-node, stores

a local routing table, inciuding entries of the one-hop and two-hop
-13-



25 multicast group has a unique network identification representation (e.g., IP multicast address)
associated therewith. Additionally, each multicast group has a multicast identification representation
associated therewith (e.g., MAC multicast address). A host, coupled with a node, receives multicast
services from that node. An ordinary-node receives multicast 30 services from one-hop super-node
neighbors thereof. Each node in the network (i.e., a super-node or an ordinary-node) maintains
a local multicast registration table. This local multicast registration table includes a list of all the
multicast groups ieigebossnviik seninasictoob tieebomaltidasveroop otinandacsteyasighiotsncal 5
multicast table fugther,inglu t be of those multicast groups, registered with the
node (i.e., hosts é&?usﬁ e8(§ Wﬁﬁqhg\?{%ﬁe hé@]ﬁég %%o%% ié %ig%o?&%sary@r?c%g) %f??é h £RHtgF§e-hop
ordinary-nodes neighibing exiermntiarbaerissa soppiathdéh Bachimyperigitmliss., Eahwhey that

super-node is not a 10, memper of a multicast group), further maintains.a hackbone multjcast
registration table!nﬁlnli‘sd %%c'lif%ﬂg%ﬂanic%st e%%%é?%% ﬁﬁgﬁéldgggﬁ'l%%%uTﬁ@é@f‘aFAﬁ ¥ln the
network, andswitkagdiipiedf thesaohuliteis! groepikasbstf ibe RuRechodsimtleroatwods (aa.,
including itself) is réga%stered 15Each su&er-nocifbg?%ods the backbope of the network with messages

including the muRESelGrolpEupas dRRElRsEY BrP0&-RABARAHIAY OG5 NREHPAay floods the

backbone of the pepeerodih furperosiasiugingtherrewurHiicasiarogpssimstisichogtisy that that
super-node serves, Thes messa(P;Ee_s will be referred to herein as 20 backbone multicast u% ate

messages. The t Rle-dieinderRILgs df &l 08 raRERs nthik Rasts Ahd et e GhwaN;

neighborhood of gigvRRE edBeefive BhaLABs kisiensta RarsnSHPSSHRBIALERsSYSHARIAY to or
from a multicast group. Consequent to the backbone multicast update messages, super-nodes

synchronizéheilMEsSEPR 996 ERBVAE S i RAckebisiestivrdabdhese nOgeSerhinRie, Mods
backbone multicagripeide MessageSWREN HERMREY, GhRANSEBLAIISEIRRT QNRRLR: OFSHilg the

one-hop neighborhood of the super-node. A super-node may further flood backbone multicast update
messages periodi@nijigatiomespserBoiRI multicast update message may include the same

information relative to the Regyioysdaqsisst MESAIEMTRR RASHECPEDLLICH 4 BIR er via 2

dedicated backbone routing fink. A recently promoted super-node
15 establishes a dedicated backbone routing link (e.g., by a Point to Point
Protocol) with each of the one-hop super-node neighbors thereof. A new
super-node request, and receives, from a selected one hop super-node
neighbor, the topology information of the network, stored in that seiected
one-hop super-node neighbor. Thus, each super-node creates a network
2¢c  fopology database, according to the network topology information.
Super-nodes may exchange network topology information according to a
link state protocol (e.g., OSPF). Super-nodes synchronize their natwork
topology databases, and mainiain this synchronization by exchanging
network iopology updaie messages, with other one-hop super-node
25 neighbors. These network topology update messages inform of changes
in the topology of the one-hop neighborhood of the super-node from which
this message originated (e.g., an ordinary-node left the one-hop
neighborhood of the super-node). It is noted that a super-node may
exchange network topology update messages not originated there from.
30 Thus, network topology update information propagaies (i.e., ficoded)

through the super-node backbone, and the super-nodes maintain their
-14-



-16- messages, may be appended to a network topology update message, thus reducing the
bandwidth, or alternatively, the number of packets transmitted every second (i.e., packets per second),
required to transmit these updates. Additionally, each super-node transmits to another super-node, 5
joining the one-hop neighborhood of the super-node, the backbone multicast registration table thereof,
over the dedicated backbone routing link. Each super-node transmits to the one-hop
ordinary-node neighbors thereof, messages including a list of all the multicast groups in 10 the
network, and whitgtweiidenaesipdaiebapes foeRENESd hdsathesspges adiebeonstiels to herein

as local multicash Jadale meRsagess, SHPSEAAE tansmitsieRedacP R iisRRbPHAB B sages
A UG

periodically. A super-no er transmits t ficast update messages when afi‘event, or
several aggregatiataivasges occur in the 15 one-hop neighborhood of the super-node. An ordinary-node

updates the local multicast fpaccording to,the ived local multicast messages.
An ordinary-node, attemptlﬁ‘%gé%sgﬁeé%65%0%%&%0%&%%@2 sz?gfao%cp)r é?}gaj}g%]%%u?ocgo%%pep \}Fvslth the
ordinary-node subsdtvihves ai thea 20 s pedifimedultcadt grespprangreitaade bacriphien (egueat

message to a selected one-hopﬁ su{per-node or super-nodes nei hbogﬁﬁ%.e , the[ée can be mﬁre than
one super-node EBR}YHB Badl¥ Bﬁ ca%ft g%ﬁb i%HhS%%r:ﬁggﬁe?é%'Q i’c?a'of e %?8.%"5%5’- E(hﬁde). The
respective superatiatierdddshdnestimingaiti agnendimalyonedidp theckisahsslicestiegistiatitsetable

thereof, 25 and transmits a Jocal and backbone Tulticas{t?ﬁ)date mess%%ées. Heﬁ eforth, th
super-node or th '%Up@r-m%@%aﬁ‘wﬁﬁﬁca p8Bket®Ho SHEFFNT e JHaiH Eﬂ? de, until the

ordinary-node legvgip:iirg-aba=nap neighihstbend aidhe sinesaatie aswn-sohscobendastite multicast
group. Each super-node in the network (i.e., even if that super-node is 30 not a member of a multicast

group) mairtainSE SRR SHnIARarEEP.PItERIRTR SeiIdbReRRoRS BYREEAGAERcat group in

the network. Thegdder-node is designated according to a static criterion (e.g., node 1D
number) or a dynamic criferion (e.g., weighted connecitivily or coverage) or
a combination thereof and that combination can either be weighted or not
weighted. An ordinary-node, changes its role to a super-node, if the
16 ordinary-node is an articulation node. An ariiculation node will be further
explained in conjunction with Figures 5. A super-node, changes its roie to

an ordinary-node, if the super-node exhibits self-redundancy.
According to the disclosed technique, each node (ie,
ordinary-node or super-node) is a router providing multicast services to
20 hosts which are coupled with that node (i.e., either directly or via an
external router). Each node may register to a multicast group, thereby
becoming a member of that multicast group. Each registered node may
provide muiticast services (e.g., forwarding a multicast packet to the
destinations of that packet) to the members of the multicast group. Each
25  multicast group has a unigue network identification representation (e.g., IP
muiticast address) associated therewith. Additionally, each muliicast
group has a muliicast ideniification representation associated therewith
(e.g., MAC mullicast address). A host, coupled with a node, receives
- multicast services from that node. An ordinary-node receives multicast

30  services from one-hop super-node neighbors thereof.
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minimal spanning trees are constructed according to the backbone multicast table and the network
topology database stored in each super-node. This minimal spanning tree may be, for example a,
shared coreless minimal spanning tree or a source based minimal spanning tree. 5 This minimal
spanning tree should include all of the super-nodes, which serve the respective multicast group. It is
noted, that when the tree is a shared coreless minimal spanning tree, each super-node should
maintain the exact same tree for each multicast group, since the backbone multicast tables and the
network topology databasetfehl theodigpeirnoties ioavsykch(brized sup&acboiparnate,

determines the ngxt:hop o ticas t (... forwards the multicast packet), associated
with a multicast g@d%%&cé(g%?jg%a{ e%#n%mﬁ%%ﬁ%&r&%c rgte ra%%'gctirigﬁeod] V\;ﬁt@aﬁiat zﬁéﬁe?%??ﬁticast
group (i.e., eithenmilutiogstrrpgésttationiattian inalmadscaslisicohelshgemukicasttigestpadkeahe However

a super-node, nat registered with.that multicast group, may be required fo forward a packet to the
multicast group d‘%g’%%@s%%%r"@‘a% agﬂieﬁgt %%{gﬁgé%%fﬁéﬁ'&%%f%@ése 8 8t-node
uses sharedscoreledticaitinshiep amtig treguschdinepaenvserseierazohsshegwertastgatdstoward 20
another super-node which is.a member of that trag.dr;?gas%%t e SUBEEEﬁde_ uses a source based

S

minimum spannifiPiES; tREISISEE S SE dBfemt ® B9 R Es RS Y RRreof and

forwards the paciket aeseedinglgnAbrardingrdtsie deravardsta rarliicapPaskebigins§arsed?s
one-hop super-node Qeiggrhbo that provides multicast routing services to that ordinary-node. The
super-node forw3FIgRHR r?idi’éil%épg%wea@cﬁrﬂi‘rﬁff@m@ inimal spanning tree, stored therein.

Since the minimal spanningkeR is@Rakheda Mmudticasihackirne sensistipgrhalidhgmipimal
spanning trees, super-nodes may transmit the multicast packet 30 between the super-nodes of the

pertinent trd@.  MeMBeE, ple@n Hilirasti P lorivaioes mairiRip aekbarkhaie-Foftisashary node
neighbor, transmigyiemulicasieackaldbuatRrheRIBHRANEIRIRSIIRI0E THhS jpdlicast packet

includes the uniﬂue multicast identification representation associated with the multicast 5 group. An

ordinary-node, whRhiHiasmarayes e H&ﬁ_’tiﬁ@ﬁﬁﬁf&tié’é@! IMiitip wWhitbreef titlease tioaligastket. An
ordinary-node,ovg]ignég HaNBer AL e PEINGMMpigast gL rﬁofW&fdﬁglaﬁmﬁ

Iq&a?% pgcket to
the pertinent host (i.e., the host registered with the pertinent multicast' group) or router o e)xternal
network coupledr&gpéayias.

15 Fach super-node fioods the backbone of the network with
messages including the muiticast groups that that super-node serves.
Alternatively, a super-node may floods the backbone of the network with
messages inciuding the new multicast groups (i.e., if such axist) that that
super-node serves. These messages will be referred to herein as

20  backbone multicast update messages. The term "avent", refers herein to
an ordinary node joining or leaving the one-hop neighborhood of a
super-node, or to an ordinary-node, or a host, subscribing or
un-subscribing to or from a multicast group. Conseguent to the backbone
multicast update messages, super-nodes synchronize their respective

25  backbone multicast registration fables.

A super-node, floods backbone multicast update messages
when an event, or several aggregated events, occur in the one-hop
neighborhood of the super-node. A super-node may further flood
backbone multicast update messages periodically (i.e., the backbone

30  muliicast update message may inciude the same information refative to

the previous flooded message). The backbone multicast update
18-



10As mentioned above, super-nodes flood the backbone of the network with network topology update
messages and with messages including backbone multicast update messages. Furthermore, each
node (i.e., ordinary-node or super-node) is capable of flooding the network with a packet (i.e., that
packet is directed to be received by every node in the 15 network). An ordinary-node transmits the
flood packet to a one-hop super-node neighbor. That one-hop super-node neighbor forwards the flood
packet to all, or part of the one-hop super-node neighbors thereof. Those one-hop super-node
neighbors (i.e., teasagHforaaYthe appendeddarRratvaskdnealony HiE@n 8855897 OY8 packet

form an 20 Ordi%%kh@waﬁtﬁﬁg&idﬂg% A et hef daiaek*é@@ SHRSHRRdS

neighbors. Each super-riode forwards the flood packet to the one-hop ordinary-node neighbors
thereof. A aetyageendedifpodprulels mair watanshittiegulese tolFapkits teish flood
packet includes jability ind n I / A2 4Adi : gen 'ngi@% r relates to the
time period the ne(gfé‘?eggv%’[s,ﬁé%r?idﬁ @aﬁ@’ h%e%%@%%%%ﬁépdg%ﬁé@%ﬁﬁgggé aggir:]()aégate : p?r%ﬁ%’
forwarding that floimingacite:. \thedtpe fieighbackobid obhidhaurgepey;nhdamodbalopagidtanggregate
other flood packets,.and transmits the flo cket immediajely. The. reliapility indicator r s to the
number of time 356%1%’8 %%an gésc ng%ntéab%ré r@ﬁ‘rea%somit?é’% %ﬁg}gﬁ&@ﬁ%&%%%&g% in?ll%a twork
receives that flogidpacket. When a message or a packet is flooded through the network, each

node may receive that mefa e or packet mtﬁti Ii%tﬁ/.tof ti estr‘Le. there may b@ a redrtlm ancy of
flood packet or flood mess 8 aﬁ%%‘éri}&%?T EaR é,sln fdet'to c%?\?r' ARar AR 8nd

reduce 5 the ban@igtthorectiieadd6, thaesatdeoddanriingoedist 8bad tiacketsiticash Jrmabm@ssage or
flood packet inclydes a trailer list. This trailer list includes entries of the ideptification representations of
at least som@ of&ﬁ% 5@6@9&@5%‘5&8%503&‘%@%@58 Lfﬁeél’ﬁgﬁu&ﬂﬁﬂwﬁaé%‘(%he FAR8P list may
be managed, forgxasapesanif bstdfefriatto dRFO Y UbesILM (Iscastbufeshereiaigeentry
which was the first to enter the buffer, is also the first to exit, when, the buffer oversE:iIIsg. The trailer list

may further be anSGRPEEadfmitd RIS tst, NREFein'erRie T HRARS: JPRIBte gy to

dynamic considgféﬁaaﬁc&tﬁ-, oG latekR FUReRafRsMiNREBedscERcRine:aflepdaacket,
produces an updated trailer list, prior 15 to forwarding that flood packet, which is further explained in

conjunction with'PRRFBIES MNERJT event, /05 $RYS3 cAsarRaateth ENEHESH AR dBcidling to a
transmissiofy istofin{ia1IseN RIS INGARS AbLIoHiges o B Tle peiBRafsnot isted
in the received trailer list, and excludes
jocal muiticast table thereof, according to the received iocal multicast
update messages.
An ordinary-node, attempting to subscribe to a specific muliicast
group {e.g., a host couple with the ordinary-node subscribes to that
20  specific multicast group), transmits a subscription requast message {0 a
selected one-hop super-node or super-nodes neighbors (i.e., there can be
more than one super-node serving each multicast group in the one-hop
neighborhood of the ordinary-node). The respeciive super-node adds the
transmitting ordinary-node to the iocal multicast registration table thersof,
25 and transmits a local and backbone multicast update messages.
Henceforth, the super-node or the super-nodes forward mulficast packets,
to and from the ordinary-node, uniil the ordinary-node leaves the one-hop
neighborhood of the super-node or un-subscribes to the multicast group.
Each super-node in the network (i.e., even if that super-node is
30 not a member of a multicast group) maintains a minimal spanning tree, of

the backbone of the network, for each multicast group in the network. The
-47-



20 the receiving super-node. This transmission list further includes those one-hop super-node
neighbors, to which the super-node intends to transmit the message. Additional to the trailer list, a
flood packet includes the identification of originating source node (i.e., the first node that sent the
message) and a packet unique identifier (e.g., packet serial number). 25 Accordingly, a node,
receiving a flood packet, can identify if it has previously received that flood packet (i.e., within a
configurable time period). The probability that a node shall receive a certain flood message more than

once is counter-prepBi@EorERanBingdotiFRes s eHAly HRRSIYEeh aEpROPE ot hethbaskBenef the
rajler st and (NFERBELT {96 S0ERRPIRS ARkilork topdX j COSEASRY GBSO ER 24, 28,

2C and 2D which are schematic illustrations of an exem twork generally referenced 100, in
accordance withsapersstimenbist thintmzl eranrioghitee. Nexbek 100 examnie supdiaiedes 102,

106, 110, 112,11 5.ardi - 4 0 = s 102,
106, 110, 112, ﬁ@@%%%ﬁ@%hﬁ%%@%@%ﬁﬁ% ﬁé}t‘\?v%ﬁiﬁésr%v%?ﬁg{%%ﬁ%%ﬁ%%% Scal
one-hop super-nbhis mmiminealagpahringnireal shedidpiziokizoad iptensdeettmbesaneticth equal to
two. Hosts (not shown), are cou Ie,fd with qgch iu§er-nod and With ezﬁh ordri]nar)%réoﬁree. T.rs1e§e 10
hosts are couple%egft%épeaitrg GHV T T ERRARh A P5Rer O Bn"t Fe{%h Iﬂtef%o?fg. Sch of the
super-nodes anglafiéthaoreides mibigunes2anpingidesudincistssggicnsde thiesekihnstintaiach of
lines 124 represents a local communication links petween ordinary-node.and one-h ighbor of the
R 1FePes B AR

ordinary-node. Os@'ﬂ%s fite dEGicERY bIRBSRE ol lép’lsglmf& ent
super-nodes 10Zyanachab 1aisisklinadl 87reptoasiitop drggatetpreidonaicuinguidrhrideen

super-nodes 102 and 110. Bold line 134 represents a dedicated backbone routing link between
super-node¥ 1085 P BHEBFhe 136 represents a dedicated backbone routing link between

super-nodes 110 and 112.:50l4 knpdsRode rapteseiias ﬂ@ﬁéﬂ@%bﬁ@?ﬂ@@ﬁg eftEnglificaetween

super-nodes 110 and 116. Bold line 140 represents a dedicated backbone routing link between

k
super-nodes 11P8/ke1 16 andPN@IFR 110 raplicashadaivatsraaalBIneBuan T iiicEsween
L L

110 25 are members of the same multicast group. Reference is now made to Figure 3, which is a
schematic illustradiGHE M, Geherifpesicitiiesd 260PERstRudiRVaANEInBetivR! a8t ordance

with anothey.embodiaait ofthe dispased ieehnigue (Ryma L 80dnpkidrs hackenedesstiog
processor 162, 30backbone multicast processor 164, local multicast processor 166, network
with that multicast group, may be required to forward a packet to the
multicast group (i.e., the super-node does not receive muiliicast
messages). In case the super-node uses shared coreless minimal
spanning tree is, the super-node deiermines the shortest path toward
20 another super-node which is a member of that iree. In case the
super-node uses a source based minimum spanning free, the super-node
determines the source based minimum spanning thereof and forwards the
packet accordingly.
An ordinary-node forwards a multicast packet to a selected
25 one-hop super-node neighbor that provides multicast routing services to
that ordinary-node. The super-node forwards the multicast packet
according to the minimal spanning iree, stored therein. Since the minimal
spanning free is a part of a muliicast backbone consisiing of all the
minimal spanning irees, super-nodes may fransmit the multicast packet

30 between the super-nodes of the pertinent tree.
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topology processor 168, local topology processor 170, receiver 172 and transmitter 174. Local
multicast processor 166 is coupled with backbone flooding processor 162, with backbone multicast
processor 164, with network 5 topology processor 168, with local topology processor 170, with
receiver 172 and with transmitter 174. Backbone flooding processor 162 is further coupled with
backbone multicast processor 164, with network topology processor 168, with local topology processor
170, with receiver 172 and with transmitter 174. Backbone multicast processor 164 is further coupled
10 with network topology pfocegper-régiayithelgaiibtbptalofgmwand saomdibicadth pessliebr b7 2and with

transmitter 174. work t rocessqr. . is. further coupled with local topol rogessor 170,
with receiver 172’})@%&8\/%&@@% e T 74 ﬁ%é (?%%]’ g%%%ﬁ%?o%gsg%ﬁ "?8% fgarﬁgegry c%)uglxéa with
receiver 172 andomighhtopnsomifitesd/72Addd acklgimefloodlirgeprondtsast] GRaskepeiativeda distect the

one-hop super-node neighbars, from which a flood mess or a flood packet is received. Backbone
flooding process&ni%‘f(?g@?l%ﬁ?(gé?ﬁg%‘lﬁ%qﬁgﬂ 5%’@@#8%%?‘9&9%%50%‘% h‘f@mmeﬂ%%rﬁ%%sage or
flood packet is trgmsuptteAnaorimmgnds delisivbfdhdo rethapraspssaroge nesgiibens awdficabich the
flood message or flood packet is transmjtted, to th fO(zgnmes age or flood phac et. Backbane flooding
processor 162 adg Rt oSt %%é?é%lé%aéﬁé“ P k&gc,ﬁé‘g&ﬂ"ra otk H&&]@qﬂﬂ?é’étor of the
flood message, asfd tiignpeifient mestegs ofitnes FaskeliviaignsmiliRasl b aileasoomss,
according to the relia_bilitg){ indicator. 25 Backbone multicast processor 164, is operative to maintain the

backbone multicR& HGRHr 805 thbte IRAGRE ReHRISEED b, IhedRELtAGD AN ERRH BIBIdNe

multicast update gReggastess datsansMMERLIideRankbome raylfteast processor 164, further determines
and maintains a minimum spanning tree, for each multicast group in the network and 30 forwards a

multicast patket accordingA§ tHeEAE@NAthAPRYRINRHRYPRRARY fleed the hagkhongitiehdbBrocessor
166 maintains a locglsnkltgag! Raigbak ol R NEHHRRs M iacRidBuliRaStHRdI HeRignsages via

transmitter 174. Local multicast processor further transmits via transmitter 174 a multicast group

subscription mesE&gecHiH %ﬁ@ﬁmeafﬁ‘rdﬁ!i‘éﬁ%ft Bﬁiﬁiﬁem%ﬁﬁgﬁﬁqerﬁl@'ﬂ@ﬁﬁﬁrﬁuﬁﬁ%bﬂ@%ighbor.
Processor 165, M oo e e e
backbone routind?lipaskefefitorik i@ dregikpt declisertedsiprbadesainasniitevesp node in the
15 nefwork). An ordinary-node transmits the fiood packet to a one-hop
super-node neighbor. That one-hop super-node neighbor forwards the
flood packet to all, or part of the one-hop super-node neighbors thereof.
Those one-hop super-node neighbors (i.e., the neighbors of the
super-node that first received the flood message or flood packet form an
20 ordinary-node), forward the flood packet to all, or part of their one-hop
super-node neighbors. Each super-node forwards the flood packet to the
one-hop ordinary-node neighbors thereof.
A node aggregates flood packets prior to transmitting those fiood
packets. Each fiood packet inciudes a reliability indicator and an urgency
25 indicator. The urgency indicaior relates to the time period the node waits,
and to the number of flood packets the node aggregates, prior io
forwarding that flood packet. When the ficod packet is of high urgency,
the node does not aggregate other flood packets, and transmits the flood
packet immediately. The reliability indicator relates to the number of time
30 the fiood packet is to be re-transmitted, to ensure that every node in the

network receives that flood packet.
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10 with network topology database requests, with network topology update message and with network
topology database, when a network topology database request is received, and with the local topology
database when the node changes its role to a super-node. Network topology processor 168 further
provides the network topology database to routing processor 15156. Local topology processor
170 is operative when the node is a super-node and when the node is an ordinary-node. Local
topology processor 170 maintains the local topology database of the node and determines if a
changes the role of the nod¥1es. dronessdigarpmeadpacked ssiferotisdk hreighvérsaheiwibik change in

the role of a one- nary- 3] A ary, tablishes.and terminates dedicated
backbone routing@é} r(ﬁg(s}E %E\e%%ﬁg%l%?\é%ﬁﬁ%tno?eg %ﬁg%g%sﬁg%ﬁe%ﬁ)@ﬁgcgl ?gp{gmoegsﬁp'jred(:essor
170 provides thetleral topalpgpeatabassitndeveyrk tdpdlogyl prpaeksbr 88, flodthckbessagwilticast 25
processor 164 and to local mylticast processor 166. Local totpo Progess r 168 further,provides
transmitter 174 v&?%”ﬁ@!%%‘i%’ﬁmﬁfﬁ?f?g ! es’%ﬁ(ﬂ%{h %&E&-WJ3@%&8@3%@%&%&&"({8@? %ssage
Lhalllt cause aschattglet'uallﬂnmﬁdih ioéqumm‘ horimdmmbff'? 'Rmdb_ me@mh f ‘);h&eﬂeb@rpb&m\m | recI:eived
ello messages o local 30 topolo ocessor ..Recejver rther proviges recejved.loca
multicast update 8§s£@%§s e r%}égkgﬁfr%ﬁ?%%%-'ﬁﬁ}’g‘?ﬁe@nﬁd@%ﬁ-‘#eig @rsﬁ%‘l%c ?%nulticast
processor 166, andinteddasnieschfaddarkhpicaiiiicasiayulattioms st sdasiagifhenss muelticast

processor 164. Receiver 172 further prqvides received flood messa%es to backbone flooding

processor 162. STHRAS BOSRIBRESRARY 85 (HE FQIGBIP RRaHRAE e RATKE . o N I node or
an ordinary-nodeismaaipipeTHemEsse, Rwesiarkarh RRe FRLLIRITAFTONE tFAROesation,

thereby changing,its physical position, relative to other nodes. Consequently, the role of each node

may changé® Th&r&ford, RHESH SIS BT the feiRoMRigharsaifafErbtg@hter the buffer, is

also the first to exit, when the buffer overspills). The trailer list may further
be managed as a finite length list, wherein entries in the list are deleted
according to dynamic considerations (e.g., work load of a super-node). A
super-node, receiving a flood packet, produces an updated trailer list, prior

15 to forwarding that flood packet, which is further explained in conjunction
with Figure 7A, 78 and 7C.

A super-node forwards the flood packet, according to a
transmission list. This fransmission list includes only o those one-hop
super-node neighbors not listed in the received ftrailer list, and exciudes

20 the receiving super-node. This transmission list further includes those
one-hop super-node neighbors, fo which the super-node iniends fo
transmit the message. Additional to the trailer list, a flood packet includes
the identification of originating source node (i.e., the firsi node that sent
the message) and a packet unique identifier (e.g., packet serial number).

25  Accordingly, a node, receiving a flood packet, can identify if it has
previously received that flood packet (i.e., within a configurable time
period). The probability that a node shall receive a certain flood message
more than once is counter-proporiional (i.e., not necessarily lineariy
counter-proportional) to the length of the fraiier list and the length of the

30 transmission iist.
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Reference is now made to Figure 4, which is a schematic illustration of a method for operating a node
in a wireless and cluster-less network, operative in accordance with a further embodiment of the
disclosed technique. In Figure 4, "Nr." denotes the number of super-node 15neighbors, "=" denotes "at
least” and "<" denotes "smaller than", XL denotes the minimal one-hop local super-node number and
X2 denotes the minimal one-hop backbone super-node number. Further in Figure 4, the term "Min."
refers to either X1 or X2, according the context, the term  "self' refers the node executing the
method and the term "otheR¢8Ee5%8 F0MDNdBdtiftaHzaurRsndtiedRedltingdnéihiutieiare  In

procedure 200. & apglogy ARG URINP S SIARRNTh NSO RARG Ao GBlanRdaa e may be.

for example, a hello messages received from ot e topOlogy ision update cue may also
be a received supeAnodeidask)witioramessbgdimeataidiogydikinied 28ciprateecudlataprkirther be

an internal flag raised ev. nfigurable time pergd. This configurable time. perio b
predetermined. ﬁl esrneﬁtjl\‘%é,g%e%rﬁzﬁ?g{%§ tiri%gper:ll-gés’mgg Urtf@be@%a%ﬁ#ggll@?éte%rﬁned
according tosthe ordinizry ofaies Hdz n6 08 neighbtzs otttk 122le SWitbrrafeiesceld, Rig6rel 30 )ocal

topology databaci Bt (L GLh e e B R ST e PG brd e Wit
reference to FigurerBniatabicglology-pusesapet-fibupdaienbe |eral tdhelogyrdatabases-Alipr the
B2 T LA L U M LA
entries are deletegldreutiedoastiionaiooy dnsahass: Nodewniyieadiegritarecheyeirednulen a hello
e N Mo SR Sre Coupled Sither directly P Vi an Sxiemal router of an external
network. Each of the super-nodes and ordinary-nodes in Figures 2A
provide mulficast services o theses hosts. Each of lines 124 represents a
local communication links between ordinary-node and one-hop neighbor of
the ordinary-node. Boid line 130 represehts dedicated backbone roufing
15 links betwsen adjacent super-nodes 102 and 108. Bold line 132
represents a dedicated backbone routing link between super-nodes 102
and 110. Boid line 134 represenis a dedicated backbone routing link
between super-nodes 106 and 112. Bold line 136 represents a dedicated
backbone routing link between super-nodes 110 and 112. Bold line 138
20 represenis a dedicaied backbone routing link between super-nodes 110
and 116. Bold line 140 represenis a dedicated backbone roufing link
between super-nodes 112 and 118 and bold line 142 represents a
dedicated backbone roufing link between super-nodes 116 and 118. In
network 100, ordinary-nodes 104, 108, 120 and 122, and super-node 110
25  are members of the same muliicast group.

Reference is now made to Figure 3, which is a schemalic
illustration of a system, generaliy referenced 160, constructed and
operative in accordance with another embodiment of the disclosed
technigue. System 160 includes backbone flooding processor 162,

30 backbone muiticast processor 164, local multicast processor 166, network
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lo interval. With reference to Figure 3, local topology processor 170 deletes expired node entries.

In procedure 204, the own role of the node is identified. When the node is a super-node, then, the
method proceeds to procedure 206. When the node is an ordinary-node, then, the method proceeds to
15 procedure 210. With reference to Figure 3, local topology processor 170 identifies the role of the
node. In procedure 206, the self redundancy of the receiving node is detects. The system
according to the disclosed technique, aims to minimize the number of super-nodes, taking into account
certain 20 netwotkpjegnracesserglGdbistatdopdibgrefonecessdr sUif@r-remsvieied 7@ idedtify
self—redundancy.tpéﬁg%{fé}ogﬂis considered redundant if all of the following occurs; the minimal
one-hop backbone super-node number, X2, is still met, if that potentially redundant super-node
was demoted to an 25ordinzasgetodelfica st iprbtessoe-16H isupmipied evithi @aukiscrid o pdientially

potenialy recun AT Spb,-A3de HAE CBHREHES o DVEL PGSR S bfle RO
ordinary-node netightiokgy pfdbegste dbBamitipescaide sbivtgeprocestibary7mdgitthasasiderwill not
O e e S g Proceecs
coupled with backbone multicast processor 164, with network topology
processor 168, with local topology processor 170, with receiver 172 and
with transmitter 174. Backbone muliicast processor 164 is further coupled
10 with network topology processor 168, with local topology processor 170,
with receiver 172 and with transmitier 174. Network topology processor
168 is further coupled with local topology processor 170, with receiver 172
and with transmitter 174 and local topology processor 170 is further
coupled with receiver 172 and with transmitier 174
15 Backbone flooding processor 162 is operative to detect the
one-hop super-node neighbors, from which a flood message or a flood
packet is received. Backbone fiooding processor 162 determines the
one-hop super-node neighbors t6 which the flood message or flood packet
is fransmitted, and appends a list of the one-hop super-node neighbors to
20 which the fiood message or flood packet is transmitted, fo the flood
message or fiood packet. Backbone flooding processor 162 aggregates
flood messages and flood packets, according to the urgency indicator of
the flood message, and transmit flood message or flood packets via
transmitter 174, at ieast once, according to the reliability indicator.
25 Backbone multicast processor 164, is operative to maintain the
backbone multicast registration table when the node is a super-node and
to transmit backbone multicast update messages via transmitter 174.
Backbone muiticast processor 164, further determines and maintains a
minimum spanning tree, for each multicast group in the network and
30 forwards a multicast packet according to the determined minimum

spanning tree.
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5 returns to procedure 214. With reference to Figure 3, local topology processor 170 detects
self-redundancy of the node and changes the role of the receiving node to an ordinary-node when
self-redundancy is detected. In procedure 208, the role of the node is changed to an ir) ordinary-node
and dedicated backbone routing links, with one-hop super-node neighbors, are terminated. With
reference to Figure 3, local topology processor 170 changes the role of the node to ordinary-node and
terminates dedicated backbone routing links with one-hop super-node neighbors. After the completion
of procedure 208, the methiaitploteaticas!l pereskpes P64, Impinieitsrea210¢ak fraviiicastion status

< d 4.Self art . : ; . ) : toria:
ode tht at ead e AL A B i SR IR S Tpdler fesiude e
continuous grapkrénsmiterm idicdteagitimedittasthaoasssairfg ih¢hdransinidp viagyatmabtise); Not all

the one-hop ordipary-node peighbaors are one-hap away from the continuous graph of super-podes;
gl i SheHel iR

25When the self-drficilation Statuscor the Ro oosri][i\}g,e&se?% I%\g%r te2d0 Sotedure
212. When the spHeiictdadipesintrs ohthbopdeienegaly edigdiboihe method proceeds to procedure

e node, i proced PUAEE N F RESRAS LothiOeR RN ROt A defoated
backbone routinginds-aseiestablishiestvitbsiediomaupessuide 68ighiwirtaiihtreferriemitk Figure 3,
0cal POl T datanane g satablished Ard dorhnatss Hedicatsd backbone
roufing links. Network topology processor 168 provides transmitier 160
10 with network topology database redquests, with network topology update
message and with network topoiogy database, when a network topology
database request is received, and with the local topology database when
the node changes its role to a super-node. Network topology processor
168 further provides the network topology database fo routing processor
15 156,

Local topology processor 170 is operative when the node is a
super-node and when the node is an ordinary-node. Local topology
processor 170 maintains the local topology database of the node and
determines if 2 changes the role of the node (i.e., from ordinary-node fo

20 super-node or vice versa), or if a change in the role of a one-hop
ordinary-node neighbor is necessary, and establishes and terminaies
dedicated backbone routing links. When the role of the node changes fo
super-node, local tfopology processor 170 provides the local topology
database to network iopology processor 168, o backbone mulficast

25 processor 164 and to local muliicast processor 166. Local topology
processor 168 further provides transmitter 174 with periodic helio
messages and with super-node compel messages (i.e., message that
cause a change in the role of a one-hop ordinary-node neighbor).

Receiver 172 provides received hello messages to local

30 topology processor 170. Receiver 172 further provides received local

multicast update messages (i.e., received from one-hop super-node
-23.



5 dedicated backbone routing links with one-hop super-node neighbors. After the completion of
procedure 212, the method proceeds to procedures 214. In procedure 214, the number of one-hop
super-node neighbors of the current node is identified. Each ordinary-node should have a 10 minimal
one-hop local super-node number, X, , of one-hop super-node neighbors. Each super-node should
have a minimal one-hop backbone super-node number, X2 , of one-hop super-node neighbors. When
the number of one-hop super-node neighbors, is at least X, when the node is an ordinary-node, or at
least X2 when theaiglledssa sitpelonatentitinagie pwnashod rétfnsandrocedides20ecaiven the

number of one-h 3?9 -n ighbors, is. either ler X is an ordinary-node
or smaller than >§2B W er?{t%e?ﬁ@(gg %I?a @é%é%}?nodge?‘%ggr%,gthtteg?nggtﬁ%%%ég?&%%%@%%%srg%l& With
reference to Figute43, [Realcimen|dF@y purtesspralided astifidgat € oot heessayes o hbagkbonede 20
number of the regeiving node and de ines if the minimal one-hop local super-node number or the
minimal one-hopﬁggcfﬁﬁgr%r%ﬁ%%?’g{oégeggumber IS met.

5 ' in the system according to the disclosed technique, each node

(i.e., a super-node or an ordinary-node) may join or leave the network.

Each node may further move to another location, thereby changing its

physical position, relative to other nodes. Consequently, the role of each

node may change. Therefore, the topology of the network dynamically
10  changes.

Reference is now made to Figure 4, which is a schematic
illustration of a method for operating a node in a wireless and cluster-less
network, operaiive in accordance with a further embodiment of the
disclosed technique. in Figure 4, "Nr." denotes the number of super-node

15 neighbors, "z" denotes "at least" and "<" denotes "smaller than", X,

denotes the minimal one-hop local super-node number and Y, denotes

the minimal one-hop backbone super-node humber. Further in Figure 4,

the term "Min." refers to either X' or X, according the context, the ferm

“self” refers the node executing the method and the term "other" refers to

20 nodes other than the node executing the method.
In procedure 200, a topology decision update cue is received.
This topology decision update cue may be, for example, a hello messages
received from other nodes. The fopoiogy decision update cue may also be
a received super-node designation message. The topology decision
25 update cue may further be an internal fiag raised every configurable time
period. This configurable time period may be predetermined.
Alternatively, the configurable time period may further be dynamically
determined according to the number of one-hop node neighbors of the
node. With reference fo Figure 3, local topology processor 170 awaits a

30 topology update decision cue.
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In procedure 216, a candidate for super-node designation, is selected. When the role of the node is a
super-node, the node selects a 25 one-hop ordinary-node neighbor for super-node designation. When
the role of the node is ordinary-node, the node may select itself for super-node designation as well.
Furthermore, when a super-node receives a super-node designation message, from another node,
that super-node elects itself for super-node designation. A node (i.e., a super-node or an
ordinary-node) may designate it self or another ordinary-node as a super-node according to, a static

priority criterion (e.g., identiiiciRioiceciores20Rtithg, pcyntspisictie denaioasecomipiaatie iaepof.

According to the static priority criterion the system selects the node with the highest 5 static priority
(e.g., lowest or t%oé%ﬁ%&%éy@ﬁ?f%&%&ﬁ{fgﬁi eﬁ%tfgﬁf%%g%?éi REFRAAFnaMNIE L FRERFENFR node
calculates a certapn Figuedosedekalotspdibgyngsiesesignatepihamagewithidhpbitihastyige as a

super-node. For example, th may be the sum of the weighted connectivity (i.e. the measured
4

valu
power of receive Qnﬁss%ﬁg s Ry RRreeeelse A 4n thsoue thpRerarersie & the
node is ordinary-prstssanestixoaodewsriectad iRadfos spsrapeif ylasignaling. themddsngiod

proceeds to procedure 220. When the node (i.e., either an ordinary-node or a super-node) selected a
one-hop ordinanPFREREASI P HBPESUIB# 1 de designation, the method proceeds to procedure 15

218. With reference to Figure Briaealippoieny RIgEREIPHEHE SelRpis B dNaBPdRfar fiper-node

designation. In procedure 218, a super-node designation message is transmitted to the selected

ordinary-node. WRRaciepsiransiaighrse, 1dtedieopnisgy ﬁf&é@é@ﬁm@@i@ﬁﬁw\&haﬁraﬁwmer 174 a
super-node 20 dgpigRalien Message Kbs %@Séﬁ?é’corﬁigcréy'%ﬂ?- %Hﬁhé“%f%ﬁ@&%ﬁm pgpcedure
he role of the no

218, the method returns'to procedure 200. ~ Inprocedure 220, t e is changed to a
super-node&nd dtgRvaled\Watkpelesanetirg Irsreidh neahtgpelggy-pmkersiyhbobstatetes

established. Witt‘éﬁﬁé 48 5 @33, local 25 topology processor 170 changes the role of the node
to super-node an esta%ﬁis%es d}g@lcafed backbone routing links with one-hop super-node neighbors.

After the completion of protedure:220;eh2dHethed puicezidsad ihecestizds 206niificde Natinerk
e oae HiEcipoae! e QiR S AR LR B B S BRI g6
When the node is an ordinary-node, then, the method proceeds to
15 procedure 210. With reference to Figure 3, local topoiogy processor 170
identifies the role of the node.

In procedure 208, the self redundancy of the receiving node is
detects. The system according to the disciosed technique, aims to
minimize the number of super-nodes, taking into account certain

20 networking constraints (e.g., robustness). Therefore, each super-node
tries to identify self-redundancy. A super-node is considered redundant if
ali of the following occurs:

¢ the minimal one-hop backbone super-node number, X .+ Is still
met, if that potentially redundant super-node was demoted to an

25 ordinary-node, for all of the one-hop super-node neighbors of the
potentially redundant super-node;

e the minimal local super-node neighbor number, X, is still met,

if that potentially redundant super-node was demoted o an
ordinary-node, for all of the one-hop ordinary-node neighbors;
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multicast group in the network. This minimal shared spanning tree should -28- include at least all of
the super-nodes, which serve the respective multicast group. Reference is now made back to Figure
2A, and to Figures 2B, 2C and 2D, which are a schematic illustration of exemplary network 100. As
mentioned above, with reference to Figure 2A, 5 ordinary-nodes 104, 108, 120 and 122 and
super-node 110 are all members of the same multicast group. An exemplary minimum spanning tree
of this multicast group includes super-nodes 102,110 and 116 (Figure 2B). However, in Figure 2C,
dedicated backbone reutinj Ithis 132ebefwibrt suparnasite] toamgesuper drelitatPaislosthat

Consequently, node 10 108 changed its role to a super-no eéie.ne., according to the articulation node
status criterion, as mentio%@%‘fﬂi?ﬁ?@&h%&%rﬁ%ﬁﬁﬂﬁ%ﬂ W?iﬁ@tﬂﬁ represents the dedicated
backbone routing link betwegiesuper-nedesdalicgns ddRdune i apieseaisdhpassbieaeth
backbone routing}link between super-nodes 108 and 112. Line 148 represents the 15 dedicated

backbone routindIPREG ReeMCsu ¥ NRBRR!N BRANRGARY isBofdniestadethehdlr dnalfinp
backbone rogtingdipkretiweppcaqairaodes 10&andréfzoheeording i e e chrRges ivibgtorology

of the network, the minimum s§anning tree of the multicas;é(f:;roup including ordinary-nodes 104, 120

and 122, and supEPSRRRSS 108 Hrfadts aethmriundang e ibeincdaasd seagaidieniMenum
spanning tree of gisyauligashargumadier %dﬁt%&ﬂsqféﬁ&%%'{%é@%@mr&%waf Igst. This

exemplary minimum spanning tree includes super-nodes , 110, 116. As mentioned above,
according to the technique, a 25 super-node floods the backbone with backbone multicast

update messages. A supewogﬁ)géaé@tsz@gsetp@c g]eoml{ﬁ%gmﬁgdzi rw:é%/gﬁbone

configurable time period or due to an event in the one-hop neig ood

multicast update Gfisganew R udBdhsipditatad ghagdone tausingerlitte swiles ang-Bophanges
that occurred in -‘Hﬂ%%‘ UM regi ' C A i ade jgure 5,
|cB ﬁlustrat%ﬁ@#m’ Qgg%%ltﬂ[hﬁg@ Wgh Cﬁ%@&?&& E% %ﬁ%eg, biﬁ%ﬁ

which is a schema a metho pdating the backbone multicas
super-node, whel@p@lege procass onéd Ho phangesoiine odiefah e meeteriaderdutansniadeeodiance

with another em*?&ﬁ%ﬂ}%i&f H%%icated backbone routing links with one-hop super-node
neighbors. After the completion of procedure 208, the method proceeds to

15 procedures 214.

In procedure 210, self-articulation status is detected. Self
articulation status is determined according to either one of the foliowing
criteria; |

e A node that at least one of the one-hop super-node neighbors

20 thereof, are not vertices of a continuous graph (e,

communicate with each other according to the iocal topology

database);
s  Not all the one-hop ordinary-node neighbors are one-hop away
from the continuous graph of super-nodes;

25 When the self-articulation status of the node is positive, then, the
method proceeds io procedure 212. When the self-articulation status of
the node is negative, then, the method proceeds to procedure 214, With
reference to Figure 3, local topology processor 170 determines the

self-articulation status of the node.
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5 disclosed technique. In procedure 250, an event in the one-hop neighborhood of the super-node is
detected. As mentioned above, this event refers to an ordinary node joining or leaving the one-hop
neighborhood of a super-node. The event further refers to an ordinary-node, or a host, subscribing or
un-subscribing to or from a rn multicast group, that the super-node serves. When the detected event is
an ordinary-node joining the one-hop neighborhood of the super-node, the method proceeds to
procedures 252. When the detected event is an one-hop ordinary-node neighbor or a host, coupled
with the super-node, subsdribipgoees unaltizd g, gtbep thie thod stisermodie servelsatiged the 5 method

proceeds 0 proceyLe 208 WHE s AeiRrioeyat s A 8RR Sk A nafiseboyjgavin the

or
one-hop neighbor e super-node, or a'one-hop-ordinary-node neighbor ot the™s ﬁ%‘r-node, ora
host coupled witlotisersypeupedesde-sidightibieg tévithmefeasigrdof-igarend, supariopdéoggrves,
then, the method proceeds rgcedure 254. 20 With reference to Figure 3, Local topolo rocessor
168 determines W Oe%egﬁo&ﬁi?n@l %ﬁgggﬁcﬁ% 6?9?e8f/§§%é’§ﬁg‘$SH%%’J}@&%B%%%%&%%r-node.
Local multicast precisstedl Gadetemainasutihgniakordiftaryonedacy ahpat-erigdedsitihisbe.
super-node subs 'bes|t%r un-subscribes to€ multicacllst %r(:]gnﬁ hat the super-npde serves. 25 In

FFRsni

procedure 252, 4 10¢al Mt RFNE mBssRR9E d thifhe BFHHRFonRA in&ry-node

neighbor. This logalsadliiersPypdate message includes a list of all the multicast groups in the network,
and which multicast group the super-node seryes. With reference to Figure 3, local multicast processor

166 transmits via 30 transiitRPEREA R i HENibaa R PReHR SURSFHiode dIFighBY the
method repeats gprnaragadsie 2RRIe3 identifid@rocedute dpdingRrisidhemsbaciiRpdsshe last

subscriber with the super-node to the pertinent multicast group, is determined. The event of an
ordinary-notfe leBURIFHeBIRHED InsighsoRRioaasianewnper-nolle idbirmarenRupaimiYenode

2 subserbed thdTEIB) b Ren B uPHERRA IS 10 thd AR ALY Wt D6 R ORI

pertinent multicagtigeptiibdBenuthpanetitod repesis-fiop BlAsEdHERIZNdRIRIIEhe lhseriber is the
last subscriber with the super-node to the pertinent multicast group, then, the method proceeds to io
procedure 258. Wit befeof meetb igsup S -lvodd mealtitdstrpris edsens b6\de tehamieihthaessbscriber
is the last subscriber to the pertinent multicast group. In procedure 256, whether the subscriber is

the first subscrib8F WiAiRREYsDPERnBHakiemRE sélectdipmiine aods &g, Feetdiafigethamdhs
subscriber may be a.one-hop grdinary-node neigh equesting t sgbscrib to a selected multicast
group. The %%bs@ﬁ? © ﬁ?ag/e Htrfﬁ%rn@e & h%%?fi@(g%p%ﬁ%th Wégﬁpgnho@é{mg te n8 &+ cribe to a
selected multicasugesupodéherigieoanbsrikaitismehibedirthaisaribayhéth the supgs-nederto the

selected multicast group, then, the method repeats from
ordinary-node or smaller than Y. when the node is a super-node, then,

the method proceeas to procedure 216. With reference to Figure 3, iocal
topology prbcessor 170 identifies the number of one-hop super-node
26 number of the receiving node and determines if the minimal one-hop local
super-node number or the minimal one-hop backbone super-node number

is met, .
In procedure 216, a candidate for super-node designation, is
seiected. When the role of the node is a super-node, the node selects a
25 one-hop ordinary-node neighbor for super-node designation. When the
role of the node is ordinary-node, the node may select itself for super-node
designation as well.  Furthermore, when a super-node receives a
super-node designation message, from another node, that super-node

elects iiself for super-node designation. A node (i.e., a super-node or an

27



20 procedure 250. When the subscriber is the first subscriber with the super-node to the selected
multicast group, then, the method proceeds to procedure 258. With reference to Figure 3, local
multicast processor 166 determines if the subscriber is the first subscriber to a selected multicast
group. 25In procedure 258, the backbone multicast registration table is updated. With reference to
Figure 3, backbone multicast processor 164 updates the backbone multicast update table. In
procedure 260, the backbone of the network is flooded with a backbone multicast update
message.With refedimarytodeiglirer@y3@ibagktmbee ihuitdhsopracedker 16xdilvaysrhddazkbane with a

backbone multicast update messaae.via hackbone flooding processor 162 and -31- transmitter 174.
iior mocedure SEbE e AN B o D o 18R R RA G e
disclosed technigepressamtatioridea dgygoncoctitarertheoaechopbireadioibotherebbf acbmuingary-node

subscribed to a mulficast group that that super:node serves. Consequently, the ordinary-node is
roquired 10 updald (16 SN ST AN A CcTaR Y SIE oARRS DB RN D BRI AR bde
detects that g suptrticogeidsity ngondoheneightvey, Highersinaiyniitidaisaaiep rsentpticantry of the
joining super-nodge in the local multicast registration 10 table stored therein, updates that entry with the
ocal multcast uAREETIOG R, Yo OB o TR0, PR AR TR CRELB NI Ses
detects that a supaenassdSeriRg hpaEiteRighdtisashareitidswithiRachiypasthamreighior, the
ordinary-node deletes the entry associated with that leaving super-node, from the local multicast

registration tableSBREIPEEherER THEMIIE atRSnKRIUS S0B¥CRBTPIRMURIcERE ghstighiest the
leaving super-nogerRIveGLY A aNeHReHRIRITBANSo ARV B0 rde-RrsRe R HEIeRSS i BFRYPaAY the

ordinary-node, attempting to subscribe to a multicast group, prioritizes the one-hop super-node

neighbors theredtg H5@eRagen e ith tReGEghe SOHRMinthEn I BlgnPhitdhemiRsigroup 20
subscription requggiia eS8 ARd SHReBAES selected itself for super-node designation,

then, the method proceeds fo procedure 220. When the node (i.e., either
an ordinary-node or a super-node) selected a one-hop ordinary-node
neighbor for super-node designation, the method proceeds to procedure
15 218. With reference fo Figure 3, local topology processor 170 selects an
ordinary-node for super-node designation.
In procedure 218, a super-node designation message is
transmitted to the selected ordinary-node. With reference fo Figure 3,
local topology processor 170 fransmits via transmitter 174 a super-node
20 designation message to the seiected ordinary-nods. After the completion
of procedure 218, the method returns io procedure 200.
in procedure 220, the role of the node is changed to a
super-node and dedicated backbone routing links, with one-hop
super-node neighbors, are established. With reference to Figure 3, local
25  topology processor 170 changes the role of the node fo super-node and
establishes dedicated backbone routing links with one-hop super-node
neighbors. Afier the completion of procedure 220, the method proceeds to
procedures 200.
in the network according fo the disclosed technigue, each
30 super-node maintains a coreless minimal shared spanning tree for each

muliicast group in the network. This minimal shared spanning tree should
28



Reference is now made to Figure 6, which is a schematic illustration of a method for prioritizing and
selecting a super-node when an ordinary-node attempts to subscribe to a multicast group, operative in
accordance with a further embodiment of the disclosed technique. In 25 procedure 280, a multicast
group is determined for subscription. A host coupled with an ordinary-node may require multicast
services. When an ordinary-node receives such a request, that ordinary-node determines which
multicast group that ordinary-node should subscribe with. With reference to Figure 3, local multicast
processor 166 décittsesah nasttagli 30fHrthe foupebguiiisy. which Beprecdbareegpedivehop

super-node neig bscribed to t ined [ r red d.As -node is
subscribed to a %‘%@%‘%{g%&g %\'/hen h%%%%eggrin%d%%\?ﬁd%é%m%%&g?sgﬁr%%ﬁ% ?c?lhtt)égfsgc%upled
therewith. A supéiignads i2 Bls8@ suos@ihewinichnarkicastchgroafiovifiesttiadiosu pé rexedentaovides

multicast services to one-hgp ordinary-node.neighbors. Therefgre, when an ordinaty-node receives a
request to receiv@%ﬁﬁﬂfgasﬁ rvicé%?‘/r(m? get‘%%% o] Sﬁethey\gq ith{%&?%&nfﬂlﬁi’%‘gae%%s the
one-hop super-nosimaigiteeisssubd$ibEoBio 0 same MmPRicasitgrewpeFhededinaly-aosleafietects

the one-hop 10 -node nejghbors, subseribed to the degermined multicast ding to th
jocal mticast rEEMRER Gbl SRR BTN i Hond RoE PR AL SO SR e to

the determined rindécsstiosomipltissisttgeteg hemdss sigiboddiescrus, o 1UegailursB 286y Wéen a
one-hop super-ngde neighbor, subscribed to the determjned multicast 15 gt‘OLfI(E; is npt de e%%ted, then,

the method procé&tls to PRYEWRe PB4 HIR retere REAGHRR rEACKRAUIGH IRICURE piBYEssr 166
detects the one-ienpupRIsIRde-A8INRAG di SR EHhRADad ishesletersiaedRpiizagbgeoup. In

procedure 284, the one-hop super-node neighbors of the 20 ordinary-node are detected. These

one-hop super-nd88 FgREER UPerRit donachHRETARTB0 hEL sBRFOTHIDA iR v RITIRUWRERS: group.
With reference tg,5iaIrgs R eSS RrAaesRBhlE AP 1865208 eBrTURBHAI AR IRRPES 41N

procedure 286, at least one of the detected one-hop 25 super-node neighbors is selected for multicast

subscription. Withifﬁerﬂa‘%e t_'@ﬂ_”@%ﬁ’@tg, ﬁﬂﬁtic@@ﬂﬁ?@%s&%@%cf@%fl’%_sﬁ'_&hebﬁiﬁ’@@ﬁer-node
neighbor for multicast sHBSEUPYBE- AR PrPs6dUGreBd u® MAHERBHI AR HRSTIRHQN SRR e

routing link between super-nodes 108 and 112. Line 148 represents the

15 dedicated backbone routing link between super-nodes 108 and 106. Line

150 represents the dedicated backbone routing ilink between super-nodes

108 and 102. According to these changes in the topology of the network,

the minimum spanning free of the mullicast group including

ordinary-nodes 104, 120 and 122, and super-nodes 108 and 110 changed.

20  Figure 2D illustrates an exemplary minimum spanning tree of this muliicast

group, after dedicated back routing link 132 (Figure 1A) was lost. This

exemplary minimum spanning tree includes super-nodes 102, 108, 110,
116.

As mentioned above, according to the disclosed technique, a

25 super-node floods the backbone with backbone multicast update

messages. A super-node transmits these backbone muliicast update

messages every configurable time period or due to an event in the

one-hop neighborhood thereof. These backbone multicast update

messages include the muliicast groups that that super-node serves and

30 changes that occurred in the backbone mulficast registration tabie.
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message is transmitted to the selected one-hop super-node neighbor. 30 With reference to Figure 3,
local multicast processor 166 transmits via transmitter 174 a multicast group subscription request
message to the selected one-hop super-node neighbor. According to the disclosed technique,
super-nodes flood the backbone of the network with network topology update messages and with 5
messages including updates of the backbone multicast registration table. Furthermore, each
ordinary-node is capable of flooding the network with a packet (i.e., that packet is directed to be
received by every node in fRefeeanoek)isH owevenadecia nigasagd prvehpeitkit ia flochitimatigh the

network, each n [ecejV. r,packet.a multiplicity of 10, times (i.e,, there is a
redundancy of ﬂ@@‘%@ggﬁﬁ c(?tf floo %rkﬁeéegsjgg ?Lrlgrﬁjsgrﬁ?s%ltgrr]] %ﬁg%lg%'?(ee, i %&%%%ﬁ%%’&:eg%gt
redundancy and segecenttebandheitthareqeiveditoitratisenitdlead mogssagieth ativfdodpaiticet

includes a trailer list. Thisﬁ:ailer list includes entries of the identification re resantati?ﬁf t least
some of the supé:’HRSEI“Qs? eatﬂ%;["ﬁgod"?waﬁ%%g%dbcﬁay nt38° TR REHTIER g Ssa

First-In-FirstsOutdistiédeouftechirmiquwebuffdnwhesedine erdBOwhieh wagrbeifirsttie epirs-thgbuffer, is
also the first to exit, when,the buffer overspills). A syper-node, recejving a flood packet, produces an
updated trailer Ii&?%@%&eﬁéi tﬁé’[‘%’cg“ & t??@?g?gren’&? ig‘r%wqﬁﬁge%qi’iﬁurt@??k 75
and 7C which arewrshiemefisrdlussraipnssrtianaexemotasy fsibuesk backbanmgenesalbrafsspnced

320, in accordance, with another embodiment of the disclosed technique. Network backbone 320
includes super-n%&%@%%, 6, BoEURSHNONL. 334 hRE 38¥eBbIWHB 38 S Resihtthe

dedicated ordinary-node, or a host, subscribing or un-subscribing to or from a
10 multicast group, that the super-node serves. When the detected event is
an ordinary-node joining the one-hop neighborhood of the super-node, the
method proceeds to procedures 252. When the detected event is an
one-hop ordinary-node neighbor or a host, coupled with the super-node,
subscribing o a multicast group that the super-node serves, then, the

15 method proceeds to procedure 256. When the detected event is a
one-hop ordinary-node neighbor leaving the one-hop neighborhood of the
super-node, or a one-hop ordinary-node neighbor of the super-node, or a
host coupled with the super-node, un-subscribing to a multicast group that
the super-node serves, then, the method proceeds to procedure 254.

20  With reference to Figure 3, Local fopoiogy processor 168 determines
when an ordinary-node joins or leaves the one-hop neighborhood of the
super-node.  Local multicast processor 166 determines when an
ordinary-node or a host coﬁpied with the super-node subscribes or
un-subscribes to a muiticast group that the super-node serves.

25 in procedure 252, a local muiticast update message is
transmitied to the joining one-hop ordinary-node neighbor. This local
multicast update message includes a list of all the multicast groups in the
network, and which multicast group the super-node serves. With
reference to Figure 3, local multicast processor 166 fransmits via

3c  transmitter 171 a local multicast update message. After procedure 252

the method repeats from procedure 250.
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25 backbone routing link between super-node 322 and super-node 324. Bold line 340, represents the
dedicated backbone routing link between super- node 322 and super-node 326. Bold line 342,
represents the dedicated backbone routing link between super-node 322 and super-node 328. Bold
line 34, represents the dedicated backbone routing link between super- 30 node 324 and super-node
330. Bold line 346, represents the dedicated backbone routing link between super-node 324 and
super-node 326. Bold -34- line 3435, represents the dedicated backbone routing link between
super-node 326 and superinoogsduBydShevdsethepteseatbtmribieticatod heskbuhsaniging link

between super- ’ & ' represents the dedicated backbone
routing link betwr\egeﬂrﬁ satﬁr;ée%}g %gggg g%% ar%@gs%ﬁ%%%ggg—%@ib@?ﬁoa?ﬁg %’5‘5’ ggg?ensnelﬁ?sdthe Sdicated
backbone routingViektbefivern sugimanpdwa80ieadisgpéneodasdBaiditine@boowpufséngs the
dedicated backbgne routing link between er-node 332 gnd super-node 334. Bold line. 358
represents the dggﬁzeartbé) %%ci?o%ﬁ@%heﬁ%gﬁl QB%P\)@&W§§89PR§&GB §g§bé%§%@¢_@g§gr§%_ Bold
line 360, repsesemtsiibasiegicatpd faekbtimeseoutintidaktbgroaps shaertinsdehzaapdhsdpelsnode
336. Bold line 362, represents the dedicajed bgckbone royting. link between super-nqde 334 and
super-node 336508 %ﬁ%&%ﬁ’ﬁ@gﬁm, a 3%3?’%&8?83 e'ﬁwﬁ?i%gaﬁ{e%%ﬁ%r\%g Wilived
from super-nodetB@ 3 ipeuprideotiesi2feBReanehdlfcddt Thedr aaketedHu mbarsdagiaee to each
arrowed line, represent an exempéagé tr@l&r Ies}_i The trailer list, in exemplary network backbone 320,

consists of two sUPEH-RERFERAES 8518 BHRSRIRPIo!SSiSe b §alaseribenwmiths th
message to supeiipefendddodtie anstish i eRSNEsANPINSEHailRs ebingicdinadbatthe 20

message Wfaos fogvygcrgggr%) %%%?r_\?\%?ﬁ?a%?e%gg % %igure 3, local multicast processor 166
determines if the subscriber is the last subscriber to the pertinent multicast
group.

In procedure 256, whether the subscriber is the first subscriber
with the super-node to the selected mulificast group, is determined. The

15 subscriber may be a one-hop ordinary-node neighbbr requesting fto
subscribe 1o a selected muiticast group. The subscriber may further be a
host, coupled with the super-node, requesting to subscribe to a selected
multicast group. When the subscriber is not the first subscriber with the
super-node to the selected multicast group, then, the method repeats from

20 procedure 250. When the subscriber is the first subscriber with the
super-node o the selected multicast group, then, the method proceeds to
procedure 258. With reference to Figure 3, local multicast processor 166
determines if the subscriber is the first subscriber to a selected multicast
group.

25 in procedure 258, the backbone multicast registration table is
updated. With reference to Figure 3, backbone multicast processor 164
updates the backbone multicast update table.

in procedure 260, the backbone of the network is flooded with a
backbone multicast update message. With reference fo Figure 3,
30 backbone multicast processor 164 floods the backbone with a backbone

multicast update message via backbone flooding processor 162 and
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Referring to Figure 7B, in network 320, super-nodes 324, 325 and 328 received the flood message.
Super-nodes 324, 326 and 328, forward the flood message to the respective one-hop super-node
neighbors of the super-nodes, excluding the one-hop super-node neighbor 25 included in the trailer
list. Super-node 324 forwards the flood message to super-node 330, as indicated by arrowed line 370.
Super-node 326 forwards the flood message to super-node 332 as indicated by arrowed line 372, and
to super-node 328 as indicated by arrowed line 374. Super-node 328 forwards flood message to
super-node 334, z@niagitteed 26.byhiieoweattaeiz7 B6A diveveethaue repedadssfrémoponstifowvard the
message to supezsraf_)de 326, since according to the trailer list appended to -35-

in the network according to the disclosed technique, a
super-node may join or leave the one-hop neighborhood of an

5 ordinary-node subscribed to a multicast group that that super-node serves.
Consequently, the ordinary-node is required to update the local muilticast
table, stored in that ordinary-node. When an ordinary-node detects that a
super-node is a new one-hop neighbor, the ordinary-node creates an
empty entry of the joining super-node in the local muliicast registration

10 table stored therein, updates that entry with the local multicast update
message received from the joining super-node. When the ordinary-nodes
detects that a super-node, serving a pertinent multicast group, is no longer
a one-hop neighbor, the ordinary-node deletes the entry associated with
that leaving super-node, from the local multicast registration table stored

15 therein . The node attempts to subscribe fo the mulficast group that the
leaving super-node served, via another super-node, serving the same
muiticast group. An ordinary-node, attempting to subscribe to a multicast
group, priorifizes the one-hop super-node neighbors thereof, selects the
super-node with the highest priority, and transmits a multicast group

20  subscription request to the selected super-node.

Reference is now made to Figure 6, which is a schematic
ilustration of a method for prioritizing and selecting a super-node when an
ordinary-node attempts fo subscribe to a multicast group, operative in
accordance with a further embodiment of the disclosed technique. In

26  procedure 280, a multicast group is determined for subscription. A host
coupled with an ordinary-node may require multicast services. When an
ordinary-node receives such a request, that ordinary-node determines
which mulficast group that ordinary-node shouid subscribe with. With
reference to Figure 3, local multicast processor 166 determines a multicast

30  group for subscribing.
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the flood message super-node 326 received the flood message from super-node 322. Referring
Figure 7C, in network 320, super-nodes 330, 332 and 334 received the flood message. Super-node
330 forwards the message 5 to super-node 332 and super-node 336, as indicated by arrowed lines
378 and 382 respectively. Super-node 330, appends a trailer list, indicating that the flood message
was sent to super-node 332 and super-node 336. Consequently, super-node 332 does not forward the
message to super-node 336. However, super-node 332 does forward the flood ic message to

super-node 334, as @ndgcatﬁumy%@ﬂ:w@@ 93@:@@@#1@@6@99& f&ﬁiﬂ&h@fﬁaéﬁ%&g@t@
super-node 336,33 iggicAigH Y ﬁf@%%%t“@?o%“ﬁﬁénaa(?%?@&?“”ﬁ 0.6 allet lisk iBEBHIRADY

super-node 334, super-node 336 did not receive the flood message. In the network according to the
disclosed technidoed saghiaastgsenpoubss daphisiunsgfioodi@row daskboiiicastRendaasriowith a

flood message (i%sfg%dﬂﬁgt%‘ﬂggﬁew{ 9te§hgq e @(s%"?r RS IEING e OltdaACh flood

message includes a trailer Additionally ood message includes the original source node of the
message (i.e., thgriitg netienhdhsénstiperresdageravidese ssadiicarintiftraices(dy ., AErhepsage

serial number). . Referepce Is. adeto Fi 8, Which.i atic ilustration of.a method
for determining tﬁgdﬁré?(%t%pggofr{ aa \gﬁowao %acgﬁ%rég%ac%%ﬁe %$ fﬁgdch%%mgd;‘%%%%% goaa further
embodiment of theglisshoieddeehvriquelicdsy serdcte ieym pabbst isaigeiéd ttisenetaththtine®5 the

method in Figure 8 refers to me e well. In.procedure 400, a flood packet, including a received
taler s, the peCHU SELHR T JRAcRo i & FRLRE: S [SIEEB0R: By e BB (ade. The
received trailer lighanckutes atadttasimgrolithe stiver-nodesatyatdded geieiet Wi semsdddfyith
reference to Figure 3, backbone flooding processor 162 30receives via receiver 172 a flood packet.

I procecur P 40 IRETGHA EILOOREE BB INE o Pk S B HEIERR b Yot BB Hacenving
super-node is the figedipactetiosonating ghidest negistiatbrhapetbrtsioereento YWaesedare 334. If
the receiving super-node is not the origina_tin%source node, then the 5 method Eroceeds_to Erocedure

404. With refereffEt PgSHPS HR0& IR ABBAINSHIREIREH 182 Hite FRIRETIREY 0B I5ERE source

node. group, is detected, then, the method proceeds to procedure 286. When a
one-hop super-node neighbor, subscribed to the determined multicast
15 group, is not detected, then, the method proceeds to procedure 284. With
reference to Figure 3, local multicast processor 166 detects the one-hop
super-node neighbors that are subscribed to the determined muliicast
group.
in procedure 284, the one-hop super-node neighbors of the
20 ordinary-node are detecied. These one-hop super-node neighbors are not
subscribed, and do not serve the determined muliicast group. With
reference to Figure 3, multicast processor 166 destects one-hop
super-node neighbors.
tn procedure 286, at ieast one of the detected one-hop
25 super-node neighbors is selected for muliicast subscription.  With
reference to Figure 3, multicast processor 166 selects at least one-hop
super-node neighbor for multicast subscripfion.
in procedure 288, a muiticast group subscription request
message is transmitied to the selected one-hop super-node neighbor.
30 With reference to Figure 3, local multicast processor 166 transmits via
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In procedure 404, previous reception of the flood packet is determined. Previous reception of the
packet is determined according to the packet unique identifier. When the packet unique identifier is
stored in 10 the database of the receiving super-node, then the packet was previously received. If the
packet unique identifier is not stored in the database of the receiving super-node, then the packet was
not previously received. It is noted that packet unique identifiers are deleted form the database after a
determined time period, thus enabling the reuse of the packet unique 15 identifier. When the flood
packet was previtrasiymétbeivéd4 tieemtiiicasthgobpo ceddctipficrc aeones$d 6nédsaigathie fiibed packet
was not previouslsy eé:%igsed then, the methoégiﬁproc e%s to procedure 408. With reference to Figure 6,
|

backbone floodingeé? ce ggre 1 %pd%'f'grﬁfrqg e PRt was previously received. 20In procedure

406, the flood packet is disfegandiidg/ith tekereimsideddoteethrpekbenpdoodidgnisesstsl 62
disregards the received flood. packet, In procedure 408, a transmission list is produced.This.
tanammssion st RS0 A M OUR AL AR o HER iy P agEs SHE Wi
super-node neighthessagesligietidinbeusgateeddf atier hsbKBua & anamissierdgidiahen ingudes those

one-hop super-n%%e %irgé]bors, to which the super-node intends to transmit the packet. With reference

to Figure 6, back Qifig $R0RREIN 26y BrafuiS-CaPRRIR ATidGeRINg. e RehurEa w30, an
updated trailer ligsdzRspdLeccdias meskioned gbsvrdhe thrilaslighveay bp Banpasshasikiifa buffer.

-37- Accordingly, the transmission list entries are introduced to the trailer list and the most ancient

trailer list entries AFEVRSIStedTRIMEHSS  NSNis? (MESRRIALRILE RABIR Y Laatkdhequal the number
of introduced entfgglofiit: 521015548 I EITHERSvIOREIORRISEJU ASEPRRIkET G RIRAKGRSH o

10 fimes (ie., there is a redundancy of flood packet or flood message
transmission). Therefore, in order to reduce that redundancy and reduce
the bandwidih required to transmit fiood messages, each flood packet
includes a trailer list. This trailer list includes entries of the identification
representations of at least some of the super-nodes that that fiood

15  message was sent to. The trailer list is managed as a First-In-First-Out
(FIFO) buffer (i.e., a buffer wherein the entry which was the first to enter
the buffer, is also the first to exit, when the buffer overspills). A
super-node, receiving a flood packet, produces an updated trailer list, prior
to forwarding that fiood packet,

20 Reference is now made fo Figures 7A, 7B and 7C which are
schematic illustrations of an exemplary network backbone, generally
referenced 320, in accordance with another embodiment of the disciosed
technique. Network backbone 320 includes super-nodes 322, 324, 326,
328, 330, 332, 334 and 336. Bold line 338, represenis the dedicated

25  backbone routing link between super-node 322 and super-node 324. Bold
fine 340, represents the dedicated backbone routing link between super-
node 322 and super-node 326. Bold line 342, represents.the dedicated
backbone routing link between super-node 322 and super-node 328. Bold
line 34, represents the dedicated backbone routing link between super-

30 node 324 and super-node 330. Bold line 346, represents the dedicated

backbone routing link between super-node 324 and super-node 326. Bold
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Supdated trailer list. In procedure 420, the flood packet, including the updated trailer list, is
transmitted to the one-hop super-node neighbors listed in the transmission list. With reference to
Figure 6, backbone flooding processor 162 transmits via transmitter 174 the flood packet including the
updated iotrailer list, to one-hop super-node neighbors listed in the transmission list. It will be
appreciated by persons skilled in the art that the disclosed technique is not limited to what has been
particularly shown and described hereinabove. Rather the scope of the disclosed technique is defined
only by the claim&nwﬁiéﬁffpﬂepreh'ér@_m&’lSﬁimmmmbheqmmNgdmmeWmmm&smg a
lurality of nodes f said podes bein ith e%/ amica oIe plurality
gf said nodes be (‘E‘% % g%%qpak'ﬁﬂ 89 gero@gf gﬁf VY He ﬁd [F%B%%/ﬁgﬁ% n%n nodes
being designatechatkixaid rletiviolicikvsineds, mﬂmwag‘e @ﬁﬁmedﬁ@désmﬁﬁmﬁoﬁ routing
backbone of sali net\%gg said nodes f rmﬁi%ggatl t one multicast grou each of said nodes
including: 10a traf¥mittsr, HFRSHRE ﬁfc ’%‘?‘I SvEUlIDG Jik LRiuyREm. super-5
receiver, receivingopRCRS aMd NREPRAISSHRY I3 BWIFEIRFS B84iuBbresents the dedicated
backbone routing link between super-node 330 and super-node 332. Bold

line 356, represents the dedicated backbone routing link between super-
node 332 and super-node 334. Bold line 358, represents the dedicated
backbone routing link between super-node 330 and super-node 336. Bold

10 line 360, represents the dedicated backbone routing link between super-
node 332 and super-node 338. Boid line 362, represents the dedicated
backbone routing link between super-node 334 and super-node 338, The
arrowed lines 364, 366 and 368, indicate that a fiood message was
received from super-node 322 to super-nodes 324, 326 and 328.

15 The bracketed numbers, adjacent to each arrowed line,
represent an exemplary trailer iest. The trailer list, in exemplary network
backbone 320, consists of two super-nodes the flood message is
forwarded to. Super-node 322, forwards the message to super-nodes
324, 326 and 328, and appends another frailer list indicating that the

20 message was forwarded to super-nodes 324 and 326.

Referring o Figure 7B, in network 320, super-nodes 324, 325
and 328 received the flood message. Super-nodes 324, 326 and 328,
forward the flood message to the respective one-hop super-nods
neighbors of the super-nodes, excluding the one-hop super-node neighbor

25 included in the trailer list. Super-node 324 forwards the fiood message to
super-node 330, as indicated by arrowed line 370. Super-node 326
forwards the flood message fo super-node 332 as indicated by arrowed
line 372, and fo super-node 328 as indicated by arrowed iine 374.
Super-node 328 forwards flood message fo super-node 334, as indicated

30 by arrowed line 376. However, super-node 324 does not forward the

message to super-node 326, since according {o the trailer list appended fo
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a local topology processor, coupled with said transmitter 15 and with said receiver, said local topology
processor maintaining a local topology database, and dynamically determining said role of said node;
a network topology processor, coupled with said transmitter, said receiver and with said local topology
processor, 20 said network topology processor being operative when said role of said node is
designated with said role of super-node, for maintaining a network topology database, and for
establishing and terminating a dedicated backbone routing link with one-hop super-node neighbors;
25a backbone miligcdiigriooasssageospiperwittsaid 26 menitteedsdivbrdimice maessaile shishmetwork
topology processqr, sai ﬁ Ob e multicast processor being operative when said node is designated
with said role of suger no e of aintaining a backbone multicast registration table, for 30transmitting
backbone multicast updateMemw?mdéo?@rwanbhgmﬁulﬁﬁﬂs@méw&a@aﬂ%& 332adnpgal

Iti I d kb Iti
2t it S loca bRy QLB LB LI 5EM S LSS 1 GHScAaP JANBITR PR IS AERcast

registration tabletcat lgsst- r'ﬁotfar%mtﬁnd maénndimsaaocmammeqe@yt@ﬁmgnmb@ms
mlicast group ARG RSB0 ¥ SERIRFBnd bp RAT Ao FRIGhUSY WS SMEnode o
designated with ggid thle BbotDRElsagE nese s toryapking aJu Wiceshaaskpbioeaeshep
super-node nelghbor serving one of said at least one multicast group associated with said multicast
packet, Consequently, super-node 332 does notg forward the message fo
super-node 336. However, super-node 332 does forward the ficod
10 message to super-node 334, as indicated by arrowed line 380.
Super-node 334 forwards the message to super-node 336, as indicated by
arrowed iine 384, since according to the trailer list, received by super-node
334, super-node 336 did not receive the flood message.
In the network according to the disciosed technigue, sach
15 super-node is capable of flooding the backbone of the network with a fiood
message (i.e., that message is directed to be received by every node in
the network). Each flood message includes a trailer list. Additionally, the
flood message includes the original source node of the message (i.e., the
first node that sent the message) and message idenfification (e.g.,
20 message serial number).

Reference is now made to Figure 8, which is a schematic
ilustration of a method for determining the next hops of a flood packat in
the backbone of the network, according to a further embodiment of the
disclosed technique. In Figure 8, the term packet is used. It is noted that

25 the method in Figure 8 refers to messages as well. In procedure 400, a
flood packet, including a received frailer list, the packet source super-node
and a packet identification is received by a super-node. The received
trailer fist includes at least some of the super-nodes that fiood packet was
sent to. With reference to Figure 3, backbone flooding processor 162

30 receives via receiver 172 a flood packet.

-36-



wherein, each of said nodes attempts to communicate with at least a minimal number of one-hop
super-node neighbors. 15 2. The network according to claim 1, wherein each of said nodes further
includes a backbone flooding processor, coupled with said backbone topology processor, said
backbone multicast processor, said transmitter and with said receiver, operative when said node is 20
designated with said role of super-node, for detecting said one-hop super-node neighbors, from which
a flood packet or a flood message is received, according to a received trailer list, for determining a
transmission list and an uptiafgecedigsidtdothe peiginajisgisupdaticddaindrihs loedigakksd packet

or said flood messa far 25 tr, it} i P Qr said flo e ding to
said transm issioiél is%gé%l!é%%Mom%@owgg?%%@ r%gz %vigegje%%%d [é pﬁ%gg%éalcﬁerpl |§?fﬁ:<|%';(czludes
entries of the idemitifjrsaikimpr eyoaseEn tztides thieat thastroribod JDsaieesis &y-podesdhst B84ived said

flood packet or s%id flroocé méessag%. rAi '(I)'ae r}etwoc(k cco{ggin% tg claim 2 gvhereg se‘ﬁ etra?mission
list includes one- gp s%é\f(ﬂgd ee}sigpna &d Role n&ighiB e BRYLR r?&% Fot'fi&Rd 1HEhid Feceived
trailer list and oneméitpdypecseds fwlesigraiarbntOie. neibirbrefe renebitd Bajdrecdichatkbdsnto transmit

said flood packey or sald flood messags £, The netwark gecording o daim 4, wherein said
in procedure 404, previous reception of the flood packet is

determined. Previous reception of the packet is determined according to

the packet unique identifier. When the packet unique ideniifier is stored in

10 the database of the receiving super-node, then the packet was previously
received. If the packet unique identifier is not stored in the database of the
receiving super-node, then the packet was not previously received. 1t is
noted that packet unigue identifiers are deleted form the database after a
determined time period, thus enabling the reuse of the packet unigus

15 identifier. When the fiood packet was previously received, then, ths
method proceeds to procedure 406. When, the fiood packet was not
previously received, then, the method proceeds to procedure 408. With
reference to Figure 8, backbone flooding processor 162 determines if the
packet was previously received.

20 in procedure 406, the flood packet is disregarded. With
reference o Figure 3 backbone flooding processor 162 disregards the
received flood packet.

In procedure 408, a transmission list is produced. This
fransmission list includes entries of the identification representation of only

25 those one-hop super-node neighbors, not listed in the received trailer iist.
This ftransmission list further includes those one-hop super-node
neighbors, to which the super-node intends to transmit the packet. With
reference to Figure 6, backbone flooding processor 162 produces a
transmission list.

30 in procedure 420, an updated ftrailer list is produced. As

mentioned above, the ftrailer list may be managed as FIFO buffer.
-37-



10 6. The network according to claim 2, wherein said backbone flooding processor further aggregates
said flood messages and said flood packets, according to an urgency indicator of said flood message
or said flood packet, and transmits said flood message or said flood 15packets at least once,
according to a reliability indicator. 7. The network according to claim 1, wherein each of said nodes
provides multicast services to at least one host coupled therewith. 20 8. The network according to
claim 7, wherein each of said nodes further provides multicast services to external routers, said
external routers berwdioghledivetiraashmissies ﬁatdw&ﬁeabreuﬁ@mdaup%@oﬁwerﬂmﬂmoﬁm with said

network. 259. The network a cordln im.1, wherein said b lticast re tlon table
eingos 2 nar of SILITE IRABL B th AL Gt ATE S S RERIEA N6 T o7 LB ottcas
groups said nod¢nse r@sised mﬂ@m@béam&o@qa@lmwa&mm ieysdexsstivathises).node. 30
10. The network@c ordlgeg to claim 9, wherei s rE]emb rs are hosts coup %% RH said node. 11.

4 & RS

The network acc ?aﬂﬁ’lel(t)o \/\ﬁ\'@l‘gﬂ FRRCI9RY 1 RSP 8EWe- H&Rﬁnﬁae

neighbors when ggithradedsslepinated with sald role of super-node. 12. The network according to
claim 1, wherein said backbone multicast u date message includes the multicast groups that said

node serves, 10when said RONOREHRER 42t I QAR PaRiSE sljserdiBdethe updated trailer

ist, is transmitted io the one-hop super-node neighbors listed in the
transmission list. With reference to Figure 6, backbone flooding processor
162 transmits via transmitter 174 the flood packet including the updated
10 trailer list, to one-hop super-node neighbors listed in the transmission fist.

it will be appreciated by persons skilled in the art that the
disclosed technique is not limited io what has been pariicularly shown and.
described hereinabove. Rather the scope of the disclosed technique is
defined only by the claims, which foliow.

15
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13. The network according to claim 1, wherein said backbone multicast update messages include new
multicast groups that said node serves. 15 14. The network according to claim 1, wherein said local
multicast update message includes a list of all said multicast groups in said network, and multicast
groups that said super-node designated node, serves. 2015. The network according to claim 1,
wherein said backbone multicast processor further determines and maintains a minimal spanning tree
for each one of said at least one multicast group in said network.  16. The network according to
claim 15, wherein said backbone multicast 25 procdebsdM&rwards a multicast packet, associated with

one of said at least one, Julti { ' inj ing tree associated with said
35t one lisasLarauR. AARLAIC10a ninital shan

one of said at least one Icast group. e network ac 'to claim 15, wherein said
minimal spanning 30tree isagoiniratityl achaosidspeacngitieaid I dEebmngotie sigoardid guidhciaim 15,

uticast network. 6 NORLRINGL 418 M Birairof AockL B o iné Hedeiobing Hebianated
with a dynarsically detiersigmederdlevithphaialitple tiesupasrivieg aiesignatsshvalhitige colesobh
cupernode designat e EbARERRrE & rRTR IR S T v arR B ROEE rding a
least one multicast greupesaciiof thasiprtsdtodaesndinasigniorvatiag, Bankbwmkiafupsiating the
stored multicast Inforaoor! Said Nodes Forming ol Toaet one mulEast Do, cae of

said nodes including:

10 a transmitter, fransmitting packets and messages over a
wireiess medium;

a receiver, receiving packets and messages over said
wireless medium;
a local topology processor, coupled with said fransmitier

15 and with said receiver, said local topology processor maintaining
a local topology database, and dynamically determining said role
of said node; |

a network topology processor, coupled with said
transmitier, said receiver and with said local topology processor,

20 said network fopology processor being operative when said role
of said node is designated with said role of super-node, for
maintaining a network topology database, and for establishing
and terminating a dedicated backbone routing link with one-hop
super-node neighbors;

25 a backbone multicast processor, coupied with said
transmitter, said receiver and with said network topology
processor, said backbone multicast processor being operative
when said node is designated with said role of super-node, for
maintaining a backbone mulficast registration table, for

30 transmitting backbone multicast update messages and for

forwarding multicast packets; and
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detecting an event in a one-hop neighborhood of a 15 super-node designated node, said event being
either an ordinary-node designated node joining said one-hop neighborhood, or an ordinary-node
designated node leaving said one-hop neighborhood, or a subscriber subscribing with said super-node
designated node to one of said at least one multicast group, or a 20 subscriber un-subscribing with
said super-node designated node to either said or another one of said at least one multicast group;
transmitting a local multicast update message to said one-hop ordinary-node when said event is

detected as an ordinary-node d@si@%mﬁﬁﬁ@ﬁirﬁﬁ@%&%né%ﬂﬁb%oﬁﬂi@dmteh o
25super-node designated %%?c?#5%%%?&'9“%3%‘&%&@8&%@6&&%&?%&3@@ %‘ﬁatmiﬂth dgfgrmining if
esignated no

said subscribing subscriber Is the first subscriber with said super-node e to one of said
at least one multicast groufRe@heriaRilbgyenpirodessaed @aithidleabbcribulizasibguisiagsaith said at

least one multicast group; : ing fro id 0 g.an t when, sai
subscriber is not said first gl]gisi%z)ﬁeﬁfw %e&%‘nir@%g% ﬁn%ﬁl‘fgﬁgng sa%é%‘ibvc\e%}is Et%geé?ast
remaining subscriber to sattamstittinpglocs, aikiticadienrsiddee vaesimgdete ttedasha ome-hap
ordinary-node neighbor Ieavrla%sald on -hno%lgr}]etlj%hborpoo of said HB%rér}odge%,eﬁ rtlgae%i%)de, or

. : ary-noge 1o 1en’ sal : :
when said event is detected a5 Sald SUDSCHBEr un-suBé’c?%lng {BETther SaidT of ANBther ona Of said at

least one multicast group; said rolepeafingiper-sadgro¢ehsmitfidgtectingnatiessht wheupsaid

10subscriber is not said last subscriber; dating backbor}% égulticast r%??lstration table when said

subscriber is either the last® g&’l%'éjporméj P&ub crit?er,siﬁ ea(fld s%%' Bdesalggﬁﬁ‘gf%% node, to

said multicast group; and neighbor when said node is designated with said role of
10 ordinary-node, and forwarding a multicast packet to a one-hop
super-node neighbor serving one of said at ieast one mulficast
group associated with said multicast packet,
wherein, each of said nodes attempis to communicate with
at least a minimal number of one-hop super-node neighbors.
18
2. The network according fo claim 1, wherein each of said nodes further
includes a backbone fiooding processor, coupled with said backbone
topology processor, said backbone muliicast processor, said
fransmitter and with said receiver, operative when said node is
20 designated with said role of super-node, for detecting said ons-hap
super-node neighbors, from which a fiood packet or a flood message
is received, according to a raceived trailer list, for determining a
transmission list and an updated trailer list, for appending said
updated trailer list to said flood packet or said flood message, and for
25 transmitting said flood packet or said flood message according to said

transmission list.

3. The network according to claim 2, wherein said updated traiier list
includes entries of the identification representations of at least one of
30 said super-nodes that received said flood packet or said flood

messade.
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repeating from said procedure of detecting an event. 15 20. The method according to claim 19 further
comprising the procedure of flooding said backbone with a multicast update message. 21. The method
according to claim 19, wherein said local multicast 20 update message includes a list of all of said at
least one multicast group in said network, and which of said at least one multicast group said
super-node designated node serves. 22. The method according to claim 20, wherein said backbone
multicast 25update message includes multicast groups that said super-node serves. 23. The method
according to claim 20, wherein said backbone multicast update message includes new ones of said at

least one multicagt 30 [ d 4. t [ air,19,
wherein said subi&:ribglﬁi%j @%ﬁa%%ﬁ@ﬂ S?Sf%'?ﬁ no%d’e.wrn%gl ﬁ%&ﬁ%@%ﬁfgﬁ%g‘l (t) claim
19, wherein said subsdrithedés adnsstBeo uplpd nithdaidisajgerated erdeldy meghhoke. &6 shich
wireless ad-hoo mulicastpeierke g netwark jacling o Rkl A nodes. RagNelshegges being
designated with a dynamically determinedrolé, a plurality of the nodes being

5 designated node neighbors, to which said node intends to fransmit

said flood packet or said flood message.

5.  The network according to claim 4, wherein said transmission list
excludes said node.
10
6. The network according to claim 2, wherein said backbone flooding
processor further aggregates said flood messages and said flood
packets, according to an urgency indicator of said flood message or
said flood packet, and transmits said flood message or said fiood

15 packets at least once, according to a reliability indicator.

7. The network according fo claim 1, wherein each of said nodes

provides multicast services to at least one host coupled therewith.

20 8. The network according to claim 7, wherein each of said nodes further
provides muliicast services to exiernal routers, said external routers
being coupled with said nodes, said external routers coupling other

networks with said network.

25 9. The network according fo claim 1, wherein said backbone muliicast
registration table includes a list of all said at least one muliicast
groups in said network, which ones of said muliicast groups said
node serves and members of each of said muiticast groups,
registered with said node.

30
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10 designated with the role of a super-node and the remaining of the nodes being designated with the
role of ordinary-nodes, the super-node designated nodes forming a routing backbone of the network,
the nodes forming at least one multicast group, a method for selecting the super-node for multicast
subscription by an 15ordinary-node, the method comprising the procedures of: determining a multicast
group for subscription; detecting a one-hop super-node designated node neighbor, of said
ordinary-node, serving said determined multicast group; detecting one-hop super-node designated
node neighbors, b8 2058r! Bedwaiy-aeeerding it PaBThEp viRieioaaidesignhetsnat hesitbor,
serving said determin(?g“(g*g ' gggm)n'gﬁ%ot detected; selecting at least one of said detected
one-hop super-node designated node neighbors for multicast subscription; and transmitting a
multicast subscription request message to said 25selected at least one one-hop super-node

designated node,neighbar | i -hgc . multicast network.. the network inclydi plurality
of nodes, each o?ntihe ?;E e%%lgvélﬁz}é? gvéé%fﬂﬁgg&%ﬂ%%ﬁgrﬁhg Ié%e%%ﬁggﬁ}gﬁ] fwoé)ééaéqp%lfgt ity %f the
nodes beings30designatechoithatitirraie-obdsupEighibdes andghesedchaindeg isfdeeignated with

said role of super-node.

12. The network according to claim 1, wherein said backbone muliicast
update message includes the muliicast groups that said node serves,
10 when said node is designated with said role of super-node.

13. The network according fo claim 1, wherein said backbone multicast
update messages include new mulficast groups that said node
serves.

15

14, The network according o claim 1, wherein said local mulficast update

message includes a list of all said multicast groups in said network,

and muliicast groups that said super-node designated node, serves.

20 15. The network according fo claim 1, wherein said backbone muiticast
processor further determines and maintains @ minimal spanning tres

for each one of said at least one multicast group in said network.

16. The network according to claim 15, wherein said backbone multicast
25 processor forwards a multicast packet, associated with one of said at
least one muiticast group, according to a minimal spanning tree

associated with said one of said at least one multicast group.

17. The network according to claim 15, wherein said minimal spanning
30 tree is a minimal shared spanning {ree.
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nodes being designated with the role of ordinary-nodes, the -45- super-nodes designated node
forming a routing backbone of the network, the nodes forming at least one multicast group, a method
for determining the next hops of a flood packet in the backbone of the network, by a super-node
designated node, the method comprising 5the procedures of:  receiving a flood packet or a flood
message including a received trailer list; producing a transmission list; producing an updated trailer list;
and 10transmitting said flood packet or said flood message, including said updated trailer list, to said
one-hop super-ntile Adighbetwiiskeadnasdiogranseimisiondiswhereis. Fhig mdniawrhsasaMato claim

27, wherein said rooq %c%g @ﬁé“ﬁ%éd’}%‘? % %ﬁ)%lﬂiﬂ?tlﬁ]gfsoume super-node designated
enti

node of said flood pac or sal d mesSage an er of said flood packet or said flood
message. 29. The method according to claim 28, further comprising the procedures

19. In a wireless ad-hoc multicast network, the network including a
5 piurality of nodes, each of the nodes being designated with a
dynamically determined role, a plurality of the nodes being
designated with the role of a super-node and the remaining of the
nodes being designated with the role of ordinary-nodes, the
super-node designated nodes forming a routing backbone of the
10 network, the nodes forming at least one muliicast group, each of the
nodes storing multicast information, a method for updating the stored
multicast information in each of the nodes, the method comprising the
procedures of;
detecting an event in a one-hop neighborhood of a
15 super-node designated node, said event being either an
ordinary-node designated node joining said one-hop neighborhood,
or an ordinary-node designated node Ieaving said oné-hop
neighborhood, or a subscriber subscribing with said super-node
designated node to one of said at least one multicast group, or a
20 subscriber un-subscribing with said super-node designated node o
gither said or another one of said at least one mulficast group;
transmitting a local multicast update message io said one-hop
ordinary-node when said event is detected as an ordinary-node
designated node joining said one-hop neighborhood or said
25 super-node designated node;
repeating from said procedure of detecting an event;
determining if said subscribing subscriber is the first subscriber
with said super-node designated node to one of said at least one
multicast group, when said event is detected as said subscriber

30 subscribing with said at least one multicast group;
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200f:  determining said originating source super-node of said flood packet or said flood message;
determining if said flood packet or said flood message was previously received; and 25disregarding
said flood packet or said flood message when said receiving super-node is the originating source
super-node of said flood packet or said flood message, or when said receiving super-node previously
received said flood packet. 30. The method according to claim 27, wherein said received trailer list
includes entries of identification representations of a portion of super-nodes that received said flood
packet. 5 31. The method &epeating famisaBopreadiienf dateghngian antiwdenosaithop
super-node neighbor ﬁb &?? d in said received trailer list, one-hop
super-node neighbor}qégv% ﬁsaﬁ%%%e@ﬁ%%‘ s Sé)?‘transmlt said flood packet. 32. The method
according to claim 31, wheteiteaithitrgnsiiissiah Ilmesumsmm regbsdnsupes-ntiue. E&tThe

method according to claim 27, whe eln uper-node determine tha said flood pa aid flood
packet was prewouslyellgﬁegg?gea acsc%'lr w?gfsogsgaﬂljtfal1 &t %{ rou f%oiaef)a\fg & o%ggl((% ﬁ%gtg

message. 5 is detected as a one-hop ordanary node neighbor leaving said
one-hop neighborhood of said super-node designated node, or when
said event is detected as said subscriber un-subscribing to either said
or another one of said at least one multicast group;
repeating from said procedure of detecting an event when said
10 subscriber is not said last subscriber;
updating a backbone muilticast registration table when said
subscriber is either the last subscriber or the first subscriber, with said
super-node designated node, to said muiticast group; and
repeating from said procedure of detecting an event.
15
20. The method according to claim 19 further comprising the procedure

of flooding said backbone with a multicast update message.

21. The method according to claim 19, wherein said local mullicast
20 update message includes a list of all of said at ieast one multicast
group in said network, and which of said at least one multicast group

said super-node designated node serves.

22. The method according to claim 20, wherein said backbone multicast
25 updaie message includes muliicast groups that said super-node

serves.

23. The method according to claim 20, wherein said backbone mulficast
update message includes new ones of said at least one muliicast

30 group that said super-node serves.
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24.

25.

26.

27.

The method according fo claim 19, wherein said subscriber is an

ordinary-node designated node.

The method according to claim 19, wherein said subscriber is a host

coupled with said super-node designated node.

in a wireless ad-hoc multicast network, the network inciuding a
plurality of nodes, esach of the nodes being designated with a
dynamically determined role, a plurality of the nodes being
designated with the role of a super-node and the remaining of the
nodes being designated with the role of ordinary-nodes, the
super-node designated nodes forming a routing backbone of the
network, the nodes forming at least one multicast group, a method for
selecting the super-node for mullicast subscription by an
ordinary-node, the method comprising the procedures of:

determining a multicast group for subscription;

detecting a one-hop super-node designated node neighbor, of
said ordinary-node, serving said determined multicast group;

detecting one-hop super-node designated node neighbors, of
said ordinary-nocde, when a one-hop super-node designated node
neighbor, serving said determined multicast group, is not detected;

seiecting at Jeast one of said detected one-hop super-node
designated node neighbors for muliicast subscription; and

transmitting a multicast subscription request message to said

selected at least one one-hop super-node designated node neighbor.

in a wireless ad-hoc muiticast network, the network including a
plurality of nodes, each of the nodes being designated with a
dynamically determined role, a plurality of the nodes being
designated with the role of a super-node and the remaining of the

hodes being designated with the role of ordinary-nodes, the
A5
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28.

29.

super-nodes designated node forming a routing backbone of the
network, the nodes forming at least one muliicast group, a method for
determining the next hops of a flood packet in the backbone of the
network, by a super-node desighated node, the method comprising
the procedures of:

receiving a flood packet or a flood message inciuding a received
trailer list; |

producing a transmission list;

producing an updated trailer list; and

transmitting said fiood packet or said flood message, including
said updated trailer list, o said one-hop super-node heighbors listed
in said transmission list.

The method according o claim 27, wherein said flood message
further includes the originaling source super-node designated node of
said flood packet or said flood message and an identifier of said flood

packet or said flood message.

The method according 1o claim 28, further comprising the procedures
of:

determining said originating source super-node of said flood
packet or said fiood message;

determining if said flood packet or said flood message was
previously received; and

disregarding said flood packet or said fiood message when said
receiving super-node is the originating source supei-node of said
flood packet or said flood message, or when said receiving

super-node previously received said flood packet.
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30.

31.

32.

33.

The method according to claim 27, wherein said received frailer fist
includes entries of identification representations of a portion of

super-nodes that received said fiood packet.

The method according to claim 30, wherein said transmission list
includes one-hop super-node neighbors of said receiving super-node
not listed in said received trailer list, one-hop super-node neighbors,
to which said super-node intends to transmit said flood packet.

The method according to claim 31, wherein said transmission list

excludes said receiving super-node.

The method according to claim 27, wherein said super-node
determines that said flood packet or said flood packet was previously
received according to said identifier of said flood packet or said flood

message.
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