OF A NETWORK USI NG GOAL ORI ENTED FUZzZY LOGQ C DECI SI ON
hvent ion relates to the field of networks, andlnpgst2002
partlcul ar y, this invention related to the field of assessing security
vul nerabilities of networks. Information systens and conputer network
I nfrastructures currently under 5 devel o&@nt are now being built with

consi der at i on HETEHAND: QR FER ASPESS NG (TIH SEGURIY(ROSTHIRE Olitte
protection). SySEPWORSEEEENG BAL ARIENEED FULPHTOGRODEMBIONAGLEY St em nodes
of a conmputer network, nust be protected to a degree consi stent W|th their
val ue. Additionally, these assets nust be protected only until the assets

| ose their val Uﬂusﬁﬂéfxﬁ%ﬁ@ﬂﬁtbitﬁ&ﬁﬁﬁﬂ&bﬁ&hﬂ&ﬂs%&Mﬂrﬁ&ﬂ&@f}ﬂwﬁv&mw d also
provi de SquflpéCd rrt&‘er%[‘g ctign over, th gbfl\% of the rocessed data. 1o To
assess whef¥7¢ 8 %%SEPT‘%& ey rk is acceptable, a
security engineer typically gat hers al | pert| nent I nformati on, and then
anal yzes the risk associ at ed Wi t

Ri sk anal SIS | | ex
and time consunfifyTRPgL SFee é‘h Compﬁge&e'\é\%év?v ‘8‘%%‘?‘8 F@ ggﬁjpr es
within a 5ndévﬁupkneamle ndvebmng)mulewﬁﬁxabnsmraﬁonﬁc& vt emaffpteean avdaqmlﬂmﬂk;(aﬁ ng

the 15 secuy co et t he S curit I ne
typically f‘% % Sth(:%o? Iﬁaot\‘/e\nmngbe“e‘{ SuCR s the) I}a"r?‘ﬁent y as?Ydt oﬁ & Bveral |
conputing syspueniZywirllembstibe proteatat talal delgteeeensm‘temgséttheu Vlus Adcbpoxta}lpj caI |y

requires i [

asgets andr&%?éo%q IQ'HStbQ ?%%ggdo%ﬁ'e&{nﬁg{ggg e‘z%@?%'%?gﬁgﬁzo g}betduqﬁguter securl ty
are ensuri wt@e@@t?yt)uq Shpelé plse proaiidd seffigientpnote¢tionp ovex thalifeefithdpirpiepsed dataany
situati ofy &Q?ése&%e&e?@ﬂ{-?o‘?aﬁ BdocRQ vﬁﬁxéﬂ&&r@rﬂ:@!x&%t%i@'a'sfaéﬁﬁy ebr edi ct

| i kel i hood of occurrence ploitation), i.e., determning how’often each
exposur e wiyricabie gatopts @ﬂltx@atmem koo e the analesee gher réqkaftswamsl Vite the
stringency nafyotihe existing controls and the |ikelihood that soneone or
sonmething will evade the existi ng controls. 25 4) Conpute any uncovered
cost per year (BRhEebelisaamngalexpitiye mefﬁcmsff@uewéneﬁﬁéweéﬁtwe of
each i nci deqexporlireSWithBYa RRRbIkGAR HRirGRRNHA Har@Nlls hd@lapfedhén arily zRip@he Ct
annual savings of control. This |ast step of .the anal t- beneflt
anal ysi s® fefgnty TR0 3 PP netoEk. ?*88?%%?&%’&%%%5{13 B fotipwa e fello O¥iRFe pt
the expect edpsost of the |oss? Risk analysis leads to a security plan,

whi ch identifi eﬁ resIBorhsrst!sLtg% Lg‘rrer cr(;tnzlilurtlmgc;gl Qns to inprove security.

OS@“W ~2* 21 August 2002 SYSTEM AND METHOD FOR ASSESSI NG THE

2) Identify vulnerabilities of assets. This step typically requires imagination in order

to predict what damage might occur to the assets and from what sources. The threebasic goals
20 of computer security are ensuring secrecy, integrity and availability. A vulnerability is any
situation that could cause loss of one of those three qualities.

3) Predict likelihood of occurrence (exploitation), i.e., determining how often each
exposure will be exploited. Likelihood of occurrence relates to the stringency of the existing
controls and the likelihood that someone or something will evade the existing controls.

25 4) Compute any uncovered cost per year (expected annual loss) by determining the
expected cost of each incident.

5) Survey applicable controls and their costs.

6) Project annual savings of control.

This last step of the analysis is a cost-benefit analysis, i.e., does it cost less to implement

30 acontrol or to accept the expected cost of the loss? Risk analysis leads to a security plan, which

identifies responsibility for certain actions to improve security.
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21 August 2002 Today, the rapid evolution of technology and proliferation
of conputers with increased power nandate the use of

comerci al -of f-the-shel f (COIrS) hardware and software cor‘rﬁéﬁ‘é’ﬂ?&tzfogg cost
effective solutions. This strong dependence on COTS inplies that conmerci al
grade security nmechani sns are sufficient for nost applications. Security
architectures, therefore, nust be structured to build operational,

m ssi on-criti caFodayrthenapid eyplutionnsf teghndlogedndiproliferptiqueof korQiRts's yrithdmpeseht s.

Hi gh | ' |
i gher ass%?,glfn?ﬁn%%g%%?%g{gg%%&tﬁ&%ﬁ%?ﬁHEPdWaIe\énﬁE%f{ﬁ?c%?%%h&@s

boundari es, . . _ security Itecture t enents a
def ense- i nfefepstisffeghive selutionso Thissaengdependencsen Ateimplice that epremersiberadsi gn

tools, i.e ' 0.t { ' Ssi st
o i i g e ER Al Q04 MiEent Y BotiAPpRealibhel Sy ﬁ%@%ﬂ#‘%ﬁ%&aﬁ? '

a
the 1o dev&®ropirayed tpbflfaperational apitsiogemisical compripnsystemawityrelatively weak QTR | v

are si nglge c¥@pkRhtsS bORBuraR@! coRPINERS coh Bapldcd! hiBéondaRBE! oOmiARe&G] S Of
risk. These tools tend to fall .into one of three categories; 1) Tools that

wor k f r om QERRRERY LITREPRERATFPRISY serafsadecturs dhab bRl rrsrys o defraig-
vul ner abi | iapp@&ch 1o aEbsmonlbiusaricy e ar e vendor - dependent for dat abase

updates, either_~5 throu new product versions or by a subscription
servi ce. Exanpl p%er‘F?%ﬁ?‘?%&%“@é?‘%b"r?%ﬂﬁ‘le@mg’%“ %EF‘H‘& SYSEIAREtect iRt wor k

Associ at es,asdismn'ﬁaﬁy.bmml | awilabiarprbfé:tioﬁTﬁiEchaﬁianbﬁﬂilld tdhain l;h' Q%&ﬁ% hﬁ usle
various par ters .o, cC ulate a risk.indicatqr. These tqols are difficult
o i nt B R HeeE s P Pt Tk TS AT S EYORG P GOT AR g

t echnol ogy tkarsddesne particdir aspedtpl espadts biwisk. tThese tosls emdrty falintcOshe A dHres

Vul ner abi | i Ly oZH%S_Assessmsnt (LAVA) tool. 3) Tools that exam ne a particul ar
aspect of tc?iegsys‘tem such as the operating system or database managenent
system but igndye tTwlohhtororkywiredocomaod sningrabifTduhbades and pessiblyerepair

| . PRCIT ) : )
conmponent o Suah vitheRREL! 108 A0kt bleinadilep bR R QIARLERMNGE MEG,
vendor s fforthrguglt ne ereduepuersionn et Wp e lubssaPyai service. abxagipdes-from dris Fakesonask.
Typi cal 'y, ;318058 B b ARE NMvbik %@é(&atésoxn%.@tc%rb,e&og%ﬁ& EHaBis SR T

representation of the system'(network) multiple’times in multiple formats.
' The security ey neleneliligt AtRENRAIORYPAARTAPLGHS & calslada risk indicatpsdThess ge
the resul tiggs SdlaRHERt drRihbies Hi HiRke Rk %iﬂ\_rfllf\é)ragid%} ADIBng BRQE bndf @

network's security posture. Afterwards, the security 30 ‘engi neer can

conpl et e t AeFhPPISEY sRuTopEest ( &3y earrly ofghisdgettadssoanislas 4lades Valnepbilithg

cont rol spp EfsBesmer@MUAVAPROL €PEat the process to analyze alternatives anmong

security risks, _system performance, m ssion functional |ty and the

devel opment budget . ﬁ{f@%ﬁaﬁ%‘ﬂ’gmﬁpﬁ W%ﬁogg‘ﬁgyémghﬁﬁbégl%ﬁ%ﬁeéamgﬁé?&ghot "

approach t @rtda@basssiaringainbit Fstdm, bdflightfuihe oD dystem components. SATAN, for
example, analyzes operating system vulnerabilities, but ignores infrastructure components such

as routers.

25 The use of multiple tools from a variety of vendors for a single computer network
analysis is a labor-intensive task. Typically, a security engineer will have to enter a description
or representation of the system (network) multiple times in multiple formats. The security
engineer then must manually analyze, consolidate and merge the resulting outputs from these
multiple tools into a single report of a network's security posture. Afterwards, the security

30 engineer can complete the risk analysis (calculating expected annual loss, surveying controls,
etc.), and then repeat the process to analyze alternatives among security risks, system
performance, mission functionality and the development budget.

Also, none of these tools use an aggregate "snapshot" approach to the system with a
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drill down"or |ayered approach to facilitate how one addresses risk at
various | ayers (network, platform database, etc.) of the system These
tools provide little assistance to system desi gners when anal yzi ng
alternatives anong security risk, system perfornmance and m S?Lgn ¢
functionality. Instead, a"risk solution"is provided that addfeS48%t 1993
particul ar aspect of risk 5 that a given tool was designed to calculate. To
devel op a cofifi deenes lwrﬂawroa@steﬁ@ﬁ@m hovg onecaddiepses riskrg variows layessi(ngtivakse t o
becone profi Cf' ent i%t% hse us (%f sever al FOOltS land TRn till I%. orretl atet t he
resul ting ouPput’®® 838 B&dt ToP® YIRS IPGE POIS Pro Il}| F P25 cBnpPele and
accurate acciétipnad ivhen ahaldigdaleMatiRl 8MahEsee ity Gisk, PertrRnddYand Rssion

anal ysis tools. Many current risk analysis tools 10 depend on surveys
filled out bfunctémplity. lnsteade airtsh eelationdis proyaded dimt etldressesdhe partigudar sispeot afariphi r e
the data for _devel oppept of a syste del used in the anal ysis.

A Ter nar i3l o S EVERIPOL A ROty LUER- L0 JBRRRLETRETGONE 15 ESIeUaA ous
vul nerabi | it L5 bi t :

ranbacks.  TETiLTGReL uRELAL KRR RRe oAk Rl of MRS DELAR SabBNE,

| abor i nt enscorelantle psileng owpdtsy t edi ous for the anal yst. Many of the 15

existing tools reuse the sane information to analyze different aspects of
the system securi Pye amnectgfisueressdsl fisk enalysin 9t cpayidte eel aesurate aceppyiationafq

repository o del | , I i S| aor,.shared. inputs
arong oxi ot | AP ROEPLAR LR mAlh SR LR E APIAK C8s SRR Bel i AR o BE S
for use Wy rigkndodbyredys fillod b, byalsk@ydysgmmapkiatifsepeisofiel ah® alystsub adglixe NSt
the sane system wi thout separate input activities, thus reducing the

possi bi | ity B dsisdprdeyelopmensrof axystymanqgsbussd invthetanplyss. Altgrnatiyedy, yastos! can
reasoni ng engi.n r ends uld all ow various aspects of the system
to be anal yzgé(‘filv‘\%\?? %ﬁ&tcgﬁﬁégcngsw% © 8%\‘73 ogf)yl\?,]y'éer%’ﬁftlanets &8s Sc}'sfig‘rcf) BpeReats, types
of analysis. Integbatientheie ol havdTRldwdackaNdedth 6rosiHldyltased RASVISHRE
assessnents avail able by applying nultiple tools would produce a nore
robust and asdigitaiios tqshuigues @redhbon itgrsive andspatentiallyi tegioysdist the enalyFhdémy o€thal t s
can faci]itate nmore info sy.st em desi gn de i ons,p?cl%SS?provi din

d j .
£ 1 anewor K f of IS YRGB TEATOR AyetRly itEghasPreE ofahe WsPmrBrEing,

obj ect of thg RhuRSRMork BRARE RS foQusPh QudRzeR rdRlibrPbORER A Gats Whic® To@Ad
met hod for assessing the security vulnerability of” a network w thout having

to anal yze t pevidetavisik fowibtared| ieputs ampeng Sigingrtederithis repesitboryocpuldibd uskdstoa
met hod for assessi t he securi t sture of a 30 petwork conprising the
teps of - pr BRI ooy at By P eBR oA Al iins SuRPlRIoo e AR e
network to b?anﬁ%lst&ﬁ &ihost sepa_gélte ﬁlﬂgtual%{lwggs(,) %u@%héﬁé id pBglﬁ)alR?B e'§ath ernlar.

di sparate netwo vul nerability anal ysis prograns  to produce data results
from eac2D pr By asy ofSimoltiplegritkhanalyait acasesing eagifiaspon bavkbands, neswddiallow wadswal ysi s
prograns and the system nodel database in a data fact base, and applying
fuzzy |ogic pPeteekhngysten tonke aralyzeds wighouhthe sost of fignelapime one fobty pRegiorm all

vul nerabi lit t; C L Zed DY i ; I e

net wor k vul nﬁpgsé?f?rtﬁl [aghgftg ?lﬂg)ﬁpérfgté% gm; a ‘2‘}%["2?&1’];% Jété‘ﬁgoﬁ‘?fte}ﬁ%dgg%g aeié]%

repr esent i ngawailiteé wp aplys maRiptkesels mpliidgRodube &Mmoddiobadt Atd astratei Rdétae oy,

such that the system object nodel database supports the infornmation data
requi r ement sSYSEM{sHECUIty pRsiralaese resaltyasn Kacilifate avesipformsd syptamssign dreisipnans;

exporti ng On})%vitdrt'l 2 %&B%@opﬂeﬁa{i%"e@‘alﬂlﬁnSa}{éEoe pfRinSCt rodel database to
each respect Ve N&tWOr K vul Rer abil ity  analysi & program
It is therefore an object of the present invention to provide a data processing system
and method for assessing the security vulnerability of a network without having to analyze the
network multiple times.
The present invention includes a method for assessing the security posture of a

30  network comprising the steps of: providing a system object model database that represents the

network to be analyzed;



correlating the system obj ect nodel database with the data results obtained
fromthe disparate network vul nerability anal ysis prograns using goal
oriented fuzzy logic decision 15 rules that operate through fuzzy inference
network rules and fuzzy evidential reasoning rules; and fornE % 0 500

i nference network as a hierarchy of heuristic rules that can E Spuh A2
probabilities using expert know edge of a iori probabilities such that

| ow | evel di seabaing thy nsbesk with |de§aretp aetwerk \eﬁwe@ﬂﬂmaﬂalygﬁ progiasls te prediagsiagns of

t he network %%mﬁ?ﬁﬁp&whﬁ% mgp Anot her aspect of the present invention
i ncl udes a data process 5 system for assessing the security posture of a
net wor k COh‘pEtbﬁmgﬁ@he dutpkasulad fromt € vilinsfabiliat enah@isvmrbranisilané riedd systeiny ndeéll ysSi s
prograns used for analyzing a network; a system object nodel database that
represents t H@alﬁéft iigrdatat fact eseawélaynlémg fipmy togicaperessngttp dreslaarfegybasete fagm
interface.for orthgb qi ste obj ect nodel database of the network to
t he netwotk 3u? V%HTT e ﬁ§’§@F prograns; a data fact base for storing
the results phtAtnsd dyr om respective network vulnerability analysis
programs after analyzing the network and the common system nodel database;
and a fuzzy | ogi cchestingefEsiothefdisparaemestosit vulgeritikity ayslyedprofjamea spaete lobject
dat abase with data 30 results obtained fromthe di sparate network
vul ner abi | i t {odel slatabase repraseftingg ; neeyosk S)eteeweée*wtlpmt mwaeCdclasszrlerml@u§l@ch2002
t he system ohj ect nodel  dat abase, i created t he disparate net
vul nerabi |t ab&‘ﬁl%tf‘g 06’1'385%??@ c}agﬁ?sgssgmqnﬁd %H‘\%?‘kd%tgﬁ“é‘ﬁﬂaﬁ‘é% H’Fu on
in an obi@ctﬁg$£§§ngw&&@5&g¥thq&gy&p&% Li¢ system object nodel database
supports the 1 nformation data reqU|renents ‘of the disparate network
vul nerabi lity anak®itigpinbgrenmquited alafal frérerthé syseens objeat wellehidathbashi@o each
applications progrannlng interface and each respective network

¥

vulnerabllltV”%WHWV§P§> @@WﬁﬂWV@¥M¥$qW%$?mg data fromthe system obj ect

model  dat abase angorlre mg fe sgstem ogjegthn?o ngldlf"b[aseedm Mihd dafd rgsults obtained from the

disparate network vulnerability analysis programs using goal oriented fuzzy logic decision
15 rules that operate through fuzzy inference network rules and fuzzy evidential reasoning rules;
and
forming an inference network as a hierarchy of heuristic rules that can propagate
probabilities using expert knowledge of a priori probabilities such that low-level discrete
probabilities are reflected in high level conclusions of the network vulnerability.
20 Another aspect of the present invention includes a data processing system for
assessing the security posture of a network comprising:
a plurality of disparate network vulnerability analysis programs used for analyzing a
network;
a system object model database that represents the network to be analyzed;
25 an applications programming interface for importing the system object model
database of the network to the network vulnerability analysis programs;
a data fact base for storing the results obtained from respective network vulnerability
analysis programs after analyzing the network and the common system model database; and
a fuzzy logic processor for correlating the system object model database with data
30  results obtained from the disparate network vulnerability analysis programs;

characterised in that:



the fuzzy | ogic processor uses goal oriented fuzzy |ogic decision rules
that operate through fuzzy inference network rules and fuzzy evidenti al
reasoning rules, said fuzzy | ogic 10 processor al so being operative for
formng an inference network as a hierarchy of heuristic rulﬁsA& h‘;"ttzo AN
propagate probabilities using expert know edge of a priori pr obaDT 19t T es
such that |lowlevel discrete probabilities are reflected in high |evel
concl usi ons of t HBe pstefoRtiect modd database tsyereated fropy the digpasatp aptwadkpaidierability he
present inventian, the nethod.conprises the step . of .15 inporting.only the
equired dat e OB SRR} D6t oHp HEIEny AEHIAOR 078 PI(rS NS at ed
with the res B il 1 ] i n
't egr at ed angy e BaleQltfect HuFuiterd bibodti R AP ARA ARRRIERGbAET,
the present {igiRntdetibrk thReriiliVandfystsdiiodraingiodel ed as a map on a graphi cal
user interface. A class hierarchy can be established to define conponents
of the nétwork vud filest addskdciayedawithl ths applipationy @ograthnid istadsioe add each mevpertidat a
and programmng traits. Data results pertaining to network systemdetails,
net wor k t opotedtirk vulngeshiidity anadysisy programafor |filteriegs dafp frame theo pieteme glipct model

vul nerabilitjes can al so. be obtained. Conveniently, a conputer program
resi des on a‘laf?z’?ﬂe&ﬁq W“H’&ﬁ’“@é}t‘?r@&‘ﬂreﬂgmﬁ’ aﬂﬁogram and conprises instructions

to cause a conput ohj .

ropr osent i ng o nornire SAEfehor SRATIONICAED AERY et BN TRES B e 11
of di spar at enRAENREK MErénRs adtivbiki e Bl NiSiySevitfeSH] daBonir GRERUIGNZA168E am
causes the conputer to inport only the required data fromthe system object
nodel ddtlabasecetsor elac heing speative \fer fogbing bk inferbrve matwiokk 4sya hieamkchgio$ hpursge am
and anal yze the network with each network vulnerability analysis programto
produce dat arufeashat ean propagnte arobabilitieprusing cxpet knosvlgdee ofe @rigy psebgbibitiesfueth t he

comon syste del f abase wthin a data fact hase. The co ter 4 21
August 2002 Brogyanich BGeR EanbdRe e i Rt hley TRRT cent S oB L e mer T op
goal orient e\ﬂllhfe%ﬁﬂyl ogic decision rules to the data fact base to determ ne
the vulnerability posture of the network. A data processing system assesses

the security vul ngrsali dnbih¥r fbedd ofitieMpredenfifertios, el @fetiftd complistdUpISitp 3602 a
plurality of disparate network vul nerability analysis prograns used for

anal yzi ¢ a impbsiog knly Ahesiggiierhdath oot thersydein aiechipadat datetpsesie filters fveciated wor k
to be anal yzed and supports the information data requirenents of the
net wor k vul neéithihe jrespectivg | Resvark pywiprabiily piperaiph|ang alPeRiee pyia gitaiipeiged

interf i mports th t em.object | dat ab f. the net. to,th
networ kvl TIPSR PR 6 Bl g bt AR Rar it 4% PP St ot ne

appl i cat ' ODSneRL&Qrc%{YHi Adaed M Qmaﬁ%ﬂ_aa%}gplﬁép Dsek GROERLI X %la@@ﬁi\éﬁfclﬁy can be
vul nerability analysis programfor filtering data fromthe system object

model dat abasebhdhed toidint ico@psndhty of kiR HeGetk K aideraisitig. ankIgdia pfogiins i @hgé or es
the results obtained fromrespective network vulnerability analysis

pr ogr ans20af t @mnzomadaje pudy propemmangvreiks. Hath tehidts qurtaining 39 seeveriogitdm deteidhase
and a fuzzy logic processor, applies goal orjented fuzzy |agjc decision
rules to thetoPark tepelogisastiodsevelhwingsadilisigs apd aetyierygye] v§inessbllitiss sgn élﬁ?)g?t
rules for e 'i[pe% results fromthe network vul nerability anal ysis prograns
and determning the vulnerability posture of the network. The foll ow ng

invention will nogsREnibRBCh! RefulY pYRYanPresREABR| £ melliukh Al BMERC Eeall byt e
program and comprises instructions to cause a computer to create a system object model
25  database representing a network and which supports the information data requirements of
disparate network vulnerability analysis programs. A computer program causes the computer
to import only the required data from the system object model database to each respective
network vulnerability analysis program and analyze the network with each network
vulnerability analysis program to produce data results from each program. The results are

30  stored with the common system model database within a data fact base. The computer

4a



acconpanying drawings in which: FIG 1 is a schematic bl ock diagramof a
networ k show ng | ocations where frequent 1s problens are found on networKks.
FIG 2 is another schematic bl ock diagram of a network showi ng an
identified vulnerability |located by the system and net hod of fae g@ﬁ@$nt
invention. FIG 3 is another bl ock di agram show ng overal | af cAr§" e of
the system and nethod of the present invention and show ng filters used in
associ ati on BPgAMt a0 ereatesolnptruetions| toxsusgan eeyeier trjagply goplsoripnted Hazzy degiemat i ¢

bl ock diagram of the archjtecture of the present invention show ng the
Pussy 1ogrc SRy apies OiecelagiorBhsk o foesi e hrcher b Y SRkt e Bhrowi g

hi gh | evel architegc . I t n t hod
of the present i n%e‘?latltlﬁ[ EOEQ%Q%9%%'%6%&5;%%8?%%@“&{ gﬁlﬁﬁgl\g/lg‘? (th en%gj{o?lé%g ock
di agram of theudata processing systemof the present invention. FIG 7 is
an exanpl e of a graphical user interface that nodels the network as a map.
FI GS. 8A and 8B show open wi ndows that provide data resolution in the
establ i shment of the system object nodel database. 30 FIG 9 is an exanple
of a graphical user interface show ng the network nodel. FIG 10 is a

graphi cal user interface showi ng various reporting options for the security
posture of the network. 21 August 2002 FIG 21 is a block diagram show ng
t he basi c processing conponents of the goal oriented fuzzy |ogic processing
used in the data processing system and nmethod of the present invention.

FIG 12 is a schematic bl ock diagramof the data fusion used in the data
processi ng system and nethod of the present invention. FIG 13 is another
schemati ¢ bl ock di agram showi ng an exanpl e of gol d-based fusion 5 rules
used in the data processing system and nmethod of the present invention.

FIG 14 is anot her bl ock di agram show ng basi c processing steps and
conponents used in the fuzzy |ogic processing of the data processing system
and nmet hod of the present invention.
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FIG 15 is a block diagram show ng basic conponents used in the fault tree
anal ysis (DPLf) for evidence accunul ation and fuzzy evi den{i ?‘g’gre %82' ng
rules. FIG 16 is a bl ock diagram showi ng an object/cl ass h#b E?@. TG 17
is a block diagram showi ng the system class di agram of the present
invention. FIG1 illustrates an exanple of a conventional network 100

havi ng internal servers 102 that connect to an external nuter 104,

conmuni cat i orPlelitief dispayate netwerls vulnsrghility arrdysisprogrames nsediforagplygipg a pefworks
connect ed t 0Atghferh iobRWBhbdel Qfiabddt 385 Rselsfthe Bethark A atya8 Gin@dubPordiner nal

15 LAN networ k™ conponents 110 and a renote-access server 112 and renpote
user 114. UsTifgmatrn daiadppinmsnts pite nefworkvulaerahilityanglypis programsndn appLsaians ks

i ncl ude host grogathetinginiter e inPbRd thddysSRIoBREIIncHE i atdbhidcblf the HBWHTIRRERS BTk
a deni al of rvj ce and angnynous FTP or

servi ces, for exanple, J n FT .

i scont | gur CYFIEPILE ApRlES PrRsFamEso, d dEEL S ArroPAEG It tREAPpLTations Proglampig,

CGE scri pt 5, infefarsaf ba-h kebPectinéinebVBiR vulHatabilit ialyais ptoghins fok filler@(ptath frdrethdde
unpat ched, zo out (gatted de?/gltaerabl or defg]yl% con.fiucg red software and
firmare andRERICCSSRIS FLPPARPLPSTiNG CRPLE° TSIt & F npr oper |y export ed
file sharing ser \Datefgctbasgsioren thelsstligobeaihed feonseppactenetnatk MelnBtabiity arfatysis
internal LAN_ 11 inel ud 1 nfiagured or unpat.ched w ndows NT
servers and BPERraAtC el B G IR AR o o MORBRABE AR NEy
procedur es, bgapdaessr appliesponktriented SuzzAlogedetision cests tafnatalatabdf hydbd wkehave

unsecured repot e- ' th Il 4 |.d. have
't or mat | G MRLas BBl il i gty S SRl R by RV R
SYSTAT, NET' g¥bgrhms ihd Nefronmg dhesyulivitabiigypodfire PCex8Ova@NB (server nessage
bl ock), and zone transfers to non-naned server hosts. It could al so have

i nadequat e | oggi rjlﬁ:a moni toring and detecting capabilities. The branch

of fi ce 107 coul d Tha{adlowing inegnenyil novdes depagded byeval ofsrarhplp withaefergoceryp the
OGN, 1Z5H, ogchagdG g'g}%%gﬁw&:l% could 30 be m sconfigured or have a
m sconfigured roi sfer access control list. At hough t hese network problens

are only an exanmpite b acsehamatic flosh Hiagtant of meptyRrkdowinglocativgs wiheerfeequent
many ot herlsp%@bjemetfag{d&m&‘do&gcur, as is well known to those skilled

201 v the. vl nerBi Fiit ARG SHERGBIPR SPSTET 6 BEPHe R Tredn Heged
sof tware of Mﬁerﬁtﬂﬁt@rl&_ﬁa&ﬁ%?%d‘%stém?aha_ﬁﬁe&ﬂﬂofﬂe_ eebesiifivddichocat ed. on a user
node 112 connect SHOI T THEe otk HafmR ARP TG Ovaet) S GEet e Hegent Bt

t he data prosfeths iphgers)ifitetlivaadd shoveing diltensf ustd én pssedstivn with @hd hefvoelamoklel
referred tQ gaa%seNetV\ork Vul nerability Tool (NVT), i.e., a tool a user uses
to determe network vul nerabilities and risks. The data processing system
form ng the NVT J&@. bie ahashelscheamtia bledndiagramPiE thy artHiterimre of i prgsery incremtionNT.
This type of j4nl.at @lgnggglggr%gg a |l ow cost solution and support a | arge

ol’s,

vari ety of asses nt t atso coomonly referred to as network

vul nerability 1o Hosdsanather schemptichlockdiggyam showingrighlevellarditgttargcompprents

descripti On-oﬂm@a&-%%&mags DS PRLbA Yf RO Ble¥SH: SnvRRAGH aMB typically are
t he standard COTS/ GOIS prograns known by security engineers, and include HP

Open Vi ew,5whi ch HEG| Gsanother bigh levelsehsrratic blogk dizgam pithe datypregessing exsigar ¢f the
nodel i ng; Al ¢ Aahibsl s of Network System Security Risks) as manufactured

by Mtre Corporation, a GOTS network system anal ysis tool, which allows
passi ve data gat &P fig an sxagile ofjargge @zﬁiﬁFF’éﬁi@é‘* t mgdels thgnetyvark gga map.
assessment met hodgG9GW A SRBhAS opeAMihddvidthAPIRISI RN reBBMIEINin BRI s@bIBANRA
used and is inplenmented in the L-f decision support progranm ng | anguage.
RAM al so al | 8iie prate Qhiechmmedel daehrsei ng for event tree logic, prioritizes
the task ljpst, angdcad isanexanglBbheRiHiGelsehBE@fac¥bHow iR e nBivedrk npds)

services. It is event based over time. zo DPL (decision programmng .

| anguage) is a dedPsiidna giappisaluse dpterfpee shQYHp] XRPUS REROT Mg QRHORSHCE theppryrity
nodel i ng of 9aﬁmk@xa@agh&ﬂgns. It allows a user to incorporate uncertainty
and flexibility into a decision process. DPL provides a graphical interface
for building a nodel, and perforns anal yses on the nodel. DPL-f contains
the functionality built into DPL and provides a graphic interface for fault
tree construction. This feature allows the nodeler to create fault 25 trees
and incorporate theminto DPL nodels. DPL-f al so contains unique anal ytic
tools. These tools include the ability to calculate explicitly the
probability of any event in the tree and performfault tree-specific types
of sensitivity analysis. DPL-f provides an interface fox incorporating tine
series into a nodel. This allows a nodeler to account for deval uation,
capital growmh or other tinme-bearing quantities w thout changing the

—~~~




so provides RAMwith additional capabilities for rapid fault tree
construction, libraries of enbedded fault trees, an expert opinion
generation system enumeration and ordering of cut sets ard Augwbyiilcal
portrayal of risk over tine. The ISS Internet scanner as devel oped by
Internet Security Systens Corporation (ISS) 21 August 2002 all ows active
data gathering and scans a network for hosts, servers, firewalls and

routers and asseE%wdlisabloskdiseramehqysng ‘3‘9 RS PEPGRENESOMPPRENRAL g gRad oriented

operating S)fﬁiz«ymgl SceBihd Wiad @ tdkd St stb&taahheu@dafaeaﬁsa@mvath&ﬂ me
and a conputer work conpl i ance r ort é{:e; ro ng are di spar at e
net wor k vul nerab Qt§‘3a$ q@%‘?@“b‘?ﬂb pramy ¢ dpe date the slatagpgessing

i nvention alsyﬂmﬂ@memawﬂﬁ@@&tu@e]{hmw Tis based on a know edge

solicitation fra k, which_incor tes a .graphical tion of a

net wor k t opol ogy? 5’5@85‘6‘7?55@7“‘? %&@Wﬂ%ﬁ”ﬁ‘g teelé’?é? thagrskfusdion g

anal yfzed syb&ﬁlﬂweﬂﬁﬂ\ mgfd@fa pﬁ'&QkHiﬂgtsyst‘émJaElﬂlhﬁﬂ’tdfdldf Eﬁspres@iﬁﬁt?dxﬁah user

interface is als to, i acc of, the net

hocor dance wi oh Tiss TEP abne TRt iRerGrshoRRls @b ifesRRG RET HOGUBPORTE S 20

aut omat i cal ligtheapesy b@c@xoceatsinggfﬂneﬂmmoc:mdg s;atanehrslmabodtolﬁéxe@xesatthwgnmet wor k

as a nodel on a i. C ter For.
{;?HE g L %aﬁil s% fxﬁ\fﬁ é%&{}lp&sené%w ﬂ'l t?% 50 treean

exanpl e, HP Cpen Vi'ew cou ep| C net wor ogy. ¢ the
sof t war e hadDBb&fprQMeWEtah@m@t@ddnémzuﬁvxdemaa:tocungouleer for the network,

the NVT of,the p Gk Flaﬂg search for conputers
and ot herfldew Cegﬁg??%&}ﬂi&é&%ﬂ#ﬂ% net \Ag%gﬁ%l\g/'r per ormt an active sear ch,
15 pinging possi Bl 17 B addenkekiageam showing theeysiesn Rlassalingran of thg present &wention.

response information it receives to its network map. NVT al so provides a
manual nmethod to draw a proposed network with the graphical user interface,

as illustrated, FE.-dilpsbries arexgmaled! deapyention Athavingdntgrel sepvera 62
defined, i nGhudiRgc REM t;t&naraottepm tgﬁnatlmatdo%et@&k%é %a%w%] | gns or
node edltlng to provide additional details as required rovi de conpl et e

| ogi cal net vipte OE’F'PHFWQS copnepiedito the figeyrpllsl0s draneh piéiseiy W@chi?eé tcnletaml k on

a map by YgimON ferbk Eb%ﬁtﬂ&:lﬁs 1100Rd 2\WRGe RS MRK11D%AH edhdleasd i | on has
been conpleted, the I|W represents and stores the descri pt| on i.n an object/

class hi erarchy, Usingdhamsamale ofHGe tfragnentprobismusdounst onqgtworks iggludy hestspm

expl ai ned bedsqwmténmsjaweem@mmghﬁatm&yss&?aarolb.ése@temd@ a G4 6f defvideRfd
i nformati on data needs of the di %Earate network vulnerability analysis

prograns (t GEPRYMoyER 'I‘G@ﬁ" e Wek pyers Bapgouldbe grdutprmal seryeryfgy example,

cor rk el ati on @d1 dch w{w F'IQTBrIde outea:ﬂ&manmwsf n?hﬁtﬂﬂ\iitikﬂﬂdﬂktﬂ%&hédhl ty/
ris assessne 0 n ner._ani e 0 e n WOr own
1" the. or ShrEsaeedper A e el Sfigred sl a et e R LB 9 OAF ¢ ne
fot em Is t[ ng:doﬂd%gﬁd&g;dﬂ?p?ﬂpeﬂﬂéﬁp?ﬁé@ﬁkfhﬂr&gr&éerglged w&aﬁma:?\;arfﬂu mgfamés adlat a
ol ot o A B he Rt AN alef fry 6 R PSR Bl T

know edge negnte'rsatnﬂqmotdambhkddttiyesladd-‘df Gomﬁrehéﬂsimtpr%pmtecﬁﬁé} aamdexda;rmﬂe of

t he overall lization t data essin ste
the present &Hl,‘%, [t}\%%'?ccestsﬁ?wgr ir)lfe}tcm(ddkw PREFES Dtlo e'accgﬁs&’ ‘{o%llg
(tools) are extdmnﬂtrbvﬂieﬁMa:eulANﬁsanﬂﬂi;aubﬁﬁakxgeehmgh sarmesuchaéSNMR;l SR/

136. The 8 21 August hod of:,t tion
creates a syﬁxt 3 ét%%ﬁeﬁ@gf‘mdase anner W@ﬁlﬁf??géb?ﬁﬁ? (server
represents amemagndﬂdck)aadd wppmmfgrs tmeon-nﬁhmdmtweohosmmcon@cplﬂorfeneméeqtuﬁtet he
net wor k wvul rab|I|t n $4 t ] d se
138 represemgg &8s} nxﬂtg %eéx?%sg%tc&g %%gabthq‘]'ﬁesbaigésg%ggg °§§°§tgﬁq (gbrtﬂcggita%)%
and addr essesush;bmopnmeﬂ ﬁmtreiatmnstgpeudm@t{ﬁmﬂ\lrh?pﬂ,@sﬁﬁxﬁﬁ Bime firbwall mﬁtcamidk to
provi de d to. th wor k vy ograns. This nodel
138 uses 0 f%ec‘t‘“% égr%@v&amﬁﬁﬁgm{ehwu@%ce%%@?x 1%% extensi bl e set of
conponents in a o‘kl&mghﬂeseatenhgrktphﬂtﬂeume@dymmmpmftmmeppm@mmmdon

net wor k. The rch e

shared commoh ral t“m &V\ﬁ o;ﬁl\’eﬁgf’osol ef[ﬁ %gé%l? ?ngg%lﬁgtgﬂﬁgwﬁ&ﬁ%swdit
from ot her conponents. In add| tion to an inplicit hierarchical 1o

rel ati onshi p, object oriented techniques pI’OVI de a contai nnent nechanismin
whi ch an object can contain a reference to any object) including itself.
This provides a flexible mechanismfox representing any physical or |ogical
entity. Al so, object oriented representation lends itself to ready

nodi fication and extension and is ideal for an information assurance arena
where changes and new technol ogies arise daily. 15 As shown in FIG 3,
filters 140 are associated with each of the network vulnerability analysis
progranms 132, T34 I36 and al | ow onI y that data requi red by a respectl ve
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z5 allowing the addition and renoval of tools w thout changing any of the
exi sting NVT codes. Establishing conunication between DPL-f and NVT using
the filter technology is straightforward. A DPL-f filter i3l ApguwsedO®% th the
specifics of building and populating fault trees. As an analysis tool, a
default tree can represent a node in a network as devel oped and provi de a
probability value for events such as denial of service, |oss of data and
data 30 corﬁﬁﬁéﬁﬁﬂse. Actual ly, DPL-f can be used as a final result tool. The

network is then TaeasiaCthddhdthoRd et Pr@kM@hventon A1R%\a Bhd vullderaitdey 51 shePF QR aM
to produce data res_HIts_ fr,glime ch prg}gram The, data res Itqipgre c:i:grel at ed
to deternmi ngstgmdebsjfpntfied the sottware of fig datapraspisingREgststp AR Tathed sa bsipcatad
occur througha ﬁsbﬁef—xu&.zmb,laglsﬁovm ﬁﬂE!Gb | si, slgovgﬁg ﬁﬂﬂﬁleﬂﬁﬁedﬂuw}ﬂi&biﬁﬁyoagﬁade 112
invention, as will be, ex i ow, an e. syst | can have input to
L ear o s pioRpecein 6 i Pl AN fio ARt d B B P R UAE D Se MRy o
aut omat i cs naeHed &f thd reevitihyerdion @i thtrbferad fojas 4 Nidtw @k Viainasability Dot (NVAS, i@pen
View, and an_appropriate filter 146. all ows. the system GJ 148 to display

t he networ K& ngcf‘e se’ggse%%?o%%weﬁeéml?%g\g@wg P (ﬂﬁ'ﬁ‘f'ate data input 150 to a
user di splay 15Zhe hHataipsocadsiig spsias fdringng the N¥Teambe losded@dla Pehduh @Capiaiess

eporta rifm e N T8l e pfytof chpfrodlge' i ofSpuafth AL Abpis "
net wor k val lacggt vagiety]l 60 pssessmegt &oopsl wlpoi qemonorfiy) zegfgrredilte as gietwerkwwdlbherigslity

o 50 bo- iR Bt ihtie Sl bR OARTRLEH B el BB L ity 7
FI G 3, shoamalygistpregreg ttypicadlyj are ttherstgudard LI SOTEIZoghms knawney security
est abl i shed, aRdlWOL hfudfeQip 92%} VW, Which afidvd dihRSk AL Rhate d@ﬁgzle{'}go?maﬂﬂal

programm ng rnterface 162 to ow I nporting of data Iinto t I ous tools

164, as il | ngfvekreefleling ANRFRIAnplgHs of Netwerk RypigmySseirity Risks)rap srapafactyred by
anal ysi s t opjitse ¢d}pdratifis HCOTS RetltRk %@Mﬁﬂ%ﬁ mhs&lsaubwpﬂe&@@%gatﬂéﬁ. 7/8n

application programrng interface 168 and"a graphical user interface

work in ddnjishtibgle AeqireRcenefders: PAP sk assspmenhmetherolqgy sagwm as B4dhEisk
manager 172;485MadahodaOéhSalid1be QRdUR isOihplirhdhtanirail D@L dedsit agparim ng
interface (APlI) xs 174 and graphical user interface (GJ) 176 to correlate
data resul tgroaxaﬂw&lzw%dg’cﬁﬁga PATTIVerABipRGERRp TR VBt Heslpelc Rioitiqesg
includi ng epedsk lisipardellidivs @ tnalionatingl shaderyith RiBiRNEES/ RPdc VIt R bhtdhsedeason
182 to produce vulnerability results 184 and a graphical user interface
(GUI) 186 fOFTERE correlated results. Although FIG 4 represents a high

| evel nodel showFig(detisien pngpremoingliafifuaperis aclesipion@npsort sdftwase patkygeahsat
exanpl e of gn e, of ;high.l evel compon 43 d.hat ;coul d S w t.h the
NVT system %r?g‘tarrtr%t o’ﬂo%e?mg ﬁfe prpes eér:leftg n%%%@glg%llﬁ)on. ‘%F%gu%%rpéaﬁ%fggnéléﬁ&arngt e

ot her exanpfledbility ittp gHedisiaregproesssl 814 proradgspgraphisrlintedaqederdnilding achogdelomds si ng
steps of th srﬂ)%:@ F B ; - W A i re
202, a per Fool anaiyélg@%%%dg Euatf?%?%%%&gﬁgﬁegmgw}%?ﬁti%%%o[qﬂ}%‘ggéeéxpert
anal ysi s 208graphid intexfase forfeult tecpgstrutien.t Bais fepyresliomstthemmadslerte crpate favdiu| d

i ncl ude theqlBbad m%%ara@ém%ﬁﬁm BPL bR UBEY. ¢ MROdtatrd iR GRS AGobIR hedlat 2
fact base, and use wth CERT notes 208b and an expert system 208c for
expert cor r toktipdnde thepoiity to eaculpte gaisitythel prabakilitydefragy vepp thstreecids on
a graphi cal suaem faﬁftQ:Fefe@?@oiﬁé §pbs o BenEHCH:- aﬁﬂfﬁ;ﬁédﬁ#ﬁft rofie£ a8 itBithce for
Configuration, as known to those skilled in the art. HG 6 al SO _

i |1 ust r at esinsPEPTRERS Hing periceingn 2 merded| Thisallpes mpdelsriqaeconnt {gr devaluaten. eapiipls

used to for gontk eFEthel EnsSY&kRpqaRithel witle@! chading #é Zitudt@ict tiRiisRs Droul d
i nclude the”indjvidual so tool processing and the nufti-tool correlation.

FIGS. 7-1% Pravides Rt with grditionsl gpabilities foyyrapidhfaull trge spnstryetiqry Lprarienef ¢ hat

can be cont ginB&iHe Paudt tﬁéé%blte?ﬁﬁgrﬁ&;ﬁlﬁeﬂ g@behtiof @fktéAf enuiflepition hhd\Grdeditdoflchie NVT
and determ ni ng t he vul nerabi |ty,l§ostu,re of a network. As illustrated, the

gr aphi cal u&¥ M Frpeal PosgYRlof Hskpuerfimiey type of to 21 August 2002

W ndows TM i nt er f RgEISS Mre&isit sesArdess dpreldpeitiginReret Beiufityl Systeh® (Biysopdtdy (1B6)
network icons 224 formng a network map that is representative of the

rel ati onship anong different network el enents and nodes contained within a
networ k. Respective network icons 224 are |inked together in an arrangenent
correspondi ng to how the network el enents nodes axe interconnected wthin
the network. As shown in FIG 7, the network el enents can be |inked 5

toget her via connection |lines 226, showi ng the interconnection that exists
anong actual network el enments and nodes. The system design w ndow 222 shows
on the left side an internetwork view 230 with two nodes and a network view
232 on the right hand side of the windowto illustrate a map of the network
nodel . A manager w ndow 234 is opened and di splays properties of network

e




A sel ect data sensitivity pop up wi ndow (box) 240 is user selectable
t hrough the nmenu options fox selected network elenents (FIG 8A), and has
user selected itens for selecting the sensitivity of netwddlAugusidd¥2s. The
sensitivity for data on any node (node 1 in the exanple shown in FIG 8A)
can be selected for unclassified, sensitive, confidential, secret,
restricted secret or, top _secret wth appropriate Ckay, Random and Default
buttons. 15RURWSaFEEHIaREAdEBRAY A%t RSH R s hosss semyetr Hrawaly Beheputssenes
shown in Fl4gsesSd safifitf ald haviey tsifpliaf@d Bothatbeoks)| dperatial |siyitymPraal isb@eareor
selecting a \%ne;%gli I@*t‘%& pr oés'hlfye, of a network el ement or _node. FI 9 al so
shows the nERRRGYHCFro GOV ATRRRARP P EiPeaRd 2 SRRPST N Bk sRpPlipRFeTeRoLy d8fect ed
nodes. |t igropaasiabd disgadraé netwdtlevuinaibikgtiahalyieprogangehat thd IGUWoL{d peddbriti €s,
whi ch al so al | wsghhe %gt\glor . di scovery to occur through appropriate
sel ection of VBUPTENSY® RAFUEATHY; zo network icons can be sel ected and noved
as necessary f orThedNVT nigbased wmhes kgowlaligesoliaitatioe franddfwtaek, whizhsiecotporhitgs a
posture has_heen.establ.i shed thr h_the sys: i cons. represent ative. of
i ah 1 sk nEraarn BT 37 e M B ABedng, 2Rk SRoid Rt R ERRH ot o
sel ect ed i catributes @hd analyzedyabdequently hefiseatrity eulpérabilitiess Sraphicd aser ingérfagode,
such as the ' o £l Hes nd 9. It is possible that
shaded ar eaasltga?sgﬁr%&?ﬁééégéggﬁb 'S%r’lt% onsmotdélf he network could z5 be col ored
red or yel |l ow i rtiasserdence ovith jthth @resent sikventione g biystemy and methods bk thepbdTi bl e
t hat the ,go b i . 2 Q1 Nl r

16 O6Abdi Ay Haﬁiaané}t Sié' LHF% htuBrid 50 O dxxlflh} @l‘é’ehgaﬂrge}ﬂri;vgi Gs 83 on a

connection between ele G 10 illustrates a vul ity posture

wi ndow 270 grephigdl sseripitertpceiseeh me ghiemsn dn FKons  Fordpemple, d1Open| View abild
net wor k el epBptisaiRNHholEQRSwol BpAYSY,. Bhrlce MESLAWAARLShech SiveH AMPAAGRA! & 0f an

open systen desi gn wi ndow. However, a spreadsheet 272 i's illustrated and a
NVT 30 ri skdefadreuterior themaiior the WAl eftlr mepseanvastipacangiee PpakVigysed st . A
ri sk anal ysios cihpetenw add Gtisdd Qi dithehet @ tel neBwdrk S r§6inS af laBRYeirch,S

also illustrated. FI 6, shows | reater defail a class hierarchy wth
the d ass?® hﬁ‘ﬁﬁ’é‘gi’gff“g\%nslp"t?&sr?séesﬂ‘t ‘?‘g‘ﬁ\“’ﬁé" ‘a’f‘fg“‘{?ﬁ?&/‘ﬁ'f“’ée"ff fPHUE é‘g‘,’“’t‘%‘i@n it
Aggr egat i onred@vesadlits rSSARInRIp. BIVTARA pafvidestl iafual B thaddo drhw a pdpoleditaivork002

T t 288 wi Ge i zat | 2vD. Fl G 17 il t I f
syst om of ast BEsraT R PRObERT S0 Bardi b iRe Rl B TSRt
Natural | y, &dn(e dbfineds irehidyngsseautity enbical iagsmaeliiangbaditeastive dbdimaor hodd daiae

skilled in the art and | exanpl e . of t can be.used for .the system and
et hod of ¢ et okt B AR profieR o B RSy o i S NFGs
11-15, the goasooepresenegh drdizeyetivorki on acedp tsyi wing: subitetvgprk &conl | ustrat ed. As
shown in FIG 11,4 h I e
Fespect i ve net ol o ae IR ke AAE Gk din e T Rl LI
usi ng an apBieidesriptersingnobjectiivientierarchyy fszbewn arkresxpople itBG5eltani §h as wilk or m
a data fact b@é&;@a&@&%eid%%gﬁ ﬂ%}ﬁskfgli&ﬂ fsde&%bie@(hxo@@dpﬂa% RRURGHH AN at0 i C
deci sion rul es operate through fuzzy i At erence network rules 304 and fuzzy
evidential Pesserhngispasrtesetae: reRiEy AntlsitnTesrame (iPqltly Fivg¥ lagicpraseie a
net wor k basgfd g rufsleliRiWd ARf1HeR! & #@8resdiBe Hob? e |pREHEmP RGE 8 StdRBsitsS €S
data fusion, evidential reasoni ngb and i nference network techni ques.

As
known to th&WgeraRilify/gigk pssessmentip potaip g vHlopraPLiy Rosteeetithapereotk asshown igiee i n

which facts ﬁﬁbﬁicﬂ&is%&ﬁfaée"h&ﬂ@ upP PO sirgirepRbdHtRiod of thé @fstéid BRAPHERE e udde
result ist prpofa(;’{ %gﬂept_l on of the hypothesis with a certain degree of
S| H

confi dence. of? elinypgies edppdant data patny . JEalse proyides Astptpdationdes

evidential pe&eaRigiBe hrobReEGENbBPReMiadeAlgiveh @iinbRBiliyaiesmattbd 8 future
findings for each criterja, thereby nerging the system assessnent data into

a singl e PornewisissegatiatippsaPabllitiet onf or nance of the systemto a particul ar
criteria. By sUpPId. Sflustr£f@iat 090 a6 exdn@ilé of thevelall nbtdrk HiEaliZatihesdl QOVIE)] datd NS
the fusion probl em and reduces the search bhase. Evidentjal re ﬁ]‘oni ng has
previ ousl y BESRSSHGWSET BefeoPiPant Jaienton ¢ ithree, pewyorly ypuperahlity, analysg) | o
a comon gl pbrardo (629 QNG rdt LN INSER 132, 158 Zdyrmexfirer 3345 eRAMSI6N TR t he
type of system known to those skilled in the art as fuzzyCLIPS, devel oped
by NASA. The result is a set of fuzzy evidential rules whose purpose is to
accunul ate evidence for a given set of requirenents. This resol ves
potentially conflicting) ambi guous and redundant data from expert
correlation and draws conclusions with available data, even if it is

i nconpl ete. 25 The accuracy of the result is contingent upon the quantity
and quality of the data available and it nmay be necessary to perform

addi tional refinenment on the available data prior to the application of
fuzzy logic processing, while also nmaintaining the probabilistic nature of
the data. This refinenent uses inference networks and provides a nethod of
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21 August 2002 Data fusion is used with the system object database, data
results data fact base. Intelligence data fusion is a nulti-I|evel,

mul ti-di sciplinary-based informati on process to yield the |2|it:°el§gualt2(l9ﬁ of
information fromnultiple intelligence sources (and perhaps nultiple
intelligence disciplines) to produce specific and conprehensive, unified
data about an entity {its situation, capabilities, and the threat it

i nposes) . Deyderh arnd wathpd ofthe presint iryentian axrtdsasedern abject rivd eldatdbaget(Netwanbut s,
The intelli

| evel s, des g\?ﬁ;eglaﬁ?is@ tﬁ&ﬁ?Q&e& %%gé%r%&& M‘%IPE%\/%%XSIQ %[‘N%UI%{U%%% %\H%: e%;%%?

| NTEL LI GENCEhgETork veinenbiinCurlysis progrms Thessistsm bisgtenasiel database 18 1ep¢sents

Refinement Ty f0ad @pBeriton of fHeQsdetddd ispdt&h oy Eés@éﬁ@aﬁad&és@é&ﬂ@ Reddebi Das jgnd
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other contextual information to form an integrated view of a networked system’s security

posture. NVT provides a user with a simple expression of the vulnerability posture of a given

system or system design, and enables them to perform "what if" analysis for functionality,

performance, and countermeasure trades, for the purpose of refining and improving the system

20 or system design.

In computer security engineering, sensors are the various vulnerability assessment and
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21 August 2002 CLAIMS: 1. A nethod for assessing the security posture of a
network conprising the steps of providing a system object nodel database (
13 8) that represents the networkto be 5 anal yzed; anal yzizﬁgbﬂtgﬁ‘étmvmrk

with disparate network vulnerability analysis prograns (132, 134, 136) to
produce data results fromeach program storing the data results fromthe
vul nerability anal ysis prograns and the system nodel 10 database in a data

fact base (r3B2ayalysistdola@bing with the GUI t¢ gether ipformatiai agneed#d fromothe meerddha f act
base to for . ' i b 3 i -,

cr Zati ng frr%rﬁgn i gs ;fgo%ﬁggbﬁé?pv\%% i&‘é Gﬁgﬁwﬁmﬁgﬁg S %%gger gérérais’l?iSZ,
134, 136) aafigy offormais brediffermpdendaat Bysoupiesgruriypngivesrinig theabitetswbr k
system desqﬂwe.g;e agﬁeqma%gg;yr@m&ﬁ '(é%ﬁﬁmhlaie\& I;)f#&tsyi.e. w&aéétmd&d}ﬁ AYalare,

obj ect node at abase ( ) supports‘t ormati on data requfrenents of
the di spar apéwereenbdatayThetnationiof injereshislap gessssmentrfahsweaknprses in e sorripy t he
required Q%&MB%&B%&M&%S&%&E%@%& blRbRRAEES cﬁ&gﬁiml&l&égﬁeaear,

respective network vulnerability analysis program (132, 134, [36); 2
correl at i ng™esdy §y3te8aiE ect nodel database (138) with the data results

(300) obtained faseiidibe dbisRasEdyR dgjg;mg Y @R BRbY drl déseBRAH B nelliRQE AN
Uzz
tgid

(132, 134, 136).usj.ng goal orient | ogi ¢ deci sjon rules |, 78) that
operat e t hrigsgHbeE Pqcraf PerHERENGS &8 @1@3%%@)"‘* Stqugﬁwé‘\(f?’(}@fﬁ‘ial

reasoni ng Iy, the Q€worlaREmpatinE sygem)canHeQbfaiEtbasdtednhE Kestlis &f dobEbeacmBy Of
heuristic rules tgﬁs can Péﬁgﬁ%?‘te 25 propabiliti ef usi ng ex%(fart knowl edge
of a pri oFi2BYEHabM TEIEE AR P2 [PERESTHYG a1 2618 fOREOL PE SR PIPRESr o
refl ect ed iapphipgihtelf@v@rti@darclulierabildies ind Beirnesto The vast-batefibahalitsis. seeks té\

met hod as cl ai ned.j. iml characterized by expartin nl e r i red
ot a 1 rom (s it iest el el ARG 5 (ol R PGt PR Bl s SPMe
associ at ed lvsst [Thisdsgizat itheedevelopmeht of Ll seeuatyi plan Yo jprmrgveasesurity 3% a coBrputdr 36) .
30 3. A net ggor?%sgéngi med in Caim1l characterized by exporting the system

ata

obj ect node ase (138) to the network vulnerability analysis prograns
(132, 1345 136) Teble 2zenfairtsegr aeeleagfpl fihpaditiopingpf dhisidatp fusioprfraces {dr62) .

2 map on o Srafr ST bkl e SOAR0F) eyt B JRGRL \gphgt el Wik as
processing levels, corresponding to the four levels found in Table 1. As illustrated in FIG. 12,
inputs to this process would consist of the object model database 138, results from individual
tools 132, 134, 136, and other contextual information. The different data fusion levels 1-4 are

20 indicated generally at 320, 322, 324 and 326.

TABLE 2. INITIAL PROCESSING LEVELS OF
DATA FUSION FOR COMPUTER SECURITY RISK ANALYSIS

Data Fusion Levels | Description ]
1 | Node Data *» Transforms data into consistent frame of reference
Refinement * Refinement of data at the network node-level (the

objects for computer security data fusion)

¢ Data from multiple tools ~ correlated (assigned to
appropriate nodes) and possibly combined at each
node

* Refines the estimation of object identity - network

node (workstation) is a system-of-systems, consisting

of an OS, critical applications, a database and data

14
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Rsfiﬂgeg‘eég%e 8%8?“5? Rpd thelr Paitial iy | (309).

an
amﬁhmndﬁvhﬂmma&hnpntgbgsaﬁhat can priopagate
W Drl ro | es-sugh that
esﬁfa re‘f'f"n%f‘edg1 B g%b‘?‘é‘!v&é‘f concljusi ons of
Amuanampmnﬁek&mﬁgﬂ$w§w&ﬂpase@kabawd in Caim
PRkGRk 35: READ ATRLDGkdLRAf ace (|

62) for
ase conprises a 35 graphicgl user
opportumtles for operations

* Based on vulnerabilities, concerns, context, cost,
threats

* Refinement of a system design with the
identification of controls that reduce one or more
vulnerabilities

* Based on countermeasures, components, cost

» Identifies what information is needed to improve

the multi-level fusion product

*» Facilitate long-term improvement of the svstem

While the data fusion used in the present invention provides a conceptual framework

for addressing the problem of merging results from multiple vulnerability assessment and risk
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9. A data processing systemas clained in Claim?7 characterized by a

graphi cal user interface ( 170) that nodels the network as a map. 10. A
data processing systemas claimed in Claim7 characterized! b%ﬂgalStg?rOQBhl cal
user interface ( 154) for displaying the security posture of the network. 5
11. A data processing systemas clainmed in CQaim?7 characterized in that
the system obj ect nodel database ( | 38) further conprises an object
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Global contribution and accumulation of evidence have lead to a FuzzyCLIPS

25 methodology that defines fuzzy-facts representing different vulnerability states. These facts will
use global contribution and accumulation of evidence to acquire final values reflecting the
tested system’s vulnerability, ie., evidential reasoning. This method reflects the well-defined
use of fuzzy logic control systems, limiting the execution to a finite number of cycles instead of
allowing it to run continuously. FuzzyFusion™ has been developed by Harris Corporation of

30 Melbourne, Florida, and will use this methodology to accumulate evidence from rules based on
knowledge from network security experts. In particular, FuzzyFusion™ will employ evidential
reasoning as a technique in which facts are gathered supporting and refuting a given
hypothesis. The result is the proof or rejection of the hypothesis with a certain degree of
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security uses the combination of results from ANSSR and ISS Internet Scanmner, two of the tools
currently used within one aspect of NVT. The outputs of the tools are both quantitative
(ANSSR) and qualitative (Internet Scanner). Fuzzy logic allows the system to represent both
data types within the same system. Then an initial hypothesis is formulated, and fuzzy logic
15 isused to gather evidence to contradict or support the hypothesis.
For this example, an initial hypothesis could be that auditing is invalid in an existing
network system. The system user then exercises the ANSSR and ISS Internet Scanner tools. If
ANSSR supplies a number 90 (out of 100), that auditing is sufficient. Fuzzy logic allows NVT
to account for this as strong refuting evidence for the initial hypothesis that auditing is invalid.
20 If Internet Scanner supplies the qualitative data that User Access is not audited, fuzzy logic
accounts for this as supporting evidence, which is combined with the evidence from ANSSR.
When the tools are finished, the contributing evidence for auditing is represented as a single
fuzzy fact that provides a measure of how well auditing is implemented.
FuzzyFusion™ as developed by Harris Corporation of Melbourne, Florida is a means
25 to consolidate and merge the results of vulnerability assessment and risk analysis tools,
employed within the NVT into a unified report. In particular, FuzzyFusion™ is developed to
implement Levels 1 and 2 fusion. FuzzyFusion™ is accomplished through the use of a fuzzy
expertsystem (Goal-Oriented Fuzzy Logic Decision Rules) using FuzzyCLIPS, which combines
the outputs of the various tools, user concerns about system risks and vulnerabilities, and expert
30 understanding of the results of each tool and how these fit into a larger information system
security picture. Thus, NVT users obtain a simple expression of the security posture of a given
computing system, or system design, and can perform "what if" analysis for functionality,

performance, and countermeasure trades.
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System Model (CSM), i.e., system object model database 138, into the (FuzzyCLIPS) Fact-Base
302. Individual tool results (after fuzzification) and the CSM 138 are exported for Expert
Correlation processing 3310 (Data Framework Merge Rules) to resolve system information and
integrate tool output based on security expertise. Expert opinion can be used to determine the
15 specific fuzzy values attributed to the low-level events.
The Expert Correlation (Data Framework Merge Rules) 3301s a collection of fuzzy expert
rules to performnode-level data refinement (Level-1) or network-segment refinement (Level-2).
These rules correlate and consolidate the (fuzzified) outputs from the vulnerability assessment
and risk analysis tools, using expertise from security engineers. These rules leverage extensive
20 experience in security assessment to resolve low-level systems data and tool results. These
rules resolve system information and integrate tool cutput. Expert Correlation Rule processing
330 can also transform low-level data from the CSM and tool results into high level conclusions.
For example,
IF auditing is on with these flags,
25 AND the audit data is not backed up,
THEN auditing is unreliable.

Working from fuzzy-facts in the Fact-Base 302, a set of Level-1 fusion rules can
consolidate the vulnerabilities for each node, resulting in a vulnerability rating for each node
in the network. This rating can be imported back to NVT for display. Similarly, a set of Level-2

30 fusion rules can consolidate the vulnerabilities for each network segment, resulting in a
vulnerability rating for each network segment. This can again be imported back for display.

The data is then subject to Fuzzy Inference Network Rules processing 304. It may be
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network's security posture. These rules provide a mechanism for merging the CSM, tool results

and the results from the Expert Correlation (Data Framework Merge Rules) 330 into a unified
report. This also removes the necessity of dealing with incomplete and conflicting data from
10 the forward-chaining expert system used in Expert Correlation.
Evidential reasoning use a technique in which facts are gathered to support and refute
a given hypothesis. The result is the proof or rejection of the hypothesis with a certain degree
of confidence. FuzzyFusion™ uses evidential reasoning to accumulate evidence from the
Common System Model and tool findings for each criterion, thereby merging the computer
15 network system assessment data into a single point of reference, the conformance of the system
to particular criteria. By supplying a set of criteria for fusion, NVT constrains the fusion
problem and reduces the search space, referred to earlier as goal-based fusion. The result will
be a set of fuzzy evidential rules whose sole purpose is to accumulate evidence for a given set
of requirements. This resolves the potentially conflicting, ambiguous and redundant data from
20 Expert Correlation (Data Framework Merge Rules) 330, and draws conclusions with the
available data, even if it is incomplete. Obviously, the accuracy of the result is contingent upon
the quantity and quality of the data available.
As noted before, the fuzzy logic processing is goal oriented. Goals for Evidence
Accumulation processing 350 may be derived from a Security Requirements Database 352, a
25 Computer Security Metrics Database 354, or a Vulnerability Database 356, such as a database
composed of AFCERTs. Bounding fusion to pre-defined goals limits computation times.
FuzzyFusion™ goals provide mechanism to obtain IA metrics.
The FuzzyFusion™ process has a number of advantages over traditional approaches.
Crisp expert systems would require extremely large knowledge bases to encompass the
30 necessary dataand, yet, would still have a problem with incomplete data and conflicting results.
Bayesian and probability networks require extensive and often unavailable a priori knowledge
of probabilities. Algorithmiic solutions do not fit the probabilistic and heuristic nature of the

security problem.
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capabilities. The nodes for each subnetwork will be evaluated as a group, and then groups of
subnetworks will be evaluated. Grouping the rules for each type of analysis into different
5 modules will reduce the size of the Rete-network. In addition to decreasing execution time, this
will also introduce a scalable method of analyzing networks that maps to the network model
used by NVT.
As shown in FIG. 15, the other possible data spaces could include a threat knowledge
database 360, cost database 362 as part of Level 3 fusion and a counter measure knowledge base,
10 component database and cost database as part of Level 4 fusion.
A method and data processing system assesses the security vulnerability of a network.
A system object model database is created and supports the information data requirements of
disparate network vulnerability analysis programs. Only the required data from the system
objectmodel database representing the network is imported to the program, which then analyze
15 the network to produce data results from each program. These data results are stored in a
common system model database and within the data fact base. Goal oriented fuzzy logic
decision rules are applied to determine the vulnerability posture of the network.
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4> storing the data results from the vulnerability analysis programs and the system model

10  database in a data fact base (302); and
applying fuzzy logic processing (178) to the data fact base to form a cohesive
vulnerability assessment:
characterized by:
creating from the disparate network vulnerability analysis programs (132, 134, 136) a

15  system object model database (138) representing a network system description in an
object/class hierarchy, such that the system object model database (138) supports the
information data requirements of the disparate network vulnerability analysis programs;

exporting only the required data from the system object model database (138) to each
respective network vulnerability analysis program (132, 134, 136);

20 correlating the system object model database (138) with the data results (300)
obtained from the disparate network vulnerability analysis programs (132, 134, 136) using
goal oriented fuzzy logic decision rules (178) that operate through fuzzy inference network
rules (304) and fuzzy evidential reasoning rules (306); and

forming an inference network as a hierarchy of heuristic rules that can propagate

25  probabilities using expert knowledge of a priori probabilities such that low-level discrete
probabilities are reflected in high level conclusions of the network vulnerability.

2. A method as claimed in Claim | characterized by exporting only the required data
from the system object model database (138) via filters (140) associated with respective
network vulnerability programs (132, 134, 136).

30 3. A method as claimed in Claim 1 characterized by exporting the system object model
database (138) to the network vulnerability analysis programs (132, 134, 136) via an
integrated application programming interface (162).

4. A method as claimed in Claim 1 characterized by modeling the network as a map on a

graphical user interface (170).
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operate through fuzzy inference network rules (304) and fuzzy evidential reasoning rules

(306), said fuzzy logic processor (178) also being operative for forming an inference network
30  as a hierarchy of heuristic rules that can propagate probabilities using expert knowledge of a

priori probabilities such that low-level discrete probabilities are reflected in high level

conclusions of the network vulnerability.

8. A data processing system as claimed in Claim 7, characterized in that the applications

programming interface (162) for exporting the system object model database comprises a

35  graphical user interface.
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9. A data processing system as claimed in Claim 7 characterized by a graphical user
interface (170) that models the network as a map.

10. A data processing system as claimed in Claim 7 characterized by a graphical user
interface (154) for displaying the security posture of the network.

11. A data processing system as claimed in Claim 7 characterized in that the system
object model database (138) further comprises an object oriented class hierarchy to define
components of the network vulnerability analysis programs 132, 134, 136) that share common
data and programming traits.

12. A computer program which, when run on a computer, causes the computer to perform
the steps of the method of assessing the security posture of a network as claimed in any one of

claims 1 to 6.
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