S100

Obtain a first image and a second image of a to-be-authenticated object

l

Compare the first image with image data in a target library for identity
authentication, to obtain a first authentication result

S200

4

S30 In response to that the first authentication result is authentication failure, use
the first image and the second image for joint authentication, and determine
the identity of the to-be-authenticated object according to a second
authentication result of the joint authentication

FIG. 1

Obtain a first video captured by a first camera module and a second video
S101 captured by at least one second camera module, and preprocess the first video
to obtain multiple third images and preprocess the second video to obtain a
plurality of fourth images, or directly receive the plurality of third images and
the plurality of fourth images comprising face information of the to-be-
authenticated object

l

S102
Determine an image of the obtained plurality of third images that satisfies
quality requirements as the first image, and determine an image of the plurality
of fourth images that satisfies the quality requirements as the second image
FIG. 2
8201 Compare first feature data of the first image with feature data of each image in
the whitelist/blacklist library
S202

In the case that feature data matching the first feature data exists in the
whitelist/blacklist library, determine that the first authentication result is
authentication success, and determine the to-be-authenticated object
corresponding to the first image as a blacklist or whitelist object

FIG. 3
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5203

Compare the first feature data of the obtained first image with feature data in

the annotated stranger library

l

S204

In the case that the feature data matching the first feature data exists in the

annotated stranger library, determine that the first authentication result is
authentication success, and determine the to-be-authenticated object
corresponding to the first image as an annotated stranger

FIG. 4

S301

Perform clustering processing on the first image whose first authentication
result is authentication failure and the second image whose first authentication
result is authentication failure within a second time range, to obtain an image
set for each to-be-authenticated object

l

S302

Determine similarities between each image in the image set and other images
in the image set

S3OK/

Determine whether the image set satisfies a second preset condition based on a
similarity corresponding to each image in the image set

S304

In the case that the image set satisfies the second preset condition, determine
that the to-be-authenticated object corresponding to the image set is a stranger

FIG. 5
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S3011 Obtain first feature data and second feature data respectively corresponding to
the first image and the second image of which authentication fails within the
second time range

l

S3012

Comparing the first feature data and the second feature data for matching to

determine whether each piece of first feature data and each piece of second
feature data correspond to the same to-be-authenticated object

S3013
l\/ Perform clustering on the first feature data of the first image and the second
feature data of the second image of the same to-be-authenticated object to form
the image set corresponding to the to-be-authenticated object

FIG. 6

83021 Obtain a sum value of dot products of the feature data of each image in each

image set and the feature data of all the images

l

S3022
Determine the similarities between each image and the remaining images
except the image based on the sum value and a number of pieces of feature
data in the image set

FIG. 7
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Stranger
library comparison
threshold Lv1

<Threshold

Feature rolling
window deduplication
threshold Lv2

<Threshold

Discard other personnel
features

=Threshold

Feature
Period clustering
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<Threshold

Discard other personnel
features
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A
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