DATA PROCESSING METHOD, DEVICE, AND STORAGE MEDIUM

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application claims the priority to and benefits of the Chinese Patent
Application, No. 202311355426.4, which was filed on October 18, 2023 and is hereby

incorporated by reference in its entirety.

TECHNICAL FIELD
[0002] Embodiments of the present disclosure relate to the field of network security
technologies, and in particular, to a data processing method, a device, and a storage

medium.

BACKGROUND

[0003] ACKFlood is one of common distributed denial-of-service attacks (DDoSs) at
present, and its main principle is to forge a large number of fake source IP addresses, and
send a large number of ACK (acknowledge character) messages to a server by using the
forged fake source IP addresses, so that the server is blocked by these malicious ACK
messages, resulting in a denial of service of the server.

[0004] It is possible to verify whether a source IP address of a client is valid through a
timeout retransmission mechanism of a transmission control protocol (TCP). The specific
steps are as follows. When an ACKFlood attack occurs, a protection system discards an
ACK message. If the client retransmits the ACK message within a specified time, it is
determined that the source IP address of the client is valid; or if the client does not
retransmit the ACK message within a specified time, it is determined that the source IP
address of the client is invalid.

[0005] However, the inventors have found that at least the following technical problems
are present. As session timeout retransmission is required after an ACK retransmission
algorithm is enabled, a network lag of the client may occur for a short time, which results

in poor user experience especially for delay-sensitive services (e.g., games).
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SUMMARY

[0006] Embodiments of the present disclosure provide a data processing method and
apparatus, a device, and a storage medium.

[0007] At least one embodiment of the present disclosure provides a data processing
method applied to a network protection system that includes a security detection device
and a security protection device. The method includes:

[0008] detecting, via the security detection device in response to receiving a data message
sent by a client, whether a destination server corresponding to the data message is under
cyberattack;

[0009] in response to detecting that the destination server is under cyberattack, guiding the
data message to the security protection device, and sending a test message to the client via
the security protection device, where a sequence number of the test message is out of a
sliding window of the client, so that the client is triggered to return a verification message
to the security protection device; and

[0010] verifying, via the security protection device, the verification message returned by
the client, and in response to the verification succeeding, determining that the client is a
valid client and sending the data message to the destination server, or in response to the
verification failing, determining that the client is an attacking client and discarding the data
message.

[0011] At least one embodiment of the present disclosure provides a data processing
apparatus applied to a network protection system that includes a security detection device
and a security protection device. The apparatus includes:

[0012] a detection module configured to detect, via the security detection device in
response to receiving a data message sent by a client, whether a destination server
corresponding to the data message is under cyberattack;

[0013] a sending module configured to: in response to detecting that the destination server
is under cyberattack, guide the data message to the security protection device, and send a
test message to the client via the security protection device, where a sequence number of
the test message is out of a sliding window of the client, so that the client is triggered to

return a verification message to the security protection device; and
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[0014] a verification module configured to: verify, via the security protection device, the
verification message returned by the client, and in response to the verification succeeding,
determine that the client is a valid client and send the data message to the destination server,
or in response to the verification failing, determine that the client is an attacking client and
discard the data message.

[0015] At least one embodiment of the present disclosure provides an electronic device.
The electronic device includes:

[0016] at least one processor and at least one memory communicatively connected to the
at least one processor.

[0017] The at least one memory stores computer-executable instructions.

[0018] The at least one processor executes the computer-executable instructions stored in
the memory, to implement the data processing method described above.

[0019] At least one embodiment of the present disclosure provides a non-transient
computer-readable storage medium storing computer-executable instructions that, when
executed by a processor, cause the data processing method described above to be
implemented.

[0020] At least one embodiment of the present disclosure provides a computer program
product including a computer program that, when executed by a processor, causes the data

processing method described above to be implemented.

BRIEF DESCRIPTION OF DRAWINGS

[0021] In order to more clearly describe the technical solutions in the embodiments of the
present disclosure, the accompanying drawings for describing the embodiments will be
briefly described below. Apparently, the accompanying drawings in the description below
show some embodiments of the present disclosure, and persons of ordinary skill in the art
may still derive other accompanying drawings from these accompanying drawings without
creative efforts.

[0022] Fig. 1 is a schematic diagram of an application scenario of a data processing method

according to an embodiment of the present disclosure;



[0023] Fig. 2 is a flowchart of a data processing method according to an embodiment of
the present disclosure;

[0024] Fig. 3 is a schematic diagram of verifying a normal client according to an
embodiment of the present disclosure;

[0025] Fig. 4 is a schematic diagram of verifying an attacking client according to an
embodiment of the present disclosure;

[0026] Fig. 5 is a schematic diagram of a structure of a security protection system
according to an embodiment of the present disclosure;

[0027] Fig. 6 is a block diagram of a structure of a data processing apparatus according to
an embodiment of the present disclosure; and

[0028] Fig. 7 is a schematic diagram of a hardware structure of an electronic device

according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0029] In order to make the objects, technical solutions and advantages of embodiments of
the present disclosure clearer, the technical solutions in the embodiments of the present
disclosure will be described clearly and completely below with reference to the
accompanying drawings in the embodiments of the present disclosure. Obviously, the
embodiments described are some of, rather than all of, the embodiments of the present
disclosure. All the other embodiments obtained by persons of ordinary skill in the art based
on the embodiments of the present disclosure without any creative effort shall fall within
the scope of protection of the present disclosure.

[0030] It should be noted that user information (including but not limited to device
information, personal information, etc., of a user) and data (including but not limited to
data for analysis, stored data, displayed data, etc.) involved in the present application are
information and data for which an authorization is obtained from the user or a full
authorization is obtained from each party, and the collection, use, and processing of
relevant data need to comply with relevant laws, regulations, and standards, for which

corresponding operation entries are provided for the user to choose to authorize or deny.



[0031] ACKFlood is one of common distributed denial-of-service attacks (DDoSs) at
present, and its main principle is to forge a large number of fake source IP addresses, and
send a large number of ACK (acknowledge character) messages to a server by using the
forged fake source IP addresses, so that the server is blocked by these malicious ACK
messages, resulting in a denial of service of the server.

[0032] It is possible to verify whether a source IP address of a client is valid through a
timeout retransmission mechanism of a transmission control protocol (TCP). The specific
steps are as follows. When an ACKFlood attack occurs, a protection system discards an
ACK message. If the client retransmits the ACK message within a specified time, it is
determined that the source IP address of the client is valid; or if the client does not
retransmit the ACK message within a specified time, it is determined that the source IP
address of the client is invalid.

[0033] However, as session timeout retransmission is required after an ACK
retransmission algorithm is enabled, a network lag of the client may occur for a short time,
which results in poor user experience especially for delay-sensitive services (e.g., games).
In addition, different clients may have short or long timeout retransmission intervals, so
that the ACK message may be deleted by mistake due to a long time for retransmitting the
ACK message, which also compromises the user experience.

[0034] It can thus be seen that it is an urgent problem at present to improve the quality of
a network connection while ensuring network security.

[0035] In order to solve the above problems, the embodiments provide the following
technical concepts. When the client and the server transmit data through the TCP, the TCP
may use a sliding window for transmission control. That is, a receive end of messages has
a sliding window of a specific size. As the messages are received in sequence, the sliding
window moves continuously. However, if the receive end receives a message whose
sequence number is not within a range of the sliding window, the message is referred to as
being out of window (i.e., OOW), where the window here refers to the sliding window. It
is specified in a protocol stack of the TCP that when receiving an OOW message, the
receive end (e.g., the client) discards the message, and returns an ACK message to a peer

end (e.g., the server).



[0036] According to the present application, whether the source IP address of the client is
valid may be verified by using an out of window mechanism, to implement protection
against an ACKFlood attack. When receiving an OOW message, a valid client may trigger
the out of window mechanism and return an ACK message, while an invalid client (or an
attacking client) may neither trigger the out of window mechanism nor return an ACK
message. Accordingly, the specific steps are: first, detecting, via a security detection device
in response to receiving a data message sent by the client, whether a destination server
corresponding to the data message is under cyberattack; then, in response to detecting that
the destination server is under cyberattack, guiding the data message to a security
protection device, and sending a test message to the client via the security protection device
(i.e., the security protection device can send the test message to the client instead of the
server), where a sequence number of the test message is out of a sliding window of the
client, and the out of window mechanism may be triggered, so that the client returns a
verification message to the security protection device; and finally, verifying, via the
security protection device, the verification message returned by the client, and in response
to the verification succeeding, determining that the client is a valid client and sending the
data message to the destination server, or in response to the verification failing, determining
that the client is an attacking client and discarding the data message.

[0037] In this case, when the destination server is under cyberattack, the test message may
be sent to the client via the security protection device instead of the server. As the sequence
number of the test message is out of the sliding window of the client, the client may be
triggered to return the verification message. In this way, the verification message may be
verified via the security protection device, to determine whether the client is valid. In
addition, a network connection between the server and the client does not need to be
disabled in the process of verifying the verification message via the security protection
device, which improves the quality of the network connection during network security
protection, and improves the user experience.

[0038] An application scenario of the embodiments of the present disclosure is explained
below.

[0039] A data processing method provided by the embodiments of the present disclosure

may be applied to a scenario where a server is secured by a network protection system. Fig.



1 is a schematic diagram of the application scenario of the data processing method
according to an embodiment of the present disclosure. As shown in Fig. 1, the network
protection system includes a security detection device 101 and a security protection device
102. Whether a destination server is under cyberattack is detected via the security detection
device 101. If the destination server is under cyberattack, a data message is guided to the
security protection device 102, and whether a client is valid is verified via the security
protection device 102. If it is determined that the client is a valid client, a data message is
sent to the destination server; or if it is determined that the client is an attacking client, a
data message is discarded. The data processing method provided by the embodiments of
the present disclosure is described in detail below with reference to detailed embodiments.

[0040] Fig. 2 is a flowchart of the data processing method according to an embodiment of
the present disclosure. The information processing may be applied to a network protection
system that includes a security detection device and a security protection device. As shown
in Fig. 2, the method includes the following steps.

[0041] S201: Detect, via the security detection device in response to a data message sent
by a client, whether a destination server corresponding to the data message is under
cyberattack.

[0042] In this embodiment of the present disclosure, the data message sent by the client
may be a message in any format. For example, the data message may be an ACK message
or a PUSHACK (PUSH acknowledge character) message. Optionally, in a network
connection, the data message sent by the client refers to traffic sent by the client.
Optionally, the destination server corresponding to the data message is a server to which
the client intends to send the data message, i.e., a server to receive the data message.

[0043] In some embodiments, the security detection device may determine, based on
information such as traffic, a number of packets, and a number of connections, whether the
server is under cyberattack. Accordingly, the process of detecting, via the security detection
device, whether the destination server corresponding to the data message is under
cyberattack includes: detecting, via the security detection device, a number of messages, a
number of data packets, and a number of connected clients for the destination server
corresponding to the data message; and in response to the number of messages being

greater than a first preset threshold, the number of data packets is greater than a second



preset threshold, and/or the number of connected clients is greater than a third preset
threshold, determining that the destination server is under cyberattack; or in response to
the number of messages being not greater than a first preset threshold, the number of data
packets is not greater than a second preset threshold, and the number of connected clients
is not greater than a third preset threshold, determining that the destination server is not
under cyberattack.

[0044] The cyberattack may be a DDoS cyberattack, including an ACKFlood attack. In
this embodiment of the present disclosure, values of the first preset threshold, the second
preset threshold, and the third preset threshold are not specifically limited, and may be set
and modified as desired.

[0045] It should be noted that, as shown in Fig. 5, the network protection system may
further include an optical splitter. Accordingly, detecting, via the security detection device
in response to receiving the data message sent by the client, whether the destination server
corresponding to the data message is under cyberattack includes: in response to receiving
the data message sent by the client, copying the data message via the optical splitter,
sending a copy of the data message to the security detection device, and detecting, via the
security detection device, whether the destination server corresponding to the data message
is under cyberattack.

[0046] The data message is copied via the optical splitter, so that the security detection
device implements real-time detection and analysis of the data message sent by the client,
without affecting an original transmission link of the data message.

[0047] Further, the method may further include: in response to detecting that the
destination server is not under cyberattack, sending, to the destination server, the data
message sent by the client.

[0048] Here, since the optical splitter is provided for copying the data message, a security
check can be performed on the copy of the data message while the data message is
transmitted normally, that is, a security check can be performed on the destination server
corresponding to the data message without affecting the normal transmission of the data
message. Therefore, the transmission efficiency of the message data is improved.

[0049] S202: In response to detecting that the destination server is under cyberattack, guide

the data message to the security protection device, and send a test message to the client via



the security protection device, where a sequence number of the test message is out of a
sliding window of the client, so that the client is triggered to return a verification message
to the security protection device.

[0050] In this embodiment of the present disclosure, the sliding window may be a sliding
window in a TCP connection. It should be noted that when the sequence number of the test
message is out of the sliding window of the client, it is determined that the test message is
an out of window (OOW) message. It is specified in a protocol stack of a TCP that when
receiving an OOW message, the client discards the message, and returns a verification
message. The test message may be a keepalive message, and the verification message may
be a keepalive ack message.

[0051] In order to ensure that the client can receive the test message sent by the security
protection device, some message information of the test message needs to be defined first
before the security protection device sends the test message to the client. Optionally, a step
of constructing the test message via the security protection device includes: determining
an acknowledgement number of the data message sent by the client, and determining the
sequence number of the test message to be the acknowledgement number of the data
message minus a preset value; determining first session information of the data message
sent by the client, the first session information including a source port, a destination port,
a source address, a destination address, and a protocol type, and synchronizing second
session information of the test message to be the first session information; setting a setting
mode of the test message to ACK setting only; and/or setting the test message to carry no
payload data.

[0052] Determining the sequence number of the test message to be the acknowledgement
number of the data message minus the preset value can ensure that the sequence number
of the test message is out of the sliding window of the client, so that the client is triggered
to return the verification message to the security protection device. In this embodiment of
the present disclosure, a value of the preset value is not specifically limited, and may be
set and modified as desired. For example, the preset value is 1, the sequence number may
be represented by seq, and the acknowledgement number may be represented by ack, where
seq = ack — 1. For example, the sliding window ranges from 33 to 40, and the

acknowledgement number of the data message is 32. In this case, the sequence number of



the test message is 31, out of the range of the sliding window, so that the client may be
triggered to return the verification message to the security protection device.

[0053] The first session information includes the source port, the destination port, the
source address, the destination address, and the protocol type. Synchronizing the second
session information of the test message to be the first session information can ensure that
the test message and the received data message are located in a same TCP session.

[0054] Setting the setting mode of the test message to ACK setting only can ensure that
the client receives the test message.

[0055] Setting the test message to carry no payload data can avoid interference of the test
message to original data of the client.

[0056] It should be noted that, as shown in Fig. 3, a normal client returns a verification
message to the security protection device after receiving the test message (e.g., the
keepalive message). As shown in Fig. 4, since an attacking client is not a real client, and
does not have a TCP out-of-window mechanism, after receiving the test message, the
attacking client does not return a verification message, but continues to send an ACK
message or a PUSHACK message randomly. In some embodiments, if no verification
message returned by the client is received within preset duration, it is determined, via the
security protection device, that the client is an attacking client, and the data message is
discards. In the embodiments of the present disclosure, a value of the preset duration is not
specifically limited, and may be set and modified as desired. For example, the preset
duration may be 1 second, 2 seconds, or 3 seconds.

[0057] In some embodiments, as shown in Fig. 5, the network protection system further
includes a control center device. The control center device may send a protection
instruction to the security protection device to control the security protection device to start
a protection mechanism.

[0058] Optionally, the step of guiding the data message to the security protection device
includes: sending attack warning information to the control center device via the security
detection device, where the control center device is configured to send the protection
instruction to the security protection device in response to receiving the attack warning
information, and the protection instruction carries IP address information of the destination

server corresponding to the data message; and determining, via the security protection
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device, a routing device corresponding to the IP address information of the destination
server in response to receiving the protection instruction, and guiding the data message to
the security protection device via the routing device. Here, after the data message is guided
to the security protection device, the security protection device may intercept an attacking
message in the data message, and a normal message may be sent to the corresponding
destination server.

[0059] S203: Verify, via the security protection device, the verification message returned
by the client, and in response to the verification succeeding, determine that the client is a
valid client and send the data message to the destination server, or in response to the
verification failing, determine that the client is an attacking client and discard the data
message.

[0060] In this embodiment of the present disclosure, the verification message may be
verified based on message information of the verification message. Accordingly, the step
of verifying, via the security protection device, the verification message returned by the
client includes: obtaining the message information of the verification message;
determining, via the security protection device based on the message information, whether
the verification message is a keepalive message; and in response to the verification message
being the keepalive message, determining that the verification succeeds, or in response to
the verification message being not the keepalive message, determining that the verification
fails.

[0061] The keepalive message may be a Keepalive ack message. A normal client returns
a Keepalive ack message to the security protection device after receiving the test message.
However, since the attacking client is not a real client, it does not return a verification
message, but continues to send an ACK message or a PUSHACK message randomly. In
this case, the message returned by the attacking client is not the keepalive message (the
Keepalive ack message).

[0062] Optionally, the message information of the verification message includes one or
more of the following: session information, time-to-live information, a setting mode,
whether payload data is carried, an acknowledgement number, and a sequence number.
Accordingly, the determining, via the security protection device based on the message

information, whether the verification message is a keepalive message may include:
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determining, via the security protection device based on at least one piece of message
information of the verification message, whether the verification message is the keepalive
message.

[0063] It should be noted that, when it is determined, based on a plurality pieces of message
information, whether the verification message is the keepalive message, if it is determined,
based on any one piece of the message information, that the verification message is not the
keepalive message, it is determined that the verification message is not the keepalive
message; or if it is determined, based on each of the plurality of pieces of message
information, that the verification message is the keepalive message, it is determined that
the verification message is the keepalive message.

[0064] For example, it is determined, based on the session information and the time-to-live
information, whether the verification message is the keepalive message. When it is
determined, based on the session information, that the verification message is the keepalive
message, and it is determined, based on the time-to-live information, that the verification
message is the keepalive message, it is determined that the verification message is the
keepalive message. When it is determined, based on the session information, that the
verification message is not the keepalive message, or it is determined, based on the time-
to-live information, that the verification message is not the keepalive message, it is
determined that the verification message is not the keepalive message.

[0065] Specific steps for determining, based on the session information and the time-to-
live information, whether the verification message is the keepalive message are described
in detail below.

[0066] Optionally, specific steps for determining, based on the session information,
whether the verification message is the keepalive message are: determining, via the security
protection device, third session information of the verification message; and if the third
session information is the same as the second session information of the test message,
determining that the verification message is the keepalive message; or if the third session
information is different from the second session information of the test message,
determining that the verification message is not the keepalive message.

[0067] The second session information includes a source port, a destination port, a source

address, a destination address, and a protocol type. If the third session information is the
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same as the second session information, it can be ensured that the verification message and
the test message are located in the same TCP session.

[0068] Optionally, specific steps for determining, based on the time-to-live information,
whether the verification message is the keepalive message are: determining, via the security
protection device, first time-to-live information of the data message sent by the client and
second time-to-live information of the verification message; and if the first time-to-live
information is the same as the second time-to-live information, determining that the
verification message is the keepalive message; or if the first time-to-live information is
different from the second time-to-live information, determining that the verification fails.

[0069] The first time-to-live information of the data message may be represented by ttl. A
message randomly sent by the attacking client is random and may have same session
information as the test message. Therefore, the first time-to-live information and the second
time-to-live information may be set, to further improve security protection. It should be
noted that as the attacking client sends messages randomly, the messages sent by the
attacking client have different ttl.

[0070] Optionally, specific steps for determining, based on the setting mode, whether the
verification message is the keepalive message are: determining, via the security protection
device, the setting mode of the verification message; and if the setting mode of the
verification message is ACK setting only, determining that the verification succeeds; or if
the setting mode of the verification message is not ACK setting only, determining that the
verification fails.

[0071] Setting the setting mode of the verification message to ACK setting only can ensure
that the security protection device receives the verification message.

[0072] Optionally, specific steps for determining, based on whether the payload data is
carried, whether the verification message is the keepalive message are: determining, via
the security protection device, whether the payload data is carried in the verification
message; and if the payload data is not carried in the verification message, determining that
the verification succeeds; or if the payload data is carried in the verification message,
determining that the verification fails.

[0073] Setting the verification message to carry no payload data can avoid interference of

the verification message to the original data of the client.
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[0074] Optionally, specific steps for determining, based on the acknowledgement number,
whether the verification message is the keepalive message are: determining, via the security
protection device, the acknowledgement number of the verification message; and if the
acknowledgement number of the verification message is equal to the sequence number of
the test message plus 1, determining that the verification succeeds; or if the
acknowledgement number of the verification message is not equal to the sequence number
of the test message plus 1, determining that the verification fails.

[0075] In response to the acknowledgement number of the verification message being
equal to the sequence number of the test message plus 1, it can be ensured that the client
has normally received a previous test message.

[0076] Optionally, specific steps for determining, based on the sequence number, whether
the verification message is the keepalive message are: determining, via the security
protection device, a sequence number of the data message sent by the client, a length value
of the payload data, and the sequence number of the verification message; and if the
sequence number of the verification message is equal to a sum of the sequence number of
the data message sent by the client and the length value of the payload data, determining
that the verification succeeds; or if the sequence number of the verification message is not
equal to the sum of the sequence number of the data message sent by the client and the
length value of the payload data, determining that the verification fails.

[0077] In response to the sequence number of the verification message being equal to the
sum of the sequence number of the data message sent by the client and the length value of
the payload data, it can be ensured that the data message sent by the client is a payload
rather than an attacking message.

[0078] It should be added that one client needs to be verified only once. Accordingly, the
method further includes: in response to the verification succeeding, associating first [P
address information of the client with first time-to-live information of the data message,
and adding the first I[P address information to a whitelist; determining, in response to
receiving a new data message, second IP address information of a client corresponding to
the new data message and third time-to-live information of the new data message; and
sending the new data message to a corresponding destination server directly in response to

there being first I[P address information in the whitelist that is the same as the second IP
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address information and first time-to-live information associated with the first IP address
information is the same as the third time-to-live information.

[0079] The data processing method provided in this embodiment of the present disclosure
includes: detecting, via the security detection device in response to receiving the data
message sent by the client, whether the destination server corresponding to the data
message is under cyberattack; in response to detecting that the destination server is under
cyberattack, guiding the data message to the security protection device, and sending the
test message to the client via the security protection device, where the sequence number of
the test message is out of the sliding window of the client, so that the client is triggered to
return the verification message to the security protection device; and verifying, via the
security protection device, the verification message returned by the client, and in response
to the verification succeeding, determining that the client is a valid client and sending the
data message to the destination server, or in response to the verification failing, determining
that the client is an attacking client and discarding the data message. In this embodiment
of the present application, when the destination server is under cyberattack, the test
message may be sent to the client via the security protection device instead of the server.
As the sequence number of the test message is out of the sliding window of the client, the
client may be triggered to return the verification message. In this way, the verification
message may be verified via the security protection device, to determine whether the client
1s valid. In addition, a network connection between the server and the client does not need
to be disabled in the process of verifying the verification message via the security
protection device, which improves the quality of the network connection during network
security protection, and improves the user experience.

[0080] Fig. 6 is a block diagram of a structure of a data processing apparatus according to
an embodiment of the present disclosure. The data processing apparatus is applied to a
network protection system that includes a security detection device and a security
protection device. Referring to Fig. 6, the apparatus includes a detection module 601, a
sending module 602, and a verification module 603.

[0081] The detection module 601 is configured to detect, via the security detection device
in response to receiving a data message sent by a client, whether a destination server

corresponding to the data message is under cyberattack.

15



[0082] The sending module 602 is configured to: in response to detecting that the
destination server is under cyberattack, guide the data message to the security protection
device, and send a test message to the client via the security protection device, where a
sequence number of the test message is out of a sliding window of the client, so that the
client is triggered to return a verification message to the security protection device.

[0083] The verification module 603 is configured to: verify, via the security protection
device, the verification message returned by the client, and in response to the verification
succeeding, determine that the client is a valid client and send the data message to the
destination server, or in response to the verification failing, determine that the client is an
attacking client and discard the data message.

[0084] According to one or more embodiments of the present disclosure, the apparatus
further includes a message generating module configured to: determine an
acknowledgement number of the data message sent by the client, and determine the
sequence number of the test message to be the acknowledgement number of the data
message minus a preset value; determine first session information of the data message sent
by the client, the first session information including a source port, a destination port, a
source address, a destination address, and a protocol type, and synchronize second session
information of the test message to be the first session information; set a setting mode of the
test message to ACK setting only; and/or set that no payload data is carried in the test
message.

[0085] According to one or more embodiments of the present disclosure, that the
verification module 603 verifies, via the security protection device, the verification
message returned by the client specifically includes: obtaining message information of the
verification message; and determining, via the security protection device based on the
message information of the verification message, whether the verification message is a
keepalive message, and in response to the verification message being the keepalive
message, determining that the verification succeeds, or in response to the verification
message being not the keepalive message, determining that the verification fails.

[0086] According to one or more embodiments of the present disclosure, the message
information of the verification message includes one or more of the following: session

information, time-to-live information, a setting mode, whether payload data is carried, an

16



acknowledgement number, and a sequence number. Accordingly, that the verification
module 603 determines, via the security protection device based on the message
information of the verification message, whether the verification message is a keepalive
message specifically includes: determining, via the security protection device based on at
least one piece of message information of the verification message, whether the verification
message is the keepalive message.

[0087] According to one or more embodiments of the present disclosure, the network
protection system further includes a control center device. That the sending module 602
guides the data message to the security protection device specifically includes: sending
attack warning information to the control center device via the security detection device,
where the control center device is configured to send a protection instruction to the security
protection device in response to receiving the attack warning information, and the
protection instruction carries IP address information of the destination server
corresponding to the data message; and determining, via the security protection device, a
routing device corresponding to the IP address information of the destination server in
response to receiving the protection instruction, and guiding the data message to the
security protection device via the routing device.

[0088] According to one or more embodiments of the present disclosure, a process in
which the detection module 601 detects, via the security detection device, whether the
destination server corresponding to the data message is under cyberattack specifically
includes: detecting, via the security detection device, a number of messages, a number of
data packets, and a number of connected clients for the destination server corresponding to
the data message; and in response to the number of messages being greater than a first
preset threshold, the number of data packets is greater than a second preset threshold,
and/or the number of connected clients is greater than a third preset threshold, determining
that the destination server is under cyberattack; or in response to the number of messages
being not greater than a first preset threshold, the number of data packets is not greater than
a second preset threshold, and the number of connected clients is not greater than a third
preset threshold, determining that the destination server is not under cyberattack.

[0089] According to one or more embodiments of the present disclosure, the apparatus

further includes an addition module configured to: in response to the verification
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succeeding, associate first [P address information of the client with first time-to-live
information of the data message, and add the first [P address information to a whitelist;
determine, in response to receiving a new data message, second IP address information of
a client corresponding to the new data message and third time-to-live information of the
new data message; and send the new data message to a corresponding destination server
directly in response to there being first IP address information in the whitelist that is the
same as the second IP address information and first time-to-live information associated
with the first [P address information is the same as the third time-to-live information.

[0090] According to one or more embodiments of the present disclosure, the apparatus
further includes a discarding module configured to: in response to no verification message
returned by the client being received within preset duration, determine, via the security
protection device, that the client is an attacking client, and discard the data message.

[0091] According to one or more embodiments of the present disclosure, the network
protection system further includes an optical splitter. That the detection module 601
detects, via the security detection device in response to receiving the data message sent by
the client, whether the destination server corresponding to the data message sent is under
cyberattack specifically includes: in response to receiving the data message sent by the
client, copying the data message via the optical splitter, sending a copy of the data message
to the security detection device, and detecting, via the security detection device, whether
the destination server corresponding to the data message is under cyberattack. The
detection module 601 is further configured to: in response to detecting that the destination
server is not under cyberattack, send the data message to the destination server.

[0092] The detection module 601, the sending module 602, and the verification module
603 are connected in sequence. The data processing apparatus provided in this embodiment
may perform the technical solution of the above method embodiment. The implementation
principles and technical effects thereof are similar, which are not repeated in this
embodiment.

[0093] Fig. 7 is a schematic diagram of a hardware structure of an electronic device
according to an embodiment of the present disclosure. Referring to Fig. 7, the electronic
device 700 may be a terminal device or a server. The terminal device may include, but is

not limited to, a mobile terminal such as a mobile phone, a notebook computer, a digital
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broadcast receiver, a personal digital assistant (PDA), a tablet computer (portable Android
device, PAD), a portable media player (PMP), and a vehicle-mounted terminal (such as a
vehicle navigation terminal), and a fixed terminal such as a digital TV and a desktop
computer. The electronic device shown in Fig. 7 is merely an example, and shall not impose
any limitation on the function and scope of use of the embodiments of the present
disclosure.

[0094] As shown in Fig. 7, the electronic device 700 may include a processing apparatus
(e.g., a central processing unit or a graphics processing unit) 701 that may perform a variety
of appropriate actions and processing in accordance with a program stored in a read-only
memory (ROM) 702 or a program loaded from a storage apparatus 708 into a random
access memory (RAM) 703. The RAM 703 further stores various programs and data
required for the operation of the electronic device 700. The processing apparatus 701, the
ROM 702, and the RAM 703 are connected to each other through a bus 704. An
input/output (I/O) interface 705 is also connected to the bus 704.

[0095] Generally, the following apparatuses may be connected to the I/O interface 705: an
input apparatus 706 including, for example, a touchscreen, a touchpad, a keyboard, a
mouse, a camera, a microphone, an accelerometer, and a gyroscope; an output apparatus
707 including, for example, a liquid crystal display (LCD), a speaker, and a vibrator; the
storage apparatus 708 including, for example, a tape, and a hard disk; and a communication
apparatus 709. The communication apparatus 709 may allow the electronic device 700 to
perform wireless or wired communication with other devices to exchange data. Although
Fig. 7 shows the electronic device 700 having various apparatuses, it should be understood
that it is not required to implement or have all of the shown apparatuses. It may be an
alternative to implement or have more or fewer apparatuses.

[0096] In particular, according to an embodiment of the present disclosure, the process
described above with reference to the flowchart may be implemented as a computer
software program. For example, this embodiment of the present disclosure includes a
computer program product, which includes a computer program carried on a computer-
readable medium, where the computer program includes program code for performing the
method shown in the flowchart. In such an embodiment, the computer program may be

downloaded and installed from a network through the communication apparatus 709,
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installed from the storage apparatus 708, or installed from the ROM 702. When the
computer program is executed by the processing apparatus 701, the above-mentioned
functions defined in the method of the embodiment of the present disclosure are performed.

[0097] It should be noted that the above computer-readable medium described in the
present disclosure may be a computer-readable signal medium, a computer-readable
storage medium, or any combination thereof. The computer-readable storage medium may
be, for example but not limited to, electric, magnetic, optical, electromagnetic, infrared, or
semiconductor systems, apparatuses, or devices, or any combination thereof. A more
specific example of the computer-readable storage medium may include, but is not limited
to: an electrical connection having one or more wires, a portable computer magnetic disk,
a hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM) or a flash memory, an optical fiber, a portable
compact disk read-only memory (CD-ROM), an optical storage device, a magnetic storage
device, or any suitable combination thereof. In the present disclosure, the computer-
readable storage medium may be any tangible medium containing or storing a program
which may be used by or in combination with an instruction execution system, apparatus,
or device. In the present disclosure, the computer-readable signal medium may include a
data signal propagated in a baseband or as a part of a carrier, the data signal carrying
computer-readable program code. The propagated data signal may be in various forms,
including but not limited to an electromagnetic signal, an optical signal, or any suitable
combination thereof. The computer-readable signal medium may also be any computer-
readable medium other than the computer-readable storage medium. The computer-
readable signal medium can send, propagate, or transmit a program used by or in
combination with an instruction execution system, apparatus, or device. The program code
contained in the computer-readable medium may be transmitted by any suitable medium,
including but not limited to: electric wires, optical cables, radio frequency (RF), etc., or
any suitable combination thereof.

[0098] The above computer-readable medium may be contained in the above electronic
device. Alternatively, the computer-readable medium may exist independently, without

being assembled into the electronic device.
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[0099] The above computer-readable medium carries one or more programs that, when
executed by the electronic device, cause the electronic device to perform the method shown
in the above embodiment.

[0100] The computer program code for performing the operations in the present disclosure
may be written in one or more programming languages or a combination thereof, where
the programming languages include an object-oriented programming language, such as
Java, Smalltalk, or C++, and further include conventional procedural programming
languages, such as "C" language or similar programming languages. The program code
may be completely executed on a computer of a user, partially executed on a computer of
a user, executed as an independent software package, partially executed on a computer of
a user and partially executed on a remote computer, or completely executed on a remote
computer or server. In the case of the remote computer, the remote computer may be
connected to the computer of the user via any kind of network, including a local area
network (LAN) or a wide area network (WAN), or may be connected to an external
computer (for example, connected via the Internet with the aid of an Internet service
provider).

[0101] The flowchart and block diagram in the accompanying drawings illustrate the
possibly implemented architecture, functions, and operations of the system, method, and
computer program product according to various embodiments of the present disclosure. In
this regard, each block in the flowchart or block diagram may represent a module, program
segment, or part of code, and the module, program segment, or part of code contains one
or more executable instructions for implementing the specified logical functions. It should
also be noted that, in some alternative implementations, the functions marked in the blocks
may also occur in an order different from that marked in the accompanying drawings. For
example, two blocks shown in succession can actually be performed substantially in
parallel, or they can sometimes be performed in the reverse order, depending on the
functions involved. It should also be noted that each block in the block diagram and/or the
flowchart, and a combination of the blocks in the block diagram and/or the flowchart may
be implemented by a dedicated hardware-based system that executes specified functions
or operations, or may be implemented by a combination of dedicated hardware and

computer instructions.
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[0102] The related units described in the embodiments of the present disclosure may be
implemented by software, or may be implemented by hardware. Names of the units do not
constitute a limitation on the units themselves in some cases, for example, a first obtaining
unit may alternatively be described as "a unit for obtaining at least two Internet protocol
addresses".

[0103] The functions described herein above may be performed at least partially by one or
more hardware logic components. For example, without limitation, exemplary types of
hardware logic components that may be used include: a field programmable gate array
(FPGA), an application-specific integrated circuit (ASIC), an application-specific standard
product (ASSP), a system-on-chip (SOC), a complex programmable logic device (CPLD),
and the like.

[0104] In the context of the present disclosure, a machine-readable medium may be a
tangible medium that may contain or store a program used by or in combination with an
instruction execution system, apparatus, or device. The machine-readable medium may be
a machine-readable signal medium or a machine-readable storage medium. The machine-
readable medium may include, but is not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, or device, or any suitable
combination thereof. More specific examples of the machine-readable storage medium
may include an electrical connection based on one or more wires, a portable computer disk,
a hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM) or a flash memory, an optic fiber, a portable
compact disk read-only memory (CD-ROM), an optical storage device, a magnetic storage
device, or any suitable combination thereof.

[0105] In a first aspect, according to one or more embodiments of the present disclosure,
there is provided a data processing method applied to a network protection system that
includes a security detection device and a security protection device. The method includes:

[0106] detecting, via the security detection device in response to receiving a data message
sent by a client, whether a destination server corresponding to the data message is under
cyberattack;

[0107] in response to detecting that the destination server is under cyberattack, guiding the

data message to the security protection device, and sending a test message to the client via
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the security protection device, where a sequence number of the test message is out of a
sliding window of the client, so that the client is triggered to return a verification message
to the security protection device; and

[0108] verifying, via the security protection device, the verification message returned by
the client, and in response to the verification succeeding, determining that the client is a
valid client and sending the data message to the destination server, or in response to the
verification failing, determining that the client is an attacking client and discarding the data
message.

[0109] According to one or more embodiments of the present disclosure, before the
sending a test message to the client via the security protection device, the method further
includes: determining an acknowledgement number of the data message sent by the client,
and determining the sequence number of the test message to be the acknowledgement
number of the data message minus a preset value; determining first session information of
the data message sent by the client, the first session information including a source port, a
destination port, a source address, a destination address, and a protocol type, and
synchronizing second session information of the test message to be the first session
information; setting a setting mode of the test message to ACK setting only; and/or setting
the test message to carry no payload data.

[0110] According to one or more embodiments of the present disclosure, the verifying, via
the security protection device, the verification message returned by the client includes:
obtaining message information of the verification message; and determining, via the
security protection device based on the message information of the verification message,
whether the verification message is a keepalive message, and in response to the verification
message being the keepalive message, determining that the verification succeeds, or in
response to the verification message being not the keepalive message, determining that the
verification fails.

[0111] According to one or more embodiments of the present disclosure, the message
information of the verification message includes one or more of the following: session
information, time-to-live information, a setting mode, whether payload data is carried, an
acknowledgement number, and a sequence number. Accordingly, the determining, via the

security protection device based on the message information of the verification message,

23



whether the verification message is a keepalive message includes: determining, via the
security protection device based on at least one piece of message information of the
verification message, whether the verification message is the keepalive message.

[0112] According to one or more embodiments of the present disclosure, the network
protection system further includes a control center device. The guiding the data message
to the security protection device includes: sending attack warning information to the
control center device via the security detection device, where the control center device is
configured to send a protection instruction to the security protection device in response to
receiving the attack warning information, and the protection instruction carries IP address
information of the destination server corresponding to the data message; and determining,
via the security protection device, a routing device corresponding to the IP address
information of the destination server in response to receiving the protection instruction,
and guiding the data message to the security protection device via the routing device.

[0113] According to one or more embodiments of the present disclosure, the process of
detecting, via the security detection device, whether the destination server corresponding
to the data message is under cyberattack includes: detecting, via the security detection
device, a number of messages, a number of data packets, and a number of connected clients
for the destination server corresponding to the data message; and in response to the number
of messages being greater than a first preset threshold, the number of data packets is greater
than a second preset threshold, and/or the number of connected clients is greater than a
third preset threshold, determining that the destination server is under cyberattack; or in
response to the number of messages being not greater than a first preset threshold, the
number of data packets is not greater than a second preset threshold, and the number of
connected clients is not greater than a third preset threshold, determining that the
destination server is not under cyberattack.

[0114] According to one or more embodiments of the present disclosure, the method
further includes: in response to the verification succeeding, associating first IP address
information of the client with first time-to-live information of the data message, and adding
the first IP address information to a whitelist; determining, in response to receiving a new
data message, second IP address information of a client corresponding to the new data

message and third time-to-live information of the new data message; and sending the new
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data message to a corresponding destination server directly in response to there being first
IP address information in the whitelist that is the same as the second IP address information
and first time-to-live information associated with the first IP address information is the
same as the third time-to-live information.

[0115] According to one or more embodiments of the present disclosure, the method
further includes: in response to no verification message returned by the client being
received within preset duration, determining, via the security protection device, that the
client is an attacking client, and discarding the data message.

[0116] According to one or more embodiments of the present disclosure, the network
protection system further includes an optical splitter. Accordingly, the detecting, via the
security detection device in response to receiving a data message sent by a client, whether
a destination server corresponding to the data message is under cyberattack comprises: in
response to receiving the data message sent by the client, copying the data message via the
optical splitter, sending a copy of the data message to the security detection device, and
detecting, via the security detection device, whether the destination server corresponding
to the data message is under cyberattack.

[0117] The method further includes: in response to detecting that the destination server is
not under cyberattack, sending, to the destination server, the data message sent by the
client.

[0118] According to one or more embodiments of the present disclosure, the method
further includes: in response to detecting that the destination server is not under cyberattack,
sending the data message to the destination server.

[0119] In a second aspect, according to one or more embodiments of the present disclosure,
there is provided a data processing apparatus applied to a network protection system that
includes a security detection device and a security protection device. The apparatus
includes:

[0120] a detection module configured to detect, via the security detection device in
response to receiving a data message sent by a client, whether a destination server
corresponding to the data message is under cyberattack;

[0121] a sending module configured to: in response to detecting that the destination server

is under cyberattack, guide the data message to the security protection device, and send a
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test message to the client via the security protection device, where a sequence number of
the test message is out of a sliding window of the client, so that the client is triggered to
return a verification message to the security protection device; and

[0122] a verification module configured to: verify, via the security protection device, the
verification message returned by the client, and in response to the verification succeeding,
determine that the client is a valid client and send the data message to the destination server,
or in response to the verification failing, determine that the client is an attacking client and
discard the data message.

[0123] According to one or more embodiments of the present disclosure, the apparatus
further includes a message generating module configured to: determine an
acknowledgement number of the data message sent by the client, and determine the
sequence number of the test message to be the acknowledgement number of the data
message minus a preset value; determine first session information of the data message sent
by the client, the first session information including a source port, a destination port, a
source address, a destination address, and a protocol type, and synchronize second session
information of the test message to be the first session information; set a setting mode of the
test message to ACK setting only; and/or set that no payload data is carried in the test
message.

[0124] According to one or more embodiments of the present disclosure, that the
verification module verifies, via the security protection device, the verification message
returned by the client specifically includes: obtaining message information of the
verification message; and determining, via the security protection device based on the
message information of the verification message, whether the verification message is a
keepalive message, and in response to the verification message being the keepalive
message, determining that the verification succeeds, or in response to the verification
message being not the keepalive message, determining that the verification fails.

[0125] According to one or more embodiments of the present disclosure, the message
information of the verification message includes one or more of the following: session
information, time-to-live information, a setting mode, whether payload data is carried, an
acknowledgement number, and a sequence number. Accordingly, that the verification

module determines, via the security protection device based on the message information of

26



the verification message, whether the verification message is a keepalive message
specifically includes: determining, via the security protection device based on at least one
piece of message information of the verification message, whether the verification message
is the keepalive message.

[0126] According to one or more embodiments of the present disclosure, the network
protection system further includes a control center device. That the sending module guides
the data message to the security protection device specifically includes: sending attack
warning information to the control center device via the security detection device, where
the control center device is configured to send a protection instruction to the security
protection device in response to receiving the attack warning information, and the
protection instruction carries I[P address information of the destination server
corresponding to the data message; and determining, via the security protection device, a
routing device corresponding to the IP address information of the destination server in
response to receiving the protection instruction, and guiding the data message to the
security protection device via the routing device.

[0127] According to one or more embodiments of the present disclosure, a process in
which the detection module detects, via the security detection device, whether the
destination server corresponding to the data message is under cyberattack specifically
includes: detecting, via the security detection device, a number of messages, a number of
data packets, and a number of connected clients for the destination server corresponding to
the data message; and in response to the number of messages being greater than a first
preset threshold, the number of data packets is greater than a second preset threshold,
and/or the number of connected clients is greater than a third preset threshold, determining
that the destination server is under cyberattack; or in response to the number of messages
being not greater than a first preset threshold, the number of data packets is not greater than
a second preset threshold, and the number of connected clients is not greater than a third
preset threshold, determining that the destination server is not under cyberattack.

[0128] According to one or more embodiments of the present disclosure, the apparatus
further includes an addition module configured to: in response to the verification
succeeding, associate first [P address information of the client with first time-to-live

information of the data message, and add the first [P address information to a whitelist;
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determine, in response to receiving a new data message, second IP address information of
a client corresponding to the new data message and third time-to-live information of the
new data message; and send the new data message to a corresponding destination server
directly in response to there being first [P address information in the whitelist that is the
same as the second IP address information and first time-to-live information associated
with the first IP address information is the same as the third time-to-live information.

[0129] According to one or more embodiments of the present disclosure, the apparatus
further includes a discarding module configured to: in response to no verification message
returned by the client being received within preset duration, determine, via the security
protection device, that the client is an attacking client, and discard the data message.

[0130] According to one or more embodiments of the present disclosure, the network
protection system further includes an optical splitter. That the detection module detects,
via the security detection device in response to receiving the data message sent by the
client, whether the destination server corresponding to the data message is under
cyberattack, specifically includes: in response to receiving the data message sent by the
client, copying the data message via the optical splitter, sending a copy of the data message
to the security detection device, and detecting, via the security detection device, whether
the destination server corresponding to the data message is under cyberattack.

[0131] The detection module is further configured to: in response to detecting that the
destination server is not under cyberattack, send the data message to the destination server.

[0132] In a third aspect, according to one or more embodiments of the present disclosure,
there is provided an electronic device. The electronic device includes a processor and a
memory communicatively connected to the processor.

[0133] The memory stores computer-executable instructions.

[0134] The processor executes the computer-executable instructions stored in the memory,
to implement the data processing method according to the first aspect and various possible
designs of the first aspect.

[0135] In a fourth aspect, according to one or more embodiments of the present disclosure,
there is provided a computer-readable storage medium storing computer-executable

instructions that, when executed by a processor, cause the data processing method
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according to the first aspect and various possible designs of the first aspect to be
implemented.

[0136] In a fifth aspect, an embodiment of the present disclosure provides a computer
program product including a computer program that, when executed by a processor, causes
the data processing method according to the first aspect and various possible designs of the
first aspect to be implemented.

[0137] The foregoing descriptions are merely preferred embodiments of the present
disclosure and explanations of the applied technical principles. A person skilled in the art
should understand that the scope of disclosure involved in the present disclosure is not
limited to the technical solutions formed by specific combinations of the foregoing
technical features, and shall also cover other technical solutions formed by any
combination of the foregoing technical features or equivalent features thereof without
departing from the foregoing concept of disclosure. For example, a technical solution
formed by a replacement of the foregoing features with technical features with similar
functions disclosed in the present disclosure (but not limited thereto) also falls within the
scope of the present disclosure.

[0138] In addition, although the various operations are depicted in a specific order, it
should not be construed as requiring these operations to be performed in the specific order
shown or in a sequential order. Under certain circumstances, multitasking and parallel
processing may be advantageous. Similarly, although several specific implementation
details are included in the foregoing discussions, these details should not be construed as
limiting the scope of the present disclosure. Some features that are described in the context
of separate embodiments can also be implemented in combination in a single embodiment.
In contrast, various features described in the context of a single embodiment may
alternatively be implemented in a plurality of embodiments individually or in any suitable
subcombination.

[0139] Although the subject matter has been described in a language specific to structural
features and/or logical actions of the method, it should be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or actions
described above. In contrast, the specific features and actions described above are merely

exemplary forms of implementing the claims.
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CLAIMS

1. A data processing method, applied to a network protection system that comprises a
security detection device and a security protection device, the method comprising:

detecting, via the security detection device in response to receiving a data message sent by
a client, whether a destination server corresponding to the data message is under cyberattack;

in response to detecting that the destination server is under cyberattack, guiding the data
message to the security protection device, and sending a test message to the client via the security
protection device, wherein a sequence number of the test message is out of a sliding window of
the client, so that the client is triggered to return a verification message to the security protection
device; and

verifying, via the security protection device, the verification message returned by the client,
and in response to the verification succeeding, determining that the client is a valid client and
sending the data message to the destination server, or in response to the verification failing,

determining that the client is an attacking client and discarding the data message.

2. The method according to claim 1, wherein before the sending a test message to the client
via the security protection device, the method further comprises:

determining an acknowledgement number of the data message sent by the client, and
determining the sequence number of the test message to be the acknowledgement number of the
data message minus a preset value; and/or

determining first session information of the data message sent by the client, the first session
information comprising a source port, a destination port, a source address, a destination address,
and a protocol type, and synchronizing second session information of the test message to be the
first session information; and/or

setting a setting mode of the test message to ACK setting only; and/or

setting the test message to carry no payload data.

3. The method according to claim 1, wherein the verifying, via the security protection
device, the verification message returned by the client comprises:

obtaining message information of the verification message; and
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determining, via the security protection device based on the message information of the
verification message, whether the verification message is a keepalive message, and in response to
the verification message being the keepalive message, determining that the verification succeeds,
or in response to the verification message being not the keepalive message, determining that the

verification fails.

4. The method according to claim 3, wherein the message information of the verification
message comprises one or more of the following: session information, time-to-live information, a
setting mode, whether payload data is carried, an acknowledgement number, and a sequence
number; and

accordingly, the determining, via the security protection device based on the message
information of the verification message, whether the verification message is a keepalive message
comprises:

determining, via the security protection device based on at least one piece of message
information of the verification message, whether the verification message is the keepalive

message.

5. The method according to claim 1, wherein the network protection system further
comprises a control center device; and the guiding the data message to the security protection
device comprises:

sending attack warning information to the control center device via the security detection
device, wherein the control center device is configured to send a protection instruction to the
security protection device in response to receiving the attack warning information, and the
protection instruction carries IP address information of the destination server corresponding to the
data message; and

determining, via the security protection device, a routing device corresponding to the IP
address information of the destination server in response to receiving the protection instruction,

and guiding the data message to the security protection device via the routing device.
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6. The method according to claim 1, wherein the process of detecting, via the security
detection device, whether the destination server corresponding to the data message is under
cyberattack comprises:

detecting, via the security detection device, a number of messages, a number of data
packets, and a number of connected clients for the destination server corresponding to the data
message; and

in response to the number of messages being greater than a first preset threshold, the
number of data packets is greater than a second preset threshold, and/or the number of connected
clients is greater than a third preset threshold, determining that the destination server is under
cyberattack; or

in response to the number of messages being not greater than the first preset threshold, the
number of data packets is not greater than the second preset threshold, and the number of connected
clients is not greater than the third preset threshold, determining that the destination server is not

under cyberattack.

7. The method according to claim 1, further comprising:

in response to the verification succeeding, associating first IP address information of the
client with first time-to-live information of the data message, and adding the first IP address
information to a whitelist;

determining, in response to receiving a new data message, second IP address information
of a client corresponding to the new data message and third time-to-live information of the new
data message; and

sending the new data message to a corresponding destination server directly in response to
there being first [P address information in the whitelist that is the same as the second IP address
information and first time-to-live information associated with the first I[P address information is

the same as the third time-to-live information.

8. The method according to claim 1, further comprising:
in response to no verification message returned by the client being received within preset
duration, determining, via the security protection device, that the client is an attacking client, and

discarding the data message.
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9. The method according to claim 1, wherein the network protection system further
comprises an optical splitter;

accordingly, the detecting, via the security detection device in response to receiving a data
message sent by a client, whether a destination server corresponding to the data message is under
cyberattack comprises:

in response to receiving the data message sent by the client, copying the data message via
the optical splitter, sending a copy of the data message to the security detection device, and
detecting, via the security detection device, whether the destination server corresponding to the
data message is under cyberattack; and

the method further comprises: in response to detecting that the destination server is not

under cyberattack, sending, to the destination server, the data message sent by the client.

10. An electronic device, comprising at least one processor and at least one memory
communicatively connected to the at least one processor,

wherein the at least one memory stores computer-executable instructions; and

the at least one processor executes the computer-executable instructions stored in the at
least one memory, to implement a data processing method which is applied to a network protection
system that comprises a security detection device and a security protection device, and the method
comprises:

detecting, via the security detection device in response to receiving a data message sent by
a client, whether a destination server corresponding to the data message is under cyberattack;

in response to detecting that the destination server is under cyberattack, guiding the data
message to the security protection device, and sending a test message to the client via the security
protection device, wherein a sequence number of the test message is out of a sliding window of
the client, so that the client is triggered to return a verification message to the security protection
device; and

verifying, via the security protection device, the verification message returned by the client,
and in response to the verification succeeding, determining that the client is a valid client and
sending the data message to the destination server, or in response to the verification failing,

determining that the client is an attacking client and discarding the data message.
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11. The electronic device according to claim 10, wherein before the sending a test message
to the client via the security protection device, the method further comprises:

determining an acknowledgement number of the data message sent by the client, and
determining the sequence number of the test message to be the acknowledgement number of the
data message minus a preset value; and/or

determining first session information of the data message sent by the client, the first session
information comprising a source port, a destination port, a source address, a destination address,
and a protocol type, and synchronizing second session information of the test message to be the
first session information; and/or

setting a setting mode of the test message to ACK setting only; and/or

setting the test message to carry no payload data.

12. The electronic device according to claim 10, wherein the verifying, via the security
protection device, the verification message returned by the client comprises:

obtaining message information of the verification message; and

determining, via the security protection device based on the message information of the
verification message, whether the verification message is a keepalive message, and in response to
the verification message being the keepalive message, determining that the verification succeeds,
or in response to the verification message being not the keepalive message, determining that the

verification fails.

13. The electronic device according to claim 12, wherein the message information of the
verification message comprises one or more of the following: session information, time-to-live
information, a setting mode, whether payload data is carried, an acknowledgement number, and a
sequence number; and

accordingly, the determining, via the security protection device based on the message
information of the verification message, whether the verification message is a keepalive message

comprises:
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determining, via the security protection device based on at least one piece of message
information of the verification message, whether the verification message is the keepalive

message.

14. The electronic device according to claim 10, wherein the network protection system
further comprises a control center device; and the guiding the data message to the security
protection device comprises:

sending attack warning information to the control center device via the security detection
device, wherein the control center device is configured to send a protection instruction to the
security protection device in response to receiving the attack warning information, and the
protection instruction carries IP address information of the destination server corresponding to the
data message; and

determining, via the security protection device, a routing device corresponding to the IP
address information of the destination server in response to receiving the protection instruction,

and guiding the data message to the security protection device via the routing device.

15. The electronic device according to claim 10, wherein the process of detecting, via the
security detection device, whether the destination server corresponding to the data message is
under cyberattack comprises:

detecting, via the security detection device, a number of messages, a number of data
packets, and a number of connected clients for the destination server corresponding to the data
message; and

in response to the number of messages being greater than a first preset threshold, the
number of data packets is greater than a second preset threshold, and/or the number of connected
clients is greater than a third preset threshold, determining that the destination server is under
cyberattack; or

in response to the number of messages being not greater than the first preset threshold, the
number of data packets is not greater than the second preset threshold, and the number of connected
clients is not greater than the third preset threshold, determining that the destination server is not

under cyberattack.
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16. The electronic device according to claim 10, wherein the method further comprises:

in response to the verification succeeding, associating first [P address information of the
client with first time-to-live information of the data message, and adding the first IP address
information to a whitelist;

determining, in response to receiving a new data message, second IP address information
of a client corresponding to the new data message and third time-to-live information of the new
data message; and

sending the new data message to a corresponding destination server directly in response to
there being first [P address information in the whitelist that is the same as the second IP address
information and first time-to-live information associated with the first IP address information is

the same as the third time-to-live information.

17. The electronic device according to claim 10, wherein the method further comprises:
in response to no verification message returned by the client being received within preset
duration, determining, via the security protection device, that the client is an attacking client, and

discarding the data message.

18. The electronic device according to claim 10, wherein the network protection system
further comprises an optical splitter;

accordingly, the detecting, via the security detection device in response to receiving a data
message sent by a client, whether a destination server corresponding to the data message is under
cyberattack comprises:

in response to receiving the data message sent by the client, copying the data message via
the optical splitter, sending a copy of the data message to the security detection device, and
detecting, via the security detection device, whether the destination server corresponding to the
data message is under cyberattack; and

the method further comprises: in response to detecting that the destination server is not

under cyberattack, sending, to the destination server, the data message sent by the client.

19. A non-transient computer-readable storage medium, storing computer-executable

instructions that, when executed by a processor, cause a data processing method to be
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implemented, wherein the data processing method is applied to a network protection system that
comprises a security detection device and a security protection device, and the method comprises:

detecting, via the security detection device in response to receiving a data message sent by
a client, whether a destination server corresponding to the data message is under cyberattack;

in response to detecting that the destination server is under cyberattack, guiding the data
message to the security protection device, and sending a test message to the client via the security
protection device, wherein a sequence number of the test message is out of a sliding window of
the client, so that the client is triggered to return a verification message to the security protection
device; and

verifying, via the security protection device, the verification message returned by the client,
and in response to the verification succeeding, determining that the client is a valid client and
sending the data message to the destination server, or in response to the verification failing,

determining that the client is an attacking client and discarding the data message.

20. The storage medium according to claim 19, wherein before the sending a test message
to the client via the security protection device, the method further comprises:

determining an acknowledgement number of the data message sent by the client, and
determining the sequence number of the test message to be the acknowledgement number of the
data message minus a preset value; and/or

determining first session information of the data message sent by the client, the first session
information comprising a source port, a destination port, a source address, a destination address,
and a protocol type, and synchronizing second session information of the test message to be the
first session information; and/or

setting a setting mode of the test message to ACK setting only; and/or

setting the test message to carry no payload data.
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