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TI TLE: SECURE PATCH SYSTEM BACKGROUTSf D OF THE
I NVENTION 1. Field of the Invention . The present
w0 pwebilen generally relates to software updat BGT/ERZN06/019941

particular to secur e sof twar e

updates in a d?i;[?ﬁ but eds%ﬁﬁ#m?gﬁeﬁrl ption of the

Rel ated Art Many conputer nedia or comruni cation
BACKGROIINSTF Bl INevENTIOM security hol es that may al |l ow

unaut hori zed data access or the di ssem nation of
1 Fleldmﬁelﬁvent'mer eby, considerabl e danmage can be caused.

such security holes are closed by neans of

The Pfese’é Eﬁ"r“l“?lygef“‘éfr“é{f“é*’d“é‘b?%re &rdgjst) addu partigplargo fbéfswéef%noa@f software
updates ipatiethi@ged systemdi St ri but ed systens, patches may be

generated by a patch server and then distributed to a

nunber of patch clients, for exanple, nobile units of
2. Descrigtionfi{heRelatefl Asfhs syst em or consumer devi ces havi ng
Many coRiptecakad | casssatid. syduamwem S, fropddeeikigSholed @Eealayl FIRM @Authorized data
access of ntg&fsﬁ%%%ﬁast%%g%v? ?&ﬂs tf%er!:bxnceo d(#a elaama’%er: cgesnvg:ga%geda@ V\g[f such security holes
are closeg By nensefsqoprity lats@ sadipvprs apdates alse refeerkdto astichasydn ditibutedzgystems, patches

may be gé@ﬂitea loy @patch@&rver Sglﬁl t]&)e@lﬁﬁﬁibﬁéd 8.6 Kuneids atithe;h&ﬁsr fok @i@mﬂé‘ tmobile units of
Ooba 11 e

a nst a GSM
commmﬁg)‘mns A EaY CERGy devfces\m‘é}gge%@n&dﬁ&f“(?ﬁ%“l nfected active
Howeverg ggt¢hete lopded ftoatdanoms,eeliw seigff ftilased © Yol waketet pgaivsh alabicious modification.

Othermssyasslu@mr Wolln BuldQfill &Hude e§1¥<§1trpe£'[§@ks tﬂaﬁexgﬁ*@é I Gled(8 ¥t servwe (DoS) attack could
o ref as as
be carneg roé g% ((g‘v]]o‘%a?%afs{e@nts xulgglale mﬁ}umag%) nﬁta %éeaé only one infected active

dev1cepéd|r%81torcalbauffc®molbgckmmh@lbspgtemenm ng secret keys over

In prior M@&&ﬂértﬁe ﬁgﬂc\’i@ L‘r§pto % glsé) g%ﬁed 13 ast 14&&%?}2‘[0? &y, is often used
a pu i's applicab
to Protecéﬁ’felf%%% gﬁmf/ Wﬁ@ﬁﬁhm%ﬁae netvfsrksy e dasicgigea is that there

are two l@yss opubid ley (IEKd wlhxah RapRiedleebr ek&jyph(;rﬁl@y andl blﬂhclij’fktfbtvn B a private key, also

urity relies.on t
referred g)na?%&r& F tyd(§1€)r Mlge?'{lg\?/ ? hg %ﬁ Lsr{)/ L?egsa%es 'be rs%c}lnn rehesp 0 {ﬁe difficulty in
deriving ey priypfe) kfsh%ona ibee foulis] ltey ap%thaeiefﬁmm qlpglp@mn@m: PAPpPied message without
lmowmgm&%ﬁae@a(eym t hout knovw ng the private key. A spec:| al

A spec1a?g& 1%aglcénr % 1 Cg 18 ﬁlées 1g1£a§%$ng\e/e? g%,:,[a:'(l:rg% Lg%%%# sg gun& 8}1&5 lj?rgeddocument is
computed piefl thenehis tlfhh smhigshergtph Wik teeneealpgs ermvawkeshtotolmete ¢lreedigial signature. The

signaturdd§ b @ink&¥e hish © E&%B&mteﬁeA@bcgllytwﬂJ) ek {ﬁé‘gﬂézﬁﬁ s p;[lhﬁ key can compute the
ature is att chedln somsf rmto docunen

hash sk R PR SR (R SR g ﬁlaftﬂulol& lﬁéﬁndc%?ﬁlpﬁfs FPﬁJfSé“ with the
hashed dobrenehia ghiergatinalio fthet digtatl ggnatweeningy etegenyrpéd tyhdecabtingolelbhsh sum with the
creator’ s%%@ﬁe rl%r Wrﬁithuw he Q%ngér(bf l&l% Bﬁo%gnt (ﬁg{}ngﬁrnecaﬂnlﬂgte fh@ S‘h&&ltsum encrypt it

hashed docunment. Alternatively, the digit
W‘ththeg‘fblj"n G?déowt‘beéeﬁlémfé‘?@dww S/ pt i ng the hash sum

A correcwhgdal didaenwe p@eadks dizl it cRhtoiiabe thé @hivatefkOyf (aMBdhtnﬁﬁyﬁa&ﬂ ﬂﬁﬂ’the dob\ﬁnent was not

modrﬁedr ﬁﬁ:c%' tﬂ 51§n91£net anugno Lﬁtg%ﬁ}é &H{Yﬁ %gaa C%el(e(;tm On‘pnéordle 1?%1 contents nor by
reordenqgéélﬁﬁ th I %/eHafteh@ PEYSed Bhetde Bﬁogqﬁtm eﬁfée ewlqyecr presiqerathig ihash [functions, for

example SNIDH @Iddsfa@i Imge@t\/./ﬁ@ritﬂikai) SH@I (H‘eaaé @dsh Kl@@fﬁhxﬁ eor RﬁPE\Kﬁj %Okﬁé/ce Integrity
was
peimito EAEE Sl b e) st o SR PErY £, Rt Reply & ves soo

during sigrdtiiargeatiadel et i ng or nodi fyi ng contents, nor by
AsymmeErﬁQf}gﬁﬁrhﬁg isRBEdwBeddbr dl ital sElﬂﬁurlesa&ﬁc@ hisd n%n—ﬁ'ﬁs@eWpQﬁQ Y, Wi knowledge

rii eg of 't r aphi c

of secret] g5 N (B ES %e&eglt@iﬁﬁ%wg%%mr KB o2y 3R g i pensvi and
slow. InSylditidHeeckrity Belesuin @Kidagybterd grordnd h)t‘lpoﬂs)bleomad:ihﬂﬁl‘vﬁiﬁcﬂﬁﬁltacks This can be
preventeé Batﬁg adtﬂé%\tg\% lF)it Me Fﬁﬂgg‘rl](%]% c@%gggxglée#% é&% %V\% ﬁe ?éetgﬁ-%& it suffices to

prlvate key was stolen during signature creation.

Asymmetric cryptography is dften used for digital

signatures, since also non-trusted parties, i.e.,

wi t hout knowl edge of secrets are able to check the

digital signature. However, PKC suffers fromthe

di sadvant age of be| ng sensi bI e and sI OW. I n add| t| on,

o R o ~IZ ™~ a4 o
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directly, e.g., via telephone. In conplex and
dynam cal |y changi ng environnents however, this is not
w@omsioidige Theref ore public key infrastructureBC/PEI0P6/019941
compute %rc?yp%gﬁ%J Q{ecktsxnﬁ §vep%$9§1ﬁ ﬁé@%eesog:upejdlfﬁx éﬁ?&ﬁ? a.ﬁc[ £ tell it to the receiver

gital X Si by hi erarchy of T ruStwor
directly, 5gr 7 tie deeshy éﬁ%ﬂmnri&ﬁna&slfa AR AHEBmEs v (i 5 not possibl.
Thereforé pufbti@kdyritfedstitc®res (RIMEAt€tised ifs toxXepvsd wWikre Jublicdleh¢ 4ré @iBitally signed by a

hierarchyxot? ﬁ'ﬁs?w ?pa@tﬁg lf:%&ﬁe}p&&onf aHy ﬁngﬁgnaﬁée %k?PIﬁg% thrle ehtn’&ever is expensive.

ari sing I nst ance
In additiagy, e raIeRd‘P“é‘hﬁ’r?f fogghes i R Proplems psisiae Wi P cfcnt ipgance when RSA (Rivest-

Shamir-/slleMaR)@E&yHibn PG H@y@u e emwnepmmKan@alﬁéxep@&Qdad paitiddRvith random bits
since other%Vns os[ﬁw?al tai%j%l a@e? I%SS% e. erefosrg é)xa}ugex%ra?e usga ltg?l(rgt cﬁrec%{y éncrypted with public

keys. InSt?Pdr éfﬁ{ﬂﬁ%m BRIt leaenthﬁcwns wld ife trdifjanal symmtleca@crylatlon,éwample using
algonthxr&elﬂcslm K @Yantsd Eﬁﬁﬁfoﬂt@«ﬁdﬁﬁ)dor Us#gsh Ok &Js@@fotdc@@ 3lferred to as hybrid

movcoly VB e At i F AP pT by sPhRE 11 o,

However| gyen ths}emm @hxbud)brstOCOﬂ dfeaessionlkey gtilblss iy padiedrasbolydd, $.g., 512 or 1024

bltlengt@ﬁhsﬁfdcﬁ& mu&&t&%mme&n@r ypted with the public key
ddeg However, even when u

Moreovey o o SRR G BHRED BELivaiT By mebie R SRS Bt FpRe o s ued o
defining |p aibshagk, thapdidivikyy tam,be dacgprized5d@ thos the Q@4ritpiid brblen gédysetely. This leads to

Cmmma&ﬁ§gﬁ$ﬁﬁk@gkwﬁgddlng | eads to reduced security.
Moreover, I'f a bit in a grlvate RSA key is flipped b

Fusthermgre, BRRAPES G Db yRlimened oGy e ion R mupiikeyspin glieleer ﬂewlng about the
modificatichs U el cibion algdrithi WY ta able SSdgRe tﬁehﬁvzﬁdm le@ilK Bym @R PpuldR key, so that

oo f t thus the security is broken conpletely.
zgmnﬂwfﬁﬁhgfgg's @%900n5|derable ri sks in PKC systens.

Thereforgs aph @R HTF2ICE FYaloEdEY & Tald BFE Imptenenbedipaicn dipleg between trusted

servers a@:ﬁdmer[tﬁlﬁlde @ﬂbeﬁﬂed@tbbéséoﬁs (K)EM&mplA& GIM @Iéiﬁ@ﬁesj( 1 Q:Walﬁgi 1@9 @d§s1bly in a smart
Lcati o r e at i

card) an& fqlaﬁ%?%e rgsganse 8ro 0] cé wb)lrlliti rov1 %1mp 5 gg I liOgJo{ Sro%lpﬁmt ﬁ"%weaarbfoir fany systems

this is n%@yphcdxlﬁ Forainstaaepa ivhent th%resee‘@umlfhyd sl n‘awi\'b ylurbpg ke rtime, no serialization is

poss1bleTherefore many prior art patch systens try to avoid

Al I n s st ens ere there is a dial og between )
ey B AT P TP Eie DA GO LD S dER OBP O s ke EMAC

(Keyed-Haclgng &x Mrphg Avho@BMidnk | Cap oemepd:) thereforsg theaduihzigicatiee yind key handling in

GSM/Ul\([’f%{)?ﬁdell %stleﬂi] fcfi1 l\ﬁ)gﬂ)er éouﬁlﬁlﬁgatlo@?@m%rsg 2\% 18 BA& ofnfa é&ﬁﬁl@ System) mobile

ocol rovi de a SLp [e an USt SO Utl on
phones, sy *S&fb“% §%b&?€ert1¢f9§ﬁ0?t§nﬁ/&@u1@ﬁsﬂ% &hipfoltionig pimpler, faster
and mort Rcti@NEa, PR EHowe e th@ele b BIMAG cxfypt)i@ﬁbhﬁﬂﬂeoﬂﬁ&swdﬂ prove integrity, the

correspo%ﬂ:[g Dt Q&p&/ u'icf 1%xed ' th%%\%ré giat}lé Qpﬁlm Wﬁcfgieﬁ?rocessgr;) receiver. Thus, leaking

ter nat IVG prior art systens |

m“S““%ﬁ%?%”@bﬁﬁ%%m§@é¥@F@G%§é@%¢Vﬁtograph|c checksuns li ke
ThereforHMAﬁ%/ ﬁrﬁ@ﬂﬁﬁat&ﬂ&fj‘dﬂdnﬁ @sd @g‘itall\@%&a@éi‘ HAHV&VQ@ Bidn Gt Mtegri) i not enough. If

patches zﬁe rae\gﬁ?se en 1neere i%{.tmt shc% Oeb nt Ietrfg?ﬁs? grs?'nddoq!%e% proves only its trueness,

not its Se@esm'{ﬁmunfatla wwsiédﬁmw@rt@él in b prithon Fiigheg cignmapeichastubiogihe same public key

for all paRhSGHR suffBb irh® tﬂamQ%ﬁntagwaﬁse%g&%ysﬁeﬁs@ il oS, rI!f e\ %ﬁ&&teh&y is leaked all
Subscri ber ldentifjcation car ds.
sty BI04

SPGB BICnER NS OB VIgHS ?ﬁ%te YHLST- [P HPagsyes, more patches
could be idaaged end, all plidudjntewpuldVGCme mgptaodgnapsecurehecksum coul d
prove integrity, the corresponding secret key would be
fixed in the firmvare of the EP (Enbedded Processor)
SUMMAR:QF JEE INYENEION eaking this secret HVAC key woul d

Thereforéradégro@t lpatcthesias hash vikhtsl @ddasfespdddRp @feht® ,arelPadVie@ hhiGiay overcome the
d1sadvan%F S é)ﬁi%&a L a?llé/ %%ﬂgl eéé ?na§j ingéegssgé]egxt%{ ]gclg}% Elg[{]a% }(efy losV\%)Yeﬁande ThlS > may in turn
reverse engi neered, security holes can be found
neverthel ess. A signed patch proves only its trueness,
not its security. Security i2s provided only by trust
in the author. Further, signing patches using the sane
public key for all patch clients suffers fromthe
di sadvant age of being considerably insecure. If the
prlvate key 'S Ieaked aII security is Iost Am even

o o I T - .
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may decrease the risk of weak keys in cases where the
key generation still has security holes. According to
W(amoa@pﬂam a patch server is connected to a peCDIS2006/019941

increase %le-:s t erEchﬂ !r té%tl&aa{gggkt 5(% %Q@lm@% gh)e %ﬁ?{%& (?ﬂ;r I? %mbodmlents

server I nc frrst gener t1on g
may decraasg%%m Ress kepa FPé’P%?f W]éﬁ‘P tha gy zea?rhtfoa F‘f”fhé? VPR t he
Accordidfgitd &iaspeetya M&Eﬁrll%n@bt&t th @pirh diedt ifdr PtovidBy a S@LIES tHe hatctéclient. The

patch ser%&%x%ﬂges iﬁlq‘ﬁlst ﬁe%J Lﬁ'%getra%on %l’éicform rassgcogd;jlgg géngrraﬁ%on%?at@a ! a&&eﬁ?’c Bom the first key

on
generatiopj plagfpri @yﬂ%g &ae Peéﬂciob ¢ s9toad keyrsiefier. & fiFshFigetin epneetre r stcend signature

generatoiil ahd af ﬁins@ftérVBEeeﬁrktﬁk)éy GJn@MtEbnlﬁIhﬁBrﬁﬁls Rfan@edPtb Wbrkake! d/fn@tfpnvate key group
% yat e T'l' he se Q) n

mcludm% a plgrralrlt 558 t }Envate ??’er e esecgn se gengra ongRFI;at ! a}:<sl a?rm&?cl % ICi;e:nerate a second
private keyngrpupdiglugling ap)ﬂtmhafl Jftsgeons¥ privaic kel Tm fingtcane sdeendckey Ffpetors are arranged to
select onfa |of ’r§$ fuamd %%%vh&ﬂey§ 8L Gh BfsBard rs&o@rgrﬁagﬁé} &&p %&b&%m The first

the first an eco fromth
s 3 AP § T Gy P BB R T it privae
key. Thefspqogd signpigreabasrator greamengad dreeiesitecr seeond) didital sigryauredraset! @n éhe patch and the
second sfellacrteﬁtpnddtéyketya’i“hest{fag{ﬂ@&e'ﬂ Esean%%cﬁg tf%ﬂsnﬂthﬁe ﬁ%%}eﬁ&%&ﬁfﬁ first and second

first selected private key. The second signature

dlgltals‘é‘@ﬂ‘é”??tﬂﬁ?rpaﬁc%c’é’iltr anged to generate a second digital
maﬁlrﬂsr@tbammemthbaﬂcﬂdemﬁﬁtrthacmﬁﬁrﬁﬁ and the second sel ected

: AL B oG Yioed ) Serk @RSk dd Slsioh Bey@l FANged to transmit
4R %éépat%h té”aet %Eénr “Wi %MUL S%O%lresya and second digital
a first e%‘ir?é’ﬁ"a“t tzﬂn@gnepbalfaﬁ@dﬁateeqw& e enieh vith the Prfemmgysion key using a symmetric
encryptiriyotiviend t he patch server further conprises: a
a second egcéyiphgnncoglg%erg GGk eadttognc%{):trthaér} (gnﬁ geg% gﬁ re altaelléal?tlgr;kﬁe‘ N g 8 mt o
wherein é‘chfbvfylpftllﬁ?rh%fuﬁbﬁr @mangid t tlfuﬁ@lt rsaﬁm iny e@swp@ﬁ fq(@yogatwrvgthaald first and

second SRR AAIrés aBINaHI ¥ RYrypRA rali@edsion Ry (@R[ pRcis&eand

Ina furtgeg glrg‘%/dg#eg n C 0 r@%grgeq Eg@ {r"uréi? e%%%éj}lo}l %H%)Blgelrn 1? ilgﬁl%earrgnagg tg Ipncrypt said first
and secopqt d.a'xi@kﬁlanateps with shid ranfier sesion feygeick i symmatgranérymian dgapidine imd

wherein 'seﬁd SRGHNEE Birth? Mo Q08 1B & it Wi Pardidh @ncwp{e§ tor@NShe88GRMdaid first and
Seconddﬁgé@l tal signatures and said encrypted random sessi on

SR EE R et qod s engrypted r@&?ne FrayondRnio itmatrh e
Accordingetd adothseaspeety a sigthall d‘fproslﬂQOmtojapct ] pnmh@lmpxs morikded. & first private key group
comalmédgtarpﬁd?ﬁ&y Ak RP9ed bR lse%zﬁgrgféat tfﬁe& Sdne8 ﬁﬁk%r%ﬂ second private key

i tal nat ures w Sal ran om sessli 0 ey usli ng}
growp capigvize §)PH’|‘Pé‘ rqf secamioriypse ke is gpigmien LRy 2 werad Kveserdrations plptgprm different
from thetfirsd B@rgbﬁetaﬂbn pl@fofnl [nb ef thedfirst @ﬁ@&d;eﬁsos s‘ereaasfmni théﬁbtdmﬁh&t 1@&3 group, and

one of thg@ea%x?%r%ﬁg Eeﬁ/s {s%glggtetd%%l%ttﬁ]e seco\1/1\4 penalat]g er:y rﬁrourn1 d‘é %us? %gltalsmgnature is generated

ures in encr
based Onélmayb Pr@dherfaﬁ eidesicd eivgtedpy- %é%ov@l@tai SEEIfRE esrgel@raqteé fresed on the patch and
the secofiGEIidd ipAGhtd 1Ry. ﬂﬂl@ﬁe{?&ﬁs tﬂlﬁi‘.ﬁﬁ@eﬁ to tRe pARL hRek t@ethﬂ'r v i iR8and second digital
s1nnm%at0h to a patch client is provided. A first private
gua group containing a plurality of first private keys
Inaﬁﬂmgﬂ@eﬁemaﬂedwm@¢hgmammmﬁs$ key generation platform A
calculatﬁéa@tﬁﬁﬂasﬁﬁdrﬁ/@atse% oK@aYd SQURs containing a plurality of

cond, private keys is generated using a second key

calolati arfé‘i‘oﬁ‘i Eaéthsuﬁll bater ¢ Widdﬁs?hﬁsé‘rs%t fromthe first key
wherein geaetigtsaid Arspdigital ignanre Qriprieds génawtidgisiis tirspdigivibdighatlee Ped & said second
bash surP 1664 B0 LLRAENG LTSt private key group, and one of

second private keys is selected fromthe second
maﬁ“ﬂﬁf?%@lge%gﬁ?n@%%@m%cﬂpﬁ%ﬁ digital signature is
calculauwaiaaﬁmba&edomdtséaaldmadh@ﬁn and the first sel ected

ond di sigpnature i|s
wherein l%enerat(&ﬁlzlf_g Oslg]lht% condofh 1taf] 1%1atare c%m ngees 8nr% Pmsge id s%corai (g%IP gﬁn%ture based on said

thlrdhaSke@manfrPPedﬁswéﬁﬁlqc@dmvatnkmtted to the patch cI i ent
together with the first and second digital signatures.
In a further enbodi nent the3nethod further conprises:
calculating a first hash sum based on said patch; and
cal cul ating a second hash sum based on said fist hash
sum wherein generating said first digital signature
conprl ses gener ati ng sal d f| rst d| g| taI SI gnat ure

S S o
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wherei n generating said second digital signature
conprises generating said second digital signature
whamedoam sai d third hash sum and sai d second BE&l/8610061019941
Inaﬁmtb@xrém‘é@&l&en‘c(ﬁé/mé Wr b Rgss.enbodi nent the nethod further
rises: alngaplurallty of hash sums;
caloulatig “ﬁhﬁ’@a@i%suﬁléetch conprises a plurality of records;
whereinM%tehd@mgsﬁeumﬁﬂitmrﬁaﬁd plurality of hash suns
wherein ca?cqptqg%%é plur?w%f1 h%h S?EI%‘SB c%gmsnsess calcaat?nﬁ %_f'ls su%%k g al plurality of hash sums
basedoné@ﬁf}ﬁ‘rria@ ompyisedyin gpidpgichtind and wher ei n caI cuI atl ng said

wherein &houraaigls&a/pmmh af&hshsumsﬁlfw Edﬂ@ﬁse§ amﬁn@@&h&&hlau]la@tsm @f said plurality

um of said
of hash Sblm% Ea e on a re eé:gveerg%(tsl%sé reﬁoerd fompLs n} seaé X and a respectlve félsq%alculated hash

sum Ofsgéplwralp‘mf@hﬁham a respective | ast cal cuI at ed hash sum
In a furtiRf enHBdibledd Eéﬂérﬁ’tkn@tsé{d ik cﬁk?tﬁlrb AHFE eoﬂpﬂse@gefnéfﬁttng ©4id first digital signature based

e [ f|rst digital signature
onthela%gﬁiﬁ‘?af ggaﬁﬁﬁ‘g‘ngﬁé l?l‘r‘fa‘ﬁ%%ﬁ%ﬁ ¥Petdi gital signature
wherein asadtingrsait petch astprisal tominattiegl sdid shichstagatbef wilaisald first and second digital

mgnature@laﬁﬂrsﬁliblﬁ%ht?gfﬂaﬁ%ﬁnsgtggﬁd Aidigherein transmtting said
ch nprlsestransm%tln said patch together wth

In » furd pgboiet pongragpe e E?ﬁ‘aldd‘igﬁ?lts’é’f‘a“g‘? “g’FFa’FSGSr gracrag saieppnd digital ignature
based onphelldsedaictlytedashivans lof @idpbirdliy of Bdstlsupatagd client. In a
wherein fttkiﬁs&n&\{ sgﬂtbggil %ns&e@aggﬁ{tﬁl? Qaid gét&il t%g e QI dﬁl 58& tﬁ?slt and second digital

gnat ure conpri ses gener at econ I git
mgnaturs |mglrfafi Apality gidhath spps o rrid lvaéfstche@al cul ated hash sum of
In afurﬂ&admﬁbom.lnbm alla mb@iodfﬁnlha@ﬁpﬁgém and wherein transmtting
generatm\/% tkﬁy t%c?wa? r ]gomrp nrlglas gtsktg}g %ﬁnlls I"trc]> tir}d{cntg]]g %Vglcﬁj fup apEl?rae % ltceg agstbeeen.rsalected from
said fustpqnmqtgkey glyrurozfnd hg_g:hndg@mdp@jorglaimgnqgath@h sqg:pqd@m/ate lep hag been selected from
said Seangf,ﬁJa@u(ey%mpdl ment the nethod further corrpr i ses:
eneratin i ndi cator. co

a
whercin RGO P Ry A GRS GRPRHPF PPEP B POEe by e g sroond dstl
mgnatur@@hchﬁ@lﬂé@ ifidicator tg adidipatchickdnt. pri vat e key group and a
Ina ﬁmﬁe%&d%@miéﬁ)éedeﬁgﬂg%ﬁh Ry m&&to‘f %ﬂpﬂ&s Wit el g%ﬁ&&@%dﬂ:ﬁéoé’ﬁ&lﬁr comprising a

been sel ectéd from said Secon rivate key
dummy 5?16% ldew%?gé’flﬁofﬁ?laﬁsmnf‘ B9°TRg digH! et AP a&mﬁwswe
In a furtlier @it®@ntdt iha ghetbad firtpatoedriteaget her with said first and

Gond, digital. signatures and said key indicator to
generatgg% g{l atch %lent In a further enbodi nent generating

encrypﬂsgaiald P%@Vmﬁhﬁ%ﬂ @%fioalrse%l@aﬁyuuslégsa YeReratPRfios aperiied

encryptihd Waid €Al sedsloh k&yaﬁthaafmérl ksy, n g a dummy i ndi cat or

wheremlérgtgs glfgjlt“ yslzuraJ %atal comanses gansxmttmg tsrﬁcrl 83&(91' 1% %I(l:c%gr%d chn% togelher with said first and
second d&i@@t&ﬂ%ﬁtﬁﬁ& Slqlé epetpked dﬁnﬁm tebreon kesgpripid rgielscliegfener at i ng a

Inaﬁntﬁeaaﬂaamns&ash@mod@ﬁhamﬁ%@tl ng said patch with said

encryptil BT R SRS PR b S P perToe Byeish SR et enervption

algorith; mast er key; wherein transmitting said patch

Wheremcﬁgﬂmﬁt 1n%es§1d H;Eté}{‘&%hsteé H&sﬁﬁ‘ﬁn@ SQ@EQ& ﬁ@nc%’?eﬁ X‘&Llecggecf_hgxrﬁ\‘h said first and
er wwth sard first and second digital signatures

second da%ﬁ‘g‘ sigagtyyesdmFiyRIEfarny A epithqneresteq rglo éﬁ;swn&estasad prigbhient

A furthe€ hsp@ﬂélated tha ﬁatcfhu:ﬁénhﬁﬁmeeﬁﬂ) odi pﬂ"ﬂa]ﬂftervﬁﬂ”fér réeiving d pdtdbrifolvatie patch server. The
patch ch%ﬁl%[udé% %H:'s‘t an%n %:RX(P &Ar‘ggg Oi?InStISa£(§ geco%d 912/ sglgc(’c)orgj a.gd ﬂ-lsttagc{ second signature
Verlﬁcat@y ﬁ?mlomin@ Télﬁ Ersisuiee ﬁleQﬂS gtetie$ % ﬁfﬁhpub/lh é?yarcnlp tcvnémsqﬁ atplyray of first publio

keys Wlﬁcﬁllﬂveﬂﬁ&ncéén&ﬁéﬂﬁfy' asﬁ@t Ttek/ %Qﬁ%ﬁh&ﬂ &GS Ath6l sREddCHbrdgh means stores a second

R AT TN

generatignpdatipmt differgnafichotie ﬁesls‘v esnetaigon plagorgal e fipst trgllyecohd lembelecirs are arranged
further aspect relates to a patch client connected to
a patch server for receivingta patch fromthe patch
server. The patch client includes first and second
storage neans, first and second key sel ectors, and
first and second signature
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verification conponents. The first storage neans
stores a first public key group containing a plurality
w@toof7ioea80 publ i ¢ keys whi ch have been gener at eRCHYSH06/019941
Ld otlin £ Bt L8

e bE i L e
signatureyyegificatipy gongppnegipis d‘ﬁéPgEﬂJ |‘feEfYkae§f§ Figitot pieneprerotsiedh from the patch server
together AN ME ﬁitﬂldlshg’ tha ﬁﬁﬁfé@cﬂéﬂi e kepe My Adon® ﬁgr!aiuﬂtvéxﬁ.ﬂ'cﬁﬂon component is arranged
to verify?a sgcor?dr cg%%l si ngtunge (gved nsinheggtyh &%qu(ége Ierovvqth %ea%t]::ho{s{yrg the Qecond selected

sel ectors ar arrange
public qun“éhe @ﬂtclt qlrent fsi arrerrgecan dlstslbtémérh pElb ifithe rgeulipof Terliynagrhn@rsr 4nrd s¢oond digital

s1gnamre@ Mdicse s@Raticay Qidluﬁegh@)éf 96 Br6tnd JeQHP BigkAl M@lathires, TR chvely St

Inafmher n)a(ri ength\éertr fcrhena ncé:rg anent is ar ranged to verify
e "Eceived fromthe patch

a first has@r aneﬂ @gelplﬁm a ﬁwtﬁl#ﬁh Ethlebap@toe brid paichignd he fi r st

asecondsledhe%egtem Q;héuﬁte'ﬁ%%oxad-lf{aﬁ saegamn%aldﬁarﬂarh%umer ification
onen | S rr.ange 0O .ver econ
wherin G RS e BB BT PO G a6 VB <00 et P! ety based on

said secqnfiBasppatich usi ng t he second sel ected public key. The

Inaﬁnﬂ{éﬁén%dlﬁleﬁt%tpatbrﬁchéﬂEﬂﬂ&@&hﬂn@es' nstall the patch only if
the results of verif first and second digital

a third hashey grsgngedd calqigte @ fird hala me‘ﬁferi en 124 ssoopd ey B i ty of the
wherein fsdid Sdcor@indbnatere eertficalio cdngdoneat §ia@ther #Bngel @SRABL said @bcynd digital signature

based onasalﬁ%hﬂgsﬁsﬂrbodl ment the patch client further
npri ses: first hasher arranged to calculate a
na furtflfrr regl%"’%hsa@uﬁﬁtlﬁﬁg@ﬂe B eHiPRICOFRETSRY, is BT arrangrddp erify said first digital
mgnaturé’llﬂselaeﬁ a afsrrang;ad rdc@ved @bl uhapaeh Seree o@dkr RS HAteR; Rased
said first ein said first. si
wherein sa1d s?_con% %nl;]re é/%n n;ﬁ%ﬁn ﬁ{}}lponenf 1ler1;[1rﬂ grr arrg?%ecé rt1oge(1i1fy,[ 58 Vscécro{l% (%gﬂal signature

based O%ﬂdrsflilaﬁlswmdl gital signature based on said second hash
Ina ﬁlrﬁlbﬂ‘@mbbéﬁm@ntfs&iﬁ tahe keyesaagh m&ertﬁﬁnggﬁﬁocﬁleglshﬁ r&he b8 public keys

a third,. hashe ran edto te. a
sccording B T RO i e Lo e e Bt oy ei
wherein s&d sbearddenstlesiogin étrtmrerrmpd tbisda:lt pairhong @frp@insewtld public keys according to a

second 1&&%&&% &L AYEail Qatc‘ﬁgér{/efr %g&l?clr s eaQaeh di gi t al
ghat ure based on said hash sum In a furth

In o rch R e e 8 i @ﬁa@dﬁe Gir o dﬁVCE‘@rﬁ%dﬁ% figst or second
digital sigmatiireif § hemyandiangecivedfrane saidpytcls &ver tﬁgeﬂrﬁﬂ:wﬂﬂls@d paddh identifies said first or
second cﬁéltglrg%kyc&rg rQBe%%l e@ a%uqu‘l‘& s?%:atjaés h sumreceived from said

pat ch server er wth sald patch; and wherein
ﬁm@é?@%’&?ﬁﬂd%ﬁ“@&‘aﬁt%ﬁr\?%ﬁrﬁscat| on conponent is
thlrdstofa@d‘ﬂﬁhﬁ{stcﬁihgaﬂ@%dkdyo verify said second di gi tal
nat ur e

a first dec t1061 com%cinenq axraé geg {0 ge{: q aIl Ier{cSt te!l] aa% om sess n L?yﬁ%chea({ :f:Irom sa1d &)atch server

togetherf“eth & ratoh vsing spid easier &gy t@@ht@ﬂ tfl‘# liasqomrsﬁﬁﬁbn keyieed/s accor d i ng
a second décr?pti%h Ecttpode@Yarrbiped foAtBpt $RGRLY bk Sakidip @Jcﬁlbtlon algorithm using

" rver koget her wth said patch; and wherein said

saic ran 083 BRI K&y selector is further arranged to select said -

In a furthereenbpdiment daid spsmdcﬂecp@bbn onpenest iadutherdiraged © decrge sadfirst and second
digital s#é'@aYurés @)‘; %’m lsai %ﬁﬂeﬁﬁ@ gecl%)b@cm a&@htgm Qﬁﬁg(‘sgid ﬁﬁ&o\ﬁ?s%ssfog Ee%‘ft her

sai further, enbodinent the patch
i o urfr e Py P ¢ SREAE T BFS rte@garnararsrréddmnaﬂns ofgpr information
stored inseid ithirg istagjgesadagk. f i r st or second digital signature if a
furtﬁiélJ g%‘iyorc]ﬁen%gﬂ said qgterrkggg in%{ Qntct gl%fﬂfaskogagp ﬁga%pdu?rgé M? f;roduchon process of the
Pat°h0h§’§cond di gi taI signature, respectively, as a dum’ry
Ina furtﬁér@ﬁ&tdﬂﬁdﬁt saldFird piibli6 kdyQiou FHADEidVRIIEd fubB IRALGE) £¢ inf\tinto said first and

urther co S tgérd st orage an oring a
second stora§% meanls( resgg3 {wegri run? é?%lllct%ongnge(s:so Onpo g'tchtcﬁl n|; ranged to

decr ypt an encrypted random sessi on key received from
sai d patch server together with said patch using said
master key to obtain the rarldom session key; and a
second decryption conponent arranged to decrypt said
pat ch by applying a synmetric decryption al gorithm
usi ng said random session key. In a further enbodi nment
sald second decryptlon conponent |s further arranged
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stored in said third storage neans. In a further
enbodi nent said naster key is input into said third
W(Siz(mr//ammreans during the production pr ocess OPCT/0182006/019941
Accordup E}%?u a(f‘i(l)(the? El%ect ar}ne%qo Yf 154&%.&%2@% ﬂ.{l hcﬁ t'c!v[dgé The patch is received

rou
togethermﬁtb @ firsf zﬁlfl@ SCHR 1g1§a1( signatyrg érogé@gph]seglﬁrd:fngggechtg g}% goatchpchent A first public

key groupQEdiRGE la \peka¥ity i iEsk pblié ks ﬁrsﬁfiﬂﬁ{ thOpatdircD&E 3% faft phidle keys having been
generatee %Y ﬁl} ds?i( ergntmr tlo o]atgo gFurthtr second gﬂb‘% Q%rhgrg)l%p&c%{dinﬁ a plurality of second

public keys dpsfoghd dn therh'céchryhmé ﬁhel ssconcbm@hc\#@w ham‘r%genvsﬁ%byw $iopdkey generation
platformAi¥ebredt HACHH elrsdlteg lgdr@datichl p%&a&ru Ofe Jfhe @it BubRAkéyh arl@hY &fthe second public
keys is s§1|§%981 %tFﬁ 91 J‘ secogg Ptﬁ)? ePl fgr%g% f—esl%ectlvg]lyslt glf'lslp %Ig%legy%en&lurg is verified using
the first s¢legred gubllip quh@dplm sedong dlglehilgnamlhes \ferlﬁ%itumpm@tb pagoridesglgeted public key. The

patch is rﬂl@féﬂ&lgn he %ﬁchgci%ﬁﬁ fofly @ﬂheb%suﬁs & vEx@f}rmg%ﬁ ﬁgﬁﬁﬁrsé&)h@cﬂgrial si natures indicate
orm ur er,., a seco C e roup 1 nclu
a“thenngltyﬁilddfl%rﬂ 9 thsfirss %‘gé?fandﬁ{?btﬁl S@Eﬁf‘g 3 eﬁpgct%‘;tlgr ed in the

In a furtjied brolfodiplentelipimetiot Birtbe comptisgsubl | ¢ keys havi ng been

calculatﬁgyﬁ‘éﬁfas%qu&}{as@d o%%ﬁ@?é{‘chka%x generation platform
ferent fromthe rst key generation platform One

Calculat’6$aieFfé‘dPﬁsPW?ﬁ‘EPSIOPEaW‘Ei}%”BﬂB“ one of the second public
whereink@yf$ing Saidsfrbiafidigickidnatordcotieisdsiverdyingsuill fretiipiel qpmithe daskiyh said second
hash sudf OUP, respectively. The first digital signature is

verified using the first sel ected public key, and the
In a furthes eghpgimsntghetragthod fugheiceprsissss verifi ed using the second
calculatﬁ@la&ﬁ&ﬁﬂhﬁﬂlmaéeﬁ oK@}&sec_Eﬁtﬁxaﬂ@hﬁh is installed in the

wherein, verl@flg said e"é”édc‘g%%%y%% mprngess %r{fﬁnggsgm:é e f 1tnl%1gnature based on said third

hash sug.t hent| city and |nt egr| ty of the first and second
InaﬁntgérgﬂnﬁdameﬁﬂmﬂéH%%errc&ﬁﬂﬁ&t ively. Ina further

nt the nethod further. conprises: calculating a
rece“’mfég?lgﬂl EES T SRS B 3SR e P YR nd cal cul ating a
whereinsedfigingl salvbfgbt digitahsigaateel copprizavediyingsgd fitvadigitabugmptumpfrgsedenrpaid first hash
sum; an{ €7 1 fying said first digital signature conprises
verifyi said first digital signature based on sai
wheremSV@J&félﬁg saﬁgsgwn% @ﬁ;{al Tlgpalarefcalpqrﬁ%‘:rve ?ﬂdnsé‘ﬁfld qlﬁgl Wtﬂra aased on said first
hash subur t her conprises: calculating a third hash sum based

Inafu.rfggm%gcjd eﬁ@tﬁ&ﬂ&oﬁ%&e&&ﬂﬂlmmer ein verifying said second

nature co ses verifying said second
receivingja qut lgy méw?rawm BePHa E@dﬂd&ﬁtorsf&’iﬂdsal@ Rtehopererdppebenith pai pateh;

whereirf géreatiag Eaic®6H Qfl bttt publR keRtchilisésWkIbdAsY saGiOdHP bf @RIublic keys according to
ng.a first hash sumfrom said patch server

*WMth said pat ch; wherein verifying said first
whereirgielgpting [said prprrdtseif @ecomspybiioskess papiifey atrgtingzspid on¢ plssaid second public keys
accordﬁ:@baﬁd%lacoﬁd]gspﬂidiéﬁtgr basgd on Sgl S fir S:: hash sum and

ve aid secon igital signature

Tnafu ?d§‘é°§t tb%?&f@%%@ﬁ?@?econd digital signature
receiviﬂgaslamknmndlsamr fromisgidpatdhagver ®prther With saidpatelt l@dr enbodi nent
disregmtdlﬁg tHd ?Jsﬂpd} v&lﬁ&é@{d i) gps%&oﬁ@&gltaf s?g(flgt\n)é llﬂgld @utfuiﬁ ﬁghczlfcﬁ Ydentifies said first

i cator and a second key indicator fromsaid patch
or secondefiajielsizpae rHREP ORI 3 2 SUPE PARERT; wherei n sel ecting
In a furSierieib@ientrhe :Bahad flrihersbmjzisl | ¢ keys conprises sel ecting

IGCCIVII%%L gnc%gtg rOfdofc’naslesglolp lye&kf]rm% szﬁcﬁy Th ?erve?{ogethegmjiho al%%!ltgl first

erel e of said
StomgS@éS@ﬁHeygtu%idmetch(@?@ conprises selecting said one of

decryptﬁfg\ ¥ei) e%@r?;ﬂé’@ﬂaﬂ&&h késﬁodq@yﬁsu@@g&ﬁlmemymb&aﬂ 1SRI6A Béim&ﬁi)éy, and

In a furt er nbod t.he odfur
decyoReg LR &Y op B P OIS er T A A B s PS5
Inaﬁlr@lsremdlmemgbetmahod\mﬂhhrosmrdespatch and di sregardi ng the

result of verifying said first or second digital
signature if said dunmy indicator identifies said
first

said ﬁrs% geé in d}c]:at
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or second digital signature, respectively, as a dummy
signature. In a further enbodi nent the nethod further
W@ o9poddes: recei ving an encrypted random sessPORUR®Y6/019941
! Yl OGP 1

ceersping QI A8 s RERE HAF Nk COPRR Iy Ul BBl AT gt i ssid
random@ﬁioak@’ncrypt ed random session key using said nmaster
In a furl@)embaiifdat Abrihg tshie nraaadaymsemspaam chkey compids Etexiig)spitl infigfer key hidden
among o't‘:b? ]Qfo&la{% Qtoge)i m%QIE dh”a%en% symmetric decryption

m u random session key. In a further
maﬁ“@hﬁ@@ﬂ@ﬁﬁ%@ﬁ@%ﬂﬁb@@m@ﬁ her conprises: decrypting

inputtingSsaid 6hatdr &t intd el p%@ﬁ ol Gkl theldrodBd oAbk S sakpa@P Bl NY

[ tian algorithmusing said random
Inafun}éereesngm%}r{f Iﬁlemetﬁ fgl'h}%ér%mer “enmbodi nent storing said

inputtingnsgigltfisgt Plib@“j/qu grogp pd spid seshndaiublisrkey growppntp saadpageh glidnhdpriggihe production
process SRS Sich k@Yt hi dden anong ot her information stored in
said patch client. In a further enbodi nent the nethod
further conprises: inputting said nmaster key into said
BRIEF DESCRIPTIONOF THEMRAVINGS pr oducti on process of said
The acccglﬂ')taﬁghg Qﬂa’wﬁlgst are ﬁl&r@raftédrutt@% f&ﬂ’%&’r& mtspetcﬁgaugl?ﬁ)pﬁg purpose of explaining

further conprises: inputting said first pub
the pringiples gphefernea; Bheéiéa&‘j%ﬂ AR B[ "t‘? oRgstreq F%H‘Bm}gﬁ}tedm@’éﬂoa topfﬁ‘{ycf]I‘P illustrated
and desc@ibédeRimpthy bf oy thehevepﬁcmcbmcbd 10dde pidas@SRurthdr fituked afaloddedatages will become
C
o gL BRI L R R PR
drawings Jh¢reipsf t he specification for the purpose of
FIG. 1 @xuwza Hlﬁlgraﬂlgdebiaﬁlgﬂl[el caﬁpdﬂbxﬁssof@taat&hh@stdnfwmga@an ehiBEdiment;
FIG. 21 1s a b?Wi( ?xg ram% lgstrgtﬁt sécoeﬁpelrrfa?aggl% [ P ccoa(?mﬁo an Geén;océc?ng ntt €
FIG. 3 1@@?}9 ﬁle%ar@ﬂluwmgmhtéw kweamge@mt ecaerdibgto nda@J@Oémldntu sed.

FIG. 4 lfm&dwga&@a&w@gspa@ﬁ@maﬂmmaamg\m dnlemb&GNXR appar ent
icular descrlptlon of

nor e par
FIG. 5 ﬂ{hﬁ%ateis %tFﬁsl t"rflagﬂaggfl F‘i"?fg’flg e g'g‘? h‘mf’ﬂe acconpanyi ng
FIG. 6 ish fiomi dingesm shotvenzerivate el @lectionjageogling oo kmbtidanggnam depi ct i ng
FIG. 7 i mwﬂﬁw&gil%%ﬁ%k&ﬁﬁ%&hﬁﬁo% 6Rdoding to an

nbodi ment is. a diagrami |l ustrating
FIG. 8 dg%@ﬁtgfesﬂlgg;eqﬁﬁﬁ%gmwpnog@&c&dag PG E8PdPBrbodi nent ; FI G
FIG. 9 i$a flosv diaglamoitktratingit)s @¢ps bf d hagitcha dcorgdify 1 hnoﬂleﬂeﬁijtodlment
FIG. IO?E% gﬂ&% sH3G F@ﬁaﬂlge ctré?mapacc% ch ﬁ?&lﬂer exElJoEl‘meﬁ‘t I's a

I agram | ustrati ng transm ssi on aCCOFdI ng
FIG. 11f1¥98tr&ﬁs Téﬁf?é’@?%ﬁf’ anﬂic@lo@ aicqordaﬂgﬂcrealte@éodmét steps of a

FIG. 12 hk&fbtbcledﬂ@lrdﬂa 1&@&3@ £h8 Gorlfi@urafon eﬂm@yiinarwf& acc&ldﬁg tofihel efib&liment;
FIG. 13 Eslcz)a.%gc;ﬁlg&m H&s%]in‘é‘%ﬁ ?@@é}ﬁ’e‘?} to? a pa?«%ﬂ blsoek %gotr er emlb ncgment

FIG. 14 jis| 2| bips élmrmplgting A &pngmssion egk ﬁQﬁPFdlaE@@P @nﬂh@glmm an
FIG. 15 MIR@aABRh illufdafimg a%atamam&ﬁanqﬁ&sss aoia&dlﬁg 8 ralserﬁzfodﬂ&%
a

t1on. accordi
FIG. 16 AP AR TP AT G R &P BBG B %Eh cha n
FIG. 17 scadlowdiagrgm ti@noamtntgéhe ségmvigard iveriSipetipn eba@lingltQ ar @nbadifbw

FIG. 18 aa}gcvmé&; qmta&lgsdagﬂggtaraﬁo&e&?d;ﬂg‘%@an%&%ﬁ*ddﬂ&n& o the
ot her enhodi nent; 11 | ustrates the conposition

FIG. 19 8?15%#%%}? ewaweaerkﬁcattoaa?caﬁdw@ s SpdEtent ;. FIG 12
FIG. 20 iiss: flawldlagrerdk illstagreamordwlise patehaledrypgion deerdigid ihe othé@ binbidineht. a
key indicator according to the enbodinent; FIG 13 is
a block diagramillustrating the arrangemsnt of a
DETAI{SE’PPWW@V&&Q@WWW@NN her enmbodi ment; FIG 14
The illubtGtia chb&kent ioB @ piRetapietion REI fwibe aessme&; Srit@féfeiﬂn&&k the figure drawings.
oo sof it boC AR bt bt e B ot B BB P s
system. dhe W’Pb'é}mqﬁ@efmy gugrpnte thagthiss pafches W@m@@lﬁémelnlam!ﬂsi Ealtm&tpgce malicious
public key selection according to an enbodi nent; FIG
17 is a flow di agram denonsttating the signature
verification according to an enbodi nent;




10

15

20

25

30

35

40

FIG 18 is a flow diagramillustrating patch
installation according to another enbodinent; FIG 19
WO bdoasosiag es the signature verification accor dPeUS®06/019941

patches ctnﬁf b E&@ﬁ) @%%MOrm F ﬁa %Qo l0§ pc@sﬂtlg A &hi@%@é@ secun}::y holes in the

ustratlng recor vvlse pa ecryption accordin
software prjgs ths prghes Brpprelrshafyele s feEEBICGEBQ%@fﬂn@@WﬂWa‘wh client against
the negatik B bfE¢h Btveariod. | ust rati ve enbodi nents of the present

In Figure fl c\églptgnergpoprLt!:h s@&%&@orﬂ? G Ell!l %%Pﬂeﬁt Igre s]?ofwgr %Qc% sgrgertlms connected

raw n ware o .
toa pluraaw & pEdudienss b‘g dremeddsrthegratch plipats FEh Ff‘é‘ént)‘r’éﬂi‘teé équﬁfétue%é i'e., patches.
The patcl E1RAK @iy Ib@&@ﬁidtﬁx@e SHEL N sysTelitﬁ abod tapaks oNRydigitahanitafien devices.
They ma%t/ Ee oglthegtgé % ei pa (?I gel‘jf\ga?l 1 gg{lw%ﬂ&%&e %Qr%lecltlge)% rt;% nbsl{arrlceswueless or
wired congectinsr Fhe ptgh sprpigy 180 may bb e cm@i dy|distripiestcomprdsr %@We red

According %ctwdefmeMbe@méﬂa tﬁel@@tcmfvtemo SicRdles ﬁﬂbek%eﬁ&&l@@ﬁ&forms 110, 120, 130.

th t.. Th .
oo iBE T RE 21,  PRL PPN B S S TR UG AP D SRR and bl

Generallypf piatfodm @@@ﬁ@rspms sort] qf frimgwerl elther g hgpbreeendr sofpfareaorputhe ihich allows
software &,Véhefﬁeq&;cgern&mmg ptaeorag 1mgﬂllmesﬁ th@g;r@seﬁ fegmﬂne%t RA%&BI on different

ver 100 i s connected ural it atc
spplicatica i T G P i< PHE: Eéﬁl&hmaa el Ehepttff trapdoors
implememte@] @Atoebeys ghérwag alevigsalneanborimenty wWhat GG, (Hehievagatechily Modules) are
acceptabl lal &@toay BRY, ﬂhé%sé &rdlﬂfepeil SRGE. SPEAded f&x&t@ggeneﬁ&rnmaﬂowever be
conputers or nedi a/ conmuni cation devi ces ey may be
dispensallynnect ed to the patch server 100 through any kind of
According ti thadalbedifai fiedis B gedefion pbANe gitkelaied M8 Stordd keyd Wighdhe help of some

nShield Ig% n(fa’(ﬁ i{g?nthe I!(‘:&d%#’ %%e%ﬁ(gn rﬁ%&f&%ﬁ% gzrdgrﬁéé/ gé%?eéaq? %n%r[gé'l Le%rg ulg)c%r Knoppix

ute

Linux. “@ﬁw&@m (Ratl4‘?@ Araese Me@etwi/@ql% Kaoprinerpdessestiqrteess I@éy? hard disk. The
generateJ@REHA e GBrePdxttda Dy iBEncdpRd fodd Key ﬁ@mg-ﬁl’@e d@&oﬁ& f(é}}rg%raﬁ&fblatform 120

may be a%laevé%t&(%) @é lb ddst1% rlcgutﬁ %aslf% éh?—%,?g%gf g]e split s%_% é I%]IS r£a¥yp8chy two different
persons, preafifrdirerothde @omlotiemvmkms ovse. of third hqmmrakon 1é4tiiohwe {30joppy handle keys

by Open$taS tEWBERTPhut %@Ja‘&@iﬁw@(@eé@%'ﬁnhaﬁ@& mu lsysRWor &gfetewaeen@h@gh security
run. The %%1 gener t|o pl at 30 of the

operating systeam, teragtisdy Prvpipar éf"é‘ dﬁ’égﬁa %‘ﬁ n%?‘%lfeé lg%“ﬁrla“"éﬁé e ons
To increz@tific Fedisbdligpoipreaentingtby/iedherg wE@thate Reypaecadt bheting (Kfs op@ator cards™) may be
used in ﬂSﬂEfdoEﬁepglﬁgﬂ rplcurtlé/s I}Mytdg ﬂcﬁﬁ&eﬁtﬂl s(i)gnIn g)l Q0 Hem%r&gﬁ%mong two

I nto eneratlng devi ces. nents where
administiefogsof) %ﬁ‘fl’é °@é’8@tsﬁ7°f?\ﬁ§6‘ﬁlﬁé%¥ey§?‘é’mﬁ?9@é%f?’§b‘| & as the only
The patch &&®@m of the pxld@ﬁt ebodithehf wne pltchsObithwaintileaidatirasrudma v yifigubsets of secret

keys gen%gtgd léngly 03 E}a%é geé/ r%&%ﬁorhﬂ%ﬁ?iﬂo bl%O q?& B0 §o§1@£ Sadin pubhc keys may

key genera
also be gpezatefd iy ﬁheic@oge@@ﬁ@v gedsmy HY. é%oolri‘ésreq@@ysehv\ﬂn@ FRPRiHeo He lprfch clients 140

during theif prS&i:fdﬁbnnﬁlé |p@dhd kdySihyohenbEhtplB@# the pieh SieGOMIAM inke@)iblic key matrix 150.

Before b%ﬁ%]t? ! sa L #% dq% Flf( petchﬁ:'[wnts]]%@ rpﬁ'«: es %gﬁe%%ﬁp(%g%%cg&égé a random session
key. Thevadom yepsiarkeyin ummwexnmmﬂd%smmeg npgertkeawiash meay be cdyaragly used for
all patch @ik 140 RBo BERE! BhLEE. i&%)é&r%bfn 1@? @tores T%Bﬁ*{;ﬁ@{rxheymdr&sed speed and

encry t'ed form Ke handl in the secon

simpiit s AEpT<b P BIoACH & Szwsniryg%@c’%aﬁ?%@dag@yst Bgealppyses of the
encrypticuChifjotithdnpayae lirorged Tbse phakases may bblmrdsplol ekpleibit dnadttadkér since smaller

i ! oiBGed YREM e R 1S LB P REK SO F50 af kLol ey h
portions B}J’ﬁ ;i , te(; unl 5%6 pri vate keegs ¥ or 3%% rl%g%% hird ec key Foy the pate
servet 10@ener ation platform 130 may handl e keys by OQpenSSL
In the pafcﬁ Alchint 1140, KBEK. 1&6311160&[&3?6&' staedSHChitidbd &)rxﬁﬁﬁ doﬂ‘edtsécyse&ﬂba’nﬂﬁﬁ end, hardware
and softwarrJe nlilg(agures)ﬁl g ({ogﬁ)mg'(f) T exa §16V9 2?%;’[ ke ngag/ be guﬂlflr | 5&511 Lﬂi}glugive OR) gating

ern tocar ds” co

from seygmb élZBHyt ROﬁ@n% figeret| splittipe)g Ehretiain m@imbepﬁca tefed oprr 1iBprogrgn and hard to find.
increase the reliability of preventing the |eaking of
private keys, secret sharing ("k of n operator cards")
may be used in nShield. |Independent parties may be
i ncluded in the signing process and keys may be split
anong two adm ni strators or groups of admi nistrators
of the first key generat| on pI atform 110 The patch

Y a1 e
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key. The random session key in turn may be encrypted
using a secret naster key which may be commonly used
wo ero7abdt4pat ch clients 140, also referred to aRCT/H820k€§19941

Further, iy Gsrexpﬁuhcgﬁn Bcﬁﬂterg tﬁiﬂ@m &yﬁgﬁcaﬂ;‘ 53§1gﬁ£ﬁ361af%fa9y 1:0 ?;uljat%g rd S egd by macros at

Sp eed and I’I’glal cit respect to prio
several vgry J ifisivg! P 13 g PREGH 2y PROVIATE OB HeTREATR é&amaﬁfwgwgmeemg, as well as
disablingneak bixisheserO SudhBecrdd ity P inhyobt vaddgiatidgte Ay iy in R &vay that practically nobody

mowsmbﬂé‘yfo% Gfogra 1555 eaﬁgmgﬁi%ﬁ&%orgﬁ harder to exploit

at't since snm rtlons of the pl ai ntext
Both theerrﬂéw &RCTSEE 89 apfl s keneroptive k%'egﬁo iy be REggekiap theagichngljent 140 by the

vendor bbiGre&KeG’E@ébtlﬁe?@thh%t A0 it Etﬂﬂ tﬁatuﬁdﬁ ’&@EM&EDOQ(Q& sedrbt k%ﬁ@nay remain at the
st or ed

vendor uﬁ (é:? é)lac?sl ES 151 ]J;hé I%Qeﬁeﬁc?rrgngé; ee t, é)ughcg ))'s a.1¥ et- a %mgﬁ af tLe private keys is not
possible andldmmatm dhuspthe piivets keye alsnlveélsidmy thp eat@@nw Aed. For
Each pat€XoRERR | 4, mas nl:ﬂlae Dhdn-rkB¥hbIaBin e tibled 2 %h@n%%nﬂe%eQ§t ¥&eived patch

romseveral 12 b|t secret
ooy s e MR ey o< pa Pt Bout S fiagicd To
this end, heghatptaglignts &#Ofnpay dorFastapdeeheck ¢ Hme siae redeivbditagetieowithpopath @gagst a radio-
received til@t are dynami cal ly assigned via crazy conputation
one,. e.g., b cros at, several very different places

Bach Patghm%msb‘%% SR 7 P BT el T B AEF TS o el aber and size of
patch recorly nysie liarigd heeftivirg, Tha gatah@échrdfigiaythios Bdctivagd dsSlampeas e patching is done.
ThereforgI %%9 o9& 'B§nece§ya?}hto %Sﬁﬂ'u%tche%ﬁhlhg cgf stﬂ@e 1rQ§rd§J sed during

encryption ina practical ly nobody knows the
Accordingdg, the pigjeyt eaﬂba@a@'ﬁ afW‘Flbel}?eV R Pgreadrier steaie Hig ippiehes. Each patch may contain
three sighaBAgROdael dignyture Beihdbasddon phditel; Gutloey griomt ot ifotr, kD @illea AesbARd in more detail

elo § t ] | ugged into the patch
bl‘NTﬁ$%d§$g%§%1%%qiﬁgxeéﬁgFﬁm%:$org the respective patch
Figure 2 ghqwg g et Pﬁmfua@ keys|280-2% eqnerpisd and Mmeced by fhe Speinuivergl08 e first private key

group 26K &Mﬁmﬂﬁlé f(ﬁt@ﬂﬂﬂdafé kaﬂ}}s 20@@15\@@1@&619 al s&o&ﬁﬁk’a{t@keﬁ? |g@9;9§70 nﬁ?mblﬁ’de four other
odl i xed

private keyﬁ%Z(P £3%S taﬁhelr ﬁ)lnva\.;% eg gi‘(ogg/ 28% rgalilfﬁgxttaubgg%@ﬁl?eépnvag I]ﬂs%? 2%0—255 The first,
second antbtb@blawt@ key £Tups2601 378, 280 muselteaeremied amfehandied biithe diesh sicpnd and third key

generatlcﬁll'}‘)ﬁtf&ﬁlts gh, 38, YR, redRBkivel Fmorﬁﬁét @)bﬂnt‘élﬁgctﬁﬁlge?% ﬁ'lg gﬂga@fmvate key groups 260,
e counter

non-resettab
Zﬂ)zag%ﬁhgﬁgggﬁﬂﬁﬂ%L’%% the last received patch to avoid
In the key gqubratjon platferak $10, T2 ESOrmMsahaly drwskdo pprvey tegdal exgaoﬂbrdﬁ‘@nvate keys 200-
Aléﬁﬁ %n@émﬁ g
255. Alt 1&3@9 eﬁ eig] (%Md ?)ie%éri]k{i i OﬁJu%peP@ %QH e!i %gicthg%lgorowde the

hi s "'end St ance C
advamaga of eree %‘Fa&ﬁﬁs W%l’caé |ﬁ%}]etﬂ‘Stt Bgddifrer g alawﬁgﬁ cerirol e &y generation and
recoverifgal@ysOwitoat regitini | af@her BBV dRRE. Clhhe ﬁ&:ysslrfgﬁtk e e Rechill BBL20®E55 may be

splitted méﬁg&n-cgoﬁ) détgl% Zgr Egsf ge t }'grfantmI Ssselgrrgt;s %'gg ? % %pgl\'/a}%)f canlg in the case

of HSMs} st ikétped. The pat ch records may not be activated as

The corrbsPE@in@ Sutllibl Reyld oG BE Bifred & tRIORARN cHRLT40f QR mdttx 1¥B¥hRAtin RB6re detail in
necessary to conpute checksuns of single pat ch

records. According to the present enbodi nent, twelve

A first pyblig/kep giioprs 364 may erméach Huyputdic kays 3§-30 heonpmbmeling to thdgaivite keat 200-215 of the

first pnvﬁ@ﬁeyg%f) ak0) rersﬁ%@@lys’flg rﬁ?s'é Hfbﬁos'key %ﬁ)ﬁ 3@)'5%?@15%2)@% ieﬂ%d by the first key

t
senraie g 10 A i lswaPh 5B GAu PR TG Pyfege bl ey grov 370,
which mggyr iamechepd genérgted byl thsderant @) gemprabibrgplstfesm 220aundl indut it @&l pach2lient 140 by
the vend§zh 91‘!1\@ maucﬁeeft)ur%blﬂzrﬁeysaiﬁ S@X&reg;ggdlggst% t&%@g’cgk‘%’g fﬁg ls(econd private key

mana by the patch server
srouy 27§ s B A KGR &5 Ty ot of BBy i Bsrsporting o the fo
private k&ts 120-Z56 |of the &hir8 a@Rep gﬂoupaztxe The $hirg Pl kegl7gEbuHB8O me@'(hlntédﬁen generated

by the thﬁ(?l%gl 56%%1"%&0&15%&%1%1%88 al.lfdes ored T c? theﬁp%%? che{]tﬁMé‘ before seﬂ r lvate

roup nmay contai n priva keys
240 255. The first, second and third prlvate key
groups 260, 270, 280 may be generated and handl ed by
the first, second and third%ey generation platforns
110, 120, 130, respectively. According to an
enbodi ment, the three private key groups 260, 270, 280
may have different trust levels. In the key generation
platforns 110 120 130 HSNB nay be used to prevent

L, o, o s NN N ~ - -

Figure 3.
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The correspondi ng public keys may be stored in the
patch client 140, in the matrix 150 shown in nore
wa@ledoaiobsism Figure 3. A first public key group BEDUSHY6/019941
The pnv&%g/saioti] 2§% P g&lﬂjatgd ﬁecl)ét%nd’i%?c?’fo&t ¢l &%&&H@'f&%& l%cl!up Gnd disaster

rlvate eyS I rst prlvae
recoveryz@efhenr%%l&@@me%wmam?é b¢ flpgdens gh PRvCeREY pgfmﬁlarp e@oﬁ@gms applying
RSA enchai@, thepnligenestaetimipybetthsildiidir&tly kayhog@netahidats (ie., the product p*q

of secrethnﬁl%{% %J%u%lép (ﬁxgnt ﬂ@%ﬁgnﬁtﬁ}'és m£ % %Qr?e'i'al%ela 1& H(@ggl (%é%c Key Cryptography

|on A second
Standard, i) éqmﬁagﬁpm%bb@éﬁ g@ﬁ@?‘%{‘t{%@n‘b?smh@@@@ ﬁﬁ WR]é)?S by OpenSSL which
cmmmmgem&HaMmeﬂmplatforn1120 and |nput into the patch
In an eu%gadm 148‘%1?:?5(5 thE)O %1 91%{ {BEX bits or@aﬁgw fvegr;; A bl%ziglbodlmeth other key
lengths sy bp . et sxamme, 3 é%rblgR%pr QSFO(DlsﬁlalrfagnhWre Adgorifhiny Heyp uloy beused to save

storage 6@ Yon@idd Pimd 8@51M6Q%§1h§ tin &fntrzfspt'd theRHRI lte9 16 us palﬂg ‘k%é 300-355 may

not be hi %n Pﬁﬁ‘gt?‘n gaéc{ﬁ%h?gs)}ﬂg ?‘8 cynigég {hle %’%%gtteﬁwlggdgm 81 %%% 16t0 is a master key

for all pagph oligpts 38 ndrbag a halcegtbefelﬁ8 bisniér expmple,ithe HHKekes' MOrmIaylbey 128-bit AES key.

Alternatlge@)n 811 8430 Rwopbiatef; OF ﬁGeb%Q\E@rigy Stay BiferisDlafle k@%d@'% Gla for the KEK key
client 140 before selling it.The private keys 200-

160. may be generated in a standardized format. This nay

It is to bp n@ed thke thk ose df exelvo &ekpairs &omn digittigSibespaehes i@y edpycifiddtfidhe (Alternatively,

less or Iﬁcp@ k%%yougﬁ&ﬁfd%le%b}'@y(ﬂ@ %Etgﬁ’ gsr\gle %r}ge%%qhﬁﬁg Q%X or more key generation

curity provid ments appl
plaformg Ff‘él?es’rtﬁﬁlﬁf)o"\‘}d SRRV kR St cgman P BeriRagpEgte keysthan four
Further, thie I‘aﬁﬁlgdn)éntaﬁ kéys reatheris hasi baenmhds!dxl 8 ﬂ]ﬂ.litr.aﬁ)n pufpbé%s aﬂy) disibus other forms

could bteseg f(g stox%%ctﬁe tﬁblggzraIJmlegr%)a e%;{qe e<i1 ca K oneg\t/abel ke% gr}% eps 260, 270, 280 may

be storectan bqnélgq' sawlygﬁsyag a)altkgeeﬁqg gepg;ttmplatﬁgrgwg,r]ﬁ@d?:%y o@g;qny reasons, even
the mdw@fu}l pﬁ@%s aeuch sBSARER drivié ﬂfylgﬁﬁp m M@ 2k0 @a%/ b@)ﬁm@@ &Ba&%&y

Refernn;{ HOW t ge{%t § Slévwbz‘ f.g(glﬁ ra’riﬁzoi tg Ifa§°h 581?{8 fOO acgordmg to a first
embodinpie) é»p despmbecbtlh érs eriivdiontoie satchoctlihlesr 140ewill |be rabie His varifly the signatures

prowdedtlﬁ)m%%gtch &0k 1@6%Me€mtl5tﬁgpa%ﬁﬂe%%1&rtheg% g@hgl tal

ture_ Al used to save stora )
Figur 4 i B sttt o 85“9? eé’F‘t"%%gB’ﬁraltoé PSRRI o ot B tep AL} o osh s
may be pexdortnbrie TiKEKshickyn 406 Ghay inbledeffolld btbrs, ak eysn amigu&% may n ot be
First, a lﬁé@ﬁja@lpsuw L} maﬁbé cgﬁ:ulgt@ri G}hhagﬁﬂ}getgé 1§atci|1 %:pstep’%qé: (?.\gntfyo ash sum H;

present enbodi nent
may be Galspiaig] 1y fgskign CTHPEREE (G0 Lt ettt s iyt Wkeving fe value 0 in
step 520 lgthdrsby, ‘0 nestix actipdt@dation s GEK thk Byte 4 Bi0vanmy). MBenan &dF3B)iatsecond hash sum

H, may %Ecgl égtgd %élé&%é QQgﬁcthiaXc)n (?Ihg‘¥§ op ’r!h% ﬁ%{l ash:(s%p:l I—k cXIctbated in ste Op 520 with a

byte ‘1" hayjog fh galyepKFig altBle)i haﬁft sujndls gmgy b@ah@i@t@bbwhh@tngtah@cwetmf(ﬂzl ’2°) of
the secorddWedh\é@n hzelysumag fr&m ﬁg{szs bvgmm@e b h@v@ail&mgz (s&p @Ani)y a

It is to bge %d éhag z%)clcJ r r‘% o%e n]brreser?t c{l%eg 6%@1 é’ﬁt‘ﬂé glpl\l}%e?%iﬁcﬁgtn%tgrﬁs which will be
caloulategd m:ﬂtem &42igeelbele®), basedrmptiee tkreeyhagiesnm Hi, Homd pls.dh bberrrmbodiments, the patches
may inchi@SPBE Gt h¥R!s)hat@Od EAEH RbRlheats Phd NAT Bralt€)00 Gaf ld&oﬁiglgﬂyq)e shorter or
i contain |l ess or nore publlc/prlvate keys than four.

9P Further, the arrangenent of keys in a matrix has been

Returning roRigme 4 orivatd Reyrsthayatowdna sgittted dseg 400 koy credip ithe Wignadirkydt step 420. The
md1v1du£1 thﬂl%f tﬁ@ffﬂvge Qs? séiecbﬁgl 4‘ 19 Ecc%ﬁé {o% eL]D&hn%H é 1ﬁus§‘£{gd R Hf%rg% e

pecifically, hrée priva
A first Plzvfé kem PRerjeopd it e @at %{wefe FFé(ﬁH’Plé%ﬁOé%%?Fﬁﬁg‘% gb@y q§popgjprivate key may
be selectbd@it bffiie@&okiBYiveERS fedlnp mh@ !;tépt%@ lSHﬁlarl;ﬁ, @ third 89vate]kﬁﬂmayﬁﬁrchosen out of
. I r ven the individual private keys
ﬂmﬂmﬂ%ﬁ%%ﬁgg%% §§§gﬁgpr?vate key group 260, 270, 280 nay be
stored separately. Referring nowto Figures 4 to 8,
11, 12, and 14, the operation of the patch server 100
according to a first enbodi Hent will be described. In
this enbodi nent, the patch clients 140 will be able to
verify the signatures provided fromthe patch server
100 together with the patch after reading the entire
pat ch. Flgure 4 shoms the overaII operatlon of the

T A NN o N a o Y .



10

15

20

25

30

35

40

byte T having the value 1. Finally, a third hash sum
H3 may be cal cul ated by hashing a concatenation (H2 |
WO 200y/0ef14¢ he second hash sum H2 resul ting fronPGr/ER88019941

Itis to beVM.n&egst(%d Qﬁtttﬁe shc?wn sgcﬁlgﬂcggf s¥e9?na¥l?eleﬁ' gnogen @0? Elﬁ&aécﬁlg%\goéeg onhyS Of course, the

be noted that accordi n(tg present
private k@lg é;ﬁllcb%ﬁ S(?HCt?dl’fE ERYfther ?rﬁ?re%l egqaaw‘lyt Eﬂn@é)r alhofdhe RRvate kayd couid be selected

before patfainginy ¢ Badh chainsih epp 4R0F(rhee nbrelbodhentsbatrc: dffordnh eunibar &erivate key
groups 2&)""2?86 alsé% !ﬁ'& pn‘)_\% k%nég e!:_tﬁ)n 4l(f]m%I J@%du?ggplggl!lcfg? st & mogq%lectmg steps than

pat ches na ess or rnore signatures.
memme@ﬁﬁé@?ﬁ@ﬁ%@m“ﬂﬁ%mﬁésh chai n 400 nay accordingly be
Following the piivfe 1OY seletiog @10, thide tigitdl siBghtirdd D keIDiny Be ge@érhtycﬂ;h StefK €Y Swhich may
now ele ted i or cr atl
later be Jgﬁé/d to a ra§§ tOI sect to a E?ga é].?.ﬁpl‘lé- %oa \}owdn&aa[u 1%t1c1Ft))g d flr?t%gﬁléy checking. The
meehﬁﬁﬂv@@@4Wevm@@F%@@$éﬁmuaﬁ%aéEord|ng to the enbodi nent

In step 780, @ fird: Hididl Eigdafel rinaE'bg Udl&laed b@\sifgiuﬁgsﬁle Bisi g sﬁm"ﬁ%)ﬁaﬁﬂ&ed in step 520

using the*%?st ang% E:ye s(%.]ﬁctgdqrrlnstg h@% 6[:1%18% thR/Jgt . ch@9§ %ﬂ% Etgrg &é Elfisglaa calculated by
signing the jgecqyfl h@ﬂheu@,élama@ltlr;grfrqnaﬁ@ 306 yisigg the pecid(private ktyeple®@(rom the second

private ke3) éir(‘)dp and M,ste§6§0m1£aﬂi; RE &t3356 2 KGN digRal s@rﬁteugl%ﬁﬁp b@&ﬁcul@{ed by signing the

rj vate .280 in st
i sy 36 K s it R o 7 SRR R € (e i T, the presns
embodimogemployseeduré @iples Habed ot or@tkeyoaf epbkipdses only. O cour se,

Therebytslik@nng rth ﬁa{s@ smyﬁl t%q-ﬂl %sﬁ@twﬁﬁl ﬁ%L ﬁlgluéle Gl Elhgﬂ'eraﬁg d%ﬁowed by an

Alternati veI , _sonme or al | vate cou
encryptic o GETE PS8 B 0 éwlasfeﬁflﬁ@n& Lrer L e FPslrﬁpqchvesselec&d private key.
AlternatMe(D;O the Rightl RighaturdsrD, @dmpﬁammhﬁulwiﬂj’yalx@lﬁnérﬁqﬁﬁg Bit deBshRE khe respective
hash sumk 1 t§ ﬁe?ég%:ttﬁel, Jgﬁg %88%%%30 Vgtg Q??,a {D %}xe&ﬁngl%id gélh]?mp [elm\ell%tlt%% }s éJ.SCd for the
key genega.@q)néé%tﬁow 1§t te 6%0 pthra gqrﬁlgnstwégusg @p@eaewh%@ta%meﬁ Ipy to Ds.
Again, thEha@ticfu&r Eequdne! df &Ws B wh REFigRd VB Bnlk ﬁMsh&@s}e%ﬁdrdc@P Inftdefbr embodlments the

digital 51§1%a es}l)gécgbmay Ii cgeagl Ei ufllg:%%zr EBII g}ge& éa L gla ¥t8ps of e?sfgﬁe?t%r% crﬁaélon 420 may be
mteﬂeavgiewﬁh steps eof Hhet hakh @hmelﬁ@ aldf@ theoprivate |kexvbalrgtiamutlRelrr iegdntple, step 710 of
calculatn%rlﬂ: ﬁrﬁtd%gzﬂ |s1%ﬂﬁn§é'l§51chlfa|y @'Ferfgﬁl?edﬁrééo‘ﬁ§§ e fﬁ@%as‘ﬁ%hlﬁ ﬁ%h@ Reeft L8culated (step

520) andftﬁ? r%ft p&vaéei ]feé :l‘{osgoeedlrfglfv%erdéstﬁ 618)63 H%Céllcglg{croe ?%Tfélas ssgpnd d1g1ta1 signature D,
may be bgjugiriiforgart! ve: shiiluswayhésther shinantodigadtcutlemtneek dr fesssdigpl siA@ures are added
to the patdi® 'ﬂféglgﬁemﬁe Jréa[1§1t429 505})/ ﬁ&f?mﬁ%%y 1n§h§ie %l:e%g 1e§s|3a1§}1a%9n s@el) Then

In st ep , a second gm Sl nat ure t_g
After the s gp%lﬁfséue%’@d) ewregtp(blﬂ Ptﬁg4210 H @’é’e Sﬁﬁmﬁﬁ%lﬁ S@@ﬁo phethes enp of th ggnatures is
to be a dﬁmms@ﬁﬁ@e DR0g disinfyGsignhteres @ay0idw i sifally elqlkpmg cSﬁﬂarGﬁisﬁdar lost keys. For

instance, 1i,r iR g+ Ji)' @te%?g%cf@ {3%3(5) %%%/atte %eJ‘lﬁX be%lél Qelllg%eg I?hgt is 1.eopbe cE%prom)s/ed it may be

SI gn ure
determmffbmétap é%ﬂ that &y celveswa?ﬁ ﬁgﬂaé ﬁ@natum 1p i Heashmmy pigpague. For this purpose, the

patch ser€é&l100 in&)t ﬁ&ie inﬂ;mﬁé SPproprddis ﬂdﬁlh WEicH brand flivaidikds 2ooate hi(/@}éeen stolen or lost,
ie., are nor?rlrc))q)e )1/1868 any mor LI%E cgu%cp B«i done si‘dr msp cepbry(ei%agnrt]%%%%e}gnb?%rr%sg% g look up table.

signat'ure ‘basad
Thus, acfoirdieg, to ﬁ@@f@e@yembgqilgmt rigst ph@ol@dgyp @y hesafdly skippdd3lt may not be necessary to

mwmmﬂaggggggmMﬁly, may include anot her hash operation

| owed nc (or decryption ependi ng on
1t dumipp g 0 e 500 e 1 SRR S P P e i & dummy
step 440sleaptiety, gridvtertninakany30 Alhtther naignatet ¥, tobhe diigy ighature may be brought
forward ﬁéf&@ %Iel"sgg%g‘turg creEtQ)n %d @¥asp % sfgﬂét&tg llSa'&) eoq bé{l. r@nyture Ah? (c)orrespondmg

encry tl nﬁ ecr tl ng he respectlve Sh
signaturqgEgagniip { Fle 200 @% ﬁ]GPR?ﬁ ‘e pre dpmiy B e F@érg?ctwe signature.
In step 458 péayglinticht@ Mmaybé rkntdd NTHe e iatiiodidr Gy Isf,u‘em!i}&ﬂdchfl@j?s \i/d?ﬁseiéﬁéﬂ in step 410

from the %1?&1, 9%4 l%g erlépgtzgoo 5’;6528%) ]lgn eggg g[fllgg Fomémsmeo% of f!hglgey I5|1dlcf1tor 1%1\6% in Figure
12.

reating the I'ghatures
Agai n, the particul ar sequence of steps shown in
Figure 7 has only illustrative character. In other
enbodi ments, the digital siynatures DI to D3 nmay be
created in any other order or the steps of the
signature creation 420 nay be interleaved with steps
of the hash chain 400 and/or the private key sel ection
410. For exanple, step 710 of calculatlng the flrst

o S o "
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instance, if in one of steps 610 to 630 a private key
has been selected that is known to be conprom sed, it
worey7oesidet ermined in step 430 that the correspOnUBNg6/019941
Accordmg 't(gt!hé ﬁ-LseéclengMn? tﬂe §631 &dlg{%r % agyg{p%te e!r gaﬁ@et Wl Srst E?Q)rbltg H\E}Srepresent a

pose, th ch server ore ILn sone
first key eﬁlﬁ%ﬁﬂ elfrlagr WPWHF thfow prévais |1<Fx9 a?OeZ 1R &ftke Breypripatpskey group 260 has
been seldo@¥ @ dd@@Nhesfiret| d@fitalGlendt@6 D;. For. @ampld ifeheatue bDthdlesd Siestltwarbits is 3, this

may 1nd1£§1?er tgat th-gl{Hn% gQaltle! lg 9&) hqgtfégn se{)flgd 1h %lﬁi A9 %I?d 8@%& §£aske9t7ﬁi F[l%er}gxt two bits

rrespo ! 5ok up
may bullé R éegg}s}tke%%@ngr mdlqa@gtwh@]a orgrqf fhe fpukgy@te CT) 2%5)623§ g_f thg s}econd private

key group BT0fa€6ken delecto@igtcp @10) R &rehte he SeBad Wiglt4) sﬂ'gﬁ‘ﬁ@&@&lﬁﬁﬁ}] Similarly, the fifth and

sixth bits n?aglbg G&a }or £ ﬁ:d l«iy érlladlca‘wr P a(% 0 s;% wl'inc é)ae of e L{%pﬁjv%t% ﬁ%/s EAR)GZSS has been

tive ure crea
selected meﬁsp e0det gwetahnathﬁwglialrﬁlgmtepmm)n%l t er nat i veI y, the

In embodBEr@y WheR &lok0h 1:43Rivibiel I@ﬁ)ﬁps AreShedNAd 1&&9 ﬁndicﬁoﬂnﬁy B&oringly [ﬁBMde more or

less mdl&lg,h%g?t ur cagﬁsy 129@ %golp er, t{\eg%l\gf%[ l?e eb gntsglgemg?b%ﬁﬁfli‘ the private key

groups 260, A 268¢ elcludeh enopor s honidunmgivad @yatAswcedmghedmfm testhiepkey indicators

1210~ IZiO]nQaiy ﬂ%g Be loZg’éporrméﬁexb %s;ﬁ!ﬁivap %gaddﬁibrf &6 irlaWidds |kagmﬁcag>%% 1230 may be
& he respective signature. In step 450, key

ordered ¢t ﬁ?@%tor may be created. The key indicator nay

The keySipliaiof ynayfirthér skeyfs wivgliee a Siehey tigghtuirahas thbeqd WdiOanfl D4 tvhieh one of the

mgnatusz %rtﬁeedu%ly\éigﬁa%ng Q’X th% 9&" Br 1&%@9@ blg%gthe ge%QndchLGr sﬁm b@ﬁrX 12 represent a

nposi tion of indicator 1s shown in Fig

dummy Té‘c%&fc}é‘%od IAﬁ@rd(u}g tt) ﬁ)@ pﬁﬁseégg:iﬂﬂodlglﬁ%,&aq ﬁ@}xﬁy 1n<%1cﬁg>r &@9 spemﬁes that all three
signaturds MG kcCRY ¢ valli® sighhtuBes lifi the vahé e twy/ BitsUe0. ATVakie bf T, Stor B Wy indicate that the
first, secprld o?th,?@y %r{a 2 1%? %Qr\rele is af(f{l%%l% F’r}oéﬂl%engirte%%% elieV ‘](ﬁg gf’aq)ueigfdheélixgmy indicator
Cmﬂdﬁe@mﬁh@“ﬂﬁﬁéﬁﬂHﬁWVate key group 260 has been sel ect ed

In other EBbo@inRAL, ot 1R 1e§g tﬁaitthre& s@hauaés niSaly g@@sEdlfo elgDme pdtédl T}ﬁ)ﬁﬁﬁﬁ& Bdicator 1240
may meﬁﬁccogmallygbg ngf:r ogts ?rﬁlt ?rﬁt%vo abltﬁfl% etrem?(re ttha% If%: %%gtuﬁ Sy be a dummy
signatures & se@tee@oqunenﬁ tbpdug iy indivatorl3fl aycls he lsm@phaﬁr@o bifhe next

Once thd K\Q RidaRr H@)ﬁeéﬂ%&a@d a pﬁ@l? 818063 dfa@%e I ethiatio rs’ce;;L;1?6%0Accord1n to the present
the four private kKeys 220- 2%

0
em&mmﬁ?t?ﬁgméégﬁﬁg‘BF#%%??”W&VE§?3U§ 270 has been sel ected
As illustfagtl @pFiGRO) 1, the pgehdddck 1100 @ag g owith thk Gystidigitalsigganat U@ created in step 710,
followed(bgfttfeosegogg) h1g1ta$§1&a¥u?er lllyO anﬁ Iﬂl% tlI].tlddeglﬂal%%ﬁ{anﬁé i(1t36 g& L hRd ﬂ%&ﬂsbﬁo and 730,

used for a I ndi ca y whi

respectiiyel G vinh éhefséﬁﬂi‘t“fﬁsr l%%fc’el Ry migh g1 100 ¢top st B &t iicetor 1140
resultmgl frons §t@p456 JnAllQ rthegeard 1230 iRGF ikyebet danthifkddh Gie tpétbh 'ﬂbcgrl&u(u TRe particular
compos1t<&1 o%tfll%g)atZI;gg)lbclJ 1of Jﬁ?\gndftn%eg%ﬁl ‘Mhﬁ[ & bmc?gngtrugg as 150} f?ng C?I I}IIVaC ﬁmon. In other

are used dicator nmay acc
embOdeqE}@I pek 140 1payde arangi! ¥ adif&lfenk‘éﬁy i ndi cat ors

Fonowu;g&ieqmmzaeck aksefab1 €40, KElh BB pitAYnah B RRBAEH BRRD 870, TheHRCAACryption 470

th rivate ke 60 270 280 i ncl udes
accordmf”rts?)lO tge e tgrgbéd% SRS oM mrgﬁe\%g?ﬁn " Accordingly, the

In step §1P,ragrandpy s¢skipy @Yk@%b réferehil MWiOlle -a&@@ Synpmgiric tkipe mapke generated. The
session k@?ﬁ‘&aﬂ@ﬁ m;‘E‘BE kRlred bESPBGL JaME l)fypassl ﬁhré@&dbst fopﬁstaﬂcp gy shared secrets on

i.ndicators, 1210- na be ordered
opesongpafy o pL B AU dy R G EEP iy PR HE? ML P nrted during e

patch travbreibdivar pravedingyt isitgph &t generatadisreviasiy ané edred frdthe patehoserver 100. In such
embodn}MH{s Ctne QI%GQI: k&}]}gay%'e %@Jmlﬂ ﬁg' halrcﬁ;va}eh @mglﬁ% a‘E’éo éﬂrn? van-g% ways. For

I ndi Cc

mstance1 a8 ﬂplc@{ﬁ lWéu Lj_szalllyé'bfeélg%qﬁltby glalaflﬂer?ﬁl/e F ml ggngfagen fﬂpgzmsmbuted sources may serve
this purp@sﬁ‘e(;@lledﬂhitgoﬁody kvers ﬁll‘tﬁ&&ﬁﬂs IE)Wbl&ddeyTB biested, i@ aldidﬁ'fﬁyatmn can be reconstructed

if necesst;na/ %e%%aggeel a g)é g’é@'& gcnkg ﬁz?ye ‘gsehf?%den ]ﬁ eldet/sgr GS ESIZI;: Ign?clmotuv%tcjﬁ]servers 100 of
such empyjdiments gay)inclpdesaing hardgnetipd togecepstrart g gyminetic ket i cashibis losthe

first, second or third signature, respectively, is a

dummy signature. Alternativély, the values of the

dunmy i ndi cator could of course be assigned

differently. In other enbodinments, nore or |ess than

three signatures nay be used to sign the patch. The

dunny |nd|cator 1240 ey then accordlngly be Ionger or

s o
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respectively. Follow ng the signatures 1110 to 1130,
the patch bl ock 1100 may include the key indicator
wdaleho/oeasul ting fromstep 450. Finally, the parchuiDbeo19941
The randoln%&glgn lg?)ﬁapﬁe xﬁ&ﬂh @tle;ﬂ@@ td e %@t&kﬁﬁ%c g(ﬁ)kais%%glgd 1'[111-1!3 460. This may

art I cul ar conposi tion of t
be a°°°”ilfi’115119‘1'1 e BP enpraptiqe (Finafly, e f&%‘?fé ﬁ?sﬂ@dkeé?a)/ Povfneivpigd fnrfsp 830 using the
KEK key 160 &inbthe Bmbokiments, heps seorhadBmantts perfohﬁbd m%alhveb&e ofikr. 1100

During MC[EEB?C{) 43 gigg.léﬂ) a@ond%%qu%{g %adélxv?éﬁs h xg#an%gk{o%% plaintext for some

reasons) ey pqﬁnﬁ@ﬁeq ip tt§to§tput 4%baclq'ﬁ1@de|,(gﬁ3)e”ﬁlgs{ Pint qllgxﬁ thgpgtch to be decrypted later at
the patolEdtied 140 48 g stietin tﬁamufgr@@&mbeaeﬂe@ﬂy BRINEcodd®iss h@%tldn MnafTBE Fossible without
any probqiei%tl afnlaltI natn'/:el %n oc%mgnts tbhe 01p erpffzegg'aclﬁ aaocgas(‘aFl%) eesuss?do or s%reglni encryption
instead. "IEWFBrmie Eelag!@ﬁ@emlé@t anft|qgors &g srireaf ovepst 1@@@@ uquoﬂom when using
the OFBR&IE @ ro@ed)ltkﬂdpp%@ bl ddl Aty RGHhd tadRér HRAGSs2RB ERS ot RS dbRbyed block, and

digital Slﬁl&%lreﬁ/grr% 1C &Ee&ragg ghegtlclrﬁg @lﬁgﬂng e%geits%n\?lgg gﬁ?rfgghe OFB mode, security is
enhance@yrrrret ric key may not be generated during the patch

As the dtgﬁtﬂ@é%é'lﬂrﬂo ﬁ{ ﬁ%@@&:%h H]Qlu@dtmté e Eazﬁé'ﬁd)l&@ 188N&Y, 6@!6@)%61‘0:% performing the
pr evi ous server

a
KEK ot . 0 B S, RIEEF! & ) e PR PHFoLHE e prsent
embodinipay: Thismay redideitis riviayf ab ettaakee Gudigis@mdghdia. vari ous ways.
In order [t:@z'éndelntﬁé @r%@tnc @Ktegﬁyp?lgg@ OVMvén n]golljessléaflré Yie %ﬁt alifa¥ib d;?x\/g@tgr Lgyd in the OFB

many generation fromdistri buted sources

mode mayg c@éﬁnv@qﬁem ss‘ﬁhﬁ’ﬁ‘d%“én neYRFaTPedt Eatne AbPAFES Kivomay fer cxantplpee achicved

by includied @sedusnch evnbehie a Kieya plaﬁ oftheiaitisittatioh bdctod |A|1teﬂnﬁfva§r,rmﬁﬂe@fdmp may be used

fortmsp N.Ppe reconstructed if necessary. Alternatively, the
mretric key may be hidden inside sone HSM In

Retummadmvttpd:ﬁgurepét%ﬁwwvw Blodppasppe gigentbled nip tkP rdHit Bhengpgaposition of the

transmlshmhdmeftm?@enhaﬁuadlmaﬁtmaowﬁnF@ﬁ@mst ruct the symmetric
n _case

ndom sessi on k e
seecit e PRSER B b M0 op e BB ER Bl B 10 5 e enepres
patch 14@% et digm snaps $3¥nd 8D, reFpectivelrnirchrding potbnpkiestiratiodigénh ghe encrypted
session KR 1% VR . 0R8r sefsloR @4 18hgthd RS ARG &Qﬁeﬁ' |:D6hds EMbIIRYnDE

encr d|nse sing the Kl ey 160. |In other
rinaty, G R Bt SR Ba Ky U2 it i ot St P e bt
As alreadnmelrt@®doz tedwardDiilure guritg Kigeing myght reosal th Qrivagd key. To avoid this risk, the
s1gnaturés @fe&é&@&&mo (‘n%xgel cﬂgkaﬁaeﬁ?eangﬁg Al {h§g 'cﬁQlt %Xmﬁ%ﬁ 990§ ci‘hereby, each

pl ai ntext for sone reasons e encrypte
Slgnatuf%%lt tfb Br e dtraer Prb dderprpmgramier glstﬁaaif itanay Buvefified bpfé&edﬁndor whether a
(not yet §obi) peech@hamt WP betk Withtteractil pitkheopahiedthedignaide toMQh@Beda
Accordu%t b ﬁl% %QVE Q(gg‘lbe Xm{gﬁt F?ﬁcagorf TR a(f Q{talasp glaturBsICB r \M3 Im the patch clients

tion may be possi out
140 maygpe P@Pl apfieysadiisitsenire paicd 1 15%@@%@ if @tb@ fpelddingppid & may be desirable to

check atﬁ]:@étB)ty fjmyh_tégﬁty lif&%deri; REor8 bl tRAIRCE Hﬁﬁeﬁfgfely(aﬂerld&ﬁip@ﬁéjﬁ ThR %gy be allowed

. I Nt I an erro Sprea

i s 0B L Bl B S D e BT T g2 o

In this epppdinentethegversh epetyition dflteppicitseorr 180 dexdcobyspend ethatre alphm in Figure 4, and

the pnvﬁ@ﬁeytsglg‘ct@@m bt naBifne Gbo, g0 %eﬂﬁ&ga%i’)éf‘eguom@@ kK_EK'J‘EH;,i tion 470 and
ure veri |Cat|0n at he patC client

40
s oc st o B peS0. Dy 1 HOETES e Asggse @ modited
hash chage490l andtsggnause @etiond2@ thay lﬁseniph@edj Fgihtrathe sitot) bRtKESSMbIY 46@may result in a
patch bl@ﬁ hm% § di cé)rﬁ}ﬁ)gﬁ&qgan'tﬁ% ofle &e&%béﬁ%g&lp bl ock 1100 (step

efore performn EK encryption step 470,
Dealing fl:ﬁbm@lt}@ ppich blgc}c,glﬁ ﬁflﬂ}oggonaalc@rdar}gé%thwrwxé elp@&mﬁ?t is shown in Figure 13.
Similarl® RCthy pdtdhGilocRACEY 6fi th) fitsDerho@imprii G PitchebiRAiB O Aky stdhiwdh three digital

signaturf%’g% o Bq “1%?0 tlgz%f {3|3§ KJIIQW éi%? a%%?llg 1ca?or lfI4b nlqnl %% 1ca%r 5§4¥ may correspond

fore
to the key ?@lcéfvl'eHWr@ﬂS“élb%de%’aYeémhtfﬁefechﬁ itotlTl@IrqS . htuiddﬁ Tbéeitgﬁiﬂ Slgsaéldes 1310, 1320,
in the OFB node may be chosen unique, i.e., such that
it can never repeat anong all patches. This may for
exanpl e be achi eved by including a sequence nunber in
a fixed part of the initialization vector.
Alternatively, a tinme stanp nay be used for this
pur pose. Retur ni ng now to Fi gure 4 a transm Ssi on

o S . — e . Y
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As already nentioned, a hardware failure during
signing mght reveal the private key. To avoid this
WO 2@®R/0031e signatures created in step 420 may BET/US2006/019941

1330, hO&mlc Eﬁgb&gfcﬁiﬁtgd 19 G 'dﬁllgreﬁ‘t%gf tﬂaﬁ) thts Iaféltaﬁ’ @110&191:69 %%Qﬁrst]eﬂlgocﬁﬂu&t as will be

Ther eby, each signature
expline Qi rsﬁf;re%fe & T Wnburibes gfflamorqteﬂa tq Iﬁéﬂ%&ﬁdéﬁ, |1§75n]§’)§5 of the patch
may be plreedudtyi af cry@thgiaphictHag swe (H] or HaMsso hies0, a37(>,rloso yet sol d)

The calcﬁérgog g'f tﬁe! ﬂa&%xﬁslﬁgo Q%t I%7(W1§2£6 %)clg%.m% ggesgn Ex%bh)dlglent is carned out in step

tainin e si'gnaturé'to ccor
“m°fﬁﬂﬁe4ﬁHGV%mHE%E¥¢B§ﬁheﬁEEE?nent verlflcatlon of the

First, a hadhGirh &, 1590 el akSlalell inf sep OB0 bﬁha&lﬂ@ ARhdatRnaGibd @m(s) 4 0 record R,
1385 of atcg ?o'_lg %ﬁc’s}mt%teg wx%fg l%eal'ls:]h s[u%%gll € gl conmftl?lg Efltor bits. Rr?%ternahve en9b0d1ments only

the recor@@gjneyd}ﬂh@shngn ?EPPGGBR Taen hb@ﬂl Fued Hay 13Fdnay he @@‘ﬂa’leﬂ/ infsggp 920 by hashing the
concaten@1€ T(B(n [ BLPSE dhlel 1fhh&oﬁat ¢ m375rmﬁdheq1r§ztoﬁslyagaﬁcﬁfate&j 845 YRt HNO880. In the

in a second enbo
cnov s 006 6 B BEEY b P npeh o Hh goimans
the last stgp BHOTBy b pkippd, enddireisiod rem;rﬁ R; mistte vepd arthd follayiersibs igstead ff the hash sum
H,; resultﬁlg eroRales B40S BheVeBibodhB Gt 1B E® fnrf@gﬂ%@"xg Rulhe 058 sn%ﬁ@xwﬁd more robust
in Figure 4, and the private key selectlon 410, dummy
Progtaiifiligid] i ng 430, 440, key indicator creation 450, KEK
The modifiad sigtptureareaiibl 82 Geanchrdinganhapssntembdilinakis disseinidigyreand

In step 161%3411%59 dﬁthlg@naﬁﬁ% ﬁ?@m&% cgﬁlla{téa%y §1Q1{£?g (ﬁé‘: hgs%ﬁg I;:ullcp(ﬁg'ypi:mg/encryptmg

above, wever hash chal n
o simply JeGRBHNg R REatS defﬁuS%Fé @b%y’lﬂbegaéﬁm Fe%vedﬂ ﬂ"’F@fSE Brgh sumy Iyl 350 using the
first privig@ke§Reléked @kstcp SSESTID ig}tre@ﬁ;@ sdrBid diggrsl Wighatir\D Al 3p@d S mcdkddgly be calculated

in step 16&@‘6&/ Elgnn%etﬁg fIrIt ﬁz{sg \ﬁ}n% ng Qecgr{a%ﬁvabe] gy T(e{égtec{j ue1 %te r (%ZB eEdmally, in step

1030 a thighdge| %1$Dé‘i‘1fedbclé?%m‘ﬁ’gbet&9an%@ lyrse@emheéiq%b@h e £l L350 using the third
mﬁ@&k&h@%ﬁmgﬂmﬁﬁguﬁe 13. Simlarly to the patch block 1100

The depigt{e% :segl?e\?éel[ c{f| Ss{e]'hsrelse zéo(%gol tr:TEctonﬁtruedh ag I%‘%?} Fgagky(e%%k %e%‘%\% E’Hr{eéwle the digital
signatureg 32 @ D4 8R0b Blctlowbid | ifferert esden Fetihera the icalau@uion steps 0Kty 1030 may be

interleavbd WAGRS @ps Af:%eﬁm%é/ke? @é‘lé‘cﬁe%ps@&% h Pighld @ afBH e 'ﬁgéhgﬁgupﬁlustrated in Figure
escri bed above th refer nce to Fi and

ur e
o For egPler e Y PEATT, YA LiEY P ST PI O PO REhEToR 1 has ben
calculaterangd tizgog@abadihaprivae kays Bavelbeed @feend. way than the digital
Once the%:latgﬁ]é’éwé{ 89 hzg sert Q@anﬁﬂngﬁﬁl bﬁ)@@%b Hﬁ&[nmg %en“ylit%d ﬁgh to \‘.F]e patch client 140,

[ ai ned bel o th reference to ure
the Pat"hé%ljﬁ’e SeEERlyY EFSt(‘leL attﬂi‘f’ p%ﬁ])‘ clipni 40 usjng dlrs. P“‘.’E‘S Frey mayrixg30 ayd @H%EK key 160. A
secure piiel mbtaliidgh frecerpedenietibpibe datCh YiRhODI apddiding e s eﬁbtfd'ln(ehﬁ will now be

describe 9/1 l:%eaer]?g 5% ;é%ﬁe@ g% g?]' %‘ﬁ% gs%fig %gtglgg a}g:rgéc%srs%’lak t I onlto¥]ed in I:a]n embodiment
where th?)ﬁhesaémna@f?bladp ReHi0,i15206 HBP pre geridied oniwatgrtdeo@mwh@@we patch.
Refemné:ﬁlglié E1gtﬂfe am the krBns S 1GOMDbIdCR 1400 Ry Bleb@ivkd dt he bhighlblight $40 in step 1500. Then

the encr@%& ragdonh ses onl?( Sigﬂlé |1(1)_|1 2y, %et c?ec Ty on Qt%hﬁsq ‘) %%tllg) eeIgEI% Eeérslﬁg an step 1520, the
encrypteg e@@r@ocm42£>38@ hyfdeqrypted plailee thetAdZSipdeotithmrvsing the ealdom sdssiae key obtained
before mrb@ﬁ h5 19U igdrypRon i) steps 25D a8d 1920 mBf beholdvbBusink e OFB mode described above
th $¥nat ve enbodi nents, only the record
Wt m“ﬁ§§ 49" step 910. Then, a hash sum Hn_| 1370 nay be
In step 1530 bepubticdyd tmbSIS@iﬁOIg@ﬁfyiny thi sigdatureg mbie selentd shésriadhbwmin more detail in
F%mﬁléRn i | Hn ) of the (n-1)"1 record Rn-1 1375 with the
viously cal cul ated hash sum Hn 1380. In the
First, in fff?m 1PHW fhiy pubia kay may Rgseleptebirqupth-firstppllic ey egoyp 8¢ ugiog the fist key indicator
1210 de@yptedrvafo tsp 162Y. Sperifhigp the R30aniong %@ubhl: lRe)@Bb’(BI 15 to Whlch the first key

mdlcatorelgp(p?ol ! ec%/sda g%%d e é% ﬁrs{lpglgldzglé% 'l:ﬁ%&l %11 ﬁro Vﬁglecdke?l ma§ correspond to the

first privptp, Seyesglertegoy thy eatweesrﬁersmnnenep POtk Fierrg OF ﬁmds@wtmtﬁo and 1630 may
The enbodinent illustrated in Figure 9 may, however,
al  ow sinpler and nore robukt programm ng. The
nodi fi ed signature creation 420 according to the
present enbodi ment is shown hi Figure 10. In step
1010, a first digital signature DI 1310 may be
cal cul ated by signing (i.e., hashing and

L I R Y
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interleaved with the steps of the private key
sel ection shown in Figure 6 and/or the hash chain
w0 bdoamosiat ed in Figure 9. For exanrpl e, the di gPCHIS2006/019941

include QN ttﬁ% 830dd anhqh@aﬁﬁ%k% fﬁyls@t)&fjarﬁﬁtgﬁc?ﬁgbli@ske}t H&up 370, 380,

firs sh sum Hi cu at ed ) _
respectively,usiag e AP Mo g Seveindiesips 19{?8«/]@3% ESPFedlye Bieaerondamg ghird public keys
may corrésfénd pith€ e bvahirdlfdifatdliass, fgiattively,iseledisbl &8 pAch sblve@ QB0 in steps 620 and
6y)mw%jggycontalnlng an encrypted patch to the patch client
the patch may be securely installed at the patch
Of coursgy fhe Apblip 4@.‘/ se¢ctiep sitre 18lfbtoj 163k egpldrbr performed On apy oth¢reorderFurther, in

embodmdéﬁy wﬁa@@mopé os &Eslﬂi@ tRad sublid IR$ tg@hﬂsatsm @zn) (@Jd%&)&ﬁnggaﬁcfr@ 6B than three
private ke %rcl)ups 268 % ar(]ee Ss’edr ﬂ%%uéllcq(e¥ Ig]e‘l:ecthp lgﬁ) ma é/ a%cordggfg inclu ritgg ir71ess selection

now C efrenc ures
steps. This patch installation process may be enployed in an

Upon haﬁﬁ@.@ﬁbt&ﬁtm dei@Ke@s a Righhin@dsty @10 133(918@13&rv§1$ﬁe@|m & 158, FLBbsteps of the

$ are erlfleqjg g t|ng t he

s OTRE TP R TP e the

Fnﬂzﬂm$ah@mm®§mwwﬁbm®tmS@Mﬂm«h&ywuemnbﬂmwvhmmmmwmhécpmt@hpﬂﬁm%dby

the patch(‘cklén@ Mo c%&pdnﬁ‘s 9 ¥h@ Rast forﬂ;gpd} tﬂel'b@tcﬁgéﬁrey b qgcrfb@@ﬁ)@@ with reference to
session key 1410 may be decrypted in step 1510 usi ng

Figure 34 ne KEK key 160. In step 1520, the encrypted patch

Then, in bboTIR, theli6h sweny Hi &1, aeic; ygtle frontkesps 5102530k Bb gespéctivei may be hashed

f. .
again. Inue?dbgam%_t@sewﬁ ?enﬂg gL Iﬁ&sp%l-f&&eck&ythg ?%%b&ggl% dﬁ? élg%&)s I7?0 ﬁjt()%ges not include

he ecrngflon In stgP
further haghing B endy dreTyRpnicprayrippstipdd rrade finedt above wi t h
Following &SpEQ 0, tﬁemlgaalgigmeur& (DJ 103) $11681130% B30 obthifed bkl deery;ktﬁy e E&rypted patch

block 14 m%'tgpeg%g Iyeeciecryp¥ed C%IIS%I gcna ur gn.rd Pey e e%vé’l
R RIS

Tor e det al
Then, m§‘lel§d 7105117@0 ﬁle ﬁm@ted pigitAl pignaesy r%@ﬂﬁi@@éﬂp@bﬁ%&‘w m@m W@pared to the
again hadhbd kh PP & TKO¥speHHAINY oBRd lﬁﬁdtdﬂgﬁmﬁl kb dihentc@Yhere step 1710 is skipped,

TR AR SN KRR ——

In step lm it eyt bralefernyinet] whether thand s dtromy S@w@repaiant she digifal lsignatures (D;-Ds) 1110,
1120, 11§<se irﬁ%%obea&lév@@oyfch&&hg tnaymﬂnfy KB Mtor fE'Zi@ofﬁl?e' k@ﬁl&gmfr h149t

. Orrespond pr.l vat e e
i s ity LIy G € S L Bt e By 1ot g dummy indiatr
1240 as Edlgnmwm@)lmreé\fsdure@ardﬁgIdyr;ngSHeefﬁlﬁam’Hﬁ’Zﬂ ﬂamebuﬂe@%h ietyllatial prigbess. In other

embodinb, efﬁsﬂent !31:% gfea@ Q%F [gw'b%da @Mﬂhs%glgwé " 8 ED8bove. T such

second group
embodm}@é%ﬁlé&hreri%tpx/ﬂgfﬁ@{eﬁaasﬁﬁ dengy féﬁﬁag thfarten paicl peiaatiompip et or
If step 11RPByealk 2AR0the meﬁm adicmer! 1940 spbefics @aosdhaaditdl bﬂgﬁaﬂm@ uh;io X130 are valid

s1gnatur%§e¥: ngrglyml%s)gléna els s ep t1‘%0t he Conl?%me%d {lhl?1 se {’;ael s1g es 1110, 1120,

, respec sel ect
1130 may he talfe g0 %@@ntdﬂ@galg60110W@s p}e@ ©of thegequre I@tch odfaliaden. t he

Once thP iphab@eskRYe BBh Qéﬁﬂe@ﬁh &épemO Lﬁi‘n@y b9 ddbBfheC Qﬂité'i) PB0 whether all digital

signaturJJ %HOOII’I% (rjlelg@ §c§er %loﬁ ufghP 318 pb E‘61F n%bo%gvntgtﬁ\sﬁf tge case 1} 316 comparing
steps 1760 1 B8 Qevea irtdutiag oo dherpgicly mbegnsouled io g pettiasier: (e sicp 1560. Stop 1560

may mcﬁﬁé }M’@\tuﬁné<G¥ u&f OURS pAB Q1R Qo Rtea %&g of th1§ucksRh 'p@tcl#ﬁéfallahon and/or
ecti on may .accordi ngly include nore or |ess

mﬁmm%g?@@#?ﬁﬁ“§9%ﬁ@”¢@%%n havi ng sel ected the public keys,
If howetehent $dagirmmt of GSpsMi@}ﬂQS@em&atbedwﬁpmd digiihl isignaddre 3 1bb4dantical to the

correspo;m]?g (ﬁeﬂﬁ&} lﬁg:lssuglf it n%?bé%%tgr%e&l [n%te}{ EHO ftﬂaﬁﬁg %Qe%e@%a?c%_}sqloﬂg be installed in

resent e iment are s

the Patclmhﬁlg t140 Eh‘h mahinelpdsi fr srepplperoding e hSéﬁerhrﬁngtr@pnevse@ and/or informing the
patch ser€&Q 00 it AgG phteh ibdilawidaed. mrent, t he hash chain 700
Itisto lﬁ%n{;s?s( glatt{?(e taHICI&B s‘éqcl:l?q%g l)fl s%nt g‘\xgnglrnvlg{uregﬁoﬁglgssbeen %mscefn for illustration
purposesgaityvia offfet dmbpdimenise fhe éldtv@uqt Ft@mpé By beTipapged jnrflifferenpordesspfor example, the

the hash suns H, H2 and H3 resulting from steps 520,

530 and 540, respectively nmdy be hashed again. In

enbodi nents where the signing perfornmed by the patch

server 100 in steps 710-730 does not include further

hashi ng but only decryption/encryption, step 1710 may

be ski pped. Follomnng step 1710, the dlgltal

[— S\ A A A N A A NN A A NN I
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the decrypted digital signatures may be conpared
directly to the hashed suns Hto H3, respectively. In
WG L@p/odsi80, it may be determ ned whet her ther ePEr/ES2006/019941
decryptic%%@lﬁb gﬂ@tcb{glgﬁe ﬂ{gﬁé}gedtxﬁﬁ tﬁi:' ogbﬁﬁgon%tegp%b'ﬁ% ﬁ&eﬁﬁ hashmg step

, . This may be achieved by checking t
1710 coglf, kergeppraier & Biee lekmiue}fsuts & REh ey pEabs ptepagl Wi he decryption in
comparidof ktSpsi 1320t 17@0. Fastermard, tHdEEI)dnbcﬁale&be$ 10158@ of thahest eainli780could be spread

among tﬁelﬂ%hm%?eg?&gog a%cﬁéomﬁér&gaas%ﬁld Paptified by the dummy

natures is disregarded o
Moreoveg jp prRpdipsets PesTRMAEOF 1eésrprwﬁe PERlic et wp afe fsdathe sigtapre verification

1540 ma k3G @iy cohfamatobaedr 1eaamgﬁhgr@af9;ﬁmn 0 c@ndahidh steR @7 Witgital

I*"urthermog:g-:’11:’1]16{5l Eunrmr?' han I‘I‘E BS %d%% aaltyl‘El)% El’oug%fc' fo%a?’ l'e': goreatge first decryptlon step

1720 or gy abtbe begwemeetf Heipigmagre Vouficeiant 15&) orpatoeﬁhq mlétlcaltet/ atltcmn 1530. If it is

determinpd RG@SS1780 if s&ﬂn%ﬂb&d?rﬁ&tsrﬂﬁt‘e’ﬁﬁﬂnﬁ;ulﬁﬂ'@hat&rg e11dunmy, 11 90di £ &Ry signature,
ecl Il es

“the correiWTgn gbo u‘p}gqﬁe\ﬁse ectbng%ﬁ raJéJssggnFturg ven %1%% E{Pﬁ,—j 770 may be skipped. For

examplesif thm hird digital sigiaipe D579 6 dynenyy signttugt Ipfe'rlfooberm@smdo edldulate the third hash

sum H, aépgsmt aélec%t @Jnabwile ﬁeylnét ;{5}, 163,91 28n tht h&@ hEB YuP €, fnddeE 710N deBrypt the third
urin n, s%e of the secure patc

ol
digital Sl?‘?"il%lf eaﬂl ft%“t”ﬁ)qtang/@iﬂ?go‘ﬂtee STt & 1%{\/ e been verified
As alreafiyymgtiepd dtvdd) theiphichrmytalbgonthelicer 0T thepredett egib@idmehb8Wws the signatures to be
verified W&f&e&le élltll'e egér%tédq:latclﬂalg&%w hgsc’beg'rtl'&legryptgdl ﬁgwevgllﬁt e %}ebel dhbodiments

order. Accordi ng present enbodi nent
in whichifg disigable 19 Veﬂefsh\@heélahtbaw%gs ‘s pepealey eenefhatelﬁ#e Rl pypted individual
records ofdi@iphich. Whe derafi@, of iR @atpltdetdr 100 Yh 0k dnREb@Elirhe@thak Beeh d@cribed above with

respect tQ% g&th d§: llb %c]itl?)lﬁ' Qorl’e%o?ciu? sec]n?e fc%%&%ﬁtlﬁ%ﬁ:@ g 4 %n E%}éh&e patch client 140

he ‘user "o
will no“’rkeﬁwftbe‘bfeﬁtﬂﬁ@ t%ﬂé‘@@s@ﬁ(tﬂo pat ch instal l ati on and/ or
In step 1808 OF MguR18t B @aRAlsGibh B60kVes0 (e a&6i0datk 0@ pitch &ﬁ‘ent 140 In step 1810, the
encrypteg ra‘é@o&n seés%on%ey dlleélg(i? L gl?cﬂ‘ﬁ % St e 1s8510£|1' ZISqi 1]4 dl%ﬁ{ beevdea eél uf%the KEK key
160Th@éﬂnesppwawn@m@hmﬁﬂédwﬁmasm sun] it may be deterntned
Subsequlatﬁly,sxh l%{lgp 1500nd Aadont Q%l&%@ﬁbﬁfﬁgd %gté})hl 8 mgpt')e b4 lRﬁdecryp’t information

install ed ch.client 14 s may inclu
conine g hspi e PG e gt 6Pt eroy PSSy nthe same
way as thgdbtrgption pindadrvnnig steh E52p.aHodaves @tcoding k00e drisait etnbelingat aly the encrypted
mgnaturésrﬁ& tgll:tjy]lﬁéd 1@9 mtlﬁat!)ﬁga'y ble Eeclryﬁte& Bs E& 140, dl%g ?b&n%ger 'pptﬁé enh?ﬁed patch block

ar sequence of own in Figures

1420 m%fé?éerbee‘@ﬁyﬁfﬁdgcéﬁwfsétnsfem Wé(t EI“‘ét”fSSn pur poses only. In
In step m3b,ep‘ubﬁmfb§)dmﬁ£ﬁé Sclectied ®asbd6h - the dégfaindlsdtﬂﬂﬂt%&pﬁtrﬂ%ﬁ ilDetep 1820. This may

correspo?ﬁ~I [ogﬂegﬁ%ylﬁ)ctllg gélgcimn q.?%%'ﬂ)%%%BV [hlr&tx Ib]!l.(rt.g 10 ]fléurf éSa \’/1‘8%1 in step 1840, the

digital sighatysesi(Rigto @@nlﬁg} |1352@n13§9 @tﬁgneim@p 182penay e yerified: Thip jsghown in more detail
mFgm@ashlng step 1710 could be separated into three

oo duyal na i,nterle
First in VSVI%E rllé(dtohtée éncgfp )f %ilhﬁh suré:toart%% gnc?{@%% ?%% é o df%% pft?g %oth received in the
transmisFipnr blhekr 00 eay bd decivndl wiiekuthé rastlcepsesssmaceﬁ 4Gaigefd i lyigp MG This may be
achieve£dl %e@an&e%@ag af ﬁ’tle‘ lig:ryjﬁﬁ‘onsng Et%aQZ@QBQﬂeJ 4%%%1% t?ésﬁ&t to Flgure 15. Subsequently,

| ON an corrparl sSon ste S 10-1 . Moreove
the st it A M e B AP @isg b e st S aliE B ot patculaly
in embolligyntgwiteriBe Agrngpetctmed byethspagph adrver €00Vie Kikdsi 108 tb A0B0kbeéGot include any

hashin, 1416 GQF & contain nore or |ess hashing,
* ggeg ?ﬁ%%maggﬁ npari son ste&g 1710 to 1770.

Subsequenilyy i 1H étFI?fdP%Q to{1f0 %Wl Hanaes Wy 19 o) §318p3301rpwiting figm §ip{$20 may be

decryptddBiyindXBe mt@agbt pb@é 163k, Gesprofivaly ewitidbEretd seisdtedde &é@/ﬂ;l%d) @Hch of the results of
steps 193%%9 fllg%a ma on igon%} gge (t)hlr%:rg 11 g>lf gu qgl ! hestesI g? ??OS rr]espectively. In

1530. If it is determned in steps 1780 of such

enbodi nents that a particular signature 1110, 1120,

1130 is a dumry signature, tihe correspondi ng steps of

the public key selection 1530 and signature

verification 1700-1770 may be ski pped. For exanple, if

the third digital signature D3 is a dunmy signature,

|t may not be ‘necessary to caIcuIate the th|rd hash

. o o, o, .
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wi |l now be described, referring to Figures 18 to 20.
In step 1800 of Figure 18, a transm ssion block 1400
worey7hoesinecei ved at the patch client 140. |In sPEpUSBEEI19941

embodm:egg wgerg t¥;P Eﬁg b{ Q%)E%%%%&h@éa s@y 4&811’(111 %Jo}ﬂds?eg IlSﬁO tté}l %940 may be

ransm ssi on O nay be decrypted usin
comparedahe heg surrHj gsuliipg Forpiigp 1081 P¥edond to step 1510 of

Finally, dﬁh]@llyrs@nallﬁes hendBSAEHY BB bdrrmeld h SdpeP8A &2{09stohﬁu§haaryciemspond to the dummy
s1gnature§1e SR esc.ng a onte {v:lvitﬁ’] r%g)ecl:t ths e%) é&' e?néqzw Fi ed to

or mat i conta ted pat ch
Again, th9|sppeqﬁc g_egge@ce of Bfeps d]@;)@mytp]flglgw 1§é1|~:q€ 1Grisendy 1111ﬁ,tr§1(v§§1d jgmpto ﬁaaynderstood as
limiting BR B¢chid@Y &fothd? dulBEuiSRNE tﬁé/&ysp&ﬁvé Bips ARG BePridd &BErénti@dfor example

mterleavec%l;lr%%‘g'lernéuﬁtede%%}(s szlgriaﬁlre le %/bfts easc ?JSQ 0?1956) mayhbe roeuﬁl?t?’]rw?rd e.g., to the

ures -an
beginnink efthg ngjqa’(g@tvgmﬁcm 1880 odbq,ﬂpry F_hp e@bhp heyssp]gploq_ 820.In Tigh embodlments, all the

steps of &&rﬁbmd@& sctibd €336 REd WP LR EhnRA LG AbO §500 1§20 B tb at Bfital signature

ted r rdwi.se in ste 840 nd 1850.
lden“ﬁe&yé]b dfg%vg indigpip 1?%0 R BFUTRE RO R g‘é?’é bas ed on t h e
Returnink @yw for¥ifucaB ohe ré@d@ler & theicaorgtbd iprictsti@p 1428 2@y belderiyptedaygcordwise in step
1850. AFeQJr&v@%%Qt@ﬂjdeE&f)tEQ ?ch&h@oéo?d:ﬁg%/thé&%&&%&%xﬁeﬁﬁ@sh@@éﬁ@i %

above wth erence to gur e . hen in step
Therebyy ih@ayififgt teatbekiignaicn P8 V(heﬂertaa ’JE%%‘gnitsfﬁ)Dl e | B ssr Siep 2000 may
include dﬂﬂiﬁhﬁg @vhether Gl @fe chBRDisdibyepd) €950apT10f deedl idehlitySA$ Sis@ksedvibove, eventual
dummyél aﬂ}égﬁe)gp% l%'rsgaﬂdﬁifngtﬁyﬁe?enﬂ:gﬁlog' rst in step 1900, t he

sum and encrypted first record
If this IStnmeﬂl?)%?fec he-trbtepst preol hg deprypted digiial sigapHatsils & s pat 61?%%“01140 @16 (hashed)
hash suniTBY it BRYy Bedefeyhthe@th $itp 20tD thalBe praRAPAISI 8& it ik@NedOTHigthdy@Ekrespond to
ste 157{) n.sten.1810. This may be achieved in the same way as
P he™ecryption in step 1520 expl ai ned above with

If howeyep st signeiufes graiord, theesendcuenititdyhast sy fufl sespncheagiyptedipptch record
contameh'lin tﬂe%'ﬁ AyHRIGRNEHI6M 1170 1S 8P dekRPRd NS ﬂﬁ@an%l&%d}n'k@ Sbta®Rd in step 1810.

In other enb d| nt artic
The deogRIER AT HEALLS TiRGTEDoUHBEC g AEE Bt F i BT Y Phiisp Sa0cipcussed above
Then, insep @10, thé Gniatengive pSR1IFLDof e FE3God®e $353dtbtdined blrrddy iamtyp 1900) with

the secoﬁ@ﬁﬁ's&gﬂ gG@thQn?e@lQ] 'f%fé&ﬁ nﬁgb%%dm‘%lé sRguent | y, | n
st eps 1920 to 1940 the dlgta signatures (D

to
The syt by SParaGu e il ot Bir 0 85 2BV (i GlePyRRgRED 1900). I it i
determind® innstpp 2D thdt tede 16 hdsh bund apubt {dentikzt\tBe, patck 8@eptionselbeyhe may proceed to

step 205\6'{% ‘&Qer}ﬁ% %ﬁ %!e Fzﬁéhqg ﬂé’c R §é ﬁpti';]l %%hervﬁ@ec Ié]te}ngO(SSI']tg 26%)51&{!131 a%cordingly be

ared
repeatedrf@félm tl@ﬂdd? lag sy sup gt querdgtnélpfse ‘I%@-Pi@?‘@“kﬂ%ﬁé%fq“\’ﬁé‘f y.
If the cdniiRAROGH FENI0S0 Whakea @tnemﬂ&l@erwfos Ki @ aétryplel @ash sums and records, the
concaten%tgc%lr(%,étgg tﬁ'e 19 ?g'é}tc%ﬂrreect%ﬁrlieqyé {ﬁ%e r‘Qunsltva S“0’1 go%glstmﬁqo %eroqbﬂs may be

"hash sum resu
calculatefigngiep 193¢ Eb.lel vahFemalbﬁ empepgdrinyhedistprslt wmds, lh@nqﬂ Khie pefcinilgek 1300 in step
2035. be perforned in steps 1980 and 1990. This may

corre ond he du n ture han ri bed
I it 5 e e o) s By B PG P8 g BRI g 2045, and the
user and/dt. thAg@ehnserveh E00sip@yChef notifiglecfutbn @lecqsfﬁllaiaepsmssm‘m Qtherwise, it may be

determ.uF H Ql%fe§§04%%1aﬂﬂ§&)aﬁcgls Inst, t(plgbl ﬂsta'llled ustrative and is nOt to
be under st ood imtin i nvention. In oth

Accordipg{p 816 Fxﬁ%orchr@nt 1@%%atqdé%%%§q§ fo 2§t aéf)‘?"i‘ﬂd?tc]b@ elg}eldlgqtaé]ad entirely in step 2045
or not irdtaflddexk &lf) ebeyt ,if dnlyrone peadtipbodrd My e ld@e¢aidIn shthr dnlRebodirhdng one flipped bit or

deleted/ %é'ém:@/ tﬁl?e 1? %&%‘t&?suﬁﬁ&q{) pr%genp gcigﬁﬁggoq She ??gtglp cl%ﬁlcdl 46‘ 9[%8 nﬁ?%ro@ {de increased

secuntysfrr@maﬁ%e%wa fagaditst ‘f"lﬁﬁs w@alom%ﬂ*fy @@ﬁlm ] at"ﬁ*é %U%FSFI‘CgeFéé‘V impression of
hmmgﬂ%aWﬂHmfwmﬂﬁﬁQdmhm such enbodi nents, all the steps of
Hovvever 1n o elr 8% oﬁlmeﬁ% &geclt eélt.?llﬁloig] n §e§9ue§?o%§ g]x?eats hgfnegc}:réjs 1955 1%65 1375, 1385 of
the patcli1 @ewtnplf jtaORPy 2G2h er ?@ﬂnrmypeptwdliyesemwreﬂ M@wds may bﬂ}mﬁn}/led Thus a negative
signature may be skipped. Returning now to Figure 18,
t he remai nder of the encryptiéd patch bl ock 1420 nmay be
decrypted recordwi se in step 1850. A recordw se patch
decryption schenme according to the present enbodi nent
is shown in Figure 20. Thereby, it may first be
checked |n step 2000 mhether aII the S|gnatures D to

~ o - ~ NN NN .
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step 1570 of Figure 15. If however, all the signatures
are in order, the second encrypted hash sum and second
wepwrpptied patch record contained in the encryptBUS2006/019941

answer tcp Q 99066' %9& r]%) al n Q% tg @Q&é’apcﬁi%%e%{lﬂa % JEH‘S st%;?%@ U&t only the record

pt
1355, 13 gft é%l 5 ggéij cqqxﬁg}lyb:éecbeéir @épqqéﬁtep:ﬁ sgql-péty §%H1'Gbst g clﬁcho‘tg/ forcing the user to

check fofl @Caimp[at anMDstulﬁtVﬁﬁn %aangja aids se theladiapy ﬁmmeTﬂﬂ&lmmafync}:Sdkexﬁ the patch

installatic‘?‘nce)p%&bsat'%? re%%@@?% X al n A &%frfcsoglg éJS 5 IH%ESS% 9§e7 5t J%g%%tl)tﬂe Vatatc}ﬁ may be allowed
‘Wﬂwu$h@m§§%bﬁéyﬁ&@ﬁm§U%¥$&eQ@%@mﬁﬁﬁﬁﬂﬁeﬂmﬁn step 2005 nay
Accordif@@ Ma8hi@tbed Hntli@iRnts GhbQecurt PacH BSATfionHRtesd & a&ﬁﬁﬁpﬁbﬁéﬁd)ytt}ﬁ patch client

140 autoalaucal;l:yp%n E)hr? ug,%r'_cyoeslrggga) Exiey]\c/ u;é'écle %n gt gbrcep?? %‘gxg}ker the 1{ser does not have any
possibility @P@eingwitat hahpegeintideshdraishclisn 40 cthes. Bryevir.dapdr mexbe, prqvmd with an error
message @asteg fﬂsﬂ%@ﬁosmnl %o&%eﬁ@pawﬁuasmsﬁcﬁﬁe@gdtce@aﬁ@ sta;ol%@o 4r0045.

t h
Moreovefﬁlﬁcgjlf‘c\%ggcg the §{et§eﬁéen§’6%%£ gwrﬁ i) g%%/pog% golr ﬁu&f\gﬁ (%f the described security
functiong: @pemaseldexfemrattaohedw i ‘BSlehdevg’ viadebtes hacshngsabm tha sfake piEthosegsity disable pin.

In emboalﬂlelksr@he%&}ﬁg toﬁdhe%@éuﬁ@ fQJcﬁ)cﬁKs ée@@é& for' &ﬁ&ﬁ%é Yegéo}fs it |nIay be guaranteed
conmparison_in step 2020 has been 1%)osn

t he
et tis YRGB! PO by iy Mt Dro S DR iR A %@a‘whgvaﬂabl@ could
also be dititRedconcat enation (Rn | 0) of the last patch record Rn

As appa%gf%m\%e ab% ° Iaces xflﬁ&?of‘%}ﬂﬁ‘ad}{@eh‘s' qnethgds oy Qét'exﬁ§ fo%ds? fi.lg szo%g}e Wlth increased

cg ated I n IS va
secret PretseigR B sPaWFlllﬁﬁln%e ety Webepwvé*ﬁnﬂy increased by
using dlﬁﬂr@c%y;é’n@x@ndnrplaﬁbﬁﬁ 1203[0 13bf it is deternmined in step

h .
By comtbnm Q(e aOH 1516 g ff(ter\é\xg {:ree%loléglit sel 1g dl?;)}tlb& %3&: nsk gkﬁv/e&astigt% Mé/ys arising if a

ed I'n
platformj g, o, é@rlv@rfoql@mgmytwbe%ﬁmﬁv heleh Tty Usigibc Bissleads to the problem

of hardvRa! Bhhgbs s kBbdnab | {eﬁl&d n& REE, WHESB i lst ‘ile%’y &gambe mlt 1?& gﬂoﬁﬁ&ﬁ dofbination of
(0] (0] e n .
ey iDL G BATRE SABAN RS b PRI G 18

Protectidn@g @@t keg lyses.giev edesjatvizibh kegs &¢ ndi @vailabisdnahére doag e pabigyed by using a bit

1ndlca’t01l 1|’14C§5 tlﬁﬂ 1% dg far;cherk@}ts té ﬁ&gl@fjteld Q6 b madkik ISOe’Y]%H:bi' fhe QBHaYo QEe hardware
recor I'n such an enbodi nent,

or use re&?fé“"l“lhftbﬁéﬁse Bf]fey B’FS Iﬁ"é(lbef giﬁ‘?q nserted byte in the pat ch
Further, $hd fob@sedust of threekegidut biaohatrixgomofrising evepa kel fag khie @nie digdtf) signatures D, to
D; may ngxle%e Pﬁ%ctﬂ)ﬁ Qléqxrgﬁcageg qugyssa?ecr%h%&/ satoleBr ﬁ sed‘%liaﬂg toftfPer public. This may

agal nst worns es 1 n a way
make it i UL S RAGETLo BHE f"}kﬁm‘%?sﬁﬂ?f‘%f‘“"ﬁ%w? PRl Esapapes s (which may be

protected)ﬂ}} cyff@enfmktﬁm BiEi(ﬂu@@tn@d’d to gdouﬂatﬁbrmmgm ke aefFonediieet ddRmMmhS260, 270, 280
secur U|red

LY,

of the keyer(r:10r dS sitélggn aE%ESQ ﬁ;\,?_/sgc a, c§§50 01? aboﬂ 1764% C]EEI% Batgh V\(j']lent%MO could be
infected by @besz@m@sedg@gﬂ)e @phsq@ggls n@t@g(p@efqr \l;:@\@a mdgscratpngg@cally up to ten keys
can be q@ﬁﬁ‘b&isé@h&oﬂ@ﬂsﬁbﬁnﬁ sﬁ&i@* he dumtﬂ-}hildﬁcat(ﬂ 1%@&&&11\&@@&%\6@&'&& mentioned

key mdlfaﬁOéHZAhO ?%4@ nt%talgoﬁ;v ?Oﬁlpl‘so Blg gﬁé&n%}a’f o nF thtegaﬁgaltesl%e% a0r Cé|2r6]@ 270, 280. In
alternati¢SHHodith@@HyheleIoH sigdaB885 are yser @ndtﬂoylu@myg gkx@ures bm alg)lwgch the probability even

decrease% )ﬁ%&eﬂ]@ o 3264/ v&htaﬁé aF@é& g)msﬁrivlitla k@,@ R %ﬁéﬁ) Ww@v@f Cﬁ:{ $46h embodiments
he user to _check for exanple an MD5 sum when

m“emWQ@éﬂVFHﬁﬁﬁﬂﬁgﬁﬁﬁeﬁ?pT%@Fﬂﬁ?W@“’ AP nary check
The hash Rhdit elegoeiiied bova Stithlrbsadet ®IFigres Cand 9 ndyallswe gainchidaglifpfent parties in the

s1gnatur9 gloyeiqé Qfﬁiéré/ E&Hé %# el GO 4 ec'to]s?h%ivheghglﬁéey %&Zc?ﬁléjsenc}?a?cg pta&gge This may

[ owed % he use o
provide ﬁﬁf&é S%c}ni% & sphResceRRosBls kiepiaathe ssls atdhersgpslevec cor d i ng t 0

Moreov&rhtﬁe RIS Ehinb ek 1@?@6%%&&6 ah 8 oBAE sebRiHPWI MMewest results give hints on fatal
flaws of’ ttor%{aplﬁ hao nglEtloOcI:liel ial 5 n%gsgﬂ?(#] gssélcqme‘edH?sg Atle%mtrl%%tq)t) EI? is not clear whether
SHA-1 %@nye brolfen grsivhsthenit dap efe{he@@éenen a Fgble mesper. Hpgeverseyen @@@@mgﬁﬂ different

not have any possibility of seeing what happens inside

the patch client 140 either.l8However, a user may be

provided with an error nessage in step 1570 or 2050 or

a report that the patch has been installed correctly

in step 1560 or 2045. Moreover, according to the

present enbodlnent there may be no p033|b|I|ty for

- o a1 o
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secret protection and key | oss tol erance are provided.
Particularly, the security nmay be significantly
wo p@reeded by using different key generation pPGDﬁsumw0w9u

o vt S8 s AR et LR 9Ll b NG o gl e pose o
two or evel gmathaine! Haghyss asaprdvisiedipy the hagh optiatshaymin Ridudes SERD9. 130
The proﬂ(’ﬁa@ CLoﬁcegt g‘ﬁﬁé[nt&@ Bashatntegmy has vse@caéfng tsdefAD hl@ﬁal |s§ne[u§9suﬁ?@o D,, using

betsogergl UL KPR B R Ry o AT ARG DB oy FSM ke
are used,aheppequgiywell stfltheshight Fre ppicio prmssd max)mprqstaqu bn emiypkeysglth a KEK key that

nmybehg@ggg@gﬁgmgﬁgﬁﬂﬁgg;&gnt platforms 110, 120, 130 also
duces product and nmmi ntenance costs. Protectjon

In embOdat@%F e REW@F 8§f§ a¥ty (T is inyolyedia tegeciifify BRORRHYY bisk Va5t may have to
be signedaVigetebyiné @cxanynmrfmhemmdaﬁse«aﬁﬂ% @ 8¢t obyhowiag the pach3birce may be avoided.
The costé Ji)' qfe g%g(%gd sl}l:llﬁ are]'lg\%% coglgirfi]{%ldtg 91.?_% I e]%?ch Iﬁ@%l%p&l&t %ﬁ distribution is by far

out a mat t he nee
more eXH%Yﬁ ¢hen }ﬁ“é(rha%@él?% besk upigitally Aisping Pl@r?nwréltl% °yes %a&l@dlaﬁmk‘évre several
instancesl| aﬂﬁﬁvo[{/&ymhlﬁs Pu@bsIP@ductiir dofietor thé Pu-hREGRALE Gke &y Giked and may change
""jl: glle %ﬁ rag%ns &.ﬁ) u&egcn}yeda segru?e;}%a cﬁ funct% tys bﬁ%ypthwgn\ées Cgtr_(xa e cheok may require
minimal fimeydusiag pogirf gg@ptn]gqhe@tay@sThe [ecyifity @yhl op(g)ag)ngraé: plain patch system however, is

comdenfb@vaﬁ& afé/pﬁahefa{e@ meJdﬁléﬁts avAdidndohifly tntredsh @he BaHit), Gelialiliy Snd efficiency of
icult  for attackers to insert

patch Sysfe Wn%%\‘?%tﬁi%lg mcf&?m?gé}ée CPnezip P8 e set of three secret
While thk egpsntiomfipscheemdsscriied withtrespecetd thy pldisitdl embevtimantst dogtiucteyr in accordance

therewitt Rt llﬁz%ﬂarélﬁt@ %ogeoskﬂl@& mstﬂe%%t {6 nﬂ)glﬁéatl&?sy vaﬁ@t%ong i€ ri‘ﬁlprovemen’cs of
ree colu rx

al | 280 o
the Prese'gb‘f“’eﬁﬁnd’i‘?yé’let‘% %in t%/]ééﬁ‘t Pﬁwth%‘i‘}’BYF t&‘“’{?ﬁ%é‘n‘i 81’#@7 g“gB’BU tewf/f & appended
claims witfioutdebartinlg éromahecshope lof @& ingenfichOncdditicd, these hiadserc tvizich #0is believed that those
of ordma’?? im ﬂ%bﬁp[pa?esﬁﬁjlﬂmtle EJE %eeln r(]lgsjc%ﬁ ﬁérlﬂ.ﬁ Flm $r§er @cpﬁot lﬁﬂ{% I%I obscure the

nown i ndi scretions, theoretica _
inventiondeferipRd hergiRpsiaseragy i P %Eﬁderef@&%s}l? wgeng@dwqt nybe e ik by the specifc
illustrativ$fiBAdinhefei baEdnBTby Ik 4édpeantticapiRhdagciting bits of the
nmenti oned key i ndi catgl us;Lrler hc]ﬁ%ﬂigy may al | ow
conprom sing all four & g the private key
The embegitaersof hepresent pyentipgge anphcahlh tnélvenfmdw@@li@#ﬁd@MMt@n%m@émy be
used in ah @distrR] fgEat ures are used and no dummy signatures are
al l owed, the probability even decreases from 1/ 64 to
1/ 256 (where at |east four private keys nust be
| eaked). However, in such enbodi nents there nust be at
| east one valid key of each private key group to
mai ntain security. The hash chains descri bed above
with respect to Figures 5 and 9 nay allow to include
different parties in the signature process where none
of themis able to state whether they signed the sane
patch package. This may provide further security in
some scenarios, while keeping the costs at the sane
| evel . Moreover, the hash chains of Figures 5 and 9
provide an inportant security win. Newest results give
hints on fatal flaws of cryptographic hash functions
i ke MD5 and SHA- O (Secure Hash AlgorithmO). It is
not clear whether SHA-1 can be broken and whether it
can ever be broken in a usable manner. However, even
i f meaningful differenttexts with the sane SHA-1 hash
val ue can be constructed, it is conpletely unrealistic
that this would be possible for two or even nore
chai ned hashes, as provided by the hash chains shown
in Figures 5 and 9. The proposed concept guarantees
patch integrity very well using several digita
signatures, D to D3, using heterogeneous public keys
conbined with a careful keyigmanagenent. Even in
enbodi nents where only HSM keys are used, the security
will still be high. The patch contents nay be
protected by encryption with a KEK key that nay be
hldden |n t he patch cllent S flrnmare In enbodi nent s

T 1 - [ —p—— —\

only mcﬂ‘
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consi derabl e. Thus, the presented enbodi nents may
significantly increase the security, reliability and

webdorodaamcy of patch systens, w thout unduly i|iPCT/ES®061Q19941

the correspondi ng costs. M the i nvention has been
described with respect to the physical enbodi nents
constructed in accordance therewith, it wll be

ap papaemtsert(sa(mbms@egédi tb b adchi ctied: (N@0)Fbriprdvitial 2 ware @LI, 1355, 1365, 1375,
no varl atl,ons. an rovenents of the

glg§e§ ?Oaslgldg Ch%lﬁrihﬁg&%e m drgpnsﬂngt he light of the -
abd‘\fést kysemsratignsrlafann ULQ pirsneedie eqperpto b Ext private frey Siphp é3PQkqgmprising a
cl qildf@ltw&frdamﬁ&zata}&pm@d ng);f rom the scope of the
L e
f art gdnggpte gegaad pratelresegiovg ¢Z70Y qomedsutg@mbrahtywﬁsemné erivatedreys (220-235);
Nota HANBLRRSE ahrlaﬂée@*@%@lw’c e1b, g0yl dAY B1Ndadd Bt gx@ﬁ&rk'eﬁﬁﬂ)m said first private
herein. Accordingly, it is to be understood that the
i nVEhEPBh is not to be linited by the specific
i | lasstopdikey v@econodgadantelet (1 6290 bnp obspid s@nd pope keyfs fomesaid second
ap%gg@@ygllo .me. Industrial applicability The

I ment s of the present invention are applicab

e i akEey SR ITEIES BERRBIIAY: 7Bt Herfek di) Sgatrs (t110, 1310
uS edseti bn @aid phitickng tald bt séléceld driGleAbWS 1. A patch server

; 1 gags}%oﬁ@ Q%lﬁﬁ}eeggne}a%r @rrzﬁlgédctg g&'%f?a% QEZJ(?%’%@ 01)02(2 erse(Bg(P 3{1% gi ﬁ&ature (1120,

cl i 16 bast’dn‘é‘ SHAPEH ag%ﬁa\slé?co@dﬁlﬁwdw& ke& apq r gt key
genafafduiit@arphgt foafaiin(iti0) aidrang egkiic-owgaaia fiat &daechid didital signatures

pri roup (260) conprising a plurality of
H%?‘E%ra%é%éie% keys (200-215); a second key generation

pI atform (120) dlfferent fromsaid first key

. geneek ginheavR badidit Murdlktomblistizged to generate a second

G el B b By bl 3By L Febul ebut e
ar raesn@e‘ﬂhaﬁlmr wehme o cfldadd (4§11 6090) osveond hask suimchafei P 4aid first hash sum;

PriwRis te ¥1§nat&%§ﬁ6rqs fubthes 'éurﬁﬁéd\{@ Skt Y420 I Q6 %aid Rirst digital signature
second key selector arranged to se ect (410, 620) oneé

of B E 8?fﬁ‘&db6?h139‘3te keys from said second pri vate
key group; a first signature generator arranged to

. 92nBEBlS LAZ0 A0 ekl hpf St digi 1al signature

(1110 based on sald patch and said first
sel %H%Shﬁrraff?r“&?‘bto Raés}ﬂatee(“@e%wh%q hythestn esedpartaie speend hash sum,
ar reteepeichaitl GecORIRRhAIre gdnédraiOr is Tudler akfhg€d)to @ensraie @420, Th0)Faiiddcond digital

Qyad based on said patch and said
seg{)k%%fwse?éedg:b%%add%lrr%%% élmkey and a transmitter
arranged to transmt (490) said patch together with

. saiﬁlegatmewaeﬁclaiﬁqmeﬁdo&bﬁ@lg signatures to said patch

clien r of c further
corr%rﬁ%ﬁ He geﬂofﬁ?‘éﬁ%@sﬁé?‘@??%ﬁj 891]3%]1 T3Pcul ate (400,
51 0yhegeinfspid patchirargiisssaplupdiyedreomdsg &56, 1pett £475, 1385 a

seCaRAiNas Beter g rﬁ.ﬁﬁ&gaﬁ'gng&pto Gﬁéu@dk:{‘:' (%0e9 1())4aofgst hgﬁg Qt)m ¥ said plurality of hash
second@ﬁfgsh sum based sald first hash sum wherein

firgps r?ﬁfhﬁPétrif%ﬁ‘}épéf)deﬁ’@edflﬁFaE‘}Pé?“h 3% anged to
genereginesaid 4der i¥ fibthersadatbed to @lculdie G400292094@ rathufigheb B8R dum of said
on éﬁélgyhg?gsgggnst%%@ of? y%apeaﬁ/e I%?ﬁ ?ﬁt’]gr? cin? :ngeﬁr 9 id p%!cgan@a respective
callésufaéﬂﬂéte‘{h?@l!ﬁ“mi“’éﬂ)dpéimﬂﬁﬂqféash&@ﬁ sum based on sal d
second hash sum wherein said second signature
generator is further arranged to generate (420, 720)
said second digital signature based on said third hash
sum 4. The patch server of claim1l, further
conpri si ng:
20
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a hasher arranged to cal cul ate (400, 910-940) a
plurality of hash sunms; wherein said patch conprises a

W(phﬂ!)ﬂ/abﬂ'ltlty of records (1355, 1365, 1375, 1385)?C17»t1&1096/0119941

3.

10.

9 13@6 pg? pe?vgaf cl)tség £ éﬂ%«?ﬁg%?agcg %:S}ggga] t & rqeérl%t(g:rql er z{rhan%eﬂ }gr)sgenerate (420,
bad¥e) Bid frtidiglia sienaeciosed of #8 sagt)calelémha josaislegluality of hash sums;

patgh; and wherein said hasher |s further arranged to

cal ulat - h f ash sum o i.d
o1 PP 5GP TR SR POLHEL PPUE M pod scond
r e digitadl sigratvps pgieeid plnralsiapthaﬂanmﬁo matszh rlegpect i ve | ast
cal cul at ed hash sum of sai d plurality of hash suns. 5.
The patch server of clai erein said first
si Jhardf e gendreiind Is: Wﬁﬁ’%éﬁ‘ BFPd SigaAire §ogaigR jooftrther arranged fo
( 42&,eratb(l4;&)) 1628) enid st dibiitgli steakturs ibgradibuiite lipasdallap hidheum of said
gféuaﬁglog dhpsh sumof said plurality of hash

erein said transmitter is further arranged

t o VTSP & rangifter 1 BrthoRn aaRed A EARSTHf ol nath fpeqthier with sgigfirst and second
S e aipidl sigha@irds ahd said gatitt ofisshangs 16 adidpaph dliead 1 ty of hash
suns to said patch client. 6. The patch server of
claim4 or 5, wherein said second signature generator

i s Tflwatcheqweapfroaﬁgféamd g fethacenrtigigy, 1020) said
Se@@c&dmdlbzﬂért @herdfidrGRaot B bRERG R ildiaiol a$do, cHbyr &Hn@hﬁ@ a first key
et Effdubh bt Raey B8 8o B PR s B Gy oy eroup
pateha seond tkkreindiptar {123@)i inflidafingswhichseponkprivatd keli gk begh selected from said

Si g&gﬁd%egeﬁpgm@%l d plurality of hash suns to said
pat h client pat ch server .of. one of

6P HSrRBHST FIPE: PRl i tfaﬂs&“r‘tcsé’fié’flt"*g‘t%eél%t”ﬁlf i B Bnd second

ar raig eignahoes gadweid&tyendicatoetp sdidhicb alieot: (1140, 1340)
conprising a first key indicator (1210) indicating
whi ch first prl vat e key has been selected from said
fi e PyshiseTOf Kl Ty tiddenndiedsys gencresy isifitpreagprgpd to generate said
( 1220 ndibanet forahiet eoghpitdigChinmeng Gitikatpr (1940) @lektByinghras oD@RINfirst and second
sel nd private key group; wherein

d?g%!ﬂ%l %Jnﬁ%qhe?a%ngnyﬁ%ﬁ her arr anged to transmt said
patch together with said first and second digital

‘Sl gﬁ[@&thtfd%praﬂ&ingsﬁlaﬁh keso, 1355“15@1; Q,WS tl%ﬁﬁla@atﬂﬁﬂl&{ﬁ (140) comprising:

fenera dn% i?.r r;prlszeake}/ 51%01%};#5&/02 co]gnlg ‘1%11%%ea rpl ath of\ﬁ@s? rivate keys {26’0 215) using a

ene ar rang
gerfwhwyege@aaﬂem:l@ﬁwrmﬂ@@)cator further conprl sing a dunmy

&gahgg &&%ﬁ%@@l@? Lloby g caﬂiﬁs@g §1aaas$y b4 desohd peke keys (220-235)
S e con nat u n
met*fi54? %?F"%ﬁi‘%‘(\%f’f g %\at% (&ﬁ’% (“%i%‘ﬁ gr%é gf ‘?‘ﬁ%@“ﬁfﬁ?%@*fm

1388ipetibp(440, 0N ot of baideindt prfvhid Byy;s from wapd fmlpngite kgegrewat i ng
a fsbl@éﬁl% @‘ié \éé’d) %né%@é/ax&éé%hﬁépri@%@ Eéﬁﬂ&%{d' s&o%lﬂsri@at@ltey il LY

gerfera i I 81 0 4 fo g Sigaer GH10nk 19 e 6h g path, anc seid i
pr i seladied pkiee IgH;0Up (270) conprising a plurality of

sec t-8,KRY e

ge g%gatulﬁ% kl%ll 72? for g%%g‘} ggﬁh ]?agetg(liz % f?}]&gal ééﬁ % Sald patch and said
keyeyeheleaied mivaipketér m  sel ecting (410, 610) one of

S al tehndnlitfiSd safdiphtvitdh Oy sfifl S a5 @debbnll bieSd siphahnéatoBailk SiYch client.
group; selecting (410, 620) one of said second private

keys from said second private key group; generating

( 4 29patchrOent (ADGYnngetddity spatct sqyiet ELPO)Sorgevaiting € 501 18003, patch (1150, 1355,

1311@)55 bﬁi@eg8ﬂ@o§1§a1&j¥a%g&\hzr aﬁ%aa?eh@murﬁfa&mgs elsggg tn%g

ate ener a 20

0 (1 éﬁ"&? gPdre s it ﬁzyo%ro%%@a °‘HH?“§%% TPIFAE AT Hfpublic keys
s a| (@00sB Sowidchdetetbedn@ehefatel ot frstikeyygendaticn plattons (T16) | ng
said patch together with said first and second digital
signatures to said patch clzent.



10. A patch client (140) connected to a patch server
(100) for receiving (1500, 1800) a patch (1150, 1355,
WQS[@S/OOSJI&VS 1385) fromsaid patch server, theP(DHUS:h)O6/019941

Cl I ri:econd S ora)g rlilea%é sr% églé%cgﬁd 6)%’1%11% ﬁ(%g%ouggﬁe Scoglt li? o] %lufahgr of setcond public
p u t#Psrs ¢32RE93 W@@h) @avs b%)gemreé hy i aemd k#esegﬁng@m@ platfae (blﬁ) gifferent from

fi 184 fikieyy gengiapih@mmpl at form (1 110) ; second storage
or a secon

t [ roup (.3Z0 . :
co r?,g’x’rgstg Y, rfalecéaq FgﬂTanlgedI tlo tscil ec ?ZlSOe g% ﬁgl)é%(ﬂ 575 (% sééeg glrgg ptu.glfolgewm said first
whipetiic keneeoutseen gener at ed by a second key generation
pl atsfBhdRel ge%gt)) Hhahde@ i LRleot (10MN18RI th3b)i s b sKi ¥econd pubhc keys from said
gener tlon atform a first key selector arranged to
seﬁgﬁ?l?ﬁ§§%“¥T@10 1830) one of said first public
k edirst signatugerificition s¢mpouddl arengeétp verifp (1940, 8728, 4G 6N H84R P20, 1950) a first
selq %951 Ygndhld @ﬁ@epm)qec%ﬁé@ﬁm it D3k seJVQ%Qgem&&aﬁDsm@ Eﬁchqfsmg said first
sai d second [1c 'keys fromsaid second
gr otlfsted §m¥WF%&m§|gnature verification conponent
ar raaegethsignaury edsriﬁceyloﬁ 1(5}@nenﬂ.a]ﬁﬁ)g,ed b Aoy (ﬂ58@10730197250 1840, 1930, 1960) a
19%Qolmcﬁd1%1!af s?%n tﬁxj Qi 1t261| 133 gercl,é% ldrﬁ%m sg‘& %Qcch %g'rot)) € @Q{ patch using
from sal ch server oget sal
saﬁﬁdﬁ?ﬁgfd§@¢§%ﬁéﬁwpubl|c key, and a second S|gnature
V elvitbre adid fichCREPR I'Aﬁ‘ﬂigecﬁtf) Ay adsd, ®04‘5ﬁ5aidfpytcl( dobH0 the 1ebdfd of verifying

%Z%OB ﬁ%‘s %’rgios)ec::lb%&% %iélta:![ SI n%tures RES g)r]qlthgltgJ ! al Iegln at a{ed ﬁISt and second

rom sai pa C serv
wi tdigitelgigeptymst redredtizilng sai d second sel ect ed publlc key,
wherein said patch client is arranged to instal

(1560, 2045) said patch only if the results of
verifying said first and second digital signatures
indicate authenticity and integrity of said first and
second digital signatures, respectively.
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