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[0001] This application claims priority to Chinese Patent Application No.
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BIOMETRIC PAYMENT DEVICE, COMPUTER DEVICE AND STORAGE MEDIUM" filed
with the China National Intellectual Property Administration on March 23, 2020, the entire
contents of which are incorporated herein by reference.

FIELD OF THE TECHNOLOGY

[0002] The present disclosure relates to the field of Internet communication technologies,
and in particular, to an authentication method and apparatus of a biometric payment device, a

computer device, and a storage medium.

BACKGROUND OF THE DISCLOSURE

[0003] With the development of biometric payment technologies, biometric payment is
widely applied to a variety of business scenarios. Taking face-swiping payment in a biometric
payment scenario as an example, a specific application scenario is that: after receiving the
amount of payment, a cashier terminal calls a camera to acquire a face image of a user and
transmits the face image to a payment system. After the payment system passes the recognition
of the face image of the user, a payment code is returned to the cashier terminal. The cashier
terminal initiates a payment request to the payment system according to the payment code, to

complete the payment.

[0004] The face-swiping payment does not require the user to operate a payment code on
the terminal, and the payment code is generated by the payment system based on the face image
acquired by the cashier terminal. Therefore, it is necessary to authenticate the connected cashier
device to ensure the fund account security of the user. The authentication of a conventional face
payment device is a simple mapping relationship authentication, where a signature string and a
device number of the device are stored in system properties and a device authentication interface

is invoked for device authentication. A payment authentication server is configured to verify the
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device number, so as to implement two-way authentication between the device side and the
payment system, mutually trust identities, and establish a two-way secure link.

[0005] In an actual application, it is relatively simple to use the mapping relationship
between a signature and a device code for authentication. Another device may pretend to be the
device for device authentication by migrating the device code and the device signature, thereby
affecting the security performance of the biometric payment.

SUMMARY

[0006] According to embodiments of the present disclosure, an authentication method
and apparatus of a biometric payment device, a computer device, and a storage medium are

provided.

[0007] One aspect of the present disclosure provides an authentication method of a

biometric payment device is provided. The method includes:

[0008] acquiring a key of the biometric payment device, the key being recognized by a
payment authentication server and acquired through communication between a manufacturer

device and the payment authentication server;
[0009] generating a signature according to the key and device information;

[0010] transmitting an authentication request to the payment authentication server based
on the device information and the signature, the authentication request instructing the payment
authentication server to verify the signature according to the device information, and generate an
authentication result of the biometric payment device according to a verification result; and

[0011] receiving the authentication result returned by the payment authentication server,
the authentication result causing the payment authentication server to perform a biometric
payment based on biometric data transmitted by the biometric payment device that have been
authenticated.

[0012] Another aspect of the present disclosure provides an authentication method of a

biometric payment device. The method includes:

[0013] receiving an authentication request transmitted by the biometric payment device
based on a signature and device information, the signature being generated by the biometric
payment device according to a key of the biometric payment device and the device information,
and the key being recognized by a payment authentication server and acquired through



communication between a manufacturer device and the payment authentication server;
[0014] verifying the signature according to the device information;

[0015] generating an authentication result of the biometric payment device according to

a verification result; and

[0016] returning the authentication result to the biometric payment device, to perform a
biometric payment based on biometric data transmitted by the biometric payment device that

have been authenticated.

[0017] Another aspect of the present disclosure provides an authentication apparatus of a

biometric payment device. The apparatus includes:

[0018] a key acquisition module, configured to acquire a key of the biometric payment
device, the key being recognized by a payment authentication server and acquired through

communication between a manufacturer device and the payment authentication server;

[0019] a signature module, configured to generate a signature according to the key and

device information;

[0020] an authentication module, configured to transmit an authentication request to the
payment authentication server based on the device information and the signature, the
authentication request instructing the payment authentication server to verify the signature
according to the device information, and generate an authentication result of the biometric

payment device according to a verification result; and

[0021] a receiving module, configured to receive the authentication result returned by the
payment authentication server, the authentication result causing the payment authentication
server to perform a biometric payment based on biometric data transmitted by the biometric

payment device that have been authenticated.

[0022] Another aspect of the present disclosure provides an authentication apparatus of a

biometric payment device. The apparatus includes:

[0023] an authentication acquisition module, configured to receive an authentication
request transmitted by the biometric payment device based on a signature and device
information, the signature being generated by the biometric payment device according to a key

of the biometric payment device and the device information, and the key being recognized by a



payment authentication server and acquired through communication between a manufacturer

device and the payment authentication server;

[0024] a verification module, configured to verify the signature according to the device
information;
[0025] an authentication module, configured to generate an authentication result of the

biometric payment device according to a verification result; and

[0026] a transmitting module, configured to return the authentication result to the
biometric payment device, to perform a biometric payment based on biometric data transmitted
by the biometric payment device that have been authenticated.

[0027] Another aspect of the present disclosure provides a computer device, including a
memory and a processor, the memory storing a computer program, and the computer program,

when executed by the processor, causing the processor to perform:

[0028] acquiring a key of the biometric payment device, the key being recognized by a
payment authentication server and acquired through communication between a manufacturer

device and the payment authentication server;
[0029] generating a signature according to the key and device information;

[0030] transmitting an authentication request to the payment authentication server based
on the device information and the signature, the authentication request instructing the payment
authentication server to verify the signature according to the device information, and generate an
authentication result of the biometric payment device according to a verification result; and

[0031] receiving the authentication result returned by the payment authentication server,
the authentication result causing the payment authentication server to perform a biometric
payment based on biometric data transmitted by the biometric payment device that have been
authenticated.

[0032] Another aspect of the present disclosure provides a computer device, including a
memory and a processor, the memory storing a computer program, and the computer program,

when executed by the processor, causing the processor to perform:

[0033] receiving an authentication request transmitted by the biometric payment device
based on a signature and device information, the signature being generated by the biometric
payment device according to a key of the biometric payment device and the device information,

and the key being recognized by a payment authentication server and acquired through



communication between a manufacturer device and the payment authentication server;
[0034] verifying the signature according to the device information;

[0035] generating an authentication result of the biometric payment device according to

a verification result; and

[0036] returning the authentication result to the biometric payment device, to perform a
biometric payment based on biometric data transmitted by the biometric payment device that

have been authenticated.

[0037] Another aspect of the present disclosure provides a computer-readable storage
medium, storing a computer program, the computer program, when executed by a processor,

causing the processor to perform:

[0038] acquiring a key of the biometric payment device, the key being recognized by a
payment authentication server and acquired through communication between a manufacturer

device and the payment authentication server;

[0039] generating a signature according to the key and device information; transmitting
an authentication request to the payment authentication server based on the signature, the
authentication request carrying a device 1D, and instructing the payment authentication server to
verify the signature according to the device 1D, and generate an authentication result of the

biometric payment device according to a verification result; and

[0040] receiving the authentication result returned by the payment authentication server,
the authentication result causing the payment authentication server to perform a biometric
payment based on biometric data transmitted by the biometric payment device that have been

authenticated.

[0041] Another aspect of the present disclosure provides a computer-readable storage
medium, storing a computer program, the computer program, when executed by a processor,

causing the processor to perform:

[0042] receiving an authentication request transmitted by the biometric payment device
based on a signature and device information, the signature being generated by the biometric
payment device according to a key of the biometric payment device and the device information,

and the key being recognized by a payment authentication server and acquired through



communication between a manufacturer device and the payment authentication server;
[0043] verifying the signature according to the device information;

[0044] generating an authentication result of the biometric payment device according to

a verification result; and

[0045] returning the authentication result to the biometric payment device, to perform a
biometric payment based on biometric data transmitted by the biometric payment device that
have been authenticated.

[0046] Another aspect of the present disclosure provides a computer program, including
computer instructions, the computer instructions being stored in a computer-readable storage
medium. The processor of the computer device reads the computer instructions from the
computer-readable storage medium, and the processor executes the computer instructions, to

cause the computer device to perform the steps in the method embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] To describe the technical solutions in the embodiments of the present disclosure
or in the existing technology more clearly, the following briefly introduces the accompanying
drawings required for describing the embodiments or the existing technology. Apparently, the
accompanying drawings in the following description show merely some embodiments of the
present disclosure, and a person of ordinary skill in the art may still derive other drawings from
these accompanying drawings without creative efforts.

[0048] FIG. 1 is a diagram of an application environment of an authentication method of

a biometric payment device according to an embodiment.

[0049] FIG. 2 is a schematic flowchart of an authentication method of a biometric
payment device according to an embodiment.

[0050] FIG. 3 is a schematic diagram of a production environment of a biometric

payment device according to an embodiment.

[0051] FIG. 4 is a schematic flowchart of an authentication process of a biometric
payment device with a secure element (SE) according to an embodiment.

[0052] FIG. 5 is a schematic flowchart of an authentication process of a biometric

payment device with a trusted execution environment (TEE) according to an embodiment.



[0053] FIG. 6 is a schematic flowchart of an authentication process of a biometric

payment device with neither an SE nor a TEE according to an embodiment.

[0054] FIG. 7 is a schematic flowchart of an authentication method of a biometric

payment device according to another embodiment.

[0055] FIG. 8 is a structural block diagram of an authentication apparatus of a biometric

payment device according to an embodiment.

[0056] FIG. 9 is a structural block diagram of an authentication apparatus of a biometric

payment device according to another embodiment.

[0057] FIG. 10 is a diagram of an internal structure of a computer device according to an
embodiment.
[0058] FIG. 11 is a diagram of an internal structure of a computer device according to

another embodiment.

DESCRIPTION OF EMBODIMENTS

[0059] To make the objectives, technical solutions, and advantages of the present
disclosure clearer, the following further describes the present disclosure in detail with reference
to the accompanying drawings and the embodiments. It is to be understood that the specific
embodiments described herein are only used for explaining the present disclosure, and are not
used for limiting the present disclosure.

[0060] An authentication method of a face payment device provided in the present
disclosure may be applied to an application environment shown in FIG. 1. A biometric payment
device 102 communicates with a payment authentication server 104 via a network, and acquires
a key of the device, the key being a key recognized by the payment authentication server and
acquired through communication between a manufacturer device and the payment authentication
server during a production phase; generates a signature according to the key and device
information; transmits an authentication request to the payment authentication server based on
the signature, the authentication request being used for carrying a device ID, and instructing the
payment authentication server to verify the signature according to the device ID, and generate an
authentication result of the biometric payment device according to a verification result; and
receives the authentication result returned by the payment authentication server, the
authentication result causing the payment authentication server to implement a biometric

payment based on biometric data transmitted by the authenticated biometric payment device. The
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biometric payment device 102 may be a cashier terminal with a human body biometric data
acquisition device, including a hardware device such as a fingerprint acquisition device, an
image acquisition device, or the like. The payment authentication server 104 may be

implemented by using an independent server or a server cluster including a plurality of servers.

[0061] In one embodiment, as shown in FIG. 2, an authentication method of a biometric
payment device is provided. Taking the method applied to the biometric payment device in FIG.

1 as an example for description, the method includes the following steps:

[0062] Step 202: Acquire a key of the biometric payment device, the key being
recognized by a payment authentication server and acquired through communication between a

manufacturer device and the payment authentication server during a production phase.

[0063] The biometric payment refers to a means of payment acquiring biometric data of a
human body as a payment voucher. The biometric data of the human body includes fingerprints,
faces, handwritings, voices, gait, or the like. Different from the code scanning payment in which
the user generates a highly private payment code by operating a personal mobile phone, human
body biometric data is a type of data that can be acquired through a public means. For example, a
human face is acquired through a camera, sound is acquired through a microphone, gait is
acquired through a camera, or the like. Therefore, in some way, human body feature data is a
type of public data, requiring that the biometric payment device is authenticated, to ensure the

security of a payment communication link.

[0064] To ensure the security of the biometric payment, on the one hand, it is necessary
to ensure from the source that the biometric payment device acquires a key used for
authentication from a qualified device produced by a manufacturer certified by a payment
platform; on the other hand, when being used as a cashier terminal of a merchant, the biometric
payment device communicates with the payment authentication server, generates a signature
according to the key, and establishes a secure link between the biometric payment device and the

payment authentication server after the payment authentication server verifies the signature.

[0065] The manufacturer refers to a manufacturer of the biometric payment device. The
manufacturer acquires the qualification to produce the biometric payment device that can be
authenticated by the payment platform by entering a merchant platform of the payment platform
as a merchant of the payment platform. The biometric payment device produced by the
manufacturer needs to be verified and accepted by the payment platform, and then be sold to a

merchant as a cashier terminal of the merchant.



[0066] The manufacturer device is a communication tool between the manufacturer and
the payment authentication server, and is an auxiliary tool for device production. After the
production of the biometric payment device is completed, the manufacturer device
communicates with the payment authentication server to acquire a device key recognized by the

payment authentication server.

[0067] In an implementation, a method for acquiring the device key is to generate public
and private keys on the biometric payment device in a production phase, and export the public
key to the manufacturer device. Because the manufacturer has been certified by the payment
platform, the public key can be uploaded to the payment authentication server through the
manufacturer device. That is, the private key is generated and stored locally in the biometric
payment device, and the public key is uploaded to the payment authentication server. Because
the public key is uploaded by the qualified manufacturer device, and the payment authentication
server has a public key matching the biometric payment device, a local private key of the
biometric payment device is a key recognized by the payment authentication server.

[0068] In an implementation, a method for acquiring the device key is to export the
device information of the biometric payment device to the manufacturer device in the production
phase. Because the manufacturer has been certified by the payment platform, the device
information can be uploaded to the payment authentication server through the manufacturer
device, the payment authentication server generates the key according to the device information,
and returns the key to the manufacturer device, and the manufacturer device burns the key to the
biometric payment device. Because the key is generated by the payment authentication server
according to the device information, the key is recognized by the payment authentication server.

[0069] Step 204: Generate a signature according to the key and device information.

[0070] Specifically, the biometric payment device generates a signature on the device
information according to the key, that is, the device information is encrypted by using the key,
and the ciphertext obtained is the signature of the transmission process. The device information
refers to information that can identify an identity of the biometric payment device, which may be

a device ID, a device MAC address, or the like.

[0071] Step 206: Transmit an authentication request to the payment authentication server
based on the device information and the signature, the authentication request instructing the

payment authentication server to verify the signature according to the device information, and



generate an authentication result of the biometric payment device according to a verification

result.

[0072] The biometric payment device transmits the authentication request to the payment
authentication server based on the device information and the signature. The device information
transmitted to the payment authentication server is the same as the device information used by
the biometric payment device for generating the signature. After receiving the authentication
request, the payment authentication server acquires a decryption method corresponding to the
biometric payment device according to a device ID. For example, a public key or a decryption
rule corresponding to the device information is acquired, the signature is decrypted according to
the public key and a key rule to acquire the device information, whether decrypted device
information is consistent with received device information is verified, and the authentication

result for the biometric payment device is generated according to the verification result.

[0073] If the decrypted device information is consistent with the received device
information, the signature verification is passed, a verification result indicating that the signature
verification is successful is generated, and an authentication result indicating that the
authentication of the biometric payment device is successful is further obtained. If the decrypted
device information is inconsistent with the received device information, the signature verification
is not passed, a verification result indicating that the signature verification is failed is obtained,
and an authentication result indicating that the authentication of the biometric payment device is

failed is further obtained.

[0074] Step 208: Receive the authentication result returned by the payment
authentication server, the authentication result causing the payment authentication server to
perform a biometric payment based on biometric data transmitted by the authenticated biometric

payment device.

[0075] Specifically, after being authenticated, the payment authentication server registers
the authenticated biometric payment device, and establishes a secure link between the biometric
payment device and the payment authentication server. The biometric payment device acquires
the biometric data, and transmits the acquired biometric data and the device ID to the payment
authentication server. The payment authentication server determines whether the biometric
payment device is an authenticated device according to the device ID. If so, the acquired
biometric data is matched with feature data of the user stored in a database, a payment code is

generated according to matched user account information, and the payment code is returned to
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the biometric payment device. The biometric payment device initiates payment to the payment
authentication server according to the payment code, and the payment authentication server
deducts the payment from the corresponding account. If the authentication server determines that
the biometric payment device is a non-authenticated device according to the device ID, the
payment request of the biometric payment device is neglected, and the biometric payment device
is determined as an illegal device to ensure the payment account security of the user.

[0076] In the foregoing authentication method of the biometric payment device, the key
of the biometric payment device is the key recognized by the payment authentication server and
acquired through the communication between the manufacturer device and the payment
authentication server in the production phase, and then signature information is generated by
using the key, and transmitted to the payment authentication server for verification, the signature
being generated according to the key on the biometric payment device. The key has a relatively
high security level, and another terminal cannot acquire the key to generate the signature and
pretend to be the device for device authentication. The payment authentication server can
determine, according to the authentication result, which device is the device transmitting the
biometric data and whether the device is a device authenticated by the payment platform. The
payment code can only be acquired on the payment authentication server side by using the
biometric data acquired by the biometric payment device authenticated by the payment

authentication server, so that the security performance of the biometric payment is ensured.

[0077] In another embodiment, a method for acquiring the key recognized by the
payment authentication server through the communication between the manufacturer device and
the payment authentication server during the production phase includes: generating a public key
and a private key according to a key production instruction; and exporting the public key to the
manufacturer device, where the manufacturer device uploads the public key to the payment

authentication server.

[0078] Specifically, after the hardware production of the biometric payment device is
completed, the device key needs to be configured before leaving the factory. FIG. 3 is a
schematic diagram of a production environment. A biometric payment device 302 is connected to
a manufacturer device 304, and the manufacturer device 304 is communicatively connected to a

payment authentication server 306.

[0079] The key production instruction refers to an instruction used for initiating the

generation of the public key and the private key during the production process of the biometric

1



payment device. Specifically, after the hardware production of the biometric payment device is
completed, the biometric payment device is equipped with an operating system, and the
operating system is run, to generate the public key and the private key according to the key

production instruction.

[0080] The public key and the private key are a key pair obtained by using an
asymmetric encryption algorithm, one of which is made public to the outside world, and is
referred to as the public key, and the other one is kept for oneself, and is referred to as the private
key. The key pair obtained by using the algorithm can be guaranteed to be unique in the world.
When using the key pair, if one key of the key pair is used for encrypting a piece of data, the
other key has to be used for decryption. For example, if encryption is performed with the private
key, decryption has to be performed with the public key; otherwise, the decryption will not

succeed.

[0081] In the present disclosure, the private key is held by the owner of the key pair, that
IS, the private key is held by the biometric payment device and cannot be published, and the
public key is published by the key pair holder to the payment authentication server. Specifically,
the public key is published to the payment authentication server through the manufacturer device
recognized by the payment authentication server. The payment authentication server acquires the
public key corresponding to the private key of the biometric payment device, and can decrypt an
encrypted file of the private key. Therefore, the private key in the biometric payment device is
recognized by the payment authentication server, and the public key in the payment
authentication server can decrypt data of the biometric payment device encrypted by using the

private key.

[0082] In this embodiment, the public key and the private key are generated in the
biometric payment device, the private key is not exported, and only the public key is exported to
the payment authentication server, so that the key of the biometric payment device cannot be
copied, which prevents the biometric payment device from being pretended, and ensures the

security performance of the biometric payment.

[0083] In one embodiment, the biometric payment device is equipped with a secure
element (SE). The SE is a hardware chip independent of a main chip of the biometric payment
device, which can prevent external malicious parsing attacks and protect the security of core
sensitive data. There is a cryptographic algorithm logic circuit in the chip, which can provide

secure cryptographic algorithm services to the outside world. The SE not only protects against

12



logical attacks from the software layer, but also resists physical attacks, and protects the data
stored therein even if being physically destroyed or disassembled.

[0084] As shown in FIG. 4, the authentication of the biometric payment device using the

SE includes two phases:

[0085] The first phase is the production phase: the key recognized by the payment
authentication server is acquired through the communication between the manufacturer device

and the payment authentication server during the production phase.

[0086] Specifically, the biometric payment device is connected to the SE, and the SE of
the biometric payment device is controlled to generate the public key and the private key
according to the key production instruction.

[0087] Specifically, the main chip of the biometric payment device controls the SE to
generate the public key and the private key by using the key generation method of the SE.
Compared with the main chip of the biometric payment, the SE is an independent hardware
environment. The public key and the private key generated by the SE are isolated from the main
chip in hardware. Even if the main chip is attacked, the security of the key can still be ensured.

Therefore, using the SE to generate the public key and the private key has a high security level.

[0088] The biometric payment device exports the public key to the manufacturer device,
and the manufacturer device uploads the public key to the payment authentication server through

a secure interface.

[0089] Specifically, according to the Chinese National Cryptography Standard of an SE,
only the public key of an encrypted key can be exported, and the private key cannot be exported.
The public key is uploaded to the payment authentication server by using the manufacturer
device, so that the payment authentication server holds the public key of the biometric payment
device, and the payment authentication server has the ability to decrypt the data encrypted by
using the private key of the biometric payment device. In an actual application, the manufacturer
device uploads the device ID and the public key to the payment authentication server together,
and the payment authentication server establishes a correspondence between the device ID and
the public key, which is convenient for subsequent quick search for the corresponding public key

matching the biometric payment device.

[0090] The manufacturer is authenticated by the payment platform and has the

production qualification. Therefore, the public key uploaded by the manufacturer is recognized
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by the payment authentication server, and then the payment authentication server recognizes the
private key corresponding to the public key. The payment authentication server establishes the
correspondence between the device ID and the public key, and returns an upload result to the
manufacturer device. So far, the first phase of the authentication is completed, the public key is
uploaded to the payment authentication server, and the private key is stored in the SE of the

biometric payment device.

[0091] The second phase is the merchant authentication phase. The biometric payment
device on the merchant side uses the private key recognized by the payment authentication server
for authentication to the payment authentication server, to establish a secure link between the

biometric payment device and the payment authentication server.

[0092] When the biometric payment device on the merchant side needs to be
communicatively connected to the payment authentication server, the authentication to the
payment authentication server is required to establish a secure communication link with the

payment authentication server.

[0093] First, the biometric payment device on the merchant side controls the SE to

generate a signature according to the private key and the device information.

[0094] In this embodiment, the signature is generated in the SE, which can prevent the
signature from being migrated. The signature is generated for the device information according
to the private key to prevent the device information from being tampered with during the
transmission process. To improve the timeliness of the signature, further, the private key may be
used for signing the device information and a timestamp. Therefore, the payment authentication
server verifies whether the device information is tampered with, and also verifies the validity of
time, which further improves the payment security. Secondly, by transmitting the signature to the
payment authentication server, the payment authentication server acquires the public key
corresponding to the private key to verify the signature. Specifically, after receiving the
authentication request, the payment authentication server acquires the corresponding public key
according to the device information. The public key is used for verifying the signature, the
signature is decrypted according to the public key to acquire the device information, and whether
decrypted device information is consistent with received device information is verified, to obtain

a verification result of the signature.

[0095] Moreover, the timestamp of the signature is further verified, and the validity

period of the signature is verified according to the current time and the timestamp in the
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signature information, which further improves the payment security. If the decrypted device
information is consistent with the received device information and the time is valid, the signature
verification is passed, and an authentication result indicating that the authentication of the
biometric payment device is successful is obtained. If the decrypted device information is
inconsistent with the received device information, or the time exceeds the validity period, the
signature verification is not passed, and an authentication result indicating that the authentication

of the biometric payment device is failed is obtained.

[0096] Thirdly, the payment authentication server returns the authentication result to the
biometric payment device, the authentication result causing the payment authentication server to
implement the biometric payment based on the biometric data transmitted by the authenticated

biometric payment device.

[0097] Specifically, after being authenticated, the payment authentication server registers
the authenticated biometric payment device, and establishes a secure link between the biometric
payment device and the payment authentication server. The biometric payment device acquires
the biometric data, and transmits the acquired biometric data and the device ID to the payment
authentication server. The payment authentication server determines whether the biometric
payment device is an authenticated device according to the device ID. If so, the acquired
biometric data is matched with feature data of the user stored in a database, a payment code is
generated according to matched user account information, and the payment code is returned to
the biometric payment device. The biometric payment device initiates payment to the payment
authentication server according to the payment code, and the payment authentication server
deducts the payment from the corresponding account. If the authentication server determines that
the biometric payment device is a non-authenticated device according to the device ID, the
payment request of the biometric payment device is neglected, and the biometric payment device

is determined as an illegal device to ensure the payment account security of the user.

[0098] In this embodiment, by using the SE, the public and private keys and the signature
are generated from isolated hardware, the public key is only exported once, and the private key
cannot be exported, so that the key of the biometric payment device cannot be copied, which
prevents the biometric payment device from being pretended. The isolation from hardware

allows the authentication method to improve the security level.

[0099] In one embodiment, the biometric payment device is equipped with a trusted

execution environment (TEE). The TEE draws on the idea of trusted computing technology and
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aims to protect security-sensitive code execution and related data information from being
attacked and destroyed by malicious adversaries, which is the basis for establishing a trusted
mobile terminal platform. The TEE mainly includes a micro-kernel operating system, which is
isolated from a rich execution environment including a common terminal operating system. The
TEE can resist attacks from the software layer, which has a security protection capability lower
than that of the SE.

[0100] As shown in FIG. 5, the implementation of the authentication of the biometric

payment device by using the TEE includes two phases:

[0101] The first phase is the production phase: the key recognized by the payment
authentication server is acquired through the communication between the manufacturer device

and the payment authentication server during the production phase.

[0102] Specifically, the biometric payment device is equipped with the TEE, and
generates the public key and the private key based on the TEE. Because the TEE includes a
micro-kernel operating system, which is isolated from a rich execution environment including a
common terminal operating system, the key can be generated in isolation from the software, to

improve the key security level.

[0103] The biometric payment device exports the public key to the manufacturer device,
and the manufacturer device uploads the public key to the payment authentication server through

a secure interface.

[0104] In this embodiment, the private key is generated in the TEE, the private key
cannot be exported, and the public key is only exported once and uploaded to the payment
authentication server. Therefore, the payment authentication server holds the public key of the
biometric payment device, and the payment authentication server has the ability to decrypt the
data encrypted by using the private key of the biometric payment device. In an actual
application, the manufacturer device uploads the device ID and the public key to the payment
authentication server together, and the payment authentication server establishes a
correspondence between the device ID and the public key, which is convenient for subsequent

quick search for the corresponding public key matching the biometric payment device.

[0105] The manufacturer is authenticated by the payment platform and has the
production qualification. Therefore, the public key uploaded by the manufacturer is recognized
by the payment authentication server, and then the payment authentication server recognizes the

private key corresponding to the public key. The payment authentication server establishes the
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correspondence between the device ID and the public key, and returns an upload result to the
manufacturer device. So far, the first phase of the authentication is completed, the public key is
uploaded to the payment authentication server, and the private key is stored in the biometric

payment device.

[0106] The second phase is the merchant authentication phase. The biometric payment
device on the merchant side uses the private key recognized by the payment authentication server
for authentication to the payment authentication server, to establish a secure link between the

biometric payment device and the payment authentication server.

[0107] When the biometric payment device on the merchant side needs to be
communicatively connected to the payment authentication server, the authentication to the
payment authentication server is required to establish a secure communication link with the

payment authentication server.

[0108] First, the biometric payment device on the merchant side generates a signature
based on the TEE according to the private key and the device information.

[0109] Secondly, the signature is transmitted to the payment authentication server, and
the payment authentication server acquires the public key corresponding to the private key to

verify the signature.

[0110] Thirdly, the payment authentication server returns the authentication result to the
biometric payment device, the authentication result causing the payment authentication server to
implement the biometric payment based on the biometric data transmitted by the authenticated

biometric payment device.

[0111] The authentication process is the same as that based on the SE. Details are not

repeated herein again.

[0112] In this embodiment, by using the TEE, the public and private keys and the
signature are generated from software, the public key is only exported once, and the private key
cannot be exported, so that the key of the biometric payment device cannot be copied, which
prevents the biometric payment device from being pretended. The isolation from software allows

the authentication method to have a higher level of security.

[0113] In another embodiment, for a biometric payment device that does not support a
TEE and does not have an SE, as shown in FIG. 6, the authentication of the biometric payment

device includes two phases:
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[0114] The first phase is the production phase. The key recognized by the payment
authentication server is acquired through the communication between the manufacturer device

and the payment authentication server during the production phase.

[0115] Specifically, the biometric payment device exports multi-factor device
information to the manufacturer device, where the multi-factor device information is uploaded to
the payment authentication server through the manufacturer device, and the payment
authentication server generates a dynamic link library file storing the key of the biometric

payment device according to the multi-factor device information.

[0116] The multi-factor device information includes device-related multi-factor device
information, that is, multiple device information, for example, includes but is not limited to a
brand name, a device name, a manufacturer name, a product name, a device MAC address, a

device ID, a unique device identifier (UUID), a device serial number, or the like.

[0117] The payment authentication server generates the key according to the multi-factor
device information, and stores the key by using the dynamic link library file. The dynamic link
library file such as a shared object (SO) library file is a black box, and the payment
authentication server uses the encryption rule of the black box to store the key in the dynamic
link library file. Because the rule of the black box is encrypted, the rule for generating the key for
the SO file is encrypted, and the key of the device cannot be copied.

[0118] The payment authentication server transmits the dynamic link library file storing
the key to the manufacturer device, and the manufacturer device burns the dynamic link library
file to the biometric payment device. Specifically, the biometric payment device burns the
dynamic link library file returned by the payment authentication server received by the
manufacturer device to the biometric payment device according to a burning instruction of the

manufacturer device.

[0119] In this embodiment, for the biometric payment device with neither an SE nor a
TEE, the key is generated by using the payment authentication server, and the key is burned to
the biometric payment device by means of external import. To prevent the key from being stolen
during external import, a reinforcement method may be adopted to store the key in the SO file,

and the SO file is obfuscated and reinforced.

[0120] Specifically, the dynamic link library file burned to the biometric payment device
is not lost when the device is restored to the factory setting, which ensures that the generated key

is permanently stored in the biometric payment device.
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[0121] The second phase is the merchant authentication phase. The biometric payment
device on the merchant side uses the key recognized by the payment authentication server for
authentication to the payment authentication server, to establish a secure link between the

biometric payment device and the payment authentication server.

[0122] First, the key stored in the dynamic link library file is used for encrypting the

device information to generate the signature.

[0123] Secondly, the signature is transmitted to the payment authentication server. The
payment authentication server acquires the corresponding decryption rule of the corresponding
dynamic link library file to verify the signature, obtains the decrypted device information, and
verifies whether the decrypted device information is consistent with the received device

information.

[0124] Thirdly, the payment authentication server returns the authentication result to the
biometric payment device, the authentication result causing the payment authentication server to
implement the biometric payment based on the biometric data transmitted by the authenticated

biometric payment device.

[0125] In this embodiment, for a biometric payment device with neither an SE chip nor a
TEE, a dynamic link library file used for storing the key is generated by the payment
authentication server according to the multi-factor device information of the biometric payment
device, and then the dynamic link library file storing the key is imported into the biometric
payment device through the manufacturer device. The key is stored in the SO file, the encryption
and decryption operations are both performed in the SO file, the key is generated through the SO
file of the black box, and the rule of the black box is encrypted. Therefore, the device key cannot

be copied, which improves the key security.

[0126] Further, for the SO file storing the key, the payment authentication server also
uses the method of obfuscation and reinforcement to improve the security level of the SO file, so
that the SO file cannot be easily decompiled. The SO file is a binary file. An obfuscation tool is
used for obfuscating the code of the binary file, so that the code sequence of the SO file is
scrambled for anti-reverse protection. The SO file encrypted by using a reinforcement program

cannot be decompiled, which further improves the key security.

[0127] Considering the security authentication of a biometric payment device with an

SE, a biometric payment device with a TEE, and a biometric payment device with neither an SE
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nor a TEE, the foregoing authentication method of the biometric payment device is compatible

with the authentication of almost all biometric payment devices, and has wide applicability.

[0128] Considering the particularity of the biometric payment, in the authentication
method of the biometric payment device of the present disclosure, signature information is
generated by using a key with a higher security level, and is transmitted to the payment
authentication server for signature verification. Another terminal cannot acquire the key to
generate a signature to pretend to be the device for device authentication. The payment
authentication server can determine which device is transmitting the biometric data according to
the authentication result and whether the device is a device authenticated by the payment
platform. The payment code can only be acquired on the payment authentication server side by
using the biometric data acquired by the biometric payment device authenticated by the payment

authentication server, so that the security performance of the biometric payment is ensured.

[0129] The authentication method of the biometric payment device of the present

disclosure can be applied to face payment, fingerprint payment, voiceprint payment, or the like.

[0130] As shown in FIG. 7, an authentication method of a biometric payment device is
provided. Taking the method applied to the payment authentication server in FIG. 1 as an

example for description, the method includes:

[0131] Step 702: Receive an authentication request transmitted by the biometric payment
device based on a signature and device information, the signature being generated by the
biometric payment device according to a key of the biometric payment device and the device
information, and the key being recognized by the payment authentication server and acquired
through communication between a manufacturer device and the payment authentication server

during a production phase.

[0132] The biometric payment refers to a means of payment acquiring biometric data of a
human body as a payment voucher. The biometric data of the human body includes fingerprints,
faces, handwritings, voices, gait, or the like. Different from the code scanning payment in which
the user generates a highly private payment code by operating a personal mobile phone, human
body biometric data is a type of data that can be acquired through a public means. For example, a
human face is acquired through a camera, sound is acquired through a microphone, gait is
acquired through a camera, or the like. Therefore, in some way, human body feature data is a
type of public data, requiring that the biometric payment device is authenticated, to ensure the

security of a payment communication link.
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[0133] To ensure the security of the biometric payment, on the one hand, it is necessary
to ensure from the source that the biometric payment device acquires a key used for
authentication from a qualified device produced by a manufacturer certified by a payment
platform; on the other hand, when being used as a cashier terminal of a merchant, the biometric
payment device communicates with the payment authentication server, generates a signature
according to the key, and establishes a secure link between the biometric payment device and the

payment authentication server after the payment authentication server verifies the signature.

[0134] In an implementation, a method for acquiring the device key is to generate public
and private keys on the biometric payment device in a production phase, and export the public
key to the manufacturer device. Because the manufacturer has been certified by the payment
platform, the public key can be uploaded to the payment authentication server through the
manufacturer device. That is, the private key is generated and stored locally in the biometric
payment device, and the public key is uploaded to the payment authentication server. Because
the public key is uploaded by the qualified manufacturer device, and the payment authentication
server has a public key matching the biometric payment device, a local private key of the

biometric payment device is a key recognized by the payment authentication server.

[0135] In an implementation, a method for acquiring the device key is to export the
device information of the biometric payment device to the manufacturer device in the production
phase. Because the manufacturer has been certified by the payment platform, the device
information can be uploaded to the payment authentication server through the manufacturer
device, the payment authentication server generates the key according to the device information,
and returns the key to the manufacturer device, and the manufacturer device burns the key to the
biometric payment device. Because the key is generated by the payment authentication server

according to the device information, the key is recognized by the payment authentication server.
[0136] Step 704: Verify the signature according to the device information.

[0137] Specifically, the biometric payment device generates a signature on the device
information according to the key, that is, the device information is encrypted by using the key,
and the ciphertext obtained is the signature of the transmission process. The device information
refers to information that can identify an identity of the biometric payment device, which may be

a device ID, a device MAC address, or the like.

[0138] If the decrypted device information is consistent with the received device

information, the signature verification is passed, a verification result indicating that the signature
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verification is successful is generated, and an authentication result indicating that the
authentication of the biometric payment device is successful is further obtained. If the decrypted
device information is inconsistent with the received device information, the signature verification
is not passed, a verification result indicating that the signature verification is failed is obtained,
and an authentication result indicating that the authentication of the biometric payment device is
failed is further obtained.

[0139] Step 706: Generate an authentication result of the biometric payment device

according to a verification result.

[0140] If the decrypted device information is consistent with the received device
information, the signature verification is passed, a verification passing result of the signature
verification is obtained, and an authentication passing result of the biometric payment device is
further obtained. If the decrypted device information is inconsistent with the received device
information, the signature verification fails, a verification failure result of the signature
verification is obtained, and an authentication failure result of the biometric payment device is

further obtained.

[0141] Step 708: Return the authentication result to the biometric payment device, to
perform a biometric payment based on biometric data transmitted by the authenticated biometric
payment device.

[0142] Specifically, after being authenticated, the payment authentication server registers
the authenticated biometric payment device, and establishes a secure link between the biometric
payment device and the payment authentication server. The biometric payment device acquires
the biometric data, and transmits the acquired biometric data and the device ID to the payment
authentication server. The payment authentication server determines whether the biometric
payment device is an authenticated device according to the device ID. If so, the acquired
biometric data is matched with feature data of the user stored in a database, a payment code is
generated according to matched user account information, and the payment code is returned to
the biometric payment device. The biometric payment device initiates payment to the payment
authentication server according to the payment code, and the payment authentication server
deducts the payment from the corresponding account. If the authentication server determines that
the biometric payment device is a non-authenticated device according to the device ID, the
payment request of the biometric payment device is neglected, and the biometric payment device

is determined as an illegal device to ensure the payment account security of the user.
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[0143] In the foregoing authentication method of the biometric payment device, the key
of the biometric payment device is the key recognized by the payment authentication server and
acquired through the communication between the manufacturer device and the payment
authentication server in the production phase, then signature information is generated by using
the key, and transmitted to the payment authentication server for verification, the signature being
generated according to the key on the biometric payment device. The key has a relatively high
security level, and another terminal cannot acquire the key to generate the signature and pretend
to be the device for device authentication. The payment authentication server can determine
which device is transmitting the biometric data according to the authentication result and
whether the device is a device authenticated by the payment platform. The payment code can
only be acquired on the payment authentication server side by using the biometric data acquired
by the biometric payment device authenticated by the payment authentication server, so that the

security performance of the biometric payment is ensured.

[0144] In another embodiment, a method for acquiring the key recognized by the
payment authentication server through the communication between the manufacturer device and
the payment authentication server during the production phase includes: acquiring a public key
of the biometric payment device uploaded by the manufacturer device, where the public key and
a private key corresponding to the public key are generated according to a key production
instruction, and the public key is exported to the manufacturer device. Specifically, after the
hardware production of the biometric payment device is completed, the device key needs to be
configured before leaving the factory. FIG. 3 is a schematic diagram of a production
environment. A biometric payment device 302 is connected to a manufacturer device 304, and
the manufacturer device 304 is communicatively connected to a payment authentication server
306.

[0145] The key production instruction refers to an instruction used for initiating the
generation of the public key and the private key during the production process of the biometric
payment device. Specifically, after the hardware production of the biometric payment device is
completed, the biometric payment device is equipped with an operating system, and the
operating system is run, to generate the public key and the private key according to the key

production instruction.

[0146] In the present disclosure, the private key is held by the owner of the key pair, that

is, the private key is held by the biometric payment device and cannot be published, and the

public key is published by the key pair holder to the payment authentication server. Specifically,
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the public key is published to the payment authentication server through the manufacturer device
recognized by the payment authentication server. The payment authentication server acquires the
public key corresponding to the private key of the biometric payment device, and can decrypt an
encrypted file of the private key. Therefore, the private key in the biometric payment device is
recognized by the payment authentication server, and the public key in the payment
authentication server can decrypt data of the biometric payment device encrypted by using the

private key.

[0147] In this embodiment, the public key and the private key are generated in the
biometric payment device, the private key is not exported, and only the public key is exported to
the payment authentication server, so that the key of the biometric payment device cannot be
copied, which prevents the biometric payment device from being pretended, and ensures the

security performance of the biometric payment.

[0148] In one embodiment, the biometric payment device is connected to the SE, and the
SE of the biometric payment device is controlled to generate the public key and the private key
according to the key production instruction. The biometric payment device exports the public
key to the manufacturer device, and the manufacturer device uploads the public key and the
device ID to the payment authentication server through a secure interface. The biometric
payment device on the merchant side controls the SE to generate a signature according to the

private key and the device information.

[0149] In another embodiment, the biometric payment device is equipped with a TEE,
and generates the public key and the private key based on the TEE. The biometric payment
device exports the public key to the manufacturer device, and the manufacturer device uploads
the public key and the device ID to the payment authentication server through a secure interface.
The biometric payment device on the merchant side generates a signature based on the TEE

according to the private key and the device information.

[0150] Further, the payment authentication server acquires the corresponding public key,
and verifies the signature according to the device information and the public key.

[0151] In another embodiment, a method for acquiring the key recognized by the
payment authentication server through the communication between the manufacturer device and
the payment authentication server during the production phase includes: acquiring multi-factor
device information of the biometric payment device uploaded by the manufacturer device;

generating a dynamic link library file storing the key of the biometric payment device according
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to the multi-factor device information; and transmitting the dynamic link library file to the
manufacturer device, the dynamic link library file instructing the manufacturer device to burn the

dynamic link library file to the biometric payment device.

[0152] The multi-factor device information includes device-related multi-factor device
information, that is, multiple device information, for example, includes but is not limited to a
brand name, a device name, a manufacturer name, a product name, a device MAC address, a

device ID, a unique device identifier (UUID), a device serial number, or the like.

[0153] The payment authentication server generates the key according to the multi-factor
device information, establishes a correspondence between the key and the multi-factor device
information, stores the key by using the dynamic link library file, and transmits the key to the
manufacturer device, to import the key into the biometric payment device. The dynamic link
library file (an SO file) is a black box, and the payment authentication server uses the encryption
rule of the black box to store the key in the dynamic link library file. Because the rule of the
black box is encrypted, the rule for generating the key for the SO file is encrypted, and the key of

the device cannot be copied.

[0154] Specifically, the biometric payment device burns the dynamic link library file
returned by the payment authentication server received by the manufacturer device to the
biometric payment device according to a burning instruction of the manufacturer device. The
dynamic link library file burned to the biometric payment device is not lost when the device is
restored to the factory setting, which ensures that the generated key is permanently stored in the

biometric payment device.

[0155] In this embodiment, for a biometric payment device with neither an SE chip nor a
TEE, a dynamic link library file used for storing the key is generated by the payment
authentication server according to the multi-factor device information of the biometric payment
device, and then the dynamic link library file storing the key is imported into the biometric
payment device through the manufacturer device. The key is stored in the SO file, the encryption
and decryption operations are both performed in the SO file, the key is generated through the SO
file of the black box, and the rule of the black box is encrypted. Therefore, the device key cannot

be copied, which improves the key security.

[0156] Further, the payment authentication server obfuscates and reinforces the dynamic
link library file storing the key. An obfuscation tool is used for obfuscating the code of the binary

file, so that the code sequence of the SO file is scrambled for anti-reverse protection. The SO file
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encrypted by using a reinforcement program cannot be decompiled, which further improves the

key security.

[0157] It is to be understood that, although the steps in the flowcharts of FIG. 2, and FIG.
4 to FIG. 7 are sequentially displayed according to indication of arrows, the steps are not
necessarily sequentially performed in the sequence indicated by the arrows. Unless otherwise
explicitly specified in the present disclosure, execution of the steps is not strictly limited, and the
steps may be performed in other sequences. In addition, at least some steps in FIG. 2, and FIG. 4
to FIG. 7 may include a plurality of steps or a plurality of stages. The steps or the stages are not
necessarily performed at the same moment, and instead may be performed at different moments.
The steps or the stages are not necessarily performed sequentially, and instead may be performed

in turn or alternately with another step or at least some of steps or stages of another step.

[0158] In one embodiment, as shown in FIG. 8, an authentication apparatus of a
biometric payment device is provided. The apparatus may adopt a software module or a
hardware module, or a combination of the two to become a part of a computer device. The

apparatus specifically includes:

[0159] a key acquisition module 802, configured to acquire a key of the biometric
payment device, the key being recognized by a payment authentication server and acquired
through communication between a manufacturer device and the payment authentication server

during a production phase;

[0160] a signature module 804, configured to generate a signature according to the key

and device information;

[0161] an authentication module 806, configured to transmit an authentication request to
the payment authentication server based on the device information and the signature, the
authentication request instructing the payment authentication server to verify the signature
according to the device information, and generate an authentication result of the biometric

payment device according to a verification result; and

[0162] a receiving module 808, configured to receive the authentication result returned
by the payment authentication server, the authentication result causing the payment
authentication server to perform a biometric payment based on biometric data transmitted by the

authenticated biometric payment device.
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[0163] In another embodiment, the key acquisition module includes: a key generation
module, configured to generate a public key and a private key according to a key production

instruction;

[0164] a key export module, configured to export the public key to the manufacturer
device, where the manufacturer device uploads the public key to the payment authentication

server, and

[0165] the key generation module is configured to control an SE of the biometric
payment device to generate the public key and the private key according to the key production

instruction; and

[0166] a signature module, configured to control the SE to generate the signature

according to the private key and the device information,

[0167] where the key generation module is configured to generate the public key and the

private key based on a TEE according to the key production instruction, and

[0168] the signature module is configured to generate the signature according to the

private key and the device information based on the TEE.
[0169] In another embodiment, the key acquisition module includes:

[0170] a device information export module, configured to export multi-factor device
information to the manufacturer device, where the multi-factor device information is transmitted
to the payment authentication server through the manufacturer device, and the payment
authentication server generates a dynamic link library file storing the key of the biometric

payment device according to the multi-factor device information; and

[0171] a key import module, configured to locally burn, in response to a burning
instruction of the manufacturer device, the dynamic link library file returned by the payment

authentication server.

[0172] In another embodiment, the dynamic link library file is an obfuscated and
reinforced dynamic link library file, and the signature module is configured to generate the
signature by encrypting the device information according to the key stored in the obfuscated and

reinforced dynamic link library file.

[0173] An authentication apparatus of a biometric payment device is provided, as shown

in FIG. 9, including:
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[0174] an authentication acquisition module 902, configured to receive an authentication
request transmitted by the biometric payment device based on a signature and device
information, the signature being generated by the biometric payment device according to a key
of the biometric payment device and the device information, and the key being recognized by a
payment authentication server and acquired through communication between a manufacturer

device and the payment authentication server during a production phase;

[0175] a verification module 904, configured to verify the signature according to the

device information;

[0176] an authentication module 906, configured to generate an authentication result of
the biometric payment device according to a verification result; and

[0177] a transmitting module 908, configured to return the authentication result to the
biometric payment device, to perform a biometric payment based on biometric data transmitted

by the authenticated biometric payment device.

[0178] In another embodiment, a key acquisition module is further included, configured
to acquire a public key and a device ID of the biometric payment device uploaded by the
manufacturer device, where the public key and a private key corresponding to the public key are
generated according to a key production instruction, and the public key is exported to the

manufacturer device.
[0179] In another embodiment, the key acquisition module includes:

[0180] a device information acquisition module, configured to acquire multi-factor

device information of the biometric payment device uploaded by the manufacturer device;

[0181] a key generation module, configured to generate a dynamic link library file
storing the key of the biometric payment device according to the multi-factor device information;

and

[0182] a key transmitting module, configured to transmit the dynamic link library file to
the manufacturer device, the dynamic link library file instructing the manufacturer device to burn
the dynamic link library file to the biometric payment device.

[0183] In another embodiment, a key processing module is further included, configured

to obfuscate and reinforce the dynamic link library file storing the key.

[0184] For a specific limitation on the authentication apparatus of the biometric payment
device, refer to the limitation on the authentication method of the biometric payment device
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above. Details are not described herein again. The modules in the foregoing authentication
apparatus of the biometric payment device may be implemented entirely or partially by software,
hardware, or a combination thereof. The foregoing modules may be built in or independent of a
processor of a computer device in a hardware form, or may be stored in a memory of the
computer device in a software form, so that the processor invokes and performs an operation

corresponding to each of the foregoing modules.

[0185] In one embodiment, a computer device is provided. The computer device may be
a server, and a diagram of an internal structure thereof may be shown in FIG. 10. The computer
device includes a processor, a memory, and a network interface connected through a system bus.
The processor of the computer device is configured to provide computing and control
capabilities. The memory of the computer device includes a non-volatile storage medium and an
internal memory. The non-volatile storage medium stores an operating system, a computer
program, and a database. The internal memory provides an environment for running of the
operating system and the computer program in the non-volatile storage medium. The database of
the computer device is configured to store data of the biometric payment device. The network
interface of the computer device is configured to communicate with an external terminal through
a network connection. The computer program is executed by the processor to implement an
authentication method of a biometric payment device.

[0186] In one embodiment, a computer device is provided. The computer device may be
a terminal, and a diagram of an internal structure thereof may be shown in FIG. 11. The
computer device includes a processor, a memory, a communication interface, a display screen,
and a biometric data acquisition apparatus connected through a system bus. The processor of the
computer device is configured to provide computing and control capabilities. The memory of the
computer device includes a non-volatile storage medium and an internal memory. The non-
volatile storage medium stores an operating system and a computer program. The internal
memory provides an environment for running of the operating system and the computer program
in the non-volatile storage medium. The communication interface of the computer device is used
for wired or wireless communication with an external terminal, and the wireless communication
may be implemented by Wi-Fi, an operator network, near field communication (NFC) or another
technology. The computer program is executed by the processor to implement an authentication
method of a biometric payment device. The display screen of the computer device may be a

liquid crystal display screen or an electronic ink display screen, and the biometric data
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acquisition device of the computer device may be an image acquisition device, a fingerprint

acquisition device and/or a sound acquisition device.

[0187] A person skilled in the art may understand that the structure shown in FIG. 10 and
FIG. 11 is only a block diagram of a partial structure related to the solution of the present
disclosure, and does not limit the computer device to which the solution of the present disclosure
is applied. Specifically, the computer device may include more or fewer components than those
shown in the figure, or some components may be combined, or different component deployment

may be used.

[0188] In one embodiment, a computer device is further provided, including a memory
and a processor, the memory storing a computer program, and the computer program, when

executed by the processor, implementing the steps in the method embodiments.

[0189] In one embodiment, a computer-readable storage medium is provided, storing a
computer program, the computer programs, when executed by a processor, implementing the
steps in the method embodiments.

[0190] In one embodiment, a computer program product or a computer program is
provided. The computer program product or the computer program includes computer
instructions, and the computer instructions are stored in a computer-readable storage medium.
The processor of the computer device reads the computer instructions from the computer-
readable storage medium, and the processor executes the computer instructions, to cause the

computer device to perform the steps in the method embodiments.

[0191] A person of ordinary skill in the art may understand that all or some of procedures
of the method in the foregoing embodiments may be implemented by a computer program
instructing relevant hardware. The program may be stored in a non-volatile computer-readable
storage medium. When the computer program is executed, the procedures of the foregoing
method embodiments may be implemented. Any reference to a memory, a storage, a database, or
another medium used in the embodiments provided in the present disclosure may include at least
one of a non-volatile memory and a volatile memory. The non-volatile memory may include a
read-only memory (ROM), a magnetic tape, a floppy disk, a flash memory, an optical memory;,
or the like. The volatile memory may include a random access memory (RAM) or an external
cache memory. For the purpose of description instead of limitation, the RAM is available in a
plurality of forms, for example, a static RAM (SRAM) or a dynamic RAM (DRAM).
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[0192] Technical features of the foregoing embodiments may be combined in different
manners to form other embodiments. To make description concise, not all possible combinations
of the technical features in the foregoing embodiments are described. However, the combinations
of these technical features shall be considered as falling within the scope recorded by this

specification provided that no conflict exists.

[0193] The foregoing embodiments merely express several implementations of the
present disclosure. The descriptions thereof are relatively specific and detailed, but are not to be
understood as limitations to the scope of the present disclosure. For a person of ordinary skill in
the art, several transformations and improvements can be made without departing from the idea
of the present disclosure. These transformations and improvements belong to the protection
scope of the present disclosure. Therefore, the protection scope of the patent of the present

disclosure shall be subject to the appended claims.
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CLAIMS
1. An authentication method of a biometric payment device, comprising:

acquiring, by the biometric payment device, a key pair of the biometric payment device,
wherein the acquiring the key pair comprises: generating, by a secure element of the biometric
payment device, a public key and a private key of the biometric payment device, and
exporting the public key to a manufacturer device, the public key being uploaded to a
payment authentication server by the manufacturer device, and the secure element being a

hardware chip independent of a main chip of the biometric payment device;

generating, by the secure element of the biometric payment device, a signature according
to the private key and device information of the biometric payment device, the signature being

a ciphertext which is obtained by encrypting the device information by using the private key;

transmitting, by the biometric payment device, an authentication request to the payment
authentication server, the authentication request including the device information and the
signature, and instructing the payment authentication server to acquire the public key
corresponding to the device information, decrypt the signature according to the public key to
acquire the decrypted device information, verify the signature through verifying whether the
decrypted device information is consistent with the received device information, in response
to signature verification being passed, generate a verification result indicating that the
signature verification is successful, and generate an authentication result indicating that
authentication of the biometric payment device is successful according to the verification

result;

receiving, by the biometric payment device, the authentication result returned by the
payment authentication server, acquiring biometric data, and transmitting the biometric data
and the device information to the payment authentication server, so that the payment
authentication server matches the biometric data with feature data stored in a database and
generates a payment code according to matched user account information in response to
determining that the biometric payment device is an authenticated device according to the

device information; and

receiving, by the biometric payment device, the payment code and initiating biometric
payment to the payment authentication server according to the payment code, so that the

payment authentication server performs the biometric payment.
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2. The method according to claim 1, wherein acquiring the key pair comprises:

exporting, by the biometric payment device, multi-factor device information of the
biometric payment device to the manufacturer device, wherein the multi-factor device
information includes multiple device information and is transmitted to the payment
authentication server through the manufacturer device, and the payment authentication server
generates the key pair including the public key and the private key according to the multi-
factor device information, stores the private key of the biometric payment device by using a
dynamic link library file, and transmits the dynamic link library file storing the private key to

the manufacturer device; and

locally burning, by the biometric payment device, in response to a burning instruction of
the manufacturer device, the dynamic link library file returned by the payment authentication

server onto the biometric payment device.

3. The method according to claim 1, wherein the generating the public key and the
private key comprises: generating the public key and the private key based on a trusted

execution environment (TEE); and

the generating the signature according to the private key and the device information of
the biometric payment device comprises: generating the signature according to the private key

and the device information based on the TEE.

4. The method according to claim 2, wherein the dynamic link library file is an
obfuscated and reinforced dynamic link library file, and the generating the signature
according to the private key and the device information of the biometric payment device
comprises: generating the signature by encrypting the multi-factor device information

according to the private key stored in the obfuscated and reinforced dynamic link library file.
5. An authentication method of a biometric payment device, comprising:

receiving, by a payment authentication server, a public key of a key pair of the biometric
payment device from a manufacturer device, the key pair including the public key and a
private key being generated by a secure element of the biometric payment device, the public
key being exported to the manufacturer device, and the secure element being a hardware chip

independent of a main chip of the biometric payment device;

receiving, by the payment authentication server, an authentication request transmitted by

the biometric payment device, the authentication request including a signature and device
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information of the biometric payment device, the signature being generated by the secure
element of the biometric payment device according to the private key of the biometric
payment device and the device information, the signature being a ciphertext which is obtained

by encrypting the device information by using the private key;

acquiring, by the payment authentication server, the public key corresponding to the
device information, decrypting the signature according to the public key to acquire the
decrypted device information, verifying the signature through verifying whether the decrypted
device information is consistent with the received device information, and in response to
signature verification being passed, generating a verification result indicating that the

signature verification is successful;

generating, by the payment authentication server, an authentication result indicating that
authentication of the biometric payment device is successful according to the verification

result; and

returning, by the payment authentication server, the authentication result to the biometric
payment device, receiving biometric data and the device information from the biometric
payment device, matching the biometric data with feature data stored in a database, generating
a payment code according to matched user account information in response to determining
that the biometric payment device is an authenticated device according to the device
information, returning the payment code to the biometric payment device, and performing a

biometric payment after the biometric payment device initiates the biometric payment.
6. The method according to claim 5, wherein the method further comprises:

acquiring, by the payment authentication server, multi-factor device information of the
biometric payment device uploaded by the manufacturer device, wherein the multi-factor

device information including multiple device information;

generating, by the payment authentication server, the key pair including the public key
and the private key according to the multi-factor device information, and storing the private

key of the biometric payment device by using a dynamic link library file; and

transmitting, by the payment authentication server, the dynamic link library file storing
the private key to the manufacturer device, so that the biometric payment device locally
burns, in response to a burning instruction of the manufacturer device, the dynamic link

library file to the biometric payment device.
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7. The method according to claim 6, wherein the method further comprises:
obfuscating and reinforcing the dynamic link library file storing the private key.
8. An authentication apparatus of a biometric payment device, comprising:

a key acquisition module, configured to acquire a key pair of the biometric payment
device, wherein the acquiring the key pair comprises: generating, by a secure element of the
biometric payment device, a public key and a private key of the biometric payment device,
and exporting the public key to a manufacturer device, the public key being uploaded to a
payment authentication server by the manufacturer device, and the secure element being a

hardware chip independent of a main chip of the biometric payment device;

a signature module, configured to generate a signature according to the private key and
device information of the biometric payment device, the signature being a ciphertext which is

obtained by encrypting the device information by using the private key;

an authentication module, configured to transmit an authentication request to the
payment authentication server, the authentication request including the device information
and the signature, and instructing the payment authentication server to acquire the public key
corresponding to the device information, decrypt the signature according to the public key to
acquire the decrypted device information, verify the signature through verifying whether the
decrypted device information is consistent with the received device information, in response
to signature verification being passed, generate a verification result indicating that the
signature verification is successful, and generate an authentication result indicating that
authentication of the biometric payment device is successful according to the verification

result; and

a receiving module, configured to receive the authentication result returned by the
payment authentication server, acquire biometric data, and transmit the biometric data and the
device information to the payment authentication server, so that the payment authentication
server matches the biometric data with feature data stored in a database and generates a
payment code according to matched user account information in response to determining that
the biometric payment device is an authenticated device according to the device information;
and receive the payment code and initiate biometric payment to the payment authentication
server according to the payment code, so that the payment authentication server performs the

biometric payment.

9. The apparatus according to claim 8, wherein the key acquisition module comprises:
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a device information export module, configured to export multi-factor device
information of the biometric payment device to the manufacturer device, wherein the multi-
factor device information includes multiple device information and is transmitted to the
payment authentication server through the manufacturer device, and the payment
authentication server generates the key pair including the public key and the private key
according to the multi-factor device information, stores the private key of the biometric
payment device by using a dynamic link library file, and transmits the dynamic link library

file storing the private key to the manufacturer device; and

a key import module, configured to locally burn, in response to a burning instruction of
the manufacturer device, the dynamic link library file returned by the payment authentication

server onto the biometric payment device.

10. The apparatus according to claim 8, wherein the key generation module is configured
to generate the public key and the private key based on a trusted execution environment

(TEE); and

the signature module is configured to generate the signature according to the private key

and the device information based on the TEE.

11. The apparatus according to claim 9, wherein the dynamic link library file is an
obfuscated and reinforced dynamic link library file, and the signature module is configured to
generate the signature by encrypting the multi-factor device information according to the

private key stored in the obfuscated and reinforced dynamic link library file.
12. An authentication apparatus of a biometric payment device, comprising:

an authentication acquisition module, configured to receive a public key of a key pair of
the biometric payment device from a manufacturer device, the key pair including the public
key and a private key being generated by a secure element of the biometric payment device,
the public key being exported to the manufacturer device, and the secure element being a
hardware chip independent of a main chip of the biometric payment device; receive an
authentication request transmitted by the biometric payment device, the authentication request
including a signature and device information of the biometric payment device, the signature
being generated by the secure element of the biometric payment device according to the
private key of the biometric payment device and the device information, the signature being a

ciphertext which is obtained by encrypting the device information by using the private key;

a verification module, configured to acquire the public key corresponding to the device
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information, decrypt the signature according to the public key to acquire the decrypted device
information, verify the signature through verifying whether the decrypted device information
is consistent with the received device information, and in response to signature verification
being passed, generate a verification result indicating that the signature verification is

successful;

an authentication module, configured to generate an authentication result indicating that
authentication of the biometric payment device is successful according to the verification

result; and

a transmitting module, configured to return the authentication result to the biometric
payment device, receive biometric data and the device information from the biometric
payment device, match the biometric data with feature data stored in a database, generate a
payment code according to matched user account information in response to determining that
the biometric payment device is an authenticated device according to the device information,
return the payment code to the biometric payment device, and perform a biometric payment

after the biometric payment device initiates the biometric payment.
13. The apparatus according to claim 12, wherein the apparatus further comprises:

a device information acquisition module, configured to acquire multi-factor device
information of the biometric payment device uploaded by the manufacturer device, wherein

the multi-factor device information including multiple device information;

a key generation module, configured to generate the key pair including the public key
and the private key according to the multi-factor device information, and store the private key

of the biometric payment device by using a dynamic link library file; and

a key transmitting module, configured to transmit the dynamic link library file storing
the private key to the manufacturer device, so that the biometric payment device locally
burns, in response to a burning instruction of the manufacturer device, the dynamic link

library file to the biometric payment device.

14. The apparatus according to claim 13, wherein the apparatus further comprises a key
processing module, configured to obfuscate and reinforce the dynamic link library file storing

the private key.

15. A computer device, comprising a memory and a processor, the memory storing a

computer program, and the computer program, when executed by the processor, causing the
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processor to perform operations of the method according to any one of claims 1 to 7.

16. A computer-readable storage medium, storing a computer program, the computer
program, when executed by a processor, causing the processor to perform operations of the

method according to any one of claims 1 to 7.

17. A computer program, comprising computer instructions stored in a computer-
readable storage medium, a processor of a computer device reading the computer instructions
from the computer-readable storage medium, and executing the computer instructions, to
cause the computer device to perform operations of the method according to any one of

claims 1 to 7.
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