WD 2001/ 088575 07 FEB 2006 PCT/ SG003/000072 - 1 A WATERMVARKI NG METHOD
AND APPARATUS FI ELD OF THE | NVENTI ON The present invention rel atds7tBFg 2005
di gital wawer maybdseg nmet hod and apparatus, of 5 parti culpgr /ﬁ?ut by no neans
excl usive application in providing a digital inage with T3 T782iy@por
watermark that can be retrieved after the i mage has been printed and
re-scanned, and for detecting whether such as image includes such a
wat er mark, such as for passport or identity card authentication, digital

docunment managenent or se®AEFRMARKINGEMEATDD | a computer

- network such as the internet. 10 BACKGROUND O:W%I%f A digital
wat er mar k, enbedded in a digital (possibly nmultinedia) docunent, is a

sequence of i RIELINEFITOHE IVWENEION for identifying the owner of the

document. Theypd i t hus..conprise some unique identifier of the
owner or copg}ﬂ?%é\k{eggfg& &%\Iﬁ%}lgr%@?sotﬂ adjéglf aiftmriingfacthed arbanracates, pf s owner .
It is comPoni Baraenlinbpt bY i meanaekclusivisappliestiontih providihg @liifg’i@di ﬁﬁz{@?%&l data
that can be d@btrRateskA - L for .evidence of, rightrtul

owner shi p, whet %er of F@%f‘%ﬁ%ﬁ@’%ﬁ%ﬁ?e lg}?gE(gW?ﬁegwmf%aﬁéirwcmmed,
Techni ques prididdeedrietog ghethensupiasdmagaindludpd oich wovalEHANg QLS fo@CCor di ng
to the 20 enteddiongrdamiytaf aiBgiGt unage |ler et as.
1998). One i%[rinlge spat i ?Iy. domai n aB%%’%@ﬁ?d%%gmae%fméM& Fayre

wat er mar ki ng eclﬂﬁ’i%aé%‘c%cﬁzﬁf AR efyarl suddias thhiatesnetpl est exanpl e is
to enbedlPhe watermark into least significant bits (LSBs) of the inage

pi xel s (van @M&@Q%D@FT&QWQNE?@@VH this technique has relatively

| ow informatiaon capaci n be easily erased by | ossy inmge

conpr essi on. ‘adigitAlsyatpmariy embedded irecdisilali(possibhpRuRRGYia) dBcWhE s TOT €

i nformati on RedEnSAdFi i.ch i.s relatjyely robust to
attacks. Also qsnr eadlﬂf?mg%{&?:?ﬂ{ co%ﬁﬂﬂ%ﬁﬁ%tﬁ%@’ﬂ%g t\gﬁéga@@# digi t al

mul ti medi a Séﬂ%g%q'oﬁ’é’?‘k M CugLee semeuniqueozytifiar of theicevieppr @gstigh Gaussi an
distributed Sequmiton peainentesdeAdatndndhRl A GwRE" FEREMRNLYIRSE Shani fi cant

frequency cok . a _container _image. In another approdvfiCiRekand wi
1999), an i mﬁéﬂﬁﬁ@ﬁ%@éﬁi S i o s daiscisd ptmedatey timsdof ¢védengt ddl e
frequenci es 8tTghiSd cemersiipsilrther ofihs brpitm GHnARR i i BR Hrein,

Techniques proposed so far can be divided into two main groups, according to ths

20 embedding domain of the container image (Miller et al. 1998). One is the spatial
domain approach. The earliest digital watermarking techniques are mainly this kind
and the simplest example is to embed the watermark into least significant bits (1.SBs) of
the Image pixels (van Schyndel ez al. 1994). However, this technique has relatively iow
information hiding capacity and can be easily erased by lossy image compression.

25
Another is the frequency domain approach, in which more information bits can be
embedded and which is relatively robust to attacks.

Also, spread specirum communication has been used for digital multimedia
30 watermarking (Cox ef al. 1997); in this approach, a Gaussian distributed sequence was

embedded into the perceptually most significant frequency components of a container
image.

In another approach (Hsu and Wu 1999), an image watermark was embedded into

35  selectively modified middie frequencies of discrete cosine fransform (DCT) coefficients
f)f a container image. Another existing approach (Joseph et al. 1998) comprises a digital
image watermarking using the Fourier-Mellin transform that 18 invarjant to image
manipulations or attacks due to rotation, scaling and translation. Several other methods



of a container inmage. Another existing approach (Joseph et at 1998)
conprises a digital inmage watermarking using the Fourier-Mllifp F@@SE 5m
that is invariant to image nanipul atiods-or attacks due to rotatl v
scaling and transl ation. Several other nethods -2 07 FEB2G6 (Wi et al .

1998, Dugad @Weiad al. 1998 Dulpadi eadicl 9908, HABY Wis egh 8l usdrdgdcectyvavedl ettrdns RmsT or m

ppl ving | IND Vit P deledf o RT aRRr miane ChE el NSk vReuai
syst em in wAVBI(j@st-ndtceatdd distortdopihmreaid ¥ mungnﬁaﬁalisyﬁtemmaﬁvmléjl ts in the
e sl Blo Rl R DV OHES BASNE e POk, use of

dat abase containing so agai ns € is conpared. For
exanpl e, 5t hose exi sting technlques that |ncorporate an invisible mark

(representi nﬁmorfaw ?c{a@é Growler! fégﬂﬁn ¢ £ QN AR dtainfileUofmeidlfipla
identification nu n at aba ring any verification pro%ess
10 nunber i nAgaHst ﬂh@hﬂﬁs}@aggiswempﬂré@eﬁor@ﬁmpkf piei oxistipg eashparesdhsti ¢ h the

nunber that fgspolRem 16%%%9{1{‘(\'651@56!%15@ Q'oﬂ’@(raﬁ'f)@ﬁrkﬂ@nMH&?ﬂﬁmbéy ch

syst ens; however rij‘Bavef . di sadvant ages. Firstly, of course, a
dat abase mustOBIHERN H’éﬁ"%‘ﬂnbeﬁﬁ} ‘h@%@bﬁ% Dyrigraakyerniaignntacrsy> Bdded cost .
Fur t her 1ot hemduaticaheihe databakfis xaﬁﬁsecbarﬂeﬂaétmcw colrnp&ked vatsthe ﬂﬁmb&ahat&rae

desi gned ar qund }nﬂgd&éﬁ?\gﬁun &ie%t %?1%?( d ecﬂﬁ{eﬁats\ﬁcﬁ‘ raIS; me vep N8va R

identification nu S‘ecure;
reliance on raimhmpé@azsha@t@gﬁsalﬂryﬂscpémuees adataved musirbalprcpodfrdtandf

vul nerabi | i trﬁaﬁﬁau?cd &&%b?ﬁ{t&ﬁéé é&d%@l:és} ﬂﬂﬁﬁr Ql‘?esde!t 2SR liNs H@&%F&E}es must
t hen be enp%%g to guar egrl t abase _ agal nst those who

woul d forge aéefeﬁewmﬂw‘wﬂ sp Nf/Eﬂﬁfﬁw wradlrw@mle hat@at i on
provi degs t heéletfﬂm@on AR Roch igipoitalt kehpdhkigua be kgjtteéduw relvateonar ked

docunent, th 0 si.n en ratl first |nga
seed conpri s(lsaartfﬁ;%SB acg“ ﬁynpeé&efsr or%i%%onag g}’@afa?’ﬂ@% 1Ie’f fhg%@ gﬁseﬁﬁﬁ@e Sd
appl! yi ng a tqoa % fesrniytoeagures ealstth@wmmd@dg@rﬂthmqegmwcﬁtheahm@u ng the

document ;  defdaRisfiflof WIRFIDHd $8ke Bbcutidiiier s conprising transform
coeffici ents romthe transformof the inage of the docunent; and

determ ni ng what |evel of correlation exists between the fi rst and second

sets of 2030 SM@ARY@WQ’H@JM\IH}GH%H& ty of the document can be deterni ned
according t rrel atgaﬁn shoul d be

above a thr clireen sy S, Pl adstassdRicant 8 ik

watermarked document, the method comprising:
generating a first set of numbers using a seed comprising or derived from an
associated identification number;
25 applying a transform to at least a portion of an image of or comprising the
document;
defining a second set of numbers comprising transform coefficients from the
transform of the image of the document; and
determining what level of correlation exists between the first and second sets of
30 numbers;
whereby the validity of the document can be determined according to th;’: level

of correlation.

Thus, the correlation should be above a threshold if the document has indeed been
35  watermarked on the basis of the associated identification number (and has not

subsequently been corrupted or degraded).
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35 watermarked on the basis of the associated identification nunber (and
has not subsequently been corrupted or degraded). Anended Sheetﬂymgdqﬁ
7 FEB 2005 - 3 In one enbodinent,  the nethod includes transmittin ¥
docunent over a conputer network to a verification systemfor validation,
and receiving a result of the validation over the conputer network from
the verification system 5 Thus, t he™ document (or equivalently a copy
thereof) can be transmitted to a renote site for verification, and the
resul t of e cabedimearihomethod irshides grensortting thEncomentudver a covepver K m ght

be the int r ' as,;. W | | .under st ood by those in the
art, essenﬁﬂglglltky@gngﬁgg{%{ﬂ% gggﬁef?}v\%}lagt\l/ov\oﬂu?%d rggelgﬂgfié%ﬁugt.&i}gﬁaﬁf a0} hod may
i ncl ude cr@4T thsFonmutes setwesh fromythelvegificatidnysystatmer nar ki ng an ori gi nal
docunent by a watermarki ng method conprising: applying the transformto at
| east a portion of an original inmage of or conprising the original
documert  t BSettgdgcument éaragnivelentihe cayi thémef) cimegeansaettddib ngemotehsited set  of
number s comPYésfidatlon, a0 ffak L - nsformof the
origi nal inage; f,ogrri ng a nipéfﬁ%cg C?%égéegr%%‘ﬁdn%%rﬁs%ggg%ﬁp%tﬁrt he first
set and tH?ft‘??ﬁkrnéFg ke the Gyigraetior ae intgnethbutwe il beudndenstoat! methoswin théie t hi r d
set in thelrt,@mﬁfmrym@fcoﬁl?@ter@ét%glim@éufaH@Qﬁmﬁ% forma nodified transform
and applying an inverse of the transformto the nodified transformto

thereby 20 produce a nodified inage of the original docunent; whereby the

wat er mar kethednahio®mby GRIMeicsRting he doBdhdi 6 digﬁﬁ@)‘?w‘ﬁ{enﬁlmmr@ni c&{cﬁtﬁ?z{l document
or an output. of the nmodified i of the original docunent. he
pur poses 0 C?IHF%ttbé(@s‘E?tFlﬁ'ﬁﬂSHgWnﬁ‘%gFPWBHSIE?ag: an i mage of the docunent is

regarded 25 aspplyingshetrnasfent toaf leadt aipdRER ¥hn dripal infiEe OF of &lﬁnrﬁ%?ﬂ{g;e“t -
The i mage tH@é’ri%ﬁalidacx%H nt%utt abl e frt%r m‘)&ﬂéch as ,ggagagéscal e and the i nance
pl ane of a color i.mage%{, D i & Fpugiorm orgmab n include converting the
i mage into a sulefiaibge thiot sat ofinentery atmsRingafansionfioeerScieay fen fiegar ded as

const i tut inqgsfgﬂﬁoy\%%}%ﬁ{aﬁné 030 Preferably the nethod includes displaying,
scanning or printing the waterhmarked version of the inage of the docunent.

Preferably the fortingamodifiaddbisd st of yygnbengbasibon therfirstfsecatdi thethivdegr t o

produce an enghipsatRGgittlembikbE Ak - conprises the
encrypted 35. i Fl.enti fi gati on Inun{%%ﬂsggtl\%yglg%ﬁue%%’?gﬁﬁg&taﬁge}gﬁgfg%ti ng i s by

means of &SVEHALIRARS 1 PYHeq tpnstarenan

applying an inverse of the transform to the modified transform to thereby
20  produce a modified image of the original document;
whereby the watermarked document coniprises the modified image of the

original document or an output of the modified image of the original document.

For the purposes of this description, a portion of an image of the document is regarded

25  asthe equivalent of an image of a portion of the document. The image may be in any
suitable form (such as grayscale and the laminance plane of a color image), but if fiot,
the method can include converting the image into a suitable form, The first set of

numbers may be regarded as constituting the watermark.

. 30 Preferably the method includes displaying, scanning or printing the watermarked
version of the image of the document.

Preferably the method includes encrypting the identification number to produce an
encrypted identification number, whereby the seed comprises the encrypted

35  identification number. More preferably the encrypting is by means of a one-way
encryption function. |
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Amended Sheet | PEA/AU 07 FEB 2006 - 4 Preferably the generating the first
set of nunbers conprises randomy generating the first set of nmeéé
More preferably the first set ‘of nunbers have a Gaussian distri [ Bw?ﬁﬂlﬁ
zero nmean and unit variance. 5 The watermarki ng nmethod may conprise
applying the transforma plurality of times. Myre preferably the
wat er mar ki ng met hod i ncl udes appl yi ng-t‘he transforma first time to
produce a transformed original imge and applying the transformto at |east
a portion Ideferabdy thepandratingitic Girst getndhuhbag orhystisk o Famis g, %ehé’rﬁﬁx?%fh@ of the

original i ngeset dBnRuRter ransformis a wavel et _transtform Thus,
while ot her .t r_gnsf or_ntgrsﬁarﬁgllb%)r{efglgafyé@%ﬁilsgf%6*’318“6]?%? Raveaf@mesian, the wavel et
t r ansf or m Ha¥ribHionauErra gwan induatii ewiang. bot h spatial and frequency

| ocal i zation. 15 More preferably the transformhas a wavelet that is

ort hogonal ,__bi orthogonal and symmetric. Still nore preferably, the wavel et
is a Coffl &' WeswBIAREINS methed erayeomprior apbganilk reaeinel pludilipy Of fhagonal

wavel et, a Migadhroeysl | elet..Still re preferably the
wavel et is.a Cyifl et syEt &eaggﬁeg?%g_%r? eoﬁﬁﬂ(.%l iagp]\)ﬂé‘ﬁé#“ﬁe?aqs 3 a fret epact | y
support ed WAPEIRTe irasipmeh esginalimee arsf apphiigsthi: ngnsferiEpLas 1cher HRtidh

scal i ng andf ghitfahiBenEDEriSndiMe t%%fiE}PrP Mo a ef erabl.y the transform
coefficients correspond t%nm'ld e req%l%ﬁr\é@/&%%nn%@h%ﬂ?%m fMefe transform

More preferably the transform coefficients are obtained fromthe second 25

| evel WavePstferdeigoppaistirons bibapd frthe first Ievel wavel et
deconposition LL band. However, in sone |nplenentations, other sub-bands
or even random sel ection of sub- bands (used to increase the security of

t he met hodYheawhile otleettanskmiSrcad B adeli icddiding RFARINREGE r??rgé%%ée?% a sequence
d ed start

0 .
of consecuf ffacients beginning at a. predeterm fed starting point.
Al ternati ve%ﬁé??@g%éé%%%(f allgge %%?B‘F?’Igg?m%' spaiipl apt Beqyencydlosrtisetinn. ve -
coefficients beginning at a randomy selected starting point. 35 Preferably
t he matshodMoRCHHESS, 1T Al difi econd set of nunbers based on a
| i near conbi naﬂt] i.on Qir tehrﬂeaﬂgffjbgﬁase\va‘%‘%%aﬁg’ %@86‘?{&5’?&@08@%”& eferably, if
the first B&ImeEc. Salhmoseprcbuatihy the waveldt is 2Q0iflets wavaled adfidrskhe second set

i s represesibrbbdovalByaveldd/ s bibdh, A0E Sheet . | PEA/ AU 07 FEB 2005 b"},
then the nodi fiéead second set IBO'gQH?BVl ,1 gg%f,%‘ar.w".“fe&eﬁof? aubeghies yayglpt

wherein each b X
Still more preferably the wavelet is a Coiflets wavelet of order 4. This wavelet is a

20  compactly supported wavelet with highest number of vanishing moments for both
scaling and shifiing for a given support width.

Preferably the transform coefficients correspond to middle frequency components of the
transform. More preferably the transform coefficients are obtained from the second

25  level wavelet decomposition HH band of the first level wavelet decomposition LL
band. —

However, in some implementations, other sub-bands or even random selection of sub-
bands (used to increase the security of the method) can be used.

30 _ '
Preferably the second set cqmprises a sequence of consecutive coefficients beginning at
a predetermined starting_point. Alternatively the second set comprises a sequence of

consecutive coefficients beginning at a randomly selected starting point.

35  Preferably the method includes forming the modified second set of numbers based on a
linear combination of the first set and the second set. More preferably, if the first set is
represented by 4 = {a;, ay, ..., a,} and the second set is represented by B = {by, b3,
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= b, T+ (x Ibxlax. Preferably the nethod includes selecting a according to
the nature of the docunent and 5 a desired |evel of security. i’zef_.&gaﬁ“z‘
t he wat ermarki ng net hod includes mnimally nodifying the third t easid
formng the nodified third set such that the watermarked i mage can be
validated on the basis of the seed after being printed and then digitized
once, but such that the 10 water mar ked?i rmage cannot be validated on the
basi s of t&eﬁ Sﬁed if the watermarked image is subjected to any additional
| ossy pr ocesi g thegloduiedispiond setiB ‘= fbdr bier.. SbQ) e B+ pASSOToreidacssanned or
phot ocopi ed:bxtgam tograph for use in false passports, those passports
when ultimately subjected to a validation check 15 (in which the photograph
woul d be scanned into a checking apparatus) will have been: 1) printed
“when the oOrfirgfef ol . scanned .and print by the forger,

and 3)_scan edmg;pﬁgmgﬁgngLL?%&geﬁPﬁ%ﬁatcflc.’r&ﬁgéof s‘gt%? OF %Pépﬁhﬁmrﬁﬁn@vw ng to
the extra <t E)‘redﬂﬁveﬂéﬂifé‘@@f)’{ he correl ation between the first set of nunbers
~and the nodified second set that should exist in a legitimte passport.
The nodifi E)d econd wi || have been degraded 20 to such an extend that the
cor r el at i oRTGANYIAe Vitcrnarking method saobidch nhisinbély owdi fyengt the asfacldyagt for
val i dat i ng fanligoht ivaifRd odinment the docunment 1s a
passport or a l@'hs ort pﬁgﬁ%‘}?ﬂkhfﬂ#ﬁ&ﬁig%ﬁa{ edelﬁﬁgfc'lfaﬁleet?ﬁ" Haledopiient i s
an identi t%“&%‘?@ﬁ%%e‘éﬁﬁ?f HeiPripicd apd thenk gigreaipince, ltmt sitchlthat 28 anot her
embodinent watcheartleCiaregd baiidt So¥Aiakibd 8h 0l ARANSH G 0r, QLher, af tal nnent

i des an

(such as a.universit egree).. The present 1 nvention Tﬂ'ffr\?’?“fﬁ’?mﬁ]i{
appar at us %%%%%%%W%&q? %@’B‘}ﬂ)g}tqoafltlgssm)r%esm_er mar ked docunent, the

apparatus conprising: 30 an input for inputting a digital imge of or

conpri sing ; uting, means operable to generate a first set
of nunber SFEi$fﬁﬂ B%Lllgggé gercsgﬁ%mﬁ)i’%%%ﬁt&rlgw%er Fhotneppiad itdphetogiaphtforon -
“nunber assB¥ilafae pabsphrts, iese paspentwhenaltiamelysubict AR M1Btioh Aleckeast a
porti grs of 'ﬁ%ich'ﬁ?egfﬁu i secagnd se f. ‘'nunbers_ conprising
transform (cloef fici entog&#afpgsnﬂuﬂcgb asrca egd?t&acfﬁhe IMPAGES) ¥l heve bksner ni ne 35
what | evel Ddiringsdrvhendhe eriginnt bassporbissuede?) schenefliand priated b Qféqa%egedrnﬁ of

)

b : . i ta ti f. t I |
nurmbers;  SyscabbRbY tHthe%g%ﬁfg?@g.cgﬁel ses' J\}g{ﬁ,%ﬁg%%ﬁ 0%63&% Ce]tpﬁg)\(/qe-q)stgme | evel

correl ation; ereln the
of correl a&r?)%ge% ReEdetispdstveen freAiral sepofmumRBro0dahe mbdPeebadoallsy, when
the docurrethst sheuld exibiin ddenimie pispdrh ETRPRBARES SochhE Witff S eSS gNner . for
convehly ngmtsﬂcgfl agloe%ye%% ti;hnt 0 tIEe I()ji gital, ?glr m?{%Chg&_{Sv?gﬁanvgiﬂe%?%aé%i
el ectroni o a the corre ation—¢even 1f it still exists—will be below the

threshold set for validating a legitimate passport.

In one embodiment the document is a passport or a passport photograph. In another
embodiment the document is an identity card or an identity card photograph. In still

25  another embodiment, the document is certification of academic or other attainment
(suchas a university degree).

The present invention further provides an apparatus for checking the validity of a ::
watermarked document, the apparatus comprising:

30 an input for inputting a digital image of or comprising the document;

computing means operable to generate a first set of numbers using a seed
comprising or derived from an identification number associated with the docurnent, to
apply a transform to at least a portion of the image, to define a second set of numbers
comprising transform coefficients from the transform of the image, and to determine
35  what level of correlation exists between the first and second sets of numbers;
an output for outputting data indicative of the level of correlation;

wherein the document can be validated according to the level of correlation.,

Amended Sheet
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comuni cation with the conputing nmeans. 5 Preferably the conputing neans is
operable to encrypt the identification nunber to produce an encrypted

i dentification nunber, whereby the seed conprises the encrypteq17 FER 2205
identification nunber. Mre preferably the conputing nmeans is operaEﬁe‘F8
encrypt the identification nunber by neans of a one-way encryption
function. 10 Preferably the conmputing feans is operable to generate the
first set of nunbers by mneans of random nunber generation. Mire preferably
the first set of nunbers have a Gaussian distribution with zero mean and

unit varia I . ti means i s operable to apply the
transform ;p:( gﬁﬁﬁari’gﬁﬁg‘gr{ %F%tg %%ne%lﬁ% Iﬁ/glg}ﬁé%ygg@&g? ?fpﬂ%ug‘ﬁﬁﬁ@ﬁsiarﬁﬁmﬁ@ans is
oper abl e t doBgsEVSHtingtherdoaumerdrinto shef digisll fdrinfrehetscannpr RAMCE dReclrb@psf or med
i mage and tc@nﬁgﬁwﬁ(gmit{m%%g@{lmﬁﬁg}s | east a portion of the transforned

image to formthe transtform Irmage. 20 Preferably the transformis a
wavel et®transform More preferably the conputing nmeans is operable to

perform t heqtk f e } at is, orthoganal, biorthogonal and
symetric. St "?’P%@i%@? %?laeﬁ{%lg%b ﬁéblg\?\?ae\}lgf}@f eédeél%%ﬁ?tfqné’ﬂlgl Welet, a
reverse bi QFQ‘{%%%%CTXEéﬁﬁéﬁ@ttl,ﬁCaﬁdﬂ pmitien gdredby Wevekd tomprisabihdaasryhrdel et or
a Daubechi egeniflyAiof hum&td | f the wavelet i.s a Coiflets
- wavel et of , rﬁgr 4. Pr eferhg%@h?ﬁgg?rt%{@m (Sprﬁ HRE BIEFH 2 PBYERE [oeB@bied t o

ni ddl e fre&f?& (AU AP RE ydnesns phone-Wanefcormtion Korcdopr ef er abl y t he
transfooerm coefficients are obtained fromthe second 30 | evel wavel et
deconposi t-boeﬁ l_llg_l‘ and of the first |evel wavel et deconposition LL band.
Pref er abl y - T HE2SELEHIMPBINE BAHISi & ererblaiopearrets thf firsbset eCuitnbess leef f i ci ent s

begi nni ng ateansofparEdet miben gehefdtiah! Mie feferibly ﬁletfﬁgt@gt[df}ﬁgh%ells%g sgeond set
conpri ses %aﬁ%ﬁ%%?sﬁb ungSS consecutive coefficlents beginning a 4 random y
sel ected stArting poIlHP "EhePIOmeAn and Wait ¥arangei ng means i s operabl e to form
the nodified second set of nunbers Anended Sheet | PEA/ AU 07 FEB 2006 - 7
based 1an apjel [ j ft the first set and_the second set. Mire

pr ef er abl yP}eﬁ‘?Qf}%g%%% Pg?ﬁés‘ggm?és ] queestgﬁ?%léf tyyfragsformayplurgbty of timesg" ) and
the second“QE Preirabbifhe semputingyeaBs is oppiable to3pply the, trddsform b RS tuketonodi f i ed

iegolngx S S;Prgaﬁce(ah'ra%sfoﬁﬁ&i image ancptonah)pﬁ( R t?an%f()lnli:rﬁo 'g‘t leas\‘/thl%ggog 0?%‘%1 b "X = bX
J ﬁansfpnncd image to form the transform of the image.

20  Preferably the transform is a wavelet transform.

More preferably the computing means is operable to perform the transform with a
wavelet that is orthogonal, biorthogonal and symmetric. Still more preferably, the
wavelet is a Coiflets wavelet, a reverse biorthogonal wavelet, a biorthogonal wavelet, a

25  Haar wavelet or a Daubechies wavelet. Still more preferably the wavelet is a Coiflets
wavelet of order 4. -

Preferably the transform coefficients correspond to middle frequency components of the
transform. More preferably the transform coefficients are obtained from the second

30 level wavelet decomposition HH band of the first level wavelet decomposition LL
band.

Preferably the second set comprises a sequence of consecutive coefficients beginning at
2 predetermined starting point. Alternatively the second set comprises a sequence of

35  consecutive coefficients beginning at a randomly selected starting point.

Preferably the computing means is operable to form the modified second set of numbers
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Preferably the conputing neans is operable to select a according to the
nature of the docunent and a desired | evel of security. In one enbodi nent
t he docunent is a passport or a passport photograph. In anot her jj 20 n
enbodi nent the docunent is an identity card or an identity card p oEgBr%%ﬁ.
I n anot her aspect of the invention, there is provided a nmethod of checking
the validity of a document over a conputer network, conprising: a user

el ectronically submtting a docunent that has been provided with a digital

15 wat er martisedom @liapgombinitive of dRUTFEYet and e 5ABnE QIPNiSL REIRLKhY 2
verificati gy S@y%} Mo t}ggbverzl il cation f@&m el ectroni cal y checking the
validity of the document %dco iRy v & g15¢@at seids reptaretiedies 815 bed
above; and {Phéaver bfli thenittormedifitraldet Boai{gg,ldy_.t_,rfar}smgt{lgrpg to the user
or a nom nghedi, gaQB%I,tzegngPiI%/xﬁ user a result of the checking f4’the

[ i"THE

validity. The Tegibl'€ iden ation informati on may conprise or include a
name of>a person to whomthe document pertains, and may be entered by the

user or ex e docunment the verification system by
char act er ?g%%ﬁl?tt{l%%ﬁe@%ﬁ gaest O%alﬁg q FF‘ZECEI FAGHREAE o ismatee ofthe
certificat idesiesnt audeaidasired kevelaifnenarity. the | egible -- identification
informati on may conprise or include any one or nore of. the nanme of the
hol der of the attainnent and the nane of the attainnment. 30 The conputer

net wor k eyt ¥rRsHHodanent fie degampités a pasepdrnbrer mesposphdekdph! 3 8lotharhe

i nventi®n ahbediReMMhd8ScuthiBl : ing.t validity of a docunent
over a conputer network, conpqg?dgﬁ{l]tafcggqc%#c gg?ﬂq‘?%\‘fﬂp ‘étBéiaHli‘-ng a user
submitted docunent that has been provided with 35 a digital watermark, or

a copy of IhaodRewpestiof the iBvdnlien GRIPIL BEvi od ofcBSkg call v, checki ng
the val i di ti?’e} @f the docunent accordi n t‘gﬂtg %ﬂ{’g@@gr‘) Icnegiqng%%galv%% dati ng

met hod des®? SEYTAHRYE" HEompEsrdieork, cpgprisingat i on system and Amended Sheet
| PEA/ AU 0 7 FEB @R@P8eetforfidully ¥nhiftingatd RBme¥ShaN.ehast Loni L spat chi ng
to thq]éjse&atgﬁq%knogmcnat eg gl ternative user a raes%ﬁrprng‘?hft%ﬂgh%ﬁg@ﬁ%ﬂg of
the validity The TAFERY Phie Spsmient, i3 the Fompwer rrbwork teratvinfcasionchecki ng t he
val i dity ofys@mjocunent 5 over a conputer network, conprising: a user
el ectronically lis i docunent. t hat has been.provided with a
digital water mri,&ﬁ%&"g%ﬁmﬁ#ﬁ?&m@& King the validitx of hagaewmeniet work to a

according to the validating method described above; and

the verification system electronically transmitting to the user or a nominated

20 alternative user a result of the checking of the validity.

The legible identification information may comprise or include a name of a person to
whom the document pertains, and may be entered by the user or extracted from the
document by the verification system by character recognition technigues.

25
If the document comprises a certification of academic attainment, the legible -

identification information may comprise or include any one or more of: the name of the
holder of the attainment and the name of the attainment. a

30  The computer network may comprise, for example, the internet or an intranet.

The invention also provides a method of checking the validity of a document over a
computer network, comprising:
electronically receiving a user submitted document that has been provided with
35  adigital watermark, or a copy of the document, via the computer network;
electronically checking the validity of the document according to the according
to the validating method described above by means of a verification system; and
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verification system receiving fromthe verification systemdata indicative
of the validity of the- 10 docunent, wherein the validity has been

el ectronically determined according to the validating method de2cFfpehas
above by said verification system BRI EF DESCRI PTI ON OF THE DRAW NGS |I'n~
order that the present invention nmay be nore clearly ascertained, preferred
15 enbodi ments will now be described,- By -way of exanple, with reference to
the acconpanying drawings, in which: Figure 1 is a flow diagram of a

Vet on: | e, 2, at T e e SR Bk P hmge
i nv i on; . . : ,

20 decorrp05|tte%(})hﬁ(glﬁ%Erl%eé%ﬁgﬁpﬁﬁlﬁchwgﬁﬁ@é’é‘ggﬁy-of the method of figure 1;
Figure 3A is a schematic diagramof a first |evel wavelet nulti-resolution

image dec L e nethod of figure 1; Figure 3Bis a schematic

di agr am of Ogmgg{é%"ﬂgﬁ]?‘g@féf‘ﬁ%&’&%‘f%? arﬂ}‘i’tb?cl 8@6‘?@&8 ba validioe! agtasompuisi ti on of

t he met hod @kr § tqupuéer hetwditk, EbaprigngA i s an exenpl ary passport phot ogr aph;
Figure 4B is a v econd, | eve|] wavel et multi-resolution inmage
deconposi tion o:‘ﬁ “g%?%‘&%@gﬂﬁ’o Ispia{%aﬁ‘ugéi RUREE dhag hagbaes Provadadeviiod of figure
1;  Fi gur e d8ifad wateguhiermataicopylo£iye doounfent, bt thet @ pRéda-ohedsi,ng process for
a passport.‘@ﬁggﬁféhis%n@ppl i cations according to the nethod of figure 1; 30

Figure 6A is an original passport photo; Figure 6B is a watermarked version
of the phot ogr aftfemetiiaguihe vemficaipn kystenbed didigtist semethlias &8 according

L ot el I ol I B e r? |
backgr ound ;vag%tlpg w}h@d gechbgip FoMebnsiid veifgiansysfent. he
di gital -anal ogue-digital (D-A-D) conversions enployed in passport
hot o, - Aroindat BRI R OniRrd Ssbietas s - o 0 7 Fee 2006 oo
PCT/ SG2003/00gerhattespennt inetnfion hefydeenap leat) Soedhigid Blerangl ogue-di gi tal
; ONVEr 53 ONinb i S whPndw b@aQ88, 8% 395 ML pld Sidalgrrar k| dentification
accompanying drawings, in which:
Figure 1 is a flow diagram of a watermarking method according to the preferred
embodiment of the present invention;
| Figures 2A and 2B are schematic diagrams of, respectively, image
20 decomposition and reconstruction processes of the method of figure 1;
Figure 3A is a schematic diagram of a first level wavelet multi-resolution image
decomposition of the method of figure 1;
Figure 3B is a schematic diagram of a second level wavelet multi-resolution
image decomposition of the method of figure 1;
25 Figure 4A is an exemplary passport photograph;
Figure 4B is a view of the second level wavelet multi-resolution image
decomposition of photograph of figure 4A according to the method of figure 1;
Figure 5 is a schematic diagram of the watermark embedding process for a :
passport protection applications according to the method of figure 1;
30 Figure 6A is an original passport photo;
Figure 6B is a watermarked version of the photograph of figure 6A, with
embedding strength a= 0.6, according to the method of figure 1;
| Figure 7 is a schematic diagram illustrating the pasting of the watermarked
passport photo of figure 6B onto a passport background;
35 Figure 8 is a schematic diagram of the digital-analogue-digital (D-A-D)
~ conversions employed in passport preparation;

Figures 9A and 5B are photographs of a watermarked passport photo,
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passport protection appllcatlons of the rrethod of flgure 1 F|g re 11 is a
view of the relative position of a passport photo with respect C7§EB3£ n
passport, wWeesolmssssoppi ng the photograph from the passport in them e 'hod
of figure 1; Figure 12A is a plot of correlation resul PCAFA2HB00938spor t
nunber froma simul ation of an attack on passport nunber, where an

i ncorrect passport nunbers are associated with a parti cuI ar wat er mar ked
passport photograph, illustrati ng the detection of such an attack

according to 2B shows the results of
d RN ahd Q&H ot 41%91@“ gt@h%? CUXCFRBBr rect passport

simul ated attacks sport
phot ograph is asso@”’g{ggg I Plock dl}ﬂéﬁﬂm hawabasahmdehhﬁwﬂib@$r00695|fJ)1UStrat' ng

the detecti orpa@&fpoﬂ@diteﬁibn%pbﬁ@dﬁoﬁ&@ﬂhghﬁ oﬁ%f}"ﬁﬁeqet hod of figure 1; Figure
out ah "‘enbedded wat ermark; Figure

13A is a sanple f Z gorté)ghoto w t
13B is a plot of 6W8I {5 Ehetrelagﬁﬁ P@ﬂtl%aﬁgm@wpomplmhemthlrédpuatté ating
15 the deﬁectpampoﬁfumdzmnnppmgﬂﬁrﬁﬁa E?ﬁm{ﬂw &g{nqﬁé}ng{e}hz% gICCOFdI ng

to the nmethod of QEA%S alt ure alns tnage
simul at ed spatial domain ?‘%8 08 © Ptaﬁ"@ﬁu?@ﬂl@f@mﬁeaﬁnma mages from

a sinul ated FowEpien ofianrnitack on ptmsmnvmﬂwe@@r&he?@ar{ BRIrReEIR %}h—ﬁﬁ%ﬁ,@}g AL ocess;

Figure 16 co i ted Fqurier trans onai n
i ngl rect B%?;%%rﬁﬁggﬁ E‘HEPF‘QM&IHH% PRSHE lphgtogrﬁ%égusm@g the detpgticat ed

DCT domain ré& élﬁéiﬁﬁc%flepﬁliﬂ@gtolﬂleguﬂmd@fﬁg)mm ns i mages froma sinul at ed
wavel et boorl.|l' Fipued 138 i ttack Fi ure 19 contains
B SRR tHereglﬁtsfoglg r@gvg}FL‘é@ [’%‘ i ph

i mges froma,sinul.ated wavel et "col
repl acenent TR MG RaseroTibfogTans is Aseiated with apmpaﬂaﬁpasqaopuﬂuﬂﬂﬁ;es of

an original pihssmngtthe plétechtmn(dieﬁ(mr@ a6k AlobRAing¥8 R B K %qi%gcgr di ng t2 (i t he
i gure

met hod of figure cked false passport
contai ns i nages f?;)rg conpar é’tsgl\%gﬁepftﬁﬁfﬁ%s&orb?h%wﬁh?‘ﬁ%am gslded potermarishot o
(before and af t er Figtiteck3Pais laiphes ofi caroelationgedutt dgbﬁisﬂ}ﬁ&s?@ﬁn%béﬂ HMEt‘E‘aftﬂ-Lg and an
attacked o al g anRRQla di.agram o n online
verification dlta%gﬁﬁg(?:if:or di ngmtng&gdgggf 6?%1%%@@’&1 %‘fﬁ’ﬂ@m" ttheympethed esent
i nventi on. DESCRI PTI ON A wat er mar ki ng net hod according to a
preferred enbodi nﬁlguredft! dohRiRi@e R ronY SRR 4044938 %Zt‘r’replacle%lem

attack;

Figure 15 contains images from a simulated Fourier transform domain direct
20  replacement attack process;

Figure 16 contains images from a simulated Fourier transform domain indirect
replacement attack;
Figure 17 contains images from a simulated DCT domain replacement attack;
Figure 18 contains images from a simulated wavelet ‘biorl.1'level 2 domain
25  replacement attack;

Figure 19 contains images from a simulated wavelet “coifd” level 2 transform
domain replacement attack;

Figure 20 contains images for comparative purposes of an original passport

photo {before and after watermarking accor ding to the method of figure 1) and an
30  attacked false passport photo;

Figure 21 contains images for comparative purposes of an original passport

photo (before and after watermarking according to the method of figure 1) and an
attacked false passport photo; and

Figure 22 is a flow diagram of an online verification method according to a
35 preferred embodiment of the present invention.

DETAILED DESCRIPTION

A watermarking method according to a preferred embodiment of the present invention



0 7 FEB 2005 PCT/ SG2003/000072 is now described in the context of passport
security and,. in particular, the watennarking of passport phot gggqxfllﬁ].zm
Accor di ng w@ 28d1jogsshet hod, a wavel et transform (W) and sEread spectr 25
based 5 watermarking is enployed for authentication of PYHECHHSAYWET® phot o
and thereby protection of the passport. In broad terns, the nethod

provi des hidden |ink between the passporfgnunber and the passport photo.
The passport nunber (or other identification nunber) is used as the seed

to generate & MRt BELBHE SELL R %}# s _shread, into. certain wavel et
transform banﬁs of the host (gdglgegéor & oM rﬂﬁfm‘%H@%‘Bﬁ%q%ﬂfﬂt@f@aﬂimg
identificati8 P"ﬁ??ﬂf&%‘%",togfﬁélspassport nunber is again used to generate the

wat ermark sequence. The correl ation between the waternmark sequence and the

correspondi n%c rﬁceitv§g h‘%g wavel et transform coefficients is then used
to deterni ne” TFEHED %%6 » pfstedet tgndonth@HT) and spseat! hpectromttiasat | on of

correct [asspetctmatinds eiblofed Qi LRGENRASSPH the lrna‘eééﬁebtrﬁ?plﬁ) Oéﬂdqhéﬁ%}j to a

relatively hj relation. If watermark iIs | he"passport 15 is
regarded as {)/%F‘:‘icﬁ?ﬁ(gf & PRt L%brP%detP%’P%gl.e"@igoqwﬁmd@%hidd@ﬂmemmﬁethi s
wat er mar ki ngpasspdrbunrilser thdithe paepait $Roto NThi faBd ﬁ!ﬁﬁﬁérg& olfﬂ’rb?‘? fifiSatiohe

r. Iegi

passport nunpek Feen] r..applications, sone other |e¢ e_nu0 er or
string), no dat‘?;lrfafs%euE eé(% %rtgége%fiéo g&’&hﬁﬁ??%@ﬂ%ﬁﬁéﬁf@%@%@w@ch Bdbread inthe

conpl exi ty ofer@insyatelshimasfomabamds ofthoibstiphespor phad. LaME silkehRAB €S

TICLoS ot O R s 2

In the foll ow n%),tc tgﬁrefore,
met hod of  dEHRELPnIGERTE#Hombstwash theaaiporark srqueree ind theabmespaadiag di Ng to a

preferred enbedvedstoto whveldi@rapsBas BdetiOMRN s A ustS o' ikdrmAs i?ﬁq%era o%ecu” t%’
APER asspor

consi derati he.results of .trial attenpts to forge a
by subverti (r]fﬁl%%cﬂg% u{rlrlg’? fod H’§§°ﬂgﬂ’la8%0%°5fﬁ?@%ﬁsﬂﬂﬁfm@bwﬁl erret prysraomd
subsequent & shanld loat fofai relativeip highicbaelatiat a0 tdichdark s el B a‘Egmﬂ

n figure 1.

enbodi Bt  qf rdohRieH" ' i.on.i:s shown generally at 10 1

30 The wat er marki r?gagrrgiﬁﬁ%gt%ﬁ%iﬁs&gﬂ %ﬁ“ﬁéﬂ’gﬁ@?ﬁi 1%’15?@8‘5]36%1 a grayscal e
passport pROUEEFKas Eecthediinthat bogausaibe wentfictibo nupbSSPOE hafhed Qumsgown at
12. To obt ai(or, ihethet applieaines, sphadeet (LM dﬁ?ﬁ ted,digital color

i mge, RGB (| ﬁfedrfﬁ??%rﬁ?”’ bl u,g% {egmll—%? i .rte)f.)gtﬂﬂu‘@,’ E%%‘%ﬂg"ﬁ? %8’[‘??6 1
intensity) color T ormat ehALPsiBnequplesity pfgsysters forcamying et hermetaid t he
intensity pleafénceses afficieicsi shtithesminoaihe, o hhBoDRA%IEA! BvARPLQugls then 3S
used. Uphess stated otherwi se, the sanple passport photograph uséd by way

of exanple _below.is a tgr ayscal e photo. The original photo information is
not requir ed? the fpHewipg: theretiry, thelwateimhirkiag methosltiadecribedds is a method of

detecting watermarks for passport protection also according to a preferred smbodiment
of the prasent invention, as well as several security considerations and the results of
trial attempts to forge a false passport by subverting that method.

25
A block diagram of the watermarking and subsequent watermark verification method

according to a preferred embodiment of the present invention is shown generally at 10
in figure 1.

30  The watermarking method of this embodiment is performed on a grayscale passport
photo or the luminance plane of a color passport photo, shown at 12. To obtain the
luminance plane from a RGB formatted digital color image, RGB (i.e. red, green, blue)
to HSI (i.e. hue, saturation, intensity) color format conversion (Jain 1989) is first
performed; the intensity plane (I), which is identical to the grayscale photo, is then

35  used. Unless stated otherwise, the sample passport photograph used by way of example
below is a grayscale photo.

The original photo information is not required at the watermark identification stage, and

&



WD 2004/ 088575 0 7 FEB 2006 PCT/ SC2003/ 000072 - 11 the method is
consequently referred to as a "blind" watermarking process. A{uni gElS %ﬁg
of pseudorgademdyskers, derived fromthe passport or | D nunber ~Used
as the watermark, and inserted into the inmage 16 by belpﬂ@"@éw@&ﬂ"ﬂhto t he
wavel et transform sub-bands to produce the watermarked inmage |S. A secret
key is also not required in 5 this enbodijgent, so the nmethod does not
requi re database storage. The waternmark insertion process 16 (and
subsequent Wahehfmﬁﬂw’@dﬂsé Bl Wt d ML S, embodi
described in det ai | ow. q&ﬁﬂj’%rggdggﬁgged@d Ii?ngﬁf’%ﬁs? r%@P’&W set
fol | owi ng t he”'dFg °’8fn WédﬁpﬂbﬂiQQmP@‘tmtmm&@ 14yis tided ab Aiegri ty
of the V\/ater‘maelmaﬂg asgtatsemdﬁuﬁtheﬁﬁa e 6t al.se rt), the
integrity of g kgmygqg% H@Ee g 6|U§ﬁ)e§}%r%ﬂcf%{j)gﬁ%meﬁ lﬁgﬁ EPémor not)
can be check “and verr ¢ t}l& [Jmage éﬁléﬁ% t%sqomtkemtaﬂﬂodxotmqmeafdlhl cation
resul t (ePt hdhis vBBodimeND)o thetipethdBdber Got rediies &4k %ﬁ{ﬁ% e

ec

wavel et tran uat i ons and 2§ res

( Daubechi es ?‘fé%{é@ @@‘% gwggdfs';&tssq 1"3‘1‘3“&%1“’8%@&}1% Ptmw&zqulf)ns a

T141ﬁv( ]1:) ?gﬁ@?szﬂm@ ?rs(da@cmbpd ibdatadt bef@y. ’gh@glmﬁh%d i @gﬁ{:ﬁeﬁﬁ b%to%!éso f used
inthe fieldfg re radi tj onal transforns,
such as the Fo Or‘ﬁﬁ ggﬂ?rcg%;ﬁ? Jé}réfr]ﬁ%vﬁgi?w@&mpﬂaﬁ%ﬂébo%é‘ﬁ&ge@rﬁ}' ofAbe advant age
of achi evi ng™ ’%‘Bﬁﬁyé‘lemaﬁﬁ@hfaﬁelqﬂ@ﬁmyn bz fdlsezatspom), ﬂierint@gﬁtybﬂh si gnal and

i mage proeces mattgmaﬂkhﬁlagé ST (ﬁﬁl@h YANEbELites g%{u?x? 4r¥101§)e l at;? gﬁ?ﬁ) @Eflj l;)a? g)s

Filter banks I’(P&/Iac ‘Emrfe ﬁofgstructl

and (4) (Vet LeFTe 256 RV iset Qg’sslﬁciﬂsr‘nmesuétiymrm of N@) ofutyuied 08) = 2
(3) Ho (- z)GO(z) + H (-z)Gl(z) 0 (4) where Ho and Go are deconposition
and reconstr I | ar an and, G . are.deconposition and
reconstructlgﬁé% g hg%gsaglaﬁﬁc{ete‘% “@ﬂ%oﬂl%ggﬁ?nm%o%éﬁl@dl(@ t hat of
or t hononnal ¥erpachvely Srebecites 1998)- channel | orthonornal FIR,

real -coefficient filter banks, equations )_lla}nd (4) eqw val ent to
equatiof$ (5), (6) and (7) (Gléttef)(a,én)d: vace v(g) 9 ‘

Q0(z) Q(z- 1)+Go( - 2) Go( - z- 1) =2(5) Gl(z) = - 2- 2k+ \%zal)(a) wo ®bo4s 088575

Tn]:?iv (f)=a, mi2 ir w(a, My — nb,)df (2)

The wavelet transform is alzo used in the field of signal analysis. Compared with the
traditional transforms, such as the Fourier transform, the wavelet transform has an

advantage of achieving both spatial and trequency localization. In digital signal and
Image processing, the discrefe wavelet is closely related to filter banks.

20

Filter banks provide perfect reconstruction if they satisfy equations (3) and (4) (Vetterli
and Kovacevic 1995):

25 Hy(2)Go(2) + H1(2)Gy(z) = 2 (3)
Hy(=2)Go(2) + Hi(-2)Gy(z)=0 (g

where Hyand Gy are decomposition and reconstruction low pass filters, and H; and G,
are decomposition and reconstruction high pass filters.

30 One class of filter banks is that of orthonormal filter banks. For two-channel,
| orthonormal, FIR, real-coefficient filter banks, equations (3) and (4) are equivalent to
equations (5), (6) and (7) (Vetterli and Kovacevic 1995):

Go(2)Go(z™)+Go(-2)Gyp(-z =2 (5
Gi(z) =~z Gy (-7 ©)



0 7 FEB 2006 PCT/ SG003/000072 - 12 Hi (z)=G (z-1) is{o,l} (7) Furthernore,
it can be shown that, if P(z) is defined such that P(z) = CﬂZOQOFEB].%%ﬁp
then (cf. Wl bﬁﬁjsgﬁand Kovacevic 1995): 5 P(z)=l+ >akz-k,ak = a_1 ."( °9 K,
odd To exten(?t e above analysis to i mages, digital inma§E¥S5eru38e¥nzi der ed
as two- dinensional signals and the one-di nensi onal wavelet transformis
applied to the horizontal and vertical @i rections separately. 10 The inmage
deconposition procedure is shown schematically given in figure 2A. A

single 2-D forward wavel et transformof an ingge conprises two separate 1-D
transforns. The inmage 30 is first aé%)eﬁ@r(ﬂough decipgosi tion (rpw pass
filter 34 and deconposition high pass filter 36 along the x-axi’s,

resulting in a lowpass filtered i mage 15 and high pass filtered inage

respect i vel yfuretnowmsiaiop bendhod@ that, 1f W) iisd 6@ Bidhi (e By DG 4L AR Ri.AB, even,
ot her fil tertﬁd Q/D%I\ye. Both | ow and hi gr)l pass filter edﬁg %ag%ogrgr?@Lt%en
filtered al oftg® tedfl and K9vasead 98%): deconposi tion | ow pass filters 40a,

40b respectively and by nmeans,Qf\deconpgsitiom high pass filters 42a, 42b
respectively, resulting in fogizgﬁgfgrra Z Eachk suB-iinage is tdyen
downsarnpled 44 by two, this tine 20 #@&g the y-axis. The inverse wavel et
transformis illustrated schematically in figure 2B. The snooth signal and
detail signals ar irst upsanpled 46 by two along the y-axis. Upsanpling
is ‘necessar Txéerﬁ%éﬁ%we%yﬁ parege Awileldntegeegacomsiddral ad@ot he signal s

back t oget helim@miappsigpild @idahy ondadbnSibndl REWENPLUREAIPL S £1;,9nal s are then
passed throgﬁg)ngn% ona%%gt idon Jé.ow pass . fil t‘ers %&g 4’§6‘p1§hegq? onstruction
hi gh pass filtareisgs oHGy diFprtons;sepastiely smooth  signal s are surmed, as are
the filtered detail signals. 30 This is repeated in the x-axis: the two
sumed si gnahs iah& &AGH 4. by two t hen passed through
reconstruction, | o% assp@?t gé "%‘%‘“genla Sﬁ%@bﬁf@?@ﬁ%ﬁ%@?ﬁ%ﬁﬁw§§&mt er 58.
The out put s SBElehPdarsard waydetirans foumos dn image eehmpriserwo Jpdratc@const ruct ed
i mage |. 35 thafisforimse The emagP3 o/ isFrdAElel tnrb i ANGL AL il 4 IRYE Processi ng,
. . - g r.3 .
linear phas%eclf)llRof]Jtﬁlot ﬁ_}rg?l E)s ﬁ%oﬁ;ﬁj gonﬁtlTI _@%_e‘?’gb e @gvg%a %@‘?l ﬁQ fhe
desi gn of a“WaVa EHP ¥ 1iE é‘?lfg}gﬁ DF-arRCWHIRD 04 OWAEss fill@ed image
15  and high pass filtered image respectively. A downsampling 38 by two is accomplished

by dropping every other filtered value. Both low and high pass filtered images are then

filtered along the y-axis by means of decomposition low pass filiers 40a, 40h

respectively and by means of decomposition high pass filters 42a, 42b respectively,

resulting in four sub-images. Each sub-image is then downsampled 44 by two, this time
20 along the y-axis.

The mverse wavelet transform is illustrated schematically in figure 2B. The smooth
signal and detail signals are first upsampled 46 by two along the y-axis. Upsampling is

necessary to recover the proper bandwidth required to add the signals back together
25  appropriately.

Each of the two upsampled signals are then passed through reconstruction low pass
filters 48a, 48b and reconstruction high pass filters 50a, 50b. The filtered smooth
signals are summed, as are the filtered detail si gnals.

30
This is repeated in the x-axis: the two summed signals are each upsampled 54 by two, -
then passed through reconstruction low pass filter 56 and reconstruction high pass filter
58. The outputs of these filters are summed to yield the final reconstructed image I/

35 Inorder to apply a wavelet transform in image processing, linear phase FIR filters, bi-
orthogonal wavelets are nsed. During the design of 2 wavelei filter, the length of the



2003/ 72 fi 7 Vtétional conpl exity and
EB 2006 PCT/ SG2003/000072 filter, compu
gff7i Ei ency, sinplicity in inplenentation, the snpot hngzﬁsﬁggrgmg@gg
the basic Wavasheesssusd the order of approximation are evpeqjgg;%il%i“["ﬂégonal
revel ot e, o e onenar inflgde Eggilﬁéiergrglgaz’Déubechies wavel et s
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P 20 i nenarshay Tr ashleds %"g_“?fiF@&ﬂ%tfwmh@én@h}eggv?gflgﬁer e
pregeilheb el T})checahn_g;mini\iiﬁ-nﬁ?ﬁl_' en%ﬁéasi zt %%Fg’h%ﬂ’hori zontal i mge
whi ch are directionally sensi L Lhe porizonta’ | mae

hasi zes the vertical fegtures an | enp .
LFZ;%SF f e; brpgg}.)afeszﬂ %%Wwe@\l@m@usfommaﬁmemngbamelaesc?d@@{vwéietf&ahéﬂa@ésf“ the

. i el et tran mis
b e ot mge o he g IRTORPLE oot e Gpks v enpove Gospnat od
AT T e
rom : e ; i . 2 transform

L ansorttal | cever os \peiofime dub-Sais i 0 ihfol [BID AN LEADST LR 20 o0
oo I e oo SR 2
shown y way Of . 10 v & .

(sho)An in f%/f@‘iﬁdéme‘m «iqﬂ*aﬁgq@nmnhnontﬂ}rw sf ?‘29??%2@% Eiﬂiﬁﬁfggpg élfe?tf) ] gﬁ s of
wavel et tralmirmrmmbﬂ%bl’c%oﬁém{rﬁﬁ, éﬁ;@gﬁth%%n}en—%gﬁw@w raeyepebcess
figure 4B co rrcdeséglog)dct%thpg%q?\;gggléegq%ta&lﬁg@rmcbaﬂﬁbmﬂﬁlgtmobe used to
o CRE \t/\ﬂfileienm'ﬁialgigﬁmﬂenmva@ﬂtmﬁfﬂ@ﬁdﬁh@g watermark in high frequency "
ggﬁgdits not very reliable. The watermark can be renoved by external attacks

WO 2004/ 0385 Z—Dlhﬁten'ng decomposes an image into a smooth signal (fi,) and three detail

signals which are directionally sensitive: fi emphas

1zes the horizontal image features,
Juz emphasizes the vertical features and J#z emphasizes the diagonal features.
25

The wavelet transform can be applied further on the low frequency components LL.

The more the discrete wavelet transform is applied to the image, the greater the amount

of detail will be separated from the image. The low pass sub-band of the Image

diminishes when transformations are performed. Continuing to perform the transform

30 onthe low frequency sub-band can produce multi-level transformed image, as shown

by way of example in figure 3B, and for an exemplary passport photo (shown in figure
4A) transformed by this approach into the forward wavelet transform shown in figure
4B. The various delineated regions of figure 4B correspond to those of figure 3B,

35 Inthe watermarking process of this method, one or more wavelet transform sub-bands

- can be used to embed the watermark information. Embedding watermark in high

frequency band is not very reliable. The watermark can be removed by external attacks



0 7 FES 20f 6 PCT/ S&003/000072 such as JPEG or \Wavel et conpression, which
suggests that, for a robust watermarking process, the rel ati&/é’l yfgogw
frequencywpndsngheul d be sel ected. However, changing the |ow frégu @
conmponents affects the fidelity of the watermarked i madgéT/EeR0p3/4M0¢7 | v

m ddl e frequency bands are used for watermarking application. In the
exanpl es 5 described bel ow, the second hgvel wavel et deconposition HH band
of the first level wavelet deconposition LL band is used (i.e. 12, HH in

figure 3A). dRhSOMEEG L [ QN ot her .sub- bands or even random

sel ection of sub- b&nd?%ﬁgﬁg‘gﬁg sfg%ﬁn’l‘{r{%(%n%al}°gfaﬁsethﬁggﬂcﬁﬁ° ¥t sEtsrmarkng

sub- bands caffoBEs-(RetFatyelylewdegeenchbasishould o sfiectdch di@yeieg Bharkdh Jer mar k

Enbeddi ng PrioseBsuénd dakhodéa - k enmbeddi ng method for
B VA T B TR Sb s R S

passport pro{@@gﬁg&l} accq{?g;ingr teo this embo nt Ts™

As expl ai nectb AUERGY Rfigis areddhovdgimashing applisasab] latheekahplaavel et

t ransf or fat idercrited belool, kipvetgndibics atdi@ dEétHﬁéﬁﬁf&g i B d.64 anwhi | e,
the wat er mark, .6 Hgﬂoﬁi‘f)%ls?fio git %r{f}t ed J{lor?zt P, pagspgr?‘{f@d‘ﬁ%@ﬁ 1‘31‘ (in
this exanple) 7-digit passp A gEsd (€ £ ext Idigueei3 66 hrsomet he t ot al
passport al pralenentations, snaniyother k-G A PASSBR FAnd S GAR3BRG F Sﬁﬁ-bgﬂdse(ﬁﬁ%gl e,
therefore, tR& NUARE thé 43R0 eiercggnerfr egl_ to g_%ggral Iyt merely as the 2 0
passport number) is extracted and used tbf)m‘b'g & eedita énchpase theseturdn o

sequence. DAISYS®BYanbling 68 is then perforned on this passport nunber.
Wil e any suitable encryption technique can be used, in this enbodi nent a

one-way en tiaon f%n ion is enployed to increase the security of the
systemin o%@%@?—é@é@m scranbl ed passport nunber TY. M T{T=MkelO
t' (9) wherawbcksiagﬂamcﬁrﬂl@ivﬂ@hnaﬁ%géddi@gaaﬁw g Pis the nunber
of digits. FEpp;Me, 7743388, V¥ .8366814.260. 30 #ﬁ@%ﬁ@p@i cgllogé?‘:ao Eng M
a uni que sequence I'S ﬁ%’i"ﬁ’é‘d‘? SEFﬁg this sequence as the seed, a random
nunber generator is used to generate 70 the watermark, which consists of a

set X= A/, A%2xplained alove. 8k u .s_havij a Gaussian distribution
with zero e} And. uni t “var iogﬁf(i:le.i @g’]g%gggﬁﬁseﬂgﬁ@ﬁ%“@g@@ﬁfwf@m@w wavel et
t r ansf or m of “t'AE"VHE BeUcaihe sabandds (hested)64. iMegehile, (thepaRaaiiidthiq@dy
di scussed, gércheed Rogiby st AuRBRE Ble ilGid L e.Dp] ane of ol or” i mage)
i's comput ed.as Aqsgrtbed a%gdoi/e. Sub- bard i '?HH%EQEZ%@{%E@SRO&H‘% Eltark WO
2004/ 088575 o1 the tota passport alpha-numeric string. Using passport S7743388G
as an example, therefore, the number 7743388 (referred to generally merely as the
20 passport number) is extracted and used to generate the watermark data sequence. Data

scrambling 68 is then performed on this passport number,

While any suitable encryption technique can be used, in this embodiment a one-way

encryption function is employed to increase the security of the system in order to

25  generate a scrambled passport number 7
M

T
W =M xelo™ (9)

where M is the original 7-digit passport number-and P is the number of digits. For M =
7743388, W= 8366814.260.

30 Thus, by data scrambling M, a unique sequence #is obtained. Using this sequence as
the seed, a random number generator is used to generate 70 the watermark, which

con51st§ of aset X= {x;,x;, ..., x,} of n random numbers having a Gaussian distribution
with zero mean and unit variance, ‘

35  To embed 72 the watermark, the wavelet transform of the to-be-watermarked (host)
Image J (representing, as discussed, either a grayscale image or the luminance plane of
color image) is computed as described above. Sub-band 277 is selected for watermark



- 15 0 7 FEB 2006 PCT/ S&2003/00(1072 sequence enbeddi ng, as indicated in
figure 3B. The (k+l)th to the (k+ma)th coefficients are sel eCDePﬁFEFS‘%Q”
he Va

obt ai ni ng ¥ o/RBLMss= {Vvl, v,, ..., v"} of wavelet coefficients. ‘val ue
I c can be randomy selected to increase the system securR@¥SGlons/bdie

exanple, k is selected to be the |last digit of the passport nunber. The
nunber (/c+n) satisfies the 5 relati ons_hilﬁ:_ (k+ra)< wxh 16 (10) where wis
the width of the host inmage and h is the height of the host inage. This is

because the | r . ence t hat can be enbedded into
vavel ot sub- %ﬂfﬁ Sgbp i3S SRS (2 B8NS S ahe B 5Biia e s rveiTcinnean

readi |y be det@prdieh thus gbtaining mecctmde= c{nﬁ;,ap,22®,lyoﬁﬁﬁremt&@éfﬁ%ﬁépﬁﬁi phot o,
n is typical [9a@008n HAGLRK Ki&haddi i s achi eved by modifying the
sanples in V afcorgggeg tl?dem%atll on : %%?e®§<,S¥St%ﬁec¥5ﬁ{yilp>ﬂilse&@l%%’fwhere i
=1, 2, ..., SAecigfdp be'ths lagt glﬁrté)ﬁﬂleesﬁswmhumbéri The hivebyyet-es)miikhthenot h.
Final |y, 5t heelafioishiped vector V = (1'X, 1, vx 2, -, VX,,} is reinserted
into the corresponding host image wavel et transform sub-band. The inverse
wavel et transformis then perforned '(;A+,1p@“’ modi fi ed t{@ sform
coefficient matrix, thus obtaining the waterdrarked passpo photo | 20 The
wat er mar ked phREOw hade R9dtH bg ikl t.i.0op. _conpar o the original host
i mage. The ﬁor rel @%i on.is i ypihggﬁﬁgéezagﬁﬁllaﬁ]ej]f{%‘%ggBioﬁﬂaﬁgegiHHF Iphot o
and wat er mar REFUFhEE denslr ofithi wale sesuence tish oambe emibddged Bi%o fhvands.6B

respect i vel y batbr B isdondnahaadanDibii.al jons_in Passport Protection
Referring, totﬁeic%k‘éngW (%nﬁé thq«iag)ass orts%hﬁ\étﬁ%ﬁ Dﬁ%ﬂgﬂg?&ﬁe Befafked by
nmeans of the above aeseriBeyshatsErrEriote rivdicady pdicess, it is pasted
onto the passport background 82 in the digital domain. 30 Referring to

figure 8, a wWdigher 145; to print .the passport 86 as usual. The
printing process ikségbéglﬁgl:étqg g e&%hﬁ?’(‘i’ﬂ@@“@ varglesin Breweding tdrequatibh s

exanple, it assunmed that the photo printing resolution is controlled to
be 200 dpi as the high quality docuagrgv_mﬂ{,_!}t_i ng specifi ﬁi on. That is to
say, for a photo of screen size 270 X 355 Pi'kéls, the p cal size of the
print-odt i sSWAHEGT 1123 x 11207 ¢ Welpesinwter BorBrolird: tBe @memiﬂkg&éﬁﬁﬁ.@ihﬂﬁh%
wat er mar k i deéaetiddifattveoar 11 g, passpory 86 Ls scanned 88 back into the
digital domgjn 90 TQe Sf?angi ﬁ’g "%’r‘b'éé‘_é’égsslréﬁséen eﬁﬁ‘ﬁ??&fé’@&l@iﬂw&}&ﬁt

conversi on. & 5ra|VﬁlF fangtomm subhand: The inverse wavelet transform ig then performed 74

on the modified transform coefficient matrix, thus obtaining the watermarked passport

photo I’

The watermarked photo has no visible degradation compared to the original host i mage

The correlation is typically as high as 0.9998. A original photo and watermarked photo
of this example are shown in figures 6A and 6B respectively.

25  Digital-Analogue-Digiial Conversions in Passport Protection
Referring to figure 7, once the passport photo 80 has been watermarked by means of the

above described watermark embedding process, it is pasted onto the passport
background 82 in the digital domain.

30 Referring to figure 8, a printer 84 is used to print the passport 86 as usual. The printing

process is a digital-to-analogue conversion process. For this example, it is assumed that
. the photo printing resolution is controlled fo be 200 dpi as the high quality document

pn'nt%ng specification. That is to say, for a photo of screen size 270x 355 pixels, the
physical size of the print-out is about 1.3 x 1.7 inches or3.3x4.3 cm. To perform the

35 watermark identification, the passport 86 is scanned 88 back into the digital domain 90,
The scanning process is an analogue—to—digital conversion. The printer and scanner
resolutions are both set to be 600 dpi in this example.



resolutions are both set to be 600 dpi in this exanple. W 2004/088575 - 16
07 FEB 2006 PCT/SG0 03/00 00 72 After the passport has been ?ﬁ?n?egnb%o
the digitgly ﬁ Thdgd,s the (digital) passport photo is cropped

passport backgr ound. The cr opped passport photo is thenPCpacReHItaerat he

wat ermark identification process to verify the enbedded watermark. The 5
original watermarked photo and the scanped_watermarked photo sanple are
shown in figures 9A and 9B respectively. Watermark ldentification Process
A bl ock diagram of watermark identification process of this enbodi nent, for
passport 1.0 protection applications, is shown in figure 10. The watermark

i dentifi cat. u‘eﬂierﬁh@wswl‘t]@sbsermchmedh@to&ﬁh&ilgﬁél%ﬂﬁfnkm%f(ﬁ‘igﬂﬁ?)g ({;) ﬁéﬁ%t The

i nputs for t e suspect °92 and
t he passporlgsrr(l)tiﬁf@(ﬂS dt?fﬁ?ﬁkg%oﬁnr?g atgengPPedIHﬂsﬂ?pﬁ@hoﬁoeﬁi then t he
passport nugesed gt Pﬁ"ﬁt@nlaﬁeldelagicam;nmmdtm@ﬁﬁtlie%n%ﬂﬁd%ﬁeﬁﬁ%ﬂ( Waf.er mar k

sequences X, opfathal HetcHA on the passport photo
92 to obtain th ea vegt o%ﬁ%@ﬁhmé 5.%{‘&3@ gésagh édswgtg Ofl;%elg‘?t(’rﬁgl P sheweinmar ked

on the basi s'&3° tglz?’ea“&a"%’fféﬁetc HfﬂYrber 94, there should be a correlation
bet ween Xand V. 20 Thus, watermark generation is perforned according to

t he nmet hod Y958 _'ar ie gb ve- descri bed wat ermark enbeddi ng process. From
the passport— sequence Xi s obtained by data.

scranbl i ng 9eblagitidiagmachortivwaierbark @anmcaﬂimgﬁogés oftlﬂfs Fiﬂﬁ%ft lhoto 9rg is
subj ectggl tgrott%g H\@fsﬁﬁ Ghiods” ANRS or% ub- band Se 1"on

Sequence Xi en AT Re v W@iﬁm@ﬂéiﬁ@mlﬁcatlnnpmess is

i denti fi cat FigH %Fb@éwtermﬁrklmedcﬂmgpfueessdent| fication process 104 (i.e. to
deci de whet her the suspect photo |I'contains the watermark X or not), the
wavel et tra formi ied to|l: The I" ~HH sub-band wavel et transform

coef fici ent P ?fsf%g%’cep%%aé@n PEOserstatretht Kuspyatipagsport pﬁasta)ga taneam
ffi t et sehleci0ed
coef f i ci ent gasap @ds HovGRRAhab Bt de MR tonhsinb halspad pluberog v

which izg th r rrelation ele The corre

coef fi C|%e nt §S u?%\&] desg %R Waf? E?IFHWE%Q watgmaHetequenep i el thnsvausied as a
neasure of ¥¥efoumtie pﬂﬁﬂrﬂmegroeﬁﬁmmspomphpw% 16 Wb in thE IE*@cto CPf r{?ﬂh%%h&ﬂﬁﬁ( X V)
between Xarpibtd2 hakefcbA Sreffack&Yon ft]he BRGE binhP{Jasspor% numbe1 94, there should be

a correlation between X and V7

20  Thus, watermark generation is performed according to the method used in the above-
described watermark embedding process. From the passport number the watermark
sequence X is obtained by data serambling 96 and random number gonerafion 98; the
suspect photo 92 is subjected to the wavelet transform 100 and sub-band selection 102,

Sequence Xis then used as one of the correlation elements in the Identification process
25 104.

In the identification process 104 (i.e. to decide whether the suspect photo /”contains the
watermark X or not), the wavelet transform is applied to I’ The I syb-band
wavelet transform coefficient matrix is extracted, and the (k+1)th to (k+n)th

20 . ) _ . _ C .
coefficients are selected to gener ate_the vector F'={v,v%, ... v 4, which is the other

correlation element. The correlation between the coefficients in F"and the watermark X
is then computed and used as a measure of the watermark presence. In particular, the
correlation p(X, V') between X and ¥ , defined as:
xXVto1ne
P === Tz,
i no iV (12)
35 18 used to determine whether X is contained in J”or not by comparing it to a predefined
threshold 7.



35 is used to determ ne whether Xis contained in For
a predefined .
PCT/ SR00¥ ®9RQ/4gss1he choice of Tp is made as fol | ows.
asked to deci de whether a given
the foll ow ng hypotheses A, B or C can
photo is not marked; H,.B: V =V+al VI

HL.C. V =V+aXl VI ,

not by conparing it to

WO 2004/ 088575 - 17 0 7 FEB 200§ 7 FEB 2005

|f the decoder is

mark Xi s contained in ECHRERYIHNTY one of
hold: 5 Hp. A V=1V, that is, the

- fhat is, anmark |' # Xis present;

the mark Xis present. In deciding sinply

threshold Ti,

that is,

whet her X is enbedded in the photo or not, hypotheses A and B can 10 be

gr ouped togﬁﬁger to give hypotheses 0 and 1: Hp.O = Hp.A or Hp.B: the photo
not marked wilffcheice gif,1s madqys followhdf fieatecodes ismakddad dedithwhethdios given

di scri m nat embat WeesmnhyRAtihg d Ode he present
15 enbodi men ﬁorrput es p(X v%)%m:@mgo?rpbgﬁggfqleom%gh% 6‘35 tﬁ?‘h&ﬁ@“the

val ue of Tp, he statistics of p(X V') nust be considered. It should be
noted that once Xis fixeH,dp | B”:theﬂﬁly{y ﬁ%pﬁotoﬁ?lﬁlﬁgl{&- riables. In
addition, if it is assun}%d t hat ,th)¢+ g, ct ed sub- band coefficients
are i ndependent of each Gefer . Liuch A aHPE§’%F@ﬂhP§blﬂﬁﬁ@p%mdent of each

ot her and the central
p 20 can be assumed to be normally distributed
shown (Bam at - at.

; Eg 2 agg P({;Sl Slgléitﬂlld\;r iﬁﬁFW%erkﬁ?e@?&@a

C theEr:emt‘gﬁ 10 ch conditions,
2 rr ‘ s He%%lt(#g Sll"eig?tl‘can readily be
P1Hpl=al vl

tp Hp.0=0 (13) -(14) where a,,

f h hesi 0
and ¥BANS oD ottt oY Rt Ban e
oHLpegS%Te heFF%g‘é'%PYR?Fhfﬁﬁsr@(@Hi soef fi ci ent s.

1998) t hat:

expecta rons " Wth regard to the
vari ance ofp under hypoH;;.@&tHﬂo?@ﬁtﬁépl@d?@n&ﬂ&ké?ﬁél{ﬁkrl 2pj H.t ), it can
be shown (Barn at al 2 6v _

1 or 2 _
2" BIHP O 6P P 1 1 6P Bt G e photc & afarked wht x. '

15

20

© 25

30

To discrimmate between hypotheses H,.0 and H,,.1, the decoder of the present
embodiment computes p(X, ) and compares it to 7,. To determine the value of 1,

the statistics of p(X; ¥*) must be considered. It should be noted that once X is fixed, p
is the sum of »# random variables. In ad dition, if it is assumed that the selected wavelet
sub-band coefficients are independent of each other, such variables are also independent
of each other and the central limit theorem can be apphed Under such conditions, p

can be assumed to be normally distributed. Further, it can readily be shown (Barni er
al. 1998) that:

f.l-p’ffp.o = O (13)

HP’H B :CL'IJ.IVI (14)

where 1, |H,.0 and ,up [1,.1 represent the expected value of p under hypothesis ¢ and 1

b

respectively, and “H = "E:I—IEﬂViI] is the average value of the expectations Hyy,| over

the set of marked coefficients. With regard to the variance of p under hypothesis 0
(cr IH O) and hypothesis 1 ( JP|H,, '1), it can be shown (Barni ef al. 1998) that, if

a*<<1, then:

2
2 2
g g oV~
pler,0 " TplE, 1T =P (15)
~where
R A
Ty =— ZE["i ] (16)



112 62XEV2, 12i=1 2 (15) (16) WD 2004/088575 - 1s is the average val ue
of o-2 1",! 0 7 FEB 2006 PCT/ S&003/000072 The decoder error p@(}bz.z I Ft&/
Pe can bewonhéd@esias P. =P(O 1) P(1) +P(110) P(0), where P(011) i%‘/th&B 2008
probability of missing the presence of the mark (fal se Heg¥Ezueyoand
P(110) 5 is the probability of revealing the presence of XwhenXi s not
actually present (false positive). Miregver, by P(0) and P(1l) the a priori
probability of Hp.0 and Hp.1 are equiprobable, so to mnimze Pe, Tp mnust

be chosen s’@sﬂl@%eﬂgg@ﬁ%ﬁgelm) is a mnimm Under the condition az <<
1, the pdfs of p conditioned+to Hp.0 and Hp.| have the sane vari ance,

hence the optimumthreshold is mdway between zero and 10 pp jHp.l; that
is: a- Tp "1 (17) In practice, it is better for the decoder to use a

91' 1 (
t hreshol d 'I_'B%?\HFWGF Yrgiprehabilijy Bsednretvedttenaia 2,hep )}k(@)dr P 0) kni@re the
\ \ : . , Here
fol I owi ng ag‘g‘j@xibmcﬁr%bﬂﬁy%% I%ﬁﬁmd%: ntgz eL_l ~>'15 @pTEngh )
t heoreti cal | orrect:; the approdeh tFeiHreeHbe mage(false mgatlm)sma}sﬁép) above
present s seisdhaprobulfifibassksychliQnha i iat of view. In the presence
of attack 2151 iti‘g@bs rtion (?E)%@gr?gl g%t@rﬁg Dg%ia‘?f.lgagli 15&’8{ ?‘it'éaglyd’&iseqlts(fai@ | onger
valid. More” SHEcYT MEATIYE by i 3§ldPé%h%@mﬂwitprmmtﬁbfﬂpkamaﬂgl@j-e'stortion
are taken i%uerrabadese fo pmimkds.2L, Tsmadt by chdef S BR: ngO]Vzﬁt Fg@ri]s { he
us increasing consilder y 20 the nissed

correspondi .estimated val ues, t
det ection plgg%glfﬁq irfﬁl@f]%”ﬁﬁicgn Ig%é‘b IS laltd pdoéd chyditionrib g otahg 1 heor et i cal

t hreshol d dmye thecaiepwaritiveshenc tHelbpB Rt ANRE. 1 b reshold Tp i $ sel ected
to be:1g TRz 3ngidi. nl. (19) Tomgeci de mﬁgcilggsremt%eayg’ﬁg?%rz o3R8t o
contains the 'spetific watermark X, the decoder conpares the correlation

factor p(X, V') to the threshold ij, _a—

P 9 “H (17)
In practice, it is better for the decoder to use a threshold T, which is directly estimated
on the marked image, i.e., the following approximation is usually made:

/_T = i J\LI]J' ,
M= = (18)

15 Though theoretically correct, the approach to threshold selection discussed above
pfesen.ts scveral drawbacks from a practical point of view. In the pressnce of attack and
distortion channels, the analysis carried out is no longer valid. More specifically, trials
showed that when attacks and distortion are taken into account, HplH, 1 usually ’
becomes lower than the corresponding estimated values, thys increasing considerably

20  the missed detection probability. This issue is addressed by lowering the theoretical
threshold empirically; thus, in this example the threshold 7, is selected to be:

& 7l
T =W
P T3, ii:'l]vnl : (19)

To decide whether the passport photo contains the specific watermark X the decoder
compares the correlation factor p(X, I/ ’) to the threshold Ty
25 if p(X, V) < T, the photo does not contain X,
elseif p(X, ) > T »> the photo is marked with X

Thus, -at step 106, if p(X, V') > Tp, the valid watermark is present 108 and the result is
YES; if p(X, V") < T, the photo is either unwatermarked or watermarked with the
30  wrong sequence 110, and the passport is a false copy.

Watermark Strensth Factor, Visual Masking and Post-Processing Technique
Two main goals of digital watermarking are to minimize data degradation and to
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In the spatial domain, visual masking is often introduced to improve the performance of
watermarking from the point of view of both invisibility and robustness. Indeed, a

25 certain degree of visual masking of the watermark is ensured thanks to equation (11),
since the watermark strength is modulated according to the frequency content of the
image: the higher the host coefficient, the greater the watermark strength. Owing to the
nature of the wavelet transform, this kind of visual masking can achieve both frequency
and spatial localization. However, the watermark embedding strength is fully

30 controlled by the strength factor ¢, which can only be defermined empirically.

Sometimes there is no optimum choice for a particular image to be watermarked.

Spatial domain visual masking acts as a constraint for the visual quality degradation
and can be used to compensate the effect from high watermark strength. The visual
35  masking can be implemented as follows: a new watermarked i mage I is built by

mixing the original image I and its watermarked versiop J” according to the following
rule (Bartolini et al. 1998):

I"=T+MW (20)
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changed by interpolation, the watermark can still be identified.

25
In order to retrieve the information bits correctly from a rotated watermarked photo, a
post-processing method to detect rotation angle and rotate the photo back to its original
onentation according to this embodiment is employed. The rotation of the photo can
occur very casily, especially in case of passport protection application, which includes
30 D-A

-D conversions. The process of scanning the passport always introduces sonze
rotation angle into the scanned image. The basic approach is to detect the outer edge of
the scanned passport. If it is not in the horizontal or vertical direction, the program
performs angle detection and rotates the image back to the correct orientation. This

edge detection method can only apply to large degree angle rotation, that is, where the

35  angle of rotation is grater than, say, 1° in either direction, since the result it is still an

approximation. After the orientation correction of the scanned passport, the program
may crop the passport image with respect to its edges. The passport photo itself i
obtained by cropping relative to the edges of the whole passport, as shown
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20 copy, to the scanned photo again in digital format.

EXAMPLE
An test of 2 watermarking system for effecting the watermarking method of the present
embodiment was performed using the MATLAB 6 platform. The sample passport

25  photo shown in figure 6A was used in this evaluation. The photo size is 270x355x8§ bit,
grayscale intensity image. All the benchmarking attacks were directly applied to the
watermarked photo in digital format, as shown in figurc 6B.

Firstly, Stirmark (TM) benchmarking software (ver. 3. 1) was used, consisting of

30 approximately 90 different types of image manipulations or attacks (Petitcolas and
Anderson 1999; Petitcolas ef al. 1998; Petitcolas and Kuhn 1999). The Stirmark (TM)
attacks destroy the synchronization required in information retrieval via applying some

. small random geometrical transforms in such a way that the distortion is not visually

perceivable.

35

' Table 1 below summarizes the resulis of the Stirmark (TM) attacks for the watermarked

photo using passport ID 1234567 and watermark strength 0.8.
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1 Rotafc-ion with cropping NA YES

Rotation with eropping and scaling 7.5-24.64 YES

Sharpening 3x3 : 23.45 YES

Shear‘mg 1% NA YES

Shearing 5‘3/? ' NA NQ

Célor redm?tlon : NA YES

Stirmark with randomisation and bending 21.75 NO

The present approach has also been tested against benchmarking software Checkmark
5 (TM) (ver. 1.0.5) (Pereira ef al. 2001). The focus was principally on the non-geometric
attacks in Checkmark (TM), which contains 42 tests, since it is more reasonable
simulation for a passport protection case. The Checkmark (TM) test results for non-
geometric attacks on watermarked Ppassport photo using passport ID 1234567 and
watermark strength 0.8 are shown in table 2.
10

- Table 2: Results of Checkmark tests for watermarked passport photo

Attacks Identification Result
- (YES or NO)
Denoising and remodulation with Wiener filtering NO
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The watermarking algorithm also successfully survived the random removal of some
rows and columns of pixels (known as Jitter attack). Cropping attacks of over 75 % of
the watermarked image can be resisted. Resistance io these attacks is provided by

5  spreading the hidden bits all over the container image. The method can also correctly
retrisve the watermark when subjected to up- and downscaling attacks, small amounts
(~1%) of shearing, and changes in aspect ratios in either x- or y-axis. These types of
attacks belong to the giobal affine transforms (Petitcolas and Anderson 1999 ). Attacks
due to global affine transforms may cause the decoder to lose the synchronization of the

10 cormrect bits hiding position. To address this problem, the attacked image is first

transformed back to its original size.

The present method can survive any angle of rotation attack if the post-processing is
incorporated. The present method is also resistant to median filtering, frequency mode

15 - Laplacian removal (FMLR), 3x3 sharpening attacks and Gaussian filtering and some
other non-geometric attacks based on Wiener filtering. The method survived JPEG and
wavelet compression for most existing compression factor. The method also survived
up to 80% of the uniform and random noise. Tt can also survive the one time print-scan
process shown in figure 8 for watermark strength factors above & = .25, Surviving

20 most of the Stirmark (TM) and Checkmark (TM) non-geometric attacks suggests that
the WT domain is a stable signal space for digital watermarking applications,

However, the method did not survive some Stirmark (TM) attacks. The WT

watermarking technique was not as effective with random geometric transforms, like
25 5% of shearing and Stirnyark (TM) random bending. The method employs a degree of

hiding position synchronization, and random geometric distortions can destroy this kind
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the digital %or meeting this one time print-scan requirement is ot > 0.25.

20  As another security requiremeﬁt, the watermarking method is not allowed to pass the
print and scan for a second time. That is to say, once the watermarked photo is printed
out on the passport, the watermark can only be detected when the original copy-of
passport is scanned into the computer, Any re-printing of the watermarked photo may
destroy the watermark embedded inside. This approach, in which the watermarking is

25 “semi-fragile”, provides a way to detect changes in the printed passport photo. Thus,
the embedded watermarked is not a perfectly robust under all attacks; some of the
attacks may destroy the watermark. That a watermark has been destroyed may then
usefully be detected during watermark identification.

30 The watermark strength factor is used to implement this feature. As discussed above
the greater the watermark strength factor, the more robust the watermark. By ’
confrolling this factor, it is therefore possible to have the method to provide a
watermark that can pass a one time print-scan but not a second. Trials show that, if the
watermark strength factor is set below 0.4, the mefhod will not survive a second

35  printing and scanning. Thus, the watermark strength factor @ is set in this embodiment
to be between 0.25 and 0.4.

Using watermark strength factor to control the behavior of the watermark ig smple to
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proposed passport protection applications. As nentioned above, the
wat er mar ki ng nmet hod of this enbodi nent _ig robust enough to survive a
single print-scan process. This is neces gry for this passport protection

schenme to wor [ r{y, as (.as,.shown in figure 8) the watermarked passport
photo 15 needs‘é—n @881%@’ llf)'}réilar?f%%ﬁaa}iﬂﬂyt Coise thiglacir may de etfpstediblthsubsequent | y

(i n the wat er Alaracéetistiveefitlid Inat inane. PRORESSH nrdR& i 4 bt £6 i s scanned
into a comput gfyaAPnt [ét% .eﬁ/ar}e%{}g?g 4{33{1??} ipcati éoﬁégg%&glgﬂész@?gfr“ﬁﬁée&? ‘M has
been found that. a suitabl’e WAL ePHEr HLHG R SOmBFespasts simyar thieschorikert | me
print-scan re§lis F@bites ihs peoblengar@isallodd shen i GichR boRRAYS b Nsc€qui rement, the
wat er mar kisng nethod is not allowed to pass the print and scan for a second
time. That is,to say, .once the waternmarked photo is printed out on the
passport, t h&%ﬁ%ﬁ&@ ROQ¥snthe masypasepratectat etiembesing B%it@r‘b%ﬂ@drkﬁ?@y of

passport is soafrbdll iepired 26 16 : -Print.i of the waternmarked
phot o may detﬁ;[; ocggetg.giwaterrt E‘EHEHE%%QE,Y(,@%@G f%’l&%@‘m{tﬂ{g@elﬂ’ﬂfﬂ)‘i:&ﬁ%tﬂf COHSRNI ch
the watermarking rs 25° PEERL oreggnommally friesvp dwde awmy cimgeteioeld palanges in
the printed pasepbimchplhtihe pak untbRe t ernarked i.s .not

el aRMBAREE R IR KRy Raitet 6 e

erfectlygpro n -all-attacks; sonme of 'the

\R/at er nar %O Tﬁjé'?stp gH'wa éelr%?&t%ﬁg?%eﬁg%lscf%ﬁtﬁlﬂyﬂéé lippetren thasesnort nantber

detected dur i#§PheioeChenging thepassidrcaintennis e3@ivatagt i‘é@%ﬁfdﬁﬁﬁ 1k %p@ﬁsh factor
t

is used to i Ralyemeisd 4y di.sgussed above, " the greater the
wat-er mark st rer};};rt h fe ﬁyssimﬁ? ﬁ’é%n@?’%tﬁi}%gb&%ﬁ‘eﬁﬁ@wséﬁﬁwmn, sye gfontles| | i ng

factor,
this factor, &% F%EHFaé? Ergvhetisosishishenges cavehwaddidve:drbstho o afetm M Q¥ S ge

wat er mar k t haf thisumncihas sndth@Nehick & BeRrd Bl not .a second. Trials show
that, ifyghe watermark strength factor }sq@@%éjfg}gfogvzve%?%?p e nethod will

not survive a second 35 printing and scanning. Thus, the watermark strength
factor a is <dack en Passporedpobirnent to be between 0.25 and 0. 4. Using

wat er mar k st pefa 1226l Qf . ol the behayjor of the watermark is
sinple to WO 0%5‘;95% @5[5% Eﬁéggg&g%swoiﬁ?’ Hoy' “BEEGhsruH Y Pesspop| ement |
but | acks rePPUBi FPg yatsaearkise sabiing eftalglisbes tie Yink detaibe Gle@d gt f):ﬁ@poﬁ;
char act eri st nosbafand peoth 68 tif thePgSpord X Lhedr RLECLI On appl i cat| ons,
this prop enhjlcé%ﬂeregsusal |y be i gn?rned[,n Eeczsﬂésﬁé#l .eglsglgé’fattt%ﬁﬁ’a‘t ngraged;i frpmy o e
respects simlar i d PASSIY lgyﬁt@f 15 different from the original one. In this case, the

correlation rgsult at the decoder will be below the threshold value and activate an alarm.

Thus this illegal changing of passport number can be detected.

A simulation of an attack on a passport number is now described. A passport with the
watermarked passport photo shown in figure 6B is passed through the print-scan

process and the photo (as shown in figure 9B) is correctly cropped and passed to the
decoder. In the trial, 1000 different 7-

25

digit passport numbers were inputted to the
decoder. All the input passport numbers were randomly generated, except the 100th

one which is the original passport number. The decoder correlation result p and the
30 threshold level 7, is shown in figure 12A.

From this figure, we can see that only the 100th number is the comect passport number
for the corresponding passport photo, since the correlation result pis well above the

threshold level 7,. The false passport numbers obtain near zero correlation result

35 hence below the threshold level. That is to say, if a forger tries to change the original

passport number, it can be detected by the watermark verifier,

Attack on Passport Photo




This sinplifies the problemand allows strength factor control to be used.
As mentioned above, the passport protection scheme using di i 7aFER 7808

wat er nar kiwg 20808435€f er abl y regarded as a hi dden securi t%/ feature, unknown
to the public and, of course, the forger. The passportP¢BrGEP/HYIRal | y
tries to make sonme changes to the passport content, including the passport
nunber and passport photo or both, in_pQ?dyci ng a false 10 passport The

idea of tht e 15 pro Oct On is to establish a |ink between the passport

nunber and : ' passport content is equivalent to destroy
this Iink. | %H_lt%}\h?rsp &\E/\igi&,%?%e&&m% %g%%% ’FP&%FHO‘Sé’iPE’eWW? Feining ghet he
fol | owi ng di §Bﬁl§§liR§$§P0§§H@b@x§mE@361'mmgpﬁaﬁﬂh@ﬁaﬁo%ér.gﬁéto\ﬁ@%%ét?e.UCh

changes can Brotdet@eba kdent.ifier. of this nethod and

t hen achi evept. he prot egtni ?r?g%? ﬁ?‘ﬁfed%{ég?ﬁié? foggﬁ 1%3}%@{5(]% F’.klmﬂ‘éi]éqzhf‘érﬂ}ePassport
Nunber A f or Gesa@gsspey phejo ismipigeied hewplemesbor nou i eiiis cidd] it & dsaspidngat he
ori gi nal astpaeet (fakbpﬁ@spoﬁ%o%ﬁfa%hﬁieﬁﬂgﬁ@meggafr bttjﬁéeh %ezgcihe Link

bet ween the origin ssposft  nunper an not 0 SO, Hort nunber
i s changed, ?i%gaﬁﬁié?ﬁgt?ﬂlgﬁéﬁ@}eéﬁt@bﬁw&ﬁmlna&@aapomanmﬂpm@pmum)er i's
di fferent fremdtmaded gispdrt pivto, thdcokRiafios AS8H <b LN result at
the decoder will., el ow the threshol d Sal ue §n‘§]ﬂ%‘g§?§,§?§‘?gﬂ9§?§pm Thus
this illegal changing of passport number can be detected. A sinulation of
an attack on a passport nunber is now described. A passport with the 25
wat er manked PRsSEROLGPBP i.n figure 6B is passed. through the
print-scan process and tﬁ%%ﬁg%t%g{slsg of %F@E’F@e@gmf‘épw%ctly
cropped and b qrigigak watermagied parsport phathend a isatlof uﬁﬁ@&nﬂhké&étﬁ&t(fﬂéegi git
passport nuriaesperi\pesos. | TR bLOriihe ] |._the .i nput ssport
nunbers were random y generated, excegtrgsﬁﬁg%%%?ﬁhmgﬂ@%' eilg he

ori gi nal paz‘s)gkﬁrt nunber. The decoder correlation result p and the 30
threshol d | is Fgure.sheprospori mumnftieg M kdpt e SR Spdsk Y S Ve Can see
that onby !RRadf3! hetlffPRfiod Rsdif)s rf UdcRiinP PN ¢ iﬁ,‘?’"%%f _p%*ooor e
correspondi n passport photo, - si nCe HITEELET PUath ghwiteanarkedpasspoviel | above
the threshdfigioieyel aye thethisslicdd e Pasispather lnudbier healied tdlsd}@poAe! O

| at i ekl ld,, @, cANL level . That is'to say, if
2 Torger trigs Lo enanae (o AR patbe Mot B resold Pomalbilus: ot oo

S, to(lgrechanlge h&hi riginal gas_é or [
by the water far K varPiPghreshpldyaiics £, pEEwSpHra fomtes tiies07 rdpEBe 7N ¢5iQ]
2004/ 088575 pPEpyEER06) 3 @O0 d2ecte®By the watermark verifier,
20 :

Attack on Both Passport Photo and Passport Number

A forger trying fo produce a false passport can use a random passport nutnber and any
passport photo in the false passport. However, without knowing the passport protection
using digital watermarking scheme, there is no correlation between the selected random

25 passport number and the passport photo. This kind of fé,lse passport can be easily
recogmzed by the watermark identification process.

To demonstrate this, a passport photo that did not have a embedded watermarked was
selected at random, and inputted into the watermark identification process. One

30 thousand different watermarls were generated from 1000 randomly selected passport
numbers and also inputted into the watermark identifier. The sample passport photo is
shown in figure 13A, and the correlation result p1s plotted against the randomly
selected passport number N in figure 13B.

35 From the plot of correlation result p of figure 13B, it can be seen that all the correlation
values p (i.e. between sample passport numbers and the faise passport photo) are below
the threshold level T,,. It is almost impossible for the forger to produce a false passport
using random passport photo and passport number and at the same time pass the



Anot her possible attack conprises changi ng the passport photo, while
retaining the original passport nunber. The forger would tyﬁ)hc?l Iy ‘u@ﬁ
anot her phatgdagogser! ace the photo of the original passport®Ho aér 2»*‘ t
the forger is unlikely to know whether the original pad&déiGophotazi s
protected by watermark or not. In this case, it is assuned that the new
(fal se) passport photo contains no enbedded.watermark. |f the detector
correlates the watermark generated fromthe original passport nunber and
t he repl aced wuRWALRLIREKEH: rt oto,. the_correlation result should
be very | ow and hence rlgi@%gggﬁﬁé&?afﬁ %Qﬁellﬁs%én%f IP&ESPEN Wil antigvaliki nd of
attack is car PPRPTOHMbsE A PasTRORt pbolorday bmalenipsisport  nunber, ori gi nal
wat er mar ked passport photo and a set of unwatermarked ot her (false)
passport photgesc. -The det.ec or correl on results.p are summari zed in
figure 12B. | YAUGHon, Undg auftigm Al is kept the sane and the

passport ﬁhot&@@m&ca&éﬁ@@ﬂh T ol A | .esul t for the original
c Raper e oL ablES ot Breoimora Tp. “on

copy A of wat ssport ho
t he ot her har@ﬁﬂg@g&@%@%@g&[ ﬁﬁ?&@%saﬁ%cmgmqn boyhonds inBBEhation the foret hout
enbedded wat é1O8¥Fies. t he correlation results p are all below their
correspondi ng threshold values Tp. Thus, if a forger tries to replace the
original pa sftgort photo, it can be detected by the watermark verifier. 20
Attack on Both'sBsdgise fhat g dergerdntgndaas shorpt twﬁm"bhtﬂf&?asi%ﬁ'nﬂ%b% 0
produce a0f alané tHaams Bettr 198%s S EHhere il Or%gagsigaolgt nunber and any ~’
passport photao ind%}? g.l se passport. wev Pr Wﬁ?“%ﬁ@WMg)ﬂkﬁe passport
protection G"HY agfhf’ PEGRHaE PRy Afansartaimmd padspat phits aﬂ@tlﬁ%{nf‘éd%%gn "

. This

bet ween the oflhectatamarked passit, RASERASHabRATH B g,y&pggﬁg%fng&%s hoto.

kind of fals n.be easjly recognize

identificati %n%?%%@ééasgﬁo gt ‘%@%ﬁ@%‘?‘é‘?"é‘ theypagspost marhepomiesp hebosHelkabwdi d not
have a enbed&&¥ilysherets watdmvedsis eﬁ:&yle&tetdﬂﬁkc@uﬁse&ﬁé}%@ﬂ}o ﬂe?psu(;tte into the
wat er marks i dmﬁtg(fgoqgéééﬂ@mgwgﬁﬁ?Wa%:}ﬁargo i&gﬁand, I fferen Wé?sg Yrar ks wer e
generated from 1000 randonmy se carah AR ore diffipE & Imeav. al so i nput t ed
into the watermark identifier. The sanple passport photo is shown in
figure 13A, apafiot DemgiaRepladthMNEEESHdortPHbR, P! Ot ted against the randonly

sel ected pas r n figure I3B. 35 Fromthe plot of correlation
result p of ??@%?%?WS@%%%WS et phedded in thdeasgmnt goad ivbleh jyal ues p

(i.e. betweefl itlethp passpot tunhsntiar 80s3 Re: the, \fxiﬁzlt,%g lwﬁ@if%stﬂg {wlate?qqgrﬁtgé, are
pe c

bel ow the thyweshodghigye!r T [ | nost | NPOSSi or the Tt o
produce a fal se éassﬁor%@e Iﬁglfsn%g?’é%d%ﬁgeb&@s ferfReihs raswopadspontthaunber

and at the s¥AdlCPREINGAYls kepningthe PEBAOBBEES the e 8 Thd B 0fe,

Such an attack was modelled and a result stmulated. Referring to fi gure 14, it was
supposed that the forger has the original passport photo / (cf. figure 6A) and scaﬁned
25  the watermarked passport photo I"(cf. figure 9B). The forger obtains the difference
photo from there two photos, I[; = 1"~ I, on the asswmption that this difference
constitutes the watermark. The forger then adds the difference image I;to a new
passport photo Jto obtain a “watermarked” passport photo J/,

o J1 where J'=J+ 1, I mally
the forger will print out J/on the false passport.

30

In trials, it was found that- -afier this attack process—the false watermarked photo J” i

depraded and mixed with the difference image Iz, which is not acceptable as a passport

~ photo anymore. Moreover even if the false watermarked photo is accepted, the detector
correlation result p between false watermarked photo and the watermark generated
from the original passport number is 0.2770, which is below the threshold fevel 0.5411

That is to say, this kind of spatial domain replacement attack will be detected by the
watermark verifier.

35



PCT/ SG2003/ 000072 watermark identification process. As the result, any

fal se passport with an invalid passport nunmber and passport B)tyongﬁn z?a%

i denti fi edvo2@Qukisty Eval uati on Under Wbrst Case Forger Action 5 rse
case arises when the forger has sone information about PRESEHEEMHHNT2
protection schenme. The consequences depend on how much information the
forger possesses. It is assuned that thg forger intends to change the
passport photo or passport nunber, 10 and that the forger knows that there
is sone rela Rrhst suned that the forger has
the copy of ghﬂfgﬂ?@ ﬁglggmﬁpfnwmmﬁ)mrﬂswmﬁ@mnt ed copy of the

V\ﬁ.t er mar ked gé@g}%wbc th@forgmwbmbwehat lﬂwa?zla[te@iaﬂ@ﬁ%ﬁ}beﬁfcﬁb% 1f19rt1%§foﬂﬁn% first
choose to chah rat her .t assport nunber,

unl ess he or shgﬁgg%ﬁéﬁéﬁﬁptop@ﬁé&eb THe %é‘tbé?q 215 é%%eth%l&igerbecause
the passpor t ChRggethe P%SSB‘PTE)B@@ bubnat dicatasgpottaniver. gRREHAE! AR1OkidhRe

wat er mar ks and ﬁﬁwﬁeﬁ@f% dltﬁé‘ Damal n Re” Pl acenent For
Passpor t Phot o, The. f or g6 nlgg\;gIdl;mltn?1 %gﬁgt%g&%qé%P%%% Bediip the

passport phot'® Wﬁ“@?gl Ph‘?aélP%ﬁ ed with the passport nunber, but does not
know what or where the Watermark is, or 20 howit is enbedded In this

case, the f I ac the passport photo in the spatial donain
whi |l e keepi ﬁf&e%eu%%gggtbso% EWBP oF Keluedhimanstogmy spditting the trathsfmwdorﬁnﬁh an

attack was rﬂﬁtﬂlerleﬁleid Hanginayrcempdmen&lolﬁuiagﬁlﬁﬂe aB@f;ﬁ%{Sgl Ple }%Iﬂas{: b@ﬂ Iﬁl iy it was
o

t h t 6A
and scanned 3o Phela ek il oo JRE o b begues oty The

forger obt aitAGPEHR &I the magnitide pindend. from t her e tvvo photos, Id = 1'- |. on
the assunption that this difference constitutes the water rrark The forger
then adds t di ff ence Iy e Id to a new passport photo Jto obtain a
"wat er mar ke eba%f%g% UaF%ﬁ@}’@an}fOﬂllﬁBmadlreﬂanahémattidke forger will

print out You th@tmgse matsﬁm@naﬁgﬁe1$ rthéfdr%ér%as @g ﬁg&af ngggté)glg frer
a

this at{ack wat er m xed
with t h%gdl fﬁ%?%%@%d ‘?"%@“’Eg’*‘aﬂe Pa\ﬁﬁ?ogrﬁ’ga@l} g¥ hepbetogt éﬁ)‘lf@sﬁamad Fastegbet  phot o
anynore. M QB’G@r*fB@\?@ﬁﬂldDmtame Thehmgninaicenamt £ BIOsIA:E HaRGGaPHeY, the

detector  CoBfafleat AP nE® ; er mar ked hofto and the
wat er mar k ggl ét ed 35, f?gér’ﬁ%tiﬁsegg}réﬁ&?%a 19&13@%%%%?““%8? forng dgmarmyand whi ch

is below th &35t g I@WENM@MP 1ase THRAX 176/) e obtinedt 1Ths fidsaddiedcagpat i al
donai n repl aw@wmhﬂ(ﬂmktdﬁmth@ )d%! @éjf O uhne AL RLIR KV ELL T 1 €r. VO

2004/ 0 75 E PCT. / 000
839 75 Furfer tllt:iﬁsf%g 1S per orme )?,,(I ") and f,,(J), and the false passport photo .Jis

obtamed. This direct replacement of the Fourier transforn magnitude matrix is also

found to degrade the photo, such that it is unaccsptable as a passport photo. Hoviever,
even if the false passport photo is accepted, the detector correlation result was found to
beis p 0.2039, below the threshold level of T,=0.5619 (generated by using the

25  original passport number). Thus this attack can be identified by the detector.

Strategy 2: Referring to figure 16, the forger may have the original passport
photo 7 and scanned watermarked passport photo 7 The Fourier transform is applied
on both 7 and 7* to obtain two magnitude matrices f,,(I) and JulI”), and two phase

. 30 matrices /() and f,(I). The difference magnitude matrix 7,(I-]) is obtained using the
equation f, (1) = £,(I') —fu(). Then the new photo Jis also transformed into the

Fourier domain and becomes f,,(/) and Jo(J). The false passport photo Fourier transform
matrix is obtained by the following two equations:

fulT)= D+ £l =1) oy
35 fp )= 1,7 22)

Fmally the false passport photo J' is preduced by inverse Fourier transform from JullJD
andf‘;(‘]j- m



. . . ,
- 28 Some Transform Donmai n Repl acement for Passport Photo Alternatively,
the forger may know that the waternmark is enbedded in a transfpp n’FEgo 'gn
of the pasggonfydaeko, but not be sure in which domain. Again, the 2@
changes the passport photo, but not the passport nurrberPC"lr?h@Mﬂléjﬂ@eTz firstly
tries the 5 Fourier domain and the DCT domain, because these two domai ns
are widely used in waternmarking applicatjons. The Fourier transformis a
conpl ex val ued transform splitting the tfansformdomain into real or

i magi hary conponents or nagnitude and phase. The phase content is nuch 10
nore inportant than the nmagnitude content, so it is assuned that the forger

only tanper st wia bmlﬂﬁlﬂmnﬂﬂéﬁlﬁﬁa&%ﬁeﬁt ofm%an&rt?an&fe@u%g a&&& eSakor a

F t tt
e NG O ST N AL

wat er mar ked passyahreciriplacentent. 'I'.Beenphthte(falée pals@oﬁ?ﬁ&%ﬁ@ﬁ e«i: hﬁ%Qert fig

F t
ot T (17 e ot Aot i SR ST ST el s st  n o « ne

Fouri er transfor M d8kissd ontlep origined passporhmontict. UTiensrmi bitxclkfcah § iNGnRase
matrix f(J) ayehodi@idied. The forger directly replaces the f,, (~ matrix
with f,(1"), and keeps f (J) unchanged. Thus, the inverse 20 Fourier
transform FTr is performed on f,,,(1') and f (J), and the fal se passport
photo J'is OiffTaismadal nbhiber \irkReH dAPLBESHBAL our sform
magni t u ”aﬁsrdvf&ei 1 found to degr a(gﬁerﬁit%r?g%?{t&%sg EETP;{Ta OtmEF%
unacceptabl e as a pass§°6ﬂffla%ﬁf89wresmaé%watemw@ng Afplichiéorf, ab # és RASIIE
phot o i s accé&ptupdosettha adetzgecinight agtiteaba@t demainesul t was found to be is p
0.2039, below the threshold level of Tp = 0.5619 (generated by using the 25
ori gi nal pasi,gort nunber) Thus this attack can be identified by the -
det ector. lﬁﬁlﬁglartﬂﬂlﬁwnmiﬂcﬁmetditﬂmﬁ@ﬁ@ﬁiksm 19 E¥e
original pas el hl@éf@r er r asspo oto I: “The
BRI B der 32 28GR a%Eh ofiBh gpaggq e {%;J

F i bot 4d
ot cedd ARhehike %%?goﬁz%otoEnaoqmnggHﬂ@otmwmm @utamﬁ?f ().

The differ en@@Sfmgrmamd@ d@Btani ¥(I), Thé a1ffefehcé ﬁaﬁ@ Qay ?é Uat' on
fo, (1 --1) ) et phot

into the Foezirulatel?n gdgrrgl d@wd%%cgﬁf&e“ﬂ!}‘, 9‘3[?3 fQJ?anSmetﬂ aits Eherﬁ@i‘port
phot 0 Four i O3B fspiefuge dt b filss pmbipartlphﬁtommt ﬂﬁ@mﬁ%z{s%aﬂ%dtb‘i\q (g[equatl ons:
35 fill'") _follbwihg(edpationf Nz (V- 1)(21) fp (3') fp (J)(22) Fina P y the

faI se passport photo J' is produce erse Four er transformfrom
o (J) %%and fp(J). WO 2004/ 08x5759(9)j QY j (23)

Finally, the false passport photo J' was produced by inverse DCT from (7.

Again, the replacement of the DCT matrix degraded the new photo in a similar w ay to
the spatial domain direct replacement. This is because the DCT is a linear transform
25  and the replacement is based on a whole i image DCT transform. The replacement of
coefficients in the DCT domain is much the same as the changing of the comr esponding
spatial domain pixel values. In this case, the false photo was not acceptable as a
passport photo but, even if it had been, the detector correlation result was p=(.2863,

below the threshold level of T T =0.5400 based on the original passport number. Thus
30  this attack can be identified by the detector.

Wavelet Transform Domain Replacement for Passport Photo

- A worse situation can arise when a forger knows that the watermark is embedded j 1n the
wavelet transform domain of passport photo. Again, it is assumed that the forger
35 modifies the passport photo, but not the passport number.

Firstly, it was assumed that the forger chose the wrong wavelet and did not know in



- 29 0 7 FEB 2006 PCT/ SG2003/000072 It was found that this indirect ,
repl acenment of the Fourier transform magnitude matrix attack @gnﬁgpsgg_ns
he

degr ade t%;}f&” %3 1o, t hough the degradation is nuch less than'i
case of direcr P& hcement. Even if the fal se passport pID$G200%0moeept ed,

however, the 5 det ector correlation result p was 0.1525, which is bel ow
the threshold level Tp = 0.5187 based ogtthe ori gi nal passport nunber. Thus
this attack can be identified by thed Oector. DCT is a real nunber
transform deri the Fourier transform The DCT domain 10 is wdely
used for imade E@H{B é’gif’éﬁvaé%@laﬁkd’t’@rﬂ!meﬂdwg Thpforigeaniyoslecsmyi avetets,

reasonabl e trans$apphs ehdbakio n, The
Pho 2o b IR o6 B b0l Oty B otk ot v at egy.

attacking schene is simlar to he secon
Referring to figure 17, the forger was assurred to have the ori gi nal

passport pholnght tréahs Ifsmmﬂtﬁﬁheﬂ@la\ﬁ/ﬂieﬁfb@f ked m&@@h@ﬁ’gﬁ)}l PhOLnE, Spoet hgﬂlg)ecg ( }"’?S

applied d to obt ai.n ansform matrices

Tﬁg di ff%reﬁ@ﬁe matrn) VJ‘dtPI m\%%vej)gf%?nﬁ W06 2 Geferrang tedigatd Bh th( P- 1) =
d(l) -dd(|) foqg;?é“f@éwkl@hfﬂhﬂ‘@\ﬂwrigimpﬁbﬁﬁ phoamélﬂftﬁ@ﬂ;a!n{bﬂiq%itéﬁnaﬁgﬁb do[lmi n
to produce 0 X was obtain t he

f ol Fovm ng eqﬁagt |0(§t-rl1ml%td(Ft ?ﬁ‘? %gﬂ fe}j’?ﬁh‘?ﬂ‘m?grﬁwr}arﬁ} W2 gpplied todofhyf @téi%assport
photo J' was™frtadEe meaﬁméﬁ gfén DA (Il bwed (0blaincAg Thadifehfics gRhAceNent of

the DCT mat —ﬂ)egasaﬂ:@némen@ah\é atiéh Wira. [gsw(q ay, Ig\ﬂ)rhfb'?lﬁ‘gtf rﬁgts %tg# glrm

domai n hr eci LBEE cen; Thi s |s because
25 and i) ‘éﬁ’é’ﬁ’? éo he syelghriomalihiel give wiljeTIRGilst passsrophto e
repl acement mudtrie oef bbtirea by thefollbwinPed uaﬁ'f%ﬁ?«' n '5 ”UCh the same as the

changi ng of the corresponding spaj, (é,?l P vaISI In this case, .
the fal se photo was not acceptable {ﬁ phoﬁ but even if it had

been, the défwdlydhe Eadﬂerpesmxt@homemastprme@byﬂﬁ iRRE3. WTtﬁ%hPW%} Ee t hr eshol d
level of Tp 0. 5400 based on the original passport nunber h 30 this
ntified by the detector. Wavel et Transform Domain

attack lfe i d %
Repl acefrent L¢%7s 16ued Hist thistpplacemantefiibe VET tatiixi dopradahthanis ghyddemaa forger

Cmove that - sieilaes eV Eeksphitgal @ ar m donai n- of
passport ph @ ki ﬁ@%gﬁe%ﬂa &ﬁhreﬁ%%egﬁ %aéﬁ?‘msili"f" 15diecase

passpor t phgi Wl buf3 Sﬁ&tlmf?{émﬁg%é?qt R EFsEmeNtis Bastdon fhe wimd: meeeed t hat
t he forger ERexerm.hin twseagp, t@\fabeghotnetashdl aBhtabRAW, bRV gﬂ&é’lbﬁﬁ 8odp - 30

07 FEB 2006if the false passport phoio wers acceplable, the detector correlation result o was
20 0.2889, below the threshold level T p= 0.5411 based on the original passport number,
Thus this atiack can be identified by the detector.

Alternatively, the forger may know that the wavelet used is ‘coifd’. The forger may
also have the original passport phote 7 and scanned watermarked passport photo °, but
25 still have no information as to which sub-band was used to embed the watermark. In
this case, the forger will probably perform the same attack process as described above
but with correct wavelet selection and no sub-band information. According to tests,
even if the forger uses the correct wavelet, the replacement may also degrade the new
image in a manner similar to that shown in figure 18. This is also unacceptable as a
30  passport photo and, even if the false passport photo 1s accepted, the detector correlation
result p was found to be 0.2721, below the threshold level T (1.5410 based on the
original passport number. Thus this attack can also be identified by the detector.

However, the forger may know the wavelet used and the embedding sub-band

35  mformation, though have no information on the exact position of the embedded
watermark. The forger may also perform the replacement for the corr esponding sub-
band. In frials, and referring to figure 19, it was assumed that the forger had the
original passport photo [ and scanned watermarked passport photo /7. The ‘coif4’



PCT/ SG2003/ 000072 whi ch sub-band t he wat ermark was enbedded. The for ger may
sel ect any wavelets, transformthe photo into many |l evels su l?agg e?“
performtheoagg}(@ﬁmnt In the trials, it was assuned that t 5 §lGses
wavel et “biorl.1", not the correct one 5 (viz. "coif4' PCTREZMI/AGEXT num

| evel of transformof 2. Referring to figure 18, the forger was taken to
have the original passport photo |I and_ the scanned waternmarked passport
photo I: The " boirl.1" level 2 wavel et transformvvas applied to both I and

' and two { rlces iV wer e obtai ned. The
di fference rra%cr%?éieg rgr, BWOS{S'PQ‘VﬂéHPHJ?ﬂ fyLethé audylide piainid ransfoym =
\gu ")- w(l) mafes wéWammﬂd) JThasisvolGatarmek émtadaaﬁfgrsﬂgiﬂ;ah&tr@“m@g K Hgvel gt o
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the 1ol | ow ny couatyapaneq Pl 3 BREERTERRR? " 2 o b 1 ol s
passpor t pho?‘B‘ﬁP}Oﬂ%ﬁ @r@dﬂ@’ ”(1531) %rﬁé””(lmvm@ahww pﬁdt@mx%\iraﬁsfox%%dhﬁt
found that tiNesahePhedSRAL , r he new photo I'n a
simlar way Eﬁ? (}\}\)ﬂwaﬁ%tl al al@%%@?@g\q}@aﬁmgﬁ?&g@g CLS hest-bandacks. This
i s because f‘ga 50 edpcted The £alsa passpotiphniodfid 't dve-tnephaghnead | s based

on the whol eobtamebbiddns dftiaefio& Mg ehilatiohi S case, the fal se photo was not
accept abl e as a passport photo b}#{ ven T}} the fal se passport photo were
Eratidd e dtarth

accept abl e, the det ect or cor i (V& g -8 389] bel ovbgiﬁr
threshold level T. = 0.5411 based on the origi nal passpo t nurrber hus

this attack can be |dent|f| ed by the detector. Alternatively, the forger
may knoWOt hakhet wacwavieddetibdhaed 7187, JCPtkrzfs"comb-IHé@ viﬁﬁﬁﬂ@ bthIBYb-H %h 11:}36/.]53 ol he
pno

original passRah n canned er,ma passport %ut 25
still have no | n%%??‘girlly glsq?%e T f\é&f?%? P\‘i&é’é‘c%ijs'édlﬂt’@SferTeﬁiomhe
watermark. I"/"khis case, the forger wll probably performthe sane attack
process as descri bed above but with correct wavel et sel ection and no

sub- band i nf |on According to tests, even if the forger uses the
correct wave‘lqlé% 3 SRS vine d gt to e gluidg %lécedé’g}rmdbatttlimgdnemtedlfﬁw@dt@ a
manner 35mi Ibad ldvwdédiatatioh Qi viad aﬁéﬁtﬁb}%a%ﬁ asbPb3 pheio@l SO unacceptabl e as a
30 passport photo and, even if the fal se pas polpt photo is accepted, the
detector correlation result p was found to be 0.2721, bel ow the t hr eshol d

| evel | Tp = - éigzsy@r, fﬁd;;@mf?@m bighdichadncp asepRt adaLtHb%@étectJh‘Hﬁefaﬁi at { ﬁCk
can al SO De r¢suf . we e.rorger now e
I ’H\*vhsl Ybél ﬁ‘rtl dii1 ng's'ﬁi . g%%‘gf}s &hon

wavel et used and StigR2have no

i nformati on p?ﬁ?p?lﬁéur&%cfr B@,ﬁpq ‘i%’ﬁké&ﬂ &flﬂélee!rlﬁmﬁdédy thwalecwar k. The forger
may al s®0performthe repl acerrent for the correspondi ng sub- band. In
trials, andArtﬁherﬂ Q , Lt was assuned that the forger had the
or| gi nal passpo Ot —&ho SRR dO WY %r mar ked passport photo |: The
“coif4' WO z‘bgﬁﬁ@@ﬁﬁ@m IG%N‘FEBEZ?Mﬁnsmon of the embedded watormark, including the

wavelet used, the sub-band used, the postition of starting embedding cocfficient # and
the embedding sequence length 7. However, the forger still has no information of how
25  the watermark is generated. What a forger typically does is compare the original photo

with the watermarked photo and try to dertve the embedding formula, thus constituting
an attack on the watermark embedding formula.

In a first trial, it was assumed that the forger had the original passport photo 7 and

30 scanned watermarked passport photo 7/, and knew the exact waterinark embedding
position. Referring to figure 20, as a consequence the forger could readily extract out
two wavelet transform sub-band coefficients’ sequences Fyand V; from / and 77,

- respectively. It was assumed that the forger modelled the embedding formula as:
Vi=V+W (26)

35  where W is the watermark sequence. In this case, the forger may obtain #; fiom ¥ T
Vr. At the same time, the new photo Jis also transformed into the wavelet domain and
the corresponding sequence P is selected. The watermarked sequence for the new



PCT/ S&G2003/ 000072 - 31 second |evel wavel et deconposition was applied to
both I and I'"to obtain two transform matrices iv(l) and w1"). me
wat er mar Ky | .SQ% sub-bands TT''"'HH(1) and VWNHH(I') were selec ! 6
the difference matrix TV7'HH(lI' 1) obtained using the EgUaGGH000072
Arz.HH(I'-1) =T " .HH(I") TV2'HH(lI) Then the new photo J was transforned
into 5 the sane wavel et domain to prody_?%evl(J). The wat er mar k enbeddi ng
sub-band - W. HH(J) was al so sel ect ed. fal se passport photo TV2. HH

sub- band matrj x was . obtai ned by ans of the foll ow ng equation:

Y(T2, HH(J") ;2?,0 #ﬁﬂ?stbt?mi‘%ﬁb ,pHF{( ’2-*1 ﬁ’? T28Y G0 -Fhe Adbr énvessekeniektivarséonth of

TV2- HH(J") cooffisianethainizst of vehanoiaan Rands: in wJ').
Finally the Bﬂhﬁ@dpﬁ?ﬁ&?‘%o EﬂOtlo J' vvafm?gllr#%uced aggé?ér%g\fiarnsﬁe}%\%‘??%@ﬁ% iv(Jd).
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photo. Hewever, it still has noticeable high frequency distortion and the

detector correlation result p was 0.4987, below the threshold |level TF =
0. 6872 based 01 11 #e deimplaraplacesass pthack, mdribeery sTHUS t6 HioTatd dbBekwESR 151 1 | |

be identifi efbripyr habgedekas ok, k N t ermay k. Embeddi ng For nul a
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Referring tdtwhgtued 20t the HcRcPBsEY h h ¢ould readily extract
out twp.wa t _transfor esﬁ - dﬁﬁg%t@%sﬁs%geﬁﬁbch&%%h y géﬂ“’w' from
WosWavEL Bl ekl TeeePosT 3L
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enmbeddi ng f comadtavarslet cOENETY repR8nt 3k quIEIBolY diict X rk._sequence.
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new photo J is al'so transfornmed | el et domain and -the
correspondi ng sequence VJ is selected. The wat ermarked sequence for the new

WO 2004/ 0883 Hrials 822 second possible formulation of watermark embedding, it was again

20  assumed that the forger has the original passport photo J and scanned watermarked
passport photo {". As discussed in the first instance of this form of attack, the forger can
casily extract two wavelst transform sub-band coefficients’ sequences ¥yand V7' from /
and I, respectively. We assume that the forger models the embedding formula as

- V=V oW )

25  where Wis the watermark sequence and « is a constant, In this case, the forger can

r

. Vi-V .
obtain #; by —La—f. At the same time, the new photo J is also transformed into

wavelet domain and the corresponding sequence ¥ 715 selected. The watermarked
sequence for the niew photo is obtained from I{} =Vy+a ;. After inverse wavelet

transformation of the coefficient matrix of watermarked new photo, the false passport
30  photo J'is obtained.

. Upon close examination, it appears that this approach has the same effect as in the first
formulation of watermark embedding described above. The constant o is cancelled out
in the watermarking embedding process of the false passport photo, because

1 _ _ VI -1~ '
35 Vy=Vrta Wy =V;+a - L=v,+ (VI -Vr ) Hence, the performance of this

approach is considered to be the same as the first formulation of watermark embedding



0 7 FEB 2806 PCT/ SG2003/000072 photo is obtained by Vi= Vj+ W = Vj+
(V,-Trl). After inverse wavelet transformof the coeffici entgryagrgin EJ
wat er mar keg, ﬁ,m,ﬁgbq;__‘o, the fal se passport photo J'can be obtained. P8
figure 20, the phofds are (fi-omleft to right) the ori gRGERIGHMBOOOA2, t he
scanned wat ermarked photo |I; a photo J and the false photo J. 5 This is

al so a sinple replacenent attack, and isery simlar to the case above
where the forger has the correct wavel et "and sub-band sel ecti-on. The nain

difference is / L gl nal termarked coefficients are changed,
which is nor ed%ggﬁ?ﬁéygy%’ﬁggﬁﬁﬁ% gass}%cﬂ %ﬁ%@%ﬁ%@%m’ themd¢éecthsgr adat i on on

the fal se passport photo is also small. 10 The situation is very simlar to

t he repl acenmeftcRfink Ae Ymﬂlp% Qﬁ? . S0 igh, frequency, components are

still affected. O/\ain%g ot _e_s%ﬁ[grfac ga'rhims}toi g@%ﬁar{cﬁ@bﬁﬁﬁ%ﬁ 15 2gRER pErdmed| nost
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01 . ,

it was fownd Abaiscish&l HehesisPhnd 8%, Lt 4P 0. L Whi ch s
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that the repl ROSHEHIC Fansipan subdrapd eeelfipiowss eteqewmets irehe it 'Sranepradent s a
quite seri ouscsettiody.Of id duisEmWoth SRSk t Iiki; | d.still be
identified by the detector. nl n lt ri ?g‘ip?l”céiggg:%ncjmgggg?ﬁ%ﬂ%%sr mul ati on of
wat er mar k enbeddi ng, it was again 0 dss d that the fd&2¥er has the
origi nal passgetd PPl GicOwhtemndk SEaeRed 1R ’ sport, photo. F. As
di s_cusseg?i n l{ng?rt%mgisnsitaéac% this fﬁaﬁé%%gﬁgg%ﬁﬁz?ﬁ%ﬁF Foer 02N
easily extract two PRE1ACH A Dries Vrilsimark smbeddind ot adaptive smbetiirenags V1
and VI' fromvisuabmasking purpsspes thisie hyidel)\scass Wif‘enhﬁ}ﬁfngf[a?ﬁ[j{?‘ﬁ&gs?{&{{%ge{(s the
i e wat'er mar

enbeddi ng for, | bt Vet T4 v ere |V _
sequence and Sg&qegcﬁﬁg%—*ng?tgR%{S.m‘fenauﬁﬂieéa%’t‘féé’égw% qogelgten bagad algorithy obt ai n

Wl by | | . PRI e abapluta vaiue, fot laegenomelption eslt dfmakied starnsd oppBd.adto  a
wavel et domaicterBdideit LNGHS; is selected. The °
il 0RO EWENSE N ol 3515 eealpis v

wat er mar ked hs%g)ugt{ce for the _nev_vi) ) TS |

After inver sESETHIRTT Vikgienlmgn fasse Grtortite of safehnakedtmapat i #idfase,
wat er mar ked | seVpagspoyrt 3 0 photo J'is obtained. Upon
cl ose exam ngtﬁs YYS PI&%}! %%%ga’i{éfmfl haap- R $MABpig%dHng dhe nemehombisalsoect as i n

the first formulation of waternalk' enbeddi ng descri bed above. The constant

a i s cancel | Bansefmed;plothe wineale domnikiang tlenrbedsfiondinp sapess fis i dal se

passport pholUhs waRE@MEed sequence for the new photo is obtained by means of the calculation

. V¥, :
Vy=V, W, =v, + 7| ‘]V | L. After the inverse wavelet transformation of the
I

20  coefficient matrix of the watermarked new photo, the false passport photo J*can be
obtained.

This kind of formulation is already similar to the actual embedding formula used in this
method. The samples of original and false passport photos are shown in figure 21, in

25  which the photos are (from left to right) the original photo 7, the scanned watermarked
photo I, a photo J and the false photo J”

The figure shows that the false passport photo has serious high frequency distortion, It
is probably not acceptable as the passport photo. It was also found that the detector

30  correlation result p (between false passport photo and the watermark generated from the
original passport number) is 3.7437, which is below the threshold level of T, = 4.1290.
The false passport photo can thus be identified by the detector.

In a fourth possible formulation of a watermark embedding attack, it is again assumed
35  that the forger has the original Ppassport photo I and scanned watermarked passport
photo 7, and can readily extract two wavelet transform sub-band coefficients’



35 W=vJ+a W =v +a VI a -T =VJ+(VI-VI), Hence, the performance of this
approach is considered to be the same as the first fornulatibﬁ(ﬁE@@mggnark
errbeddingw(xw%]%g%h 088575 - 33 0 7 FEB 2006 PCT/ SG2003/ 000072 described
above, so the fal'se passport photo can be identified byPCHeGaeseanor .
According to a third possible fornmulation of watermark enbedding, it is
agai n assunmed the forger has the original passport photo | and scanned
wat er mar ked passport photo F. 5 As di stu¥sed in the first and second
approach of this kind, the forger can easily obtain two wavelet transform
sub- band coefIUENeEEt s and B ierce sndd, mpmtotinely. Homper,andhib attack s pesiriave! V.

It 1s assunechat hatfotdBehiang I formula as. V=V T
VI 1T W (28) ere LV st &eﬁﬂmia}%gﬁéﬁd?ﬁbg%ggﬁg‘gﬂﬁ%n%lﬁ{aés E@%’é‘} 1 Qqualigy ger

I , ] ]
realizes that PhEP¥YE: hedgiger st has pe snfometion pThowa dsovitated was berdch@ed,
wat er mar k enftikelciphgement stdelpisiovs Rabgsd ng and  vi sual masking purpose as

this is \% dely used in watermarking applications. Since sequence V has
bot h positive and negative val ues, the correlation based algorithm prefers

the absol ut erivalsuasd At foAkOe PALEEHATLAD T 85Ul 4, ol et angd, Sequence. - The

hi gher even order of sequence asoM] ), 16" ok ¥9 used, since

it will greatly-affect 15 the coefficient value, resulting in |arge
di stortion o#““é&{r@rf’ﬁﬁ}tﬂﬁ& Wigld dompingapd theearesponding bajubregiéris seentabt ai n DT

fromvl v. AFheWatesnarbed soqaence i thewewplotioistibsimddSeom YLy, tEpnst QFA@% into
t he wavel et ﬂg&@é@aqu[ t he. correspondi n& sequence Vj is sel ect'ell. * The
wat er nar ked sequencee?3ﬁn§fﬂ8nﬁ&ﬁ°%ﬁlﬁﬂ@e wreghmaired Urs/watemmskaf nevhghoto,

cal cul aflifon thg falsepassportiphotd .J lis #¥tiiged. t he i nver se wavel et transformation of
the 20 coefficient matrix of the watermarked new photo, the fal se passport
photo J'can pe _obtained. This kind of fornmulation is already simlar to
the actual ehteludegniodeling Havfue forhavhits sametifad as Theasdnpleasi:@f ori gi nal

and fal se paseppldoRAQHas & i [ i.n_25 whi ch the photos
Trght) ¢ heﬁgf"{%’?ﬁgﬂlk%g bg’(?dgﬁ? fO%%lHIealms”&‘ai}ﬁee‘a) &% War ked

are(fromlegteﬁpdm&lgt‘% .

photo I', a BHGTE FaNG tatEmediiescperddins procesoffileg passmimigyimtd, hat t he fal se
passport _photo has serious high fifegquepcy distorfion., N\t is probably not
accept abPe &% e bgg’sﬂ%rfvphb@’ JE%%%&IWAM&% sd the pexgd@tes 30

correlation result p (between fal e“ﬂ%‘t’ ort phot ol¥and jt he wat er mar k

enerated fr gl ; b is 3.7437, which is below the
'?hr cshol d | elf{’gilh'{sgﬁre_lc_lgﬁ EEZ&?&L@%@§ R ke QYD ﬁie) fals2 passpm% photo can thns be
1dentified by the detector.

To this point, all the attacks simulated to generate false passport have been based on the
20 replacement of coefficients either in the spatial domain or in the transform domain
depending on how much information the forger knows about the watermarking sc};eme.
It can be seen that none of these attacks succeeded in to producing a false passport that
could not be detected as, even if the false passport appears legitimate, the replaced false
passport photo can still be detected. This is because one piece of information required
25 by the forger is the scanned watermarked passport photo /. The embedded watermark
is weal (or “fragile”), so if the forger tries to insert this wealk watermark info a new
photo and print out to attach on the false passport, another print-scan process will accur,
degrading the watermark to an unusable level. As discussed above, for security

reasons, only once print-scan is used; a second time priﬁt—scau will affect and ruin the
30  embedded watermark.

Iz a final type of possible attack, it is assurned that the forger knows the exact

watermark embedding position, the watermark embedding formula and at least some

knowledge of how the watermark is generated. That is to say, the forger can generate
35 the watermark from the passport number, and embed the watermark into a false
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The fal se passport photo can thus be identified by t or. _
fourth posgi ble fornul ati on of a watermark enbeddi ng attack, []Zl Fggmm
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transform sub-band coefficients' 0 7 FEB 2066 WO 2004/ 033:575 el
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However, in this attack it is assuned I§|at the forger has
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exanpl o of atforabt Eumkestimate Mig:sWPArRRBRF b QR R0 ﬂ/gvétlé?rtﬁH%ﬁ%rﬁ A bl ba}e constant a
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Dot o ge 1 cobiickdl M e orea] pyssrpt ot amgohmed. (T 1 - VS

27 +l SI 1, swvatdmapediposspeu pkoto I/ E@oﬁ@ﬁ@ﬂgeevra%ﬂmﬁx? e?%g%(hﬁg% ggl 12\ OJ; hi r d
f t 01,0 s be entifi.

;:ﬁlsg point , ak?:rgelp%gsegﬂy b%énbﬁ r’Pﬁ‘? g‘%ﬁ”ﬁ’éﬁ@?éﬁo@ farde)pa Eoﬂ“he farger been

hased on ! Recuslicn s g REREG G0 RN Bl R bt ober

(Iz;\o:/vg ;Bgut r %%ﬁglﬁ @%ﬁlnggqquiﬁy Rfr;lnga*hls Mompn,tmatforgﬁnﬁn géndrﬁles e
attacks succ é@deaiemnaﬂt osup)g‘ the waidog @mﬁeﬁk&ﬁré@&ﬁﬁﬁﬁ%aﬂ@aﬁb% C‘f')#lh 73 od
detected as, ,gy l‘fﬁné I)Ilé'lﬁlfﬁ pasaspgr? nREESRS e SBP Am tnals i \!v.::[xsl fgglgde that thg mrsfeEateg
false 15 watermark sequence Wy is very different from Wr. Thus, the forger should realize that

~ the given information is insufficient to attack the watermark generation process. If this

kind of random number generator is used, the false passport photo can be detected by
the watermark verifier.

20 Alternatively, the forger may know that the watermark is generated by a random
number generator with mean zero and variance one, that the seed is related to the
passport number, and the watermark sequence length and exact watermark emb edding
position.

25  Insuch a case, the forger has almost the complete information of the watermarking
method and will probably be able to generate the watermark using the random number
generator and any passport number as the seed. However, the forger would still be
unaware of the scrambling function performed on the passport number to generate the
seed. The forger may embed this watermark into any passport photo to produce a false

30 passport. Since he knows that the passport number and passport photo are related, he

would ensure that the passport number and corresponding watermarked passport photo
appeared in the same passport.

1t was found in trials that, if the correct data scrambling function is not applied to the
35  passport number, the generated watermark sequence is very different from the actual
| embedded sequence. The correlation between these two sequences is 0.0061, which is
negligible and indicates effectively totally different sequences. If the forger embeds the
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forger can eH€rdiyinfeknagscehto oaie themeluenes #en SeedNhofildans fo\\{ée‘r‘ffh&l LGadd/! 1) -

The forger sReciitB@ithisbeentd k.Sd.i . nr rti.es of Fromtrials,
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this infor malTdAIEHEOrSHgat fopnmgesheths oezinahpassprrenmebck antsichgabibEdgaandom
nunber generator with nean 61.5226, variance 4637.3 and using ori gi nal

it was found that the generated 15

passpor ty nu ed..lntrials, i
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rel ated,f,o the passport number, and the watermark sequence |ength and ea
act watermark enmbedding position. 25 In such a case, the forger has al npbst
t he conpl et eAs ¢idemarn ipem diie tboee datepioal RishGethod and apparatus of the present

invention can be used for watcrmarking identity documents such as passports (or indeed
identity cards, drivers’ licences, credit and debit card, etc.). In addition, however, the
mvention in certain embodiments can be used by the digital document management

25 industry or the secure printing industry, and to watermark and authenticate other
documents that might be subject to forging, such as edncation certificates (including
university degrees) and other forms of accreditation.

As an example of the last application, by utilizing the watermarking method of this

30  embodiment, a covert security feature could be added to the design of an educational
certificate. At the certificate creation process, the name of the graduate, type of degree
could be invisibly digitally watermarked into the certificate. This is done with the aid of
personalization software that generates the personalized certificates digitally. For
instance, a certificate displaying a particular name, “Woon Wee Meng, Jeremiah” with

35  adegree of Masters of Engineering would have a digital watermark with digital
information such as name (Woon Wee Meng, Jeremiah) and type of degree (Masters of
Engineering) invisibly embedded into the certificate. The digitally watermarked
certificate could be printed ouf as a hardeopy or distributed as a softcopy.
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Past graduates can request that their university provide a certified true copy of their

25  degree certificates. After verification that the request is legitimate, a digitally created
tmage of the degree will be generated. The image is watermarked with the person’s
name and the type of degree, and stored on a CD together with verification software.
The CD is then mailed to the graduate.

30

In this embodiment, at the certificate verification process, the di gital ceriificate is
submitted (with the assistance of the software on the CD} to an online verification
system, possibly by a prospective employer. Using essentially the same verification as
. used in passport verification and described above, the online verification system then
displays the results from the verification process: either the certificate is genuine or it is
35 not. It will be apparent to those in the art that the above-described technique for
' watermark verification is particularly apt for providing such a service over a computer
network (such as the internet or an intranet) because it does not require a database, each

document incorporating the relevant embedded information. Thus, in this embodiment,
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25  This approach can also be employed in other applications such as medical certificates,
insurance certificates and the like.

CONCLUSION

The wavelet transform (WT) and spread spectrum based watermarking method of this
embodiment, for authentication and protection of documents such as passport photos,
passports and academic or other educational certificates, thus employs a hidden link
between the document and an identification number. The identification number is used
as the key to generate the watermark sequence and is embedded into certain wavelet
transform bands of the host document. Tn the identification process, the 1dent1ﬁcat1on
35 number is again used to generate the watermark. The correlation between the
 watermark sequence and the corresponding received document wavelet transform
coefficients is established. The identification result provides a “yes” or “no” answer to

30

indicate whether the watermark is present or not. If the watermark is present, the
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Processi ng.ddgagkgwood Ciffs, NJ: WO 2004/088575 - %mgﬁ% %‘
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wat er mar ki g foﬁngnaildi?ﬁégfé%%%ag?cmm no.3, pp. 357-372, 1998. 5
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MR eivingd resn s
*glkance rin 199 5%% 2 A bt itcol as
Cﬁﬂiﬁﬁh&g? a1d ﬁomplﬁ% net\%ork from said ven cation system.

3. A method as claimed in claim 1, including creating said document by digitally
watermarking an original document by a watermarking method comprising:

applying said transform to at least a portion of an original image of or
comprising said original document to form a transform of said original i Image;

defining a third set of numbers compusing transform coefficients from said
transform of said original image;

formmg amodified third set of numbers based on said first set and said third set;

substltutmg said modified third set for said third set in sajid transform of sald
onginal image to form a modified transform; and

applying an inverse of said transform to said modified transform to thereby
produce a modified image of said oniginal document;
whereby said watermarked document comprises said modified i nmage of said

original document or an output of said modified image of said original document.

4. A method as claimed in claim 3, wherein said watermarking method includes
encrypting said identification number to produce an encrypted identification number,
whereby said seed comprises said encrypted identification number.

5. A method as claimed in claim 4, wherein said encrypting is by means of a one-

way
encryption function,
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http://wxw, .cl.cain.a--.uk/-fapp2/vratermarking/benclunark-/, 1999. S
Pereira, S. Vol osh=ynovskiy, M Madueno, S. Marchand- Mill et @n? ’_:I' Pun 20
Second generati on benchmarki ng and application oriented eval i oEqB 4085

I nformati on Hi di ng Wor kshop, Pittsburgh, PA USA, April 2001. 07 FEB 2006 -
41 CLAIMS: 1. A nethod of validating a digitally watermarked docunent, the
et hod conprising: generating a first 4&t- of nunbers using a seed
conprising or derived froman 5 associated identification nunber; applying
a transformto at |east a portion of an image of or conprising said

docunent; defi of ny nbers. rising transform

coef fi ci ent ? f}?g{r%ﬁalsoglaggﬁﬁﬂéhn@% AL ?&P&%@S@%? e bgrsdise e méassiamd 10

determ ni ng djiaputioaweth zsfo mear midamitonrieest s bet ween said first and second

sets of nurrbers, whereby the validity of said docunent can be determ ned

accordl ng 3 said level ~of correlation. 15 2. A nethod as clainmed in claim
in

1, inclu '+ Bidier ¢ plaignaddn glade ¢ uimelndingweplymg seid mrautfeﬁn neitrmrnke tToO a

ficat & I
val i day ?ohoc?i?fssiff?ﬁﬁmn?ﬁ%d“%pp@“‘% HRVERRY P FRl bofonflidt, 2. A

method as clMAPHREGH™aE IIHS?}N{!]E,rmfétprﬁbof@a@amag@ sai d docurment by digitally

20 wat er mar ki ng an ori gi nal docurrent by a wat ermarki ng nmethod conpri sing:
appl yi ng saigd st 94 | ea ortion of an original inmage of or
conpri si ng Saf' dlrn g@?g?{la%&ncf et t‘%hq“gil Fid Uppsierat §aniy Bicles Hprpfomi.gi nal

i mage; t®efining a third set of nunbers conprising transformcoefficients
fromsaid prgqggtﬁgmsoglﬁ rmn dified third
set of number base onalsa%i%?frﬂl?g% "l tréng?]ag‘?g%? %Wﬁ?aﬁ& ‘gaé’td %h’&stl tuting
sai d modi fi 84198enplgbieghogogal a@é.smnmnmcd set in said transformof said

original image to forma rmdlfled transform and applying an inverse of

sai d transf t transformto thereby produce a nodified
i mge of sa?(?jn)érlﬁ?cgtg Onas‘cg’D 1még(z‘) Helsld waistprmdies o favdedthads ament

conpri ses skpidlelrodivelesd revmgdiathogaial waosletgh BRIHhSQFUMRRN 1AM 2 BROUt Ut  Of

sai d nodi flﬁglvélg{%ggmgb&megwg{,ﬂgl nal document. 4. A nethod as clainmed in
claim3, wherein said watermarking nethod includes encrypting said

i dentification nunmber to produce an encrypted identification nunber, 35
wher eby sai Hl. stetbtinopclaghed isdlsn 8DehyRnedid HEMbkh k521 LR 0YrRs! 5

Coiflets wavelet of order 4.
20

12. A method as claimed in claim 1, wherein said transform coefficients correspond to
middle frequency. components of said transform.

13. A method as claimed in claim 8, wherein said transform coefficients are obtained

25  from the second level wavelet decomposition HH band of the first level wavelet
decomposition LL band.

14. A method as claxmed in claim 1, wherein said second set comprises a sequence of
consecutive coefficients beginning at a predetermined starting point.

30
15. A method as claimed in claim 1, wherein said second set comprises a sequence of
consecutive coefficients beginning at a randomly selected starting point.

16. A method as claimed in claim 1, including forming said modified second set of
35  numbers based on a linear combination of said first set and said second set.

17. A method as claimed in claim 1, wherein, if said first set is represented by A= {ay,
az ..., a,} and said second set is represented by B = {b1,b2, ..., by}, then said modified
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i i i | i id encrypting is by neans of a
thod as clained in claim4, wherein sai i |
gheéﬁgs encryption function. Anaﬂded_She:}d }FF@{AEGP ZfFEEW@Q?SFE&@éQ@6
A nmethod as clained in claim1, erein s _ _ uniiets SIEe
i i i i i d unit variance. 5 7.
Gaussian distribution mnth zero nean and riance. 5 7. A Metho
imed in claim1, including applying said trans
progice atansfor e | mge P o ot et g, 8.
ion of said transformed image to form _
A et o asSEM bl 047 m 7 e idras oty S el ol
transform 10 9. A nethod as c¢ aimed in d, erh saltrtranstorm ha
t that is orthogonal, blorphogqnal and syme . .
cl o med 1 n 16 o FRethodwneleaned ls_aiadnﬂ?,mﬂcbmgmdlb’tfm?diggﬁdgl:gtt%g%gnﬁa B 10
o e WﬁﬂﬁkﬁkwnaEgﬁ%ggﬁﬁggmﬁ%&%ﬁ%&nﬁa1WBX§n§thod as clainmed in claimS8,
let or a u i . (
;Egiein g:ig transformhas a wavelet that is a Coiflets wavel et of order

4. 20 12. A9met hetlodss ahiaieAHelcini, E'ir?érhgaci] rg&é}@%%%(gﬁgﬁgg% o e shenss or m

ici ddl e A
(igef TAI (r:r:ete Rtgg’mggé %ﬁ‘iﬁ‘ﬁ@@iei& ﬁ’i‘@ln;ﬁi ¥l thafwsed witamsakal ihwgasimmmﬂﬂ@feﬁlog; etnL Z are
obt ai ned 48 tasiowl sdid seed afachdrgMeintamane ik dijqﬁ%%%é tb'up%qmg{élag%g rrg din
first |evelyyavelel imdes gLt on L L‘ignd._ 4. mét.lpo ar
claim1, wherein saFﬁﬂ%e%%ﬁ@ sutldatsdan i é@méﬂﬁﬁqhéwde_%ﬁdwmmnigkaklnEthOd
coeffﬂé?en?%ﬂﬁéﬁﬂﬁﬁwﬁﬁta@mHMNﬁ@ddﬂgmybﬂﬁdﬁﬁgggtngpfﬁ;gg.a32equénce et
i i i i id secon . .
e ot ve, o Tl o én \threS: Rnisﬁg at a randomy selected starting point.

(1:8 " 20 lrjr;[slt X%% ngﬁ%ﬁmg Fretimer B ckaign 1 whenil safi wrg§rhmrkédn;g;cﬁlgelgiifrp h%iéfﬁq’aﬁgc g 2 IOI .
25,2 (3PS, anenh eyt AT BB

& first. set
| ai med in cl :
;gcsgdrzgteht ég'bc Xeih?g, ?S ;25i ..., a"} and said second set is riﬂresent ed
Iby B BL5{ bl 21- bi3® apparatustfo} cherkieptimanidinsialv £emANRAUSELRAR She abHFALL
comprising:

an input for inpuﬁing a digital image of or comprising said document;
computing means operable to generate a first set of numbers using a seed
comprising or derived from an identification number associated with said document, to
20 apply a transform to at least a portion of said image, to define a second set of numbers
comprising transform coefficients from said transform of said image, and to determine
what level of correlation exists between said first and second sets of numbers;
an output for outputting data indicative of said level of correlation;

wherein said document can be validated according to said level of correlation.

25
22. An apparatus as claimed in claim 21, wherein said input comprises a scanner for
converting said document in hardcopy form into said digital image, said scanner being
i electronic communication with said computing means.

30

23. An apparatus as claimed in claim 21, wherein said computing means is operable to
encrypt said identification number to produce an encrypted identification number,
whereby said seed comprises said encrypted identification number.

24. An apparatus as claimed in clajm 21, wherein said computing means is operable to
35  encrypt said identification number by means of a one-way encryption function.

25. An apparatus as claimed in claim 21, wherein said transform is a wavelet
transform.
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A 7 FEB 2075 - 43 second set B={bj, 6 2, ..., b;,} =B+ a IBS A
wherein each b x = bx + a Ibxlax. 18. A nethod as clained in cpqiﬁi%g?ﬂq

i ncluding selecting a according to the nature of said docunent ‘a 5 005
desired |l evel of security. 5 19. A nmethod as clainmed in claim3, including
mnimally nodifying said third set when formng said nodified third set
such that said waternmarked i nage can -ba4validated on the basis of said
seed after being printed and then digitized once, but such that said

wat er mar ked i nage cannot be validated on the basis of said seed if said
wat er mar ked_10 i mage is subjected to any additional |ossy processing. 20. A
met hod as cP&i ABAPPHAES a3 ehrimed yhelpial 25, sdiersimei bearepukeg mtoniireptrabk: ta
passport, aermaﬁﬁdaﬁrt&a@h%ﬁﬁfwm%%tﬂaﬁﬁrat(tametgwa?eletad?okd%Em' ty card
phot ograph or a certificate. 15 21. An apparatus for checking the validity
of a watermarked docunent, the apparatus conprising: an input for

i nput L : g a2 ghrapﬂ;arma];g;eclﬁﬁle@ﬁn cﬂﬁ?‘mﬂ, %%ilﬁ@i(ﬁhﬂ@%ﬂ%éﬁﬁcieﬁ%@_&“! ng neans
operabl e to_generate irst,set of n ers.usi a se conprising or
Gor ved t r R EIEA Bbf P ek RS o bhreieeBht il iR OG0 -8R ahent © o 20
apply a trawstdetrecanpisitloaddt baadporti on of said i nage, to define a second
set of nunbers conprising transformcoefficients fromsaid transform of
-said image, and to determ ne what |evel of correlation exists between said
first and s2%ofdaBRArEuDEs dhirmsé insclaim? lowhenain shiskcompupug teany islapaabladd cat i ve
of saidd evRlmahi oMY seVYSIuB | p,[g%ng - .

according to aigqﬁggg%ﬁ%?&g%$rela?%gﬁiﬁhgéggg. n‘?%%@?@?&ggggq@#gghed in
claim 21, BidFecdiddel nput conpri ses a scanner for converting said
docunent in hardcopy forminto said digital inage, said scanner being in

el ectronic nizcat i kth, said..co tin ans. 30 23. An _ apparatus as
clainmed in %%%% Omfﬁg?c\gfnﬁqtsl%}ra&qg%ﬂg%#?cr’ﬂ%ﬁg‘gvﬁéaF@B‘ﬂ%‘r’}fﬁ‘r’%r 0o encrypt
sai d identi¢quepstsingh nunber to produce an encrypted identification nunber,
wher eby ssai d seeg,&PRREFRESS RltFhiRAE L YBL G er Phésfﬂe&?p}r?g{heﬂmleé dighsy AN

apparatus as claiged in clggggfl, erein_said conpu means 1 S-operabl e
to 35 encrVFfreakPTAFARY PFIRGICHREHUHD 841 pympraiRetwrk 40 aerfieafionncr ypt i on
function. 2gsteMy apparatus as clained in claim2l, wherein said transform
is a wavel et t rs%asje%%g&tioﬁ@agﬁglec hoen%allylc EI:EC'%(/mAg\ hg leidli:tl)E/%f gaqgecsiocument
according to the method of claim 1; and
20 said verification system electronically transmitting to said user or a nominated
alternative user a result of said checking of said validity.

34. A method as claimed in claim 33, wherein said legible identification information
comprises or includes a name of a person to whom said document pertains.
25

35. A method as claimed in claim 33, further including said user inputting said legible
identification information. -

36. A method as claimed in claim 33, further including said verification system |

30  employing character recognition and thereby extracting said legible identification
information from said document.

'37. Amethod as claimed in claim 33, wherein said document comprises a certification
of academic attainment and said legible identification information comprises or
35  includes any one or more of: the name of the holder of said attainment and the name of
said attainment.

38. A method as claimed in claim 33, wherein said computer network comprises the
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- 44 26. An apparatus as clainmed in claim25, wherein said conputing nmeans
is operable to performsaid transformwith a wavelet that is a Coiflets
wavel-et of order 4. 5 27. An apparatus as clainmed in claim?25, vv[]e;reFrErB s‘ﬁbéj
transform coefficients are obtained fromthe second | evel wavel et 4
deconposition HH band of the first |level wavelet deconposition LL band.

28. An apparatus as clained in clai m245 -wherein said conputing neans is
operable to 10 formsaid nodified second set of nunbers based on a |inear
conbi nat i onniefnesai ah ihirngk. set and said second set. 33. A nethod of
checking the validity of a docunment over a conputer network, conprising:
15 a user electronically submtting a docunent that has been provided with

a digital 3Ratematioiof arecking tipyvatillitp el A AOG IR 2 M@ idneQput er net wor k
to a veri ficgﬁg'ﬁgg . system said verification systemelectronically checking
the validity of s%i d docunent according to the nmethod of claim1; and 20
sai d vetificati lckgmiedinretedang onsec albnyittéd dueamihitthatthat Beeﬁadrgvilﬂéfﬁvjtﬁr a

[ [ ity. 34.

nom nat ed aadkdigl falel rest of said checking of said vali
A nethod as cla%ggdhﬁ%k’gﬁcr?? %5?%?\5#1%?%?%”555%“?@8?‘811 T RH@ALN:f i cati on
co

i nf or mati on rapellychedking e valwitmafmidfoanper sobrdi whRMsiod ocument

pertains. 2Rind3.byAndmat bpslvasicalid JBdnl Il ai m 33, further including said

user inputting gﬁ%d Lf%.bl e identification information. 36. A method as
S RP Bystamhelpsirnicall s dispptahang thiseidiviserorsyminenmted0

clained in claim
enpl oyidng ekmmaiveeseramengrifishidrhamhatdTesi@Rii®yt racting said | egible
identification information fromsaid docunent. 37. A nmethod as clained in
claim 33, X\(/gerei n sai d docunent conprises a certification of academc
at t ai nment *&nt mdhed ofehreking the enlidifyio atbamdnnbes ARbLINPteE AEAMEEES OF 35

i ncl udes agympridng@r nore of. the nanme of the holder of said attainnment and
the name of said attainnent. 38. A nethod as clained in claim33, wherein

sai d comput er r¥RbPIRCEBHIAY despaichiaz Adervasuit Shidets betiPEAY ke Bith £EB 2006 -
45 i Aber ndgitdrwamiart, banebpy d%aidAobRhaR Y Pl NEEKIAG MG YRL dity of a
docunent OeeificRidPIRY ST net wor K,
receiving from said verification system data indicative of the Validity of said
document, wherein said validity has been electronically determined according to the

method of claim 1 by said verification systern.
20

41. An apparatus for providing a digital image with a digital watermark,
comprising:
computing means operable a) to receive said digital image and an associated

identification number, b) to generate a first set of numbers using a seed for said number
25  generation comprising or derived from said identification number, c) to apply a

transform on at least a portion of said digital image, transform coefficients from said

transform constituting a second set of numbers, d) to form a modified second set of

numbers based on said first set and said second set, €) to substitute said modified

second set for said second set in said transform to form a modified transform, and f) to
30  apply an inverse of said transform to said modified transform fo thereby produce a

modified digital image; and

output means to output said modified digital image.
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conprising: 5 electronically receiving a user subnmitted docunent that has
been provided with a digital watermark, or a copy of said docur{pp”(:jEBtifﬁnB

said co rk; electronically checking the validity of “sai
documn?pg@g%'?g(%%\%to the method of afaim | by neans ofpPc/s@oifaooaizi on

system and said verification Symﬁ(‘éaﬂfg@iésal |y dispatching to said

user or a nomnated 10 alternative user It of said checking of said

val i ditty. 4?. Aﬁmgimwtllﬁhﬂ@ﬁﬂ@nﬁmu%@hiogi tgymﬁhamggi?ﬁgh f)gver 3 t
conput er net wor k, origiaallaigisNass fpus: L6t roni ca | hg a docunen
that has been provided With a 15 E&b?:} %&?@F‘%ﬁ?ﬁﬁ (2RagesYy of said

|
docunent, via said conputer net wot tgée'ae"@eri fication system receiving
from sai d ver défioed deotndsies bemintatsaoledkiaa tiaNgo i b Yidsal.d
docunent, whergin,said val.i git has eengel ect@g%%c%ﬁﬁ? ﬁd%%ltgéfl%%aél§ Hh
according to Phid fkeRo45a¢ Qq'%ieﬂii’ﬁ’:“ y said verification system 20 41. An
appar at us for provildemgniagaihgi ked] of cmeeativhteRisa Wivech 8lid Yﬁ&%ﬁdﬂ?ﬁ’c&d sets of
conpri si ng: c&t[gggérk,ng nmeans operable a) to receive said digital 1 nmge "and
an associated "1dentification nunber, b) to generate a first set of nunbers
using a séed for swhdemsaldetocudst geney efidard acmptihsiongidebreRtibyed from said
identification nunber, c) to apply a transformon at |east a portion of
said digital imge, transformcoefficients fromsaid transform
constituting %13-slgé%ﬁﬂ@dsféfﬁh@?hﬂﬁdh@@ahsi}tydfaﬂgcmmmmw- posipitechedechnd set of
nunbers basedcomrgaigd first set and said second set, e) to substitute said
nodi fied second set for sai.d _second set in said transformto forma
modi fi ed transf or ng USEhEeForiEgenbamiing aslocimen tha harbesmprdvidedvafbor m t 0 sai d
modi f i ed 1or ansétermark acdohtingbythPremug of aaintPdirhi Sy gﬂsgidt&lcuﬁl%g%/g%%d out put
means to outp &%%%Aeq '%ital ti mage. Anmended Sheet 1P 0 7 FEB
2006 WD 2004/ "i5 P /astﬁ‘g‘lﬁ 1903F'¥F2" AMENDED CLAI MS [ Recei ved by the
I nternati onal Bur eaidl whifigativiarsysted 6B4tr¢@1GIh0ckling the vil it @f siH dbOfndm 38
repl aced by awenead 6kahMk \;ﬁté%aﬁgarﬁqgﬁﬁlyide*ﬁtiﬁga%togIirfﬁggmation appearing on

said document; and

15 said verification system electronically transmitting to said user or a nominated
alternative user a result of said checking of said validity.

34. A method as claimed in claim 33, wherein said legible identification information
comprises or includes a name of a person to whom said document pertains,
20

35. A method as claimed in claim 33, further including said user inputting said legible
identification information.

36. A method as claimed in claim 33, further including said verification system

25  employing character recognition and thereby extracting said legible identification
information from said document.

37. A method as claimed in claim 33, wherein said document comiprises a certification
of academic attainment and said legible jdentification information comprises or

30  includes any one or more of: the name of the holder of said attainment and the name of
said attainment.

38. A method as claimed in claim 33, wherein said computer network comprises the
internet or an intranet.
35
33. An apparatus for providing a digital image with a digital watermark,
cOmprising:

computing means operable a) to receive said digital image and an associated



define a second set of nunbers conprising transformcoefficients fromsaid
transform of said inage of said docunent; and determ ning wh / 1371 2@{3
correl ati aRo8¥dGlsss7het ween said first and second sets of nunbers; 5

wherei n said docunent can be vali dat eg accordi ng to sai FA&GM3ANNGA. 33. A
met hod of checking the validity of a docunment over a conputer network,
conprising: a user electronically submtting a docunent that has been
provided with a 10 watermark according to the nethod of claim1, or a copy
of said docunent, via said conputer network to a verification system said

verification sjastifmtonesmbonibytl gepemtreckingt bhurald Widss REd Rldddagmaent

according to bt i.b identification infqQrmation
appearing on %%éi?%tm?gﬁ%%ﬁ“g% grﬁlg%%g ﬁlsogflgséimilglcwt?“t?é{a’il BHmEsy st dprpRIERL r oni cal |y
transnitting t@nYamgonaideasbp partinont srad digitalahbee, nahifsen U hicidnts 861 shidf sai d
checki ng of sgiafefvigh Edishivit | ai.med in cl.aim 33, wherein

sai d | egibl e identi { cat i 8%55’ ?ﬁ?ﬁ‘@ng%t!&g_ﬁ”’ﬂg%%p‘ﬁit% i msaiBe e e of
person t o WwhoMt&afid baRse GRend e setandsaid 265088 sethe e tshiatittssaid modigidd i n ¢l ai m
33, further i nebhdddorsaidbetti@sef i t kdel eqi identification
information. 36, A rretlhod gs clsgi I%Egﬁiﬁnéﬂ%gﬁw%éﬁ%f[ﬁ#(ﬁﬁ%drmlmﬁ@F%?le;bg%i d
verification %@PSW ahinveise ghsd s fpravia sad madifieddspaforndn therey pheeby

extracti ng samgdifedidigiia! intgataddi cati on information from said docunent 37.

A nmet hod as cl ai med ,j l.aim 33, wherein.saj.d docunent conprises a.
certification of glgg éﬁrﬁagsgpﬁtg?uﬁﬁ@ﬁfméﬁ?%@@?%@ebl e identification

i nfor mat il3¢h conprises or 30 includes any one or nore of the name of the

hol der of said attainnent and the name of said attainnment. 38. A nethod as
clainmed in claim33, wherein said conputer network conprises the internet
or an intranet. 35 39. An apparatus for providing a digital inmage wth a
digital watermark, conprising: conputing neans operable a) to receive said

digital imge and an associated 0 7 FEB 2005 WD 2004/ 088575 47
PCT/ S&003/ 000072



identification nunber, b) to generate a first set of nunbers using a seed
for said nunber generation conprising or derived fromsaid id@n‘piFEga}gﬂgn
nunber, cywol@egRpd¢ @ transformon at |east a portion of said digital

i mage, transform coefficients fromsajd transform constGHiH 04 73econd
set of nunbers, d) to forma nodified second set of 5 nunbers based on said
first set and said second set, e) to substitute said nodified second set
for said second set in said transformto forma nodified transform and t)
to apply an inverse of said transformto said nodified transformto

t her eby produce a mdif%ﬂ%’%%#%wput means to output said
modi fied digital inage, LNBERRTENE B P 006

PCT/ SG20Q34 Q0007 2niBTAS {ggaﬁgﬁéj}a LR %"%C%ﬁtti %ge%ﬂgge czﬁr ewith are
r rtic

repl aceme0pstRASERr thes@Pis A'Jféeqﬁ-que Bstituted for
t hose presently on file un e . These repl acenent pages add new

cl ai m 39, 7hekd eBiakbSmEMPESSRM ol ﬁ%@:[\ivfﬁ % exhilSs qre formas claim1l but
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