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BACKGROUND

Many situations occur in which it is necessary to identify a person

seeking to enter a secured location, use a computer system or perform a financial or

20  other transaction to assure that the person is authorized to perform the task. There
are several methods known as biometrics for recognizing or identifying an
individual. These methods include analyzing a signature, obtaining and analyzing an
image of a fingerprint and imaging and analyzing the retinal vascular patterns of a
human eye. Recently the art has used the iris of the eye which contains a highly

25  detailed pattern that is unique for each individual and stable over many years as a
non-contact, non-obtrusive biometric. This technique is described in United States
Patent No. 4,641,349 to Flom et al. and United States Patent No. 5,291,560 to
Daugman. Biometric identification systems take an image of the person being
identified at the time he seeks to perform the task. This image is then processed to

30 extract certain features. The result of this processing is an iris code in the case of
Patent No. 5,291,560 or in more general terms, a biometric template. This newly

computed biometric template is then compared with a previously filed biometric



-2 tenplate to nmake the identification and then authorize or refuse the
person to performthe task. Verification of an individual's identity or

i denti fi caoiosmsae3 an i ndividual via automated bionetric aeviusez3yerh as
iris systems and sone fingerprint 5 systens rely on digital inaging
technol ogi es. The raw bionetric data of the individual's presunably unique
features is obtained by a system consisting of optics, canera, and
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a direct dat) detierptoedssed aysmiatgorithm Which, convents the ipagd data oo ri er such as a
tel ephgne system or even, over thf'pél nternet. An &)omatr.i c system can be
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a renote term nal equipped with the imaging
data. This remote conversion and matching is done so that the integrity of the
biometric template computation algorithm is maintained by not distributing it to non-
secure locations such as in a user's home computer. Thus, the digitized unprotected
biometric data must then be transmitted from the camera to the remote computer.
20  Such transmission may occur over a direct and dedicated transmission line, over a
public carrier such as a telephone system or even over the Internet.

Any biometric system can be defrauded if an attacker could substitute
the raw image data prior to the conversion to a biometric template and subsequent
matching. That is to say, if Mallory wished to impersonate Bob, he would first

25 capture Bob's raw image data and store it; then he could attack the target system by
artificially "injecting" the fraudulent image data at the correct time and place so that
the template conversion and match would unwittingly conclude that it was Bob
appearing in front of the camera. The potential for such an attack increases when the

image acquisition process may be separated from the template conversion and match

30 process, such as in a case where a remote terminal equipped with the imaging



WO 03/ 053123 PCT/ US02/ 33722 -3 system (a client) sends images across an
internal network, or the Internet, to a central server which perforns the
conver si owoanasires ch. | mage tanpering can occur at any p®CHEtUSh2/zamei he
canera to a "secured" server system The server system itself may al so be
attacked, but the probability of a sucgessful attack against this 5 system
is extrenely small without "inside" intormation and access. There are
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We recognize that attacks could be made using an artificial or
contrived scene. For example, an attacker could present a counterfeit eye to an
otherwise unmolested system. These are completely different types of attacks. The
technology to counter such threats exists and attacks of this type are not relevant to

20  the present discussion. Rather the present invention is aimed at maintaining the
integrity of an image containing biometric data and preventing image tampering or
substitution.

There have been developed a number of techniques for detecting
image or data tampering and unauthorized copying. Much of this effort has been

25  directed to preventing and detecting copyright infringement and counterfeiting. The
most widely used techniques apply a watermark on the image or embed code
signals. United States Patent Nos. 5,768,426; 5,809,139 and 5,822,432 disclose
methods for marking digital video signals by adding bits of information to the signal
or image file in a predetermined way so that the data appears as noise to the

30 ordinary observer but can be detected as a watermark or code by the owner of the



30 ordinary observer but can be detected as a watermark or code by the
owner of the WD 03/053123 PCT/ US02/ 33722 -4 signal or image file. United
St at es Pawern/oda23 5, 613, 004 di scl oses a steganographi ¢ mpChabozasai2zievi ce
that encodes a digitized data streamw th special keys. The patent also
teaches that codes or other informatiogp can be prepended or appended to the
data stream Another known technique for watermarking imges is to change
the 5 brightness of selected pixels in a predeterm ned pattern. This met hod
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the authentication system or server. Furthermore, it may be desirable that the

biometric authentication server be provided with a unique ID of the imaging system

providing the image data to it. With these features, an authentication server has the

ability to determine that it is indeed Bob in front of camera ID#xyz for transaction

20 ID#pdq, that capture occurred within time interval t2-tl, and that the image could

not have been altered nor been re-used from some other transaction.

For example, in an electronic commerce application, for each
transaction there would be exactly one image associated with that transaction. Also,
should the client fail to provide the server with the image within some time window,

25  the transaction would not be authorized. This provides additional levels of protection
by preventing later substitution of previously valid images and forcing an attacker to
develop methods that work within the time-out period, which adds considerable
difficulty to the attacker's task.

In order to provide adequate security, there must be a “secret” shared

30 only by the sender (the camera) and the recipient (the system performing the



In order to provide adequate security, there nust be a "secret" shared 30
only by the sender (the canera) and the recipient (the system performng
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secret must remain secure, or else the security of the entire system may
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file. Acode is applied to that file. Then the file with code is output to

a net wor k theoe ista aeedffer a system thag tarebe femettod (a2 deskiop enyruéan whiple can
aut hentication server system validates t hfeb.dat a. b(y r econ}tl)ut i ng t.he code
ensure the secure transmission and reception of biometric data over ah unsectured
15  network thereby enabling a user to have his identity verified at a remote location so
that such user can be authorized to make the financial transfer or transaction that he

has requested.

SUMMARY OF THE INVENTION

20
We provide a system and methodology which can provide secure

transmission and subsequent authentication of biometric data for use in a client-
server scheme in which the biometric data is transferred from one computer over an
unsecured network to another computer for identification or verification of a user.

25  We prefer to provide a camera which functions as a sensor to collect the biometric
data. That data is digitized into a biometric data file. A code is applied to that file.
Then the file with code is output to a network for transfer to an authentication server
system. The authentication server system validates the data by recomputing the code

from its knowledge of the input data needed to generate that code. If the data is



fromits know edge of the input data needed to generate that code. If the

data is WD 03/053123 PCT/US02/ 33722 -6 authenticated, the server distills
t he bi omewoiosiodaa file into a bionetric tenplate for usedrusezsi’2yi ng the
identity of the user. W further prefer to provide a token generator in the
authentication server which sends a tgken to the camera or other sensor.

That token is applied to 5 the digital file before it is transferred to the
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15  can provide a separate camera certification authority which contains a listing of
authorized cameras. The authentication server would consult the camera certification
authority each time a new image is received so that it has knowledge of the secret
key corresponding to the sending camera. The camera certification authority may be
a single database residing within the authentication server or it may reside in a
20  separate computer. A separate certification authority is useful when there are two or
more authentication servers connected to the network.

In one embodiment, the device that obtains the biometric data may
also contain the means to create the biometric template from the biometric data. If
the data (the template) is communicated externally, such as to a server which

25  performs the template matching operation, the problem of authenticating the data
and making certain that the data has not been altered and has come from a known
device is still present. A mutual authentication procedure verifies that both the
server and the client are authentic entities.

Other objects and advantages of the invention will become apparent

30 from a description of certain present preferred embodiments shown in the drawings.



O her objects and advantages of the invention will becone apparent 30 from
a description of certain present preferred enbodi nents shown in the
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Figure 1 is a flow chart showing the basic steps in performng bionetric
identification as has been done in the7pr|or art. 5 Figure 2 is a block
diagram of a bionetric identification system which transfer bionetric data
over a network and contains our security system Figure 3 is a functional
bl ock di agram of a present preferred i maging systemwhich is used in the
identification systemshown in Figure 2. Figures 4 and 5 are di agrans
illustrating the wat e[BRIEH DESORIPFION OFCTHEMRAVBINGSa di agram of an
enbodi ment of the client server network.  in accordance with the present
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convert t iehichatransfer tiometwicwtaty @ver e mpivenrks an¢pgmw@s our $esurityfaypiemi. onal bl ock
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bi onetric gﬁérﬁ%ﬁ& ishisBd irfthé dddnkikibslon @t@mashemqh wgpam of an exenpl ary
crypt ogr aphi nodul e in accordance wifh the present invention. Figure 12

is a f | ow di agram i [Higigts atmahg apmdiegranms|ilnsgraping tleswattonarkdg psogns.ng a key

for lient or a server. ure 13 .is a flow di illustrating an
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Figure 7 is a diagram illustrating one operational transaction

conducted using our method.
Figure 8 is a diagram illustrating a second example operational
15  transaction conducted using our method.

Figure 9 is a functional block diagram of an exemplary biometric
identification system wherein the device that obtains the biometric data includes
components to convert the data to a biometric template.

Figure 10 is a functional block diagram of an exemplary biometric

20 identification system wherein the device that obtains the biometiric data includes
components to perform biometric matching.

Figure 11 illustrates a block diagram of an exemplary cryptographic
module in accordance with the present invention.

Figure 12 is a flow diagram illustrating an exemplary process for

25 signing a key for a client or a server.
Figure 13 is a flow diagram illustrating an exemplary mutual

authentication procedure in accordance with the present invention.

DETAILED DESCRIPTION OF THE INVENTION

30 A present preferred embodiment of our system is employed in a client

server system like that illustrated in a Figure 2. The client system 1 consists of a



30 A present preferred enbodi ment of our systemis enployed in a client
server systemlike that illustrated in a Figure 2. The client system 1
consi sts wb 0a/05¥203/ 053123 PCT/ US02/ 33722 -8 personal compatieso2/237ehi ch is
| abel ed as a Host Conputer in the diagram The host conputer 2 can be any
commerci ally avail abl e personal conputgr or business conputer, or enbedded
processor which has sufficient nenory To hold the bionmetric image file and
a nodem or networ k communi cations hardware and 5 software to allow the
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t he bi onmetwillbeadit dnalgi repdes@mationarfaarimige whictiigihealdigiegdemdstoaed tor of t he
i mge whi ch has been_appropriately coded
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subsequently authenticated and validated as uncorrupted by some other external data

processing element downstream of the camera, such as the biometric authentication
server 10. A digital representation of the image which has been appropriately coded
for security is output from the imaging system to the host computer 2 for transfer

20  across a network 9 to the authentication server 10. Before entering the
authentication server the data should pass through a firewall 11. The firewall would
be used if the network is the Internet or another public carrier. A firewall may not
be needed if the client system is connected to the authentication server over a private
transmission line.

25 The entire package which contains the imaging system 4, must be
tamper-resistant so that it is extremely difficult to access the internal elements of the
package without detection or actual destruction of the device. It is éssential to ensure
that the integrity of the acquired images and codes to be transmitted over the
network have not been compromised. This is especially important in applications

30 where large value transactions might occur. Thus, in our preferred embodiment, the



that the integrity of the acquired i mages and codes to be transmtted over
the network have not been conprom sed. This is especially inportant in
appl i cat iwo9388B1ahere | arge val ue transacti ons m ght occuPCTS0%3372en our
preferred enbodi nent, the WO 03/053123 PCT/ US02/ 33722 -9 inmagi ng system 4,
wi ||l be enclosed in a tanper resistantgpackage 50 which will be wused to
det ect unwel cone intrusion and render ?he system usel ess. The tanper

resi stant package can be passive in that any opening to the device wl|

cause its; %tngt Oneqle%&lfl%gtehaesedﬁn'% thif bﬂax%klgﬁhypackﬁﬁ %Eﬁﬂ'\ﬂﬂ peoul d
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i ncl uds security or Alesfdtively, @it packafingtoudd utillzg ledst odctiagdig uder does gain
access to the systemhe cannot 1nject video nor obtain codes, or even

operat e t Hntresjest daieater ansavishl shpwnimFigure hebwiich Mawilhsisnaldhecanitok usel ess.

Ther ef or e, uti i a after output fromthe
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substi t ut iR i %Eﬁi’@ﬁﬁrﬂﬁrﬂf tHal"RA8d ‘aﬁhﬁ% Rdsb@iblyl ThARRIn fféddiingodtagecurity
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bl gd. Th ty f ' fect yntil intrusion is 20
et octba cp A Sger sl e Sorked ay BatBbleb ey B i ocol . A

present pry g&?ghpatxﬁé’ﬂ?ﬁdtgﬂr ?Bﬁso'?fl %H mﬁ’tlﬂel‘ d@ggﬁﬂ YR &M serlﬁfh‘BV"” in Figure

3 wherein S are s soli1d s and control signal paths are
i nd| cat ed caynaiafijecd/iddones .obadi cades Adr eVien @pératei thotysternsoiawaeene to an i nager
which may be a CCD canera, a CMOS device or other two. dinensional inager
whi ch 25 &rgm%gt@r@ygn@@ng hivegack esstese gthersfpe, 2abstigeinn qryampering onponent

42 as | ma n% @taghﬁérzoﬁ%put-g%?n ﬁlegs'e&ﬁ%d LARYS V{’lﬁ b%%{ec{agle%lwl tiplexer 45
a ra Store menory

and/ or
15  downstream data processing, and substitution or tampering of image data

prior to application of security information would be extraordinarily difficult or
impossible.

The security function will be in effect only after system software is
loaded and enabled. The security function will remain in effect until intrusion is

20  detected or the system software is reloaded using a special protocol.

A present preferred configuration of our imaging system 4 is shown
in Figure 3 wherein data paths are shown in solid lines and control signal paths are
indicated by dotted lines. Optics 41 direct light from a scene to an imager which
may be a CCD camera, a CMOS device or other two dimensional imager which

25 creates a digital image. Consequently, we identify this component 42 as Imager &
Digitizer. The digital image is sent to a multiplexer 45 and/or a frame store memory
43. Control logic unit 44 determines where the image is sent. The image in the
frame store 43 is sent through a cropper 46 and compressor 47 to create a cropped
and compressed image that is sent to a code generator 48 which generates a code

30 that is applied to the image. Cropping and compressing may be optional for certain



43. Control logic unit 44 determ nes where the inmage is sent. The inmage in
the franme store 43 is sent through a cropper 46 and conpressor 47 to
create a wpoppsxl23 and conpressed inage that is sent to a ecdasgerssgeat or 48
whi ch generates a code 30 that is applied to the inage. Cropping and
conpressing may be optional for certqhg_mo 03/ 053123 PCT/ US02/ 33722 -10
applications but have the advantage thdt they can reduce the anount of data
that needs to be transmtted across the network, thereby speeding
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that is uggoéetfgﬁht%gm?? gl taéln 1?%18%21&8}12{33%,gggi%{?%%iaﬂg%tcygﬁdél F();}(,wt he key coul d
be a uni gqueerédimng ihkicamefaosledtivmics dyshahosDepkerdatinglygrthe tkeh ydd daves chene

used, the camera "key" may sinply be an arbitrary value assigned to every
camer 30 agomgdram theaputhenticationserveh. of hee digdests of 5 sertelq ey duFRgrEeq denti fi er,
a uni que far I ¢ Si.ga] I hal f

key- pair F %Qréegﬁ aggcy%%éﬁ ng11§ %gﬁg{épgfoé(glrl gﬁ]ﬁnk;n B%eggéffﬁg%t %lnﬂt?lklggﬁi%eﬁ server

10 nust haygrahmcbali withowd tigecref kéyh enifBEehetaukeyitidadion ifindtibgalitg@se of an
asymmetric algorithmit nust have know edge of the conplenentary public
key.) Thughe ¢aspera. gi ven canmera, this key does not change between

L anact ons novevery, dLLel 0 AR ESpEPLRR)E L L RRER R ReLL 1 2°°
mont hkg orcaRkheihatds ub@BinShe biithiNiSnaa@s Qlgotittn A0pHGMA 1Y CeilRD SRR OF SoNne
ot her authority could send an
unique identifier for the camera. Depending on the type of scheme used, the camera
"key" may simply be an arbitrary value assigned to every camera, an identifier for a
batch of cameras, a unique camera identifier, a unique key for a symmetric signing
algorithm, or a one half of a key-pair for an asymmetric signing algorithm. The
20 authentication server 10 must have a priori knowledge of the secret key (or in the
case of an asymmetric algorithm it must have knowledge of the complementary
public key.) Thus, for a given camera, this key does not change between
transactions however, different cameras may have different keys. It is also possible
to have a scheme where the camera keys can change such as on a monthly or other
25  basis. In this case, the authentication server or some other authority could send an
new encrypted key to the client which is encrypted using the key currently in the
camera. The client sends this encrypted key to the imaging system 4 which receives
the new data over the Communications Interface 49. This data is then sent to the

Code Generator 48 which decrypts the new key using its current key and stores the

30 new key for later use.



new encrypted key to the client which is encrypted using the key currently
in the canera. The client sends this encrypted key to the i magi ng system4
whi ch recwowass3ithe new data over the Conmuni cations | nt ePCAASOARB72Thi S
data is then sent to the Code Cenerator 48 which decrypts the new key
using its current key and stores the ,30 new key for |ater use. WO

03/ 053123 PCT/ US02/ 33722 -11 The "token" is a block of data generated for
each and every transaction; each token is unique and is never re-used.
Tokens can thus be yg&djQ,. %sdae%ﬁ)&lg ¥t B o OREAES Wrdhch LRNGRE) 1 on. Any
function which can be guaranteed to proﬁuce a unique outp may be used to
gener at e tRk&RSon;léaeh tsien of udiqhodenis neperaeivdas Tukeadehmdhiebensedfio security
by coupling image data to a specific transaction. The digital signature
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hash functjon QiR AnlitPofthdt chdtackik@Rabd Rasi fuhdiBnd@tiar §A%n AR saiRNt tO
anot her system (1.e. the authentication server) along wth the original
data; 15 amphtd,hreappication afgheskashdummatian,willicomptuteghs sanee outputo dpldgromaliyar y

t oken, conpute a , signature oL t he o@ gi nal data ang check it against the
si gnamr e 20a% seqirihhashdunpsions have the gharagieistic thalanygnnge 1 1 8BS can be
assuned t It t j [ ce | evel
Thus, if gl ue%lé{\?%ﬁre%gfxﬂl, ﬂftaj% % )%Ha%ed?éﬁioqt@ﬁ tc{?g‘nﬁ%)énkag{é%gg%gﬁiyﬁ?gé a token,
and z is thheh aimeti@t iskempuRd AFECHS imbgOddt®Uiny Ghatideain ths wedge Mraxwilland Q vi a

sone data exchange neans and with know egige of both original values vy, z,
as wel | agesulidntatifferegt Haghdencoian pwpuh Theddigitad signatire efohpdate cap ke p( x, 'y,

0 f = h d h . b | d h i
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the secret key. For adde
signature of the original data and check it against the signature sent with the data. If

the signatures match, the data can be assumed to not have been altered with an
extremely high confidence level. Thus, if a function DS(x, y, z), where x is the
image data, y is a token, and z is the secret key, produces an output Q, then given
20  x, and Q via some data exchange means and with knowledge of both original values
y, z, as well as the hashing function DS(),a recipient can compute Q' = DS(Xx, y,
z). If Q = Q' thenx, y, and z have not been altered, otherwise one or more of the
data items have changed. In practice, the hash function would be computed over the
combination of the image data, the optional token and the secret key. For added
25  security the DS function can operate as an asymmetric algorithm, in which case one
or more of the functional parameters may be different (but complementary) on the
sender's and recipient's sides.
There are a number of ways the digital signature computed by the
camera can be sent back to the authenticating system. The most straightforward

30 method is to append (or prepend) the signature to the data and send the complete



25 security the DS function can operate as an asymmetric algorithm in

whi ch case one or nore of the functional paraneters may be different (but
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of ways the digital signature conputed by the canmera can be sent back to
the authenticating system The nost syhai ghtforward 30 nethod is to append
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authentication algorithmin such a manner that the token or a
wherein one bit 27 from the watermark replaces one bit 25 from selected sets of

The t oken

original image bits 24. Note that if a watermarking technique is used to authenticate
the image, any image processing which alters the data after watermarking (such as
lossy compression) will not allow for certainty in the authentication process, which
20 may be undesirable for high security applications. If a token scheme is used, the
token is generated by the server 10 and communicated to the client system 1 just
prior to image capture. The token is communicated to the camera 6 where it is
included in the image authentication algorithm in such a manner that the token or a
complementary token held only by the server, in addition to the secret key, is
25 required to properly authenticate the image. Thus, in order for an image to be
recognized by the server as valid, the image cannot have been altered in any manner
after being output from the camera, and the image must include within the digital
signature, the token valid for the transaction.
Because the token is generated by the server and known by the

30 server, and since each transaction has a unique token associated with it and



conpl enmentary token held only by the server, in addition to the secret key,
is 25 required to properly authenticate the image. Thus, in order for an

i mage to we o3sxeyni zed by the server as valid, the inagePcarusor/3itarve been
altered in any manner after being output fromthe camera, and the inmage
nust include within the digital signggure, the token valid for the
transaction. Because the token is generated by the server and known by the
30 server, and since each transaction has a uni que token associated with it
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generating t oken, or the token itself may be sone répresentation of
tine. Reggenkretisg tht tokeas, ialtowing tHemonirhandunicgpere sisd ofaigaiongttbk émepust be

mai nt ai ned or security could be conprom.,sed in sonme circunstances. 15
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i nvol ves ty [ f’a!n&beﬁl L€ 21 K ey - digital
si gnat ureg%?gr%?‘i %ﬁﬁf‘\ﬁi %Hﬁlﬁ\slses a E%@b gﬁrh déggﬁ hﬁéﬁlg&ftgﬁs Irgﬂ{elrf’/ur%itg erent
than an i igheanBNtiRttbkem itdelf midyi hsohlfterepka@natipnsrtahar Rogirdleys ¢faher at es

uni que bl ocks of data, since the token enerat or must generate uni que, but
val i d, keypkgoritinnsthg|ugiiugngss 0§ cachdokas mugtpemgpigiamed or serusisy/ sAd bec di gi t al
signature alqgorith In the ca f symmetric algorithns, only one token,
or key, i §°{51§’é%mrs%4qnost9tnf$ ?Wélméﬁ%lgcéér%t signature and the server verification.
For amsasymmetric algpfhdr pobsiBl¥Ratigloans tRe inkaMSemh@orIeNBE adkefl schbhg: fir st
key i involves generating unique values which function as keys for a digital signature
lgorithm which uses a key or keys. This is slightly different than an implementation
in which the token generator merely generates unique blocks of data, since the token
generator must generate unique, but valid, keys. This also offers the ability to use
20  an asymmetric digital signature algorithm. In the case of symmetric algorithms, only
one token, or key, is used for both the client signature and the server verification.
For an asymmetric algorithm, two tokens or keys are generated. The first key is
sent to the camera, and the second or complementary key is kept within the server.
The latter method provides additional security since one key never leaves the secure
25  server.
An image acquisition device which includes secured image
authentication may be enhanced by including individualized keys into the
hardware/firmware/software of the system. One possible scheme would be to embed
asymmetric key pairs in the camera along with a unique camera serial number. Each

30  key pair would be unique, and would be generated and embedded into the camera at



sent to the canmera, and the second or conplenentary key is kept within the
server. The latter nethod provides additional security since one key never
| eaves t woOgosa1e3 25 server. An image acqui sition devi cePaiush2/33tel udes
secured i mage authentication may be enhanced by including individualized
keys into the hardware/firmware/softygre of the system One possible
scherme woul d be to enbed asymetric key pairs in the camera along with a
uni que canera serial nunber. Each 30 key pair would be uni que, and woul d
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seri aﬂ&nu&?ﬂ%ﬁhaf' V,ﬁfg}f 'B_%W?Weic'[gﬂse‘i‘eé‘.”o _ of:}d’-(g‘ieﬁ’cw_ﬁle?)e \%BEW%H’_SEQ“ULed to
deter m ne HRIHhofcP B AL BTRE 8 ALARRE shshém o BBtEIKEARINALIGY ¢ he
server using that sa canera's internal” private key. Since the i mage woul d
have beerystergn®thennbé stdedtdiesecameeaeives iangqudsefopataeas &okeyn of the clients

aut hentication server_is able to use the public key to determ ne
i rref ut ablifsendna auery fgr oesofcthekes, Hieoblie fey He asniralgdéa question. |

n
L PSR AT SR A RO Y b v 0
15  inquiry contains the serial number reported by the camera. The public key would be

used to determine whether a particular camera signed the image received by the
server using that same camera's internal private key. Since the image would have
been signed inside the camera using the private key, the authentication server is able
to use the public key to determine irrefutably that the given camera produced the
20  image in question. In addition, by using a central Camera Certification Authority,
individual cameras may be temporarily or permanently disabled by deactivating or
changing a particular camera's stored public key. In this manner, if a camera is
believed to have been compromised, it can be marked as a rogue by the certification
authority and the certificate revoked. Thereafter, the authentication server would not
25 have the ability to validate any "signed" images from that particular camera,
effectively disabling it.
Two operational scenarios between a client and server are illustrated
by Figures 7 and 8.
The first operational scenario shown in Figure 7 is a transaction in

30 which the authentication server is functioning as a "gatekeeper." The authentication



changing a particular canera's stored public key. In this manner, if a
canera is believed to have been conprom sed, it can be marked as a rogue
by the cewbDioBiosabs on authority and the certificate revokedT/UReszatter,

t he aut hentication server would not 25 have the ability to validate any
"signed” images fromthat particular ggmera, effectively disabling it. Two
operational scenarios between a client "and server are illustrated by
Figures 7 and 8. The first operational scenario shown in Figure 7 is a
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account t quaherithethadaleounthe syfiem to idendfybthe dource afistery ithagem hi s savi ngs
account to his checking account or a payment of bills by sending funds to
the account of one JtefHriagyehimwe’ thmgansagtivarhegmavhsn theehient systethds  a
request handl| er

B0t IR b E R EE BRI LAY BRSBTS,
t o ul y5matigdividual wishes to use his computer 2 to access the money transfer screens that
enable him to move funds from his bank account to another account. This could be a
transfer from his savings account to his checking account or a payment of bills by
sending funds to the account of one of his vendors. The authentication server 10 has
a request handler 12 which receives the inquiry. Upon receiving the request the
20  authentication server computer 10 initiates a security transaction to ultimately
provide access to the protected resource. The server, as part of the transaction,
generates a unique token or set of unique tokens, one of which is sent back to the
client. The tokens are created by a token generator 13 and may be generated as a
result of a random number generator, a random key generator, a unique transaction
25 number, a time stamp, or a combination of any or all of the above.
The client computer receives the token, and sends it to the imaging
system 4 connected to the client's computer 2. The imaging system contains a
camera 6 which has a secret key indicated by the key icon. The camera is then
instructed to generate a secure image. The camera accepts the token, captures an

30 image, and uses a digital signature algorithm which takes the image, token, and the



provi de access to the protected resource. The server, as part of the
transaction, generates a unique token or set of unique tokens, one of

whi ch is werB/obaiek to the client. The tokens are creat ed Pay/asor/eken
generator 13 and may be generated as a result of a random nunber
generator, a random key generator, a _qgi_que transaction 25 nunber, a tine
stanp, or a conbination of any or all 'O0f the above. The client conputer
receives the token, and sends it to the imaging system 4 connected to the
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the server 10 over the network 9. Transmtted along with the inage is 5 the
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di gi tal signad g4 NigOhd kibWe@t dfitfe BRER or UShPgmehGrKRRU RAB&9Ey he token
or conplenmentary tok respectively, along wth the server's cogy of the
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where the conputed digital_ signature is conpared to the digital signature
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key synmbgiom Bitherd @niponerdtin thd AtithentivationBervar Systdie ifarteatidnandtecei ved i mage
is valid and 15 belongs with the particular transacti on. The server can
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contain, anong other things, the original, secured imge data
perform the biometric identification as indicated by box 16. Upon passing the
biometric identification the client is provided access to the secured resource
which is shown as box 17. A record of the transaction can be logged by the server
system, which could contain, among other things, the original, secured image data
20  originally sent by the client. This data can provide irrefutable evidence of the
transaction if required.
We prefer to log each step of the transaction as indicated by the word
Log. We also prefer to provide a clock 18 which is used in checking time-stamped
data as well as recording the time of each transaction.
25 The second example transaction is diagrammed in Figure 8. As in the
first example a client system 1 is connected to an authentication server system 10
through a network 9. During camera manufacture, a public key, private key and
serial number are assigned to each camera inside a secure facility. The public key

and serial number are entered into a central database accessible by a server

30 computer which acts as a camera certification authority 30. The private key and



20 originally sent by the client. This data can provide irrefutable
evidence of the transaction if required. W prefer to | og each step of the
transact iwo 0a®sitmdli cated by the word Log. W al so prefer PCo/ysomsi7ee a
clock 18 which is used in checking tinme-stanped data as well as recording
the time of each transaction. 25 The second exanple transaction is
diagrammed in Figure 8. As in the first exanple a client system1l1 is
connected to an authentication server system 10 through a network 9.
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of the transaction, generates a token or tokens using token generator 13,
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exanpl e the generator. tqkens may be generated as a resuléé%of a random
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captures an inmage, and uses a digital signature algorithmwhich takes the
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The chienteaptiftisG iffBYe, Aind BYs H@igitdiosignature algorithm which takes the image, the
token, and the camera's unique private key as parameters to provide a digital
signature of the particular image. The camera outputs the secured image to the
client, along with the camera's serial number. The client, which may or may not do
some processing of the image, ultimately sends the image to the server 10.
20 Transmitted along with the image is the digital signature and the camera's unique
serial number, either embedded directly into the image or alongside the image in the
data package sent to the server. The authentication server extracts the camera's
serial number from the data package sent by the client as indicated by box 14. It
sends this serial number to the central camera certification authority 30 which looks
25  up that camera's public key. The public key is returned to the authentication server.
Using module 15 the server checks that the image has not been tampered with by
computing the same or complementary digital signature algorithm on the data, using
the token or complementary token respectively, along with the camera's public key

provided by the Camera Certification Authority 30. The output of the algorithm is

30 checked against the digital signature from the client and if the outputs are the same



sonme processing of the image, ultimately sends the image to the server 10.
20 Transmtted along with the inage is the digital signature and the
canmera' s wpiogossi2xeri al nunber, either enbedded directly iPerasohss7enage or
al ongside the image in the data package sent to the server. The -

aut hentication server extracts the camgra's serial nunber fromthe data
package sent by the client as indicated by box 14. It sends this serial
nunber to the central canera certification authority 30 which | ooks 25 up
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potential I'y be vie y some unhaut hofized person or ofganization. In this
case, it iss thoastebihe code isngdnacheedabotle therdapt andreode hesnencrged deas padkage t he

code is generated both the data and code are_encrypted data package prior
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of securi td%(:rt hat maﬁ be used to acconplish this task. )
yption techniques with various levels of security that may be used to accomplish
this task.
In accordance with aspects of the present invention, the device that
obtains the biometric image data may also include components to generate a
20 biometric template from the biometric image data. For example, a “smart” camera
or other imaging device may comprise not only optical components, and an image
digitizer, it may also comprise components to perform the conversion of the
biometric image data to a biometric template. In the case of an iris-based biometric
template, the device preferably comprises image-to-iris template conversion logic,
25 and outputs template data instead of, or in addition to, image data. If the template is
to be communicated externally, such as to a server which performs the template
matching operation, it is desirable to authenticate the data and to ensure that the data
has not been altered and has come from a known device or other source.

Preferably, the processing for template generation is performed

30 before generating security code(s). That is, after generating the image data, the



I n accordance with aspects of the present invention, the device that
obtains the bionetric inmage data may al so i ncl ude conponents to generate a
20 bi onretwp®3psatpd ate fromthe bionetric i nage data. For examshm337a2 "smart"”
canmera or other imaging device may conprise not only optical conponents,
and an image digitizer, it may also clgrrprl se conponents to performthe
conversion of the bi orretrlc image data to a bionetric tenplate. In the
case of an iris-based bionetric tenplate, the device preferably conprises
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15  but not limited to, TCP/IP.
Imaging device 100 may be commanded to obtain a biometric data
sample by the issuance of an external command, such as but not limited to, pressing
a button or otherwise activating a switch on device 100. Alternately, or in addition,
imaging device 100 may be capable of initiating communications (e.g. an image
20 may be generated as a result of the presence of an object or being in front of
imaging device 100).
In any case, appropriate parameters and commands 108a, such as a
unique token, are preferably passed to imaging device 100 through interface 108.
Optics 103 captures an image and imager/digitizer 102 converts the image into
25  digital information (digitized image stream 102a). Image processor 104 performs
image analysis of the image 102a in order to determine if the gathered image is
suitable for conversion to a biometric template. Image processor 104 may, for
example, determine if the object is truly an image of an iris, and that it is in focus
and is properly lit. Other determinations may also be made by image processor

30 104.



sanpl e by the issuance of an external command, such as but not limted to,
pressing a button or otherw se activating a switch on device 100.

Al t er nat eW9,03053127 addi tion, imaging device 100 may be ca&pahise2/af722
initiating communications (e.g. an inage 20 may be generated as a result of
the presence of an object or being in,hront of inmaging device 100). In any
case, appropriate paraneters and conmands 108a, such as a unique token,
are preferably passed to i magi ng device 100 through interface 108. Optics
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105a. For exanple, tenplate generator nodule 105 may convert an iris inmage

to an iri $,28npdlatodDavgnan. as that described in U S. Patent No. 5,291, 560

to Daugrman. 10 Bionetric tenplate 105a nay then be signed, using a code
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t hrough communi cations interface 108. 15 Control logic 106 controls the
overal | beigaed biomgidc reilate 73 hagredrhiomaetals demplaterl@4p, secured against

tampering, is sent to the external host through communications interface 108.
15  Control logic 106 controls the overall behavior and logic of the camera and internal
modules.

It should be noted that exemplary device 100 preferably outputs
secured templates, and many other embodiments are possible, such as a device
capable of outputting either an image or a template based on a command parameter.

20  Such embodiments are included within the scope of the present invention.

Figure 10 illustrates an imaging device 100a as described in Figure 9;
however, the imaging device 100 described in Figure 10 includes a code validator /
decryptor 109, a biometric matcher 110 and a demultiplexor (DMUX) 111.

Imaging device 100a has the capability to support local template matching in

25 addition to template generation. In the present invention illustrated by Figure 10, the
external host or server does not have to provide the facility for the biometric match
but does provide storage for previously enrolled templates. The previously enrolled
templates may be used to match new candidate templates generated by imaging

device 100a. The results of the match (“Template A matches template B” or
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tenplate B") is desirably secured, so that an attacker cannot change the
resul t of same ohjettoomgingator fino orateh”c ghay és; de. tworbigngtnicdemplatasidorrstr i ¢ mat cher
110 includes the logic %%si raﬁt\)}ae for matching two bionetric sanples to
produce aCAREIPT HE§ameODFLT ORPFIRE: result 110a 5 can be either "match”,

that is, the two bi Libi : SRR t j ect or
bei ng, or "no mattch'('?I,'iﬁg‘f’ﬂﬁ%?'1 e‘itng‘?r@dt)(?\ateﬁf%v\o bi or?gtg rsigé(i,)ﬁrtg)(/afrrr{g)lggrteeﬂg9 Jgaggrty chorre
from t he aadealiditetic imegtityiafghe incagingpreidvuste edrolled wingdate orepeiveds a
security nmodule 109 to decrypt and validate the integrity of the incom ng
previ 8¥s| JTashABEXIERa] gTtratia commupicodens ipterfacsd &y @9& BFoEINgser ver via

Focer veq RLRubGRERarEmbRt: 1 IPEH QR G pl ShetiRlot ERBRl B ed by or

i ncl udes any® éddaxh})@med@yoﬁﬁﬁmde&wndaﬁmnmeﬁuo@c.19&uri@umhemei1@at es the
source of the tenplate. An enbodi nent of imagi ng device 100a uses a secure

private keythenticatrsdbe saireenefghe rrentate c&n eovadimenpet Mg dryiceslMacr ypt i on,
and the plljlgelsl aCselég e ﬁ:r?vraEe' lze'yce%b%dgéd fnﬁ%a%%@%(ricﬁﬁ&& toaﬁe?fbgm\'\fhg h the data) for

15  decryption, and the public key certificate of the sender (sent along with the data) for

validation, certified by a third party certificate authority to provide authentication of
the sender. Security module 109 outputs a decrypted and authenticated enrolled
template 109a. Templates 109a and 105a are compared by biometric matcher 110.
Match result 110a may be signed, creating signed match result 107b. Signed match

20  result 107b may be sent via communications interface 108 to a host/server.

Because protective packaging envelops the logic, it is preferable that
signed match result 107b is highly secured. Logic to direct the flow of the template,
e.g. for template generation for output from imaging device 100a (such as for
enrollment) versus matching, is preferably included in DMUX 111.

25 The methods and systems described above provide a number of
attributes related to securing biometric data for transmission to a remote entity. For
example, by signing the biometric data with the imaging device 100 or 100a, the
integrity of the data is maintained. Further, a token is used to prevent the data from
being re-used and to provide a reference to a particular transaction, and allows the

30 data to be used only within a particular time window. Finally, techniques such as



validation, certified by a third party certificate authority to provide

aut hentication of the sender. Security nodul e 109 outputs a decrypted and
aut hent i caDed/os31edl | ed tenpl ate 109a. Tenpl ates 109a and P0Faisar/zs7ennpar ed
by bionetric matcher 110. Match result 110a may be signed, creating signed
match result 107b. Signed match 20 r_??ylt 107b may be sent via

communi cations interface 108 to a host/server. Because protective packagi ng
envel ops the logic, it is preferable that signed match result 107b is
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Figure 11 illustrates a block diagram of a cryptographic module in
accordance with the present invention. Additional cryptographic techniques are
described herein in order to provide for mutual authentication; that is, the server can
validate that the data has been obtained from a known, trusted source, but also the
20 camera can validate that the data will be sent to a known, trusted server. Further,
the protocol describes optionally adding encryption so as to obscure the contents of
the data during transfer from the camera to the server. This embodiment is only one
possible protocol, and other variant techniques and features are contemplated.
An imaging device may have an integrated, advanced cryptographic
25  subsystem, such as that shown as element 200 in Figure 11. Figure 11 illustrates a
plurality of components previously described, such as a code generator 107 that
produces digital signatures, and a number of other components that may be utilized
to support the described functionality. Cryptographic subsystem 200 may include a
key generator 113 which can produce asymmetric key pairs. In an embodiment in

30 which an advanced, hybrid (combined symmetric and asymmetric) cryptographic



15 observer, and so may el evate the overall security of the system Figure
11 illustrates a bl ock diagram of a cryptographic nodule in accordance

wi t h t he woasesti2i nventi on. Additional cryptographic techmrCuuss2/za7e2
described herein in order to provide for nutual authentication; that is,
the server can validate that the dataqhas been obtained froma known,
trusted source, but also the 20 canera can validate that the data-w || be
sent to a known, trusted server. Further, the protocol describes
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such as a code generator 107 that produces digital signatures, and a
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15  asymmetric key cryptography and related techniques. In particular, it is
- contemplated that the CA has an extremely well secured private key used to
generate public key certificates from public keys submitted to it by, for example,
imaging devices and biometric authentication servers. Likewise, it is assumed that
the CA’s public key certificate is very well known - this key certificate is used to
20 validate that public key certificates were indeed signed by the CA.

An imaging device including a cryptographic subsystem 200, in
addition to having internal key storage 112, 114 and signing capabilities 107, may
also contain logic in key pair generator 113 to create asymmetric key pairs (public
key and private key) in a manner known to the art. In addition, it is contemplated

25  that the imaging device including cryptographic subsystem 200 has the ability to
communicate a newly generated public key to a certificate authority that has the
ability to sign the public key. The imaging device including cryptographic
subsystem 200 may then reload the newly signed certificate in its internal store.

A flow diagram for an exemplary process of signing a key is

30  illustrated in Figure 12. In step 201, an imaging device including cryptographic



11, a trusted certificate authority (CA) is utilized. The CA (not shown)
uses 15 asymretric key cryptography and related techniques. In particular,
it is cowDespsaeed that the CA has an extrenely wel |l sececadisprsirare key
used to generate public key certificates frompublic keys submtted to it
by, for exanple, imaging devices and_zgi_orretri c authentication servers.
Likewise, it is assuned that the CA S public key certificate is very well
known - this key certificate is used to 20 validate that public key

certifica ' j : [ j i C e uding a
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112, 114 anyptsgrgphiogey godpationt teetmidues withykeyadedoracarritldi Privagikey ild3key pair
generator 113 to create asynmetric kei/ pairs Qﬁubl ic key and private key)
in a manndy SRIFGWA apdnternal Bivate key gaes it stepi202s Peldin kaypl ldbedd 25 that the
i magi ng deyvj. in i r. . ' - the.abj.lity to
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has thg allick (such @s 8bdbe 10®oP WDl desdetied abbiee) li&ait figa GAVinGstep 203. udi ng
cryptographic subsystem 200 may then reload the newly signed certificate
in its i ntQherateleyanirinformatiomyecdivad bathef GA may exaapiparajedombrepeblit signing a

§ nol uai ng enyiRls R o e rtdeGu s BedhEls0ray S1A BAELARIC 200 may

gener at € RBARYERBE iCuded Yo Rithfifyldndtaudidstidatsd Qnég? 1@&&1&91/@@, 1004.Pt ogr aphi ¢

key generation techniques within key generator . Private key 113a is
st or ed i n Exempidrgimaging deviet elekeficatipn nembdr includadepitiio ZamPutgiubtickey 113b
and gtionaltjy otger rel evant information such as an i dentification code
for theE i FaEITKEtes 088 Ay AUERENS dEiFe Serial amBer. TRYRIHEYEr BEY GHove) is

sent to aegﬁirﬁtfbxﬁéag@og&ﬁer idgﬁtEP?fngrc%h@"a”t i nformation received by the CA
Into a pubfli

may be incorporate certificate 108e for the canera or other
i magi ng devi ce by alftAepQadethe QABIgne puller keyf i16ataad dPBenally atised to identify
and aut henticate imaging device 100, 100a. Exenplary imaging device
i denti fi caelewint infamestion ofdmagiag deivichil A0.cHIPR MAtpuBI RrEVattokaydpigPRraliiee 108e
oxpi at o B¢ KORretHHEE 101 E Seuial T, 108 hBipu R BV fogns pubi i ¢
key 138b apfifRate @88l imaif€levice 100, 100a via communications interface 108 at
step 205. The CA may also store public key certificate 108e in a data store
associated with the CA. The CA also returns its own CA public key certificate 108d
in step 205.
In step 206, imaging device 100, 100a stores its own public key
20 certificate 108e, and CA public key certificate 108d in public key certificate store
112.
For mutual authentication protocol, the external server also desirably
has the ability to generate asymmetric key pairs. Figure 12 also illustrates an
exemplary process of signing a server key. In step 201, an asymmetric key pair is
25  generated by a server. The server stores the server private key in an internal store in
step 202. In step 203, the server transmits the server public key to the CA so that a
public key certificate for the server can be génerated. As in the case of an imaging

device, additional information can be incorporated into the certificate. The

certificate is used to identify and authenticate the device.



rel evant information of imaging device 100, 100a with CA private key to
generate a public key certificate 108e for imaging device 100, 100a, and
returns tweopiokdiex key 15 certificate 108e to i magi ng devipca/ub09337100a vi a
communi cations interface 108 at step 205. The CA may al so store public key
certificate 108e in a data store assggiated with the CA. The CA also
returns its own CA public key certificate 108d in step 205. In step 206,

i mgi ng device 100, 100a stores its own public key 20 certificate 108e,
and CA public key c ik 0) i ubi, i FRA! re 112.

For nutual authenti ?g{ei%‘lr‘lg%?‘gtt%ec%ﬂl,e&{b H@lﬁgﬂf(é e\?vﬁfg?heg%ﬁ/%{akegﬁggmgg?i rably has
the abili tprivhe @grigbade tagativrme hipabiekeypadrtificatd-fog uhesetPerdh s@pid0ust rat es an
exenpl ary process of signing a server key. In step 201, an asymetric key
pai r i s 2mndaefurnsttheipeiickey gertificatetth dhessey yasin §&eer25§- TheCldemarplspr i vat e key

inan internal, store.in s 2 203, 1t h rtr mts the
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information can be incorporated into the certificate. e certificate is

used to i dertificate, andialae theaqrublic ke cemtiéicaie of 8. CAvn 68p 386123 PCT/ US02/ 33722
-25 The CA signs th erver public ke ith the certifi.cate authority's
private key in ordeSNﬁ?P %%B%qgojssg%?mpnkewc pdoTmatiop i @esﬁ%& {hﬁ_e server in
step 204, li@ﬁ'tqnfag:,tngrd%icg: bR BUREL SxchigpeGRfotbtidiAloRict@miMSif 8&nvigr 1 n step
205. The éA may o store the publitc key certificate in 1ts database. The
CA al so r epmmnmidating owith aetlly atitHoniaedenuitpl Tlos beocessas illvfsiragti byithe ibep 205.
The server stores_jts own public key certificate, and also the public key
certi fiPcardagstminEigyse {% step 206. When an exchange of secure biometric

| nformation is desi noln  himefiid Slpil IRALAG AGH £OIARIIE, WRlh gxghange
information to determne It each | comuni cating wth a’truly authorized
entity. Thinggingdeeiss 106, 100k usdlidihed chptdgrephid subsystén d0aginasep 220hgur e 13.
When a bionetric sanple is desired froma client device, such as an

i magi ng deliFriaeqErsts ancuthentiedtionisary ca taeprppids dis aphlickeyuess yleasepmbioken n st ep
220 the

(which may be used to prevent replay attacks as described above). The server
15  generates a token in step 221 and retrieves the server’s public key certificate in step
222. Token and certificate are sent to the imaging device. In step 223, the client
uses the CA’s public key certificate to validate the server’s public key certificate
with the cryptographic module’s signature validator 115. This shows that the CA did
indeed sign the server’s public key. Since the camera trusts the CA, this step serves
20  to authenticate the server to the camera. At this point, the camera trusts that it will
send the biometric data to a truly authorized entity. If the camera cannot
authenticate the server, it may not allow biometric samples to be obtained.
At step 224, the client obtains the biometric sample, signs it at step
225 using the token, biometric data, and the camera’s private key, with the code
25  generator 117. The client prepares a data package containing the token, biometric
data, signature, and the camera’s public key certificate. The signature will serve as
the means to determine if data integrity has been maintained during the exchange.
At this point, if the client contains an encryptor 116, in addition to
signing, the data package may be encrypted in step 226 using the public key of the

30 server obtained from the certificate sent in to the camera. At step 227, the data



client requests an authentication server to provide its public key
certificate and token (which may be used to prevent replay attacks as
descri bedwalwews3123 The server 15 generates a token in stepP22UsansB7ertri eves
the server's public key certificate in step 222. Token and certificate are
sent to the imaging device. In step 2 % the client wuses the CA's public
key certificate to validate the servel™s public key certificate wth the
cryptographi c nodul e's signature validator 115. This shows that the CA did
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entity. If the camera cannot authenticate the server, it nmay not allow
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prepar s ghélgdckafAdsagen efirypea) he séier isek RO pribatORey d Gecg@tahe Si gnat ure,
and the canera's public key certificate. The signature will serve as the
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the canera. At step 227, the data WO 03/053123 PCI/ US02/ 33722 -26 package
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interf |f the data e is en te of the exchange is
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and, if h@@p p rivate key
to decrypt%ﬂ% %?gﬁéglfggfﬁ%hgggﬂ C’tﬁ;ﬁg?%d %?Zvegl ient's
public keylaccebédnfm@taaley alﬂhdﬁglcatretﬁ.e CA's public key certl ficate at step 229.
Since the server trusts the CA this step serves to authenticate the
client to the ser veﬂheA?fWehP%eSﬁhﬁ piblicikey C§fé1|f\%t|e froam thegrdiens (o vaidatehe cl i ent
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client and server
then the data must not have been corrupted in any way. At step 232, the operation
(such as template matching operation) is performed.

If the client contains a decryptor 118, the client can decrypt data sent

to it that has been encrypted using the camera’s public key. Decryptor 118 may also
20  be used as described previously to decrypt templates sent to imaging device 100,
100a camera for biometric matching.

There are other possible variations of the schemes proposed above
but the general principle of using digital authentication schemes to secure images
used in biometric verification and identification against substitution/tampering is

25  consistent throughout.

Although we have shown certain preferred embodiments of our
method an apparatus it should be distinctly understood that our invention is not
limited thereto but may be variously embodied within the scope of the following

claims.
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have been nmutual |y authenticated. The server uses the public key
certificate fromthe client to validate the signature of the bionetric
dat a and woloans31az steps 230 and 231. This tests that 15Pdatusor/sarenyrity
has i ndeed been maintained - if the signature of the data is validated then
the data nust not have been corrupted,,n any way. At step 232, the
operation (such as tenplate matching operation) is perforned. If the
client contains a decryptor 118, the client can decrypt data sent to it
t hat has i.ng the canera's public key. Decryptor 118 may
also 20 g@%ﬁ??@%@?gﬁbed previously to decrypt tenplates sent to
i magi ng device 100, 100a canera for bionetric matching. There are other
possi bl e variations of the schenes proposed above but the general
princi pl e lofAnjapatatesi fgr eeliechng pechirprsmifting biopetpe daapveea aeevarkeidés used in
bionetric verificati identification against substitution/tanpering is
25 consi stagﬁ ra{uﬁf@%‘gﬁgelfmAlthough we have shown certain preferred
enbodi gent s of 0ihsor MG EHRZ: BidonRBRAdAL:Ufdi t shoul d be distinctly understood
that our inventionis not Ilimted thereto but may be variously enbodied
Wi t hi n t he scopebiometricdemnplateqgeinprgtorc teyples to3he OSB3 LQEBWVRE theCT/ US02/ 33722
-27- V\HATbI.S CLAIIVED | S:. .1. é\n aiﬁlﬁﬂat us for collecting and transmtting
bi onet ri ¢ PIRGTIG AR MO ARIGIEKIC ERRIAE, o ot us conprised of: 5 a sensor to
collect biometric data; and a bionmetric tenplate generator, coupled to the
sensor, to convert the bionetric data into a bionetric tenplate. 2. The
appar at us 2of Thd giparatys dfinlaimel, foghgrdompnyingranctputinterfaes, Caemrled tothpl ed to
t he bi onetric tenplate generator, to output the bionetric tenplate to a
net vvo% 8 é’.lom?félcé‘ﬁﬁﬂg‘gtgﬁgeré I ciofuRpyf the Q}P?’ﬁgg EORBES QiYW O%ecurity code
generator coupled to the bionmetric tenplate generator to sign the
bi onetric tenpl ate.

3. The apparatus of claim 1, further comprising a security code generator coupled

to the biometric template generator to sign the biometric template.

15 4. The apparatus of claim 3, wherein the security code generator implements a

signing technique using at least one of a key and a token.

5. The apparatus of claim 3, further comprising an output interface, coupled to the

biometric template generator, to output the signed biometric template to a network.
20 ‘

6. The apparatus of claim 1, further comprising an image processor coupled

between the sensor and the biometric template generator to determine whether the

biometric data is suitable for biometric template generation.

25 7. The apparatus of claim 1, further comprising a biometric matcher to compare a
two biometric templates to determine whether the two biometric templates match

and to generate a match result.

8. The apparatus of claim 7, wherein the match result is signed.

30



15 4. The apparatus of claim 3, wherein the security code generator

i npl ements a signing technique using at |east one of a key and a token. 5.
The apparwbws/osdfi2z] ai m 3, further conprising an out put i nterfisor337enupl ed
to the bionetric tenplate generator, to output the signed bionetric
tenplate to a network. 20 6. The appajgat us of claim1, further conprising
an i mage processor coupled between the sensor and the bionetric tenplate
generator to determ ne whether the bionetric data is suitable for

bi ometric g eﬁ%f.{ %#gragl?sn&f cﬁ%ﬂgﬁﬂ' fuftRer’con ﬁin%paoﬁrcﬁ’xtiﬂlsm&iulg k@&é&%p&g}x&”t her

conprising a tric matcher to conpare-a two bronmetric t ates to

det er m ne vafigitb & prévicusiyenrbilahbiomenid enplasd eseived ¢fa thanetwosk.generate a
match result. 8. The apparatus of claim7, wherein the nmatch result is
signed. 30 WD 03/053123 PCT/ US02/ 33722 -28 9. The apparatus of claim1,

further COBPhal i BrRsiidis DAL e IA6LV ALy AGy YRl Engypr evi ousy

e
enroll ed € réceived via et Wo e appar atus of

claimg, whapeies kipfed eGRIWEL, RAE¥bApISdeY a8al@tloadkehi ometric 5 tenplate is
signed, encrypted, and conprises a validation key. 11. A cryptographic

system conprising: an inmaging device for collecting bionetric data; a

code gener,gator to generate a digital signature 10 a key generator to
gener at e Jﬁ'l‘%ﬁ@fm‘%{@ %§¥Steén’p‘?°$@élsglgkey storage device coupled to the key

generator; and aanHF%kid%viﬁE’YoxSéoﬂE&H%ﬁ&i{Etﬁ% dapupl ed to the key generator.
12. The systemof cfarm 11, further conprising 15 a signature validator to

generat e a publaicdkggneratod taagenerate y digital dignaturer ypt data using the public
key, and a decryptor. 13. The systemof claim 11, wherein the key
gener aPor conpriKELENYFIx to gersrygableatt onogelsymmet ri ¢ key pair.

a private key storage device coupled to the key generator; and

a public key storage device coupled to the key generator.

12. The system of claim 11, further comprising:
15 a signature validator to generate a public key; and
an encryptor to encrypt data using the public key; and

a decryptor.

13. The system of claim 11, wherein the key generator comprises logic to create an

20 asymmetric key pair.

14. A method of providing security to biometric data, comprising:
generating a key pair comprising a public key and a private key at an
imaging device; _
25 storing the private key in a storage device at the imaging device;
transmitting the public key from the imaging device to a certification
authority;
generating an imaging device public key certificate at the certification

authority;



14. A method of providing security to bionmetric data, conprising:
generating a key pair conprising a public key and a private key at an

i magi ng 0wW0Ii0ses3125 storing the private key in a storage decirasozasi7ehe

i mgi ng device; transmtting the public key fromthe i mging device to a
certification authority; generating _@@_i magi ng devi ce public key
certificate at the certification authority; W 03/053123 PCT/ US02/ 33722
-29 generating a certification authority public key certificate at the

certification YA L& 141 Lngs t LYBELING \ HuRlhC key
certificate an&% #ﬁgg‘gée?t“ieﬁf@%?.&o?i‘ﬂﬁlg}d%%‘??i"y‘&g’uﬁ?c z{Eefllplglerfﬁl‘?ﬁ‘l?calto e to the
i magi ng dewvihoegity;and5. The nethod of claim 14, further conprising storing
the i magi ng device public _key certificate and the certification authority

publ i ¢ key cer tfanpaiting ithe imaging gevige publis, kew certificate andafiengprabcatios. 10 16.

The net ho f clai fur r ISl ng. .dgenerating an asymmetric key
pair corrp(r%ﬁu PF\‘S” g‘!‘ﬂg}&éi%%"e g%fg%]tg?g%e{lg\iﬂ cgevkcgy at server; storing the
privatg key in a storage device at the server; transmtting the public key
fromthe server to a certification authority; 15 generating a server

publ i ¢ keylSceThé friethad eofaaimhb4, durtherf ¢asanrisong storing Hiet ynagingedryicgt pubdica second

certification hori t ubl i. ey certificate at the. certification

St hor 1 ¢y Keokarichfe pad s erlifeatoh, SEhonsy pBli€ 4B) <eBFioeft ihete SRtrefie
second cerdelfck G GMagiabldb@itéty public key certificate to the imaging
device. 20 17. A nethod of exchanging bionetric information between an

i magi ng device and a server, conprising:
10  16. The method of claim 14, further comprising:
generating an asymmetric key pair comprising a public key and a private key
at server;
storing the private key in a storage device at the server;
transmitting the public key from the server to a certification authority;
156 generating a server public key certificate at the certification authority;
generating a second certification authority public key certificate at the
certification authority; and
transmitting the server public key certificate and the second certification

authority public key certificate to the imaging device.

20
17. A method of exchanging biometric information between an imaging device and
a server, comprising:
authenticating the server at the imaging device;
obtaining a biometric sample at the imaging device;
25 signing the biometric sample at the imaging device;

generating a data package comprising the biometric sample, a token, the
signature, and an imaging device public key certificate;

transmitting the data package to the server;

receiving the data package at the server;

30 authenticating the imaging device at the server;



aut henticating the server at the inmaging device; obtaining a bionetric
sanple at the imaging device; 25 signing the bionetric sanple at the

i magi ng deoimses3igenerating a data package conpri sing the pcamsoeBzr2sanpl e,
a token, the signature, and an imagi ng device public key certificate;
transmtting the data package to the rver; receiving the data package at
the server; 30 authenticating the i madi'ng device at the server; WO

03/ 053123 PCT/ US02/ 33722 -30 validating the signature and the token at the

server. 18. Th%aﬁ?&tﬁlgglr}%;iiggzge@e%y elé‘ﬁlﬁ%gﬂtﬂeil&%gxen“ cating the server at

the imagi ng device sﬂén a request for a server public key
certificate and the token fromthe imaging device to the server;
generating the token at the server; retrieving the server public key
certificatld. f dbm methpdrafgdaigie}y c avheraip gidenticating the sesier \aerthgp iphgiag key
certificate and the token to the inmaging 10 device; and validating the
server pulSfYECREPPEEStificate at the i magi ng device. 19. The nethod of

claim48, wher gigyiNghidaldsnort Deers@r pidlic Keh! defrifkte HRY theftbkat Romlthet he
i magi ng devi ce conprises using a certification authority public key
certi fi catimaging SleiOe toTthe semehiod of claim 17, further conprising encrypting

t he data package usi.n the server public key certificate prior to
transmitting t%@nﬁétt“éggglﬁé&%@t lBiﬁeﬁgerserver, and decrypting the data
package at the  sefvfl th€Srver public key certificate from a storage device;
transmitting the server public key certificate and the token to the imaging
10  device; and

validating the server public key certificate at the imaging device.

19. The method of claim 18, wherein validating the server public key certificate at

the imaging device comprises using a certification authority public key certificate.
15

20. The method of claim 17, further comprising encrypting the data package using

the server public key certificate prior to transmitting the data package to the server,

and decrypting the data package at the server.

20



