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B0 1 . PERSONAL
COVPUTER -SYSTEM W TH SECURI TY - FEATURES AND
VETHOD ' Technical Field This invention relates to personal
conput er systens and, nore 5 particularly, to such a system having security
f eat ures enablso9gsromirol - over access to data retained in such a
system Background to the Invention - Per sonal . conput er
systens in general and | BM personal conputers in parti cular have

attai ned wi despread use for providing conputer power .to 10 nany segnents
of today's nodern society. YERSGWAAlCO tSEPTEN, WL HINSECURITY usual ly be
defined as a desk top, floor standi n%%pm THOP m croconput er that
consi sts of a systemunit having a single system processor and

.associ ated volatile and non-volatile nenory, -a di splay nonitor, a

keyboard, one grchrrlmrag f“ei?e“e drives, a fixed disk storage, 15 and an

optional printers =—0f the distinguishing characteristics of t hese
systems is the useThdf HMVABLIRBIIFGAFEF &P ROFSPRAh BPURNART Systems Wbe MY Ecal |y
connect these ggnrpenianly, togathar sydteeskaviygtseeBrityefeatures enabling control

.over access to data retained in such a system.

Background to the Invention .
Personal computer systems in general and IBM personal computers.ih

particular have attained widespread use for providing computer power to

10 many segments of today's modern society. Personal computer systems can
usually be defined as a desk top, floor standing, or portable
microcomputer that consists of a system unit having a single system
processor and associated volatile and non-volatile memory, a display
monitor, a keyboard, one or more diskette drives, a fixed disk storage,

15 and an optional printer.r One of the distinguishing characteristics of
these systems is the use of a motherboard or system planar to
electrica}ly connect these components together. These systems are
designed primarily to give independent computing power to a single user
and are inexpensively priced for purchase by individuals or” small

20 Dbusinesses. Examples of such personal computer systems are’ IBﬁ's
PERSONAL COMPUTER AT and IBM's PERSONAL SY¥STEM/2 Models 25, 30, 35, 40,
140SX, 50, 55, 57, 65, 70, 80, 90 and 95.

These systems can be classified into two general families. The

first family, usually referred to as Family I Models, use a bus

25 architecture exemplified by the IBM PERSONAL COMPUTER AT and other "IBM
compatible" machines. The second family, referred to as Family II
Models, use IBM's MICRO CHANNEL bus architecture exemplified by IBM's
PERSONAL SYSTEM/2 Models 50 through 95. Early Family I models typically
used the popular INTEL 8088 or 8086 microprocessor as the system

30 processor. Certain later Family I and the Family II models typically use
the high speed INTEL 80286, 80386, and 80486 microprocessors which can
operate in a real mode to emulate the slower speed INTEL 8086
microprocessor or a pfotected mode which extends the addressing range
from 1 megabyte to 4 Gigabytés for some models. In essence, the real

35 mode feature of the 80286, 80386, and B0486 processors provides hardware -
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“designed primarily to give independent conputing power to a single user.
and are inexpensively priced for purchase by individuals or small 20
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L40SX, 50, 55, 57, 65, 70, 80, 90 and 95. These systens can be
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80486 processes Snpivddiales Habehemyeocould lose a competitiB€Oeddt; WFlsensitive

2 data could be used to force payment for silence or lead to physical
violence against individuals. As more users recognizé the sensitive

10 nature of data and its value, the more it becomes desirable to protect
against such misuse. To protect themselves and the persons associated
with the stored data, users are requiring incorporation of security and -
integrity features into the personal computefs that they purchase. Users
are not the only people to recognize the sensitivity of the data being

15 collected and stored. Governments are also enacting laws to enforce
protection of sensitive data. One such government is that of the Unitéd
States. It has recognized and responded to the gravity of the situation.
The United States federal government has defined security levels and the
associated requirements it takés to meet those levels, and provides a

20 certification'agency for pefsonal computer manufacturers to submit their
personal computers in order tczéee if the systems meet the security level
claimed by the manufacturer. The source for the Federal Requirements is
the Department of Defense, Trusted Computer System Evaluation Criteria,
DOD 5200.28 STD, 12/85, generally referred to as The Orange Book. The

25 government has legislated that by January 1, 1992 all data related to the
government must only be processed and stored on personal computers with a
minimum security level of C-2. As regards computer system hardware, the
essence of the requirements is contained in the Assurance section,
Requirement 6: “trusted mechanisms must be continuously protectéd against

30 - tampering and/or unauthorized changes... "

Beginning with the eérliest.personal computer system of the Family
I models, such as the IBM Personal Computer, it was recognized that
software compatibility would be of utmost importance. 1In order to
. §chieve this goal, an insulation layer of system resident code, also
'_35 kriown as "firmware", was established between the hardware and software.
;-Thls firmware provided an operational interface between a user's
'3ppllcatlon program/operatlng system and the device to relieve the user
of the ‘concern about the characteristics of hardware devices. Eventually,
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i i
Today, w1th the development of new technology, personal computer
i

systems of the Family II models are growing even more sophisticated and
are being made available to consumers more frequently. Since ‘the

20 technology is rapidly changing and new I/0 devices are being added to the
personal computer systems, modification to the BIOS has become a
significant problem in the development cycle of the personal computer
system.

For instance, with the introduction of the IBM Personal System/2
25 with Micro Channel architecture, a significantly new BIOS, known as
advanced BIdS, or ABIOS, was developed. However, to maintain software
compatibility, BIOS from the Family I models had to be included in the
Family IT models. The Family I BIOS became known as Compatibility BIOS or
CBIOS. However, as previously explained with respect to the IBM PERSONAL
30 COMPUTER AT, only 32K bytes of ROM were resident on the planar board.
Fortunately, the system could be expanded to 96K bytes of ROM.
Unfortunately, because of éystem constraints, this turned out to be the
maximum capacity available for BIOS. Luckily, even with the addition of
- ABIOS, ABIOS and CBIOS could still squeeze into 96K of ROM. However,
35 only a small percentage of the 96K ROM area remained available for
expansion. It has been believed that, with the addition of future I/0
devices, CBIOS and ABIOS will eventually run out of ROM space. Thus, new
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t Beginning with the earliest personal conputer systemof the Famly
nodel s, such as the | BM Personal Conputer, it was recogni zed that
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pl anar bo@r diisk. The disk, while providing a fast and efficient wsy to store BIOS

code, nevertheless greatly increased the probability of the BIOS code
being corrupted. Since BIOS is an integral part of the operating system,
a corrupt BIOS could lead to devastating results and in many cases to
complete failure and non-operation of the system. Thus, it became quite

15 apparent that a means for preventing unauthorized modification of the
BIOS code on the fixed disk was highly desirable. This was the subject
matter of U.S. Patent Application Ser. No. 07/398,820, filed 08/25/89,
and now United States Patent 5,022,077 issued 4 June 1991. The
interested reader is referred to that patent for additional information

20 possibly helpful in understanding of the invention here disclosed, and
the disclosure of that patent is hereby incorporated by reference into
this specification to any extent necessary to a full understanding of the
inventions here disclosed.

- -With the introduction of IBM's PS/2 Micro Channel Systems came the

25 removal of switches and jumpers from I/0 adapter cards and planar. The
Micro Channel Architecture provided for programmable registers to replace
them. Utilities to configure these programmable registers or programmable
option select (POS) registers were required. These, and other utilities
to improve system usability characteristics along with system

30 diagnostics, were shipped with each system on a system reference
diskette.

Prior to initial use, each Micro Channel System requires that its
POS registers be initialized. For example, if the system is booted with
a new I/0 card, or a slot change for an I/0 card, a configuration error
35 is generated and the system boot up procedure halts. The user is then -
prompted to load the system reference diskette and press the Fl key. A
"Set Configuration Utility" can then be booted from the system reference
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As new nodel s of the personal conputer famly were introduced, BIOS -~ had
to be updated and expanded to include new hardware and |/ O devi ces. As
coul d be expected, BICS started to increase in nenory size. For 15
exanple, with the introduction of the |BM PERSONAL COVPUTER AT, BICS grew

to require 32K-hhegi0f ROM Todgy, with the devel opnment of new
t echnol ogy, personal conputer systens of the Famly Il nodels are
growi ng even nore sophisticated and are being nmade available to
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hereinafter called a "PAP") and for coordinating the access granted to
15 wvarious functions and data to the activation and usage of the PAP.

The invention further contemplates that a user may have choices to
activate or inactivate the security provisions made available, so that
the system can be adapted to jvarying needs or desires for securing the
usage of the system. 1In realizing this purpose of the invention, a

20 system configured as contemplated by this invention may be adapted to the
security requirements of governmental standards if desired and yet also
used in én essentially unsecured manner should the circumstances of use
so permit. Thus users of such systems are given great flexibility in
application of the systems.

25 pBrief Description of the Drawings
Some of, the objects of the invention having been stated, other
objects will appear as the description proceeds, when taken in connection
with the accompanying drawings, in which:
Figure 1 is a perspective view of a personal computer embodying
30 this invention:
Figure 2 is an exploded perspective view of cértain elements of
the personal computer of Figure 1 including a chassis, a cover, and a
planar board and iliustrating certain relationships among those

elements;

35 Figure 3 is a schematic view of certain components of the personal

computer of Figures 1 and 2; )
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t he di scl osur énwghtidsat patent is hereby incorporated by reference into
this specification to any extent necessary.to a full understanding of the
i nventions here discl osed.

Detailed Description of Inwvention
While the present invention will be described more fully

hereinafter with reference to the accompanying drawings, in which a

15 preferred embodiment of the present invention is shown, it is to be:
understood at the outset of the description which follows that persons of
skill in the appropriate arts may modify the invention here described
while still ach1ev1ng the favorable results of thls invention.
Accordingly, the description which follows is to be understood as belng a

20 broad, teaching disclosure directed to persons of skill in the
appropriate arts, and not as limiting upon the present invention.

Certain defined terms may be used herein, as follows:
- " TRUSTED COMPUTING BASE (TCB): The totality of protection mechanisms
within a computer system -- includiné hardware, firmware and software --
25 the combination of which is responsible for enforcing a security policy.
A TCB consiét; of one or more components that together enforce a unified
security policy over a product or system. The ability of a TCB to
correctly enforce a security policy depends solely on the mechanisms
within the TCB and on the correct input by system administrative
30 personnel of parameters (e.g. a user's clearance) related to the security
policy. ' '
TRUSTED SOFTWARE: The software portion of a Trusted Computing Base.
REFERENCE MONITOR CONCEPT: An access control concept that refers to
an abstract machine that mediates all accesses to objects by subjects..
~ 35 SECURITY KERNEL: The hardware, firmware and software elements of a
Trusted Computing Base that implement the reference monitor concept. It
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needs to’be made.  This person will control the Privileged Access

10 Password and be responsible for maintaihing its integrity. The system
owner will also maintain physical security of the tamper evident cover
keylock key. The system owner will be responsible for maintaining
security logs on all systems. The system owner will also have to record -
all attempted security breaches. The system owner may own more than one

15 system. The system owner is considered an authorized user and can also
be a normal user. _

SECURE MODE: Whefr a system owner has successfully installed the
Privileged Access Password on a personal computer system to invoke
security protection prbvided by the security and integrity elements.

20 AUTHORIZED USER: Any user who is given permission to use the
Privileged Access Password. This person may or may not be the system
owner. This person may also have a key for a particular system or a set
of systems. If this persdn is involved in recovering a system from a
security breach, they are respbnsible for reporting it to the system

25 owner. An authorized user may also be a normal user.

" NORMAL USER: Any user of the systems authorized to use the systems
facilities. In order to change a systems configuration or fix a problem,
this user requireé the assistance of either the system owner or an
authorized user. The normal user does not have the Privileged Access

30 Password or the cover key unless they belong to either the authorized
user or system owner category.

UNAUTHORIZED USER: Any one not defined as a system owner,
authorized user or normal user. Any use of a secured personal computer
system by an unauthorized user is considered a security breach, other

35 than an unsuccessful power on, and an audit trail must exist showing such
breaches. ' . '

EEPROM: Electrically Erasable Programmable Read Only Memory. This
memory technology provides for non-volatile storage of data that can be
changed under control of hardware logic. Contents of storage is not -

40 lost when pover is absent. Contents may be altered only when the
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Diskette or System Partition. The System Partition will only be booted

10 in response to a POST error if there ié no PAP installed or the PAP was
entered initially during the power on sequence. Initial BIOS Load (IBL)
from a diskette will be secured in the same manner as booting the System
Reference Diskette. The existence of the PAP will be transparent to a -~
normal user using the POP. The PAP will be installed, changed,or deleted

15 by a utility on the System Reference Diskette or in the System Partition.
The PAP, when set and entered correctly, will give the owner access to
the entire system, overriding the POP. The POP, worﬁing as on all current
PS/2 systems,.is used to prevent any unauthorized access to the Operating
System on the DASD or the facilities of the system.i

20 Referring now more particularly to the accompahying drawings, a
microcomputer embodying the present invention is there shown and
generally indicated at 10 (Figure 1). As mentioned hereinabove, the
computer 10 may have an associated monitor 11, keyboard 12 and printer or
plottgr 14, The computer 10 has a cover 15 which cooperates with a

25 chassis 19 in defining an enclosed, shielded volume for receiving
electrically powered data processing and storage components for
processing and stofing digital data, as shown in Figure 2.  In the form
illustrated in Figure 2, the computer 10 also has an optional I/O cable
connection cover 16 which extends over and protects the connection points

30 of I/0 cables with the computer system. At least certain of the system
components are mounted on a multilayer planar 20 or motherboard which is
mounted on the chassis 19 and provides a meané for electrically
interconnecting the components of the computer 10 including those
identified above and such other associated elements as floppy disk

35 drives, various forms of direct access storage devices, accessory cards
or boards, and the like.

) The chassis 19 has a base and a rear panel (Figure 2, and which may
be covered externally by the cable connection cover 16) and defines at
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tanmper switch; and a system processor nounted w thin said enclosure and
operatively connected with said erasable nenory el enent for controlling
access to at least certain levels of data stored within the system by

di stingui shing between the active and inactive states of said nmenory

el enent and bgég\aﬁﬁ_%.,@ntry and non-entry of apy stored security password.
According to anofher aspect of the present invention there is provided a
personal conputer system for receiving and retaining data and capabl e of

securing data,retained ithin the .syste aiLn unaut horized ac s, the
Syst em conpr i %e[aﬁ :ong o &pvrr\%ﬁyl %:‘lorC Irgcéeél.a ng ar%aat% sto%‘%ge Gev:.ce sucﬁ as Q‘ ﬁ%ﬁ
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enclosure fornsehedlivstratdt Estl, i &N upperabay 22 i dddptad ttoviecsivt periphekalor
[ ecel ving anda3LQlida0s &1PL YhlLYEEALE 4h80e RASHNAL 4. NG 11l AGL [ ve
state; an option sw tch npounted wthin sald enclosure an oper.ati vel
connect ed Wi t fLoBRY Fifk ALivesr 8 FEBPYRDEE Msdy2 SHEREN TSP %t@f"tqenge‘@ﬁ’r FPT St

of receiving a diskette inserted thereinto and using the diskette to
receive, store and deliver data as is generally known, may be provided in
the upper bay 22.

Prior to relating the above structure to the present invention, a
10 summary of the operation in general of the personal computer system 10
may merit review. Referring to Figure 3, there is shown a block diagram
of a.personal computer system illustrating the various components of the
computer system such as the system 10 in accordance with the p}esent
invention, including components mounted on the planar 20 and the
15 connection of the planar to the I/0O slots and other hardware of the
personal computer system. Connected to the planar is thg system
processor 32. While any apéropriate microprocessor can be used as the
CPU 32, one suitable microprocessor is the 80386 which is sold by INTEL.
The CPU 32 is connected by a high speed CPU local bus 34.to a bus
20 interface control unit 35, to volatile random access memory (RAM) 36 here
: shown as Sinéle Inline Memory Modules (SIMMs) and to BIOS ROM 38 in which

is stored instructions for basic input/output operations to the CPU 32.
The BIOS ROM 38 includes the BIOS that is used to interface between the
I/0 devices and the operating system of the microproéessor 3z2.

25 Instructions stored in ROM 38 can be copied into RAM 36 to decrease the
execution time of BIOS. The system also has, as has become conventional,
a circuit component which has CMOS ROM for receiving and retaining data

regarding the system configuration and a real time clock (RTC).

While the present invention is described hereinafter with
30 particular reference to the system block diagram of Figure 3, it is to be
understood at the outset of the description which follows that it is
contemplated that the apparatus and methods in accordance with the
Present invention may be used with other hardware configurations of the
Planar board. For example, the system processor could be an Intel 80286
35 or 80486 microprocessor.

Returning now to Figure 3, the CPU local bus 34 (comprising data,
address and control components) also provides for the connection of the



erasabl e menory elenment to the active and inactive states; a second
erasable menory elenent nounted within said enclosure for receiving and
storing data indicative of the. state of said first erasable nenory

el ement and of correct entry of any stored privileged access password; a
tanper det ecigguisyyst ch mounted within said gnclosure and operatively
connected with said second erasable nenory el enent for detecting

unaut hori zed opening of said enclosure and for invalidating any pr|V|Ieged
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The bus interface controller (BIC) 35 couples the CPU local bus 34
with an I/0 bus 44. By means of the bus 44, the BIC 35 is coupled with
an optional feature bus such as a MICRO CHANNEL bus having a plurality of
1/0 slots for receiving MICRO CHANNEL adapter cards 45 which may be

15 further connected to an I/0 device or memory (not shown). The I/0 bus 44
includes address, data, and control components.

Coupled along the I/0 bus 44 are & variety of 1/0 components such
as a video signal processor 46 which is associated with video RAM (VRAM)
for storing graphic information (indicated at 48) and for storing image

20 information (indicated at 49). Video signals exchanged with the
processor 46 may be passed through a Digital to Analog Converter (DAC) 50
to a monitor or other display device. Provision is also made for
-connecting the VSP 46 directly with what is here referred to as a natural
image input/output, which may take the form of a video recorder/player,

25 camera, etc. The I/0 bus 44 is also coupled with a Digital Signal
Processor (DSP) 51 which has associated instruction RAM 52 and data RAM
54 available to store software instructions for the processing of signals
By the DSP 51 and data involved in such processing. The DSP 51 provides
for processing of audio inputs and outputs by the provision of an audio

30 controller 55, and for handling of other signals-by provision of an
aﬁalog interface controller 56. Lastly, the I/0 bus 44 is coupled with a
input/output controller 58 with an associated Electrical Erasable
Programmable Read Only Memory (EEPROM) 59 by which inputs and outputs are
exchanged with conventional peripherals including floppy disk drives, a

35 printer or plotter 14, keyboard 12, a mouse or pointing device (not
shown), and by means of a serial port. The EEPROM plays a part in the
security provisions described hereinafter. _ B
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s conprising: a nornmally closed enclosure; an erasable nenory el ement nounted
within said enclosure for selective activation to active and inactive
states and for storing a privileged access password when in the active
state; an opti gressi-beh mounted within said erclosure and operatively
connected with said erasable nmenory elenent for setting said nmenory
el enment to the active and inactive states; a tanper detection switch

mounted Wi thin sai dneqtnliosingeceBsiroppjeartived ¥r caanRetat W;Jehtﬁo%i dserasabl e
menory el ement Jegf:rlbggtm%gg dé&ﬂl}’ ngélggft%fr Stgiedpeerggna Sggmepu%er sys£em 10 has an

I nval i dating any privil access
5b stored in %afﬂlér“ﬁé‘afﬂ él?f‘l?%r'?’“éf%ﬂhfthlf‘ntf&ee%ﬁ%énf’@sa‘ﬁfl forj sedisr biyeof
said tanper swicti¥gtien ltpHrtipeend nings e ONBESO andTHont 1dte iiinkG i sndSatdling a
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er asabl e menor \erasabie Rrogramnpieeerad enkyr pemony deyhce g rEEPBOM 3Ay(Rigured).
The system also has an option or security switch mounted within the
enclosure and operatively connected with the erasable memory element 59
10 for setting that memory element to the active and inactive states and at
least one tamper detection switch 60 (Figures 4, 5 and 6) mounted within
the enclosure and operatively connected with the erasable memory element
for detecting opening of the enclosure and for clearing any stored
privileged access password from that memory element in response to any
15 switching of the tamper switch. The option switch (also caiied security
‘switch in this disclosure) may be, for example, a jumper mounted on the
system planar 20 and manually settable to two different states by a
person having access to the planar. In one state, the EEPROM 59 is set
to be active and to store a ?AP as described herein. In the other, the
20 PAP storage capability of the EEPROM is set to be inactive. ' i

_ The system processor 32, in accordance with this invention, is
operatively connected with the EEPROM 59 and functions in part for
controlling access to at least certain levels of data stored within the
sysﬁem by distinguishing between the active and inactive states of the _
25 PAP storage capability of the memory element and between entry and non-
entry of any stored privileged access password (PAP). By manipulating
the option switch, an operator (or more specifically the person charged
with supervising and maintaining the securitY) of the system may select
between secured operation of the system and unsecured operation of the
30 system by selecting respective active and inactive states of the EEPROM.

Referring now to the schematic views of Figures 4 through 7,
certain of the hardware features contributing to this invention will now
be more particularly described.

Figure 4 illustrates certain relationships among the conventional
35 power control or "6n/off" switch 61, the conventional power supply 62,
switches which change conductive state in responée to opeﬁing or removal
of enclosure covers such as the main cover 15 and the cable connection
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3 privileged access password, said m croprocessor having a real and protected
node of operation and being coupled to a high speed data bus; non-volatile
menory coupled to a slower speed data bus; volatile nmenory coupled to the
hi gh speed data bus; and a bus and nenory controller for providing
comuni cati ons between the high speed data bus and the slower speed data
bus, said bus ggdermenpry controller being coubbed to said volatile nenory
and said non-volatile nmenory and regul ati ng communi cati ons between said
vol atile nmenory and said high speed m croprocessor. . According to
still another asRecs, Oéndt Deepl@kestitich\veant iThe swisctesi whighothiagesl sfatarerhod
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control over the system.

The normally open contact sets of the cover switches 65 and 66 are  _
connected in series with the main power switch 61 and to the power supply
. 62 (Figure 4);- As a consequence, if an attempt is made to "power up" the
15 _ system 10 with the covers removed, the contact sets 65a and 66a will be
f open and prevent system operation. With the covers in place, the contact
sets arg held closed and normal system operation maY be initiated.
The normally closed contact sets of the cover switches 65 and 66
are connected in series with the keylock switch 64 and to the RTC and
20 CMOS meﬁory 68. The normally closed contact sets 65b and 66b are held
open by the'presence of the covers 15, 16 and will close on the removal
of those covers. The keylock switch 64 is normally held closed on
locking of the enclosure lock which is conventlonally supplied on the
computer system 10. These three contact sets provide an alternate path
25 to ground for current otherwise energizing portions of the RTC and CMOS
memory, and have the effect of clearing a segment of that memotry if
energizatioh is lost, as upon unauthorized removal of a cover while the
system is in an enclosure locked state. As that memory is checked by
POST, clearing of that segment will result in a configuration error
30 signal being generated which will alert a system owner that an attempt
(successful or otherwise) has been made to breach system security.

The keylock switch 64 and main enclosure cover switch 65 are
preferably mounted on a front card guide member 69 (Figures 2 and 6) so
as to be appropriately positioned relative to the lock provided in the

35 main enclosure cover 15. The front card guide member is mounted in the
computer system frame is such a position that an actuating lever 70 for
the cover switch 65 protrudes through an opening in the upright front
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the active and inactive states of the nenory el enent and between entry and.
non-entry of the privileged access password; and invalidating the
privileged access password stored in the nenory elenment in response to any
switching of the tanper swtch. According to yet another aspect of
the present invention there is provided a nethod of operating a personal
copput er systeﬁFﬁéﬂFW@ a system processor and H%nnry el enents, the nethod
conprising the steps. of: providing for-the reception by and storage

5¢ in the systemof first and second passwords and for the |oading into

-the system of tframst mebenndodprencprabgd ivs thadFeramytivben Resend iydt Pre1sicnedge

of (a) no passwerdisse (thy sFstén shclgsassword, and (c) a second password;
di stingui shing between the | oading and requested execution of (d) trusted

and (e) open prograns; distinguishing ampng the entry by _a user of fg no
passwords, (g) the Fh§ §i‘blﬁa§%‘%6r ﬂ'{ltﬁﬁcfe( kS %l’ﬁ%e@@cyoﬂa“'ﬁ&gs‘\ﬁoﬂ&ﬁ redfgpanel
controlling aofcds fystem frame,t pogitdenasdtybegrctusteddhy ianlatgh prenber mounted
entry by a usSelnOfhet &816 @L98E 16PRARE POELLab1Y under the control of a manually
operable keylock similar to that provided on the enclosure cover 15.
When the optional cable cover 16 is used (as will be the case where full
security of the system is desired or required), latching'or locking of
the cover to the rear panel causes the latch member to close the
10 associated normally open contact set 66a and open the normally closed
contact set 66b. '

The new security'and integrity features described above and
hereinafter work independently of a previously offered personal computer -
security feature, the Power on Password (POP). These additional security

15 and integrity features provide a secure platform for operating system
certification under applicable regulations such as the Orange Book. An
additional password is requiréd to place the system in secure mode. The
new password is here refevred to as the Privileged Access Password (PAP).
To maintain compatibility with previous personal computer systems, the

20 POP is still supported. This disclosure deals with the new security and
integrity features as they relate to POST and the password utility
executing on a personal computer system with an EEPROM, option switch,
and tamper evident covers.

Password Security is implemented by system hardware features; an
25 EEPROM, a security switch and a tamper evident cover switch, firmware,
POST and the system softwarefpaséword utility. Once the PAP has been
installed, the system is in secure mode. The PAP is saved in the EEPROM.
A backup copy of the PAP is also maintained in the EEPROM. This is done
to prevent accidental loss of the PAP when a power failure occurs during
30 the installation, change, or removal of the PAP.

Two bits in the EEPROM are used as a state machine that lets POST
know exactly where the power outage occurred in the updaﬁe sequence and
if possible recover from a system board replacement situation. The
password utility maintains the update indicator field, a two bit state
35 machine used durihg any access to the PAP. If a poWer outage occurred - )
during the password modification, when power is restored POST checks the



DESCRI PTI ON OF THE PREFERRED EMBCDI MENT( S) Sorme of the objects of the
i nvention having been stated, other objects will appear as the description
proceeds, when taken in connection with the acconpanying drawings, in

whi ch: Fi gur.e z’L is a perspective view of a personal conputer _
enbodyi ng t hi £PmteRts on; Figure 2 is al expl oded -perspective view of
certain elenents of the personal conputer of Figure 1 including a chassis,
a cover, and a planar board and illustratin certain rel ati onshi ps anong

t hose el enent $tate machipe (FOST Bcityaldyseheshntthe statgymathiperanatH pewgsoment)s of
t he personal ad@nthet PAP @6 updatpéd esccksafidly;(a '00' state), POSTBEPodR2dd A the
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conponent s state), POST will check for the.présence of a valid backup PAP. If
5 wvalid, the user must enter the backup or old PAP to boot the syétem
reference diskette or system partition. If not valid, POST will hang and
the system owner will have to intervene to remedy the situation, which '
might require replacing the system board. If the primary PAP has been
updated successfully (a '10' state), POST will use the primary PAP (the
10 new PAP) to validate any attempts to use the system reference diskette or
boot the system partition. POST will assume the backup PAP is invalid.
POST will copy the primary PAP to the backup PAP in this case.

If the option or security switch is not in the unlocked-position an -
error will be displayed. The system owner will have to intervene by
15 unlocking the covers and changing the position of the security switch.
If the backup PAP has been updated successfully (a '11' state), both the
primary and backup PAP are considered valid and POST will vérify’the
validity of the Primary PA%, prior to confirming the entry;of the PAP by
the user. '

20 The POP is maintained in CMOS. Two bits will be maintained in CMOS
for use as a password indicators for the PAP. One indicator is used to
signify that the system is in secure mode (PAP installed). The second
indicator is to signify that the PAP was entered during the initial power

- on, -cold boot. These two indicators will be initialized and set at the

25 _cold boot only. Prior to IPL, the indicators will be write protected

unless the system reference diskette or system partition is booted.

To prevent any unauthorized access to the passwords, the IPL device
boot list, the EEPROM CRC, and all the indicators will be locked prior to
. Initial Program Load (IPL) booting an operating system. To lock out

30 these areas, POST will set special hardware latches that cannot be reset
unless the system is powered off. At the beginning of POST Stage I,
initial power on, POST will check to see if the EEPROM is locked. If it
is locked, POST will display an error and halt the system because the
hardware is not functional. The system owner will need to intervene to

35  remedy the situation which might require that the-system board be
replaced. When the system has been tampered with, the first 14 bytes of
RAM storage in CMOS associated with the RTC and control registers are -
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» of the personal conputer of Figures 1 and 2 which are related to the

security features of the present invention; Figure 6 is an

enl arged scal e perspect ive view of certain 5 conponents illustrated in
Figures 4 and 5 Figure 7 is a vie imlar to Figure 6 of
certain optlorﬁﬂg -91- °7’corrponents of the perso\,\ﬁeﬁS conputer of Figures 1, 2, 4
and 5 which are rel ated to the security features of the present

i nvention; and Figures 8, 9a and 9b are schemat‘llc f|OV\L_ChaI’tS of
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POST will not prompt for a password. However, if the System Reference

15 Diskette is not'present or the System Partition boot is not requested or
present, POST will lock the POP, the PAP, the backup PA?, the IPL device
boot list, the EEPROM CRC, and all the indicators. This is done to
prevent any accidental or malicious access to these areas. If the System
Reference Diskette is present or the System Partition boot is requested,

20 these locations are left unlocked to allow the system owner to invoke
secure mode. :

- * When a system has been powered on with a POP installed, but no PAP
installed, POST will verify the POP password checksum. If the checksum
is bad, POST will erase the POP in CMOS and not prompt for a password.

25 Otherwise, POST will prompt for a password. If the System Reference
Diskette is'not present or the System Partition boot is not requested,
the POP, the PAP, the backup PAP, the IPL device boot list, the EEPROM
CRC, and all the indicators will be locked to prevent any access.

When a system has been powered on with a valid PAP installed
30 (Secure mode) but no POP installed, POST will verify the PAP checksum.
If the checksum is good, POST will prompt the user to enter the PAP if
the System Reference Diskette is present or the System Partition boot is
requested. Otherwise, POST will not prompt for a password and the POP,
the PAP, the backup PAP, the IPL device boot list, the EEPROM CBC, and

35 all the indicators will be locked to prqvent.any access. If the PAP -
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- policy. TRUSTED SOFTWARE: The software portion of a Trusted
Conput i ng Base. REFERENCE MONI TOR CONCEPT: An access control
concept that refers to an abstract machine that nediates all accesses
to objects by . 35 ~ SECURITY KERNEL: The hardware, firmnare
and software e errents of a Trusted Conputing Base that inplenent the
reference nonitor concept. It BC9-91- 071
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and whenever an update needs to be nade. This person will control the
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may own nong tchpq%séS fy%@rpapme eAVeYe8 WO YIS brbmp e CPRLEGHES BB ror,
aut hori zed user can a
the user can boot from the System Reference Diskette, the System

Partition, the IBL diskette, or the normal IPL device list. An indicator
is set that signifies that the PAP was successfully entered at initial -
power up time, so that a system reference diskette or system partition

15 boot may occur later on in this power on session. The authorized user
must be aware that once the PAP has been succqssfully entered, the system
is available to boot the system reference diskette or system partition
after a soft reboot (Ctrl-aAlt-Del) as long as power is maintained. POST
will not prompt the user for a password after a soft reboot, hence the

20 need for the PAP successfully entered indicator and its protection. Once
finished with the system the authorized user must power off the system to
prevent this situation from dccurring.

In brief, if a user can boot from the System Reference Diskette or
- the System Partition on a cold start, the POP, the PAP, the backup PAP,
25 the IPL device boot list, the EEPROM CRC, and all the indicators will
remain unlocked. . This condition gives trusted software (ie., the System
Reference Diskette) and an authorized user access to the security
parameters for the system. After POST verifies that either password is
entered correctly, it will acknowledge the entry by displaying a
30 confirmation icon. POST will skip prompting for the POP as described
above when Network Server (Unattended Start) Mode is active. .

Flowchart logic for the scenarios just described are depicted in
Figures 8 and 9, where links between the steps specifically illustrated
in Figures 9a and 9b are indicated by. process blocks occupied by single
35 letter designations in order to simplify the charting.



- be a normal user. SECURE MCDE: When a system owner has
successfully installed the Privil eged Access Password on a personal
conput er systemto invoke security protection privided by the security
and integrityg@lemmnais. 20 AUTHORI ZEDy JJSER: Any user who is given
perm'ssion to use the Privil eged Access Password. This person nmay or
may not be the system owner. This person may al so have a key for a

particul ar system,oL. 4 of, s ens... lf this persqn..is_jnovolved in
recovering a syst e‘kmg}’.r,gl?ne{ahat h‘-"ss‘téhc':a'u)r‘i'? w)?g%rsé"gé i, re{"haetge ‘1?38 srt3§b>oﬁgﬁ9°ol e for
reporting it ttRHEINILL Sompletayiher booking prpegsszell the wandhretdbothise a
normal user. target operatN@RMdtetySfcRt Wty thes eyiviard 15 et Botked sy tBed t o

use the systaigs. howbae lirt b ystdr] OFdithed G100R009 AP GRNySQUf ati on
or fix a péobljaergltion botopl.ss user requ res_theﬁgs& stance of . either. the

syst em owndr ‘or -an author'Z&d “usels. PASTECHOPRAPt LS RfodishiarediiRe the
Privil eged Acdes the ovper $aomden rthe RAPcand: galre gontybd of thregydtemongfto

ei ther the audyseén 1€din the H&dire Wtaly TnGMHRVWISIr ¢R{t80QS Yoot from the system

UNAUTHO?I ZED M%E&ncé@is%er@l Fﬁefsgg'&g g%'titf%sg renroi\‘.lylrée{( b/ ard Qgtﬁorl ed
user or normal user. Ang/ use of a Secur persona corrpu% (5? A by
an unaut hor i 72655 81t SR YRS ARt Rouers Sq s Elempfeumcand dnHdatss edidnbent,
unsuccessi@l fyonex posrer efifdstateawitht ther aydtemusifeesticet dishowdenth HE Miskette
br eaches. drive. EEPROM El ectrically Erasabl e Programmbl e Read Only

data That | can BeorTEREsh LEGTOR 304 Bhghecs” ymerpashitaa. o Aabe et dafflinc s of
storage i s nctPRRFY| &% t"anhP -potieer UELLispidl suppente st akbingh echahgimgeahdon| y
when t he removing a PAP, and will interlock these three functions with the

15 position of the option or security switch. The security switch should
remain in the locked position until an authorized user wishes to set,
change or remove the PAP. At that time, the user should remove the
system covers and move the security switch to the unlocked (change)
position; then the PAP can be modified (either set, changed or removed).

20 After PAP modification, the security switch should be returned to the
locked position, and it should remain in that position until further
modification is necessary. This will ensure maximum system security in.
the interim between PAP modifications. When the security switch is
placed in the unlocked position, hardware logic external to the EEPROM

25 allows the storing of the PAP into the EEPROM. When the security switch'

- is placed in the locked position, external hardware logic prevents any
changes to the PAP locations in the EEPROM. Appropriate messages will
appear if the authorized user attempts to modify the PAP when the
security switch is in the locked position. Also, messages will remind

30 the user to return the security switch to the locked position after a
modification is complete. An additional safety featﬁre is built into the
Password utility that prohibits the authorized user from setting the PAP
equal to the POP. Checks will be made.when setting or changing the PAP to
ensure that the new PAP does not equél the current POP of the system.

35 Also, when chahging or removing the PAP, the current PAP must be known.

It is contemplated that a personal computer system will initially
be shipped with the security switch in the locked position and the tamper
evident cover locked. This is done to prevent any person other than the
system owner from setting the system into secure mode. Unlike the POP,



BC9- 91- 071 8 appropriate controls signals
on the nodule are activated in the predefi ned sequence.

PASSWORD DESCRI PTI ON: The system has the potential to be protected by
two passwords: 1. Privileged Access Password (PAP) and 2. Power On 5
Password ( POP) gegllagsgyipasswords are intended g be used independently of
one another. The PAP is designed to provide protection for the system
owner by protecting the Initial Program Load (1PL) device boot I|ist,

access to the p i as Ref
D skette or Sys?%?hﬁigarq?ﬁﬁ bi ¥ ﬁqgh&%é&nq%aév&r%%ﬁ%ﬂa@mn ﬁ*gﬂbggﬁ eé 10

in response tofer9eEEe &F raBr“’laf’tlE‘ﬁéFég uEen, glasgs F“r?sf’éﬁtleﬁdm&? steﬁ%rﬁ:)ﬂpd?/va@e
entered initi akystedorng mube bgovamdaced.sctheehaic tepréseakeBiOIheordveé| BL)
froma di skett geddrliptibf SABYE €eurddif FeqgHa@8. MaNner as booting the System
Ref erence Di skette. The existence of the PAP will be transparent to a
normal user using the POP. The PAP will be installed, changed, or deleted 15
by a utility on thelnsyey drrraes s tpepiEicationsobherp hasebespsisein foxitkia i on.
The PAP, when peifeared eniodinguitcafi thetinyentibh lang] \aetlhdmehoayaaflacteeﬂs dre

the entire sysjh&dm, Qx‘éeéé's'cgiﬁiﬁoﬁ rk@xu?%.veffhﬁe?%mﬂ@i $hn ngé?ﬂrﬁ!' lapngur r ent

PS/ 2 systens, I.s used reve ut hori zed Gess to the Operating
System on t he %ﬁl%trw? ﬁ@ ?eaé’f‘ﬁ taflgsm f ‘frhg“ré’%'fseﬁ‘?clmﬁftmn Ref erri ng
now nore particularly to the acconpanying draw ngs, a m cr oconput er
enbodyi ng the present invention is there shown and general ly indicated
at 10 (Figure 1). As nentioned herei nabove, the conputer 10 may .have an
associ ated nonitor 11, keyboard 12 and printer or plotter 14. The ,
conputer 10 has a cover 15 which cooperates with a 25 chassis 19 in -
defining an encl osed, shielded volume for receiving electrically
power ed data processing and storage conponents for processi ng and

storing digital data, as shown in Figure 2. In the form illustrated in
Figure 2, the conputer 10 also has an optional /0O cable .



connecti on cover 16 which extends over and protects the connection points
30 of I1/O cables with the conputer system At |east certain of the system
‘conponents are nounted on a multilayer planar 20 or notherboard which is
mounted on the chassis 19 and provides a neans for el ectrically

i nt er connect iB@g_glhg—,lcorrponents of the computes 10 including those
i dentified above and such ot her associated el enents as fl umﬂ l“ﬁﬁuu"ml .
drives, various forns of direct access storage devices, aoek 5 il 111

or boards, and the [ike. Thecghgssis 19 has a base and a rear
panel (Figure 2, and which may be covered externally by the cable
connection cover 16) and defines at BC9-91- 071 :
9 | eagt. on@ ppwandlayofmiter exysiten fgr aedeiving tapd agbaiddug clatsand as a
di sk ds i epliple HRGREINIGgMataPEdtadhedirEttin Bhet @merbagxﬁiatdmauaaorq&ea he
l'ike. -In tﬁe 1 ustrate forn;ian upper bay 22 is adapted to receive

peri pheral3 2°Sgis- &% SYSE™ FYRF*™E (such as those known as 3.5 inch

drives). A5 floppyrermeklyicloeed angl@fpReabl e nedi a direct access storage

devi ce capsgbl e anOéras @ wMénitdyae Iimske inbentieASwithixd skt epdloboreafar usi ng t he

diskette to o) LG8 ARivatliBh &o?RCIE! Inteinadift 2Barks HRANANALL 160 Ena TOY

be provided in t he upper _bay 22. ] . .
7 storing a privileged access password when in the active state,

8 an option switch mounted within said enclosure and operatively

9 connected with said erasable memory element for setting said erasable

10 memory element to the active and inactive states, and

11 a system processor mounted within said enclosure and operatively _

12 connected with said erasable memory element for controlling access to at

13 least certain levels of data stored within the system by distinguishing

14 between the active and inactive states of said memory element and between

15 entry and non-entry of any stored privileged access password.

2. A personal computer system according to claim 1 further !
comprisingin accordance with Claim 1 further comprising:

a second erasable memory element mounted within said enclosure for
réceiving and storing data indicative of the state of the first said
erasable memory element and of correct entry of any stored privileged
access password, and _

a tamper detection switch mounted within said enclosure and

operatively connected with said second erasable memory element for

W 0~ o bW N

detecting unauthorized opening of said enclosure and for invalidating any
privileged access password stored in the first said erasable memory
element in response to any switching of said tamper switch.

=
= Q

1 3. A personal computer system in accordance with Claim 1 or 2 wherein
said first erasable memory element is an electrically erasable

3 programmable read only memory device.

4. A personal computer system in accordance with Claim 1, 2 or 3
wherein said option switch functions for enabling an operator to select
between secured operation of the system and unsecured operation of the

~System by selecting respecting active and inactive states of said first
memory element.

nop W
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s Prior to relating the above structure to the present |_n¥em—|—en——a—ﬂ:e—————
summary of the operation in general of the personal conputer st e
may nerit review. Referring to Figure 3, there is shovvn m!” “M
of a personal ®opqmuters systemillustrating theygarious
conput er system such as the system 10 i n accordance W|th "the present
i nvention, including conponents nounted on the planar 20 and the 15

connection gf the phaRatodsl E%u'té:os L&tmsu?-ggcé)rtdgr%e Dﬁdt\f\ﬁrﬁ wahglt@.n said

per sonal conputef. syst. connec anar_|'s

processor rZLp %lﬂ"esmgnr%y lgp'b?'ﬁ‘ﬁﬁfyaf’ge‘?ﬁ E‘F dgpcﬁ?éé?ﬁf‘e‘?:él’ht}ﬂé‘ f&‘@de%sbﬂ‘ﬁ?
CPU 32, one 3suifpaireuali aeesssowdysafiter sopehing30888idvenclpsise.sol d by | NTEL. -
The CPU 32 is connected by a high speed CPU | ocal bus. 34 to a bus 20

i nterface cqnt gol uRi t I ess er
shown as Si %gl g | nl ?n%rg&al Qo%gsal ggt( E%?loa}%%ncte w%ﬁ@ wreﬁnmﬁl@?h
is stored irfst PEEH o"rfé‘s?lb]re BeEar¥ ‘flﬁBE’Et/ 6E1t5p9§tt(9|5§rbéﬂ‘?ﬂ1§m50%e CPU 32.
The BIOS ROM 38 includes the BIOS that is used to i nterface betvveen t he
|/ O devi ces jand. theacmﬁai bagop%wh%w eké&am&m&@?c@ém{ hg%

to rgease t he

|
L etuts on 1 BroeRiibguldy KaVePth SPlaises goutica eI £he, so6lAB Lo FOTRIPEHHELY

acircuit c&npéﬁ"e‘ﬁf’bjﬁnleé?ﬁahh% MEREES REMenbmotekasi vithin dhe enelesume n@ndeptdon
regardi ng tke syitcbmenondd gittdhi the andloaurec@ibr sk fHng! thekndnBIelement to

Whi l'e the piesgativk HRNdRRiTeS sHASS! 'Qﬁd ht%?ér“ﬁéée‘é‘ho‘ﬁﬂ L\ﬁtg}q mogf%etdl gnl.ﬂheﬂl

reference tQ t ock am o ure , Lt

under st ood gt Fif; exg]ttosglfe (§f’rﬂ$g %é‘grqpﬁf"r WEHE“FE)‘H“SV\B tf‘ﬁd‘letmd i s

cont enpl at ed tﬁwpr%mgaﬁpaFMSo%d nmet hods i n accordance with _the
present invention neslebeivespdediiny ohd)REmdiar Shums @ﬁlidﬁ gamatélt@% of otzgg a5
pl anar boarq For e , e sSSor .cou e .an |Intel

or 80486 mi roprocegs(%grﬂl'gea bi161 2ek QF?Q%Q% TRG fow £ %o BF HhiF degory ﬁg

| ocal bus é. (conpr?qé’]tﬁ‘buda? éccess to at least certa:Ln levels of data stored w1th1n
11 the system by distinguishing between the active and inactive states of.

12 the memory element and between entry and non- entry of the privileged
13 access password; and

14 invalidating the privileged access password stored in the memory
15 element in response to any switching of the tamper switch.

8. ‘A method in accordance with Claim 7 wherein said step of
selectively setting the memory element into active state comprises

opening the system enclosure and manually changing the setting of the

W N =

option switch.

9. A method of operating a personal computer system having a system
processor and memory elements, the method comprising the steps of:
providing for the reception by and storage in the system of first
and second passwords and for the loading into the system of trusted and
open programs; :
distinguishing among the storage of (a) no passwords, (b) a first
password, and (c) a second password;

distinguishing between the loading and requested execution of (4a)

W 0 N O bh W N

trusted and (e) open programs; :
distinguishing among the entry by a user of (f) no passwords, (g)
the first password, and (h) the second password; and

-
- O
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®

; address and control conponents) al so provides for the connection of t he
BC9-91- 071 10 m cr oprocessor 32 wth a
mat h coprocessor 39 and a Smal| Conputer Systens | nt I| Il l““‘
controller 4 SCSI controller 40 may, ,as is knomn ﬂl ﬂﬁm
skilled in tﬁgaglpglof conput er design and 3gerat i on, = cconnec
connectable with Read Only Menory (ROM 41, RAM 42, and 5 swtabl e
external devices of a variety of_ types as faC|I|tated by 1/ O
connect i okt i ndi ca?‘?é’&r‘fl&l’f‘%écf:?ﬁh’f’y “n“f’?fet‘ltltéﬁ?% WW@”@@SF”C(’JN‘"FSP?’?F pido)
f unct i onsi3as the shtnyabe acuserr of the seqondpassvbrd {y) st orage nenory devi ces
such as fixed or renovabl e nedi a el ectronmagnetic storage devices (also -
known as hard_and, f | I ro th
st orage d(:{w g%s A meg}?"%yaéjw%ﬁ%k Giﬁl‘imnt(3 eﬁ?ea?:lén gg‘l‘ ro'fq aa?‘gf%%é% gupl es
the CPU | GcaPmeigsstprage of \gappwords | gomppifes Stl‘wlﬂﬁaﬁsbeé?eec“hébebﬁ%“&m t he
Bl C 35 i s 3couplaepowsirt dn passwand ayst then firsfteptsaverdbasd o6 cGh patridedddCriae€ANNEL
bus havi ng apdubAd b Yen@fsecond lph&:wr@t s for receiving M CRO CHANNEL adapt er
cards 45 which may be 15 further connected to an 1/0O device or nmenory (not

shown) . The |/ O bus 44 i ncludes address, data, and control conponents.
1i. A method according to Claim 9 wherein said step of controlling

2 access comprises recognizing the storage of no passwords (a) and granting
3 access to any program by any user.

12, A method according to Claim 9 wherein said step of controlling
access comprises recognizing the storage of a first password (h) and -
granting access to any program only to -a user entering the first password

(b).

(- S TV N ]

13. A method according to Claim 9 wherein said stép of controlling
access comprises recognizing. the storage of a second password (c) and
granting access to any program only to a user entering the second

W N e

password (c).

14. A method according to Claim 9 wherein said étep of controlling
access comprises recognizing the storage of a first password (b) and of a
second password (c), granting access to any program only to a user

entering the first password (b), and granting access to a trusted program

vt W=

. only to a user entering the second password (c).

15. A method according to Claim 14 wherein said step of controlling
access further' comprises granting access to any.program to a user
entering the second password (c) absent any need to first enter the first

D W N

password (b).

This Sheet Has Been ReIpIace(

THIS SHEET HAS BEEN
 REPLACED




k) Coupl ed along the 1/O bus 44 are a variety of 1/0O conponents such as a
vi deo signal processor 46 which  isiassociated with video RAM (VRAM for
storing graphic |nforrrat|on (indicated at 48) and for storing i nage 20
information (in «C8f.99; at 49). Video signals eﬁ;hanged with the
processor 46 ma %2 passed through a Digital t&°Anal og Converter (DAC) 50
to a nonitor or other display device. Provision is also nade for
connecting the VSP 46 directlg with what is here referred to as a natural
image input/output, which may"tREREAL AREAIGERGSAE % 'EeBEq“@E‘B{r der/pl ayer, 25
canmera, etc. The I/O bus 44 is al so coupled gital Signal
Processor (DSP) 51 which has associ ated i-n.struct.l on RAM 52 and data RAM -
54 available to store software instructi ofREHEREE t he processi ng of signals
by the DSP 51 and dathdsiimyehtied nedatesc ho peos@adi ecrgputresysEEhs bnpr owraes

for processing ﬁﬁrt%u:ilamy ne&lts%cmdspweau{ahba steam@yq\éhsm@ Qﬁ‘abﬁfbgaewteofﬂ
controller 55, avr}ar ;ocres q:ndé re 4ﬁm & naI S provi si or 1
anal og i nterfac® Controrler qo:é ﬁ ﬁf%ftb Lfﬂ ‘Taé' i: "ﬂﬁfed R
" i nput/out put cofRMPBEEreFYSIEM it hccé’ﬁd%fs%o%’rt&t é\eSEiueepﬁqsxahaﬂamwely closed
Pr ogr ammabl e sReat16kirg , Mawerasab EERRGMy &mbiyt ot cfe ledtiue Sac@nchtQor Rot s&ctave

exchanged wi th wy,mtcweltaeerarm@&alr@cémw%agstu ¥ flisded A\sséessa 35
pr| nter or pI otter ke [’h nouse or ol Nntli evl cg

hown) | and’ by PEAHELIRE S8rihs SH5¥S “hite EEPREFAFCh PPRLA VY Erpnected
security provi svighstitesrasiabdel meroryi elegment for setting the erasBEls 9ém@yylelement
11 td Rh@GRefe BEd GREIEAVE NRBLACt b viRep&f cbhRtDEESPItcn speeltivaly as

10 connected with the erasable memory element for detecting opening of the

141

enclosure and for clearing any stored privileged access password from the ~
erasable memory element in response to any switching of the tamper
switch, and a system precessor operatively connected with the erasable
memory.element for controlling access to at least certain levels of data

15 stored within the system by distinguishing befween the active and
inactive states of the memory element and between entry and non-entry of
any stored privileged access password. In the presently preferrﬁd form
of the invention, two non-volatile erasable memory elements are provided,
one an EEPROM and the other battery backed CMOS RaM.
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2 S L .
;ggggﬁibed more fully hereinafter, the personal conputer system 10 has an
w€rasabl e nenory el ement nmounted within the systemencl osure for sel.ective

activation to active and inactive states and for receiving and storing a 5
privileged access password (defined nore fully hereinafter) when in the
active state. The erasable nenory el ement preferably is the electrically
erasabl e programmabl e read only nenory deviqqpﬂL_EEPRCNISQ (Figure 3).

The system al so has an option or security switch nounted within the

encl osure and operatively connected with the er/s menory el enment 59 10

for setting that nenory elenent to the active g i nracN ve states and at
| east one tanper detection switch 60 (Figures & mounted w thin
t he encl osure and operatively connected wi th t&RR<88sabl eNjrenory el enent
for detecting opening of the enclosure and fo I ® stored

privil eged access password fromthat nmenory ‘
switching of the tanmper switch. The option s Ned\security
switch in this disclosure) may be, for exanp '
system pl anar 20 and nanual ly settable to t 2 4
person having access to the planar. In onejs¥a _ f /f59 is set

The
operatively

#/ controlling

/t he system by

T the 25 PAP storage
non- _emyy of  _
any stored privileged access password (PRP « «/Iating t hg option
switch, an operator (or nore specificall ; char ged wi {fh
supervi sing and naintai ning the securit tem may sel ect, :
bet ween secured operation of the sys{é#

PAP storage capability of the EEPROM i s SES
system processor 32, in accordance with tg
connected with the EEPROM 59 and functi gRY i
access to at least certain |evels of daf¥y

di stingui shing between the active and

system by sel ecting respective activelanf states of the ROM
Referring now to the schematic views of througp 7,
]
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cerfain of the hardware features contributing to this invention will now

+ be nore particularly described. : Figure 4 illustrates certain
rel ati onshi ps anong the conventional 35 power control or "on/off" swtch
61, the conventional power supply 62, swi t ches whi ch change conductive
state in response to opening or renoval of encl osure covers such as the
mai n cover 15 and the cabl e connection BC9-91- 071
12 : cover 16, and a keylocf i 64. The switches which
change state on openi ng or 3 encl osure covers are, in
the illustrated form of t hi wo in nunber; nanely

to renoval of the
7) responsive
swi tch has

a swtch 65 (Figures 4, 5 and 6)
mai n cover 15 and a sm%%gh 66 (F
to renoval of the cabl é“c ection cover 16. Each
two conponents, one norna open (65a and 66a, respectively)
and one normally cl osed”(65h and_66b, respectively). The second i tch
66 is optional, asAs-the—eable connection cover 16. However, as w
ughtful consideration of the disclosure here made, th
e optional cover and switch assures nore conpl ete
_ "'\\\Sontrol over the system——

responsi

be

clear froma th
10 presence of
security




The,normal | y open contact sets of the cover switches 65 and 66 are

connected in series with the main power switch 61 and to the power supply
is made to "power up" the

62 (Figure 4).

15

open. and prevent system operati on.

As a consequence,
system 10 with the covers renoved,
Wth the covers-in place,

if an attenpt

t he contact sets 65a and 66a will

t he cont act

sets are held closed and normal system opg/a,toi on may be initiated.

The normal ly cl osed contact sets of the céver switches 65 and 66

are connected in series with the keylock switch 64 and to the RTC and

20 CMOS nenory 68. The nornmlly closed contact sets 65b and 66b are -held
cl ose on the renoval

open by the presence of the covers 15, 16 and w |

of those covers. The keylock switch 64 is normally held clwosed on | ocking
of the enclosure |ock which is conventional)y%upplied on

& he

conputer system 10. These three cosqtact sgtg p.rgvi de an a&ernate pat h

25 to ground for current ot her\_q,i§§ ghergi &

menory, and have the gffect of &L@ r$8y a3 I&E@E (ﬁ thatémr_rm" i f
energi zation is | ost, $s upon u&@éﬁ)@ zeg';%:g@% Sf a cdver ile the
systemis in an enclosyre |ocke & ASddd¥o r?)ry i sgehe d by
POST, clearing of that]|segnment wWilll ¥dsul{ |i p|aljqonfi gurat|i onlefror
30 signal being generpated whic i al eft] b [sydtem owner| thgt] an attenpt
(successful or otherw ge) has bge de tp |bf qagh system Jecurfity.
The keyl ock- switch 64 pnd main gn gre pqver] i teh 65 gre
preferably nmounted on a front car ijde pgnpdr 149 {Figurgs 2}and.6) so
as to be appropriatel y| positiongd ative|tpithg ljpck prqvidgd in the
35 main encl osure covef 15. The(f car fl |Jgpijde [nmejrber i 9 nodnked in the
conputer systemfranme |s such ajp ijon [Haj |ap |actuating | eyer 70 for
the cover switch 65 prptrudes tihrp an .pgehijng i n} t he ugri ght{ front
) [DNN
) B |9 .
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Yactuated by the cover 15 when present and positioned
system encl osure.
mount ed on the rear panel
actuated by a | atch nmenber
under the control of a manually
provi ded on the encl osure cover 15.
used (as will be the case where ful
or required), latching or |ocking of
the latch nmenber to close the 10 associated nornmally
and open the normally cl osed contact set 66b.

frame nenber, to be

to close the

ope

ear panel _
rﬁéynt act set 66a

The cable cover switch 66 is preferably
of the systemfranme, positioned to be
mounted 5 on the cable cover
operabl e Kepjpck simlar to that
When the optional cable cover
security of the systemis desired
t he cover to-the

16 and rotatabl e

16 is

causes

The new

security and integr'fy features described above and herel naftef work
i ndependently of a pfigiously of f&t& persondﬁhtonpuier securify
feature, the Power on sword (POPY These additiongl security 15f(and
integrity features provi de_a _sevurerpl at f ofm0r_opefati ng system
certification under applicable regulations such as the Orange Book{ An
addi ti onal password_ils required to place the systemin secure node| The
new password is here_referred to as the Privil eged Access Password} ( PAP).
To maintain conpatibility with previous personal conmputer systens, {the 20
POP is still supported. This disclosure deals with the[new security and
65b? 66 )

64 "
), o

-

GND

i - 66b B



integrity features as they relate to PCST and the password ut|I|ty
_executlng on a personal conputer systemw th an EEPROM optlon sw t ch,

and tanper evident covers. Password Security is |nplenented by
system hardware features; an 25 EEPROM a security switch and a tanper

evi dent cover switch, firmare, POST and the system software password
utility. Once the PAP has been installed, the systemis in secure node.
The PAP is saved in the EEPROM A backup c®pygof the PAP is also

mai ntained in the EEPROM This is done to prevent accidental 1oss of -
the PAP when a power failure occurs during 30 the installation, change, or
renmoval of the PAP. Two bits in the EEPROM are used as a state
machi ne that | ets|[POST know exqactly where the power outage occurred in
t he update sequenge and §47if pogsible recover froma system board
replacenent situation. The pagsword utility maintains the update

i ndi cator field, twawbi t €tate 35 maphige used during any access to the
PAP. If a power (utagﬁmoch&gred —dujTRg fhe password mjdi fication, when
power is restored|POST checks the - BC9-91-071ﬁl

14 state mag¢hi ne (POSInactudlly cheglest tlae statejmachine on all power
ups.) If the PAP T8=updatled silccessfulyl (g ' 00" s{ate), POST proceeds
in the

+5
POWERGOOD-
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o
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Blujmin

HARDFRLE
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{ | s +12 !
kewock o g o i gs ; oreagy
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e wo c O
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1
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ormal manner. |f the update has started before power is lost (a '01'
state), POST will check for the presence of a valid backup PAP. If 5
valid, the user nust enter the backup or old PAP to boot the system
reference diskette or systempartition. If not valid, POST will hang and
the systemowner will have to intervene to renedy the situation, which
m ght require replacing the systemboard. If the primary PAP has been
updat ed successfully (a '10" state), POST.-wilg yge the primary PAP (the 10
new PAP) to validate any attenpts to use the sysiemreference diskette or
boot the systempartition. POST will assune-he backup PAP is invalid.
POST will copy the prinmary PAP to the backup PAP in sls case.

If the option or security switch is ndt94in- the u g posi tion .an

error will be displayed. The system owjer e 3y ntervene by 15
unl ocki ng-the covers and changlng t he PO ] BERIri ty switch.

I f the backup PAP has been g .05 s{ate), both the
pri mary and backup PAP ag,,fg_; werify the
validity of the PrlnanyrF‘PLf*- A

t he user. 20 ] ‘

mai ntai ned in CMOS
i ndi cator is used to¥%
install ed). The secdal
during the initial g
initialized and set :
will be wite prote
partition is booted
passwords, the 1PL {1 2 : . EAR
I ndicators will be B ,f % ‘L{;x PL) boot i ng
an operating syste ; :

hardware | atches t




unl @ss the systemis powered off. At the beginning of POST Stage |

initial power on, POST. will check to see if the EEPROMis |ocked. If it

i s | ocked, POST will: di splay an error and halt the system because the
hardware is not functional. The systemowner will need to intervene to 35
remedy the situation which mght require that the system board be

repl aced When the system has been tanpered with, the first 14 bytes of
RAM st orage in CMOS associated with the RTC and7qq9trol regi sters are

BC9-91- 071 . 15 affected. The next 50
bytes of CMOS are set to all "one's" (binary value 1) as briefly
descri bed above. Upon detecting this condition, POST wll halt and
di spl ay an appropriate error. The system owner/ aut hori zed user will

need to intervene to renedy the situation which m'ght require 5 -that the
system board be rgs " ey If the system owner forgets the
PAP, the systen1b?m ﬁﬁ;need to be repl aced.

If the POP is forga, ' n toggle the tanper evi dent
cover switch to desy as descri bed above, 10 and
then enter the PAP System Ref erence

ML Lt e,




Di skette or the System Partition to run the password utility, to

reinstall the POP. When a system has been powered on with
nei t her password installed, POST will not pronpt for a password. :
However, if the System Reference 15 Diskette is not present or the System
Partition boot is not requested or present, POST will |ock the POP, the
PAP, the backup PAP, the |PL device boot list, the EEPROM CRC, and all
the indicators. This is done to ' prev%zi any accidental or malicious
access to thesej is. | f the System Perence Di skette is present or
the System Parti boot is requested, 20 these locations are |eft

unl ocked to ai-ewlhe $ ¥ES to invoke secure node. When

a system has hEEH WHHEred1BH wi $#'h POP installed, but no PAP
i nstal | ed, POST wi|ls verify the POP password checksum If the checksum

i s bad, P(Bifcﬁgkgngﬁ&@,sﬂ CondriePeston ] @0 .af] pronpt for a password. 25
H . 1

O herw se, [P onpt+—Fer—a—passwere—++F t he System Ref erence
Di skette i4 not present or thel™ystem Partition boot is not requested,
the POP, the PéRe the backup—PAP, the | PL device boot |ist, the EEPROM
CRC, and alfl the jndrcators will be Iocked to prevent any access. _
When a sysfem-has‘been FI@‘V‘SJFed Aot f—a—v-al—-d- A > ks r e
C ] 1
mode) but 1o~ BERE TR o TEIREBUI T g My AR ek poman s T | he
checksum i s goees Wi prerpt t he—usar en he—RAP Y the
System Ref er ence®Di skette |s plr"é‘sent. or tﬂe“‘Svstem Pari¥tion boot |s
request ed. — PORALcunitd deerddDt  [ate® PRRERY PRI A |epids SWOIag] and t he| POP,
the PAP, the [SHRIHHAPIP; [‘ﬁ;“g:glm vi &“m@‘ J'st; CRC,{ and 35
all the indgicator$ wll bmk%‘)c d fo " arfy access. |f the PAP -
YES [ (1]
BAD EEPROM CRC?I—’- BOOT SEQUEHCE ERROR & HALY
’ CORRUPTED?
o
YES
ERROR
. i f YES
. (other POST componcnts) PASSHORD '
. PROMPTED BEFORE?
p< HAHUFA_CTURING HODE? _ [ O
CLEAR PAP_IHSTALL
1 ERROR . & PAP_ENTER FLAGS
VALID PAP/POP? >{ & HALT
- ': (other POST r.nmpnncnts_) . :
i SET PAP_INSTALL
FLAG [N CMOS
. I uo
|PAP CHECKSUM DK?I——ﬁ—‘ERRUR & llALlj

YES L
PROHPT FOR PAP

SET PU_PROMPTED
FULAG 1N ERPA

FETCH USER IKPUT

tto . o
' [USER INPUT=PAP? l———-—l 3 IRIES? J—o—
F ] g 8 . I YES YES :

SET PAP_ENTERED HALT I
FLAG Ii aMos -
> RETURN
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»|s displayed and the systemis halted. This is
where POST coul d accidentally give unprotected

16

checksumis bad, an error

to

system whi ch was previously in secure node when the

system owner w |l |
require that the.system board be
been powered on with both a valid

et

will pronpt the user to enter a

need to intervene to gggedy the

a
| f

valid

prevent a condition

access to a user to a

EEPROM f ai |l ed. The

5 situation which m ght

When t he system has
POP instal ed, POST

the POP is entered, POST

will
Partition.

di skette,

signifies that the PAP was

so that a systemrefe
| ater on in this powe
awar e that once the PAP has
avail abl e to boot the sy
reboot (Ctr
not pronpt the user
need for the PAP success
finished with the systen
prevent this situation f

time,
‘occur

after a soft

will

]

not boot fromthe System Re
The systemcan only b
If the PAP is entered at the pfb
boot fromthe System Refere

or the nornual

hce
| PL

deyl

wEVa¥al

CID;JWIFL%.

f 2Edtea) skette or the System
et—gstg the existing IPL 10 device |ist.
TReod @ked2] than the POP, t he user can
SKett Partition, the IBL

etrte—the System
2Q_Lﬂ§i___An i ndi cat or is set that

T TT

ence
on sessi

ek

sefndsirep entered at initial power up
Bf¥%ettel or systempartition 15 boot may
en. The authorized user nmust be
smreassfUlly entered, the system IS

for a

PAP THSTALLED?

St em r ef
-Alt-Del) _as

ful |y ent &%
t he aut 2 t
'on1ocquF&dWV““'

e—diskette or systempartition

" ong as power is maintai ned. POST
peesworsct @fft er a soft reboot, hence the 20
indijcator and its protection, _Once

d o m:{eﬂ to

ar
——>1 POP THSTALLEW: l

by _on
T CITY

orij-A

o
A3

TEs l YES YES

YES

SET PAP_INSTALL POP CHECKSUM OK? SET BOOT FLAG

AG I# CHOS
FL "
i
PAP CHECKSUM OKZ TAMPER EVINERT? e

YES
| %0 o
ROR & HALT ERROR . &
ER_—_—-J ERASE POP > !

4

POP INSTALLED? | YES

)
-~ REQ . FLAG 047 }—* i

I YES

—-——e} YES ‘ to
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T

| SEY BOOT FLAG |

EEPROM CRC, BOOT
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SEQ., PAP, POP,
& CMOS LOCKED?
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o Fig. 9a




In brief, if a user can boot from the System Ref erence Di skette or t he

System Partition on a cold start, the POP,
| PL device boot list, the EEPROM CRC, and all

t he PAP,

t he backup PAP, 25 the
the indicators wll

remai n unl ocked. This condition gives trusted software (ie. the System
Ref erence Di skette) and an authorized user access to the security
paraneters for the system After POST veﬂ_W?Q&s that either password is

entered correctly, itO\gEL_@ WYL aying a 30
confirmation icon. P Wi | ' npting for the POP ps descri bed
above when Network Server (Unattedded g s actibe.

Fl owchart | ogic for the scengmsostspue] L usfoed fi L

Figures 8 and 9, where |inks DetJggN t he

STEepF ,speci

Lo

k

v

| etter designations in

in Figures 9a and 9b ar@_g_?' cat-ea—by pr ¢
- !
9
y

2 WaValal
AV vxe e } N

&l ottar |

>
I

pA
1SET POR 1. fy
BC9- 91- 071 e "'?'mb 11

t he Network Server (Unattend E Tha
booti ng process all the way th+~oug
but the keyboard will be ocked?
reference disKette is prelsent—orlthe
t he password fgronpt will be |

b

to
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o
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A

Qeq FLAG ou?'r

Bt
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YES L HO
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ng

- YES .
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aI l.ow the owner to enter the PAP and gain control of the system If a
system+is in the secure state and the user wants to boot fromthe system
reference diskette or the systempartition after the keyboard is already
*Focked out, the user nust power the systemdown and initiate a cold boot,
10 froma power off state with the systemreference diskette in the

di skette drive. I n conjunction w3 h the POST changes, the password
utility.nmust include support for the PAP. The utility will support
installing, changing and removing a PAP, and will interlock these three.

functions with the 15 position of the option or security switch. The
security SWERSONAPUGMPUTERSYSTEM WIPH!SECRSRITIO FEATURES ANDMETHOD

aut hori zed user w shes to set, change or renove the PAP. At that tine,
t he user shoul d renove the system covers and nove the security switch
to the u%ﬁg change) position; then the PAP can be nodified (either
set, cha em)ved) 20 After PAP nodification, the. security switch
shoul d be returned to the | ocked position, and it should remain in that
position until_further nodi fication is necessary. This w Iié{ensure

maxi mum syst enfRé& E¥EPHQR Felates t0 PETEOna) COmMPHPHL SRR AT ABRD BRTUCEIATY o F SUclirfen

ext efﬁg#%&% eseehptfeatir o bR ERARET SR o dsPrah i iorce) ©

~When th |

nar dver & TAgERE E?f‘seééfefﬁﬁlaa°l°sédse&h%ﬁf’%sahﬁaﬁéﬁk TR i O 1o B BB
t

o 1y 1 RECERERAATSY fcelving and RORRE « priviggecichod S ey thaliphds,

Al so, nNesgden dtion swalth (98 6peratiel d;Ué&{ne&ted Raththe efalaﬂalé ﬁfehidriv ¥lemnt ¢4)! @
the | ocked position after a fication is conplete. An additional
saf ety f eshperadetettibnisivitch @peratikely conngvestiswiil theldradableymémhoty ¢lembhin(50¥ fdrhe
aut hori zed user fromsetting the PAP equal to the POP. Checks will be
made whenlegeting opeming ofitheginolpsutecandAPr tlearing amgnstored prrivitegedhacceassvpabsiwordoe s
not equal the current POP of the system 35 Also, when changi ng or

r emovi ng frave thexgrasablememore nlernvnp(%%)sm responsa doAny sw1tchmg of the tampersswitch,

contenpl ated that a personal yuter systemwill initjally be shi fped
Wi th the 388 aysten REgeessor (32) paer el cqnigstad; Wigh the faasah m%mg@relement 59

for controlling access to at least certain levels of data stored within the system by

distinguishing between the active and inactive states of the memory element and between
entry and non-entry of any stored privileged access password.

Fig. 3
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evident..cover |ocked. This is done to prevent any person other than the
syst em owner fron1sett|ng t he systen1|nto secure node. Unlike the POP,
BC9-91- 071 ' - 18 t he PAP. cannot be erased

t hr ough -hardware mani pul ation. If the PAP is forgoetten or an unauthorized
user places the systeminto secure node, 5t he system board. nust be repl aced.
The logic represented in the above description can be found in Figure 8.

erod ment SSFeL 2 SRR ok St 2Pt S BRutEB R gt B 5

descr ! bt Ofheldauredho(RR, ‘7% ARF G POl s BIREY frcR L REARH &Pl 285

only and no purposes
19 reference diskette, the Set Configuration Utility will generate the correct POS or

configuration data in non-volatile storage. The descriptor file contains configuration
information to interface the card to the system. | _
SUMMARY OF THE INVENTION

It is an object of the pfesent invention to ameliorate one or more disadvantages of
the prior art: | |

According to one aspect of the. present invention there is provided a .personal
computer system for receiving and retaining data and capable of securing data retained
within the system against unauthorized access, the system comprisingﬁ .a-normally closed
enclosure; an erasable memory element mounted within said enclosure for selective
activation to active and inactive states and for receiving and storing a security password
when in the active state; a manually operable option switch mounted within said
enclosure, said option switch being operatively connected with said erasable mémdry
element and manually settable by a user of the personal computer system for setting said
erasable memory element to the active and inactive states; a tamper detection switch
mounted within said enclosure and operatively connected with said erasable memory
element for detecting opening of said enclosurc_e_ and for clearing any stored security )
password from said erasable memory element in response to any' switching of said
tamper switch; and a system processor mounted within said enclqsﬁre and operatively
connected with said erasable memory element for controlling access to at least certain
levels of data stored within the system by distinguishing between the active and inactive
states of said memory element and between entry and non-entry of any stored security
password | | .‘

According to another aspect of the present invention there 1s provided a personal

computer system for receiving and retaining data and capable of securing data retained -

within the system against unauthorized access , the system comprising: a nof%
| " [REPLACEMENT SHEE
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. REPLACEMENT SHEET
CLAIMS, 1. A personal conputer systemfor receiving and ré¢tfining data anp
capabl e of securing data retained within the system agaifs UﬁglstE'Fngb?ed

access, the system conpri sing: a normally cl osed encliogure; an

erasabl e menory el ement nounted within said enclosure for ge ' '
activation to active and inactive stat@8 and for receiving and storing a
security password when in the active state; a manual Ty Operapre

option sw t it ' Lavant i j
ober at | vel iR B 155 dakabid iy SRAGRE Widhmiceu BNl Bk For 1 tive

settabl e By;icaibneio ftive A8d RIS Sates YMRULL Fec HAAE Bhd Storinftal pricilegal Gecess

.erasabl e nmenory elenent to the active and inactive states; a tanper
det ect i on pavdwicEl WiRiANinEtle \ablivel staedafl opfich @Wittle nivustedPwithin sakl ¥nclosure ahéd
with said erasable nmenory el enment for detecting opening of said enclosure
and for cloperativglyaconnetted ewitls eaid first @assbieonbniorprelement foraseatinge sainfirsy

el enment in response to any switching of said tanper switch; and a
syst em pr ecasabler memory eldment ko thesadtivecand| imactive states;op secomidverhsableomeswred
w th said erasable nenory elenent for controlling access to at |east
certain | elesent ghoutwedy within said enelasure tfpe reppivingrand, storigg daga ingdigatiye ifttheen

the active and inactive states of said . .
state of said first erasable memory element and of correct entry of any stored privileged

access password; a tamper detection switch mounted within said enclosure and
operatively connected with said second erasable memory element for éietecting
unauthorized opening of said enclosure and for invalidating any privileged access
password stored in said first erasable memory element iﬂ response to any switching of
said tamper switch; and a system processor mounted within said enclosure and
operatively connected with said erasable memory elements for controlling access to at
least certain levels of data stored within the system by distinguishing between the active
and inactive states of said first memory element and between entry and non-entry of any
valid sfored privileged access password. |

According to still another aspedt .of the present invention there is provided a
personal computer system for recei{ring and retaining data and having a high speed
system processor compatible with application programs and operating system software )
designed to execute on slower speed system processors, said personal computer system
being capable of securing data retained within the system against unauthorized access and
comprising: a normally closed enclosure; an erasable memory element mounted within
said enclosure for selective activation to active and inactive states and for storing a
privileged access password when in the active state; an option switch mounted' within
said enclosure and operatively connected with said erasable memory élement for setting
said memory element to the active aﬁd inactive states; a'tamper detection switch mounted
within said enclosure and operatively connected with said erasable memory element for

detecting opening of said enclosure and for invalidating any privileged access password




. REPLACEMENT dREE]|
mgnory .el ement and between entry and non-entry of any stofed security
password. 2. A personal conputer systemfor receiving ang regapp97data
and capabl e of = securing data retained within the systerfn figal nst _

unaut hori zed access, the system conpri sing: a nor Hy—ctosed
encl osur e; a first erasabl e menoryPel ement mounted within said
encl osure for selective activation to active and inactiVveé states and T or

recei ving ) or}gd Sl}l %3“1 SraSate ilﬁlénlloerggie &1 &%S§sﬁxﬁ%gv\8rﬂ1ymg\§f?cﬂi& to? gﬁ?dg-Wp%ﬁ

st at e;
Firotor oo MEh: BLhigh sRPd (Rl GG, BtnRR 26t Bld ORAGEI & thirdivag! o
el ement t Qohh& ecgm_a{i Vs%i@@ﬁséﬁ?@gl?égg(ﬁ?sélélﬁ&ﬁ?for controlfing 85644 16 ra_@s&iag BeriBHOT Y

el ement nounte in said en sufe for receiving and storing data

i ndi cati vaeqfls bh@8ath isiirad MithfRite system! byt dREARIiShiNE BBwees iR Rstive ARE ifdctive
correct entry of any stored privileged access password; a tanper
det ect i on sgatést 615410 erdsable whérhory elementedid etween aitely and hoh-euey Wi coyntoredd

privileged access passwbrd, said microprocéssor having a real and protected mode of
operation and being coupled to a high speed data bus; non-volatile memory coupled to a |
slower speed data bus; volatile memory cbupled to the high speed data .bus; and a bus
and memory controller for providing communications between the high speed data bus
and the slower speed data bus, said bus and mémory controller being coupled to said
volatile memory and said non-volatile memory and regulating communications between
said volatile memory and said high speed microprocessor.

According to still another aspect of the present invention ‘there is provided a
method of operating a personal computer system having an enclosure, a system processor
mounted within the enclosure, a selectively activable erasable memory element mounted
within the enclosure, a manually operable option switch mounted within the enclosure
manually settable by a user of the personal computer system for setting the memory
element to active and inactive states, and a tamper detection switch mounted within the
enclosure for detecting'opening .of the enclosure, the method comprising the steps of:
manually setting the option switch and selectively setting the memory Ielement into active
state; storing a privileged access password in the active. memory element; controlling
access. to at least certain levels of data stored within the system by distinguishing between
the active and inactive states of the memory element and between entry and nbn-entry of
the privileged access password; and invalidating the privileged access password stored in
the memory element in response to any swit-ching of the tamper switch.

Acco"rd_ing to yet another aspeci of the present invention there is provided a method
of operating a personal computer system having a .system proi_:essor and memory

elements, the method comprising the steps of: providing for the reception by and storage



wi,t h said second erasable nenory el enent for detecting unauthorized opening
of said enclosure and for invalidating any privileged access password
stored in said first erasable nenory -elenent in response to any sw tching
of said tanper switch; and a system processor nounted within said
encl osure and operatively connected wit® said erasable menory el enents for
controlling access to at |least certain levels of data stored within the

syst em by glicgd iyAguth S FRG afE SRR phllevcRls dkProR Bk oA 8 e sk O uhled

first nmenory el'ement a etween“entry a non-entry-of any stored

pri vi'l egethndaggeRSpropAns islinguidhing AnisizS B8 adtora SR I(SY né Yabswbrild) @FGofigance
with claim2 wherein said first erasabl’'e nenory elenent is an electrically

erasabl e pasgrérdiand €c)r £ setond pysswond)r distitpuishing betweer’thecloading land eequested
systemin accordance with claim2 wherein said option switch functions for

- enabl i ng axeapEmadfoid) trastsé laed (e)openpeograms;udistingmshingt amongothe tehry dysd aserand
unsecured operation of the system by selecting respective active and
i nacti ve safdf)emo passwordsd (f)i the firstpasaword] ande the ®cond paspworiyrand conmpllingr

systemin accordance with claim4 wherein said option switch is manually
oper abl e A%EEsp i & PusKde tiysied iprogramy (Snisy rgspanse fothe Py hvsespf thepscoadt er

openi ng of said _encl osure. :
P d password (ﬂ).

DESCRIPTION OF THE PREFERRED EN[BODIMENT(S)

Some of the objects of the invention having been stated, other objects Wiil appear
as the description proceeds, when taken in connection with the accompanying drawings,
in which:

Figure 1 is a perspective view of a personal computer embodying this invention;

Figure 2 is an exploded perspective view of certain elements | of the personal
computer of Figure 1 including a chassis, a cover, and a planar board and illustrating
certain relationships among those elements; |

Figure 3 is a schematic view of certain components of the personal computer of

Figures 1 and 2;
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6.. A personal conputer systemin accordance with clat-m2-wherein said

second erasable nenory elenent is a battery backed CMOS RAM 7. A
personal conputer systemfor receiving and retaining t l’ [ Elﬂﬂ E hi gh
speed system processor conpatible with éapl i cation pr - uﬂ m' i ng
system software designed to execute on slower speed system 'brd’cesssor*'s,

sai d personal conputer CLAIMS syst em bei ng capabl e of
securing data retained within the system agai nst unauthorized access and
conprisind- A personabcomphter cyystea fehceepiving;and retaining edats zande capablsr pf

el ement nmounted within said enclosure for selective activation to active
and i nact isp@uringawdate zefained wishigy ithey sustpm; vgaiayeBnaythasized paccesior enpysien n
the active state; an option switch mounted within said enclosure and
oper at i velPTPEiMEct ed with said erasable menory el enent for setting said

menory el em&*nta to taﬁ§cﬁ)csg& \clgcl&rﬁge;l nactive

norm

an erasable memory element mounted within said enclosure for selective activation
to active and inactive states and fbr receiving and storing a security password when in
the active state;

a manuaily operable option switch mounted within said enclosure, said option
switch being operatively connected with said erasable memory element and manually
settable by a user of the personal cbmputer system for setting said erasable memory
element to the active and inactive states;

a tamper detection switch mounted within said enclosure and operatively connected
with said erasable memory element for detecting opening of said enclosure and for
clearing any stored security password from said erasable memory element in response to
any switching of said tamper switch; and |

a system processor mounted within said enclosure and operatively connected with
said erasable memory element for controlling access to at least ceriain levels of data
stored within the system by distinguishing between the active and inactive states of said
memory element and between entry and non-entry.of any stored security password.

2. A personal computer system for receiving and retaining data and capable of
securing data retained within the systéin against unauthorized access, the system
comprising:

a normally closed enclosure;

a first erasable memory element mounted within said enclosure for selective
activation to active and inactive .statc_es and for receiving and storing a privileged access

password when in the active state;
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. O INEFLAVEMENTD YHBE] |
st.at es; a ta ch nounted w thin sald}enclosure and
operatively connec ;ﬂ Bﬂﬁl I%&sabl e nmenory el enent | f br U CEPLP9D

openi ng ‘of said en nvalldat|ng any privil eged access
password stored in said erasabl e rrermry & ement in resppnSe to_any
switching of said tanper swtch; a high speed m croprocessor nounted
wi thin said eranl optioreswiich opmntdi wiship saidenclosse andt opesativelye Forngied WERDT y
el ement for_ controlling access to at least certain |evels of data stored
wi t hi n t hesaisl Hrsé grasgbleimemery alement Jon satting: said Histrrasehle memonynelemenicto heat es
of said erasabl e, prengpr eI enent and between entry and non-entry of any
stored pridsfiveged inget §%s swor d, sal d m croprocessor having a real and

d
ok ot A e PN R Y
t. .
ggg;gl fg?%fi‘% é@% IH F%%"% cofsr;’@ug‘r??lglct;':?gii?f gar#s? s &%%Rle RE™R %EEIBIZQ%‘ da a(lSlr ?Jcsf and
the slowerg rﬂﬁ&e&d“#g%&e&) ﬁvﬂ 9 chlds Fgg ofgmory controller being coupled to
at

sai d vol at1 ry an non-v € menory and regul ating

conmmuni cati ons, taﬁﬁiei“@@ﬂécﬁ&ﬂ ﬂm‘l’dh' Bbanted WRINRT saidBstSsatdany eferfRRBAconnected
m croprocessor. A personal conputer systemin accordance with claim7

wher ei n sagih %ﬁi@sﬁﬂ@bﬁd REREN]Y méesmélementafor eleeting @aiithortiedsepehing of said
programuabl e read only nenory device. 9. A personal conputer systemin
accor dancesnelostirecdndi for Tovatidatirnigranygrivilegdd aocessvpassword stoced trsid first eresbleng
an operator ‘to sel ect between secured operation of the system and

memory element in response to any switching of said tamper switch; and

a system processor mounted within said enclosure and operatively connected with
said erasable memory elements for controlling access to at least certain levels of data
stored within the system by distinguishing between the active and inactive states of said
first memory element and between entry and non-entry of any valid stored privileged
access password.

3. A personal computer system in accordance with claim 2 wherein said first erasable

memory element is an electrically erasable programmable read only memory device.

4. A personal computer system in accordance with claim 2 wherein said option switch

functions for enabling an operator to select between secured operation of the system and

unsecured operation of the system by selecting respective active and inactive states of .

said first memory element.

5. A personal computer system in accordance with claim 4 wherein said option switch

is manually operable and positioned within said enclosure for manual access only after

opening of said enclosure.

6. A personal computer system in accordance with claim 2 wherein said second

erasable memofy element is a battery backed CMOS RAM.

7. A pérsonal computer system for receiving and retaining data and having a high
| speed system processor compatible with application programs and operating system

software designed to execute on slower speed system processors, said personal computer



-

i
3
¥

unsecured operation of the system by sel ecting respectlv
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ctive and

I nactive states o ement. 10. A persohal}c em ifn
accordance with CIHWHLMMM"Ml d opt | on switch is n ZFL%SEEZ?% r
and positioned within said "enél oure forllmanual access ol +=ng

of said enclosure. 11. A nethod of operating a personal| conputer
havi ng an sgsteinobeing capatdy of securngodats setainad withénl the system ERELD
sel ectively activable erasable nmenory el ement nounted within the

encl osure acepsmnd@bmpr@pgr abl e option switch nounted within the . encl osure
manual |y settabl e user of the personal conputer systemfor setti ng the
menory el enentd %Qiﬂb?ilﬁlcxl‘ée‘éﬁﬁc loswsRst i ve st at es, and a tarrper detection switch

mounted wi thin the_ enclosure for detec 0 of ncl osure,. the
et hod conpri AR mewesgelsment SoUtd ks P eBdloftie, I eleBite astatipt n
and sel ec% Va%hze ttitmacglve Statd and ¥ores|t§rr1rn?gnta pr1v1l%geda %(t:cegsepéss%%&ed when in the

active state;

system

an option switch mounted within said enclosure and operatively connected with
said erasable memory element for setting said memory element to the active and inactive
states; |

a tamper detection switch mounted within said enclosure and operatively connected
with said erasable memory element for detecting opening of said enclosure and for
invalidating any privileged access password stored in said erasable memory element in
response to any switching of said tamper switch;

a high speed microprocessor mounted within said enclosure and operatively
connected with said erasable memory element.for controlling access to at least certain
levels of data stored within the system by distinguishing between the active and inactive
states of said erasable memory element and between entry and non-entry of any stored.
privileged access password, said microprocessor having a real and brotected mode of
operation and being coupled to a high speed data bus;

non-volatile memory coupled to a slower speed data bus;

volatile memory coupled to the high speed data bus; and

a bus and memory controller for providing communications between the high speed
data bus and the slower speed data bus, said bus and memory controller being coupled to
said volatile memory and said non-volatile memory and regulating communications
between said volatile memory and said high speed micropl_'océssor.

8. A personal computer system in accordance with claim 7 wherein said erasable
memory el.ément is an electrically erasable programmable read only memory device.
9. A personal computer system in accordance with claim 7 wherein said option switch

functions for enabling an operator to select between secured operation of the system and



storing a privileged access password in the active menory el enent;

controlling access to at |east certain | evels of \gighi N t he
system by di stingui shing between the active ancﬂ“%ﬁ!ﬂlmmﬂjmmof t he
menory el ement and between entry and néd-entry LpraVvis eged access
password; and i nvalidating the privileged access password stored in

t he menor Yurgew&d bpérition ©F R Sstdre b?nselémhg qbdpectivef adtive dndnipectivevétated of 12.
A nmethod in accordance with claim 1l wherein said step of selectively

setting thaid menoryelemenent into active state conprises opening the system
encl osure and manually changing the setting of the option switch. 13. A
met hod of IfherApersgnal computenaystemrip acenrdangs tveith ¢laim Agvherein saidappion swdtehr

and menory el enents, the method conprising the steps of: provi di ng
for the rdsaenanusly ipperahle andopasifioned witn sgig: enelasprer for JpanyaljacegssopRly after
passwords and for_the | pading into the systemof trusted and open prograns; .
di st i ngui IPERIEAFSAY O6lOSWeor age of (a) no passwords, (b) a.-first password,

and (c) 11. A method of operating a personal computer system having an enclosure, a system

processor mounted within the enclosure, a selectively activable erasable memory element
mounted within the enclosure, a manually operable option switch mounted within the
enclosure manually settable by a user of the personal computer system for sefting the
memory element to active and inactive states, and a tamper detection switch mounted
within the enclosure for detecting opening of the enclosure, the method comprising the
steps of:

manually setting the option switch and selectively setting the memory element into
active state; -

storing a privileged access password in the active memory element;

controlling access to at least certain levels of data stored within the system by
distinguishing between the active and inactive states of the memory element and between
entry and non-entry of the privileged access password; and .

invalidating the privileged access password stored in the memory element in
response to any switching of the tamper switch. .. -
12. A method in accordance with claim 11 wherein said step of selectively setting the
memory element into active state comprises opening the system enclosure and manually
changing the setting of the option switch.
13. A method of operating a personal computer system having a system processor and
memory elements, the method comprising the steps of:

| providing for the reception by and storage in tﬁe system of first and second

passwords -and for the loading into the system of trusted and open programs;

distinguishing among the storage of (a) no passwords, (b) a first password, and (c)

a second password; . REPLACEMENT SHEET
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di,stingui shing between the | oading and requested execution of (d) trusted

and (e) open pr Iuni ﬂi I ngui shing anong the entry by a user of
(f) no passvvordsﬂ“ m“"H"ms l"ﬁ)assword, and (h) the second password; and
controlling acces§ b§y atus®er sto*trusted?drograns (d) in response to the
entry by a .user of the second password (h). 14. A nethoed according to

cl ai m 13 wher adistirpaistlingt baweén thesloadigg iant)iraguested regecitionagfe(d) afusmpasanbo(e)s
conpri ses distinguishing between the storage of a power on password as the
first passopengregrdmsf a privil eged access password as the second password.
15. A nethod according to claim 13 wherein said step of controlling access
conprises reodigfinguishing: Among otha genteyf byoa pases b (Y oa passwmordsy, at®i g Hedess
to any program by any user. 16. A method according to claim 13 wherein
sai d step Resswerdi pad ()fhe seeond passyephiaids  recogni zing the storage of a
ent or i hg < he TSONBPIFRAAEPPY( b Jsct 1 HOsKe ORI f APRGIIEofocig T DY 2
wher ei n salilsgr (8)}81%s8g:0n%0p%£\h9(;r|(ii(ﬂg access conprises |

14. A method according to claim 13 wherein said step of distinguishing among storage

of passwords comprises distinguishing between the storage of a power on passwbrd as

the first password and of a privileged access password as the second password.

15. A method according to claim 13 wherein said step of controlling access comprises

recognizing the storage of no passwords (a) and granting access to any program by any

user.

16. A method according to claim 13 wherein said step of controlling access comprises

recognizing the storage of a first password (b) and granting access o any program only

to a user entering the first password (b).

17. A method according to claim 13 wherein said step of controlling access comprises

recognizing the storage of a second password (c) and granting access to any program

only to a user entering the second password (c). | o

18. A method according to claim 13 wherein said step of controlling access comprises

- recognizing the storage of a first password (b) and-of a second password (c), granting -

access to any program only to a-user entering the first password (b), and granting access

to a trusted program only to a user entering the second password (c).

19. A method according to claim 18 wherein said step of controlling access further

comprises granting access to any program to a user entering the second password (c)

absent any heed to first enter the first password (b).
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recogni zing the storage of a second password (c) and granting access to any
program only to a user entering the second password (c). 18. A nethod
according to claim 13 wherein said step of controlling access conprises
recogni zing the storage of a first password (b) and-of a second password
(c), granting access to any progran1onb¥ to a user entering the first
password (b), and granting access to a'trusted programonly to a user
entering the second password (c). 19. A nmet hod according to claim18
wherein said step of controlling access further conprises granting access.

' mto_a user “entering the second assword absent any- need
Eg ? P?/slto "R NAL €OMEU ’IEEBS%S’%EMQWITH SECU TY FEATISR}SS AND METHOD

ABSTRACT

This invention relates to personal computer systems and, more particularly, to such a
system having security features. The personal computer system in accordance with this
invention has a normally closed enclosure, an erasable memory element (59) for selective
activation and for receiving and storing a privileged access password when in an active
state, an option switch (58) operatively connected with the erasable memory element (59), a
tamper detection switch operatively connected with the erasable memory'element (59) for
detecting opening of the enclosure and for clearing any stored privileged access password
from the erasable memory element (59) in response to any switching of the tamper .switch, :
and a system processor (32) operatively' connected with the erasable memory element 59
for controlling access to at least certain levels of data stored within the system by
distinguishing between the active and inactive states of the memory element and between
entry and non-entry of any stored privileged access password.

Fig. 3
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