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IDENTITY VERIFICATION AND LOGIN METHODS, APPARATUSES, AND
COMPUTER DEVICES
Technical Field

[001] The present specification relates to the field of Internet technology, and in
particular, to identity verification and login methods, apparatuses, and computer devices.
Background

[002] The Internet has become an important part of people's lives, and users can obtain
various services (such as shopping, entertainment, content, socializing, etc.) through the Internet.
With the rapid expansion of Internet services, there are various forms and types of Internet products
for the users, and the users need to manage a large number of accounts of websites or applications,
which leads to very high maintenance costs.

Summary of the Invention

[003] In order to overcome the problems in the related art, embodiments of the present
specification provide identity verification and login methods, apparatuses, and computer devices.

[004] According to a first aspect of the embodiments of the present specification, there is
provided a login method, including:

[005] after a login process of a service apparatus is triggered, acquiring, by an interface
module in the service apparatus, verification information of a target primary account, and sending
the verification information to an identity management apparatus;

[006] after receiving the verification information by the identity management apparatus,
performing identity verification on the target primary account by using an identification
information set of a registered primary account, and after the identity verification is passed,
acquiring login information of at least one sub-account associated for the service apparatus in
advance with the target primary account and sending the login information to the interface module;

and



10

15

20

25

[007] after the interface module receives the login information, determining, by the
service apparatus, a target sub-account and logging in to a server side.

[008] Optionally, the verification information includes: an identification of the target
primary account and at least one type of identification information.

[009] Optionally, the identification of the target primary account is associated with an
identity document number of a corresponding user.

[010] Optionally, the at least one type of identification information included in the
verification information is determined based on a security level of the service apparatus.

[011] Optionally, the service apparatus determining the target sub-account includes:

[012] if login information of a plurality of sub-accounts is received, after displaying the
plurality of sub-accounts, acquiring the sub-account selected by the user as the target sub-account.

[013] Optionally, the identification information set of the primary account includes one
or more types of identification information below: network identification information, personal
identification information, or biometric information.

[014] According to a second aspect of the embodiments of the present specification, there
is provided an identity management apparatus, including:

[015] an identity information management module configured to: manage a registered
primary account and at least one sub-account associated for at least one service apparatus with the
registered primary account, wherein the registered primary account corresponds to an identification
information set, and the sub-account is used for the service apparatus to log in to a server side; and

[016] an identity verification module configured to: receive verification information of a
target primary account sent by an interface module of the service apparatus, perform identity
verification on the target primary account by using the identification information set, and after the
identity verification is passed, acquire login information of the at least one sub-account associated
for the service apparatus in advance with the target primary account and send the login information

to the interface module.
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[017] Optionally, the registered primary account is bound to identity document
information of a corresponding user.

[018] Optionally, the sub-account corresponds to an identification information subset for
identity verification, and the identification information subset is determined based on a security
level of the service apparatus.

[019] Optionally, the identification information set includes one or more types of
identification information below: network identification information, personal identification
information, or biometric information.

[020] Optionally, the identity information management module is further configured to:
determine content level parameters of the registered primary account based at least on an age of
the registered primary account, and send the content level parameters to the interface module.

[021] Optionally, the apparatus further includes a security control module configured to:

[022] acquire user behavior data sent by the service apparatus, and perform risk control
based on the user behavior data.

[023] Optionally, the apparatus further includes a security control module configured to:

[024] in a primary account registration stage, perform risk control based on whether
submitted identification information is the same as identification information of other registered
primary accounts.

[025] According to a third aspect of the embodiments of the present specification, there
is provided a service apparatus, including:

[026] an interface module configured to: after a login process of the service apparatus is
triggered, acquire verification information of a target primary account and send the verification
information to an identity management apparatus; and receive login information of at least one
sub-account sent by the identity management apparatus; and

[027] a login module configured to: after the interface module receives the login

information, determine a target sub-account and log in to a server side.
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[028] Optionally, an identification of the target primary account is associated with an
identity document number of a corresponding user.

[029] Optionally, at least one type of identification information included in the
verification information is determined based on a security level of the service apparatus.

[030] Optionally, the interface module is further configured to receive content level
parameters of a primary account corresponding to the target sub-account.

[031] The service apparatus further includes a display module configured to: determine
displayed service contents according to the content level parameters and display the service
contents.

[032] According to a fourth aspect of the embodiments of the present specification, there
is provided an identity verification method, including:

[033] receiving verification information of a target primary account sent by an interface
module of a service apparatus;

[034] performing identity verification on the target primary account by using an
identification information set corresponding to a registered primary account, wherein the registered
primary account is associated with at least one sub-account for at least one service apparatus in
advance, and the sub-account is used for the service apparatus to log in to a server side; and

[035] after the identity verification is passed, acquiring login information of the at least
one sub-account associated for the service apparatus in advance with the target primary account
and sending the login information to the interface module.

[036] According to a fifth aspect of the embodiments of the present specification, there is
provided a login method, including:

[037] after a login process is triggered, acquiring verification information of a target
primary account and sending the verification information to an identity management apparatus;

[038] receiving login information of at least one sub-account sent by the identity

management apparatus; and



10

15

20

25

[039] determining a target sub-account from the at least one sub-account and logging in
to a server side.

[040] According to a sixth aspect of the embodiments of the present specification, there
is provided a computer device including a memory, a processor, and a computer program stored
on the memory and executable on the processor, wherein a following method is implemented when
the processor executes the program:

[041] receiving verification information of a target primary account sent by an interface
module of a service apparatus;

[042] performing identity verification on the target primary account by using an
identification information set corresponding to a registered primary account, wherein the registered
primary account is associated with at least one sub-account for at least one service apparatus in
advance, and the sub-account is used for the service apparatus to log in to a server side; and

[043] after the identity verification is passed, acquiring login information of the at least
one sub-account associated for the service apparatus in advance with the target primary account
and sending the login information to the interface module.

[044] According to a seventh aspect of the embodiments of the present specification, there
is provided a computer device including a memory, a processor, and a computer program stored
on the memory and executable on the processor, wherein a following method is implemented when
the processor executes the program:

[045] after a login process is triggered, acquiring verification information of a target
primary account and sending the verification information to an identity management apparatus;

[046] receiving login information of at least one sub-account sent by the identity
management apparatus; and

[047] determining a target sub-account from the at least one sub-account and logging in

to a server side.
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[048] The technical solution provided by the embodiments of the present specification
may include the following beneficial effects:

[049] In the embodiments of the present specification, the identity management apparatus
is used for unified management of user identities. The apparatus is independent of other service
parties and may not be bound to service apparatuses of the service parties. A user may register a
primary account which is used to log in to the identity management apparatus, and meanwhile, one
or more sub-accounts may be associated based on the primary account, wherein the sub-accounts
correspond to various service parties and are used for the service apparatus to log in to a server
side. Based on the above solution, when the user logs in to the service apparatus, the identity
management apparatus performs identity verification on the user's primary account, and after the
verification is passed, one of the sub-accounts associated for the service apparatus in advance is
used to log in to the server side.

[050] Based on this, the user only needs to remember the primary account and
identification information to log in to a plurality of different service apparatuses, and the user can
associate a plurality of sub-accounts for the service apparatus to meet personalized needs of the
user; and on the other hand, because the sub-accounts used to log in to the service apparatus are all
associated with the primary account, they can be traced back to the primary account on the identity
management apparatus side according to their identities, thereby providing security for the
network.

[051] It should be understood that the above general description and the following
detailed description are only exemplary and explanatory, and do not limit this specification.

Brief Description of the Drawings

[052] The drawings herein are incorporated into the specification and constitute a part of

the present specification, show embodiments consistent with the present specification, and are used

to explain the principles of the present specification together with the specification.
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[053] Fig. 1A is a schematic diagram of an application scenario of an identity management
apparatus and a service apparatus shown according to an example embodiment of the present
specification.

[054] Fig. 1B is a schematic diagram of registration of a primary account by a user shown
according to an example embodiment of the present specification.

[055] Fig. 1C is a schematic diagram of a primary account and a sub-account of a user
shown according to an example embodiment of the present specification.

[056] Fig. 2A is a flowchart of a login method shown according to an example
embodiment of the present specification.

[057] Fig. 2B is a schematic diagram of user registration on an APP shown according to
an example embodiment of the present specification.

[058] Fig. 2C is a schematic diagram of change of identification information by a user
shown according to an example embodiment of the present specification.

[059] Fig. 2D and Fig. 2E are respectively schematic diagrams of correspondence to
different identification information subsets under different scenarios shown according to an
example embodiment of the present specification.

[060] Fig. 2F is a schematic diagram of content rating shown according to an example
embodiment of the present specification.

[061] Fig. 2G is a schematic diagram of identity backtracking shown according to an
example embodiment of the present specification.

[062] Fig. 2H is a schematic diagram of finding of scalper gangs shown according to an
example embodiment of the present specification.

[063] Fig. 3 is a flowchart of a login method shown according to an example embodiment
of the present specification.

[064] Fig. 4 is a flowchart of another login method shown according to an example

embodiment of the present specification.
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[065] Fig. 5 is a hardware structure diagram of a computer device where a service
apparatus/identity management apparatus of the embodiments of the present specification is
located.

Detailed Description

[066] Example embodiments will be described in detail here, examples of which are
shown in the drawings. When the following description refers to the accompanying drawings,
unless otherwise indicated, the same numerals in different drawings represent the same or similar
elements. The implementation modes described in the following example embodiments do not
represent all implementation modes consistent with the present specification. Rather, they are only
examples of apparatuses and methods consistent with some aspects of the present specification as
detailed in the appended claims.

[067] The terms used in the present specification are for describing specific examples

non

only, and are not intended to limit the present specification. The singular forms "a," "said," and
"the" used in the present specification and the appended claims are also intended to include plural
forms, unless other meanings are clearly indicated in the context. It should also be understood that
the term "and/or" as used herein refers to and encompasses any or all possible combinations of one
or more associated listed items.

[068] It should be understood that although the terms first, second, third, etc. may be used
to describe various information in the present specification, the information shall not be limited to
these terms. These terms are only used to distinguish the same type of information from each other.
For example, first information may also be referred to as second information, and similarly, the
second information may also be referred to as the first information, under the condition of not
departing from the scope of the present specification. The word "if" used herein may be interpreted
as "when," or "while," or "in response to a determination," depending on the context.

[069] There are more and more Internet service products, users need to manage a large

number of accounts of websites or applications, and the maintenance cost is huge. As Internet
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products are being frequently developed and due to service quality and users' own reasons, the
users may, at different periods, use different login names, email addresses, and mobile phone
numbers, or set different security information such as security questions. Over time, problems may
occur, such as the users forget early accounts and the like.

[070] Based on this, an embodiment of the present specification provides an identity
verification and login solution. As shown in Fig. 1A which is a schematic diagram of an identity
management system architecture shown according to an example embodiment of the present
specification, an identity management apparatus 10 arranged by an identity management party and
one or more service apparatuses (client sides) interfacing with the identity management apparatus
are included. The service apparatuses are provided by a service party, and may include computer
programs and the like that can be installed on terminal devices such as smartphones or personal
computers.

[071] The identity management apparatus in the embodiment of the present specification
may include a server side deployed on a server (also a service cluster or cloud server) configured
by the identity management party, and may also include a client side installed on a user device.

The client side may cooperate with the server side to complete the identity management solution.

[072] As an example, as shown in Fig. 1A, the identity management apparatus may
include:
[073] identity information management module 101 configured to: manage a registered

primary account and at least one sub-account associated for at least one service apparatus with the
registered primary account, wherein the registered primary account corresponds to an identification
information set, and the sub-account is used for the service apparatus to log in to the server side;
and

[074] identity verification module 102 configured to: receive verification information of
a target primary account sent by an interface module of the service apparatus, perform identity

verification on the target primary account by using the identification information set, and after the
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identity verification is passed, acquire login information of the at least one sub-account associated
for the service apparatus in advance with the target primary account and send the login information
to the interface module.

[075] In the solution of the embodiment of the present specification, the identity
management apparatus is used for unified management of user identities. The apparatus is
independent of other service parties and may not be bound to service apparatuses of the service
parties. The primary account managed by the identity management apparatus can be understood as
a natural person account, and a natural person represents a subject who has obtained civil
qualification in the biological sense. As shown in Fig. 1B, a user can register a primary account of
an individual in an identification device using a valid and legal identity document. After
registration, the user can bind identification information, and optionally, three or more pieces of
identification information can be bound. The identification information may include network
identification information, personal identification information, or biometric information.

[076] The network identification information may include: account names, account
nicknames, passwords, mobile phone numbers, email addresses, password protection questions and
answers, etc.

[077] The personal identification information may include identity document numbers,
passport numbers, or driver license numbers.

[078] The biometric information may include fingerprint information, iris information,
face information, voiceprint information, information related to biological features in the future,
etc.

[079] In the present embodiment, the identification information bound by the user may
constitute the identification information set. In the case where identity verification is required, an
identity management system may perform user identity verification based on one or more pieces

of identification information in the identification information set.
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[080] Optionally, the user can also add other security information such as emergency
contacts and security questions, and other optional information such as interests and hobbies.

[081] It can be seen from the foregoing embodiment that the identity management
apparatus serves as a centralized identity management center, each user (natural person)
corresponds to a set of identification information, and there is only one primary account.
Optionally, each natural person has a unique identity document (personal identity document,
passport or driver license), the primary account may be bound to identity document information of
the corresponding user, and an identification of the primary account may be associated with the
identity document information of the corresponding user. For example, an identity document
number may be used as the identification of the primary account, and other identifiers may also be
added based on the identity document number as the identification of the primary account.

[082] On the basis of the primary account, the user may associate one or more sub-
accounts, and one sub-account may correspond to one or more service apparatuses for the service
apparatuses to log in to the server side. As shown in Fig. 1C which is a schematic diagram of a
relationship between a user and a plurality of sub-accounts shown according to an example
embodiment of the present specification, the sub-accounts may be understood as characters (also
referred to as virtual identities, and the natural person in Fig. 1C can correspond to N identities)
adopted by the user when products from different service parties are used, each sub-account
corresponds to one type of service apparatus, and the user may associate one or more sub-accounts
for one service apparatus. The user may associate the sub-accounts in the identity management
system, or may associate the sub-accounts on the service party side. In the process of associating
the sub-accounts, the user is required to log in to the primary account of the identity management
system, then associate the sub-accounts based on the primary account, and may also set sub-
account information such as avatars, nicknames, etc., and generate sub-account identifications, and

SO Oon.
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[083] Under the condition that the sub-accounts are associated, based on the solution of
the present embodiment, the process that the user logs in to the service apparatus may be
understood as: identity verification is performed on the primary account of the user at the service
side first, and after the identity verification is passed, one of the sub-accounts associated for the
service apparatus in advance by the primary account is used to log in to the server side. A login
method provided by the embodiments of the present specification, as shown in Fig. 2A, includes:

[084] In step 202, a login process of a service apparatus is triggered.

[085] In step 204, verification information of a target primary account is acquired by an
interface module in the service apparatus.

[086] In step 206, the interface module sends the verification information to an identity
management apparatus.

[087] In step 208, the identity management apparatus receives the verification
information, and performs identity verification on the target primary account by using an
identification information set of a registered primary account.

[088] In step 210, after the identity verification is passed, the identity management
apparatus acquires login information of at least one sub-account associated for the service
apparatus in advance with the target primary account.

[089] In step 212, the identity management apparatus sends the login information to the
interface module.

[090] In step 214, after the interface module receives the login information, the service
apparatus determines a target sub-account and logs in to a server side.

[091] As shown in Fig. 2B which is a schematic diagram of an interface for a user to log
in to the server side on a certain service apparatus shown according to an example embodiment of
the present specification, the service apparatus uses an APP installed on a smartphone for

illustration, the user clicks a login option (not shown in Fig. 2B) on the APP, and the login process
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of the service apparatus is triggered. As shown in Fig. 2B, an identity management system needs
to perform identity verification on a primary account of the user first.

[092] As an example, in the present embodiment, the interface module built in the service
apparatus may show a verification information acquisition interface of the target primary account
in an application interface of the service apparatus, and in Fig. 2B, it is specifically an input box
of a primary account identification, as well as an "click here to input password" option and an
"click here to input fingerprint" option. The verification information is used to verify the primary
account of the user who needs to log in currently, and may include an identification of the target
primary account and at least one type of identification information. The user may input the primary
account identification and the identification information through the above verification information
acquisition interface.

[093] The interface module in the service apparatus needs to perform data interaction with
the identity management apparatus. In practical applications, the identity management apparatus
and the service apparatus are produced by different manufacturers, and the two directly perform
data interaction with each other, so the two parties need to disclose an information transmission
protocol to each other to achieve data interaction. However, the disclosure of the information
transmission protocol by both parties may reduce the security. Therefore, the interface module in
the present embodiment may be provided by an identity management party to a service party,
specific functions of the interface module are provided by the identity management party, while
the identity management party does not need to disclose a relatively large number of data
transmission protocols to the service party. After the interface module is provided to the service
party, it can be integrated by the service party as a sub-module of the service apparatus to perform
data interaction with the identity management apparatus, thereby reducing security risks and
reducing the development cost and difficulty of the service party.

[094] As can be seen from the foregoing description, one or more pieces of identification

information in the identification information set of the primary account may be used for identity
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verification. It can be understood that each piece of identification information has a different
importance or security. For example, biometric information is unique, difficult to decipher, and
difficult to steal. The biometric information involves the user's fingerprint, iris, and other personal
biological characteristics, thereby having a relatively high security level. While email addresses,
passwords, etc. can be changed and are not difficult to decipher and steal, and the security level is
lower than that of the biometric information. In the present embodiment, the identification
information used for verification may be flexibly configured as required in actual applications.

[095] In the present embodiment, if the user's identification information is lost or needs
to be changed, or new identification information needs to be added, the user can log in to an
identification system to manage the identification information. As an example, identification
features may be divided into multiple security levels according to factors such as difficulty of
decipherment and stealing. Taking the three security levels of high, medium, and low as an
example, as shown in Fig. 2C, a processing process of changing the identification information may
include the following:

[096] to change low security level features: verification of at least two other features needs
to be passed;

[097] to change medium security level features: verification of at least two other features
needs to be passed, and verification of security questions needs to be passed; and

[098] to change high security level features: verification of at least two other features
needs to be passed, and consent of an emergency contact is obtained at the same time.

[099] In practical applications, Internet services are characterized by variety. Some
Internet services have higher security requirements, such as payment and other related services;
while a login process of some Internet services can slightly lower security requirements. Based on
this, in the embodiments of the present specification, as shown in Fig. 2D and Fig. 2E, a user
(natural person) is associated with a sub-account (identity A), identity A can be used for registration

on an application or a website, and different identification information can be flexibly set according
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to different scenarios, which is referred to as identification information subsets in the present
embodiment. For example, some audio-visual services may use an identification information
subset with a lower security level. As shown in Fig. 2D and Fig. 2E, scenario 1 corresponds to an
identification information subset (identification group 1 is used as an example in the figures, and
included identification information is af_g_1). Some payment services may use an identification
information subset with a higher security level. As shown in Fig. 2D and Fig. 2E, scenario 2
corresponds to an identification information subset (identification group 2 is used as an example
in the figure, and included identification information is af_g_1 and af_b_6). Each identification
information subset is composed of one or more pieces of identification information in the
identification information set. Which identification information subsets are specifically used by
which service apparatuses may be determined by the service parties corresponding to the service
apparatuses, or specified by the user, or specified by the identity management system, and may be
flexibly configured in practical applications, which is not limited in the present embodiment.

[100] Taking the embodiment shown in Fig. 2B as an example, the service apparatus
involves online shopping. In this scenario, the security level required by the service apparatus is
relatively high, and the interface module of the service apparatus may require the user to input the
following identification information: a password, a fingerprint, etc.

[101] Based on this, the interface module may acquire the verification information of the
target primary account input by the user, and send the verification information to the identity
management apparatus for identity verification. The identity management apparatus receives the
verification information of the target primary account sent by the interface module of the service
apparatus, and performs the identity verification on the target primary account by using the
identification information set. If the verification is passed, the identity management apparatus may
acquire login information of at least one sub-account associated for the service apparatus in
advance with the target primary account, and send the login information to the interface module.

Optionally, the user is associated with two sub-accounts with respect to the service apparatus, and
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the service apparatus may display the sub-accounts to the user to select a sub-account that the user
desires to log in to.

[102] If the verification fails, the identity management apparatus may also send a
verification result to the interface module, so that the interface module prohibits a login operation.
Optionally, if multiple consecutive verifications fail in the same scenario within a certain time
window, security measures as below may be taken: prohibiting the user from verifying again in
this scenario within a certain period of time, or requiring a natural person to log in to the
identification system to unlock through other verification methods, and so on. The identity
management system may also configure other risk control strategies, and if it is determined that
the user's verification environment is abnormal, for example, when the user is in a non-resident
location and uses an unusual device, the interface module may further be notified to acquire more
identification information of the user.

[103] In the embodiments of the present specification, the identity management apparatus
manages the identity information of the user. Optionally, the service party side may acquire identity
information such as the age or gender of the logged-in user. As an example, the interface module
is also configured to receive content levels of the primary account corresponding to the target sub-
account. Content level parameters may include personal information such as the age or gender of
the primary account, or may be parameters agreed upon by the identity management party and the
service party. Therefore, the service apparatus also includes a display module configured to
determine displayed service contents according to the content levels and display the service
contents. The service apparatus may filter contents that do not meet its content levels according to
the user's content levels, and the contents include but are not limited to videos, audios, articles, or
pictures. As shown in Fig. 2F, the content level of the user (natural person) is 1v0. After the user
logs in to an application by using identity A, a service content with a content level less than or

equal to 1v0 can be displayed, and a service content with a content level greater than lv0 cannot be
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displayed and is in an invisible state. Optionally, the service party may also recommend contents
that may be of interest to the user based on the user's interests and hobbies.

[104] Based on the identity management apparatus of the embodiments of the present
specification, the security of Internet services can be improved. For example, as shown in Fig. 2G,
since the sub-accounts used to log in to the service apparatus are all associated with the primary
account, the primary account (natural person) on the identity management apparatus side can be
traced back according to the identity, and through a mapping relationship between the primary
account and the identity, malicious behaviors of the user on multiple Internet service sides can also
be conveniently managed. Accordingly, the identity management apparatus of the present
embodiment may further include a security control module configured to: acquire user behavior
data sent by the service apparatus, and perform risk control based on the user behavior data. The
identity management apparatus can analyze user behaviors according to feedback of various
Internet services, and provide a basis for combating network security violations.

[105] Taking online scalpers as an example, as shown in Fig. 2H, an online scalper gang
can collect valid identity documents of a large number of natural persons to register natural person
accounts, and earn benefits through click farming behaviors in various Internet scenarios such as
discounts and rebates. In the solution of the embodiments of the present specification, the service
party may use biometric information to verify the identity of the primary account in scenarios such
as discounts and rebates. Optionally, the identity management apparatus of the present embodiment
may further include a security control module configured to: in a primary account registration
stage, perform risk control based on whether submitted identification information is the same as
identification information of other registered primary accounts. For example, in the registration
stage, if the scalper gang only collects valid identity documents and does not collect biometric
information, then in the registration stage, if the scalper gang uses a large amount of the same
biometric information as the identification information for registration, the identity management

apparatus may receive, based on the identification information of the registered accounts, a large
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amount of identification information that is the same as that of the registered accounts, so risk
control may be performed (for example, it can determine that illegal registration and scalper gangs
have occurred), while in the process of identity verification, the use of biometric information can
also greatly increase the cost of the scalper gangs.

[106] It can be seen from the above embodiments that the identity management apparatus
provided by the embodiments of the present specification serves as a centralized identity
management center which can uniformly manage user identities. The primary account is
established based on the user's personal identity (that is, each user uniquely corresponds to one
primary account), so there will be no loss or abandonment, and the sub-accounts associated with
the primary account will not be unable to continue to be used. A mobile phone number or an email
address is only one piece of the identification information of the user's primary account. The service
apparatus logged in to the service party is not directly associated with the mobile phone number.
The user can freely change the mobile phone number or email address and other identification
information.

[107] Based on the primary account, the user can be associated with a plurality of sub-
accounts on the same service party side. One user can log in to a server of the service party by
using the sub-accounts with different identities, which can meet the personalized needs of the user.
The user can uniformly manage all the sub-accounts of all service apparatuses through the identity
management apparatus. In addition, the present specification can also support the flexible setting
of identification information subsets of different security levels in different service scenarios to
verify the user's identity. In the process of logging in to the service apparatus, the identification
information of the user is decoupled from the service party side, and the identity management
apparatus verifies the user's identity.

[108] As shown in Fig. 3 which is a flowchart of an identity verification method shown
according to an example embodiment of the present specification, the method may be applied to

an identity management apparatus and includes the following steps.
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[109] In step 302, verification information of a target primary account sent by an interface
module of a service apparatus is received.

[110] In step 304, identity verification is performed on the target primary account by using
an identification information set corresponding to a registered primary account. The registered
primary account is associated with at least one sub-account for at least one service apparatus in
advance, and the sub-account is used for the service apparatus to log in to a server side.

[111] In step 306, after the identity verification is passed, login information of the at least
one sub-account associated for the service apparatus in advance with the target primary account is
acquired and sent to the interface module.

[112] As shown in Fig. 4 which is a flowchart of a login method shown according to an
example embodiment of the present specification, the method may be applied to a service apparatus
and includes the following steps.

[113] In step 402, after a login process is triggered, verification information of a target
primary account is acquired and sent to an identity management apparatus.

[114] In step 404, login information of at least one sub-account sent by the identity
management apparatus is received.

[115] In step 406, a target sub-account is determined from the at least one sub-account
and a server side is logged in.

[116] Correspondingly, the embodiments of the present specification further provide a
computer device including a memory, a processor, and a computer program stored on the memory
and executable on the processor, wherein a following method is implemented when the processor
executes the program:

[117] verification information of a target primary account sent by an interface module of
a service apparatus is received;

[118] identity verification is performed on the target primary account by using an

identification information set corresponding to a registered primary account, wherein the registered
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primary account is associated with at least one sub-account for at least one service apparatus in
advance, and the sub-account is used for the service apparatus to log in to a server side; and

[119] after the identity verification is passed, login information of the at least one sub-
account associated for the service apparatus in advance with the target primary account is acquired
and sent to the interface module.

[120] Correspondingly, the embodiments of the present specification further provide a
computer device including a memory, a processor, and a computer program stored on the memory
and executable on the processor, wherein a following method is implemented when the processor
executes the program:

[121] after a login process is triggered, verification information of a target primary
account is acquired and sent to an identity management apparatus;

[122] login information of at least one sub-account sent by the identity management

apparatus is received; and

[123] a target sub-account is determined from the at least one sub-account and a server
side is logged in.
[124] The embodiments of the service apparatus/identity management apparatus in the

present specification may be applied on the computer device, such as a server or a terminal device.
The apparatus embodiment may be implemented by software, or by hardware or a combination of
hardware and software. Taking software implementation as an example, as an apparatus in a logical
sense, it is formed by reading a corresponding computer program instruction in a non-volatile
memory into a memory for running through a processor for file processing in which the apparatus
is located. In terms of hardware, as shown in Fig. 5 which is a hardware structure diagram of a
computer device where the service apparatus/identity management apparatus in the embodiments
of the present specification is located, in addition to processor 510, memory 530, network interface

520, and non-volatile memory 540 shown in Fig. 5, a server or an electronic device where apparatus
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531 in the embodiment is located may usually further include other hardware according to actual
functions of the computer device, which will not be repeated here.

[125] For the apparatus embodiment, since it basically corresponds to the method
embodiment, the description of parts of the method embodiment may be referenced for relevant
parts. The apparatus embodiment described above is only schematic, where the modules described
as separate components may or may not be physically separated, and the components displayed as
modules may or may not be physical modules, that is, may be located in one place, or may be
distributed on a plurality of network modules. Some or all of the modules can be selected according
to actual needs to realize the objectives of the solution of the present specification. Those of
ordinary skill in the art can understand and implement without creative efforts.

[126] The foregoing describes specific embodiments of the present specification. Other
embodiments are within the scope of the appended claims. In some cases, the actions or steps
recited in the claims can be performed in an order different from those in the embodiments and
may still achieve desired results. In addition, the processes depicted in the drawings do not
necessarily require the particular order shown or a sequential order to achieve the desired results.
In certain implementations, multitasking and parallel processing are also possible or may be
advantageous.

[127] Those skilled in the art will easily think of other embodiments of the present
specification after considering the specification and practicing the invention applied for here. The
present specification is intended to cover any variations, uses, or adaptations of the present
specification. These variations, uses, or adaptations follow the general principles of the present
specification and include common general knowledge or conventional technical means in the
technical field not applied for in the present specification. The specification and embodiments are
to be considered exemplary only, and the true scope and spirit of the present specification are

pointed out by the following claims.
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[128] It should be understood that the present specification is not limited to the precise
structure that has been described above and shown in the drawings, and that various modifications
and changes can be made without departing from the scope thereof. The scope of the present
specification is limited only by the appended claims.

[129] The forgoing is merely preferred embodiments of the present specification and is
not used to limit the present specification. Any modification, equivalent replacement,
improvement, etc. made within the spirit and principle of the present specification should be

included in the scope of protection of the present specification.
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CLAIMS

1. A login method performed by a service apparatus and an identity management apparatus,
the service apparatus being a client side provided by a service party and including a computer
program installed on a terminal device and the identity management apparatus comprising a first
server side deployed on a server configured by an identity management party,

wherein the identity management apparatus is configured to manage a registered primary
account and at least one sub-account associated for at least the service apparatus with the registered
primary account, wherein the registered primary account is bound to identity document information
of a corresponding user, an identification of the registered primary account is associated with the
identity document information of the corresponding user, and the registered primary account
comprises an identification information set comprising a plurality of pieces of identification
information bound to the registered primary account, the method comprising:

after a login process of the service apparatus to log in to a second server side of an Internet
service is triggered, acquiring, by an interface module in the service apparatus, verification
information of a target primary account, and sending the verification information to an identity
management apparatus, wherein the verification information comprises an identification of the
target primary account and at least one piece of identification information, and the at least one
piece of identification information comprised in the verification information is determined based
on a security level required by the service apparatus for the login process;

after receiving the verification information by the identity management apparatus,
performing, by the identity management apparatus, identity verification on the target primary
account by using the identification information set of the registered primary account;

after the identity verification is passed, acquiring login information of the at least one sub-
account associated for the service apparatus in advance with the target primary account and sending

the login information to the interface module; and
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after the interface module receives the login information, determining, by the service
apparatus, a target sub-account among the at least one sub-account and logging in to the second

server side using the corresponding acquired login information of the target sub-account.

2. The method according to claim 1, wherein the identification of the target primary account
is associated with an identity document number of a corresponding user.

3. The method according to claim 1, wherein determining, the service apparatus, the target
sub-account among the at least one sub-account comprises:

if login information of a plurality of sub-accounts is received, after displaying the plurality of
sub-accounts, acquiring the sub-account selected by a user as the target sub-account.

4. The method according to claim 1, wherein the identification information set of the
registered primary account includes one or more pieces of identification information being:
network identification information, personal identification information, or biometric information.

5. The method according to claim 1, wherein the identification information set of the
registered primary account comprises a first identification information subset with a low security
level and a second identification information subset with a high security level, wherein each of the
first identification information subset and the second identification information subset is composed
of one or more associated pieces of identification information in the identification information set,

wherein acquiring, by the interface module in the service apparatus, the verification
information of the target primary account comprises:

when the service apparatus determines that the Internet service requires a low
security level, requiring, by the interface module of the service apparatus, input of
identification information associated with the target primary account belonging to the first
identification information subset, and

when the service apparatus determines that the Internet service requires a high

security level, requiring, by the interface module of the service apparatus, input of

24



10

15

20

25

identification information associated with the target primary account belonging to the
second identification information subset.

6. The method according to any of the preceding claims, wherein the Internet service is an
application or a website.

7. A server providing an identity management apparatus deployed thereon, the identity
management apparatus configured to interface with a service apparatus, the service apparatus being
a client side provided by a service party and including a computer program installed on a terminal
device, the identity management apparatus comprising:

an identity information management module configured to: manage a registered primary
account and at least one sub-account associated for at least the service apparatus with the registered
primary account, wherein the registered primary account is bound to identity document information
of a corresponding user, an identification of the registered primary account is associated with the
identity document information of the corresponding user, the registered primary account comprises
an identification information set comprising a plurality of pieces of identification information
bound to the registered primary account and the at least sub-account is to be used by the service
apparatus for a login process to log in to a server side of an Internet service; and

an identity verification module configured to: receive verification information of a target
primary account sent by an interface module of the service apparatus, perform identity verification
on the target primary account by using the identification information set, acquire, after the identity
verification is passed, login information of the at least one sub-account associated for the service
apparatus in advance with the target primary account and send the login information to the interface
module,

wherein the verification information of the target primary account sent by the interface
module of the service apparatus comprises an identification of the target primary account and at

least one piece of identification information, and the at least one piece of identification information
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comprised in the verification information is determined based on a security level required by the
service apparatus for the login process.

8. The server according to claim 7, wherein the identification information set of the registered
primary account comprises a first identification information subset with a low security level and a
second identification information subset with a high security level, wherein each of the first
identification information subset and the second identification information subset is composed of
one or more associated pieces of identification information in the identification information set,

wherein the at least one piece of identification information comprised in the verification
information of the target primary account comprises identification information associated with the
target primary account belonging to the first identification information subset when the Internet
service requires a low security level or identification information associated with the target primary
account belonging to the second identification information subset when the Internet service
requires a high security level.

9. The server according to claim 7, wherein the identification information set comprises one
or more pieces of identification information being: network identification information, personal
identification information, or biometric information.

10. The server according to claim 7, wherein the identity information management module is
further configured to: determine content level parameters of the registered primary account based
at least on an age of the registered primary account and send the content level parameters to the
interface module.

11. The server according to claim 7, wherein the identity management apparatus further
comprises a security control module configured to:

acquire user behavior data sent by the service apparatus, and perform risk control based on
the user behavior data.

12. The server according to claim 7, wherein the identity management apparatus further

comprises a security control module configured to:
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in a primary account registration stage, perform risk control based on whether submitted
identification information matches identification information of other registered primary accounts.

13. A computer-readable storage medium comprising instructions of an identity management
apparatus stored thereon which, when executed by a processor of a server, cause the processor to
carry out an identity verification method, wherein the identity management apparatus is deployed
on the server and configured to interface with a service apparatus and the service apparatus is a
client side provided by a service party and including a computer program installed on a terminal
device,

wherein the identity management apparatus is configured to manage a registered primary
account and at least one sub-account associated for at least the service apparatus with the registered
primary account, wherein the registered primary account is bound to identity document information
of a corresponding user, an identification of the registered primary account is associated with the
identity document information of the corresponding user, the registered primary account comprises
an identification information set comprising a plurality of pieces of identification information
bound to the registered primary account and the identity verification method comprises:

after a login process of the service apparatus to log in to a server side of an Internet service is
triggered, receiving verification information of a target primary account sent by an interface
module of the service apparatus, wherein the verification information comprises an identification
of the target primary account and at least one piece of identification information, and the at least
one piece of identification information comprised in the verification information is determined
based on a security level required by the service apparatus for the login process;

performing identity verification on the target primary account by using the identification
information set corresponding to the registered primary account; and

after the identity verification is passed, acquiring login information of the at least one sub-

account and sending the login information to the interface module of the service apparatus, wherein
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the at least sub-account comprises a sub-account to be used by the service apparatus to log in to
the server side of the Internet service.

14. A computer-readable storage medium storing instructions of a service apparatus thereon
which, when executed by a processor of a terminal device, cause the processor to perform a login
method, the service apparatus being provided by a service party and installed on the terminal
device, the service apparatus configured to interface with an identity management apparatus, the
identity management apparatus comprising a first server side deployed on a server configured by
an identity management party,

wherein the identity management apparatus is configured to manage a registered primary
account and at least one sub-account associated for at least the service apparatus with the registered
primary account, wherein the registered primary account is bound to identity document information
of a corresponding user, an identification of the registered primary account is associated with the
identity document information of the corresponding user, the registered primary account comprises
an identification information set comprising a plurality of pieces of identification information
bound to the registered primary account and the login method comprises:

after a login process to log in to a second server side of an Internet service is triggered,
acquiring verification information of a target primary account and sending the verification
information to the identity management apparatus for identity verification, wherein the verification
information comprises an identification of the target primary account and at least one piece of
identification information, and the at least one piece of identification information comprised in the
verification information is determined based on a security level required by the service apparatus
for the login process;

after the identity verification is passed, receiving login information of the at least one sub-
account sent by the identity management apparatus; and

determining a target sub-account from the at least one sub-account and logging in to the

second server side using the corresponding acquired login information of the target sub-account.
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