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WD 2007/ 120921PCT/ US2007/ 009489 Fi xed Mobi |l e Roam ng
Service Solution Related application This patent
application claims priority under 35 U.S.C. 119(e)
ch {29 pending U.S. 5 provisional parent
| catlon serial number 60/792, 165, filed PRI 2007 £09489

2006 and t| tled "FI XED MOBI LE ROAM NG SERVI CE
FRAMEWORK, " whi ch is hereby incorporated by

reference. Field of .t I nyent, The present

i nvent i-on rArgdddopileBameng ?‘i’é Uuges ot her

services. Mre specifically, the present invention
Relateﬂgpm 0 roaming or other services provided by
This patt%nkg a?pq]cgggr{ a&g{ssprﬁﬁgy/ i ];‘ e H §918@P6EHE Eé—pEdeﬁéwV

provisignal patent applica gﬁtserg%l ber l’7§5) %r& 1942 06 and titled
“FTKER MOBILE BOANINGS PERVIGEERAMAY OHE e zf%? S REPeByied by
referenghe | nvention The bul k of revenue earned by nobile
communi cations is generated by voice traffic. Alarge
Field of arh%e%oﬁhat revenue i s generated by roam ng
—tﬁ"a'rgvr—mh ch are incurred when a nobile phone
The prasemirintention sdges lognoldleielerhanss ol ether serviessy fpepifigally, the
presentdfiebniits el teceaoammingi dr fodree nerviced mrovided hp briobile oparigramd/or
fixed 1idé BpdoRSE Qllow lRheerdsisNg ueddial edde Bsirlem or boftphone client at
PC w1t@§£1§é ﬁfobﬁ@Ph&feﬁmﬁﬂﬁr FitveiceAmb/dataGiapn@e. Carrier fees,

which are ultimately passed on to the consunmer. To
reduce these fees, nobile phone users take a variety
demmmas using their nobile phones outside
The bulid ' EvenGd BEHVRSKmBAMAI RS FneRuddasiSvdild BAROT A large
share o El%gg E% emtec?trisjf rogxgmg &Yar d\yllugh &é]h]tcﬁre‘c‘l%l%% a mobile

ohone 50 s A S 5 A L B S ag&f“ [Merogaetweck.

MObﬂ?ameﬁ’@cﬂWé“ﬁ?sé%%“’ fPﬁ’é’é%‘ihaWE&c‘ik‘%h & ‘cé e %*‘6‘ fs'and Inter
Exchange Qarrinstitdsewhich efrsimetelnprssrd e dRRAWEL D nf i gur ed

for Fixed Mobile Convergence (FMC). Such devices are
To redwilltiest feca a6tk fhohb ubdrx ede hohdglyof sepe swabrdsgisinggheigmobile
phoncswutsﬁieqaén | QeRdre@h@WORCEMNREAES afe WA fteRBECHMpink Supliber
Identit MISHRY Wheif £y & Ese RRPYRIH SenSe Rt egiited by

mobile ger&ors ﬁ%&ﬁm Xﬁcflss%r@{rg 1&%&1\1@%‘9@&’.“ capabl e

€SS roam ng rom one network into anot her for

. both voice and SS Servi S . Tessagi n
These drawp3rks grgralse fp 1éqt 'r%qu‘\]& t&l@ aqg: B ?%ureg for
Fixed Mgl@lké;@m@gep@pg(ﬂ\ﬁgl horrahAexises &g ablgltq) PYRES mgéed telephone
networkie ubiog svieedess loegl aremmntworles aphenobilErhensagheerks, using
cellulalBetedrks, susieasGaSMeorsChMAr These devinssaant avtc bolwewamadgbeble of -
seamledsGBihiY fidin BXCHGRGHNTILY Sidtieer dnthoBMbice arbgert Merdagt Bervice
(SMS) %ésé%gﬁfgatf%ﬁﬁmﬁwré QherB GROR GG g calbla & dtihtibdilig, authorizing,

and bllllh%ﬁgéel 2 ﬁﬁgtpﬁm V&BL b&i‘sm%ésgfg% 2BRLALL Gl are
mm]la}:@ dpgfo ae;lj&ﬁ% 1;,1ena]6 eon é-pa_nar an(P ansﬁqglqlglscgtaﬁ§l §M§ ﬂxegsﬁéésomobﬂe
operatoy. iy &% Yoi ce and SMS 40 conmuni cati ons W|th t he
sane MSI SDN i n GSM usi ng SI P-based technol ogy. The
dual - npde nobil e station contains the interfaces of
Sumn R (or WMax, or any |P Mbbile Station).

The prekbitSnyandibh pravidesd plafarin and sobatioalts enable disbchade mobile station
(also cAliYPmbaAe ghehet br rREBilERLdse " Sibattedir/ iAKW whd\WNES )
commuARAS A WRR R same MSISDN in GSM using SIP-based technology. The dnal-
mode mobile station contains the interfaces of GSM and WiFi (or WiMax, or any IP Mobile
Station). This platform and solution can also be used for CDMA-based dual-mode mobilc

station (COMA and WiFi} environments.
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Enbodi ments of the invention contain a platformthat
includes an I P-VLR, a SIP Server, a AAA server, a
Billing Server, a Reporting Server, a CDR nediation
and Financial Settlenent Server, a Trunk Gateway, a
Signaling Gateway, as well as the SI:N -based SIP
User Agent ([|A). Enbodinents can be inplenmented as a
3rd party service offering, or as added 5
infrastructure to a nobile operator, fixed line
Embdaﬁﬁérﬂé Sth®fnvbikin cdonMis & platforivethaninéiu@sen 38-6FLR, MBIR)Server, a
Qr § !B'ilﬁh% Qéﬂglc b ot Sﬁfvﬁﬁ QUDR Ai@iatibrDind Binazidl Sditlement

18 |cfaté$$a WSESTR-Yhsel IS Oser Agent
Se’w él nc es rag i &g%éﬁs tdr%adszd ger

|
(A fabaens rc 9’%
infraspEeieg ok mQdile BP‘F%%%M egg%tﬂa é??‘g ifp o‘ﬁ" work Operator

(MVNf@ssages in a second protocol, and transmtting the
second regi stration nmessages to register the device

to use the Vi siti n et wo H?ﬁ‘&fif’?m%%?e gtgse R Mevict Bfuse a

n es S &
AR AR L L ey g
a first pestecy ucarrespdnding segonqapsﬁw ra%pgﬁ% ’é‘r?sﬁ‘??‘i“tdi mamf?%eaﬂd

transniiQing elseoch g sisaspanmessages sepgistar thetdesics 19 we i Weiges|
netwoll® 1hiRe BRBbAiGHE heRethbd akse irehidgs trarshtilS refporse messages in the

secon@éﬁ&&gpéo do:?reé%%ﬁin%‘}eépﬁhid Bbdstds B 1Bk 86 brofdBloPhndtahstniveing the

correspan o af:m‘l’t‘fcﬁledo RSmEsRIRIRE. Pﬁ:lﬂﬁ'&)ly the
Cﬁ% ;é gg% tbacqg%}q_ esr@,g[g%w{hc s!:&: 8 gﬁ) &@ wu‘eless

first p{oﬂgz ey ng T
protocgh spehasdyfobiln Appiigaron bt F'e Station Identity (I I\/R)
and transn1tt|ng the MASI in the: flrst reglstratlon
- 20 nessages. Transl at.i t he flrs
In onermgfg%@ the getes aecpgdeed E{ﬁé a"%a“ o
rerngsimnrioinbide Statiom Identity (RESDpp Pae%wm 3 g S pegistration

messa&g IarstatiERheViinR) registradenemessesgiineg e 53@%‘ TRE PRSP JResEpaes Is
peﬂbmmeﬁhuﬂe&xamﬁMBﬁbuﬂahmngIKhmhamﬂﬁQﬁ@EdEﬁVb@Qthrough a

Home Public Land Mobile Network (H'LMN) Hone

" Location Register (BLR) using the 25 second protocol.
In oneAnibbdiniene,ahé methmddidogoctdesmuihondgating themahile devige through a
Home Pabii¢ BarfiEMibbBe Meswerk CHEDYEN) HebabeoatiohBegieMULHDRsmgdhe
second ﬁk%m'c& \Aiﬁheﬂﬂ%aﬁm hitElocAToaGAofR afon fohhe pibilk devdevaree

| cxchaﬂvsar,ﬁ m&%@ﬂ’éﬁﬁﬂt M%&dﬂ% gf@ﬂﬂ&fﬁﬁ& the mobile
- dev tip 2 %uthléﬁ f# seqieh& Wit 19% sero&tGind% third
g:otlz: I%%Feél ,&-'j% etjgp% %Q]gf, 8 Altemamvely

30

35

40

the m raas@mﬁgd%sﬁeww. mﬁgaa%ﬁw 4 0 IS f%odﬁ"ﬁw

device. 30 In one enbodinment, the nethod al so

i ncl udes sending a, Short S
In one erGoMigisPh dnaieiiog 450 HESSERATE AL YECRES S ve e fom
the mobiib deNieriota destinatonfe¥ieént i nvention, a method of
establlshlng a call between a first 35 nobile device

an eco devi ce, includes rea fi
I anotfggspp Seprgp pieutiboeprBE b fﬂ& Selfeme fin
mobilelegict ahd mmdldevicgwuqqg mpding ftrqrg\ fhel fiptppile e vicepypobile
subsanéﬂ‘ﬂbf&lgratm Ber&icen Diigieal Networb(ISIB I rvmperyirabelptigvBRIFEN number
into & HEHIREEA JAGohRind: HRhIRMVSRINP cormiathgib higativey associated with the
destmaqgé fiopat! 5116!"}9:@1'1& Fhe NISRET; WSd Atgedshp MEEDbnd@SFice using the
gatcwa);_z,r E)Fer 2 Q‘lo&%%‘?s\f hdcEsstd uiids Eﬁ’earﬂ%%&ﬁng toa I%ateway

e oo o e e

Part, oif¢-§8bcol , such as Si gnal S\Mtchl ng 7, |SDN User Part,
Tel ephone User Part, or Q 931.
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Preferably, the first nobile device conprises a SIP

USer Agent I n one enbodi nent, the nethod al so

i ncludes transmtting domai n i nformtion

corresponding to the first nobile device fromthe SP

User Agent to a SIP Sefver, and transmtting SIP 5

messages indicating the domain to an )P-VLR The

nmet-hod al so includes transmtting the domain

information to an HER and receiving fromthe BLR an
PrefelaBiye fHAFikiGReHileMeRick @obpiiics S IP Weat Agept. (1 EVI S )

corresponding to the nobile device. In a second

aspect of the present invention, a managed network
In on# &%&tﬁﬁ%mattﬁliﬁbtﬂé@ﬂé@ﬁﬁﬁded wankfitaamntiomdin infommties choesponding
to the Rk RSN daGy f@ fike %m&g@ge%efovamseﬂéﬁ)m&mmmng SIP

S go o & e é REhBE s fncﬁfd@sg{m@ing the
messag iy &1 . ﬂ{m RonllShobile Saton
otocol an o exchange

domajpgpfqraaties foas
kbmﬁxﬂkﬁngW@ﬁﬁgmﬂaﬁg%F%%PiglﬁﬂFroI messages with a

transn1SS|on conponent using a second protocol. The

| l u T
o2 TRy S A el
contrirouwtion/ieistrding 8 Shot MessrecRe ) JEssRiRfrom a mobile

device Oupren ttechubliepSigRsmed trexghangp P%ih??é‘&q wessagm it be
mobilB@bVIBE Bsihi 8 fikdt bdtoedilahd somichaige versspgetingsegoncheall control
messDES R 2 GARLHRL ARESPERt usihe a bi2okdll Protcwok: OTie!tei itcdudes 2 SIP
server ﬁ‘:t‘;hé‘ fo?&oﬁf‘s%ﬁ’t Q’Eeféxglblly%e 08 ink[uaey B REndt Brotocol Visitor
Locab[caai{?%teé o Dug ncfl Portﬂ% &r&e@ I’anci gﬁﬁﬁﬁéﬁo BN B between

viw) Hely , PGV BTs bsupled
the firgt qadlcoRtRlmEBARS R R e f"sﬁ? is Sopled fo 2
Homwmqan@anaﬁﬁlmémm géﬁﬂ%’fi o EPRRgt 5 &%trsq%ggmn for the

mobilpdetiocl thaflR.-he JP-VLR is progr armed to exchange .-
corresponding third call control nessages with the
BLR. In one enbodi nent, ‘the hub |ncludes
In onqyatiewdyentoths|STR Gervee isgrpergmmpd to exshanga it S%%“‘&?BFPEWS“%“
with dnaitheMitition shivbnosikg (BREMNd@avteer pnd/Bis P/ IR jst
exchahf i Rfespladita thirdltall senws] dngseaowith thestIaR gl obal
net wor ki ng protocol, such as Mbile Application Part
(MAP) protocol . The second call control nessages
In onRfBRERONRtHe Gub paldtdesg tamkgmteway goufling e FBISierer to a Home
Pubh&@éﬂdclﬁoﬁiﬁb Rervidir BERVD ThtewdyMdbbil-cEwitahing Centerd®MIC). The

secon :%%1 & A Bbﬂ WPk fx3irbBBolS ficH @5 Mobile Application Part (MAF)
ment’ e hub al'so includes a proxy

Pﬂmx? hentication server that is progranmed to authorize
the nobi-l e device to perform predeternined tasks and

conr?:r% n%?é VdsE6nd @ updBting £18Sation BE thelibbile device on
€‘§a61‘F : ﬂvﬁl? %@ﬁiﬁﬁ%ﬂ%%ﬁ&%éﬁw%&al |

€ authentication server
and the IP2VLR i's progranned t o exchange

SERSERRIi  50 l doeset i
C
o

authowcrté? mobye devire F%P éa&: ro bs with
servicgyt et P sarvenis H?W?PdL'E &xehen & ﬁ% ﬁ

the autfehtichtipn sboeOM the IRV LIRS TRRABEIF tp HEETEASpespopdapg hird call

control iessagks With SiegHER| ushigaithird PBPSBN of a nobi | e devi ce.
Alternatlvely the first call control nessages

conprise a domai n nane corresponding to the MSLS
In onelembadihérer the insdiromnol i SIR, like peerdpptorehieRETOR, Alghenucanon

Dial-TH el BoSkrof-c PR ADTUISHGnShivs thitlipsstag isJdAR. Facferably, the first call
control messages include a MSISDN of 2 mobile device. Alternatively, the first call control

messages comprise a domain name corresponding to the MSISDN.
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(SM5) services between a d obal System for Mbile
Communi cati ons/ Mobi |l e Application Part (GSM NAP)
domai n and Session Initiation Protocol/Internet
Protocol (SIP/IP) domain includes providing a SIP
interface for SM5 conmunication with a SIP User Agent
in 1P 5 node; reading a Home SM5 Center (SMSC) gl obal
title address by the Sri' User Agent; providing a MAP
interface for conmmunicating with the SVBC of a
In aﬂFtlhbTI qogbodimrant aihe pesaue mpetion HREWRY oleRdng Saeqt
URS 5Ll B&l}veé:ma 16808 iid:A ARV MipiniGiibatioR MBItk iAYplication
@sgﬁngﬁﬁﬁfcﬁltﬁgtobédﬂﬁ@&eﬁ’ﬁté&ﬁm : main
(&

ne .
sspge Service

Part
ih 118
1ncluﬁ%9§)§%\6@ng 8 n%or % (gomg{ %\?Eﬁjdn ’\E\%}E
mods; é?ﬂ'@ﬁ@éi‘?mﬁ %M;So??f@%f GeT Agent’
PIOWMW|IMmfﬁQW%“$P@%W t)?@@ %‘Pf atﬁe%me Prblic Land

MobMﬁmoﬁsdHﬂlM}; ubetl. to Strere arsutisodbeg I tradidenad ESMyagipions
convéifih @SV Vigkaiet generaet] byt STR&sef AgdCito aMAP MO-FSM:
messhIE foBwarli}G thd A48 RAUESHEmesagORth(SIMST; aRtbdavaria theMAP
I'CSpO%fGSTH Sc%yleg %Bchhg iy géégﬁn fnesd¥RY 'tﬂe?eb‘}@f{ﬂoﬁﬁm Tesmrat e d gent of

€8 5 1%11%8 cter set and
e of g%pgaandtq %ﬁrﬁ The s&%&%&frm t

3 ?
it oincsin Tap Ay gﬁe c SLETBIHE 5B e

% V’cm—:."

Agent, racgarishiieigs te addsis 1S ﬁIPe‘-Ferafarm Fg! famswhewe@@frwsagﬁ is

exchapp&l jatthoSIP thessagrot Alternaivelydiheaddressfis trhwsnpited o SIP Server
dunn%ﬁ‘mﬂmlﬂsmap&ﬂaﬁ& of providing SMS interworking
et ween-a GSM MAP donmain and a SrP/ I P donain includes
providing a SIP interface for SM5 20 conmuni cati on
In anotet BmBodBhbht U & ppgemtinventibl; amdind qipewidian§Ma iobydriing
beMe&@iJGSWAQ*HoBﬁEﬂ m{dMﬂs?IP/IP db@aihdsdudes provhapn$Pdntedace for SMS

u.nlc I(? | naI g;@rs% o0 i hskic; %ﬁ!ﬁ@lﬂ@ﬂﬂ%ﬁ@%ﬁ’gﬂ%ﬁﬁﬁg&gmc

COIIII)
(MAP 0 1 aﬁ% VA AR ]
ofa trp@tp P%%ngyrg)rm%w g é)o %of[a 3 g'\él i% AN SRI-For-SM
and METESM@Bﬂ%@Qomﬂdm&) al\g%? PESHEn Sﬁ% OB HSTLR e AP
responsefimtp mcbirespSh@ing/KIB fresponsedd mfﬂmaﬂ'a Bt of g sty SpHEERPing
betweGDMSM dipatiet and oo ahASCH aAGUIF-&ind UTF-8. | n anot her
enbodi ment of the present invention, a nmethod of
pr ovi | ng SMs. | nterwor.ki n et vve G%M ﬁ%f{ﬁéeﬁmmg
In anoffyeh i gﬁ*@@@%ﬁﬁﬁ%@fﬂﬁﬂ Qﬁ Do
betwegtht ESMYMATR demawravd s %15{ 1% we sé‘ Vit aMAP interface for
comm ith Bn BTN a&6H 4 smsad}mnwmdaal PSElietwod; pro30ling a

SIP in%écéﬂﬁ'% %E&nf} hicaYbh GRRTRETP CALE Akt 1P Bod);, Roblé@ting a MAP

MT-F. w&é tflo;i; w e Y NMIIRS BRAGAP User
AgentgaBveling 2 @%oem Iﬁ%f g nt‘?%to a%&?&%ﬁ&%ﬁﬁc}mmcmr

responsg fo it the SMSE of 8 resulty
set and oricorf ASGE a8BBT68- a result; and mappl ng char acters
bet ween a GSM char act er set and one of ASCII and

F- 5 I n.anot her. .enbho f ber f
In anotyTﬁr\Félﬁ}odgﬂent gf tﬁg Pﬁeseamt i Verpl)trl 51V| trtllbo(?i ao &;{)bglrﬁﬁﬁ ing nun:é) rer ora
voice @ulluoadeabmbie traohile ambmgﬁmélm bt Eengdeatﬂcwg. WW@MAP
interfab@for CofBd@icatibg lwidem PLR\ ditnditanlMFSMmeordrhcpoviding a SIP
interfaCOfNBinsRinicARonivih ARIEHER: Apeat inmAdiddepralidissM SS7 interface for
comm&ﬁ&ﬁﬁﬁ%fipﬁ @Wf[gbrfgr Foish Eall fehfy hRGatADA eaPOraH Reamhing Number

for a rcg ef- 1] X glﬁlt_TmR%&oﬁf {HD §r Q{&Vﬂsﬂw aaméa%Yng table;

8P and
convertigg f veise gl S%ﬂlmeg??%ﬂ% 5 :
Port informapiopRK(he STEALA U 3P ”@%ﬁ@& e
the addvBRNANIMSTMSR N grapaiizdable and an TYHGMS &%apelaqat are “Sed
setup nessage into a SIP I NV TE message; determ ning
the IF and Port informationgof- the SIP UA that is
using the MsI SDN;, and forwarding the SIP INVITE to

the address An | MBI - MSRN mappi ng table and an
| MSI - MBI SDN mappi ng table are used

é

‘?48
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WO 2007/ 120921PCT/ US2007/ 009489 to convert the MSRN

in a SS7 setup nessage into the MSISDN in a SIP

I'NVI TE request URI. The call set up nmessage is one of
and Q 931 Setup. Brief Description

wﬂ%’%@gls Figure 1 is the service roam ng %Tjﬁﬁgomogwg

architecture with the fixed-nobile roamng platform

in accordance with the present invention. Figure 2

S (J.ed si.gnaling call-flo ut h ' j

to conyery e AT AN 56 Si7 R el %“ﬁé%?ﬁﬁ%a?‘% BEPrF aves

URT. Fhgicaly set up megjarg s one;of ISR IAMLHAR P 88 i nvent i on,
in which STh4 is 10 used at a GSMtechnol ogy- based

. cellular network, Figure 3 is a detailed signaling

Brief tication an, for AAA-based

FigureQUig thd @G cd fiding achigstelryith the fi¥dMashile foamagosladant én

accord¥hdd Wwith W& 8N invédibaNt i ON, i n which AAA can be -~
depl oyed at either a GSM or CDMVA-based cel |l ul ar
network. 15 Figure 4A is a detailed voice call

FigureGaik la-del 280 Qgh i adalingov bpiﬁtﬁer@g%ﬂ&%kﬂr%ﬁ@h@&ﬁ SIM—based_
il frlb S el
used agia:gig g‘ﬁ’g&"]\ﬂﬂ as(eﬁge_"]lpl}? %rs‘geﬁf/ Fhvention. 20 Figure 4B

is a detailed voice call calT-flow originated from

t.he dual.,- npde .omobi stati in. WEFi . WL
Figurce‘:{}ﬂ? a ﬁ%}le{{g@na} e 8{' ia_gﬁﬂ]en%cgho ,Ir%ﬂyqua)f%AAA-l.)ascd_
Pl i A 8 A et i e
AAA qag bg dgploxpq alpithsr 2 SPMPrSIPMAabased eHRIB IR for an

SMS nmessage originating froma 25 dual - node nobil e

- station in an IP npde to a . termnatin M Mobi | e
Figuredypisiagi¢taiied vaice sad sHEEOR qwa%g%&%%ﬁﬁmgﬁ? Pgion (handset)

- to a texghipatinggnalHmoge prabile stakion psgiatersd LI AnvirpRBeH BT roiiMgax), in -

accord@8M With thegreseghinsgntidBLMN s SMSC. Figure 5B is a

detailed call-flow of another option for an SMS

nmessage originating froma 30 dual -node nobile
FiguregiBaits iaclistailed anick Balhodkflpw cuigineisd frem ithedualmone miobde station (in
WiFi SN aNenvionaecoGEMMobile Photdem BTN Bixed Phowen in agprdance with
the prodBitGhverfiohP- VLR uses MI-FSM to submit nessages from a

GSM MS wi t hout goi ng through an 13PLMN s SNMSC.

Figure 6 is a detailed call-flow for a SM5 nessage
FigureGlA igianitdileg chil-@lomecfGhl ot dpeioft fiiriaf SMOmBSage originating from a
dual-nidd8 ndbRE 8tMBRIA fn B RbHOR 4 lRrAfkatify GBNEMobile 8€:66%H,dABE@Tdance

- with th¥prdkeh¥ e vaRACHH wﬁii@P( SR YR FHed MAG-FEM B QAR AbdsEls froma

A Kgseall originating froma
GrSMl\gua 9%%3({3\,3%0 I'Te ‘sgtatlg'n in |F node to a termnating

regul ar PSTN Phone or regular Mbile Station with the
Figure %F';s %9&91%8' 1_%“9&%8591@9&&0\9{' thbard @ﬁs%@ﬁ%&toﬁ ginating from a
dual-modY $10b418 Staticn in an TP mode to 2 terminating GSM Mobile Station, in accordance
with the present invention, in which an IP-VLR uses MT-FSM to submit messages from a
GSM MS without going through an HPLMN's SMSC,

Figure 6 is a detailed call-flow for 2 SMS message originating from a GSM Mobile Station to

35

40

a dual-mode mobile station in an IP mode, in accordance with the present invention.

Figure 7 is a detailed cali-flow for a voice call originating from a dual-mode mobile station in
IP mode to a terminating regular PSTN Phone or regular Mobile Station with the C
protocol, in accordance with the present invention. :

_5-
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Figure 8 is a detailed call-flow for a voice call

froma dual -node nobile station to a dual - node nobile

station (both are in Il'" node) with the CAP protocol,
wbepasghfance with the present invention. 5 geqSitssffoosase

Acronynms The following |ists the acronyns used

t hroughout this Specification. AAAAut henti cati on,

Aut hori zation, Accounting CAPCAVEL Application Part

. gDI\/A d | Vi Si Mul t.i pl C 1 Sél)Rﬁﬁ i
Figure = Bor ég%gﬁ T -1% m hé@| Ab'a dual-
mode atH %\%ﬁ%‘&k&[ A \ &%;B @@gﬁ%‘ge g]bﬁnlor éﬁ SW th the

preseny iRKIYRE- Locat i on Regi ster 15 |AMnitial Address

Message EVI Sl nternati onal

. | SDNI nt egrated Services D gital
List of hcronvpgy ¢
The foll6\eink isd 1BOadYBiBDIdea BRI EH OSpelichtidl> FSMVbbi | e

Mobi | e Subscri ber

I MBI | nt ernati onal ©Mobil e Subscri ber

Ori gl nat ed- Forward Short Message. (MAP Message)
AAA NBCVD MBS RAERM (AR AceSiiink

CAP CAMEL Application Part

CDMA Code Division Multiple Access

CDR Call Detail Record

GMSC Gateway MSC

GSM Global System for Mobile Communications
HPTL.MN Home Pubiic Land Mobile Nertwork

HIR Home Location Register

IAM Initial Address Message

IMSE International Mobile Subscriber Identity

ISDN Integrated Services Digital Network

ISUP ISDN User Part

IMSI International Mobile Subscriber Identity

MAP Mobile Application Part

MO-FSM Mobile Originated-Forward Short Message (MAP Message)
MSC Mobile Switching Center

MS Mobile Station

'MSISDN Mobile Station Integrated Services Digital Network
MSRN Mobile Station Roaming Number

MT-FSM Mobile Terminated-Forward Sho-rt Message (IMATP Message)
MVNO Mobile Virtual Network Operator

PC Personal Computer

PRN Provide Roaming Number (MAP Message)

PSTN Public Switched Telephone Network

RADIUS Remote Authentication Dial-In User Service

SCP Service Control Point

SpM Subscriber Identity Module

Sp Session Initiation Protocol

SIP UA SIP User Agent

Identity
Net wor k | SLI Pl SDN
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MSMobi | e Station . MSI SDNVbbil e Station Integrated
Services Digital Network 25 MSRNVbbile Station
Roam ng Number MI- FSMMVbbil e Ter m nat ed- Forward Short

whbseage:z{ MAP Message) MVNOVbbi | e Virtual Netppqidsaoprmooaso
Oper at or PCPer sonal Conput er PRNProvi de Roam ng

Nunmber (MAP Message) 30 PSTNPublic Switched Tel ephone
Net wor k RADI USRenot e Aut hentication Dial-1n User

Ser vi §C|\§ZI§§ %g ggntrol Poi nt SI Msubscri ber '
SMS | dent i )? ufgl%é ession Initiation Protocol 35 SIP
SMSCUASI P SlperMegpaget ServiBe 2807 120921 PCMVS2007/ 009489

SMSSh j Im Message Service
SR Cent egeéﬁ:i%?ﬁ@gﬁ‘ggﬁa\#é’%ﬁn orna?“ls%%) ( MAP Message)
SRI-FSRAMFdten8Ro8Eng Irffotnativg -FarfShortdviessagcFdIARMssagek ssage
STP (MAP h@&?ﬁﬂg&ransfer Point

TDMA Time Division Multiple Access
TG Trunk Gateway

UA User Agent

VLR Visitor Location Register
VMSC Visited Mobile Switching Center

Detailed Description of the Invention

The present invention provides a platform and solution to enable dual-mode mobile stations
(also called mobile phones or mobile handsets) or softphone client to receive/make voice and
SMS communications with the same MSISDN in GSM using SIP-based technology, where
the dual-mode mobile station contains the interfaces of GSM and WiFi (or WiMax, or any IP
Mobile Station). This platform and solution can also be used for COMA-based dual-mode
mobile station (CDMA mode and WiFi mode) environment.

Embodiments of the present include a platform with an IP-VLR, a SIP Server, an AAA Proxy
server, a Billing and Reporting server, 2 CDR mediaticn and Financial Settlement server, a
Trunk Gateway, a Signaling Gateway, as well as the SIP-based SIP UA. Embodiments are
able to be implemented as a 3™ party service offering, or as added infrastructure to mobile
operator, fixed line operator or MVNO.

Fig. 1 1s a schematic diagram illustrating an exemplary distributed network communication
system, including a Managed IP network 101 that contains the roaming service platform, a
PSTN nerwork 130, the Intermet 155 access, a Home PLMN network 120 and a WLAN
(WiFi, WiMax or [P} network 156.

The Managed TP network 101 can be implemented and managed by GRX/IPX (GPRS
Roaming eXchange/IP eXchange) service provider, an IP backbone provider, or a mobile
operator. The managed IP network 101 provides high QoS and secured network
interconnecting with mobile operaior and any telecommunication carriers for both signaling
traffic and voice media traffic. The Managed IP network 101 includes the SIP Gateway 111,
the IP-VLR 107, an AAA Proxy Server 103, a CDR Server 106, a Billing Server 108, a Trunk
Gateway 105, a Signaling Gateway 109, a Router 113, and a Firewall 112,

The SIP Gateway 111, sometimes also called a SIP Server, keeps the domain information in
either realm based such as network.com or MINC.MCC, and acts as a registrar server for the
SIP User Agent that is located in the WiFi Network 156. The SIP Gaieway 111 uses the

-7
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5 STPSi gnaling Transfer Point TDMATI me Divi sion

Mul tiple Access TOTrunk Gateway HAUser Agent

VLRVi sitor Location Register 10 VMSCVisited Mbile
wohi7abder Center Detailed Description of th&cygsen7mo09450

Invention The present invention provides a platform

and solution to enabl e dual -node nobile stations

(also call ed nobile phones or nnblle handsets) or

omt RN o S oL LR Bl R prome s
addressg Pﬁgm RS Y 1 a’\‘%é‘f _RPY ﬁﬁ%%‘&ﬁ"c fhegtication
messaggs hefwean é@'ﬂﬂ? SISPrsAgWé installed phibe suglfmaisymahide W‘F?ﬂ YGSrand the
home NILRHZ] 103 IMebgsed Ruifshii¢atiostistenomgd with the helpe By YRR AG7. If the
home opetatér requis i Ak basdieautadcdtivn ifibdd-df $Sekbaedhuthadieation, the
SIP Ga@hdyl 1 1Sdeatiarl AXCONMHERHAHSH thghé sﬁ"ms@%@é a6 RSBRN to the
§ér'iT&”f Q;iucfh oﬁE@ﬁE %esk :Bla AR Eépvw 137 Bihin the

h lg Ser'ver, an roxy O server,
omeogeﬁ ng - eporting server a CDR nedi ation and
Fi nanci al Settlenment server, a Trunk Gateway, a

The IPS) gb' E’Fﬂzﬁs%a&’ EERS J’Vﬂé 10§L£’ ?&Haa biof e dual-
mode n‘%o IR stemsont 2 s&f G hg eIt E:an be ch gm ogergl%r ty
(1,[‘ I? n\f r ruc

MSCIL b g rogupe paFeris st e R R
interface with e AR &SHigway Hilaphass ‘?qarea YeaPPigoLs IR Pasedi the pther is the
MAP pptgeolith intedeaseritothk hoowdlAR d al.i viese hearemipydr peotonsil pyS Y/ based.
Managed | F network 101 that contains the roam ng
service platform a PSTN network 150, the Internet
The TrygsGaieway 405 i Yioras e/media srieviey o copverathg bganfgakfie from MSC
into VoliNnieidja /o vine vERa. net wor k 156. 30 The Managed.|P
network 101 can be inplenmented and managed by GRX/ | PX
GPRS Roam ng eXchange/ | P eXchange) service provider,
The CafirDetfl Baokd ¢aBPR)Sewied 400 isorsed towsibiettghe f8Hafrom bolth#-VLR 105
and therBIRaGpeivay 11 netdwirekBilllik Serveril08 salidagys RpCSDE) dddsaatiffe shd then
sends tie{otal i a isetiemE A BMRHHel fFBgfWIncinl BRABitdebi0 RefiRbRht)2AduREYN, where

the settlc@h e @ﬂ@lﬂélbaﬁﬂié DEpadtd diftf 5 ke Uplrasin oRGsyhkaf f i C
© e and voi ce nedi a trpgfﬁflc The I\?Bnapgrd I @ﬁééﬂtv\oryk 101

i ncludes the SIP Gateway 111, 35 the 1P-VLR 107, an
The dufiAflod @UYIISGANET 180 vﬁrﬁé?ly&%hﬁﬁﬁmae@@m tBe BriLFine8vork 156 via
Access PAME (ABS 841 35 ddhUAE 18R hRWEES %Q@:ce% §'39(5§J1 Hid &In%@%rn as a
hotSpot:LQr?d 1saas§% n&gvgrk z?cﬂﬁjesg E&H& 0 C D cPdress Each AP
)
iea

141 als 11110(21‘1\{\@ wm:1 cont umc Ba ﬁl to connect
o the TNGoRY ;ﬁ;ggéﬁ;@m o %ﬁ? il R o o
Agent, whighds capable-oh sapreg fheté‘ﬁe prgroey] fm %‘@Fﬂt%@%‘ﬁ? Cftlh %ﬁd Ipgssage
exchangeywithébe pthessierowgiFSINearvess-k 156. The SIP Gateway 111

uses the WD 2007/120921PCT/ US2007/ 009489 donai n

i nformati on received fromthe dual - node nobil e
The SIRUzey dgem 585 the chrpahelity thmmeva tie P31 infermasion thiag fstshraed in the
SIM catches ShiPndtconeynetllit ad8%N rasbibe gationy TheSPelsar ghgent also has the
capabiligy chfendea SV’ squtbdeasihg eatilt ovithndhalages rdgkne enodeSb Provide
SIM-bakb® iuthgfithtibifrbal the 8IRGal=Ray dual GhidR: sMche: S vakfiD the SIP
User Ag&iR réfifteksRB (ROBR GhioRal 311, I»f;m@& Mrt?.@ ARl dnt %hhfiber

iocatmﬂ &f&&%aﬁqgto%l HOI;IQ WM&% CbnlllJCtl H e

home operator requires aut entication
i nstead of SI M based aut henti catl on, the SIP Gat eway

The snlirlex% éséﬁ@; YAl Lo k&@&ﬁéﬁ@ oh %&&‘&Ett E ées?mih asa
he

bid 8 FS%LJO 1 r r er wi
aﬁﬁes‘%ﬁ;ﬁ?% %c:;é% rgft ?Ve t ?ﬁ%}’ ule toehost 13 g
ﬁM as.eﬁl au

card and then
to provide entication, the SIP User Agent can utilize the AAA based

H-f
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10 The I P-VLR 107 functions as a virtual MSC/ VLR

with location information of the dual -node nobile

station or soft phone. It can be virtually viewed as
wbh@7news, operator MSC/ VLR or a roam ng part i %2007/009489

M5C/ VLR, It supports 2 protocols, one is SIP protocol

tointerface with the ST Gateway 111, whose bearer

| ayer protocol is Il' based, the other is the MAP

authen &Ritogciﬂl Wﬁl&l !1 ng(:fﬁ:{tﬁé: !a% Eﬁﬂ'&&gﬁi tﬂ@ 9&@& packet.

Norm ?h%e V\%lse 3_?? pr O n§9 wi g\% nf: um%er ?n en}eobl e§>'§3rato%: s domain
name. PAE: 6’&'&1‘3 ?‘P%IPF‘PE‘BF? S?ﬁf’d toviRy
challengeg the\sIP User Argrntahen SSTaiGs ARGIBEEFY witihfhesuilesticatyg
credentigls.poddends iciol the carrsshendiRhdme apdsaotis AAA/BRVEE 1D Thksdnethod
can alsblbe uSEdFFoCEDMA ybaidd dudumebde eotBielstating (SBiMA mdiB&nd WiFi mode).
validates the CDR, .adds tariffs and then sends the
total to.a settlenent engine for financial
The SIE &t Afctelbad alss etrid/recmnt hottahewshgeki on, where t he
settl enment engi ne can be a separate unit as backend
operating support system The dual node nobile
STM-Based AcothebGbatiamand Letedel Ypdatenuni cate in the W-Fi
network 156 via 25 Access Points (APS) 141. Each AP
141 provides service to a geographic regi on known as
SIM-Basedotwhenticatiprdleverages ST meegsage hlovwnee karndde eaabilegubscziber’s
identitywHicl Brsneed jrtbé SBdlcald, Fjclhaliny BESL, KifgohgAR kil Tat S
MessagRQlsadafy Mah@ (ICKSNBRECARL 08 Sscdapidtllehdifs theSheHieatation like a .
regulm%@ﬂﬂlﬁia&ﬁ&ﬁﬁhﬁbﬁéeﬁﬁenéeo connect to the Internet
155

. The dual npde npbile station 165 is installed
with the software SIP User Agent, which is capabl e of

The deBHiBR AghalifCanttdR BAIn0ARAl redir ARA A Br ‘GSM-%M duaﬁﬁﬁ{ude mobile
stationggﬁmr R gin g( ﬁchth'léz Qﬁﬁgéstﬁtﬁ{]%e;gtwaﬂ E)A Ieme.ni:s refer to
the same ?lel;m%nt % %t the dual mcgﬁ 112 sEafion 1 (5134 { c VST
informet e (ol g Bt S5 S %%@&F = handset.
Then the MS; YR UARE5Spnagater 2 AR RECL TRR weﬁtr?é‘*éa&?oﬂ?.c% eway 111
according tp grecdpmpispMBsadgirese s prpronigued inyihe iprefie of @w@n@adset The
IMST infoquatbinsis carried de thetSOP prnassdge asidg cSkdvh baessgte headers or parameters,
as currénthyakiicad standd-d epacl firatiGh B dafirewsyIMITlinfdhadoh beer SIP. The
SIP Gaidiidy! ﬁﬁ%rdrﬁtlrﬁ&ftésfth@ thiofhRioRtEIEIVER FTEH! udi@Oihs SBP fnessage
216 witndl&adafd @Eﬁ)é@y Hylusi ?ﬁﬁtcf, et h?ﬁos\% Qﬂﬁ‘]teﬁ% 1%t will
rccom%%%%nqm?%gfs% O%%LQ{@ a'bﬂ: 8 [}:g@} fo g%?)&tt S s 8 nﬂlhR

figures 1bo‘1 connect1 on. ent
tFn"%so be installed as soft cli ent on vari ous types
of devices, "such as a 40 portable corrputer

Then tlpcef[’s@ﬂﬁl loqlcgrr}es ?f.sn% Wgﬂ{mﬁeﬂ%&ﬁq ess E?ilxrgggh thF %:RP protocol

I ance, 131, the

o the s orEPLEELRo 1l p“r?&%’gt B edhthsin g

IP-VLEINT Eoppardsibe wiplsis Stk SBep) tp dae3iP Gateway 111 through non-
standarg {1} ewpc@tqrmmvaten’ei’lsﬂ‘ﬂrw Sifepewen hllig¢ricrates g HlF “401
Unauihdfitediasain: SIROTAGHO dhdI200&1RCHI IS0 7VISOTUESIP “401 Unauthorized”
messag@\taleR R a6 a khd CKIN frofi ®ib IR VIS DBTTThp MIS SIRERVEHssksaheR and and
CKSN €5 fHeNak 8ivi b @YS o EA181ASMPREL by Nath BBl dsdagh PO6 UBED28. Those
skilled i72He a'.rtswﬁ wnﬁxgt Wetslf@{eg’ 5 r&%@la@d %m? tﬂehn@b' H%Eﬁihﬁl with the
Kland(i%%ﬁ% B{ . Based on the dohain na

message the SIP Gateway chall enges
the Sl P User Agent, then generates AAA packets with

After sbifodhl 'ﬁ% Wsﬁ&‘iﬁ%ﬁ%{ié % hd Qaﬁcﬁﬁar SIP
REGIS ats aﬁ tgfh Sié% Fr??g %se The SIP
Gatewa%%é\ﬁ e§ﬁ&9mﬁﬂi%§W?F@o:E 53863%{% § ThE SIP UA; if

User Agent can al so send/receive short nessages. 10
SI M Rased Authentication andl Locati on Update

SI M Based Aut hentication | everages SIP nessage fl ows
to carry the nobile subscriber's identity, which is
stored in the SIMcard, including BBL Ki(integrity
key). The SIP Messages also carry Rand, CKSN, Sites



15 regular GSM SI M aut henti cati on sequence. The

detail ed signaling authentication and registration

flow for GSM based dual -nbpde nobile station is shown

| ' Thr oughout this Specification, id i
Wngﬂz{qgoé’glel ements refer to the sane el erne*nt.‘\:iil\/ltsr ?@17%0 4

165c at the dual node nobile station 165 gets the

I MSI 20 information through the internal interface

thy a qﬁgﬁ%ﬁ%ﬁ%@b@g@ﬁ yERauRs b B G AR pEhm LE ph Upaate by

using Bfreway 111 according to the dorml nor |IF
address that are configured in the proflle of the

handse eII\/BI |nfor nis c rle in.t P
After specessiy ﬁyaﬁf 'ni&éhﬁn%ﬁ Qﬁ%%ﬁﬁﬁé%é31‘hcﬂ*
VLR 1§¢ lrtfewme@tel ﬂ@&“@yﬂélrﬁ’ét@t*&ﬂ@aﬁhﬂmgb aep-stagdard AP Mgpssage or

privategsP]. Hbe SH2Gateivayilll gémrates 315N 260 €¥K"Sorhe $HEUAT0 8ifprm the
succes§ial egByatdilregdomuni cates the information to | P2VLR
107 by using the SIP nessage 216 with non-standard
paraneter or by using private API. Those skilled in
Sample Mesaage Ivi [((Tabled)gni ze when that [ abels (e.g., 216)
are able to refer to nessages, steps shown in the
figures, or both. 30 Then the |IP-VLR 107 carries out
[ REGESTER siizEhesip. aic&iticom JIeEss t nr ough the VAP

VP S8 Brb 2 eR TnaPbRba s A el U

Fil¥ <sir4@a3030277e@ testisiy. atmt.(:mﬁ%@ﬁﬁ@%%mym o the

| P Loy ns ard SI P response or
T§ <SI %%&%teﬁp elgl ancaga[?éa\%ay 111 generates a
C§1P~Iﬂ©16@ﬁéaﬂﬁ65@1éa 168 .8Ra03I P UA in dual node
Ll ess 65. The SIP "401 Unaut horized" 35
cggg R R And CKSN {1om the | P. VLR 100
CthbaWS SkRPIpALBESER82(7AE1RANASENA - CRINBEGPhe M5 SI M
g;gd al gyl ate the SRes' by using nessage 226
. jIjl%%‘8gt5“0'd%osg@sk| [led in the art will know that the
ESR@?SF'—S| s3€é8Pcul ated by running the A3 algorithmwth

Ugagbﬁgeﬂgg B%gggaﬁghg§e&aegtPa@wa&&g 565Aé@tﬁ2t§é o p
gﬁg?at g‘é‘ an%tlﬁ jggl ggﬁgéyé%gggso to the SIP
A@é@wwayNYI‘l‘E WALCERh CBNCELnSsOFFaOthal PERgeREEEBONSE.
NONEFSl P Gateway 111 does a conpari son between the

Si%ga Li(om | | -V R and Sites' from SIP UA, if WO
CoRESRE5h59Y

S20071.000Q0400 hn aAr A _AOouLn | fh A SI P

o
ZVUVUT L 1207021 I T OO UUT T UTITTOIT ¢ L LIS~ Y IV A= LAY

Gat eway 111 updat es the I P-VLR 107 to perform

Refemn% Q samrl % saargs f%arlw g}rzEF%EG’ %éz Agstljgizéi
messagg;ip ﬁa‘EPF_ 1 P§‘Ta“?"h‘g" B ?‘S&Lﬁai‘d algomhm
in the prpsontvegian. TSI it kethe dSwiigit MSbinfrmatien %ﬂﬁéﬁv&a fgm SIM
Modulg|apd phexisd evity BABEGAt EhegR|skilipddn SleRriCaillowegenizether algorithms
and engyelivey srthemeSihR: ¢:30 0c Ged ihactdréarSk WitAhe preisaft drventitre

successful registration result. Sanple Message 1:

(Table 1) REG STER sip:test.sip.aicent.corn SIP/ 2.0

Via: SIP/2.0/UDP 192.168. 1. 101: 8340; r port;

branch=z9h04bK2839800813 Prom

csi p: 4083670277@est . si p. ai cent. com 5060>;

t ag=2875120930 To: <si p: 4083670277 @

test. sip.aicent.com5060> Call-ID:

652139075@92. 168. 1. 101




CSeq: 16 REQ STER Cont act:

csi p: 40836702779g192. 168. 1. 101: 8339> Max- Forwards: 70

Expires: 3600 User-Agent: Paragon Wreless PWW 1100
wo26h78200H 000b6c378ad2 ai si/454191234567890 AdraWan07/009489

I NVI TE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIF

Content-Length: O Referring to sanple nessage 1,

"aisi/liVISI Information"” is defined in the SIP

STER, to carry the IMsI information over
Sm"‘%@ %nﬁﬁ%igg}w i dentifier to show the algorithmin
t he present invention, IMSI digits is the 15-digit

' "'8512?'ose skflledlrfthe art W||
5 Viecognkeze.ovteP al gorithms and encodi ng schenes that
183sesbelused: BR48CEPHERRER4A 0L bRahBR=pPOREEBK2839800813;

rEAMEPLEEOR1 g . V9720046 128921 PCT/ US2007/ 009489 Sanpl e
Message 2: (Table 2) SIP/2.0 401 Unauthorized Via:

F5pPr2. 0/ UDP 192. 168. 1. 101: 8340; r por t =8340;

<pianéh83 6NCABREEEE8068p3airenti ¢eu=2060107aa6B87582093
10 OFrom <sip:4063670277@ est. si p. ai cent.com 5060>;

ag =287512093 0 To:

<?é 12400180087745h5R s%%ﬁe%%%%ﬁés%%%@ggg%aﬁ?F??B.GSSC
364624396750399248808880136886¢: 16 REA STER

cﬂwwufﬁth@BE&QQb@B@E@QGSBBFQahﬁf"teSt si p. ai cent. com,
nonce="448d3c0d0a0e2779a229820598b41f 8aba05bf 1dn,

15 Cargor 1 P hREETSTER

WWw-Authenticate: Digest realm="test.sip.aicent.com",
nonce="448d3c0d0ale27792a22e820598041Ff8abalshild",
algorithm=aisi

Content-Length: 0

20

Referring to sample message 2, nonce="RAND" and algorithm=aisi in SIP 401 Challenge is
defined. RAND is a 128-bit random number (RAND) that is used as the input for A3
algorithm in a SIM card and encoded using BASEG4 alogrithm. algorithm=aisi is to identify
the algorithm in Sample message 2.

25

-11-



Content-Length: O Referring to sanple nessage 2
nonce="RAND' and al gorithro=aisi in SIP 401 Chal |l enge
is defined. RAND is a 128-bit random nunber ( RAND)
[ sed as the input for A3 algorithmi
"}VE:)tair@6 llgl%cziyencoded usi ng BASE64 al ogrithm &T%QLM‘}OMSQ
algorithmraisi is to identify the algorithmin Sanple
message 2. WD 2007/ 120921PCT/ US2007/ 009489 Sanpl e

sage 3: blLe 3) REGQ STER
Sampﬂgl?%‘.’sls‘?s’zspéaﬁ !lglant .camsip/2.0 Via: SIP/2. 0/ UDP

[
3 Ll .shehk terd U IR0 AT d8ed ld e HiGIRL0 1021482

Er.om -
I85: AJE678I PP est . si p. ai cent. com 5060>: t ag=11
1A% 1. 101 :B340 ; rport ; branch=z9hGALK267 6214625

6121 -4083670277@ est . si p. ai cent. com 5060> Cal | -1 D

Cont s b 5 R S R O el

Aut horii'zation: Digest usernane="4083670277",
Moal m=irgd08siog (R7ddEttestomip. . aicent .com: 5060>

PAGe 4843410708300 6903102851 232c 4abdced 789",
uri| =" on”,

="Si p: teést.Sip.aicent. cC
Fespond6—"RESAFIER]a28487342d3b02d19936a9dc"

rithmezal. s, rasargds, -7 I-Les: 3600
et o Bh R M e PRAWHT0D Fo08
BNcDOTREE318ad 2 Diicsis 4 SAEITREESCADEG 67027 74| ow:.
krLiE " £AGK, . sCANCERIcen®RHCONS, BYE, REFER, NOTI FY
Goniceat-44adgich 05¢ 5 SRl 18569 T30 23 SITRICA ARSEATB 93,
83 RORY R~ t3BRS silpS defddieddr the SIP REG STER
%%Ewaem 062076 410 RIS ¢ AN 1S The
32 gitkssﬁgg_nse cal cul ated by the SI'M ule after
running i al gorithmtogether with RAND and the
| Megr-Ebriveydki: ($tored on the SIN)

Expires: 3600

-

User-Agent: Paragon Wireless PWTW-1100 1.0.6
SN/000b6c378ad2 aisi/454191234567890

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER,
NOTIFY

Content-Length: 0

Referring to sample message 3, response="SRes" is defined in the SIP REGISTER message
to carry the SRes’ information. SRes’ is the 32-bit resporse calculated by the SIM Module
after running the A3 algorithm together with RAND and the secret key Ki (stored on the SIM)
as input, and also encoded using BASEG64.

Currently there is no standard to define a method to provide SIM based authentication over
SIP. Since the SIP Protocols are designed to be flexible and extensible for future new
applications that cannot be foreseen at the moment, to perform the SIM based Authentication
over SIP, there are various ways to carry those essential parameters (mainly IMSI, Rand,
SRes”), such as by defining new headers, defining new parameters or even defining new
message/procedures that also comply with SIP Protocols, which can be implemented in
different ways. The above implementation is just one implementation example from the
presented invention.

~12-
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30 as input, and al so encoded using BASE64. Currently

there is no standard to define a nethod to provide

SI M based aut hentication over SIP. Since the SIP

(Fg,ﬁt, g};s are designed to be flexible and eyteRshdabfoosso
ture new applications that cannot be foreseen

at the nonent, to performthe SIEVIbased

Aut hentication 35 over SI P, there are various ways to

se ers (mainly | MBI, Rand,
P’ﬁ"fem%&egy)1 gﬁ"ﬂ]‘@iﬁl?%g 3‘51! Qe n| ng I':}trsr'ew headers, defining new

par ameters or even defining new message/ procedur es

t hat g;(;%@l % W' t&n@:ve%l the ﬁ\/lgf %%@&n%ugmo&nhg RTMRGrd within the |

ihpl e

T o ST 0 o g rmsparentl
f r om 1R ENGFYRIER HEIBY 2NY; vwerr'@(fieca@"g glgprithm) to any intermediary
2007/ 22@92YF@The £8200Y I0GIYB YithiHlleR df istropsibleilat the IMSI is not
i npl ensat atallpas foak lao e ihkendlistyepeway kndws i MERSIEpHthe SIP
HA 1 et A emesgt he HefbbstiURIQT Frbinoaluks ntht BEP Gleddagasr dt can get
Wi t hi gpd ms%ﬁﬁ'nﬁﬁﬂﬁi $Rn MRHIIR Bfod 5ﬂe.,taMd§d MAPGIERALER, such

| S T A0MRP KAl Rk R [ ANRRAE G o yaﬁersagaermdena-msx

usi ng any enco I ng Ing algorithm to any
internedi ary gateway for the gateway to verify with

BLR  Idechii, BRI nSai atdvi doﬂuﬂl&t&%ltﬂlﬁxﬁm th@bihgh the

as ng%?%:@ DUBEIL G Erahitny %}‘ 15BQUSe R Y TR as the
inthé “ihtlc Hﬁgégegﬂ?%t qg}gyl%gﬁgmessages
f r om tR&her PRPESHSY B’E?%“l" dard MAP procedures, such
10as MAP Send- Routi ng- 1 nf or mati on- For - Short - Message,

or MAP_Sen Seco r at,ewa
o Lk gﬁl\%tlﬁ‘gf %ﬁ%ﬁ@ﬁp @@?%%%? %
Aut herﬂg%hmdﬂgw%deaumw Yarereiey R fJorgH n

as t henpiadridahee trimabers HIEFSR N reeshlt tasthe infpemesiiary gateyay. The

t he SliRebAcdiiyqagivagldeesre sempgassot Hasedanttes SRes’ and SRes, and
pr opr iiftoddy th SIPACAloF theCautiatitstiontrbatSifRutsssfel] teshermediary

the Sl %XE tydﬂ doPbeRiml kiRl i8cdidR vPBRS on ¥ehdPo e SIP UA.
al gorii oget'’her with RAND and the secret key Ki

(stored on the SIM as input, and then transfers the
AAA-B388 Subf&ithdr ARHehfcdtiiraiEDbaitiongapditey. The

orer gy ST 2L A 083, 2, SOML SR RREE Ol e o

dewcea@phé%wt&&prae}ha |b9§ed|5fﬂ~/%%?e'€é§% P User fygent can use
usernainpipesavesdil a3 § crpdertislywhic &5 ¢pdrA 6 AnBased AuthspHetien-

update on behalf of the SIP HA. AAA-based Subscri ber

Aut hentication and Location Update 25 O her _than
Referrigp Wowde UGy e ifenrsnea Hiegramiigy amppmplemesgenflow o A 4-based
Subscribes tatheatcaioneadilagstion/ Ypdatofs diewncBee MIHIP AHA A6IC generates a

'SIP REGISTZR vequdsbM hashd SB Mataray, 11t hecdsilifg Wsthe dageit nagamthat is

confightS€ it/ée FREMRE RA KR Wing sASTIR STPesiealiyal 11 sdhbatesiaRABIUS Access-
Requeﬁ%&"l BasGfhnfiatd et G2t MN AAA Server 137. The AAA Server 131
generates a challenge response such as RADIUS Access-Challenge and sends back to the SIP
Gateway 111, the SIP Gateway 111 generates a SIP “40] Unauthorized” 316 to the SIP UA in
MS.

The MS SIP UA gets the password in the profile or prompts the subscriber to enter the
password if it doesn’t exist in the profile, and regenerates a SIP REGISTER 318 to the SIP
Gateway 111 containing the challenge response. The SIP Gateway 111 communicates with
the HPLMN AAA Server 137 again to provide the challenge response in RADIUS Access-
Request message 320. Again the AAA Server 137 verifies the challenge response against the
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Referring now to FIG 3, a Sequence Di agram for an

exanpl e nessage fl ow of AAA-based 30 . Subscri ber

Aut hentication and Location Update is shown. The M

I SC generates a Sl P REQ STER request,3hQ
wghzgm}gle“g;gm eway 111 according to the domain narns*zaiog/009489

is configured in the profile of the handset. The SIP

Gateway 111 generates a RADIUS Access- Request and

challefe R THMHY ?Etoé@dt»{& i 0 1557 i they areddGarl R AAA
. A ik 9‘@%@“&%@%@%6 o

genefﬁé%@@%ﬁ SHFECE' o F-YeRet0dtat %SUSF?SS fuhgppllenge
Oftheﬁﬁ'aqf&horl zed" 316 to the SI P HA in MS. The M5 SIP UA
gets the password in the profile or pronpts the
subscriber to enter the password if_ it doesn't exist
The IP-YLRHOT shegrnerformg the hasgliégnobpdata pracegiure pertgedHER uging stapdard
MAP privecdgie. HignGht EndLRlitforosnbabiil Gyewine L thefl the regalt through SIP
“200 OKS iBheepriviireA NIl PhESTRGay:whi 11T ey mheSIPEQ00IART” 336et0 the SIP

UA to HitbMtAc8EMPregkdtigtiRbiie.t O provi de the chall enge
response in RADI US Access- Request nessage 320. Again

the AAA Server 137 verifies the challenge response
Once tBg @ltR&itichiéh ankGrepisiii 300 Eor3RBULBEHIRBRAOX LA 348 ceive/make
voice £RAAINIS B&%nfu%ﬁ:‘db&nst \bﬁﬁ tﬂe%aﬁfe%ﬁgﬁﬂ GO gn Ed-aREY €T

techno 'Tﬂsn 1' ov& Jﬂ'ﬁe h§ e R es'?ﬂﬁa:t
t| o g ﬁﬁﬁt %{% 5‘2 %lwg% %t?%mta

standar caﬁsff’ow ever, on a rence
MS °‘5’rﬁ'§ %ﬁaﬁ Qfﬂ'&ﬂgf&l% egfther in

the sampg,gangg g5 mhosle?ﬁ@mrq» DVE‘Ra difrreng éﬁﬁlgﬁe‘?’llﬂﬁ? feulg g the preferred
roamingRasnpRNggRtarevided by ther3S norty romnipe BRVissipneyiderandar d
MAP procedures. Then the IP-VLR infornms the SIP
Gateway 111 of the result through SIP "200 OK*" 334 or
Voiceﬁfﬁll&SSéimtOSﬁéUéDP Gat evvay 111 rel ays the SIP "200

Referril now3d HiG.4l16 saWidile 9 eSS kéhow of Voice Call
from a't53H zyilfr)rget 61'%&[1‘%’?691 %? ? ﬁLQ&@é@S&EE’.@ﬁ%c{n%D%H gne Wik

loR. 1S C
L R TS R e e
stationg §rdn e W e Rss oGP SV BLE A #reBEMhOI b LAMIS UP protocol)
reaches eI § GMK133-nGhaCVEG 133 gnis Horwallsqinfprmation, and issues
Send-Rramingdeformgatiing 12a0 HIR Ak usng feadvid Pdabtochl tovquery the routing
informblbovevfthe callee. Binpe thicantledis régstered én fhe TP Haesvadyalid asrdl the
locatiofi&hidatatich stdred it THINERM (o TH-V1B! Fi7, aR FRORMBNgends out MAP
Prowa&lma -ﬂ{zﬁ%bldt%CinVLi( 1bt7 Wbudpal BrEeRRaPaier in

sams range as honme operator or in a different
The IPr‘éh% d07 M?%FFS@MSB%@*’F IS?"@‘PF e re3aMSTIN-IMISE mepping
informptigry @nérenynsmed@&RBytOtfﬁTeRm thepd AP \PRIS dvwk mepssasey TleeHLR 131
then reprrps/fhd MSRIVGo the GRISC {365 thEMAP SRPACK)meRGheRaR@r ri ng

now to F1G 4A, a Sequence Di agram for an exanpl e

nessage flow of Voice Call froma fixed phone or
The GMBRer33rthigi indtiglizenan ISR Messiga IAMOAPS touhe Teim&tCGetévery 105,
containb®btheMSRN ii¥deinatet. RhekTrSoGhe wal 008 thelonvarslth&EXUP message

into a SIPANSTOE niRbidetoph B SRt Sit td e GHR GabREAS 1713bI | €
station 165 in the WFi network 156, the Setup (Q 931

protocol) 410 or JAM (1 SUP protocol) reaches the
Based SIPHYNrgifab GioldBMSFIe INBM I8 BN RLSpih B enf6AhARR, the STP Gateway
111 is 481E QF EB/ER Bhe PRRN S RESISDN, get the registry information of the MS SIP
UA that is nsing the MSISDN, and relay the INVITE message 426 to the correct IF:Port of
the MS SIP UA.

The SIP UA rings to the subscriber to indicate an incoming call, and at the same time
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25 Send-Routing-Information 412 to HLR 131 using the
MAP Protocol to query the muting information of the
callee. Since the calle,e is registered in the SIP
w&3bEN211, and the location information steqhRfieRensase
the BER 131 is the IIP-VLR 107, the HLR 131 sends out
MAP Provi de- Roam ng- Nunber to I P-VLR 107 to query the
MSRN from Il P- VLR The I P-VLR 107 all ocates a MSRN

1S, ., t
generai eﬁ?éﬁﬁ—gt dgfn a;g sﬁ?ﬁf Wg@? ﬁgﬁz‘%ﬁ@?ﬁ%ﬁﬁﬂ
Gatew e“’% ‘T_’ﬁe’i%T g)
messagedt32rad oNme it pghe FMBE IRASTsHEMACL Faslayy o orngnvertsih
ACM iGNBORE33 Alpr i34 and feddysiby tayihe|cgilye. I\/Iessage | AM 422 to

the Trunk Gateway 105, containing the MSRN

i nformati on. The Tnank Gateway 105 then“conve,[ts the .
When thgRline sesanges B8 cilhithe SIFSUA gorpates aneiberd g0 O34 43@ the SIP

Gatewiy IS vbiich is thehoelapeel 81 tRe TatnkvGayeviAdy1105B8be trupk Gateway 105
converfithgBIIat10p GK0ines alVBRYP AM-44Bintbdgappivag to the GMSC 133, and

at the dafe B ek QRated QSI}SJ\EI@&%@:?& 444lb thé SAGReway €ONNRbEding to the
SIP pr t @m@éﬁ; BObF cfErd fhe: m@ﬁ LA ndod mmﬂe&m and
rlas AR Menon RN UL e

hea“’ otep | ga The SIP HA rings to the subscriber to
i ndicate an incomng call, and at the same time WO

s SRR LR g0 ol £ e

generajeg a&l;l Getgayay 'f‘h
GatewgsoHife g Trgk @ttr:wam 05 FPIYEIR gle SIB tBaf%ﬁltcr URCREL message
454, repays sathe AEICAFE, arsl atythe same dmergen@pEeca 538 "20th@KGuseonse
message3@ 6rte tiseySPt@ateway DIvarcobsiidgie thSEP piGidcolnt 0 a Q 931

Alert 434 and relays that to the caller. 5 Wen the

Cal | ee answers the call, the SIP UA generates another
The GMEA01 Btl243 6 draohatsShP 1P AFymdskige inti £Q-93d Dikemnect 462
and relaf Qe talldrd thengereaitenay TSI RE. TS0 L tkT1Gak Gasyvay.

. 105 converts the SIP "200 OK" into an LSUP ANM 440

nessage, relays it to the GvSC 133, and at the sane

Voice CallgSIR) UAciosGS™ MS| P ACK message 444 to the SIP

Referr%té%matél g Ef‘ 61%%?;9%9 g L Qﬁ’ 1a01' %F%g? [ ol o% eiﬂowtt) écf Call
from dgglhata male siien, GF YU o PRI 4P poree phe EfGSM
mobilaphiope iscdown; Wheathg,da waocteﬁeowﬁé%@ﬁtlﬁé gnggra ‘é’bﬁ’!é*et“tpf
enviropmént inidiamy owtgpingeadh thet $IBUA @ thgekalompds/mebile station 165 sends
out a SSDVUDIE ek gy 61 € e halJIP Gafewtdyd 1CaT hecHIPYRastvdayibisl gelforms a
dial-pl&ddnlalysidhdSleR rdfnel Froge Aes deb@mtian SF theBYE tih thet @litsheul8\4o
throughaieeak Ehlow Iofsh Th‘é drp e}atdueetyasm misQelaEthd STPRNVITE 512 to
the Tnﬁ%t@%@etaylﬂ% MRV od ARtsGROEEY I tiRE TP 1AM 514

and se; B@M Sl%@% %E% 51@}@&( W &e P getwork if
ﬁlég‘% Sp??ﬂ ?E energltes a %é’ Eh"g %

the cal 456 to the SIP Gateway 111 according
to the SIP protocol 20 The GVBC 133 relays to or

The GIfIS o vo]‘-:, g? B S’angétné ‘%gp F,r%s%gém 12 50B 376 bna
sends if ];%th? P%(gn@glcfdl to the user,
and gepegpips m@%ﬂ@meﬁeﬁe ﬁéﬁé@ Fhe@h’lé&/t%T @M“e: 133 converts the
Alertinggyessrgran® agiSiif AGM 530 enchrebaye itte sheabmnk Gotevesty 108i Flee Trunk
Gatewfal 05 @mvernothedSEP-AONEinm®BIH HBORiapingmnsssage il Bie seap 522 and
relays MEVRoss R HISIPtGatdwhy X 8T wiiee19% tiet hiessagsShtmkisl SIP UA; thus
the calRPeAEhd:S uphoyy). Wien the dual - node nobile station 165

maim a WF network environnent initials an outgoing

call, the SIP UA in the dual -node nobile station 165

sends out a SIP INVITE nessage 510 to the SIP Gateway

111. The SIP Gateway 111 perstorns a dial - pl an

anal ysis and determ nes fromthe destination of the

call that the call should go
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30 through the Trunk Gateway 105. The SIP Gateway |11

thus relays the SIP INVITE 512 to the Trunk Gateway

105. The Trunk Gateway 105 converts the SIP INVITE to

514 and sends it out to the HPLMN
W?%’ﬁlvﬁgﬂch can al so be switches in PSTN net \?\’/gﬁ?§ 171009485

the call is to PSTN fi xed phone. 35 The GVSC 133

converts the LSUP IAMinto a Q 931 Setup nmessage in

the step 516 and _sen it to the GSM M5 160. The GSM
When 38 ciligs $#15HES thocalh a*ilecé%d MR 1oH é’tﬂm QA Congpesingsd to the
GMSG 8 whinhds eenertad &¥o an ISUR ANM G2 Eypys3a the bruph Grateway 105.
Then tHEVBOnL IHtevidycl 05BAvaB3he EFVR ADBM tifte /AR 200 Ak 580ssdgelays that
to the $IPt@atanay A1, PTRCIMeERGe ifirtherelyged tb theoMSSIPTUAMK indicate the
calles Setv@ii)thd 81 THhE8TH N en@bana)sIROECKR 68X €6 fifish e $1BUNRTTE

TransabiM é«ﬁbﬁin% (3 tHS ST PRERY WIESSE $Qayel tb b ﬁ’@at@@gy ﬂrldand then

o the Filnk iy 108, RS 00 caRa Sl Sl g ek e b e o ana

hear ﬁalt‘:’an gar the ring. WD 2007/ 120921PCT/ US2007/ 009489
V\hen the cal l ee answers the call, the GSM M5 160 wi | |
. A.Rnnect. 52 GVBC, 133, .. whi i
E1ther§ earntéx WPEH Voip gi shufd s the cialg WP?}?SM MS 160
generatﬁs %%3 _rlcb 3 ﬁ&%‘e‘ erﬁ)gw isconnect into
%%fnveﬁtage tmféve F'eelﬁ‘t&mw Pl £ they Fruplo ot a5 39 afich converts the
messa&een@;ﬁl’tm 5#bandheelays pheanesogyio theSIPHgamwey Atfe Tibg Trunk
Gatew§yuHSedso gaksyescntIS UPHRLEG/BASidRhe)GMBC 188 Tat Pt Grecgay 111
relays tha SR B Yahs4eheh: SireUsal The STh & ASHYkdAwEsipesalitekdobaok BIP “200
OK” 55646 the 411t Gafchdl 3011 §PR}aItéMyTﬁ ITr&ﬁ?sS@i@tZUQ Dk to the Trunk

is relayed to
Gatew%pggSl FEEQG%%?\}\gy |ﬁ% S%ﬁgﬁhtlo the Trunk Gat eway

105. The voice call is setup, and the two parties are
Dual-Biel&ich&iig! K to and hear each other. 10 Either party

can shutdown the voice call. |If the callee shutdowns
There 375 §We Mays o NEPESRHMIDIBOHE TN MiSendS TR pifribe IP-FEE for SMS
originates! frote tienise! H@Ye MKthile GREON, MECk mises thet IPRELRicer by Aadeyed
with twongmiohSUP | REL, nessage in the step 542 and relays to

the Trunk Gateway 105, which converts the nessage

into SIP BYE 544 and relays the nessage to the SIP
Under Qatiemdytht I8-VIFh BTt omskasGantigi el WIS 05/ IR . sWhgea SME msssage
receivedShdnP SBE U AL 4 IPOVLReotdd(s A3 SMSTiem SheSiBahessnge ihthla MAP
messade@ind Yisest the SIS dbiki s8idf ptRedsNEAB MOUSM D Butsthf? théAmessage to a

home mﬁm&t M%ha&g vI£899, iR 3HchThE nod SMEE woall e fe

oSt sl g hemiite i sl e 200 o

successful | y shut dovvn Dual - D| rectl on SM5 20 There
Under é‘bﬁoﬁ ¥Oih R]?y[aﬁ WHeh use the

Mﬂu‘ﬁﬁ I% Ere to rec 1ver th J na]t 1 Pg;t%ﬂ"i{%olve :Jnt of the
He B tﬁ’i?\ﬁc? S %ﬁ%" BfesEe A AL pgssese
and usqs M AP JHFogssM Wf%ﬁ‘ﬂ&éa qwmlacaqm@t repigifR- ARk bap usaiic MAP
MT-F3M exiepanater therS BI3tahe recfipentpP- VLR converts the SMS

fromthe SIP nessage into a MAP nessage and uses the

M5 Submi ssion process MAP MO-FSM to submit the

OPtmm?es@ag@ntsymame)swsc for SMB delivery via 557, in
Referrit tFIG. bﬁ HONF: 204 EorlaRk@al PR hA&SRRTRIWHT 4d ¥MEMobile

ongna%ﬁ%f?ss l ' glr%oh%;ﬁ)m%ﬁgg PG ﬁﬂﬁA using MO-
FSMtos to \L(ﬁ on% ﬁb ?@@f glep oy
&VBC, which use the MAP MI- FSM
procedure to di rectIY deI iver to the recipi ent

The sﬂ"tﬂ‘&iﬂﬁ:uts*ﬁho@h%s}’ﬁ%%ttg@g, P %&%Mﬂ b%%'\@ SX'G% 610,

and the $1F L prasiep s Tmegsags Bowgwlﬁgﬁae short

By
| ocation of recipient, and;then use the MAP MI-FSM t o
termnate the SM5 to the recipient. 35 Option 1:

(Subm ssion Process) Referring to FIG 5A, a Sequence
Di agram for an exanpl e nessage flow of an SM5 Mobile
originated nmessage froma dual -node nobile station to
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The SIP HA submits a short nessage to the SIP Gateway
111 by using SIP MESSAGE 610, and the SIP Gateway 111
proxi es the nmessage to the I P-VLR 107. Upon recei Vi ng
WD 2007/ 120921PCT/ US2007/ 009489 nRs$ag
W?EE@’/?%@%R extracts the SMS nessage to get the birosass
origi nating nunber, recipient nunber and the short
rressage t hen fetches HPLI\/N IV\MSC 170 d obal Ti tI e

oca t t hen, fg{vvard% .
messa%e gﬁt&z c{s er, remplen
numb cE rj_ message., foen tr_aé Qﬁfﬁom its local

mappiggdable|apd sren; fpryards the &ﬁtrwt@i f*@at rne@ag? w W&@N to the SMS-
IWMSfet Momskng sEnd a@NEAPIWBEage/MQ-F S idrexattheasSh/B isars Yagfed MSC

in the G3M dicdwbite TRA/BRIS-IWMST ) GhhshiGs serkMS ansssdprict 6 te fherIM-SC

171. Tﬁe1§wt-sc$&fﬁtsla\/éu§@1ﬂ;zpon B¢ & SMS-IWIERCCITOY ehichds thh Qomverted

into a ﬂ%@}ﬁbﬁ Aﬂéa%ﬂ?f:g’ '}{%%&g 1. @JL'li‘ erhkf t%ﬁﬂm%ﬁv%&ﬁ ql:hzrt%hl\/.[()—
FsM Ac 4] Mid § 11 e SIP
Gatew ei e Faé'a,ﬂv LPRPK 63?’&8% ’%gé&@ € Shecpiiul delivery

st YESSER®-| ndi cate the successful delivery 10 of the
Short nmessage. Option 2: (Term nation Process)

. ferring to F1G 5B, a Sequence Di agram for an
OPhoﬁa%Q%ﬁ‘aégcﬁsgw of SMB Mobile Originated froma
Referriigad FIMAB, #8&jdefcsSDhick0n fédramax&inheGChideddSiom oHEVIEARobile
Origindd FroM A BRI dHoiIe! 0t e G I SMAEbiMEVIS! Widd ¥WAP MT-FSM

procedhRGib RSty &E}itv&%t thé RRidid QhiMRIERE nNoNeP:?en'f'B’%—MU }ﬁﬁﬁ@q SMSC

is sho shown.” The SIP HA submts short nessage to
it eway 111 by using a SIP MESSAGE 710, and Sl P
Gateway 111 rel ays the nessage 712 to the |IP-VLR

‘The SIHH.?& sﬁtﬁﬁﬁ‘é &to rﬂgss%{}o@?ﬁ %}%gegﬂa lrﬁ l§Q1 nj[?e a% ﬂ@}bs'l 10, and

SIP Gatehwar.yt f lr%egreﬂgt %1& gnesaag(c?}[el% o hedrs ﬁor Bessage, the
VLE xtragts (e OFpeling REmPe, r%rvé?ﬁt @Eﬁ%‘rﬁ Aqfmessage, and then
generat@é eiMABMRITE-SHE 7if dirsehetodhrereatpinnt’s Sl é7% eRlererecipgnt can be
the sangeappepibomghe sendpoion e bRengtognothignopdrgorithiaf isdéfiicrenifoom the
home dgeeatdro Wipon peemt of thelJRIFareiM] the raipiedtdIIIRIL7$-ohecEMhe roaming
relatiohdhep Witk il PAVLR| IRhE fEashaipss bh aliéwssi 0ge, the HLR 175 returns the
MAP SFaLRdrLSNISAIO7 19 tbhihd Trevi R WiiRthel IMSIREd BR) BbitRINAB CRidlifess that

therec%rgrﬁlllgaﬁpcg € 1R98d &g the HLR 175 returns the 25 NAP
For- SMAck 716 to the IP-VLR with the I M8l and

the visited M5C address that the recipient is
The TIPSV 807 ki¥en! s0ediBE exddifed oMttt b RRIVERRIS A ORIAP MT-FSM
718 in 1599%8 e§:§ froﬁﬁ?&ﬁ%ﬁ:ﬂ 11% ' %bﬁlgdt% Ms' Es%Min the

l?%%on re mn g%gl:, I;I:r%cﬁ%xeg ar %%E's the short
messagsﬁBﬁher Fgﬁzﬁ; SF @E ag%énea %gnf‘ ow edge message
722 to thedPpY R ﬁ&aw aheac n oYItRﬁe%eé the 31F BRO Ok 724 based
on the NETHEM- ACh-SThﬁsg]?mWﬁlmiﬂh@hyﬁ e AP0 20Q MK g0 e shecBIP UA to
indicatatheankemssiubdejvenesSheg 8ha 2nessrgehe | P-VLR i f the

transfer succeeds. Then I P-VLR generates the SIP 200

Ok 724 based on the MI-FSM Ack. The SIP Gateway 111
Embodimkaty of theerSeit th2@@iopralsédfable thdEMS| tBrmidAatian forttle SEt Eser Agent
that is fdagiSgRCWsBifaavirdehbmewiticBimdsfreShoybe sRGaAge frodbGSM network,
CDM AN GEHIB S tBerGbtl s RAB IR Fecl PR MEISDNAs SRe STFODLE AdAi’s
identifieMRyd. €rm nation to the SIP User Agent that is roam ng

In WFi environnment, which nessages maybe ori gi nat ed

from GSM net wor k, CDMA network or other networks with

Referrin8 o FREEPA S8 drd fr8 eRhBpldSRtss AT Mw 8f SMS Mobile
Termi % 'tlflé @ﬁatl 'n&’?le nﬁl esftﬁ{olh' lfﬁgextﬁf 1' DQV@ %}\éﬁ%ﬁﬁ%@t is shown.

agram for an exa I'e nmessage ow o
Term nated to the dual -node nobil e stati on under W Fi
or WMax environnment i s shgwn.
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WO 2007/ 120921PCT/ US2007/ 009489 The SM SC 179
forwards the short nessage 812 to the SMs-GMSC 180.
The SM5- GVBC sends a MAP-SRI - For-SM 814 to the HLR
contai ns the recipient subscriber j
q]]orrrg%l on. The HLR 131 returns to the SNS§8@%?@Q@Q489
vvlth the IMSI and visited MSC that the recipient is
currently |l ocated, which i-s the 1P-VLR 107 address.

e snEAl s it ol BB o o o pel s

sends aMiAP SREERrBif to thed i 131 feat pontipg fhereqipinais

location iuSprmatign dBresHER I trefurnvpie theeSME f aMS ol Plavigis the HVRAL and visited
MSC thanthe recificht iVEBSAGE 1820¢d, aviichsisnipsIP-VLRO 03| add@ss. Slvg pMS-
GMSC 1280 theh d=fideithe RAARDEBFSM 8US mtha IP-WIR 107, Whcht congns the short
messagk BRd DEIST RifeRlatlR! THRINPOGBERA 09 MhdntBrchls thAMUISE Bl 8k Bom the

rc%nggrté o 196 JopavBkshhg & &q&ger aatatts 111 A
local C%fg\ié%%u@ al a&ﬁ% {J)t Oet gerr & %% onnf_h ﬁ:yAnd

charactfr fogyesionds S oppet 8°P‘h"e°“§ﬁ ! Eses iy
et S S A eSS T S HE Aoy 111 ey ch STP
MESSAGE 822 46 thel SIP d&s.caddhahlP dAgpinapds wib aSAB F'20h@KS £g4 once it
successfudlyt deeodasbmd didpéays thiheholtrddbdRege fidssubsaliber. Bhe yP 1\ J0sdnds a
deliverZPon BB back fothe SMS-GMEKT" 180 bt of drcb st GSROME SIP Gateway

111, whitPM dufifseabiPa Gl @M epdit ko M EMIBE M7d.Ur N sends a
delivery report to the SMSC 179. 15 CAP Capability

In order to facilitate BPLM N s billing systemw th
CAPChﬂﬁﬁhlky gent Networ k depl oynent, enbodi nents of the

In orde tg ﬁ%} {at%#ﬁ%Lmlggo SRy gﬂtelﬂte n ?@1‘??1% ﬁfé’q?we?ﬂl?

embodigients ofdhesprepadd invegdersgep E’Sb‘daéltﬁt 88 nrefoor) taggpect with

HPLMY iseasifSEAS CBrinPehiciathe 18- VI ectearsiapdard sohSFHSSP defined in

3GPP spagifieariontB20078. HEhd PAVIpRtOed! it anpledsaied en ihedPeViBR ((ie dan also

be implefhefited &P a bejabtledrbRddbie, bltud kéd the ewtdnh Corbpsdt e hnp@itably

the CAP MRS e iPIA léﬁﬁhtehl mhht@n %me rfnaGRe IS VILRRIcARRkSfbliowing 3

roles: W{l'ﬁs&hﬁé u ARG tﬁ AShbitg be some way for
rl?h U

the SIP a.a‘l t'ljte cgﬁ %%u%ncﬁ ?Jscontnﬁéﬁ%n to

ﬁ
trigger r§°%%‘i ik prace 3?%&{% bdipegLisgs fArappistary {CF agotocol
betweep te) SIB Galgvaynth W&%%X@F‘o Abe t’sﬁ%ﬂ FeRgigeat lepd (but not limited

V

rtu

t0) 5 messegesewnilnyiten gopersidengup, Roneseami deepbve.uses a

30

35

40

proprietary TCP protocol between the SIP Gateway 111
and the 3P-VLR The Protocol contains at |east (but
SIF Uspipte FY RN Ewoe oy MobiaBhgne wa%\ﬁsﬂ’ PrRfPEd Accept,
Refemlhglm Eb Ft@b em&&n& BRERA f0f8n cRBplassige R bF PhReseall
from a 9o Bl & pEIRPE G A RROGRN Sl BREEL ol 10

equence Diagram for an exanple nessage flow
of V0| ce call froma SIP User to a PSTN Phone or

When tHO8iB ﬁq\Pﬁ@ﬁcé@aé@a%%@ét%@ém éatéh 11, WiBacin a%luPe SIP
User A L@Hﬁ% tts t Y ?@1 e ﬁ]ﬂ Ieé!@%]{a TCP Invite
854 1o

éhe ergm 1f QO-CS]
exists felfébe FHURE 83%5 a8 &Cttsé‘s gFs §

€ Cﬁ-t-
(D
:)

%
Etwgifdte Cifeliop f‘t/Ets Oj?t??ct
SCP/gspipé syclindsiéada HY- TopOvEBhinfarmagipe iscplicetedardbprordibythe 1P-
VLR 1{7ohuringahe aluthiengcarmntBroceging. ates eSSy G IEctegsiully hepalles the
CAP fliviah€MR VI 10T akeh@neodatient bSeEPbg sGasirucsiondireasi v&tRam the
gsmSCH 84 hownBe ChICR toiba rewtBa lana fhdnSTCPR Il viet 86k 868lissbaT ek Mthe
same TERSohidiBn 10theHip| 'Cﬂﬂev& AVTRENEICE 4k Wiy Pl DRRRWIE the STP

ESsra g §> @ é‘aﬂt‘é 5‘1651 lA g's@:@ E&? m(il!:zﬁé% that the

vk
aesinaf i P Fé‘eét%av S SRR lent 1P Acoo

call is to be routed, and then TCP Invite Ack 866 is
sent back in the same TCP ggannection to the SIP
Gateway 111. Then SIP Gateway 111 forwards the SIP

I NVI TE message 868 to the Trunk Gateway 105. A
response SIP "200 OK" indicates that the destination
has accepted the seSS|on invitation. Thus SIP Gateway
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WO 2007/ 120921PCT/ US2007/ 009489 882 to the IP-VLR to

inform)P-VLR of the successful call setup, and

IP-VLR will record the timestanp as the start billing
w8MGPh2004¥ t €r successfully handling the TCP AggRRboo7/000489

the 7T-VLR sends back TCP Accept Ack 884 to 5

indicate the handling result to the SIP Gateway 111.

Ei t her party may rel ease the call with a BYE met hod.

882 o PR Bt ot DS VIREot b Shep b PP e et 2 v pepond the

“meSt*B?P%?]thﬁﬁ@&lWé‘“éﬁl"?m On successfully handling the TCP
Hungup, IP-VLR wi I | trigger the CAP flow to SCPa 187

e the Di s necti o . After .t
sl bndlias BEP Bertnmciie B LR cnih S 14k RoppAck 854 to
mdlcat@ @%h@ﬁllng resylt Kuthg SR Gty wapp 1 RCE{then Repy anaydpispstthy call with a
BYE nggigod: dOn tegeipPofhRB Yhiteh S Gatewe b1 Iselidra MGRJiynenp ROC to the
IP-VLR 0B iridiratehthe ShiddSat efvayorgbing chllo©e sséuekdfallly handlihge therTCP
Hungup) IFLVLRGAP R igger tRACAPHR vSioB Tl 18Y 10BSHA0MS Diionstion event.
After thedé&ipd 887 be@esDer thd cﬂtlﬁnsw 189 ﬁafsﬁemhé $0fng REIMA LAY if R8ds a

B0 BHERIAURG 31 IBNTE GEERDEherdBls TE8SRmkd_Ack 908 to

e
‘h"'sn’q 8RB oul d be ISUP TUP or Q 951 and PSTN 189
and PSTN Phone 190 coul d aI so denote nore general

Those gkxﬁed 1;6Hu§rtt hﬁ ree:%grr% & %m@%&%%&%WQ and
PSTN Bfiope.! aﬁ‘l’vwﬁénac%aﬁ wgﬂ TR e iy v o
skilleddp, gigertshpplddan Pﬁ the pighfRERraigeCk o8l He L LR qrifp 931 and
PSTN 389 md RS BN Fheeg g also denotgmjorg @}F"‘s‘i@ arasgthyp theP SN could
be alsoE$M moﬂcoﬁm networihorahe. @PhrdiSIaY Borsitoul dbef@éSM Phone,
CDMA Phaget-ether wiabile saaioe. t 0 trigger the billing for

calling party, the other for the called party. To

achi eve consistency with a previ ous nessage, the TCP
FIG. 8ishivey 4 aoec cenglitiaedimessagedidwWCahéPhoth ey élingamdidabled party are all
registefpdnmaet £WiFosvabhmeRs fagRish CAFtimksdaggashotiMite erigardd twice,
once tifbaI RO biINRY #R Sallind pWiy, 4he Sther 10€ tHel daBtd barhyd I8 lhackHeve
consistth@Pwii & R@E&E%&Eagcsr thI*ﬁthﬁch% & do8hne @REPRLYFSIL” as the

param%%cfﬁpgf H;hs%gg{, ﬁﬁél e Sgaagt {mﬂtﬁraﬁ%& fn;l erﬁéiat ue Wk 46 trigger

[

time thg Faraietend sl Yelud Calthy pachedty EF?? i Bapetr s sct o
the valpg, Caliee. Thug the IBNLR bsrﬁblet 19 %bzg‘ gn H‘g ifferent trigger
values apgbpyests- f or each i ndi vi dual operator In this case,

each 30 individual operator can install Virtua

MSC/ VLR and SIP Gatema¥ 1l specified in this
In addigigp, fhesriution ¢an gl§q be app IF’%QHIEF‘S')" Agigal ppsratop A this case, each
individyRi ¢rieragion qantimssalh Virtudh MSGRYHR desewayy! idepaeified ingthis
documttte enbodi nents w t hout departing fromthe spirit and

scope of the invention as defined by the 35 appended

claims.” CLAIMS A nethod of registering a nobile
It will oleseiadidy 2ppatesie tepond skiltedrig theetribakmoedifioaiioyismgpy be made to the
embodimanswithowtglepartiaf fforgihs spial hodscops i dednfandon tibdefined by the
append@BRidigs.devi ce froma first protocol to corresponding

second registration nmessages in a seoond protocol;

and transmtting the second registration nensoges to

regi ster the device to use the visiting network,

2. The nmethod of claim11, further conprising

transl ati ng response nessages in the second protoco

to correspondi ng response nessages in the first

protocol; and
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transmtting the correspondi ng response nessages in
the first protocol to the nobile device. ethod of
claim1; wherein the first protocol is Session
Initiation Protocol. 4.The net in the second
protocol is a global wireless protocol. S.The nethod
of claim4, whertin the global wreless protocol is
Mobi | e Application Part (MAP). The nethod of claiml,
further conprising retrieving fromthe Mbile device
an International Mbileée SERA#MBHN [dentity (UST) and
transmtting the IMSl in the first The method of
claiml, wherein translating the first 'regi stration
nmessages i nto.the secon st ratl on_ne es_are
per tor medPeHe °§Wg‘ffﬁfl%3r’ﬁ%i %5 Bt IPEPESF© ’%’5 &t on
Regi st emanlbrig Mtadeistagon @WW@% devicifrpm: Fiustprpopdhior
COMPI i Si,PGepdidin) %&:@Mm&ﬁ@mm&@zpdﬁ%&wthr ough a
Home Public land ‘fﬁ nl\!:e}ngvork (H%%J\{L\é v;o'él% e;thewsztm
Locat i o BRETS BFMER) T Using t Rets8cond protocol . .
The met keebriof claim8, further conprising exchangl ng
aut hentication and lotion information for the nobile

dev#1 k??etzﬁ"?\e&fhinml'ﬁjﬁxm& R.and the IP-VLR  10. The

Further conprising authenticating
t he rmbmz@a%we@ﬁ OEtepre A SEE HORPY RAYTBA™ S8 Gt e
Wi th a peagysisesipodalag a third protocol 1. The
MELN0 Qls bl 0 chlfspohbly faﬁinsemg&re; i DB ookl e RGN

aut henti cat

device.
3. The method of claim 1, whetein the firet ér@mcol is Sessfson Eni_ti ation Protocol,
4_. The methed of clair_n 1, wherein the second pmtéwi is a global wimless p;etdcoi.
5. - The method of claim 4, wherein the global wireless protoco! is Mobile
Application Part (MAP). ' o
_ 6. The method of claim 1, further w&n#fising refrieving front the mobile device

2n International Mobile Station Identity (IMST) and transmitting the IMST ip the first

registraiion messages,

7. The method of ¢laim 1, wherein translating the first registration messages iste
the second registration messages are performed at an Intermet Protocol Vistor
Lacation Register (IP-VLR],

4 The method of claim 7, further comprising suthenticating the mobile device
frough s Home Public Land Mobite Network (HPLMN) Home Location Register
(HLR} using the second protocol. '

9, The method of clatm §, further comprising exchanging authentication and

location information for the mobile devics between the HPLMN HLR and the
B-VLE.
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sequence fromthe nobile device. 12, The met hod of
claim 11, wherein the third protocol is Renote

Aut hentication Dial-lIn User Service (RADIUS). 13. The
met hod of claim11, further conprising sending a Short
Message Service Message nomthe nobile device to a
destination device. 14. A network conprising: a hub
progranmmed-to control a connection forending a Short
Message Service (SlaiS) nessage froma nobil e device,
wherein the hub is programmed to exchange first cal

coptr oﬁe%ﬁ%ﬁ%@ﬁémWf&ﬁer%ﬁ%nm@eﬁt@ﬁ%ﬂn@ Bodskdng a first

protoco to excl uel%il con egpon i ng. q&qu cal
cont r oFSTEERSHFELIRPEP TP AREHCLT BRE 2 GHFERE usi ng
a second protocol. 15. The network of cIa|n114

WG e fhctPBad bk QITBFheS QBpRinPRES IRk hiielidcai6s  Pr ot ocol
(SI'P) server- an irst protocol is SIP. 16. The

netmorﬁwﬁﬁmé?%?ﬁ?fgeﬁvﬁereln the hub conprises an
Internet Protocol Visitor Location Register

(1B~ VLTiRmeh6Qip ki@ 1, tvRrdidie: i Proed! weEmadnchphiagoammed
to tr %h @ ,?et ﬁ? e first call control nessages
and th SBCoN messages. 17. The network of
cl ai m 16, mhereln the 1P-VIR is coupled to a Hone
Logat i @{[bn{-_e’@gigﬁtﬁﬁﬁ 1 (fkthd e prisinteping g Bianvedapt Serteeansm t
| ocat i I device to the HU.
18. Thg1n :EB&#&%U% éclgrﬁ%até%%na\%h&gar&%%n the SIP Server
'S progranned to exchange the second control nessages
W h aanawbhembiisagt i on server using the second-:

pr ot 00%@{&%&@ o) iy ak&nbﬁm%&%ﬁmdﬂ M%sa@é@:ﬂ@@%e

correspon ird call .control nessa
VR RS Pt AP ieich BFRESs PR GRS RE-HE
conpr i Sesalbeottolindisagea trigviapymobiiruipliderygjngtatiiest BWeSlapdter to a
Home P%ii&h% c&%g}:gnd%b Q‘JC(!?H@ eall B@kx&%&ﬁ? &an@@gs%\ﬁ\@ﬁpﬂﬂem
Mobil e Sw nter (GVSC). 20. The network of

cl ai m 9B 2 7 @ 'he second protocol is a globa
net wor ki ng protocol. - 21. The network of clai m 20,

whgr ei @hetn%ergbmﬂrl Mﬂﬁla;‘é@ﬂi&h%owﬁ&esmmilﬁnambi | e

Application cQkwo The network of claim
17, mh guﬁﬁfﬁ secon control nmessages

correspond to updating a | ocation of the nobile
depi CeTRMed e of thaff BNeheotb b et choatsisnglnt-he Probil | e
devi ce v%n?{g&at%ﬁkgg%@ dl'fgﬁidli)%gis ¥7€ rS?P sc?r%r mgmr K

of cl further co es
procy m‘%?ﬁ%&r&bﬁ fE%‘r’f%éW@l’mgag&“ and the second Gantro! Tesages.

17, The petwork of claim 16, wherein the IP-VLR is coupled to 3 Home Location
Register (HLR} and programmied to wansmit iocation information for the mobite
device to the HLR. '

18,  The network of claim 13, wherein the SIP Server is programmed to exchange
the second control messages with an 3:{then:ica£ion server using the second protocol
* and the TP-VLR is prograrmmned to exchange corresponding third call contrel
mesgages with the HLR. '

1~



24. - The network of claim23, wherein the proxy

aut hentication server is progranmmed to authorize the
nmobi | e phone to perform predeterm ned tasks and to
bill the nobile phone for services. 25. The network
of claim 15 wherein the SIP server is programmed to
exchange the second call control nessages with the
aut henti cation server and the IP-VLR is programmed to
exchange corresponding third call control nessages
Wiib.h  tinenetwolld RIS 11 F) GhetoirtdiintiChopprBtsa @rolk ga2By colfliey

‘netwo I‘ E: S%t egzjer%: g@'{t%é 'Pu (\(ﬁl&&ﬂé }'t!]eﬁwcrﬂl ({{%%)era&&ig’%l‘ﬂ

S| P, second rotocol 1s Renpte Authenti ¢ation
Di al -|§’f“’%@r€e’§‘éﬁ ¥e (RADIUS), and the third protocol
is MAP. 27. The network of claim 14, wherein the.

f'253t £ithdw RORLLA e, WS SABES 0B RIR:d1 £8 piBbaNBlaM: Of a

nobi | e deV|ce The networ k of cl a|n1%4 wherern the
flrst P control data conprises a domain nanme
correspondlng to the MSI SDN.

T2l The network of claim 29, wherein the global nemarkmfr pmmcx}i is Mobile
Application Pait {(MAP) protocol.

22.  The network of ciaim 17, wherein the second call conjrot messages correspond
to updating a location of the mobile device on the HLR and authentiveting the mobile

device on an authentication server,

23, - The network of claim 13, wherein the hub further comprises 2 p?'ox-y
aithentication server.

24. ©  The network of ciaim 23, whersin the proxy asthentication server is
7 programmed (o authorize the mobile phone to perform predeseratined tasics and to biil
the mobile phone for semces
25, The network of claim 15, whersin the SIP server is programmed to éxchange
the sacond call control messages with the avthentication server and the IP-VIR is-
programined to sxchange céérespand%ng third call control messages with the HLR

using a third protocol.
26.  The network of claim 25, wherein the first protocol is SFP,-the second protocol
" is Remiote Authentication Dialin User Service (RADIUS), and the third protoce] és

MAP.

27, The nebwork of claim 14, wherein the first call control messages comyprise &

MSISDN of 2 mobile device.

.28, The petwork of clain: 14, wiereln the first call confrol data Contprises 2

domain name corresponding to the MSISDHN,
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