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.CONTACTLESS PROXIMITY AUTOMATED 
·DA TA COLLECTION SYSTEM AND METHOD 

······-·-··- ........... ---·.-···------·······----------------------------·------·---;-----····--···--·-····-.· ... . 

Related. Applicati-ons·-----,_-------- --···· --·- -·-

5 This is a continuation~in-part-of U.S. Application No. 08/825,940, filed 

10 

Aptil l, 1997, now pending, which claims the .benefit of U.S. Provisional 

Application No. 60/014A44, filed April l, 1996: 

· BACKGROUND OF THE INVENTION 

Field of the Invention 

This invention generally relates to data/information collection systems 

and methods. More particularly, this invention relates to proximity 

15 contactless automated data/information collection systems and methods. 

Description of Related Art 

The 11:1:1~_1?ez:_~~~__!~~-q~~-~~y of_fef?_and/or information based 

transactions that individuals engage in has increased dramatically over the 

20 years. As a result of this increase in transactions, the amouht of paper 

produced and time spent engaging in and processing these transactions has 

also increased. Proximity card technology has been used effecti\'ely to reduce 

waste by eliminating the ne<.>d for paper or plastic in some transactions and to 

increase efficiency of these transactions by reducing the time spent engaging 

25 in and processing· these transactions. 

_Proximity .. card_technology can be advantageously utilized. in a wide 

variety of applications. One significant application concerns replacing small 

ticket/ cash transactions. Worldwide, approximately 80% (225 billion} of all . 
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5 ca-sh transactions are under $20 US. Proximity cards can be used to replace 

.... ·. -cash in many of these instances by allowing individuals to have value 

·· deducted froD;l· the.ir .cards as they make purchases or have valu,e added in 

return for proper consideration... Other applications include, but are not 

limited to, use of a card as a driver's license with all of the relevant driving 

Io ··history stored therein, as a passport with stored visa information, as a 

healthcare card with a complete medical history and insurance information, 

or as a phone or mass-transit card with a prepaid value that is deducted from 

the card with the use of services. Indeed, proximity card technology can be 

used with any transaction that involves the exchange of data/information 

15 between individuals and an institution. 

Proximity card technology has already been used effectively in mass­

transit systems. Cubic Corporation, the current assignee of this patent 

application, developed such a system as is disclosed in International 

Application Number PCT /US92/08892, titled "Non-Contact Automatic Fare 

20 Collection System," filed October 19, 1992, and published May 13, 1993, as WO 

93/09516. 

In this system, the proximity card retains a fare value representative of 

funds available for use by its holder. Value is automatically debited from the 

proximity card in accordance with the applicable transit fare schedules or 

25 ~redited in exchange for proper consideration. Waste is reduced through the 

elimination of paper and plastic disposable fare tickets. System throughput 

efficiency is also enhanced by the increased transaction speed. A typical 

proximity_ card transaction takes place roughly seven ti.mes faster than the 
. . 

time it t~kes to pass a paper ticket through a standard mechariical transport. 

30 Also, a passenger does not need to waste time finding and removing the card 

from a personal storage area, such as a purse or wallet, because data is 
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5 transmitted via a radio frequency ("RF") field. Thus no physical or even 

visual contact between the proximity card and Target (reader /writer device) is 

requi:ed. 

. A demonstration system-generally applying the teachings of the 

PCT/US92/08892 application is currently operating in the Washington Metro 

10 Area Transit Authority (WMATA) mass-transit system for rail service, 

ground transportation (buses), and parking lots. In the WMATA system 

currently in use, fare data is transmitted between the stationary GO CARD® 

system terminal, referred to herein as a Target, and a proximity card, referred 

to herein as a Tag, via a RF field. 

15 A stationary GO CARD~ system terminal consists of a Target and a Host 

(i.e., controlling computer). The Target includes a modulator/demodulator 

and an antenna designed to transmit, via an RF field with a carrier frequency 

of 13.56 MHz, a message modulated upon the carrier signal. During 

operation, the Target emits. a continuous RF field designed to evoke a 

20 response from a Tag entering in the general proximity of the Target. Once a 

Tag is brought within range, the Target's RF transmission provides power to 

the Tag, and the Target sends a message to wakeup the Tag. The Tag wakes up 

and establishes an authenticated communication channel with the Host 

through the Target .. The Host can then query the Tag for its stored data and 

25 write new data into the Tag. Upon completion of this transaction, the Tag is 

·put back to sleep (inactive state). 

SUMMARY OF THE INVENTION 

30 The invention provides systems and methods for significantly 

enhancing the overall performance of contactless proximity automated data 

collection systems, which include a Tag, a Target, and a Host. In particular, _ 
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5 the invention realizes advantages such as increased transaction speed, 
··-·- - ······ 

ensured .. data integrity .and . .Securlty.,..red.uced..cost, .and-reduced power. 

consumption in a low profile Tag;--· ····-·······-··--·-··-----····-------·--··- · · - _, ___ · ----

The Tag is a portable thin-card carried by an individual. The Target is a 

radio frequency source that provides a communication link between the Tag 

10 and a Host controller. 

One of the many invention features is collision resolution. In 

operation, one or more Tags may attempt communication with the Target at 

the· same time. The invention prevents the problem· of collisions -in 

communication that occur when two Tags enter the RF field at the same 

15 time. Every time a Target receives a first response from a Tag, it checks to see 

if the response is in proper message form. The first response_ is designed such 

that the interference of two or more Tags will likely create an improper 

message form. Upon receiving an improper message_form, the Target will 

signal the Tags that the message is invalid and the Tags will back-off to retry 

20 at a later time. In the rare instance wh~~e th_e Tar$_~t -~oes not detect a 

collision when one is present, the Host does a second level of collision 

detection that is virtually guaranteed to prevent two or more Tags from 

having access to the same Target at one time. 

Another feature of the invention is an improved Tag architecture that 

25 reduces the transaction time between the Tag and Target while providing a 

cost effective Tag with an ultra slim profile and low power requirements. For 
...... ·-· 

example, the invention can facilitate complete secure transit transactions in 

approximately 50 mi11-~$~conds. (ms), w.N_tj.} __ _i.§ __ ?EP-!".9.~ll!atel~ 20% of the 

transaction time generally reqwred by conventional contactless proximity 

30 .. automated data collection systems. 
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5 In particular, the invention utilizes se_rial dataflow techniques and 

____ :variable speed. clockingJor __ theJ.ag. __ F.or . .example,_the. invention uses serial, 

-- - rather than ·parallet·-m~thods-to-move-data-·thtoughout the Tag to realize a 

significant savings in chip .area; In addition, the invention utilizes a dynamic 

clocking system for the Tag. A low speed clock is used to facilitate 

IO communication with the Target. However, for transferring and processing 

data and messages within the Tagitself, a high speed clock is used. 

Moreover, the invention uses _one or more Linear Feedback Shift 

Registers (LFSR} to facilitate Tag functionality. The LFSRs greatlyreduce the 

circuit complexity, thus increasing the speed, flexibility, and reliability of the 

15 Tag. 

Another significant invention feature is the enhanced design of the 

Tag data memory. The invention uses ferroelectric random access memory 

· (FRAM) for data storage thus increasing transaction speed, reducing power 

consumption, and increasing data reliability. For example, the invention 

20 performs a write acc~ss to _".l .. !~g--~~- ~--~icrosecond (µs) rather than 

conventional electrically erasable programmable read only memory 

(EEPROM) based systems, which require approximately 10 ms. Furthermore, 

the FRAM writing electrical current requirements are considerably less than 

those of an EEPROM. Additionally, a FRAM typically works for more than 

25 100 billion read or write cycles compared to approximately 1 million in an 

EEPROM. 

f Another invention feature is Tag data buffering techniques for ensured 

data._lfttegrity'._ The g~t~-m.~ID.9.fY-J:rn:luctes a four page buffe~ (64 byte) for the 

incoming data. Only after every page has been verified is the data written 

30 from the buffer to its final destination, thus premature retraction of the Tag 

from the field will not result in partially written messages. 
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5 The Tag of the invention also -provides enhanced security features. 

--------- --- ---- ----------- ---The Tag provides security on two levels: message authentication and 

-· ~estricted memory access. Message authentication will be discussed in detail 

below. Restricted memory access on the Tag ensures that only authorized 

Hosts can read or write to a given memo.ry location. This is accomplished by 

Io using key partitioning. Each block of Tag memory has a pair of keys(read and 

write) and a Host can only access a particular block if it sends information 

about the necessary key with each read or write message. An additional 

feature of the invention is its architectural flexibility. For example, error 

correction and encryption are readily added to embodiments of the invention. 

15 Yet another feature .of the invention is the Tag analog power protection _ 

circuitry. The Tag prevents breakdown (inherent in all silicon chip devices) 

of the fabricated silicon device from fluctuation in the RF field while 

permitting the Tag to receive the amplitude modulation (AM) signal from 

the Target. In particular, the invention features a clamp circuit that is fast 

20 enough to react to a switched RF situation and to the AM signal on the RF 

carrier. The clamp removes the AM voltage fluctuation from the rectified 

carrier, however, the clamp control signal_ contains the AM signal, and the 

control signal can be used as the AM signal for the ASIC receiver circuit. 

An additional benefit of this clamping technique is that the clamping 

25 voltage can be accurately determined and can be set just below the ASIC 

breakdown voltage, allowing the ASIC to be produced with smaller geometry 

and fon lower breakdown processes. 

The foregoing, and other features and advantages o( the invention, 

will be apparent from the following, more particular description of the 

30 preferred embodiments of the invention, the accompanying drawings, and 

the appended claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a high level block diagram of a contactless proximity 

automated data collection system in accordance with the principles of the 

invention. 

Figure 2 is a high level b1ock diagram of a Target. 

10 Figure 3 is a high level block diagram of a _Tag. 

Figure 4A illustrates a typical Host~Target message exchange. 

Figure 4B illustrates a typical Target-Tag message exchange. 

Figure 4C illustrates a typical Host-Tag message exchange. 

Figure SA illustrates a· single Tag attempting to communicate with a 

15 Target. 

Figure SB illustrates two or more Tags attempting to communicate 

with a Target. 

Figure 6A illustrates a collision resolution protocol scenario for the 

situation depicted by Figure ~A. 

20 ·Figure 6B illustrates a collision resolution protocol scenario for the 

situation depicted by Figure SB. 

Figure 7 A illustrates a collision resolution.protocol for a Target state 

machine. 

Figure 7B is a flow diagram illustrating a high level control of a Tag. 

25 Figure 8 is a detailed signal diagram for the interface between a Tag 

30 

analog subsystem and a Tag digital subsystem. 

Figure 9 is a block diagram of a Tag digital subsystem. 

Figure 10 illustrates a d~tailed schematic diagram of a state address 

register. 

Figure 11 illustrates a very long instruction word (VLIW). 

Figure 12 illustrates a memory map of a data memory. 
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5 Figure 13 is a detailed block diagram of a Tag analog subsystem. 

Figure 14 is a ~~~~µ~~-~-~~~-~-~--~-~--<:l~~g~~~-~! __ ~_!~_g"'~~al_?_g·s~~~y~_!_~~~--- ______ _ _ _ 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The currently preferred embodiments of the invent_ion are now 

IO described with reference to the figures where like reference numbers indicate 

like elements. Also in the figures, the left_most digit_of_e_a~I:t reference 

number corresponds to the figure in which the reference number is first used. 

While the invention is described in the context of an electronic fare 

collection system for rapid transit or toll applications, it would_ be apparent to-

15 one skilled in the relevant art that the principles of the invention have 

considerably broader applicability to other systems in which contactless 

proximity information/data/message is exchanged, collected, or otherwise 

used. 

The improved Target and Tag of the invention can be used 

20 advantageously in a fare collection system similar to that described in 

International Application Number PCT/US92/ 08892,-titled-ilNon-Contact 

Automatic Fare Collection System," filed October 19, 1992, WO 93/09516, 

which is incorporated herein by reference in its entirety. Thus, only the 

features of the invention that differ from the system disclosed in WO 

25 93/09516 are described in detail herein. 

System Overview 

Figure 1 is a high level block diagram of a contac:~ess_ proximity 
f . . . 

automated data collection system 100 in accordance with the principles of the 

invention. System 100 irtcludes·a:--plurality of Hosts:·-102;-Targets-104;-and Tags 

30 106. As would be apparent to one skilled in the art, the number of these 

devices depends on the requirements of the application. 
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5 Target 104 communicates with both Host 102 and Tag 106. Target 104 

. a~~ T.~~--~-°-~--~?.-~~-~-~-~-!~~~~~~~:s-a·n~t~~!~~°-~:!-~--~i-~~~!~ -~ 10 _and 11~_· _ In 

operation, . .Target 104 responds-to.:commandsJr.om-Host .102 .and acts primarily 

as a simple serial_ data pass-thr~ugh with bit rate conversion and collision 

resolution between Host 102 and Tag 106. 

10 In this embodiment, Host 102is positioned at a point of sale :machine. 

Alternatively, for this type of applicati6ri,--Host 102 can be loc~ted at an 

entrance/exit gate of a train station at a ticket vending or issue machine. In 

general, Host 102 can be locat~d remotely_or locally with respect to_ Target 104. 

Host 102 communicates with Target 104 over a standard RS-232 serial link 

15 108, but any known links (e.g., a RS-422 link) can be used with the invention. 

In this preferred embodiment, Host 102 is an Intel~ Pentium® based 

computer system running Windows Nr'. However, any sufficiently 

powerful computer system (e.g., Intel(li. Pentium® Pro or Pentium® II based 

computer systems) and operating system (e.g., Microsoft® Windows®) can be 

20 used. For example, a dedicated controller using a Motorola® 68332 

microprocessor with a real-time operating system or any other appropriate 

microprocessor can be used. 

Host 102 contains predetermined executable programs (software or 

code) that achieve the functionality of the specific application. These 

25 programs correspondingly invoke (call) functions within a CARCG GO 

CARD®subroutine library, provided by Cubic Corporation. The subroutine 

library provides the necessary. control 10-facilitate low level message and data 
• 

input/ output processing. 

Figure 2 is a block diagram of Target 104 in accordance with the 

30 principles of the invention. Target 104 includes an antenna 200, a 
. . 

modulator I demodulator 202, a microcontroller 204, and a RS-232 serial 

-9-



W099/16015 PCT/US98/l 9361 

5 interface port 208. Microcontroller 204 receives a clock signal from quartz 

-----------------------------crystal (not shown). In this embodiment, microcontroller 204 is a DS87CS~O 

----·----·--_----·---------micro-controUer commerlcally. available from Dallas Semiconductor, interface 

port 208 is a RS-232 interface from Linear Technology, and antenna 200 is a 3 

µHy, PC board coil, which are all available from numerous sources. Any 

10 commercially available ·parts, however, can be employed for these 

components. 

As with Host 102, microcontroller 204 has predetermined programs, 

residing-therein, to facilitate the overall functionality of Target 104. That is, 

the predetermined programs are written in suitable code with any known 

15 - programming language, to implement the logic carried out in the protocols 

discussed below (including the collision resolution protocol) with reference 

to Figures 4A-C, 6A-B, and 7 A. 

----- .. --- ·- - ·- 20 

·In general, Host 102 controls and coordinates the exchange of 

messages/data between Target 104 and Tag 106. These exchanges are 

conducted with a half-duplex communication protocol. RF signals 110 and 

112 have a carrier frequency of 13.56:MHzper150/IEC 14443 standard and are 

amplitude modulated at 115.2 Kbps for data transmission. As would be 
-

appreciated by one of ordinary skill in the relevant art, other well known 

protocols, transmission rates, and various modulation techniques can be 

25 utilized with the invention. 

In operation, Target 104 receives modulated Tag messages/ data over 

RF signals 112. Antenna 200 receives these messages/data and conveys them 

(over interconnection 210} to modulatoridemodulator 202 for demodulation. 

In turn, each Tag message/ data is conveyed (over interconnection 212) to 

30 microcontroller 204, whereupon, depending on the message/ data type, it is 

either processed or relayed (over interconnection 214) to serial interface port .. 
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208 and then to Host 102 (via serial link 108). In similar manner, Target 104 

transmits.modulated Target messages/ data to Tag 106 over RF signals 110. 

·Target messages/ data can ·originate solely from m.icrocontroller 204 or from 

microcontroller 204 in conjunction with Host 102. Modulator/demodulator 

202 modulates the messages/ data, and antenna 200 transmits. the 

IO corresponding RF signals 110 to Tag 106. Microcontroller 204 and Host 102 

·process the Tag and Target messages/data in accordance with the particular 

configured application (e.g., in this embodiment, a rapid transit application). 

Figure 3 is a high level· block diagram of Tag 106 in accordance with the 

principles of the invention. In this preferred embodiment, Tag 106 includes 

15 an antenna 300 and a Tag application specific integrated circuit (ASIC) 302 

(Tag ASIC 302), which will be commercially available from Cubic 

Corporation. The following discussion includes only a very high level 

discussion of Tag 106 with.respect to the system level features of the 

invention. The Tag Detailed Description se~tion below provides a more 

20 detailed discussion of Tag 106. 

25 

Tag ASIC 302 is partitioned into a digital subsystem 304 and an analog 

subsystem 306. Digital subsystem 304 includes a controller 308 and a data 

memory bank 310. Analog subsystem 306 includes a modulator/demodulator 

312. 

Similar to the operation of Target 104, messages/data are transmitted 

to and from Tag 106 via RF signals 110 and 112, respectively. Target 

messages/data (modulated on RF signals 110) are received by antenna 300. 

Once received, Target messages/ data are conveyed (via int~rconnection 314) 

to modulator I demodulator 312 for demodulation. Each Target message/ data 

30 is then conveyed via interconnection (interface} 316 to controller 308 and 

processed in accordance with the configuration of controller 308. Data 
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5 memory bank 310 is used to hold application data which is accessed over 

-interconnection 318. 

Tag messages I data (modulated on RF· signals Tl2J .are transm1ttea·--rrom:-------­

antenna 300. Controller 308 provides both message generating and data 

accessing functions. Each message/ data is then conveyed to 

1 O modulator I demodulator 312 for modulation. Messages are finally conveyed· 

to antenna 300, whereupon they are transmitted to Target 104 as RF signals 

112. 

Although the invention has many other applications, an overriding 

performance requirement imposed on a GO CARD.!- system when used for 

15 automatic fare collection, especially in a transit environment (e.g., subway, 

bus, parking lot, toll road, etc.), is that a fare transaction must be completed in 

less than approximately 0.1 second. This requirement has been established as 

the result of human factors studies and extensive field trials. 

As such, the 0.1 second transaction period does not allow the extra time 

20 required to insert a Tag into a Target so that it can be captured lll1til th': .... ··-······· 

transaction is complete. If the Tag cannot be captured, the system must be 

able to handle the withdrawal of the Tag from the vicinity of the Target at any 

time during the transaction without the Tag non-volatile data being 

corrupted. 

25 The invention satisfies this and other requirements by utilizing a high 

communication rate (115.2 kilobits/second), an efficient communication 

protocol (including implied acknowledgments), ensured state transitions 

(after transmitting a message, the Tag_entersa_.predetermin~ci.s.tP..t~---~c:;tjs __ .... 

prepared to receive the next incoming byte without the overhead of any extra 

30 synchronization bytes), an intelligent collision avoidance protocol (which 

includes sending application type information within an "imawake" messa~ 
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5 to avoid the extra overhead of a separate request message from the Target), 
... - ··-- .. ·······-···· ,_ 

and FRAM .for.non-volatile -Tag--buffer-and .. permanenLdata.memory .. (0.6 µs 

write time ·verses up tolO,ooo·µs· for EEPROM):-The-us·e-·ofFRAM-·for·rton­

volatile data buffering also redl:lces transaction time ·(and memory required) 

when used to prevent data corruption. 

I 0 Preventing data corruption is addressed by the use of FRAM for Tag 

non-volatile buffering of received write-data (including automatic write 

completioh on power-up), by the Tag's monitoring. of its ~va_i~able RF and DC 

power (to guarantee that any· write to the FRAM will complete before power 

can be lost), using a combination of missing clock detection, hysteresis, and 

15 pulse stretching in the reset circuit to provide a fast, suffici~ntly wide and 

stable reset (to avoid unstable or inadvertent FRAM writes and also avoid the 

size and power inefficiencies of a phase-locked loop), and by using a message 

digest as a check of the integrity of the received message. 

Additional operational constraints/regulatory requirements imposed 

20 on the system are that therebe no_ cross-ta!~ b~~~~:l'.:1 ~-9.:j~cel'.1~ Targets (because 

· of the required close placement of Targets in some fare collection systems) 

and that the system be capable _of being certified (FCC and other regulatory 

requirements). 

Cross-talk between adjacent Targets is eliminated by using impedance 

25 (or load) modulation from Tag to Target. For example, the Tag must be close 

to the Target which has powered it up and only modulates the RF field of that 

Taiiget. The RF field provided by the Target to the Tag decreases as the cube of 

the distance between.them.when that distancejs_gre."'tgr tI,ian the radius of the 

Target antenna. 

30 Regulatory certification is aided by the Target using a small amount 

(less than 2ocx,) of amplitude modulation (AM) for communicating with the 
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5 Tag (thus producing small amplitude sidebands) and by increasing rather 

........ ____ ..:. ___ ~------~-than--decreasing--the carrier--ampli~ude during modulation (thus reducing the 

·····-······-:·----···-··-----requffed--average carrier power). The Target also has the capability of 

operating at significantly reduc_~d average carrier power (either by detecting 

the presence of a Tag and only operating at full power for· the 0.1 second 

IO · transaction ~ime or by pulsing the RF ca·rrier to full amplifude with a short 

duty cycle until a Tag responds for the 0.1 second transaction time) . 

15 

20 

.. Several other operational factors determine whether a system can meet 

the· above requirements. They include: 

• the complexity of the transaction and the amount of data that must 

be updated, 

• the transmission overhead imposed by the communication data 

rate and format, 

• the time required by the Host to process the data to be updated, 

• the time required for the Tag to write the received data to non­

volatile memory, 

• the overhead involved in assuring that no data corruption can 

occur, 

• the overhead involved in authenticating that a valid Tag is being 

used, 

25 • and the Tag and Target operating power, frequency, and 

transmission methods. 

These items are discussed in greater details in the following sections. 
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s Protocol Description 

Figur:~s·1~3 illµstrate a high level block diagram of a Host-Target-Tag 

·---· ----·-·-··-···· -----···· ·----·system in-accordance with the principles of the invention. The Host-Target­

Tag protocol includes a series of predetermined message exchanges. In 

general, Target messages are generated by either a miqocontroller 204 or a 

IO Host 102 and Tag messages by a controller 308 in accordance with the software 

or logic residing therein. A message is typically, but not necessarily, 

approximately one byte or greater in length, and may represent control 

information for controlling the operation of a Target 104 or a Tag 106, 

message identif1catfon information, authentication information, or other 

15 information desired for each particular application in which the invention is 

employed. 

The messages/ data are exchanged to provide the following general 

functionality: allow Host 102 to set the operating mode of Target 104 and/or 

determine the current state of Target 104; allow Target 104 to detect initial 

20 entry of Tag 106 into the RF field and mediate between multiple Tags that 

enter the RF field simultaneously; and allow Host 102 to exchange data with 

Tag 106 in a manner that provides resistance to tampering. Table 1 

summarizes the general function of each field for particular messages. 

-15-



W099/16015 PCT/US98/19361 

Mlii~~· Data Fields Ms1Il!IZ!: Data Fields 
command Start of message byte imawake · ·· Staifofmessage byte · ·-----···-----------·-

Type code "command" · · ···· Type code "i.mawake" ..... -· -·-· -·--·---------·-·--···· 

Address bits Tag random number 
Wakeup control Tag ID bytes 
Tag mode Tag block directory 
RF modulation 
Card sense threshold 

MACb:ytes 

RF field control read page Start of message byte 
LED settings Type code "readpage" 
LED controls Page Number 
Error check bytes MAC.bytes 

wakeup Start of message byte sendingpage Start of message byte 
Type code "wakeup" Type code "sendingpage" 
Host random number Page number 
Error check bytes . Page content bytes 

MAC bytes 
status Start of message byte 

Type code "status" write page Start of message byte 
Current Target status Type code "writepage" 
Error check bytes Write sequence number 

Page number 
diagreq Start of message byte New page content bytes 

Type code "diagreq" MAC bytes 
Diagnostic type code 
Error check bytes ack Start of message byte 

Type "ack" 
diagrsp Start of message byte Page number 

Message type "diagrsp" MAC bytes 
Diagnostic result codes 
Error check bytes ping Random 8-bit value 

Value XORed with SSH 
nak Single "nak" byte 

pongvalid Single "pongvalid" byte 

ponginvalid Single "ponginvalid" byte 

Table 1 

Typical protocol exchanges of this preferred embodiment are now 

discussed with reference to Table 1 and Figures 4A-C, SA-B, 6A-B, and 7 A-B. 
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5 Host-to-Target Message Exchanges 

Figure 4A illustrates a typical-·Host-to-Target· message··exchange;--H-0st- --· · · -- · 

to-Target message·exchanges.O"cctfrwneri HO"sf 102 has··.neeffto.modify-the-·-··· --··· -· 

operating state of Target 104. H-0st 102 may initiate this type of exchange at 

any time, assuming the previous exchange has either completed or a time-out 

10 has occurred. 

Host 102 sends two message types ("command" and "wakeup") to 

Target 104. In response, Target 104 sends a "status" message type to Hos_t 102, 

Host 102 may optionally send· a third message type ("diagreq") to Target 104. 

In response, Target 104 will reply with a "diagrsp" message type to Host 102. 

15 Host 102 sends the ''command" message to Target 104 to set the 

operating state of Target 104. Upon receiving a valid, correctly addressed 

"command" message, Target 104 takes the actions specified by the various 

data fields of the "command" message. Host 102 also sends the "wakeup" 

message type to direct Target 104 to begin broadcasting "wakeup" messages 

20 into the RF field. 

Target 104 sends the "status" message to Host 102 to confirm correct 

reception of either a "command" or a "wakeup" message. The "status" 

message contains the same data fields that are present in the "command" 

message. The· "status" message reports the current setting of these data fields 

25 in the Target 104 memory, which were set by the previously received 

"command" and/or "wakeup" messages. 

Host 102 also sends the "diagreq" message type tO direct Target 104 to 

perform one of several diagnostic routines, then report the.-.result .in .a ·-

" diagrsp" message. In response, Target 104 sends the "diagrsp" message to 
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5 Host 102 to confirm correct reception and report the results of processing the . · 

-····--·-·-· :•------~4@8~~~~~iii~is-a_g~~---·---~~------- ·.-·-···-· ...... . 
····· ·:·---- - -··-· -··.--·--·--·---.'.:farget-to·Tag· Message Exchanges ·· 

Target-to-Tag message exchanges generally fall into two cases: a single 
. - . . 

Tag attempting communication with a Target (a normal case 500); and two or 

10 more Tags concurrently attempting communication with a Target (collision 
. . ··-··--·-. 

resolution case 514). 

Figure 4B _illustrates a Target-to-Tag exchange for both-cases. Target-to­

Tag message exchanges occur after Host 102.has sent a valid "wake1:1p" 

messageto Target 104, as described above. 

15 Target 104 sends three message types ("wakeup," "pongvalid," and 

"ponginvalid") to Tag 106, and· Tag 106 sends two message types ("ping" and 

"imawake") to Target 104. Target 104 forwards the "imawake" message to 

Host 102. 

Figure SA illustrates a single Tag 502 _attempting to communicate with 

20 a single Target 504 before fare data is transferred between Target 504 and Tag 

502 (normal case 500). Before Target 504 establishes communication with Tag 

502, Target 504 lies in a pulsing mode in which it periodically transmits, 

under the control of microcontroller 204, a "wakeup" message (modulated on 

a~ RF signal.506). 

25 Figure 6A illustrates a flow diagram for a communication protocol 

between Target 504 and Tag 502 for normal case 500 depicted in Figure SA. At 

·p9werup~ Host 102 engages Target 504 (step 60~). Host 102 then sends the 

. _ .... _____ _:~ak~~_p" I_!.l~S-~~g~_ type to direct Target 504 to begin broadcasting "wakeup" 

messages into the RF field. The "wakeup" message contains a sync or start of 

30 message character, a message identification character, a random number 

(generated by Host 102 and previously sent to Target 104), and error check -
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5 bytes. Target 504 transmits "wakeup" signals periodically (step 604) and waits 

-- -------------------- ------------for-a--!~-ping''---(step -606). --- --

--:----~~------------------:--------------When Tag 502-is presented in proximity to Target 504, Tag 502 powers 

up (step 603) and then awaits the next "wakeup" message from Target 504 

(step 605). After receiving the "wakeup" message and a random wait period, 

10 Tag 502 responds with a "ping" message {step 608). The random wait period 

of Tag 502 is a random multiple of a "slot time," preferably, but not limited to, 

15 

, ___ an integer from 0-3. The slot time is typically chosen to be greater than the 

round-trip communication time, from Tag 502 and back to Tag 502, of the 

"ping" and "pongvalid" messages discussed below. 

A "ping" message may be rnro characters (bytes) in length and contains 

a randomly generated number followed by its duplicate exclusive-ored 

(XORed) with the value hexadecimal 55 (binary "01010101"). Although th.is 

specification is not limited to such a method of creating a collision check, this 

method is preferred because it can detect collision of any two Tags so long as 

____________________ 2_Q _____ they send different random numbers. 

Microcontroller 204 verifies that the "ping" message contains a random 

number followed by its check byte (step 610), and generates a "pongvalid" 

message (step 612). The "pongvalid" message may be one character in length. 

Target 504 then awaits the "imawake" message from Tag 502 (step 618). 

25 Meanwhile, Tag 502 awaits the "pongvalid" message from Target 504 

30 

(step 613). Upon receiving this message, Tag 502 checks its validity (step 614) 

and' responds with an "imawake" message (step 616). The "imawake" 

----message includes a synchronizing or start of message char~cter, a message 

identification character, a Tag identification number and directory of blocks, a 

pseudo-random number generated by Tag 502 for authentication, and a 

message digest. Communication between Host 102 and Tag 502 is established. 
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5 Thereafter, fare data residing in the memory of Tag 502 is read and 

transmitted to an application program of.Hostl02, which·:manipulates the-······--·----···· 

. fare data in accordance with its software and generates.new' fare.data fobe 

written on~o the memory of Tag. 502. 

·Figure SB illustrates two or more Tags 502, 510 attempting to establish 

10 communication with a single Target 504 (collision resolution case 514). In 
•.... 

other words, multiple Tags 502, 510 are placed in proximity to a Target 504 at 

or near the same time. For example, this may occur if two train passengers 

exit or enter a station and present their respective Tags 502, 510 to Target 504 

at the same time, or if a single passenger is carrying two or more Tags 502, 510 

15 in a wallet or purse. Because RF signals 506 from Target 504 are capable of 

providing power to multiple Tags 502, 510, such simultaneous attempts to 

communicate with Target 504 are possible. Each Tag 502, 510 transmits RF 

signals 508, 512 that may collide with each other and prevent successful 

communication. 

20 In this scenario, Target 504, in accordance with the principles of the 

i:rwention, detects potential collisions and performs resolution. The ·collision 

resolution feature of the invention is also discussed in related, commonly 

owned, co-pending U.S. Application No. 08/825,940, filed April 1, 1997, which 

is incorporated herein by reference in its entirety. Target microcontroller 204 

25 is programmed to administer the collision resolution protocol of the 

invention. 

f Figure 6B illustrates a flow diagram for the execution of the collision 

resolution protocol by Target 504 and Tag 502, 510 for collis~on resolution case 

514 depicted in Figure SB. Before communications are established between 

30 Target.504 and any Tag (e.g., 502, 510) (step 602), microcontroller 204 controls 

Target 504 to periodically generate and transmit a "wakeup" message (step 
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5 604) originating from Host 102, via RF signals 506 (shown in Figure_5-l3-)_. 

· · Target 504 then awaits a "ping" message frottfany Tag-·(step-606):"··--------··-·--·-----------··-

· If multiple Tags 502, 510 are in the proximity of Target 504, each Tag 

502, 510 powers up (steps 603, 603A) and awaits a "wakeup" message (steps 

605, 605A). Upon receiving the "wakeup" message, each Tag 502, 510 

Io independently responds (steps 608, 608A), after a random wait period, with a_ 

"ping" message via RF signals 508, 512, respectively (shown in Figure SB). 

The random wait period of each Tag 502, 510, is a random multiple of a "slot 

time," preferably, but not limited to, an integer from 0-3. The slot time is 

typically chosen to be greater than the round-trip communication time, from 

15 a Tag and back, of the 1'ping" and "pongvalid" messages discussed above. In 

this preferred embodiment, the slot time is 0.35 milliseconds. 

The value of the first byte of the "ping" message is also chosen 

randomly by each Tag 502, 510. If Tags 502, 510 generate equivalent random 

wait periods, but different random "ping" values, and collide by responding 

20 simultaneously and transmitting a response in the form of a "ping" message· · 

via RF signals 508, 512, Target 504 does not receive a coherent "ping" message 

(step 610). As discussed above, this should consist of a random number 

followed by its "inverse." The incoherent "ping" message resulting from the 

simultaneotis reception of two "ping" messages (RF signals 508, 512), is not 

25 recognized as valid by microcontroller 204 of Target 504. In the case of non­

recognition, microcontroller 204 directs Target 504 to transmit, via RF _s~gnal -· 

5@6, a "ponginvalid" message to Tags 502, 510 (step 612). In this preferred 

embodiment the "ponginvalid" message is one· character, in length~-·Tar-get-

504 then awaits a "ping" message (step 616). 

30 The colliding Tags 502, 510 await a "pongvalid" message (steps 613, . 
613A). Upon receiving the "ponginvalid" message (steps 614, 614A), each Tag 
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5 502, 512 again prepares to· transmit a "ping" message via RF signals 508, 512, 

- - after another-r~-ndomly--generated-randem-wait period (step-615). If 

mkrocoritrollef 204-ofTaiger504-recelves ·a -recogriizable- "ping" message (step 

618), it immediately replies with a "pongvalid" message (step 620), via RF 

signal-506. Then Target 504 waits the "imawake" signal·(step 624). 

10 Both Tags 502, 510 await a "pongvalid" message (steps 622, 622A). 

Upon receiving the "pongvalid" message, Tags 502, 510 check its validity 

(steps 626, 630). Any Tag that h_a~ yet" to transmit a "pirig" ~essage as a result 

of its randomly generated wait period, .remains silent (step 632). The Tag that 

transmitted the "ping" message engages in communication with Host 102 by 

15 responding with an "imawake" message (step 628). 

Finally, if Host 102 does not recognize the "imawake" message 

transmitted by the chosen Tag, collision is again assumed and Host 102 

transmits a "wakeup" message to-be transmitted by Target 504 periodically, 

under control of microcontroller 204. Collision in this instance is caused by 

20 bo~ Tags sq~, SJO_~~l~~t!!lg ___ t.~e same random slot number and the same 

random "ping" value. When both Tags receive a "wakeup" message after 

transmitting simultaneous "imawake" messages, both Tags select new 

random slot times and "ping" values and wait for another "wakeup." Host 

102 recognizes this type of collision by detecting an incorrect message digest 

25 on the received "imawake" message, the digest of which results from the two 

Tags' individual "imawake" messages merging in the RF field. Because each 

Tag includes both its unique eight byte identification value and a randomly 

_: _____ generated six_byte_number_,_ the_six byte message digest will ~ot be correct on 

arrival at Host 102. 

30 Tag 106 sends the "imawake" message once only, after the successful 

completion of the collision avoidance exchange described above. 
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5 Figure 7 A illustrates the collision resolution protocol for a Target state 

machine. After start up.(step.Z02) ... Target.J04.transmits_:a.:~'-wakeup~~message 

(step 704) and waits fora "ping" message {step·706)~-If-a1:imeout·occurs·(step· - · 

708), Target 104 transmits another "wakeup" message (step 704). If a "ping" 

arrives before a timeout, then Target 104 checks to make sure the "ping" 

10 message is valid (step 710). If the "ping" is invalid, Target 104 sends a 

"ponginvalid" message (step 712) and again waits for a "ping" message. H the 

"ping" is valid, Target 104 sends a "pongvalid" message (step 714) and awaits 

an "imawake" message (step 716). Upon receiving a valid "imawake," Target· 

104 enters a pass-through mode (step 718). In pass-through mode, Target 104 

15 passes data or instructions between Host 102 and Tag 106 while waiting for a 

command from Host 102 (step 720). 

Host-to-Tag Message Exchanges 

Host-to-Tag message exchanges are illustrated in Figure 4C. Host-to­

Tag message exchanges begin when a Target-to-Tag exchange, including the 

20 Collision Resolution process described above, results in Tag 106 sending an 

"imawake" message to Target 104. Target 104 passes the 1'im.awake" message 

on to Host 102, then simply passes all bytes received from Host 102 through to 

Tag 106 and all bytes received from Tag 106 through to Host 102. This 

contj.nues until Host 102 sends another "wakeup" message to Target" 104 to 

25 start searching for another Tag. 

Assuming Host 102 receives a valid "imawake," the serial number and 

direc;tory information from the "imawake" message is passed to the 

application logic, which will. <f.ecid~ _!9 _read one or n:ig:r~ _I~g, p~_ge~, _ai:\d 

optionally write one or more Tag pages. 

30 Host 102 reads Tag 106 data pages by transmitting a "readpage" 

command to Tag 106, and expects to receive a "sendingpage" response 
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5 containing the requested data. H~st 102 sends the "readpage" message to Tag 
. - . ··---- ·--···--·· --

. --~ -·----·1-06-to-l'.equest.the.current-contents of.a specifk.16-byte page of Tag 106's 

··· · ·······-··· -·---·.-·--·memory:-Tag-1-06-senas the·"sendingpage"·message to Host 102 to satisfy a 

received "readpage" request. 

Host 102 writes Tag 106 data pages by transmitting a 11writepage" 

10 command to Tag 106 containing the.new data, and expects to receive an "ack" 

response confirming receipt byTag 106. · 

Tag ~q6 responds with a "nak" me~sage if a "readpage" or "writepage" 

command is received with an incorrect MAC. With the first several 11nak" 

.. replies, the Host can assume the message was received with error and was not 

15 accepted. Beyond this the Host may be using the wrong key. 

If Tag 106 receives a 11wakeup" message at any time after transmitting 

·its "imawake" message and receiving at least one "readpage" or "writepage" 

(with either correct or incorrect MAC), Tag 106 will enter a dormant state. 

This allows any other Tags in the RF field to begin their own Target-to-Tag 

20 ~.~9 ~-'?~!:!()~ !ag message exchanges. 

If Tag 106 receives a 1'wakeup" message after transmjtting its 

"imawake" message, but before a "readpage" or "writepage" message is 

received, Tag 106 will revert to waiting for a "wakeup" message as though it 

had just entered the RF field. This allows the system to deal gracefully and 

25 transparently with the collision avoidance described above. 

The preferred emobodiment of the invention also includes features 
·-

such,as linked data page writes and message authentication . 

.. ···-···-........ _________ M!lk~ci Data Page Writes 

In this preferred embodiment of the invention, Host 102 may execute 

3 0 as many as four "writepage" commands and specify that the several requested 
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5 data pag~ writes be executed as a single logical write by Tag 106. However, the 

-~--:. __ ::_=~~---~~--~-~~:. _______ J_~y~p,tj9_1J ca:tJ_be pr.acticed with a larger number of linked writes. 

··-·--·~·--··-·--·· ·-·---· --·----·--·-- -· Host 102 specifies-this linking of data page writes by inserting non-zero 

values in the "write sequence a.umber" field of all but the last "writepage" 

command, and inserting the zero value in the last "writepage" comm.and. 

1 O Tag 106 uses the "write sequence number" to determine which of four 

temporary buffers the "writepage" commands will be stored in, and 

maintains validity flags for each of the four temporary buffers. 

When a "writepage" command with a non-zero value in the "write 

sequence number" field is received by Tag 106, the MAC is checked, and an 

15 "ack" or "nak" response message is sent to Host 102 based on the results of the 

check, but the data bytes of the "writepage" command are not transferred to 

the designated page number. If the MAC was correct, the validity bit for the 

temporary buffer is set before the 1'ack" message is sent. 

When a "writepage1
' command with the zero value in the "write 

20 sequence number" field is received, Tag 106 again checks the MAC. If the 

MAC is incorrect, Tag 106 responds with a "nak" message. If the MAC is 

correct, Tag 106 sets the validity bit for temporary buffer numbered zero and 

copies the data bytes from the temporary buffer numbered zero to the 

addressed page. Then, if the validity bit for the temporary buffer numbered 

25 one is set, Tag 106 copies the data bytes from the temporary buffer numbered 

one to the page number addressed by that command. The same check is 

appped to temporary buffers numbered two and three1 in that order, until a 

.. temporary buffer with its validity l:>it not set is encountere~, or until all four 

temporary buffers have been copied, at which time Tag 106 clears all four 

30 validity bits and responds to Host 102 with the "ack" message. 
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5 If Tag·106 is removed from the RF field at any time after setting the 

validity bit for temporary buffer zero, but before completing .the tr.ansfer(s) of .... ---·---· 

data from the temporary buffer(s) to the designated page(s) and· clearing-the·- · --- -------·· 

validity bits, Tag 106 will complete the transfer(s) on its next entry into the 

RF field, before beginning the collision resolution process. 

10 Host 1.02 can therefore assume that either all of the linked "writepage" 

commands will be completed, or none will be started, relieving Host 102 of 

substantial overhead to accomplish the equivalent multiple page write 

coherence through other techniques, and ensuring that the data in the linked 

pages of Tag 106 will be in either the original condition or in the completely 

15 updated condition. Thus, a declining balance in one page, for instance, can be 

linked positively with a transaction record in another page, such that if Tag 

106 is removed from the RF field at any arbitrary -point in the life of a 

transaction, its linked pages will either reflect the new (decremented) balance 

and the associated transaction detail or the original (undecremented) balance 

20 and no record of the incomplete current transaction. 

In the absence of the foregoing technique, Host 102 typically would 

reserve multiple data pages for storage of successive version5 of each of the 

linked pages, then alternate in the use of the pages. Host 102 is then required 

to perform additional data page reads at the start of a transaction to discern 

25 which of the linked data pages are the most current versions and additional 

data page writes to update the currency information. The use of temporary 

buffers in Tag 106 is made practical by the speed at which the FRAM data 

memory of Tag 106 may be written. If Tag 106 were imple~en!e~ ~ith a 

memory technology with a relative long write time, such as EEPROM, the use 

30 of temporary buffers in Tag 106 would add substantial delays to every 

"writepage" command processed. 
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5 Message Authentication 

Five of the six message types exchanged between Tag 106 and Host1:02 · ··· ·· 
. . .. =--·- _,_ ... . - ........ --·-·· ... ---· .. -······- -· -- ........ ···-·· - . --······ ··---------- -------·--------------- -

(
II' ak II II d II •I nd" II II 't ,, d II k") nd "th unaw . e, rea page, se mgpage, .. wr1 epage, .an ... ac --·· .e. --Wl .a--··-------·~·. 

message authentication code (~AC), which performs two functions. Any size 

of MAC can be used depending. upon the security required. In the preferred 

Io embodiment, the MAC is a six byte value computed from the preceding .. 

message content, the two random numbers (from the "wakeup" and --- ··- ··· ·· · 

"imawake" messages exchanged during collision resolution), the appropriate 

secret key (except in the ''ima}'Vake" message), and a message sequence 

number. The properties of the MAC computation result in a MAC value that 

15 will, statistically, change half of its bits if one bit of any of the input bits is 

changed. Due to this property, the MAC is used both to check for 

transmission errors and to check for message authenticity. 

An incorrect MAC can be due to either corruption of message bits 

during transmission from sender to receiver or due to sender and receiver 

20 not supplying the same data to the MAC computation algorithm. If an 
····-·· ·---·· ....•.. -- . -· ..... -- -·-· . 

incorrect MAC is received due to corruption of message bits during 

transmission, a retry of the failed exchange will result in a correct MAC. If an 

incorrect MAC is received due to the sender or receiver not providing the 

correct inputs to the MAC computation algorithm, all retries of the failed 

25 exchange will continue to fail. Host 102 can therefore deduce the cause of a 

MAC failure by retrying the failed operation enough times to rule out 

transmission error as the caus~ of the problem. If an incorrect MAC is 
r 

received due to the sender or receiver not providing the correct inputs to the 

MAC computation algorithm, all retries of the failed exchange will continue 

30 to fail. 
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Tag Protocol Implementation 

... Fr9rr1:._!}le fQ!~g()i~g, ~t can _be appr~d~ted that the invention also 

----consfftutes--a-protocof fOr providing--confactless proxiiriity- automated data 

collection. Figure 7B shows a flow diagram illustrating the ·Tag's side of a 

protocol 721 in accordance with the principles of the invention. 

In this preferred embodiment, upon release of the reset, the Tag clears 

its flags (step.Z24), checks for and completes any valid but uncompleted writes 

to Tag memory (step 726), checks whether it has received a "Wakeup" 

message (step 728) (it has not) and proceeds to begin the wakeup procedure . 

.. For this p~ocedme:, Tag 106:chooses a random number (step 730) and 

15 awaits a valid "wakeup" message from the Target (step 732). A "wakeup" 

message is deemed valid if both copies of the Target random number sent in 

"wakeup" match. ff the "wakeup" was invalid, Tag 106 continues to wait 

until a valid "wakeup" is received. 

Following reception of a good "wakeup," Tag 106 resolves any 

20 collisions in the RF channel (step 734) by methods previously explained. 

Assuming-Tag--106-has·won any collision resolution, Tag 106 sends an 

"imawake" message (step 736). At this point, Tag 106 is ready to receive 

authenticated read or write messages from the Target (step 738). 

Tag 106 receives the next message from Target 104. Tag 106 checks if 

25 the- message is a "wakeup" (step 740). ff it is, Tag 106 assumes that Target 104 

is trying to communicate with a different Tag. If Target 104 has not yet done a 

successfaj !'~_Ci_c:l ()I_ writ~ to Tag106 (step 742), Tag 106 participates again in the 

wakeup p~ocedur~. Otherwise, Tag 106 goes to sleep to avoid blocking the 

·· -commurucar!orc·channel --(step 7 44 ). 

30 Assuming the message is a "readpage" or "writepage," Tag 106 stores 

the full message in scratch non-volatile memory (step 746). Tag 106 calculates 
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5 its own ¥AC and compares it to the MAC of the message (step 748). This 

________ ----~--~~--:~~-----~i~~J!lt:Ji_qj~-~~c:t(steP- 7SO). H_the_messa_ge contained a bad MAC, a Nak 

.. 

-·· -·- -·· -·:-------·----mes-sage·-is-sent to Target 104 (step 752) and Tag 106 goes back to waiting for a 

message from Target 104 (step 7-38). 

If the MAC is valid, the awake flag _is set, the sequence number is 

10 ··incremented, and the message is-checked for whether it is a "readpa-ge" or 

"writepage" (step 752). If a "writepage," a validity flag is set (step 754) 

according to the conventions of the multi-page write capability described 

earlier. Next this flag is checked (step 726) and the write completed if 

necessary. Then the awake flag is checked (728). Because Tag 106 is now 

15 awake, control passes to the Send Ack or Page (step 756) where an 

acknowledge signal is sent to Target 104 and control passes to wait for another 

message (step 738) .. 

If the message was a "readpage" (step 752), the writepage loop is skipped 

and control goes to the Send Ack or Page (step 756) where the requested page 

20 is sent to Target 104. Control then passes to Host 102 while Tag 106 waits for 
-···· ·- ···---- -·--·-··----··· -·-

another message (step 738). 

Tag Detailed Description 

Tag Overview 

The architecture of Tag 106, particularly Tag ASIC 302, is instrumental 

25 in realizing many of the overall advantages of the invention. That is, Tag 106 

communication protocol and hardware/software implementation have been 

·-specifically designed for fast transaction rates, low power consumption, 

·-··-· _________________ i~P!.~~-*:ci sectll"ity, and ensured data integrity,_ "."hile provi~ng application 

flexibility. In addition, the Tag's compact circuitry advantageously leads to a 

30 low profile. 
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5 As discussed with reference to Figure 4, Tag 106 includes Tag ASIC 302 

and antenna 300. In this embodiment, Tag ASIC 302 was designed ·using-·a···· 

full-custom design methodology to implement the specific circuit features 

discussed below. That is,. each .feature was implemented using very large 

scale integration (VLSI) polygons to defirie the requisite operation of each 

IO circuit separately and in such a way as to optimize the area of each circuit. 

Circuit interconnections were also minimized through custom placement 

and routing. 

As indicated above, Tag ASIC 302 is partitioned into digital subsystem 

304 and analog subsystem 306. Figure 8 illustrates signal interconnection 

15 (interface) 316, between digital subsystem 304 and analog subsystem 306 in 

greater detail. Interface 316 includes clock signal 800, a reset signal 802, a 

from_target signal 804, and a to_target signal 806. V DD 810 and V ss 812 are also 

provided by analog system 306 for power (i.e., 5 volts for this embodiment) 

and ground, respectively. 

20 Clock 800 is derived by analog subsystem 306 from the RF signals 

received over interconnection 314 and is used to drive the digital logic of 

digital subsystem 304. In this embodiment, clock 800 1s derived from the 

carrier frequency of 13.56 MHz. 

Reset 802 is also controlled by analog subsystem 306. Reset 802 is 

25 asserted at power-up and de-asserts once the RF power conditions are suitable 

for communication with Target 104. 

; From_tar~et 804 and to_target 806 signals convey the Target and Tag 

message/data, respectively. In the preferred embodiment, the normal 

(marking) state is a binary "1" for from_target signal 804. 
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5 Tag Digital Subsystem· 

Digital subsystem 304 is particularly optimized_ in_Jerm$._Qf_tl'._a_n.s_a,c_tiq:n_ _______________ --· 

speed, chip area, power consumption, data integrity, security, and cost.· In 

general, digital subsystem 304 utilizes serial techniques to transfer (move) 

~essages/data throughout digital subsystem 304 to realize significant savings 

10 in chip area. While such an approach generally requires longer transfer and 

process times than a bit parallel approach, the invention provides a dual 

speed clocking feature (discussed below) for compensation. 

Figure 9 is a detailed schematic diagram of digital subsystem 304. 

Digital subsystem 304 includes a state machine memory 900, a data :in.emery 

15 902 operably interconnected via-a 1-bit bus 904 to a transmitter 905, a receiver 

906, a flag register 912, a validity register 914, a checker circuit 916, a message 

authentication code (MAC) register 918, and a key stream register 946. Bus 904 

is used to transfer information (messages/ data) throughout digital subsystem 

304. Digital subsytem 304 also includes a dock circuit 930. 

20 State machine memory 900 provides the overall control for Tag 106. 

As is well known, a finite-state machine is generally a circuit whose outputs 

at any given time are a function of external inputs (typically stimuli from 

circuits being controlled by the state machine or other inputs), as well as of 

the .stored information at that time (or its state). State machines have been 

25 conventionally implemented with discrete digital circuits, programmable 

logic arrays (PLA), and general purpose microprocessors with program 

memory. 

In this embodiment, however, state mach)ne_m_~~9ry 900 is primel!~~y---·---·--·· . 

implemented as a predetermined lookup table stored in read only memory 

30 (ROM) to further optimize chip area utilization. As such, each ROM address 

is a "state" of the machine, and the data stored at the addressed (indexed) 
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5 location defines the corresponding outputs. Additionally, because ROMs are 

····sexed (asymmetrical--forl'ower·-consU:mptionand-speed purposes where either 

... C>nes --or-zei-os are--thepreferre(f sta"tet-thls preferred. e"Irib6dllrierit was 

optimized to only 19.85% binar.y ones within the state machine. 

Alternatively, state machine memory 90"0 ca~ be implemented in other well . 

l 0 known nonvolatile memory fechnol6gies such as programmable read only 

memory (PROM), erasable programmable read only memory (EPROM), and 

ferroelectric random access memory (FRAM), etc. 

In this embodiment, state machine memory 900 is implemented as a 

256 x 32-bit (4 bytes) ROM and is addressed by an 8-bit state address register 922 

15 by an 8-bit connection 936. State machine memory 900 outputs to a 32-bit 

connection 938 operably connected to a 32-bit control reg~ter 920. As would 

be apparent to one skilled in the relevant art, varies sized ROMs, buses, and 

registers can be utilized in accordance with the invention. 

Another feature of the invention is that state address register 922 is 

20 implemented as a Hnearfe.edbac:l<,__s_hift register (LFSR) circuit. The addressing 

functionality of state machine memory 900 is thus achieved with less chip 

area and cost than a conventional incrementer (counter). In addition, the 

critical path of the resulting circuit is reduced by an order of magnitude over 

such conventional circuits. 

25 In general, an LFSR is a n-bit right-shifting register with taps at m of 

the n bit locations. These·bit locations are identified as position "O" being the 

least significant bit (LSB) of the address and n-1 being the most significant bit 

- ---(MSB). At the beginning~-of...a.-clock.cycle (i.e., clock signal 9~4), all of the taps 

input to a m-way exclusive-nor (XNOR) circuit. At the next corresponding 

30 clock cycle, the output of the XNOR circuit is shifted into the n-1 bit location. 

In operation, if initialized correctly, the LFSR will generate a repeating 
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5 sequence of bit patterns, the period of which is dependent upon n, m, and the 

.. Jc;>.~a.ti9R.9.(tl1gj~f>~, __ : _____ . _ ..... 

· ·· · ·· ·· ··· :··-··- --Figure·-10-illustrates a-detailed schematic- diagram of state ·address 

register 922, which includes anJ.~FSR 1000, an XNOR circuit 1002, and a two­

to-one multiplexor (MUX) 1004. In this embodiment, an 8-bit (n=8) LFSR with 

10 4 taps (m=4) is used. Mux 1004 receives input from signal 944 driven by state 

machine memory 900 (!value field 1120, discussed below) or XNOR circuit 

1002 via a feedback signal 1008. Feedback signal 1008 is determined as the 

inverse of the parity of the values in specific positions in state address register 

922. 

15 In operation state address register 922, once initialized (to state 

"00000000"), will cycle through all possible 8-bit values except one 

("11111111"). This extra state is used as a "sleep" state. When the state 

address register 922 is in the sleep state it will always step back to the sleep 

state. 

20 With reference to Figure 9, the contents of each addressed (indexed) 

location of state machine memory 900 is a 32-bit very long instruction word 

(VLIW) that is loaded into control register 920 via connection 938. In this 

embodiment, the overall control of Tag 106 is achieved using only 256 32-bit 

stat~ instructions. 

25 Figure 11 illustrates a state instruction word 1100 in accordance with 

invention. State instruction word 1100 is partitioned into distinct instruction 

fiel~ iii.duding !step 1102, kntl 1104, !flag 1106, Itcd 1108, Itna 1110, Imac 1112, 

~~Y . .!_~!~~-~1:1s_ 1~~~' !speed 1118, and Ivalue 1120. Each fiel_~ controls one or 

more circuits (i.e., registers and bus drivers) of digital subsystem 304. Table 2 

30 summarizes the general function of .each field of instruction word 1100. 
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Instruction fh:hi 
Milemonjc 

!step 

Icntl 

!flag 

Itcd 

Itna 

Imac 

Ikey 

_!bus 

!speed 

I value 

1102 

1104 

1106 

1108 

1110 

1112 

1114 

1116 

1118 

1120 

PCT/US98/19361 

Function 

Controls counter register 916 (this value indicates the 
number of bits operated upon with each instruction). 

Controls dataflow in address register 922, and hence 
addressing of state machine memory 900. 

Controls the operation of flag register 912 and 
validity register 914. 

Controls the operation of timer register 908, repeat 
counter register 916, and data register 924. 

Controls data address register 926 and temporary 
address ·928 register. 

Controls MAC register 918. 

Controls key stream generator register 946. 

Controls access to/from bus 904. 

Controls clock circuit 930. 

Contains constants that can be serially loaded into 
timer register 908, repeat counter register 910, state 
address register 922, or bus 904. 

Table 2 

In general, each instruction word 1100 is executed in three phases. 

First, requisite data movements are made among the registers (including state 

address register 922 and data address register 926). If required, data memory 

902 and/or state machine memory 900 are accessed. Any data from data 

I 0 memory 902 or state machine memory 900 is then latched into data register 

924 orrcontrol register 920, respectively . 

.. The operation of digital subsystem 304 is now discussed with reference 

to instruction 1100; With respect to state machine memory 900, indexing is 

provided by state address register 922 and Icntl 1104. Table 3 illustrates the 
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5 values of the kntl field 1104 and their effect primarily on the next access of 

state machine me.mory 900. 

State address register 922 normally increments.in accordance with its 

pre.determined LFSR pattern (a~ discussed above). When a branch condition 

occurs, however, a new 8-bit address, from !value 1120, is serially loaded 

1 O (requiring eight steps or clock cycles). Conditional branches are based upon 

data values or events, such as a time-out condition or a loop expiration. As 

will be discussed below, checker circuit 916, timer register 908, and counter 

register 910 are usec:f. in conjunction with conditional branching. 

15 

Icntl_ 
Mnemonic 

null 

ball 

btrue 

bfalse 

bcount 

btime 

I time 

getedge 

Effect 

State address register 922 shifts in accordance with its 
predetermined LFSR (no branch). 

!value 1120 (new address) is loaded into state address 
register 922 (unconditional branch). 

H ~ecker.916 was true does ball, otherwise does null 
(true condition branch). 

H checker 916 was false does ball, otherwise does null 
(false condition branch). 

If counter register 910 has value 1100000" does ball, 
otherwise does null (counter expiration branch). 

If timer register 908 has expired does ball, otherwise 
does null (time-out branch). 

Loads tim~r register 908 with !value 1120 and acts as 
null in other respects. 

Suspends Tag 106 until either falling edge of start bit of 
message/data received from Target 194 or expiration of 
timer register 908, then acts as null. 

Table 3 
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5 As illustrated in Figure 9, clock circuit 930 generates a system clock 934, 
- ...... ··----··- .. ··--··,··. ··- .. - .. 

which.is operablyinterconnected-with.-alLdigitaLsubsystem 304 registers and --·-

.. · other· docked··arcuitty:--c1ocln:ircu1r9301sco-n1rolle-d·by !speed 1118 which is-

received over interconnection 935. 

In this embodiment of the invention, dock circuit 930 provides a dual 

IO speed clocking feature. Clock circuit 930 receives clock signal 800 (13.56 MHz) 

from analog subsystem 306 and generates system clock signal 934 with a 

frequency of 1.7 MHz (fast doc~ mode) or effec~v~ly 115.2 KHz (slow clock 

mode) in accordance with partjcular operation of digital subsystem 304, 

However, other clock rates can be used with the invention. 

15 Fast mode (!speed 1118 = "O") is normally used for all instruction words 

1100 execution and processing other than conducting communications with 

Target 104. As such, 1.7 million state instructions 1100 are executed per 

second (assuming !step 1102 = 1 ). 

Slow mode (!speed 1118 = "1") is used for data communication between 

20 Target 104 and Tag 106. That_ is_, __ 9-i_g~~~~- -~-~~~ys_t~m 304 operates at the same . 

transmission rate as the 115.2 Kbps data communication rate between Target 

104 and Tag 106. Accordingly, data can be transferred to/from Tag 106 with 

the identical circuitry as normally used in the fast mode. This dual speed 

clocking feature further eliminates the need for special purpose circuitry, such 

25 as a conventional universal asynchronous receiver transmitter (UART). 

A related feature of the invention is the getedge field (see Table 3) of 

instrµction word 1100. The getedge field, in conjunction with timer register 

908, __ s~spe_!!..4~_gp~i:a.t:i9!\_0f gig!~!_~~Q~y~_t~:p::i. 3Q4 until a falling edge is 

received from the start ~it of each asynchronous incoming byte (from Target 

30 104). Digital subsystem 304 canthus synchronize itself to each incoming byte. 

For transmission, digital subsystem 304 sends a start bit, message byte 
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(serially), .. and all stop bits required for communications of each transmitted 
·- --- .. . . -- ··-·· - .. ... . .. .. . ····· . . .. . . . . h . f 

byte_, ___ J1:m.~r._r.~gi$.t~r_9.Q.~_r_un~--~y-~_1;1 J!µ'_qgghoti ~- t .. e _ suspens1()~ o state 

··i:nachine--memory·-900-and-causes-an-·associated-time-out-event if no edge is 

detected. Timer register 908 is ~n LFSR-based down counter. 

Checker circuit 916 serially compares data value on bus 904 with !value 

I 0 1120 and stores the resulting· conditiOn for branching -on the next state 

instruction word 1100. 

Repeat counter register 910 is a down counter used to control loop 

execution (one level of nesting). In this embodiment, repeat counter register 

910, like state address register 922 and timer register 908, is implemented as a 

15 LFSR. Repeat counter register 910 can be both decremented and checked 

explicitly by state machine memory 900 for branch control. 

In operation, !step 1102 controls how many bits are operated upon witJ:l 

each state instruction word 1100. With each instruction word 1100 access, the 

5-bit value of !step 1102 is loaded from the state machine memory 900 (via 

20 control register 920). With each subsequent clock cycle, this value is LFSR-

shifted to another value .. Upon reaching a predetermined value, the next state 

instruction word 1100 is fetched. !step 1102 can effect from 1to31 steps thus 

causing the machine to execute a given instruction word 1100 up to 31 times. 

As illustrated in Figure 9, bus 904 has eight bus drivers. Each bus driver 

25 is associated with a source (e.g., control register 920, data register 924, receiver 

906, etc.) For proper operation, only one bus driver, at any given time, is 

· ena};>led by its respective driver~enable signal 944. State instruction word 1100 

the C()rresp~~c!!:ng_~~}l_1_6 __ !i~_ld determines which bus driver is enabled. As 

would be apparent to one skilled in the relevant art, driver_enable signals 944 

30 can be generated by an appropriate address decoder circuit implemented in 
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5 combinatorial logic or a conventional 1-0ut-of-8 decoder functionally similar 

... to the commercially available Intel~ 8205 decoder.· 

The following is an example of a typical data flow. When eight bits 

from data register 924 are to be copied (not moved) to temporary address 

register 928, the Ibus 1116 field specifies that data register 924 will drive bus 

10 · 904;·-Concur~ently, field Itcd 1108 also specifies that data register 924 loads 

from bus 904 (thus data will cycle out of data register 924 and back around into 

data register 924 to restore the value that was just shifted out). Itna 1110 field 

is.also loaded into temporary ~ddress register 928 with data (from data register 

924) on bus 904. 

15 The operationof a digital subsytem 304 often depe~ds upon process 

status (or flags). In this embodiment, the process status system occupies the 

data path for operational flexibility and efficiency. There are two registers 

dedicated to process status, flag register 912 and validity register 914. Flag 

register 912 is used for general purpose status (e.g., true or false conditions) 

20 and validity register 914 for application specific status. 

Data memory 902 is the nonvolatile storage area for application data 

(e.g., passenger fare data, image data, medical records, etc.). In this 

embodiment, data memory 902 is implemented with a 2048 x 8-bit (1 byte) 

FR.AM interfaced with 11-bit data address register 926 and 8~bit data register 

25 924 via interconnections 940 and 942, respective! y. The contents of data 

register 924 are loaded from/to data memory 902 for read/write operations, 

resp~ctively; Data memory 902 is controlled by field Itna 1110, which controls 

the operation of both data address register 926 and temporary address register 

928. 

30 Figure 12 illustrates a memory map 1200 for data memory 902 for 

independent multi-purse transit applications. The memory is organized into· 
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5 12s· 16-byte pages 1202 (Pages ·"o" - "127"). In operation, Host 102 (via Target 

104) facilitates transfers to/from data memory 902· on a page basis (i'.~'.' a p~~~---· 

is the smallest unit of memory accessed by Host 102). Pages 1202 are further 

orgarti:ied into 16 blocks 1204 (Blocks "O"- ''15"). Each block 1204 consists of 

eight pages 1202. 

· 10 In this embodiment, block "O" 1204 (Pages "0"-"7") is reserved for Tag 

106 internal use only. In particular, block "O" 1204 includes· a Tag identifier 

buffer 1206, a Tag random number buffer 1208, a Host random number buffer 

1210, a temporary variables buffer 1212, and a temporary data buffer 1214. 

Temporary data buffer 1214 consists of four pages 1202 to accommodate the 

15 MAC and header data. 

The remaining 15 blocks 1204 (Blocks "1"-"15") are available for storage 

of data by the applications running on Host 102. For each block 1204, one page 

1202 is reserved, which includes an application type buffer 1216, a read key 

1218, and a write key buffer 1220 . The secret keys, stored in buffers 1218 and 

20 1220, are needed to read or write the other seven data pages 1202 of the same 

block 1204. The significance of each of these elements is discussed below. 

Data integrity and security is f_urther enhanced with the message 

authentication features of the invention. For each transaction, Host 102 and 

Tag 106 _must authenticate each other in a given transaction. In this 

25 eni.bodiment, message authentication code (MAC) register 918 is controlled by 

field !mac 1112 and the keystream generator 946 is controlled by field Ikey 

111~. Together, these registers are utilized to create/ check the authentication 

MACs that pass back and forth during a transaction. 

Tag Analog Subsystem 

30 Analog subsystem 306 contains the power supply circuitry and RF 

communication mechanisms for Tag ASIC 302. Figures 13 and 14 illustrate a 
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5 detailed block diagram and a detailed schematic of analog subsystem 306, 

respectively. 
.. ··-··- - ..... . -------·------- -- -· --·-····-·····- -· ..... -- - -- - ---------- ------ ----

In g~~~~,-~l.og _~~p_sy~~~m__3-.Q6 __ g~netates ___ a __ S~--s.upply.Jor digital 
········- . 

subsystem 304 and analog subsystem 306, generates a 13.56 :MHz clock signal 

(clock signal 800) from RF signal 110 (#"om Target 104), demodulates 

. IO incoming AM messages/ data on RF signal 110 ~nd passes the data in bit­

serial form to digital subsystem 304 (digital subsystem 304 performs all data 

framing and other processing of the data), modulates data from digital 

s:ibsystem 304 onto RF carrier signal- 112 using impedance modu_lation 

techniques, and generates reset signal 802 to ensure correct start-up and shut-

15 down operation of digital subsystem 304 and analog subsystem 306. 

With reference to Figure 13, analog subsystem 306 includes an antenna 

300, a full wave bridge rectifier 1300, a clock recovery circuit 1380, a power-up 

circuit 1390, an 8V shunt regulator (shunt8) 1310, a series regulator 1320, a SV 

shunt regulator (shuntS) 1330, a transmitter 1340, a receiver 1350, a reset 

20 generator 1360, and a reference generator 1370. 
-- ·-· ···- ·-······-····-··--------·· ----·· 

Antenna 300 receives energy from RF field 110 (from Target 104) and 

transmits two signals Va 1302 and Vt- 1304 to bridge rectifier 1300 and clock 

recovery circuit 1380. Full wave bridge rectifier 1300 receives AC input 

signals, Va 1302 and Vb 1304, from antenna 300 and generates a DC output 

25 _voltage (VRAw 1306) to power Tag 106. Rectifier 1300 also connects to V55 812. 

Clock recovery circuit 1380 also monitors Va 1302 and Vb 1304 and 

_generates clock 800 (13.56 MHz) which is an -input to digital subsystem 304. As 
r 

is well known in the relevant art, varioU:S logical gate circuits can be used to 
........ ---·--·---········· 

implement clock recover circuit 1380. This preferred embodiment uses a 

30 cross coupled NOR latch circuit for clock recovery and prevention of short 

clock pulses. Clock recovery circuit 1380 also provides a nodk 1440 signal 
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5 (missing carrier signal) for use by reset generator 1360. Noclk 1440 is 

genera~~~ u~ill:.~ -~--~=!=-~~~er~~~~---~!:l~~~~~~~~c~- is _one of many ·m~thc:>ds 
·-- ---·-·known by._those __ skille.d_in.lhe .. .art. _______________ -----·-·---·· ... _ ... 

Reference generator 137Q (a bandgap voltage reference) produces a V REF 

signal 1470 as well as reference currents for other analog circuits of analog 

10 subsytem 306. In operation, Tag ASIC 302 is held in a reset state u~til VREF 

1470 has stabilized. 

Power-up circuit 1390 ensures that regulators 1310, 1320, and 1330 do 

not start operating before VREF 1470 has reached approximately its_ final value. 

If regulators 1310, 1320, and 1330 start shunting early, it is possible that V00 810 

15 might be held to a voltage at which VRE..= 1470 cannot rise to its true value. It 

would then be possible to achieve a stable state where V DD 810 is held to a low 

voltage at which point the chip would not function. Power-up circuit 1390 

prevents this from happening. 

Power-up circuit 1390, during· power-up, disables regulators 1310, 1320, 

20 and 1330 and shorts the DC input voltage, VRAw 1306, to V00 810 until VRAw 

1306 has reached approximately the power-up threshold voltage. This 

ensures that V 0 D 810 is charged as fast as possible, so that VREF 1470 stabilizes 

before the regulator control loops are enabled. Digital subsystem 304 is held 

in ~ reset state when V RAW 1306 is below the power-up threshold voltage. If 

25 V RAW 1306 exceeds the power-up threshold voltage, an output signal, pwrupl 

1442, is de-asserted (active low). 

Once VREF 1470 stabilizes, VR.~w 1306 rises to a voltage near the 

breakdown voltage of ASIC 302. The invention thus provides as wide a 

modulation voltage step as possible for message/ data transmission, because it 

30 operates reliably near the breakdown voltage of Tag ASIC 302. This 

embodiment of the invention creates the wide step using transmitter 1340 .• 
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The 8V shunt regulator (Shunts 1310) detects incoming messages/ data 

. and pr~tects the Tag ASIC 302 from short term over-voltage transients . 

. . Fabricated silicon devices, such·as Tag ASIC.302, inherently have breakdown 

voltages. Accordingly, it is necessary that the operating voltage kept from 

. exceeding the Tag ASIC 302 breakdown voltage while receiving AM signals 

IO from Target 104. 

A well known clamping device designed to allow slow amplitude 

variations can be placed across Tag 106 antenna to overcome voltage 

breakdown problems. This solution, however, assumes that Tag 106 enters 

RF field (RF signal 110) of Target 104 at a slow enough rate so that the slow-

15 responding clamp circuit can effectively respond. This _is usually true if a 

person is holding Tag 106 and moving it into Target 104's RF field. 

There are, however, other applications where it is advantageous to 

have Tag 106 mechanically positioned at a fixed location near Target 104 and 

where its RF field 110 is electrically switched on and off ("pulsed RF"). In 

20 such instances, RF field -110 changes much faster than the slow clamp circuit 

can effectively respond, and an ASIC (such as Tag ASIC 302) can experience 

over-voltage and latch ... up. While this is unlikely to permanently damage, it 

can keep Tag 106 from operating in the desired pulsed RF scheme. 

In order. to overcome this voltage breakdown problem, as well as 

25 providing other benefits, the invention teaches the use of shunt8 1310. 

Shunts 1310 removes AM voltage fluctuations and is fast enough to react to 

swit~ed/pulsed RF. Shunts 1310 also removes the AM voltage fluctuation 

from the rectified carrier. 

A second benefit of shunts 1310 is that the clamping voltage can be 

30 accurately determined and adjusted slightly below the ASIC breakdown 
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5 voltage, allowing for a smaller Tag ASIC 302 with lower breakdown 

· .. processes. 

More specifically, shunts 1310 operates as follows in this embodiment. 

When Tag 106 is not transmittin_g messages/data, shunts 1310 regulates VRAw 

1306 to SV. In so doing, shunts 1310 generates a ctl81412 signal (shunts 

... 10 ....... control voltage) by dividing VRAw 1306 with a resistive divider 1414 and 

generating a ~EF 1416 signal. A data recovery comparator 1418 (a 

transconductance amplifier) compares SREF 1416 with reference voltage VREF 

1470 (nominally l.25V) and ou,tputs ct18 1412. If SREF 1416 is greater than VREF 

1470, ctl8 1412 increases, thereby causing more current to flow through shunts 

15 1310 and, in turn, causes VRA.w 1306 to decrease. Similarly, if SREF 1416 is less 

than V REF 1470, ctl8 1412 and the shunt current are reduced, allowing V RAW 

1306 to increase once again. This control loop has a very small time constant 

of approximately 2µ5 to ensure proper operation. 

In this embodiment, series regulator 1320 monitors ct18 1412 signal 

20 (which contains AM messages/ data) to ensure that shunt8 1310 pulls a 

minimum of lOOµA. This is desirable, because during reception of long 

bursts of modulation, the series impedance adapts in an attempt to maintain 

SOOµA through shunts 1310. Without ensuring a minimum shunt8 current, 

when incoming modulation stops, shunts may turn off completely, making 

25 reception of subsequent messages/ data difficult. Ctl8 1412 is used for several 

other purposes as further described below. 

f In particular, series regulator 1320 controls the ratio of currents 

dissipated by shunts 1310 and shunts 1330. Series regulator 1320 monitors the 

current through shunt8 1310 and adjusts the series impedance, so that the 

30 average current in the steady-state (no modulation) through shunt8 1310 is 

about SOOµA. The series control loop has a longer time constant of 
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5 approximately lmS, so that the average shunt currents do not substantially 

change during message/data rec~ption. This ensures -that·incoming--data ·· 

causes ctrl8 1412 to _provic.le Jh~ _);:>est pos§~ple s~g11aJ__tQ_!~-~~~-~~-!;?_?Q.: _P~~g .... __ .... 
. . 

message/data transmission from Tag 106 to Target 104, transmitter 1340 shorts 

out series impedance 1420, and a series impedance coi:ttrol circuit 1422 is 

IO disabled, so that the series impedance will return to it~ previo_u~ _value when 

outgoing modulation ends. The controlled voltage difference between VRAw 

1306 (8V) and V00 810 {SV) provides a fixed 3V modulation depth for 

tral)Smitting messages/ data from Tag 106 to Target 104. A resistor 1424, in 
. . 

parallel with series regulator 1320, ensures that ample current flows into V00 

15 810 fromVRAw 1306. 

Shunts 1330 regulates V00 810 to SV. V00 810 powers digital subsystem 

304 and most of the analog circuits. Shunts 1330 dissipates most of the excess 

current coming into Tag ASIC 302 with a fast control loop and can rapidly 

respond to 2mA load transients on V00 810 within approximately 10 to lSµs 

20 (with a lOnf FRAM reservoir capacitor across the supply). 

Shunts 1330 operates as· follows in this embodiment. A- comparator 

1430 of shunts 1330 compares V00 810 (sampled through a resistive divider 

1482 to generate a SVoo 1432 signal) with the bandgap reference voltage, VREF 

1470, to produce a ctrlS 1434 signal. CtrlS 1434, in turn, controls the current 

25 flowing through shunts 1330 so as to maintain a constant voltage at V00 810. 

Hsv00 1432 is less than VREF 1470, ctrlS 1434 decreases and the current through 

shunts 1330 decreases, thereby allowing V 00 810 to increase. Similarly, if sv00 

1432 increases beyond V REF 1470, ctrl5 1434 increases and shunts 1330 pulls 

more current. 
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5 If pwrupl 1442 is high (i.e., de-asserted), ctrlS 1434 is shorted to ground, 

disabling any. shunt action, __ Tbis_piei~_riti__~fopit~J3.~_QJ!r:>rri~Op_era~ng before 

the VREi:-l470·has-reached steady-sta.te;-----------------------------·------- ----- -·· · 

ShuntS-1330 also indudes_a comparator 1436 that detects when the rail 

of V00 810 drops below a low voltage threshold (about 4.7V in this 

10 embodiment of the invention). Comparator 1436 compares V00 810 :(sampled 

through a resistive divider 1484 to generate a sv0 Jo 1435 signal) with VREF 

1470 and generates a lowv00 1438 signal. The lowv00 1438 signal indicates that 

V 00 810 is too low to allow FRAM access by the digital subsystem 304 and 

triggers a rstl 1460 signal. 

15 Transmitter 1340 shorts out the series impedance for outgoing 

messages/ data (from Tag 106 to Target 104) in accordance with a txd 1446 

signal (to_target 806). When input signal, txd 1446, is taken low, VRAw 1306 

shorts to V 00 810 as indicated above. As V RAW 1306 shorts to V DD 810, shunts 

1310 and series regulator 1320 are disabled so that their control voltages do not 

20 change, allowing the steady state point to be maintained once modulation 

ends. 

Series impedance control circuit 1422 monitors ct18 1412 and adapts 

accordingly, so that shuntB 1310 shunts only SOOµA. When an input signal, 

outen 1444 (output enable), is de-asserted, the output drive to ctl8 1412 is 

25 disabled. Ctl8 1412 is therefore held at its current value by the stray 

capacitance on this node. When outen 1444 is asserted, shunt8 1310 operates 

nom;tally: In operation, Outen 1444 is--connected to bed 1446 signal, which 

signal enables ~~-<:l~atio~.from 'l'~_g __ !_Q~~-T~rge~194 by shorting VRAw 1306 to 

V0 D 810 as explained above. During modulation from Tag 106 to Target 104, 

30 ctl8 1412 is held constant. When the modulation ceases, ctl8 1412 returns to 

approximately the same value it had before modulation started. 
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5 Receiver 1350 detects incoming messages/data {from Target 104 to Tag 

-~--~---=:=:~::__ ____ . __ . ____ __!q~)~Y. IJ.lt?nitori~~-ctl8_ 1~~~_:_ CtlS 1412 increases as RF field 110 increases and 

___________________________ decreases when RF field 110 falls back into an idle state .. In this embodiment, 

ctl8 1412 typically varies by 150 t_9 200mV as messages/· data- are received. 

Receiver 1350 extracts messages data by comparing ctlS 1412 to the average 

.. 10 _ value of.ctlS.1412. As would be apparent to one skilled in the relevant art, the 

-average value of ctl8 1412 can calculated by several well known circuit 

configurations. Txd 1446 resets comparator 1418 during periods when Tag 106 

__ is_ mo_ci.ula_ting ~o ensure th~t ,r~ceiver 1350 remains in the correct state after 

transmission from Tag 106 to Target 104. Comparator 1418 is reset when ctl8 

15 1412 is low (i.e., while outgoing modulation is occurring), A rxd signal 1450 

(from_target 804), goes low when ctl8 1412 increases from steady-state (i.e., 

when the RF field 110 increases m strength) and goes high when ctl8 1412 

decreases (i.e., when the RF field 110 falls back to its idle state). 

Reset generator 1360 produces two reset signals, a rstl 1460 signal and 

20 reset 802 signal. Rstl 1460 is active low and used by the analog circuitry. Rstl 
.. - ·-----------· 

1460 is de-asserted after power-up when shunts 1310 begins to pull current (if 

VREF 1470 is powered-up) and is asserted.when the V00 810 rail drops below 

about 4.7V, or when VRA'!J 1306 drops below the power-up threshold 

(approximately 3V). While rstl 1460 is asserted, clamp circuit of shunts 1310 is 

25 disabled (i.e., the minimum eurrent pulled by shunts 1310 can be zero). 

When rstl 1460 is de-asserted, clamp circuit or comparator 1418 is enabled, and 

shunts 1310 will pull at least the lOOµA minimum current. 
r 

Reset 802 is active high and output to digital subsystem· 304. Reset 802 

is asserted during power-up so that digital subsystem 304 does not begin to 

30 operate until the circuit has reached a stable state. Reset generator 1360 

monitors ctl8 1412 and asserts reset 802 until shunt8 1310 starts to pull current. 
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5 when VRAw 1306 reaches BV. When shunt8 1310 begins to draw current, 

comparato_rJ418 of shunts 1310 asserts ctl8 1412, which in turn de-asserts reset 

802. -- -

After reset 802 is de-assei;ted, shunts 1330 monitors V DD 810 during 

operation with comparator 1436. When V DD 810 drops below 4.7 Volts, 

10 comparator 1436 asserts lowv00 1438, which in-turn asserts reset 1462 to again 

inhibit operation of digital subsystem 304. Reset generator 1360 also monitors 

the state of noclk 1440. If RF' field 110from Target 104 is interrupted, causing 

noclk 1440 to be asserted, reset. 802 is generated. This guarantees a fast reset 

802 when used in conjunction with a Target operating in the "pulsed RF" 

15 mode. 

While the invention has been particularly shown and described with 

reference to several preferred embodiments thereof, it will be understood by 

those skilled in the relevant art tjlat various changes in form and details may 

be made therein without departing from the spirit and scope of the invention 

20 as defined in the appended claims. 
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5 WHAT IS CLAIMED IS: 

1. A contactless proximity automated data collections system, comprising: 

a tag; and 

a target; 

1 O wherein said tag includes an antenna fo.r transmitting and receiving messages to and from said 

target and an application-specific integrated circuit, wherein said application-specific 

integrated circuit comprises a digital subsystem for controlling the operation of said tag and 

storing message information and an analog subsystem for modulating messages generated by· 

said digital subsystem for transmission to said target and for demodulating messages received 

15 fro~ said target for processing by said digital subsystem. 

2. The system of claim 1, wherein: 

said digital subsystem includes memory means for storing message information, controller 

means for accessing said message information, generating messages for transmission to said 

target, and communicating with said analog subsystem, wherein said memory means and said 

20 controller means are operably connected via a data bus. 

3. · The system of claim 2, wherein: 

said memory means include a ferroelectric random access memory . 

. 4. The system of claim 2, wherein: 

said controller means include a state machine memory and a state address circuit operably 

25 connected to index said state machine memory. 

5. The system of cJaim 4, wherein: 

said State address circuit includes a linear feedback shift register. 
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5 6. The system of claim 4, wherein: 

said state machine memory is a predetermined lookup tablewb~r.ein ~~~Jl line.of said. 

predetermined Iookup-tabi~ is i~d~xed by said.state"E:ddr-esscrrcuitanawnere1ri·-each1ine· of .. 
-·--·--------·---·-· ------··----------···--- ---~---···- -

said predetermined lookup table contains a state instruction word for control of said digital 

subsystem. 

10 7. The system of claim 6, wherein: 

said predetermined lookup table is stored in read-only memory. 

8. The system of claim 6, wherein said controller means further includes a control 

register operably connected to said state machine memory and said state address circuit, · 

wherein said control register stores said state instruction word indexed by said address 

15 circuit. 

9. The system of claim 2, wherein: 

said digital subsystem further comprises timing means for determining the operating speed of 

said digital subsystem, operably connected to said controller means. 

10. The system of claim 9, \\!herein: 

20 said controller means controls said timing means to operate in either a fast mode for 

accessing message information and generating messages for transmission to said target or in a 

slow mode for communicating with said analog subsystem. 

11. The system of claim 2, wherein: 

said message information is communicated between said controller means and said memory 

25 means in a bit-serial manner over-said data bus. 
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5 12. The system of claim 1, further comprising: 

_ _ ____________________ ~--~-:--~~~:~~:~~~o~~--~~~p~t-~E ~<?r ~ontrolling the °.P_~~ation of said target; 

. ----- ·- ---------------wherefiisiufhost coinputeds coupled fo said target. 

13. The system of claim 1, wherein the system is a mass-transit fare collection system. 

14. The system of c1aim 1, wherein: -

IO said messages transmitted between said tag and said target are radio frequency transm~ssions. 

--
15. The system of claim 14, wherein: 

said analog subsystem amplitude modulates said radio frequency transmissions at 115.2 

kilobytes per second according to a half-duplex protocol and transmits said radio frequency 

transmissions at a carrier .frequency of 13.56 megahertz. 

15 16. _ The system of claim 14, wherein said analog subsystem inc1udes a full-bridge rectifier 

circuit for rectifying said radio frequency transmissions to supply a DC voltage to said analog 

subsystem and said digital subsystem. 

· -----17~ - --The system of claim 16, wherein said analog subsystem includes regulating means 

operably connected to said full-bridge reetifier for regulating said DC voltage below the 

20 breakdown voltage of said application-specific integrated circuit. 

18. The system of claim 17, wherein said regulating means comprise a series regulator . 

circuit and two shunt regulator circuits. 

19. The system of claim 17, wherein said analog subsystem includes a reference generator 

circuit; operab1y _connected to said full-bridge rectifier circuit and said regulating means for 
' 

25 generating a bandgap reference voltage and reference currents for said analog subsystem. 

20. The system of claim 19, wherein said analog subsystem includes a power-up circuit 

operably connected to said reference generator circuit, said full-bridge rectifier circuit, and 
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5 said regulating means, wherein said power-up circuit disables said regulating means when 

said DC voltage is below a predetermined power-up threshold voltage. 

-------------····--···--·-·-· 21 __ The system of c1airn__l9, wherein said analog subsystem includes a clock recovery 

··----·----·-·-······· ·- ----·· ---circuit for monitoring said .radio frequency transmissions and generating a clock signal for 

said analog and digital subsystems and· a noclk signal when said radio frequency transmissions 

10 have vanished. 

22. The system of claim 21, wherein said clock recovery circuit generates said noclk 

signal using a retriggerable one shot method. 

23. The system of claim 21, wherein said analog subsystem-further includes a reset 

generator circuit for providing a reset signal to said digital subsystem, operably connected to 

15 said full-bridge rectifier circuit, said reference generator circuit and said clock recovery 

circuit, wherein said reset generator circuit generates a reset signal when said DC voltage is 

below said predetermined power-up threshold voltage, when said bandgap reference voltage 

is unstable, or upon receiving said noclk signal from said clock recovery circuit. 

24. A method for providing collision resolution in a contactless proximity automated data 

20 collection system including a host computer, target, and a plurality of tags, the method 

comprising the steps of: 

25 

transmitting a first host message from the host to the target; 

periodically transmitting a first target message in response to said first host message; 

transmitting a first tag message, after a period of time, in response to said first target 

message; 

determining whether said first tag message received by said target is valid, 

if said first tag message is vaJid, 

transmitting a second target message and, in response to said second target 

message, transmitting a second tag message, 
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determining whether said second tag message received by the target is valid, 

and if said second tag message is invalid, 

... 

transmitting another first host message; and 

if said first tag message is inva_!!d, transmitting a third target message and in response 

to said third target message transmitting another first tag message, after a second 

period of time. 

The method of claim 24, wherein: 

said first host message is a host wakeup message including a start of message character, a 

message identification character, arid a random number; 

said first tag message is a ping message including a tag random number and a check byte 

15 corresponding to said random number; 

said second tag message is an imawake message including a start of message character, a 

message identification character, a tag identification number, a tag random number derived 

from said tag identification number, and a directory of blocks; 

said first target message is a target wakeup message including a start of message character, a 

20 message identification character, and a random number; 

said second target message is a pong-valid message including a validity indication message; 

and 

said third target message is a pong-invalid message including an invalidity indication message. 

26. The method of claim 25, wherein 

r 

25 ·said step of determining whether second tag message received by the target is valid is 

performed by the host. -·-------------·---· ---
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27. The method of claim 25, wherein: 

said step of determining whether said second tag message received by the ta,rget _is _valiti. 

comprises determining whether safrftag "ran-cfom-numbe-r fa" derived froiiisald""fag--··--·-- -- -··· ... --- -- .. --

identification number of said imawake message. 

28. A system for providing collision resolution in a contactless proximity automated data 

10 collection system, comprising: 

15 

20 

25 

.. 
at least two tags, each of said tags including 

means for outputting a first tag message, after a period of time, in response to 

a first target message and another first tag message, aft.er a second period of time, in response 

to a third target message, and 

means for outputting a second tag message in response to a second target 

message; 

a target, including. 

means for outputting said first target message in response to a first host 

message, 

means for determining if said first tag message received by said target is valid, 

means for outputting said second target message if said first tag message 

received by said target is valid, and 

means for outputting said third target message if said first tag message 

received by said target is invalid; and 

a host, including 

means for outputting said first host message, 
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means for determining if said second tag message received by said target is 

valid, and 

· · ... -- ------ ... ·---means for-outputting another first host message. if said second tag message 

··· · receiyed--by-said-target-is·-invalid.- - ·-· · 

29. The system of claim 28, wherein: 

10 said first host message is a host wakeup message including a start of message character, a 

message identification character, and a random number; 

said first tag message is a ping message includirig a tag random number and a check byte 

corresponding to said random number; 

said second tag message is an imawake message including a start of message character, a 

15 message identification character, a tag identification number, a tag random number derived 

from said tag identification number, and a directory of blocks; 

said first target message is a target wakeup message including a start of message character, a 

message identification character, and a random number; 

said second target message is a pong-valid message including a validity indication message; 

20 said third target message is a pong-invalid message including an invalidity indication message. 

30. The system of claim 29, wherein said means for determining if said imawake message 

received by the target is valid comprises detennining whether said tag random number is 

derived from said tag identification number of said imawake message~ 

31. A method for exchanging data in a contactless proximity automated data collection 

25 system including a target and a tag, the tag including a tag temporary buffer for storing 

pending readpage and writepage messages, a tag memory and a tag awake flag, and the 

method·-comprising the steps of: 
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5 detennining if there are pending writepage messages in the tag temporary buffer; 

--if there are pending writepage messages in the tag temporary buffer, 
-- -· ·-··-··-------·. ---·--------·-·.··--·:-··· - ··-·-··-- ·-· .. -

:--;-------------------------------------·-writing said pending writepage messages from the tag temporary buffer to the 

--10 

15 

20 

tag memory; 

determining ifthe tag awake flag is set, 

if the tag awake flag is set, 

transmitting an ack message, and 

if the tag awake flag is not set, 

waiting for a wakeup message, 

receiving said wakeup message, and 

transmitting an imawake message in response to said wakeup message; 

waiting for a target message; 

receiving said target message; 

determining if said target message is a wakeup message, a readpage message or a 

writepage message; 

if said target message is a wakeup message, checking if the tag awake flag is set, 

if the tag awake flag is not set, resuming the step of waiting for a target 

message, and 

if the tag awake flag is set, going to sleep, 
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32. 

if said target message is a readpage message, storing said readpage message in the tag 

temporary buffer, sending an ack message and resuming the step of waiting for a 

target message, and 

if said target message is a writepage message, storing said writepage message in the 

tag temporary buffer and resuming the step of determining ifthere are any pending 

writepage messages in the tag temporary buffer. 

The method of claim 31, wherein: 

said readpage message includes a start of message character, a message identification 

character, and a page number; 

said writepage message includes a start of message character, a message identification 

character, a write sequence number, a page number and page content bytes; 

said wakeup message includes a start of message character, a message identification 

character, and a random number; 

said imawake message includes a start of message character, a message identification 

character, a tag identification number, a tag random number, and a tag blo.ck directory; 

20 said ack message includes a ·start of message character, a message identification character, 

and a page number; 

33. A method for exchanging data in a contactless proximity automated data collection 

system including a tag and a host computer, the method comprising the steps of: 

transmitting a first tag message; 

25 transmitting a first host message in response to said first tag message; 

determining whether said first host message is valid, 

if said first host message is valid, 
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111111111111111111111111111111 
* C L M S * if said first host message is invalid, 

transmitting a third tag message. 

34. The method of claim 33, wher~in: 

said first host message is either a read page message including a start of message character, a 

1 O message identification character, and a page number, or a writepage message including a start 

of message character, a message identification character, a write sequence number, a page 

number and page content bytes; 

said first tag message is an imawake message including a start of message character, a 

message identification character, a tag identification number, a tag random number, and a tag 

15 block directory~ 

said second tag message is a sendingpage message if said first host message is a readpage 

message, said sendingpage message including a start of message character, a message 

identification character, a page number, and page content bytes; 

said second tag message is an ackmessage if said first host message is a writepage message, 

20 said ack message including a start of message character; a message identification character; 

and a page number; and 

said third tag message is a nack message including a message identification character. 

35. The method of claim 34, wherein: 

said imawake message, said readpage message and said writepage message each further 

25 include a message authentication code; and 

the step of determining whether said readpage or writepage message is valid comprises 
··-·--·----- -··---------·- -·--······-

comparing said message authentication code from said imawake message to said message 

authentication code from said readpage or writepage message and determining that said 
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5 read page or writepage message is valid only if said message authentication codes are 

identical. 

36 .. -·····The method .. of-claim.35,wher.ein: ..... --,---

said message authentication code is a six byte value computed from the content of said 

irnawake message. 

10 37. The method of claim. 34, ':"herein 

the tag comprises a tag memory divided into a plurality of blocks, wherein each block is 

further divided into a plurality of pages; 

each of said blocks includes a read. key buffer and a write key buffer for storing a block read 

key and a block write key; · 

15 said readpage message further includes _a readpage key; 

said writepage message further includes a writepage key; and 

the step of determining whether said readpage or writepage message is valid comprises 

comparing said block read key and said readpage key and determining that said readpage 

message .is valid only ifsaid .. bl.Q~k-~.ad key and. said readpage key ru.-e i_dentical, or comparing 

20 said block write key and said writepage key and determining that said writepage message is 

valid only if said block write key and said writepage key are identical. 

38. The method of claim 33, wherein the contactless proximity automated data collection 

system further comprises a target, the method further comprising the steps of: 

receiving said first tag message by the target; 

25 , transmitting said first tag message ·to the .host by the target; 

· receivinffsaid fifs'r-h·osrmessage by the target; 

transmitting said first host message by the target to the tag. 

-58-



WO 99/16015 111111111111111111111111111111 PCT/US98/l9361 
* C L M S * 

. 5 39. A system for exchanging data in a contact1ess proximity automated data collection 

system, comprising: 

.. .-·--··-·-··--·-- -a-host.including.... _. ·--·--·· 

.......... -- - ... ··-··----·-·-- ·---------- ----.. ---··--·--···-....:..---·-··--··---····;········---· ..... 

10 

means for transmitting a first host message in response to a first tag message; 

a tag, including 

means for transmitting said first tag message; 

means for determining if said first host message received by said tag is valid, 

means for transmitting a second tag message if said first host message 

received by said tag is valid, and 

means for transmitting a third tag message if said first host message received 

15 by said tag is invalid. 

40. The system of claim 39, wherein: 

said first host message is either a read page message including a star:t of message character, a 

message identification character, and a page number, or a writepage message including a start 

of message character, a message identification character, a write sequence number, a page 

20 number and page content bytes; 

said first tag message is an imawake message including a start of message character, a 

message identification character, a tag identification number, a tag random number, and a tag 

block directory; 

said second tag message is a sendingpage message if said first host message is a read page 

25 message, said sendingpage message including a start of message character, a message 

identification character, a page number, and page content bytes; 
- ..... --- ·····----··-------------·-··-···· ·····-·· .. 
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5 said second tag message is an ack messag'e if said first host message is a writepage message, 

said ack message including a start of message character, a message identification character, 

and a page number; and 

said third tag message is a nack message including a message identification character .. 

41. The system of claim 40, wherein: 

... _ 10 . said imawake message, said read page message and said writepage message each further 

include a message authentication code; and 

in the tag, said means for determining if said readpage or writepage message is valid compare 

said message authentication code fr~m said imawake message to said message authentication 

code from said readpage or writepage message, and determine that said readpage or 

15 writepage message is valid only if said message authentication codes are identical. 

42. The system of claim 41, wherein: 

said message authentication code is a six byte value computed from the content of said 

imawake message. 

43. The system of claim 40, wherein: 

20 said tag further comprises a tag memory divided into a plurality of blocks, wherein each block 

is further divided into a plurality of pages; 

each of said blocks includes a read key buffer and a write key buffer for storing a block read 

key and a block write key; 

said readpage message further includes a readpage key; 

25 said writepage message further includes a writepage key; and 

--in the tag, said means for determining if said read page or writepage message is valid compare­

said block read key and said readpage key and determine that said readpage message is valid 
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5 only if said block read key and said readpage key are identical, or compare said block write 

key and said writepage key and determine that said writepage message is valid only if said 

. block write key and said writepage key are identical. 

44. The system of claim 39, wherein: 

said system further comprises a target;-including 

IO means for receiving said first tag message by the target; 

means for transmitting said first tag message to the host by the target; 

means for receiving said first host message by the target; and 

means for transmitting said first host message by the target to the tag. 

45. A method for exchanging data in a contactless proximity automated data collection 

15 system comprising a tag including a plurality of tag temporary buffers and a tag memory for 

storing pages of data, the method comprising the steps of: 

20 

transmitting a plurality of writepage messages, said writepage message including a 

write sequence number and page content bytes; 

storing each of said writepage messages in a tag temporary buffer corresponding to 

said write sequence number; and 

if said write sequence number is equal to a predetennined value, reading and copying 

said page content bytes from each said writepage message stored in the tag temporary 

buffers on the tag to the tag memory. 

46. The method of claim 45, wherein: 

• 
25 said writepage message further includes a start of message byte, a message identification 

character, and a page number; and 
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5 said page content bytes are read and copied from each of said writepage messages stored in 

the tag temporary buffers to a page in the tag memory identified by said page number. 

4 7.. - The method .of claim. 46, wher.ein: _____ ·--·---·------- _ __ 

said step of reading and copying said page content bytes from each of said writepage 

messages stored in the tag temporary buffers to the tag memory is performed sequentially 

10 according to said write sequence number. 

15 

48. ···The method of claim 47, wherein each of the tag temporary buffers includes a validity 

flag, and further comprising the steps of: 

determining whether each o~ said writepage messages is valid; 

if said writepage message is valid, setting said validity flag to valid, and 

if said writepage message is invalid, setting said validity flag to invalid; 

49. The method of claim 48, wherein: 

said step of reading and copying said page content bytes from each said writepage message 

stored in the tag temporary buffers to thetag memory is performed sequentially according to 

said write sequence number until a Jag_temp<:n.:Cl,ry .. \>~:ffer is read with an invalid validity flag. 

20 50. A system for exchanging data in a contactless proximity automated data collection 

25 

system, comprising: 

a host, including 

means for transmitting a plurality of writepage messages, each comprising a 

write sequence number and page content bytes; 

a target, including 

means for receiving said writepage messages from said host, and 
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5 means for transmitting said writepage messages~ and 

a tag, including 

a plurality of tag temporary buffers, 

a tag memory for stori~ pages of data, 

means for receiving and storing in said tag temporary buffers said writepage 

I 0 messages from said target, and . 

means for reading and copying said page content bytes from each of said 

writepage messages stored in said ·tag temporary buffers to said tag memory when a 

writepage message is received and stored with a write sequence number equal to a 

predetermined value. 

15 51. The system of claim 50, wherein: 

said writepage message further includes a start of message byte, a message identification 

character, and a page number; and 

said means for reading and copying said page content bytes from each of said writepage 

messages stor~djQ_$1i~q ~~g_t_~I'J:!porary buffers to said tag memory copies said page content . 
20 bytes to a page in tag memory identified by said page number. 

25 

52. The system of claim 51, wherein: 

said means for reading and copying said page content bytes from each of said writepage 

messages stored in said tag temporary buffers to said tag memory copy from each writepage 

message sequentially according to its write sequence number . 

..... 

53. • The system of claim 52, wherein: 

each of saidta:g-tetnporary-buffers includes a validity flag, and said tag further comprises 

means for determining whether each of said writepage messages is valid, means for setting 
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5 said validity flag to valid if said writepage message is valid, and means for setting said validity 

flag to invalid if said writepage message is invalid. 

54. ·· The system of claim 53, wherein: 

said means for reading and copying said page content bytes .from each of said writepage 

messages stored in said tag temporaryi>uffers to said tag memory copy each writepage 

10 message sequentially according to its write sequence number until a temporary buffer is read 

with an invalid validity flag. 

55. The system of claim 50, wherein: 

.said tag temporary buffers and said _tag memory comprise a scratch non-volatile memory. 

56. The system of claim 55, wherein: 

15 said scratch non-volatile memory is a ferroelectric random access memory. 
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