Ordering

Order Fulfilment

Courier service / Delivery
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Customer orders a product from merchant
and provides relevant payment details
Pre-auth is triggered. Appropriate funds are
blocked in customer’s account
Pre-auth approval code generated by the
issuer bank

6. Order details and pre-auth approval code
transmitted to manufacturer from merchant
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4. Merchant generates Customer QR
code and transmits it to customer.
5. Customer receives Customer QR
code (e.g. via email) for verification

during delivery
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7. Manufacturer packs/assembles
the product
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8. Manufacturer generates
Manufacturer QR code with product
specification and/or unique ID
encoded thereon.

9. Manufacturer QR code is
printed on the product or printed on
a medium and placed in packaging
and sealed.

Manufacturer QR Code
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10. Product sent to courier service for shipment.
11. Courier service generates Shipment QR code
based on relevant details from merchant

Shipment QR Code
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12. Delivery assistant scans Customer
QR and Shipment QR to assure
delivery/product/price
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13. Delivery assistant unboxes the
product and scans Manufacturer QR to
assure genuinity of the product
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14. Once data on all three QR codes
match, final authorization is triggered
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Figure 1
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302
receiving, at a merchant module from an issuer module, a pre-authorization code in
response to a request for pre-authorization of a transaction corresponding to an
electronic payment request for the product

304
generating, by the merchant module, a first machine-readable code having encoded
thereon at least the pre-authorization code and an identifier corresponding to the
product

306
generating, by a manufacturer module that is in communication with the merchant
module, a second machine-readable code having encoded thereon at least the pre-
authorization code and the identifier corresponding to the product
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308
generating, by a courier module that is in communication with the merchant module, a
third machine-readable code having encoded thereon at least the pre-authorization code
and the identifier corresponding to the product
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310
transmitting, from the courier module to the issuer module, an instruction to either (i)
complete an authorization of the transaction or (ii) cancel the pre-authorization of the
transaction, based on a comparison of the pre-authorization code and the identifier
corresponding to the product that are encoded on the first, second and third machine-
readable codes during delivery of the product
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