ANTI - VI RAL COVPOUNDS, COWVPOSI TI ONS, AND METHODS OF USE
[ 0001] This application clains the benefit of U S

wee@oiosiconal Patent Application Nos . 60/ 949, 7BGI/US100&a)8698

10

15

20

25

30

July 13, 2007, which is hereby incorporated by
reference. [0002] Conpounds and conpositions, nethods
for their preparation, and nethods for their use in
treating viral infections in patients nediated, at

| east in MEETHOI) AND SYSTEM OFROUIING IN daUTHRITYY
of viruses are discl oW ng
publications are ci t@%TwW%n as
superscript nunbers: 1. Szabo, E. et al, Pathol.
Oncol . Res. 2003, 9:215-221. 2. Hoofhagle J.H.
Hepat ol ogy 1997, 26:15S-20S. 3. Thonson BJ. and Fi nch
RFELDOFTHEANMENTION: ect . 2005, 11:86-94. 4.

o0, e S0t T2 o Sk Veloraoherin G s
gman, A S

%nggpqg?%% ugépﬁgg%bv&“%gh“?' aelé‘geéy s gﬂ%\g 459. 7.

Beaulleu and Tsantrizos, Y. S. Curr. Opin.

38-850. 8. Giffith, R C
gﬁgiMAg‘i\X%ﬁ&gbﬂ%@l‘?H{i% 30, 223.237. 2004 .
Wt ashian 1Ktegﬁfte@1|16twm }ﬁﬁfﬂ)ﬁﬁ 1sQﬁ§él®sea€for x%@)ﬁﬁ&%?g]aﬁ%p&%trolhng
10. Hor smans, et Hepat ol ogy,

z@lﬁferqrmoompOM®medqvn&ee©f ﬂtmltmty BmBCgrids Téhemipt@mn consists of
heal t r ohl massoci at e iver cirrhos

R gRBier iy AR EPEPS AR atfch ont Yk fieh AERrR nterconnecting

esdvierm Fafilitd Of dthvolled selirOfli € noaltbtifg nd\eddtbMdeEcey With the

at risk of developing liver disease. 1'2 In the United

Stl%tt)v@ék BlaBREENTENY serivens ((ReTrvere) ¥iframirabdr|of gatemays.cHaghi gateway

th 000 _was

(o8P Vi LR B e I B 50t PRl B

em&ﬂ &l thembng rm&mm@ﬂu:{oue aftedfycedweth thBatiligXgrid component
years. Infection by HCV is insidious in a high

pefeb@?amniﬁ transfompe nsubattations fesdersdcqnanener }ﬂca,%@n Bgtsys), and

c

Bl R A Do WP AR Pl PRl TerhBhic. Bach
| ofrthe nbawdrkmeded hag et 1ehsti dnenmiquesietworkgdtiressnpeélierabican IPv4 or
HCV infection is nowre nlzed as a | eadi ng cayse of

| IRvéraddress, aﬁ@aﬁrr%MA‘ﬁe Brsss- Hdg nades argiopBigutsd te perform any
F

FomYotine Kéifihg Ridcrioll: N eobie SensbBt uiley SidteihdR Bata
ss$ignalsl frofn ddAf therplucality iof srmafgridrievizes and watdamsmif @ dare

t hat encaodes for a pol rateln of .~3000 ani no CIdS

| PiarseEn IHDE mepet CoRoBIRtahh aruStal (B L GoIva Jad Sx iy

( Sormmand s%nalgﬁ%}n thERghaPOLPHah Sethene Eéf'e& 25 {}8 back status
precursor to at |east 10 separate viral pr ot el ns

creppits;ak) fomecmwambatqcmq dgwige aeronfighmation, sofilwgenypdatesasecurity

article e or tion of structural a
PR, 62; and erpl SR ARl el (Fcd Patsitimits, e optagg detection
fﬁin'cﬁ&\@offﬁe%hfaﬁzgrﬂybm Mﬁ@ng\t%%l Qvé‘lﬁii@pdilﬁﬁg etc.
Because the replicative cycle o does not involve
any DNEh¢ netvone deviceantigie gh@wvmﬁsv hath dovelom amgumcmﬁlmlzed

host nf ecti.on.can theoreticall
o gk For R oreot R sl sl PGP IS Al mRest L Rt e
NBgradsypdimtg hﬂewa? THeoptinkibed toﬁnﬁgmmnwldht&wélogedi by the
types in t e bo i ncl udi ng_peripheral blood
| Deipiedlc gevaee may he rdeusd tOA&s ;!ﬁC@b digtiting ffommatiogarlhe information

(ER PR ap Bhi BB pt Bietiiy pd FRLERANBIAGpgh neowork node

requires at |least six (6) nDnths of treatnent.

| FN- al pha belongs to a famly of naturally occurring
smal | proteins with characterilstic biol ogical effects
such as antiviral, imunoregulatory, and antitunoral
activities that are produced and secreted by nost
anlnal nucleated ceIIs |n response to ~several

_______ g, Y I R -



interferon has frequently been associated wi th adverse
side effects such as fatigue, fever, chills, headache,

wonp@bgi®e, arthral gias, mld al opecia, psychi aR€T/TS2008/008698
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effects and associ ated di sorders, autoi mmune phenonena
and associ ated disorders and thyroid dysfunction.

Ri bavirin, an inhibitor of inosine 5 -nonophosphate
dehydr ogenase (I MPDH), enhances the efficacy of

| Befeimeltido anthelieettraabdruutiof itdovhatioes pTlteaotlfeeoptlmlzatlon

ntrodycti o bayi r t.han °/th
DBROCEIS 46 AGt sk Pt e iR BAT£itE S 41 ke i and path

Ste¥isdsed bh ern%mﬂ eéhdigidib@6a: ahehdaé 5&dts Btoute based on one
ribavirin. By now, standard therapy of chronic

heplgastipossilgehaps,mest r@tmahgtm lowvesshizafiio hiops fastest hops, or one

o T

pri mar Thy ghtelvay atsotcdl16dth avdifable: rofliMeiiféinthteAUs £8ach of the
significant henolysis in 10-20% of patients treated at

chetvert ngdes cegipterrdaitht s the wainelessnetwiprlifor egrges: The gateway
| SSLOREH SR BIDINELRI i ePAE LI SEBE e nogs and

no;bnmespﬂndowmgﬁtaalesmaécabmadamaeszbmbf the ailvaniced dihk/pagccdst
apﬂ(i there is a clear need for nore effective antiviral
t Fref

lgWrgf }}qe\gafeﬁ\faé(c\yllllcﬁqlec} @56qlrte BRasedianeenesf least possible hops,
a e
SRR LR To LA U ASL FOLl  ts o
olinkypath costatl gatethmo Trei gawgayaﬂsd wpdates fthdrduting nHEidnatlon in the

repl.icati Furt her re ow- nol ecul ar . wei

BB PSR sed B RB ETAYS ARRBKE SRS Y5dih derirset nodes via one
| 5t BbfeSh@mediieiddds. TRELAEREY Bﬂ)p % e%@%tgﬁrrgﬁu%;rlgformatlon
attractive strategies to contTol I nfection ng

t toecagh phthetndgeinsthe hreledS LAk D2 BBISat Meddecarse respdnse to a

th b RNAd R | id d

G R 0TF BSR4 eEPe TR R P new dr ugs. 6 g

[ 0008] DBfisiE Ues16&H1Y Rduitin 1Hﬂoﬁﬁ5t1(9ﬁgﬁ§m§£‘t‘i’oﬂ A%iode oFerating ona
u

transcrlptlon and translation cts, antivira
abatioyy,tyaycselech p soutb of autpemert ftgps ﬁetlg@gmg phu bagad| dn battery

T A T -

CiRy kaeoaﬁlmzew@htm pbWetediriod Bfasiffekmedihte Hops lisedud! dfibattery
Al ternati vel y, potent TLR7 agoni st has been shown to

r%@édﬂttﬁmkﬂ aaéﬁaoqiw)él nﬁthsls pahey”, eocepbaogpeRamaeeRoute

Ji]l n %@H%ﬁrﬂl o%Jre J}gtred odes as to
IT{)GTS o&?#eg%)aw Vi r| g‘@{) 5,8 é, ané‘

f thetcbadition of tl&\/baﬂxfenéd‘l@lebvlesﬂﬁaﬁedt rfﬁHy-nSﬁﬁktged Pt ilonsn charge etc.).
there is astron need for new effective drugs fo

t beone nagtiquigramhadiaentathedows selgetion Ry thgseurce [neéq_el}d the

[
AN EFfhay Deba (R Stk B diab M Brbdrdon (nefbhbor nodes
vd'eeeleeahbya)e selnece desndCiRe gatewdy. one of Y or Z is O and
the other of Yor.Zis or.one of Y .or
the ot EE? 83wy prainfaing "% prmatipn M}éfrfo)(tlpé taéleg\ﬁg t
Sfd@)ltp ﬁ(‘,’!ﬁ%h Qf Bat@erblspoco\'e‘i’éd ﬂode@ %d V\% 1ﬂs§h§¥ré’%fb‘ﬁ &%utilize
ot her of Y or S or | N, one of
mlﬁnlfcs'n@tlanmtduee Sftl‘tceuonof Y or Zis N L1 is L3; L2

is a band 3 is.i eendentl c| oal

or s BRestier kS i i b SBR Bt nel esp e e tmay

Sﬁ‘i'aﬁ nfdasurélaki LB nge A BuRBptiaZdton 1ﬁ€<ﬂ(f&cﬁﬁibl\%ttﬁblse'\i€@elz This
-(CO-, or -O and optionally tw -CH2- groups

t mgemh@r itf oReveri upicts xerall matwork effieiehoy dind menstlydsilinked to

that L3 does not contain an -OO, -S-O, or-S-S-

group, and wherein said G to C5 aI kyl ene is

optional Iy substituted with ode to three groups

i ndependently sel ected from hal o, al kyl, and

spirocycl oal kyl; Ra and Rb are independently H, al kyl,

or substltuted aI kyI one of \% or T |s N and the other

- P s P, ~a o



R2 i s independently sel ected from hydrogen, hal o,
al kyl, substituted al kyl, al kenyl, substituted

wa@kwenylep2 al kynyl , substituted al kynyl, am no, PCT/US2008/008698
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substituted am no, acyl am no, hydroxy, al koxy,
substituted al koxy, carboxy, carboxy ester,

cycl oal kyl, substituted cycl oal kyl, and cyano; and R3

i s independently sel ected from hydrogen, hal o, am no,
stlssniitted powemtenels ofialy Hemodes insthk netwarkib $biventrankmit power

al kyl , al kenyl bstituted al kenyl,  al kynyl, .
Sl oflsieli el P Towst BoRR! Aair akg SpaBite to achieving good
CHfk Q@AIK%’ ht srRAR$ dah$thR PoGEEleQak Ktd al8 ¥hievinPRhprbVeERktwork

aryl, he eroarél, substituted heteroaryl,
héreughpyt lalsp reisrrsd to avinstivorktedficenay™y| , azi do,

hydr ox al k st tuted alk acyl o ano

hi o Wittt SRRl BeaRurRtre B BiRno R be

Stépsetdredi Vel a8t b @at! of oh®Gd Aord\vireleRs Aativdeitk drdl the associated

phar maceuti cal conposition conprising a )

pEaievaYse (khedtade yheaeforphasting o arare egreanpoiats for its data messages,

t i eGti . .

A BREH Bk Dot od R Hitbmlich O PR freles

sndtwatle it belorgfto. [FACH ApdeNvHDhgemindqet Ayer-MeididISC hetwork

p&ggaring tge conpounds .of Fornmula (1), or a . .
Frtdetieach of (e netwerks ddpedongaite. dhisdy pallgdemplesgaeys/multi-.

a PR '&ﬂﬁﬁﬁ of and for their therapeutic

u§%§%9|n sé%g e ogﬁﬁgnts, provided is a nethod for

treating a viral infection in a patient nediated at

 BRIEEDESERIP R SEA¢BAME g (o 5o d pationt &
CONPOSFIGANs "é%i"ﬁfﬁi@il RéhrescRANBR B theF@dMEAE hitwdRk tfht describes

phar maceuti ca acceptable salt or solvate thereof.

| thesgtveorkiebntigureners that beerlaps te smefregttid physical mefthstrueture,

b hg}oath{is C v.lH?us. 0013t] Those and ot her

PSSR I YRS PG TRRITEL i bed in the text that

f ol I owFIG[20Q 114'])utTrEF b BOtHe nolesSinadR® utiGBL WREless network,
references are made to various enbodinents relating to
ceneprslingtp onedgseibletqnahpslimentd net hods. The vari ous

enbodi tsS: | . . | de vari et

of 111 RGP R oRREs ARG el oo bl o one
asosditscempddigrat. of alternative species. Rather it

shoul d_be noted that the descriptions of various )
enbodi FhGatdsis grivnstipagl diagramrofithe wirsless nefvark gatsivay, according to
S : i.pents di scussed herein are nerely
iﬁ’?ﬁ@sﬁaﬁeﬁ/@%%egge not nmeant to limt the scope of

t he pr BB@M isian\eemhplerof ngfWbkk hdvdrtisesndm (NADMmeshgo fbrmat,
that the term nol ogy used herein is for the purpose of

JRESOFIIRE IOsRossIble arbadimeRti nent s only and is not

I nt endgficted sl ; Shke h |

hi thi gij(s;;?gié |a¥‘|rgéé’%lf’%ﬁ°f§r%%%?ﬂﬁ% ﬁabé’hf?tgflﬁé t hat Weg?fd&?v‘?ng to one
r péssibdmermbodilnenbe made to a nunber of terns that shall

be def|j to have the fo]low nmeani ngs: .[.0016] .
"Al kyl PGS eranpﬂswgm o tSaP%fFéﬁggr?%%gﬁtﬁoe message with
I QEATAY he B RHPE SRVIdAdbe Bolithentl0 car bon at ons

and,” in sone enbodi nents, from1l to 6 carbon atoms.

" Cx- yaFk§i8'is meferarmple@fabiy disgocup by tzemodgs fim @ smarttgridmnetwork,
carbon atons. This term.i ncl udes, by way of exanple,
I?‘i‘f@‘éfﬁn%g?aorl?rpé)ﬁﬁlh%oe% WBE%r byl groups such as net hyl
(CH3-) FI€t9¥la de -of rouie B¥16016N fr&&&RCaRahiwork node,

i sopropyl ((CH3)?2 ), li-butyl ( CH2CH2CH2- ) ,

i aesbrding to greH@ssibleczbodimeric - but yl  (( CH3) (CH3CH2) CH-)
-butyl ((CH3)3C ), n-pentyl (CH3CH2CH2CH2CH2-), and
neopentyl ((CH3)3CCH2-). [0017] "Substituted al kyl"

refers to an al kyl group havidg from1 to 5 and, in

some enbodinents, 1 to 3 or 1 to 2 substituents

sel ected fromthe group consisting of al kenyl,

substituted al kenyl, alkynyl, substituted al kynyl,

o




heteroaryl, substituted heteroaryl, heteroaryl oxy,
substituted heteroaryl oxy, heteroarylthio, substituted

whedoenomdy | t hi o, heterocyclic, substituted PCT/US2008/008698
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het erocyclic, heterocyclyl oxy, substituted

het erocycl yl oxy, heterocyclylthio, substituted
heterocyclylthio, nitro, spirocycloal kyl, SQO3H,
substituted sul fonyl, sulfonyl oxy, thioacyl,

t hi ocy FhGt1d, istah ieghmplel dfybmthingismdr)eajidsrtljtimﬂzacbn process in a

alk erein said substituents are as,defined
B G gRASHENGR nehy g PefarIRE b RGeSl bOER ¢ o
dl val epiGsiatidhate@smple rohidtd ﬁbiev&rv%a&baﬁmgg faapesdl%ueggand

from1l to 10 carbon atonms and, in sone enbodi nent

f ppitmization ﬁrwaﬁbmcoadlom Oﬁe(msw)eaémlwdemeht refers to

al kyl e HOURS havi L om U to v.carbon atons. .The

a1 k1§ IR R sRRYPIEhe i sth/eRr i Rl plaRays fperess by

S hédds G theCdxainpld Wil e Al erl&rs RdfFork FRICORMBR ¢he ddskible

-6) al kyl ene” is neant to include nethylene, ethylene,

peBpodigat. 2- et hypropyl ene, pentyl ene, and the |ike.

[ 0019] St jit bsk

b R T S

t ﬁ)O(fBS&llIﬂfhe dxampdemartigeid iwiriiéss ,nefbvdrla éi:c@xl‘dlrig toCbn% possible

subgtltuents sel ected fromthe group consisting of

afmRBedimedypst i t ut ed al koxy, acyl, acyl anino, acyl oxy,

am no, 1 ek

ari not ?%??r tFeq agnrhrpx%rg onyﬁ?{é&% ream) route selection by

agatﬂway'si to csamtce nnystleemnrtbe e)anmpie smahignidl wixgless network, according to

anlnosu %(1an1nosulfonyloxy, am nosul f onyl am no,

aﬂ‘i‘edl?‘ﬁél ‘%)/ oGRSt it uted aryl, aryloxy, substituted

ar yl oxgrGarmb Uﬂo‘)v diabhiad bittHE @QBnyY:J,t&mlete &4 rlfl?%)rocess according

carboxyl, carboxyl ester, (carboxyl ‘ester)a

(Eanquyﬁbbsmdnﬁbnmn cyano cycl oal kyl, substituted

cycl oa Ioa substituted, c oal k

cvol o IBF § SeSRiplbn h Eu ey Brssi il Bor gds ek dagon.

SudedtdihglieshepREIbE dibodi@bs. hydroxy, hydroxyam no,

al koxyam no, hydrazi no, substituted hydrazino,

het er oKI§I19 ig aldssaription of Batewey arggess dontrot daring wxying process,

het par l o heteroarylthlo substitut ed

hé?é%%%§§1?q$pos heteﬂg%§%Fl substituted :

het er oFIGI20ds ah emﬁpleyxfwh@mwﬂub@bbésstcadtml for packet

het erocycl yl oxy, heterocyclylthio, substituted

hBHOEPSSHEPY TQUking, aCﬁP’fdr"ég ogx§, postiblsreabodinerscy cl oal kyl |

SO H, b

i ooy EIGEL s gh B o tte RE thise Hhtees bEh GG T8! packe

abﬂoyéstshigpaccohﬁﬁg 'tmoxsapatsﬁ)woaﬁbddﬂmems are as defined

her ei n, HEOOZO "Al kenyl" refers to a |jinear or

br anchE AfdP %5¥wple@f 8 EBtemAYiTAing tablepdate progess. igprrding
Q odinments from2 to 6 carbon atons

Qb%ﬁ%ﬁﬁ bfeargon a?%ﬁs and having at least 1 site of

V|nyI unsaturation (>C=C<). For exanple

al ken ref t rou haV|n fromx
AR DRAGRE Elivi O Reii kp  ER imo B Srp) o,
ethenyl propenyl, 1S§LQNT@§§E?NE he |ike.[0021]
"Subst i t ut ed alkenyl refers to alkeny groups havi ng

f r om 1Thecl3ctsghsility gadtypicably,consistsofie enbodi nents, 1
to 2 substituents selected f on1th$ group consi sting

of al koxyPOWEhBERSTRRATLEISRYCY Sousess acyl am' no,

acyl oxy, tfﬂngﬁ‘lllssw%@ﬂv'l&hﬁlg@v&& vcﬁila

substituted al kynyl, am no, subs |tute an1no

am nocar bonyl , an1noth|ocarbonyl, am nocar bonyl am no,
aninothiocarbonylanino am nocar bonyl oxy,

am nosul fonyl, am nosul f onyl oxy, am nosul fonyl am no,
am di no, aryl, substituted aryl-, aryl oxy, substituted
aryl oxy, arylthio, substituted arylthio, car boxyl ,
carboxyl ester, (carboxyl ester)am no, (carboxyl
ester)oxy, cyano, cycloal kyl, substituted cycl oal kyl,




bond. For exanple, (C2-C6)al kynyl is nmeant to include
et hynyl, propynyl, and the like. [0023] "Substituted

Wa@kwynyled2 refers to al kynyl groups havi ng fr onPdT/U82088/008698
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substituents and, in sone enbodi nents, from1l to 2
substituents selected fromthe group consisting of

al koxy, substituted al koxy, acyl, acylam no, acyl oxy,
al kyl, substituted al kyl, al kenyl, substituted

al kenyk, éﬁkﬂmﬁosudwmﬁkGbadradumb$ am nocar bonyl ,
antnothlocaibo am nocar bon

ani not hi 0% %?Tyﬂngﬁ? RBemlé?‘rP?t‘ﬁErQﬁg‘aﬁW i monitoring electronics

ani nos Wrl&8 Ykher@ e Miofed! fRAMINO¥NIityARTlINRSISLE GWMEraNTh Ribctric
am di no, aryl, substi t ut ed aryl, "aryl oxy, substituted

abiilidssy | Tl‘@rlgﬁlltth inslustgy, wtanﬁlﬁtoemgaﬁ'%tatmdial wtdmmkgkag generation
¢ ?c{ f&g? ¥A a ?r%lg %{teragﬁ% 5) gﬁXII rke?\ﬁér%r&/ ?hn%'uri Q(n(ncgt glx%qéil kyl ,

cmémpéx‘abilwfronMSgy gd#kﬁiﬂloﬁmxﬁgéﬂwﬂméiﬁe end customer energy
cycl oal kyl thi o, substituted cycloalkylthlo guani di no,

s Usgst Thisfidlioapahitityi nsdyorkshased wylity aniastmistuse bag Yeen referred to as
SH Qﬁltahtaéﬁcf dl'ﬁkeﬁ Vi s)ﬁépox?t?% %e%‘?lu{s"gﬁ‘%ylﬁ%@é rtf&r%a%%n flow is

hetero oxy, tero
hefter( r:deryd:d tloi a3 thehﬁhm-(gﬂyl @letveork s Wnddss oteewise noted, the term smart

e Bk SR P by ot e o
hﬁtcﬁfd@%cﬂout tdthﬁbﬂa:htsngted%@%bt @Hpétmgl%@fttea Uht QM- gri
sul fonyl oxy, thioacyl, thiol, alkylthio, and
soéfsvork gane@lsmugplortmumhawmnﬂmod(smddieswbshkd: therhpranise

def.i her.ei t.h. th t hat
VB B R TR %, RS  Hpoui o
apehyte@nhst s@t@drb@ﬁﬁ Aok M]utl § ﬂf&i%rksrlﬁﬁ)ef)é uded \ifllﬂ??/ther

group - -0 al Kyl wherein al ky fined her'ein.
| pehmeddy dblyvmyymm%ﬂmmﬂeé by rmtatlhgs; yor @Clahmk‘;!/Water and gas. A

b t t - but
R BRI sy SR BRD el it i oy PRSP PRy dofgraimple
t Blectgtbﬂyl Bnd gad, aNOWInglthé E6htad] kaid/br WaRItEHNAg 5PBSthichnesHities.

al kyl is as defined herein. [0026] "Acyl™ refers to
the gr glgemc@(r@}i emb&ndugq:nt@g@maﬁ-g@@gﬁwqﬂc@gnmsts of device

a.ﬁ& g%tgyva% e or T uc?): gwraeﬁ%g %%MO%E(%% t%&llok&/gy Icor%nu)mdatlons

Cwu:thOHé J@f{/erﬁi@@) WAN&Jhﬁltprt\latﬁdetwyﬂdso ﬁ)deydmtﬁ(d@lent described herein
aryl - substituted aryl substituted

hg@fvgifp chl@gg}t twoh\@@)ép%pg,qou@gjapabgubgq the dliggbution segment of

B R e R e e SR L U
ainfemytiondlovs aibug eldl carhperents ofah& ymyit-grigubst i t ut ed
| k k I bsti t ut ed | oal ky]
Subot ) FUE S FesPihes iRt 8o pet okl ko TGP eirbdarpnts of the
S iy Ishiateshidh flraseaclle, TRRLRIAGKE! H@vlcérl%osf&étfgﬂt'a{]{hﬁd

het efocyclic are as defined herein. Acyl 'ihcl
" distribytitn gramitoriGEBE] @)ntrol Ei@ﬂﬁé’s] of'the yxlnarttgmf are pare 10§ a wareless

t%%yg gqivangdP%ﬁ? NR20 ,]ta?t ed aI k

- J:\B%QQ@ e icerRYd netwmg §¢ P)St‘hb tsi=i1taﬁ Wl 130 reachable via a

- NR20C( O al k?\/VXN - NR20C( O) substi tuted al kynyl
- RO EYr K/ N@O@@mbﬁw moerethanope WANSs 120 and more than

NEREGE: S thy b R LSRR BT R Ta i

hﬁétﬁfbﬂ@m@lvicﬁng\lbﬁ{cﬂé fhoRt#6rih dgaxtw&ﬁme Bf 8thePédidporRAfs of the smart-
wherei n al kyl, substituted al kyl, al kenyl, substituted

a8 HYr exammln gnergy gersratian faeiliips Jugh voliage reasfymer stations,
substituted cycl oal kyl, aryl, substituted aryl,

het er oaryl , substituted heteroaryl, heterocyclic, and
substituted heterocyclic are-as defined herein. [0028]
"Acyl oxy" refers to the groups al kyl-C(O O,

substituted al kyl-C(O O, alkenyl-C(O O, substituted

al kenyl -C(O) O, al kynyl -C(O)O substltuted

L T Y 1 ] ~T ~\ I~



substituted cycl oal kyl, heteroaryl, substituted
heteroaryl, heterocyclic, substituted heterocyclic,

WO 3000"leky | , - SO2- substituted al kyl, -SQO2-al kePgl/S2008/008698
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- SO2-substituted al kenyl, -SO2-cycl oal kyl, -Sq
2-substituted cyl coal kyl, -SO2-aryl, -SO2-substituted
aryl, -SO2-heteroaryl, -SO2-substituted heteroaryl,

- S2- het erocyclic, and - SO2-substituted heterocyclic
ahghwiodtnge artéial transiis&aA liaes aog highnallfage pwitcledg stations). The

toget her, with i.trogen bound thereto to forma

B SRERah e 132153, F R TS OEr RV Erkg Ae o way
PESMRBEati B with ﬂikdsn%r@?ﬁd BBy MWQ%% BEf/1dre gways 140 and
wherein al kyl, substitufted al kyl, al kenyl, substituted

abm%wmeKaﬁkyﬁwlZQSubstltuted alkynyl cycloalkyl
substi tut gd cyel oal substi t

St R ARl SR RS K. e

S Ui¥ginkt, GtHRE). hmeede@@ﬁtprhdtﬁoﬁmaﬁe deiP nesh o (B or YPW). Other
R2 1 is hydrogen and R22 is , the substltuted
ahiPe®ofresopd netwoskempyrakso b@ﬂéhmhwﬁbmﬁbe eapabdiies of this
I N T T i L ——
hesrgieot ths gdlealaly’)m&m'lﬂothe Wftﬁiﬁdmef\ﬁrklaﬁg thieosrRart-grid server 120.
nonosubsti tuted amn ' nt that either R2 1 or

R22 is hsw%eéﬁnsworhéw B@efﬁnclmﬁnq@f@m gegewaysd40. The
d t

53S0 AT MRSl B DL D T e
gtlmutevrcbk—lﬁf—the [fﬁﬁl&&}wdnkl (Mmjeasmetwwk)ea‘ndrthe tait{peidgrenuep in the

- SRR ESEh AT o0 Blavideg ] Hspdiikpasy oy RinaBiand address
V‘ﬁ@ﬁs%tﬁ%%eﬁﬂgesm oﬁé Erés%@&?r@%@ﬁleﬁlb%@ B&itele tgﬁ&Wa&rlQO may

group consi sting ydr ogen, kyl, substitu
abk yhplemlek@dyls a ssrwbsmth @t RId rwllxd(arqmaghoactdnymylbg, allowing the

substituted a substi t.uted yi .

cBRPuAY [ FomBUB R ot Eet AU by Aedpdn g wireless network
SURRs$ bikeRpisE ﬁét@ﬂ ORE Yérms @fe%fa?%’lﬁ lab&oss po® Iu‘ettH tb@ Qonsidered
het er ocycl i c, hydroxy substituted al

amterghanggﬂslc i The @mremss netwozln maaelyllham dcfferamtdypm packe

n|°( r oge [5 R%tslf %)n %W{)g( ?gﬁﬂ% géilggllrﬁ%?fi‘ﬂsﬁs g pon-IP packet

S sthsdhire bk mlﬁﬁafeﬁtrwcpa@kmcstthMaﬂﬂfé seb&icEhdtwatkkifbs example:
substituted al ky al kenyl , substituted al kenyl,

aIBAPrs| [PV4, 526 v JP@H etq. Mh%atewdreéﬁaw lthe rgsEsary proéasol

R T S T R R
hﬂmﬁbdcycllc are as defined herein. [0034]

" Am not hi ocarbonyl " refers to the, group -C(S)NR23R24

wher e RB8PEsigrTebombgdimentys deseabad rwt@@pa@% the gistribgion part

SPRP sFERRER petdoft, Y Hop@hus i ar SR ThHOHsERa systems

Sdisslbsetdl’lafeinakﬁmlly agplydablestu lmshelrtcumpdnmtybl; sub-components of

ﬁ‘&l oal k I nrﬁg'?)g\% ) {L;]il? ist )é?ll%‘i?glélgxéh S oa‘{%gtwoflms‘gd:scnbed

het BI®2Y ahb Gvifdiéhs \P{@ﬁﬁ&kﬁzﬁ%mﬂ&&%f %r@at&% 1213 laYd a plurality
joined together with the nitrogen bound thereto to

f of matwotkataies é§@ (describedsast2$il j 252, 883 .hel) eThe geleivay @d0up,

and wher. kyl , . ubsti ed kenyl
cioErE e dmatgnd e hol Vi fhAN- a2ba Bthegron:
CabOdhierts, therbmhy behRAle ﬁﬁéﬁ'o@l@l kitlvay l‘ﬂe’ wit1Bsiebwb&Rd .
aryl, heteroaryl,” substituted heteroar

h8ineilastyy Hleremazibe nm;bghantqmedrdims @ptw:qrés ircthg smagtsgrid
defined herein. [0035] "Am nocarbonylam no" refers to
the group - NR20C( O NR23R24 where R20 is hydrogen or

al kyl and R23 and R24 are indépendently sel ected from
the group consisting of hydrogen, alkyl, substituted
al kyl, al kenyl, substituted al kenyl, alkynyl
substltuted alkynyl aryl substltuted aryl




substituted al kynyl, aryl, substituted aryl,
cycl oal kyl, substituted cycl oal kyl, heteroaryl,

waemeiteot ed heteroaryl, heterocyclic, and subBCT/US20881008698
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heterocyclic and where R23 and R24 are optionally

joined together with the nitrogen bound thereto to

forma heterocyclic or substituted heterocyclic group,

and wherein al kyl, substituted al kyl, alkenyl,

S dbmhutwnemt\mrkempqu thah loye W ANswhstdtingteach sditelasy hetwork to one
cloalk bstituted cycl oal kyl, aryl, substituted

gﬁ@?@&ﬁfF Lubstit uted heteroaryl

h et e r gy eld SkamplElerfibbichthe?€ afttdt %a@@%?éé HaRELoftetwork device

defined herein.[0037] "Am nocarbonyl oxy" refers to the

gﬂ@% in gheoy Oy I IROIK. \iNedes 1atxied@BDRRe censtant-power network

ggc?%gglﬁgﬂ t#e{pq%x?ergc? %% Ie{léé) d1t1 2&(@% oug aﬁg}?ﬁevmquca%on (typically

s Hbsﬁ-ictrtiéteﬂloahtkcﬁfs)'| Noaésdybeltd BPDRSE bhikdrgBodlekadnddes typically
aryl, substituted aryl, cycloal kyl, substituted

CWPGQI"K% devigasdhagainot beposterad yethe @@ﬂé%bkm (examples are:
RAREAEHR o ROMBHI L ML DA RIBEUE blebir Ao BRI Bch for

and 4 are option J Ol ned'
n bdrme msorbhamdotldsr&nteﬂ farther :fv@e[y‘rfranhbé ﬁfe&.@)&ﬁﬂ lcanrdt draw power

S 185 1 o neY pOUHET iy nOQEHSE FOGIeAat AREiRY L s relays or
ai’é@éﬁ'ﬂél*s th&%ﬁ% P%}?&t LYY Ire- fgﬁﬁqﬂ% akidts ﬁ%HpﬁélkﬂﬂJc}r%gdes

cycl oal kyl, ary substitut’ed ar et er oar
s Giythter tlplstmanhtetwardsahy gateWey er dmynétream tamirctsuhs friténdedaiode.

h | d.h
Wb S hpf bl rauiled Sioiesegs ativet sebtdeaakomerchacked up
RBp balies2 A @drin ﬂlﬂﬁ@&ﬂﬂ"@ﬁﬂ Mo@e‘%lrﬁ@l s flﬁ\%’ﬁatttlai;}' BHRUD so they

consi sting of hydrogen, alkyl, substituted alk
aca@mwlltmus tehfnction iccase kbayd poweroutsdes. dubsné embediments, the

b
A I KT T T —
heleetriediopler sh1RtEWABKTHE Metchfas WeSbdatddt ed het er ocycl i ¢

and where R23 and R24 are optionally joined together
vv| th t Ake finctigpdropwenents REhstdsvice npdesand the gateway i the

nd wherein al kyl,
su brété?%h%tgéhg?rk% E%%aéﬁw & %%rbd;ﬁ(t; 3t ed al kelnyl d
al ky nylA,s sROWOA i Fm;ex,i deviky nyde, 3Wﬁh@ﬂiﬁh¥ie deSid‘ElﬁﬁtbiﬂJédEﬁZO node
et eroary

cl oal ar substituted aryl
stsisel qqal{rélale%{% stomapmemeny349c areless REeanseieari3s0exradio)

h SHE 0
VEELREK Ik, B @inkiard St ik Ebthee ¥ Fharsmiddvics grot
V\vam)RZBe ande Eﬁ%ﬂtab&rcmtnoﬂdlem ndénédntrotiet)ans ethahigytht beo-way

| Ky
rﬁvfnacﬁgs o s ﬁ@?%ésnawﬁ%ﬁmlmléﬁgﬁ%ofu%tsifjecnon message

SuEPf HAPOBLB o St PR G M. 10 e
ettt sk

i Bratsacy e a0 VT Wé‘R%rﬁ“gr%@ B7° BOHRPS HENLAGFHSS CDMA,
f MHIOORDNE LA O §3ebd CctHolSbs tinet ﬁéqllb%tzﬁ bmqnaqn&métﬁm

and wherein al kyl, substituted al kyl, al
ssdbsmics atecuhtind!k ée&;ib,le withyrtiab capsbistes ofittesl 1raz|ehty¢ny| Data speeds

e < SR o affsdth RHREThE el frovoii sl casily
hadcefmasodatddowitiRBstréit Retdldsy Tt&ﬂn@l@%ﬁ& OBYEd, in6d@l&/idS300 may also
defined herein. [0040] "Am nosul | anmino" refers to

t beeredprondo-anRrIOds ety hevirelpss metvrarl, 9rampy He sefemedbto as a
al kyl and R23 and R24 are independently selected from
t he group consisting of hydrogen, alkyl, substituted

al kyl, al kenyl, substituted al’kenyl, al kynyl,
substituted al kynyl, aryl, substituted aryl,
cycl oal kyl, substituted cycl oal kyl, heteroaryl,
substltuted heteroaryl heterocycllc and substltuted

T . o o N o o o g,




substituted al kyl, al kenyl, substituted al kenyl,
al kynyl, substituted al kynyl, cycl oal kyl, substituted

waeywboniohy| , aryl, substituted aryl, heteroaryPCT/US2008/008698
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substltuted heteroaryl heterocycllc and substituted
heterocyclic are as defined herein. [0042] "Aryl" or
"Ar" refers to an aromatic group of from®6 to 14
carbon atons and no ring heteroatons and having a
Silttitkjﬂyelodé.n @hé aode subsheteb magenefetrep teacnsdtanaadller and node
(fﬁfe rings (e.g., naphthyl or anthryl). For

ple ring systens, including fused, bridged, and
SPi FO THBGiRYsS RBRRRYB0hAREIBE 6r ARG 6‘9%51@\5%%4‘00 and the
rings that have no ring heteroatons, the term
ogateway isateptritesl behan in EEG;derﬁtte\my ﬁ@ﬁ Blak merdade asV\éANan

a tic car atom

+ e i SRE AR an Eab a4 = edteiay ijial gonsinglen orgatoway

PEdritfollef) 430! AchaRieldsS RF trdneiverAQ0! trhe WAN/hﬁ@rface router 450

aromatic phenyl ring). [0043] "Substituted aryl

r BREYaINS @ tup-yaydH gital Packdt epmanaiostipas linkuviadnaior mare WANS 220
t

S8 Ene SR SufAR RS2 10, B B boSE PapRfiy g 0 Ane

ahrktyina ﬂ@bﬁhlhtalﬂsadvanKy packat scatiyinicatidastlidkk/ 28 each network

al kenyl, al kynyl, subst)tuted al kynyl, al koxy,

staydes tqﬂee?éﬂal Wte%ﬁlgltad@waqﬂqﬁ Fangees tyeyway infagnation flow

SHRAYAS (/8 A BTGB RRTO ind BhA DN R YR W timization,

am nocar bonyl am no, am not hi ocar g

arunosedachionymessyge elmitllmsaﬁ(fpmgléssmgmdmuﬂtd/edsmi'cﬂ/hyomtonng of

am nosul f onyl anm no, ino, aryl, substituted ary

YRy deyfies Viebenetiops Bdps. mplaig FegisiEtonagH address
afaplek loie Q1 nd&hdiR ’no&é’sr Ql‘i’d()’élate& AmkaRYd. ARt é%ﬁew C}Pﬁ%? Qfglxlfunctlon

ester)am no, (carboxyl ester)oxy, cyano,
s@ﬁtﬂspnot(utf@dhc ymlanadwserverym: Exabiiyg dwypqtmstsslnldtommdands within

BBt RO R o et e sotyRiis ilgnied as aserver,

hé’é &te&‘é’tﬂfv@xﬁhe gﬁWa@@bﬁffbﬂ‘é} TRAIEDAH M0 aBYlgf!’s%Hé?Q:ontroller
substltuted hydrazi no, heteroaryl, substituted

hédémoaalw, ,ln h'@theamlmcvmolxty,, the gafsway transtetyer graydeytfexmed to as
Z?erggr% Lo subg%ltyted het er oaryl t hi o,

h 5?089 W?g, Sﬁﬁ%f? ﬂt@goheterocycllc

het er ocycl yl oxy, substituted heterocyclyl oxy,

heterocg gﬁ¢éh|o substit ut ed heterOCﬁyE Ith|o nitro,

8;1_3 H s TREVENG N PYMARTGBHY IW.’)b E$S SERWORK
t
al ky! 1 Ropregarts dtbodindt dihePe BARR 1E3A ififhign component of

hige 8 inart-gritDwik1esPMatvoryis dilissed herein Al & &tlnplOembyliiment is
where aryl is as defined herein, that includes, by way

obro¥idedni e, phenoxy and napht hyl oxy. [0045]

"Substituted aryl oxy" refers to the group

-O (substituted aryl) where substituted aryl is as
defined herein. [0046] RAUYINGISY'STENIEr s to t he group
-S—aryl where a gl ig as defined herein. [.0047]

" Subst I e SEE SRS PRbedimest dheronting pete By 'ncludt the following

fﬁéﬂg Ettuted aryl), where substituted aryl is as

de erein. [0048] "Azido" refers to the group

- N3. [004ﬁﬁnébmhsd$bmuﬂyrefers to the group - NHNH2.

[ 0050] sti.tuted drazi no" refers to the group
-NR26NR2$JI$§'8 ag Ri%amtﬁ‘ﬁ%“ceand R28 are independently
sel ect ed REatsONRh al kyl ,
substitusggﬁgF% aIkenS?mﬁgﬁﬁg???S%%%ygé%gﬁgs

al kynyl , substltuted al kynyl, aryl, substituted aryl,
car boxyl ester, cycloal kyl, substituted cycl oal kyl ,

het er oaryl , substltuted heteroaryl het er ocycl i c,
substituted heterocyclic, -SE8- aIkyI - SO2- substi tuted
al kyl, -SQ2-al kenyl, -SO2- substi t ut ed al kenyl ,

- S2- cycl oal kyl , -SO2-substituted cyl coal kyl,
- SO2- aryl -SCQ substltuted aryl -SCQ heteroaryl

P . s R . o, o . o



[0051] "Cyano" or "carbonitrile" refers to the group
-CN. [0052] "Carbonyl" refers to the dival ent group

WO g{odp176whi ch i s equivalent to -C(O -.[0053] "EF/b82098/008698
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or "carboxy" refers to -COOH or salts thereof. [0054]

"Car boxyl ester" or "carboxy ester"” refers to the

groups -C(O O alkyl, -C(O O substituted al kyl,

-C(O O alkenyl, -C(O O substituted al kenyl,

- C( O O al kqutirig table@Oh©gatdwatyi t ut ed al kynyl ,

-C(O O aryl C\S‘i’? O.substituted aryl,

(OO c%‘i"HQPR ?Zap@@@)?‘%}‘%‘r?&%t ituted cycloal kyl,

- A O Orheprisemlypreferfed hiBodihsdtiol ‘tﬂcex@uhﬁ% §%&§§t¥h utilizes the
e

-C(O O heterocyclic, and -C(O O substitu
headsrentijsc PLE (Wata leink Fairkgrder) Jobbayer dtreuting &yd the code entity

a I ubstituted a ny| I kynyl tituted. .
AMEE u i Rk R BB i S B RY) fo yfuiring
ShéIghbhdriotes @idhainbeiiap @iadidg infStRRiontyétwen el €624, YThe DLF
het erocyclic, and substituted heterocyclic are as
diterfases tecthe MLMEODsBIgh 9 sehebdR]s est er)ami no" refers
to the group -NR20-C(O O al kyl,

-NR20- C(O) O substituted al kyl, -NR20-C(O) O al kenyl,

- NR20- C( O) O subst i t ROUTBEPKRAHSE DISMBYERY O O al kynyl ,
-NR20-C( O O subst," tuted al kynyl., -NR20-C(O O aryl,

- NR20- Ehieyrepcessistiflpsiratesl wiiliang Fi&20- c( ) O cycl oal kyl

- NR20- i o) :

NRe0- PO O RS Ry ST S ECF 2t rmplic 31} GPRnd R modes
hmtag imaatginetwdtR2AscOy Dy viemt for@xymmplec, and

-NR20-C( Q) O substjtuted heterocyclic wherein R20 is

al kyl 8r Ihhernpyuablesgiessaedssi( ianetassocdatpd with any gateways)

al kyl , ,al . suhst i | _
2Lt RSB paf) e, it
cycl oal kyddminisithtivesyihs idue vt paih &ilre ohpiopagaion loss

substituted heteroaryl, heterocyclic, and substituted
het er ofych Perigdie registipsion meegsagsita one of hgsiewaysaf Hipxyireless

este xy" . r Q401 =

70 &0 o SR ek e PP e Tl TR Spes

- O C( O O s ubstwitdlethetl &Ry hdvert@e@(thdb @R incwithg messages from
-0 C(O O substituted al kynyl, -OC(O O aryl,

- O C( O odb@odesit ed aryl, - O C(O) O cycl oal kyl ,

-0 [ 1 oot roar

0 %dé%%@b ia% %1 %é?ierg%ggﬁl, ma%nqlgae geg%rﬁ d?&o%ry, for

- Exa0{},GF tetlimke &y thelrmontingted aGie)CPB wodées 236 & 258) have been
het erocyclic wherein al kyl, substituted al kyl,

afWEHt | substituted al kenyl, al kynyl, substituted

al kyny ' : . . arvl .
Subot ] TSR ARBITobadHAR, & ol orir B tes psing two
hiedser progedses braaddass dissd very andinéighlsorapynbs. cWaer aawde comes up,
def i erein. [0057] "Cycloalkyl" refers to a .

e ME PTGy s Al olitrd madRs R ee ey o B Potamgred Riinks)
thrSughta ‘Qﬁbmgst%&%exg o&lgs’f I &ap%toqmﬁfm%l?ﬁg determine

having a single ring multiple fings inclu
f whenlit sheuld gtadt, seadicg dpdadoast idisgowsry tfeames. Fotherprtfeinet e

rin St havi ng aromati.c and non-aromati c rings

¢ rPoditnat Bs provgs rietemniies gL 3 Crocey ARCORy ) Trapey sent on a
apitleeSnoiBrk spteatii ifithOfreqichdy BARNY02-92&MHe. That this process
non- aromati c carbon atom (e. g.

5mgy pegondustedanighl pthenrsidichadcessemethgds andripeothesfraquency bands as
"&¥ﬁloalkyl" i ncl udes cycl oal kenyl groups. Exanpl es of
cycloal kyl groups include, for instance, adamantyl,

“cycl opropyl, cyclobutyl, cyclopentyl, cyclooctyl, and

cycl ohexenyl . "Cu-Vcycl oal kyl" refers to cycl oal kyl
groups having u to v carbon atons. [0058]
"Cycl oal kenyl " refers to a paPtially saturated
cycloal kyl ring having at |east one site of >C=C< ring
unsaturation. [0059] "Cycloal kyl ene” refer to dival ent
cycl oal kyl groups as defined herein. Exanples of

o oy .



am nosul fonyl am no, am di no, aryl, substituted aryl,
aryl oxy, substituted aryl oxy, arylthio, substituted

W@eopboiiice2 azi do, carboxyl, carboxyl ester, (cBCDUS3008/008698
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ester)am no, (carboxyl ester)oxy, cyano, cycloal kyl,
substituted cycl oal kyl, cycl oal kyl oxy, substituted
cycl oal kyl oxy, cycl oal kylthi o, substituted

cycl oal kyl t hi o, guani di no, substituted guanidi no,

hal o, hytheexympleyamtodyammts merahﬂedwmm to byahdaast discovery:
substituted hydrazjpo, heteroar substi t ut ed

hBSEEFSRAANY PRRKT o AMFT BRY €Tl fls sl et HEASH R €
hgis85R8) MoliB whereit B&idslout BdcR ¢ HaRkY hi fAh@omized intervals which
heterocyclic, substituted heterocyclic,

hmag be aty teydrdsryof mgillisscondst dumhy ertenpassivgldiscpyery mode when the

heteroc t hi o, subst tuted t eroc [thio, nitro
3Bty Sl b T Porones oistovety Siag & héde may
t Whﬂ Q)fﬁditﬂlt 18n V\% driingé betMeky bdndiry brafdtasiudisdovert 8mes, t}g)lcally of

al kyl t hi o, erein said substituents are as defin
hibearder of einytés.m " subst i t ut ed cycl oal kyl " i ncl udes

Sakl)ilt |o g#& gﬁlo C&{go?,g;lp}é,ﬁgéﬁ{s% 95%6@% A gg%?@) (adjacency), or a set of

Clj@ghh‘drk,)the MILME gy ihes @lub@r tBé dLsccﬁ\%ﬁQﬂelglﬂidi@ fortthidiedirect
cycl oal kyl oxy refers to -O tituted cycl oal kyl)
whdglhass Gursisrablyiadlpidhe fisent @ylghb%rseeglld)@mrﬁ@éed in fesponse). This

N e S A

" Bobddtasting e thrgy nhmhbﬂ«yﬂ frdmes'in rhepmcsf doatactng snyemhe partiedlar

cl.o 1) Guani di no" fers to the up
KWGXGSNE%F\IW@LQ?W&}' i llslﬁrgge % AiSHIRIG' qug@l?rgﬁgonse' a
t Rode VB tHng NF2PIHN0RE g apPBEAhEBGREYS Préferably, all nofdes in its list

i ndependently sel ected fromthe group consisting o

hymt, pyderablyl, kY the mdes that Umatsthéthqzdntem ayde plaad sn theutegghbor
aryl . heteroar substityted ter

Pty H e ctdrion B e ellviinois & GRYH ey b atacsd inss
JhQbRsoratdpaadied to a conmon guani dino nitrogen atom

are optionally joined together with the nitrogen bound

t her et dhe MEM%«may netifyrthe DEIF whepr disaotystyi is wvern.c. all (preferably)

het rou t hat . at | east

At e Hrabdl hEH A B ) pe R et BPeTlal o reacn
dﬂﬁ$@ﬁdgﬂﬁﬁ§ln [0067] "Hal 0" or "hal ogen" refers to
fluoro, chloro, brono, and_iodo. [0068] "Hal oal kyl"

r ef er s Usgdhobstiaf peighhostouslt ky bygh Rith:DLFmaystryand find

t [135
AL RTR SHOSCIIIRE, I hab Becboleh s Ry IGRNY fr oistvork
V\Atiherllsérﬂerﬁ” GﬂAD’V )&ﬁ%a@ﬁfﬂﬂn fRievicks i10thd NIBME'gh€lghtsor table.
[0070] dr o or "hydroxyl" refers to the grou
- OH ):14 M%ﬁs@;@rryw advsrigses qebOfa?graSScmﬁes,cwlypg gy include
f 14, t
e &r: ?ma:]s r ML @é&é?gﬂ%@ge ? fsac{ﬁ?eﬁg oﬁ] gospfs tﬁ5 PREQ T Bost
naisbmgted w1ﬂntdia8¢gréssr(mchmmrgk11a1bsarﬁldag§ }&aths nIQO}G eount is the

i m dazol yl | e r| syste
b@ﬂg?%na@ba 0 %HS daw? éhfz &Hﬂaclsﬂv? gresse rHoR pQunpfsgrsed to
9er§t¥§ 1001)@ GhaN R kb A %onﬁfncﬁ&?%hq&@ SRicbS. MHeFormat
sterrs ng aromatlc and non-aronmati C rlﬁ S, the
t ef the 'Nﬁialf)h’rmeﬂsygé isappwh as FIG 5t RiredDéstinatior ahlsdbss@mthe MAC or

;L%?ﬁr 5 g@gggmﬁc{@e g'éﬁegno%fe R LA M vertscment 1

ul%n'r?atél tc@ﬁﬁr?%;‘ﬁ‘@rho‘lﬂhﬁﬁl J:d%e@rt ¥4 th@@?ress point %or the ateway) since
8-tetranhydroqui nolin-3-yl) sone %

t n@wmltsmg alentified by thefirecgsess (gateway)qodeson( s) of t he

het eroaryl group are optionally oxidized to provide

for the NNoxide (N O, sulfin¥l or sul fonyl noieties.

More specifically the term het@roaryl includes, but is

not limted to, pyridyl, furanyl, thienyl, thiazolyl,

i sothiazolyl, triazolyl, imdazolyl, isoxazolyl,

pyrrolyl pyrazolyl pyrlda2|nyl pyr|n1d|nyl



group consisting of the substituents defined for
substituted aryl. [0073] "Heteroaryloxy" refers to

wo @obetsddaryl wherein heteroaryl is as defi neRCTIES081008698
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[0074] "Substituted heteroaryl oxy" refers to the group

-O (substituted heteroaryl) wherein substituted

heteroaryl is as defined herein. [0075]

"Heteroarylthio" refers to the group -S-heteroaryl

wher ei Frémettles miaﬁeytﬁsehmnmsreché‘fddriadhhﬁ]rmi of NADO/7fiessages, each node

I-I %%é%b‘ﬁ%t?aﬂrtog }lg r&%zer %%ﬁn%: E‘) r ef snavg t hetpgr greSs node
h@éa@é\’%') YdlenitiF Yl eg@x{ d)ﬂ'lﬁé’ nE‘tW'o@lksﬂ anc{l @QFa?hﬂaﬁ‘l@bﬁ!h@Wﬁial Egress

‘heterocycle™ or heterocycloalk
n@ﬂfe rRyefeeably,; cack péthe available paths wtdﬁécrdredpmth a&ibp yequence, ﬂags

SFAER P BRSPS el 88l e i

gbﬁwnte:owaemtm m@ Dperfiahé@atry is teftable, \Qhetﬁ&‘)’l@ €ih Bdadvertised
i ncl udes single rlngaand nultlple ring syst

i RY thediergyvimgdwde else refargd $piogdimenig g)n@ti@ will degide to
no ﬁﬁéé&o\ﬁ%}tﬁ P@é;?lfﬁfnlgg et%ﬁgﬁi{ nrclgesafp?l gtﬁﬁeérho (131@?: ap<£ost (link and path
" betts)rto dychework zheﬂ(BX/ 0 C¥iadr @ﬁibb;liment@fnay Iueé 6th@fDMQﬂth including

appl ere s at .l east .one ring heteroatom and
R %&Vgﬂvﬂa‘vn E4hi Hakin poVidingjong! g 58ress WahanemRer.c
I RBGisfefednodes %m? g1 fn%tférextﬂ‘)éqfl ‘P&Hir&o'Otg@r iHifdtnation received as part

5,6,7,8-tetrahydroqui nol I ne-6-yl,
deﬁ@hmwmmhgmnﬁyync)ludel typsoﬁ@m&i@ﬂMB Rt@B) and date

nlt n..and/ or, sul f aton{(s) .of .t het er ocycljc
A B e g 0 S i 5 s sy
Nal@éf intudetHAtl ihimatishl! TR hblSWEHO@@ is zM:i'h@lctor of ag%regate

specifically the heterocyclyl includes, IS no
| netwvodttraigic wighin amﬁmlglpmny [FhISpiﬁ‘ﬁé ldp@myies the transmit power

Npg%te%%* pyr ren(rglfig Iaonreagly %}Flghg p@ rarSB?{?tHF ererror rate (BER). Ifall

2n¢des ftﬂh‘sxﬁﬁ rat lowdr av&ag@ %egwé ow&d thidigy led1ill-beAower and
prefix indicatin er o car bon at ons ézég., C

- Eﬁrmltsrfé‘?fér‘@d%tot C@@pmodﬁtaﬁﬁeﬁlecffquam@obandt ifproving

nﬁﬁ%@?ﬁ %f;f%gé . oa 19% ﬁfﬁ% ﬂpg)q ?QI%S%I | up%lila\lltgd gftwtoq(e

het er oC)jl@érlembodrmerﬁslbﬁy icbei@et aeibares &y NADV Qlich as: typical traffic
"substituted heterocycl oal kyl™ or "substituted

hiogd pbthptngde; datgrof its instpllaipn pad gemmassipnsd pato sgeyice. Other

d t
L
daxfailabidity, mnd@tlmuttnbmtesithaymieméﬂayin esfdbligBihg reliable routing map

terocyclyloxy" refers to the group -O heterocycyl
mﬁgpﬁﬁﬁu%ﬁﬁé A&cyclyl is as defined herein. [0080]

" Subst |
oo R RIS MhErink IAC & 0 0B s o
h&ressoagt e Isgtl of reutas autbthe mefdrhation regarfdd@Blch hop in that route. For

Fbteroc refers to the grou het er ocycyl
WAy e e By B Stevays (et paiaLbal (e SpR opds i

" Righedrbd Witﬁd Foe b&HO i/ th lékirhg)l‘é sh6wh & F16%, bhe r&ft@ ilhown. For
-S-(substituted heferocycyl) wherein substituted

hegchroetgcthgte dag bedN Heps. rfted ehely apnof e[ach)sca]te BEhanpitieg tafle

heteroc Ie and eter rou i ncl byt .are not
PR B odDchali it TR o B ooy eglfdDfFton,
pUﬂhbldpd?ﬁner@Yﬁfaﬁhﬁtﬁm RYiléd dia 'N%DMrbé’éﬁ' T8ere can be more than
i ndol i zi ne, isoindole, indole, dihydroindole,

i ndazol e, purine, quinolizine, isoquinoline,

qui nol i ne, phthal azi ne, napht hyl pyri di ne, qui noxal i ne,
qui nazol i ne, cinnoline, pteridine, carbazole,

car bol i ne, phenanthri di ne, aclldlne phenant hr ol i ne,

i sot hi azol e, phenazi ne, isoxazol e, phenoxazi ne,
phenot hi azi ne, im dazolidine, imdazoline, piperidine,
plpera2|ne |ndoI|ne phthalinide,

. o o



[0086] "Oxide" refers to products resulting fromthe
oxi dation of one or nore heteroatons. Exanples include

WORk@ehtws2 sul foxi des, and sul fones. [0087] PCT/US2008/008698
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"Spirocycloal kyl" refers to a 3 to 10 nenber cyclic
substituent forned by replacenent of two hydrogen

atons at a common carbon atomw th an al kyl ene group
having 2 to 9 carbon atons, as exenplified by the

f oh¢ mmitelgsted mutbt nowingtebleifor ¢aek nowtdrk legress poiati pTlsik @viormation

here attached tp bopd ked with wavy.lines is

o TserRn LS oreBiR AT iRbatilk dResoose)

" Sul f opydm thiefoffifig tb1d Morta¥idh Siided hAYRonstEd 2 packet forwarding
[0089] "Substituted sulfonyl™ refers fo the group

- SOpuing yable wtya stuing of dastinationl dddressesSO2-calMARY 4 type

- -suhst.i.t uted .al kenyl ., -.SO2-al kyn

- ERBRAS I B mher gt B b e nodes, performance

- Bckors,Wpd tthd pdtR dogtUbEREY Tn theksently lpreferred embodiment, the type
-SQ2-substituted aryl, -SO2-heteroaryl,

- sfiects ihg ssleqhion prefercace asspeiated ath thetdsstinajieniagd may be one of

- - ti [ i kyl .
SRR il POLRIRRYE) e D SR AL bgearecied om
aghegwy);, (33 i by thep ) aircymydjgcenyckoard; KY) breadasiimb word picked
cycl oal kyl , aryl, substit utfed aryl, heteroaryl,

sUBEOM WS FRAss8 HeproTkiedids-ocycl i ¢ and substi t ut ed
hetero ld [ ' t

O i SR A Pt v
ppeessttly3@e Rred @mbodimait kgdepifarsphrc8@Re typd, 39 Upted along with

) %é&g%ﬁ ctdﬁtr 13&%31]? g{;f)sohr?:e : g.; t_gﬁo)%{?sze_oafl aka/elsﬁnation of the

- §598e-8o1had iyl Bfarfdykd is &XpRRITG Kbt de 1....N) with th

- OS2- subst it ut ed qm f&le%os -aryl, © N wi ©

- Gstpatserbistthe fare@rding fable. ddaktipheerdriesafoy the same destination may be

- O5CP: substi tuted h vl .- OSCP-h i c.
- R it 2 o BtpriEnes SRieh ey BRABPERREAPRNDY e type fag
sddiatd tiypt,aflesthid/type aindeRY path So&ts I tHélRekentlls rotbrred

al kgg%l , Substituted al kynﬁl , . cycloal kyl, Substituted
cyabertiment, whepyryingtorsacht abestinatign Addessertbangde will first use the
S ' I roc I c.and substituted..
RS PG A B0 r LSS OFRR T B fins
r eftfiesbding framtgihed isa HhkddJ)st in &idkybfiﬁérs)lsinﬁﬁblﬁhiiobﬁ atidaehk

al kyl -C(S)-, alkenyl-C(S)-, substituted al kenyl-C(S) -, _
afa8nip othergymbodiments; the reuing akgasifhmaigyvs for the Touting information

c - - [ = - -
U584 S AP S PR P henggosion. o
ssthmtub iringf ae?ri:etdaeoaf yallthQ(oS)le ?emaﬁcsmmdrédslc [}Ce(lt,Shﬂthand
substij.tute eterocyclic-C(S)-, erein al kyl, .
s%rsé?élmﬁmédthamew wi |%ﬁ59|%,(rea§cf5§mbtrawédt hadgupkad up from passing
a ' : al kynyl , cycl oal kyl, substituted
c!igﬁ’f%k ﬁglrﬁysgfrn;t/f%@gbst ituted aryl, heteroaryl,

substituted heteroaryl, heterocyclic and substituted

reers to the oftuE PGORFBERTMARIENANCH or o1 s 16
the grpikBe presghty breﬁ%?éd’ﬁn‘ibd’ﬂkrh&‘ﬁt, iSstREmARt RSHsBEL nBighbors

[0094] "Substituted al kylthio" refers to the group
- 8h¢ arebintthe rousing satite by theiNadeilroringhé hepeng sédughce of the

S e S OB A AL o
[ &0 QFeted Peri@BR kekfilRleSnésRagdel Risé %&Eéﬁ}m{i%g?ﬂ.e clocks and
"Thi ocyanate" refers to the group -SCN. [0098

: . [ :
" TowpRe that nedeg car st exshange paskets avithheach iothqreTl]ss sonsgary contact
conmpound enconpassed by the generic fornul ae discl osed
herei n, any subgenus of those ﬁeneric fornul ae, and
any forms of the conpounds within the generic and
subgeneric fornulae, including the racemates,
stereoi soners, and tautoners of the conpound or
conmpounds. [0099] "Racemates" refers to a m xture of

T s NN A NN n T ) o o



[00101] "Stereoisoner"” or "stereoisoners" refer to
conpounds that differ in the chirality of one or nore

wGQt@peosent ers. Stereoi somers i nclude enanti onRCEBUSIVAS/008698
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di astereonmers. [00102] "Tautonmer” refer to alternate

fornms of a conmpound that differ in the position of a
proton, such as enol -keto and i m ne-enanm ne tautoners,

or the tautoneric fornms of heteroaryl groups

cant faedhack nmyrhenged bygnhal 2 amitmg 18 yer ot inulipdé¢ prgpeddist which may
NI E:tgg and a ring =Nnmoi ety such as pyrazol es,

i ol es, benzi m dazoles, triazoles, and tetrazol es.

[ 00103} "I‘E’éiéﬁlf@(ﬁﬁﬁit%Q{Ielc)énﬁﬁ&ﬁﬁtg&g)edo%@r{sﬁleaﬁﬁfe@fcés f®iming

pharmaceuti Cal | y acceptabl e sa erived froma

vari ety ofpdetedea¢ansand i norgani ¢ counter ions well

known in _the art _and.|pclude, by way of exanple only,

Soat ant " Butdes 35¢ e LM todelors 1SR YapmsiFehgn Lo g has gone
tetraal kyhggnoni um and when the nol ecule contains a

basi c functionality, salts of organic or inorganic

aci ds, Aswdh's apstreatr bokh tharaderjstioy draylvhemged éor examiple twehen:
nesyl ate, _acetate, maleate, and oxal ate. Suitable

salts P ndfRFFEINIGLE 2885 Pbed in P. Heinrich Stahl

Cami | 1¢ G nMermatkRed hm i5ApAbegk of Pharmaceuti cal
Salts Propgrties, %el'ﬁ_gscc:niirgnl, and Use; 2002. [00104]

" Pat i est "Linkefjedlgy chanpges(sahsotheovendimeles humans and

non- hu manmal s. [[00105], "Treating"” or "treatnent™ .

of a dﬂﬁfgsgéesr%wbéprﬁgwe@ﬂ*imxe% &hssell)u?f‘ﬁraée émai}eﬁgewavely, to
di i e . .

UGBS RIGEAEAAT i) B AR o, B8 oty s e
deostsate @actRdf itndgresstriodgs. t Wenlh nedsecant t@its epdtieam ¢hanges the

devel opnent: or_3) aneliorating.or causi r egressi on

GTo5F et e Retp@beabro s Bl it sl iy GBt e o
nQIBPaltRleidld ot dRiHbukdsttHR AP rhiESn AtRe ASLt s8XeH NMEME ¥eacons to
defihed herein are arrived at by nam ng the term nal

pits doverstghmtriodes.uncti onal ity fol |l owed by the adjacent
functignality toward the point.of attachnment.. FEor

exanpl 1 e piebilPrefiriadta SEpgt i PO IRRYPn i+ ppsepted

t Rith AENi HbBr Lﬁs&’yhm)esda?é,mkﬁ thpedtedol-typdfRdid &kt totoxP$ndicating

understood that in all substituted groups defined
atbet/eparpal Nevef shanges isdging digyibuterli hn age embediment this can reflect

i th § t \ to ves 10.
e Hoh BEPTS rbhERe D Gl SRERELY Rl Stpsnap upstream
sdiespehrd SeHusitgi aGiarficulart el brksaffestivély becbnié hb Ichger routable, a
substituted aryl group, which is further substituted

byNeighbasdistt mesepegns sengmatighe protgcod fypersst to (rdda ddicate that the
: . i . PRI i
'Su t Ugéulgell agh ?érﬂovedrfro?f{f ﬁr&kelggﬁr:%n nbi& @%{M&P unber o

stitutrons i's r ‘exanple, serial
subst i Insthe phsently prebstedtamitediment] ggewayrsaranbtifiéd\gbout changes

" other substituted aryl. 8roups are limted to

-sbverk ereiogy by th jnsteerkdegistratiqnymessagesdhatgrg pnicast
[ i it t

30 PlosPhiBssdlies oy te skt SERHPHOROAIR 0 Bt RO Gepuork by
sthie $hietmaly] aspapadftiesrmatifjeindormatieh pydpagatisit plooessgdantd by bontain
fluoro groups)..Such inperm ssj bl upstitution

ohEQBPISES lis eﬂv_@m UPRIABARR NPy ﬂéi_/%rk‘SF Tk catte fasagh of them.

[ 001094, t@%??és@htﬁ‘y%ﬁéﬁer@doe‘(ﬁ%%ﬁnérﬁ fhe MIPERE LS B35 sindothed
Fornmula (I): or a pharnaceutically accepta Ipe salst or
sotevages thah earebé pseditertbe BLEafor ditermiXingsliRo sty foNroubimg

of Yor Zis he .ot her of .Y.or Zis N, or one of
PPOFS; & SgoaiMr RS G0 e dptogupEeskpgricenfbs, b Rm
is O NRa, or S(OP wherein pis 0 or 1, one of Yor Z
is Nand the other of Yor Zis Nor CR2; c) when X is
N, one of Yor Zis Oand the other of Yor Zis N, L1
is L3; L2 is a bond or L3; L313s independently C3-6
cycl oal kyl ene or is C -5 al kyl ene where one or two
-CH2- groups of said G -5 al kylene are optionally
replaced with -NRb-, -S-, -(C0O-, or -O and

o M I T



one of Vor Tis Nand the other of Vor Tis CR3; Q
is Nor CR3; R1L and R4 are independently selected from

w@eoaob/01®0bst i t uted aryl, heteroaryl, substitutRCI/US2008/008698
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het eroaryl, heterocyclyl, substituted heterocyclyl,
cycl oal kyl, and substituted cycloalkyl; R2 is

i ndependent |y sel ected from hydrogen, hal o, alkyl,
substituted al kyl, al kenyl, substituted al kenyl,
al'dnyoorhed sufesd totthe egpealflayergpingaione on tisudes.i Iruthe @resently

am no, acyl am no, hydroxy, al koxy, substitufed al koxy,
carre&ss&si, er%%?%ﬂaﬁv, Qsetagﬁfagegzefssaﬁﬁfpr,m@absmcttﬁ%@ﬁverage =AY

(o Kyl % . o i i .

SR B sl . AN T k. JVERERRRMeL Hot require a large
asmoat of aydnaoriyrfor, statalgy (3s appbsadi to stogthgahé Jdst Naslakopibgs) and also

bstit ut | k al. | bstjtuted al kynyl ,

ShRASAoEyE Gt oL Misti0Y] TR Ko hitE oo f o much the

CH&Y Qaluk Yfectd thd curfePShbbtb@ dverhigd. JIﬁEhﬁ%r%@bhtrolled by the A
Su

substituted heteroaryl, heterocyclyl, stituted
handB yelpes:ylrrges valves mean Hiay theavriagg hasmiess historethan smaller A

, . QI I thip.. substituted
SHOGRY 0BE RN Bks B R igB kvt
enided theepre galeftim@w 6kktohgitidngonpound that is a
phar maceuti cal | ¥1 acceptable salt of Fornula (I).

[ 00111Th¢ RSshisethe pesetricssianal strsngthy indigatos. Jhtso\ﬁ»immay be

t [ I - For . ' I
R B B LR B R o PTG BR o S
arcceiptdfiom sadde, die KSShefl that(fragme {s@Pdrhg¢d imo g@noothed RSSI

enhodi nent s, . %s . In sone enbodinents, R3 is
sk the @ VFrSIREiPEPBYen and | ower alkyl. In sone

embodi fRME SresBtly PrdfdrflOgELdith R drdl-id 87 308 Rss percentage
enbodi nents, Qi1s N [00114] In sone enbodi menl% s, V g], S
Neratadom 1si usseCRBng | witls thesmeothed RS tcglculation Ws tle Béstumdastire of

is CR3,.R3 |5 selected from hydrogen a | awer,, al kyl .
RSt mnd Berdhah R EPROTonS Ehe R orels
hySEQA%EE ik AQddorll of theSRRQTRRES FR) Phe t¥rrh Sidf68isAREd To denote
is N I'n sonme enbodi nents when Vis CR3 and Tis N, R3

i Fames etberedthan thenortep dinas gtanted the donwewnigatiopis. Tha figgrfeame sent to a

enbodi ment.s nV.is CR3 and T.j . i s _hydrogen.

B et e aitathehvned Lo fol ey i oply BEARER gpe
Feceitebdihg bidiatTHeSinfoosudbéss pelckntagé, iR int@diAR 66y th6ésd frames
acceptabl e salt or solvate thereof, wherein R3a and

Rihiet the dargpigd pefel isristnimgiog aad ptethe ifiamgs at the stagqofthey,

Z n r.g: as j 0 I )z .
oyt p BV A By e RUTdo bty with th
alvad ef tHearefhivan Teliof. sutbss percObid 8 oikidered @b BE tHelt@st

to different substituents or variables can be conbi ned
windiratos o igk gEalityy with any ot her enbodi nents

described in this application. In sone enbodi nents,

provi ded are conmpounds of Formula (1) or (I1) having
onNODE RBGESTRAIION WITHWPSTREAMINESGHB @RS AND ATEWAYS
In sone enbodi nents,. X is CR2, Yis Oand Z s N |

some ekBAHAGAsTRRY explicilyegistey with the ypgiream %0‘65 1f lﬁteé‘g?ﬁé’ use
e ’ . :
IR e Ptk o SRR Rl wilPhow
eatbmaptire keep upétd-dat€iimip 9 (ifdtnation aboutethe ndyisterienbedepamdkeep a

X,is CR2 or N, t rin orned by X and Z i
Sureesieampohis HET GP0 4 sres bieh raffle GG an By owards
| pdicpAls€ but BRo BAEHo BE nadd. achment to Rl and the bol ded

|l i ne”indicates attachment to the remainder of the
compound: [ 00121] In sonme enbodi nents when X is O NRa,

or S(OP wherein pis Oor 1, the ring fornmed by X, Y,

and Z is selected fromthe follow ng: [00122] In sone
enbodi nents, the ring forned-b-X, Y, and Z is



[00123] In sone enbodinents, L1 is C -3 al kyl ene where
one or two -CH2- groups of said C -3 al kylene are

wopiworably replaced with -NRb-, -S-, -(C=0 -, PGF/USI008/(008698
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and wherein said G to C3 alkylene is optionally
substituted with one to three groups independently

sel ected fromhalo and | ower alkyl. In sone

enbodi ments, L1 is G -3 al kylene optionally

s ubst i The adde/\ne’gtstemwithdtstdpsem abde by sandsng it an SHpstream

nents, » al .ene. I n some enbodi rrent
THCB ST e S T e RIS O e st dagiag ID.
[@&4&54 typle, SHATRI ﬂiﬂdﬂ%&ﬁ(lne@%bb;%o%'%&hﬁ Hefiét)pragy |

or subst’ituted het er oar yl n sonme enbodi ments, Rl is
ph@gl}horb@omlmaéthmﬁtyc Is usgd o ol d@wnﬂﬁreasl nadss wihen @ apstream

th_at st qroy I ect e
rbi<Buf g 5058 RoBb g Teefipbl e el i eug hererre
epieethaBIN IGw pa;h dlﬁerﬁﬂﬂ)@%‘é pMerBﬁiﬂIbe%Ie\é{ed R8618 nollesRitk Righ

'S substltut ed wth at | east onegroup selected from

| Beisibozhegd health metderd Bisneaghbiorhoogi aost is the ecighharfiepd health
s U0 0hinafih bR BB G yBhram

ofddesnal | y substltut ed nmet hoxy. In sonme enbodi nent s,

Rl is hen substitu th at | east one group
cel ect Betenf rﬂpﬁ%ﬁaé?n ﬂﬁ%ﬁ“ ergpos ivehroTrBrealely agkadedee

R‘l?rg IR RAAGLH Y SHBSE bk zﬁ{*ﬂ?;fs‘t istratid led
e bsgrlerrents RlLisp ensyﬂgsub tute %\P } n owe gement”
omessggaup ek esdﬁ‘@dg}fhodmoldd\i@ﬂthahmdatma,se(hmd tlﬁ&aﬁtﬁ(ﬁtms

V\/n e| R5 is tlon substitute ri.dinyl. Ln
s oterie hestisRB s BiEr g ariadkfowledged
g@b\?&aﬁ%dgg oup selected from|lower alkyl, CF3, and
CH2O- wherein R5 is pyridinyl. [00126] In sone
enbodi ThetEpstRam Beg'mtqmml@dwym@qmenb rmesshge ingy iredude the

R et el B BARR T g BePls HEB Y gy essage.
OTRe!tatul @0ded1 thk Responge QRbeGnIRNLR, folRéwirfg: subst i tut ed

phenyl or substituted heteroaryl. In sone enbodinents,
R4 is SUUbﬁlNgd%&ilmsSﬁllbtadlde@st one hal o group, such

as with t fluo group. In sone

embodi ferftd; ﬁﬂi aélegﬁ%h?/ﬁ&gﬁf}bst ituted with at |east
one flyorg g Lgents, R4 is

2,3-difl uoro@ﬁg%/e écffle[ds g n some enbodi nents, R3 or
R3b I Se hy@idpNede 1s[a£h@a&>9ﬂ>elhgmmmmmdrbodl ments, R3a is

hydr og [00130]. Al so i ded i s conpound sel ected
from Tgwoéieinqyrreglskﬂﬁ étﬁ?}glé’é {ONE 9F MPre gRIEPRYRHP L SUWRE Hpnicast
S ]

1‘;@%&%&‘3%3{%@%'%? W%@?@E gG%E& hyTlh? G%? rr)lessaﬁ% contains the list of

i adressed oﬁnqdesrm thy IghteReag 2, ivtwiorkl thatrtbe hegmstéring node uses as

5H | m d r.i dazi ne

5Up etuﬁn %Iaad Sosf agseyatsd vgth %2 of these upstream nodes. It
yhﬂ?tah%lclm%u{ £lis d:f 'oftﬂéil Qﬁﬁﬁl@eﬁ@ ﬁé!t@o‘r@'ﬁr@ﬁr@%%d by the egress nodes
d] pyri dazi ne 2- | uor o- phenyl ) - 5- 3-(

po&pgmmeﬂg%} Yan{l $hm1aczqst Bssyntnfﬂ];yhghe] source node forwards its routing

5&'{)&3 1{1 %% 189(53 %E@ e)Wap'églﬁ 5%fter§d VTHB and updates that information
Y bl képifldr-basis @r WhieR cRardRs Byduk - SH m dazo[

ri dazi ne

g (Szd]F%@fmwheﬁ%ﬁ@@ansmgseﬁgwe@xwFI@(W The Type is set to
SRS EURERL TSI 566t s v s

trifluoromethoxy-phenyl)-isoxazol -
yl met hyl ] -5Hi m dazo[ 4, 5-d] pyri dazi ne
2- (2-Fl uoro- phenyl)-5-3-(4- rriest hoxy-



109 phenyl)-isoxazol -5-yl net hyl ] - 5H m dazo[
4,5-d] pyri dazi ne 5-[ 3- (4- Et hoxy- phenyl ) -i soxazol - 5-

wa1@gpimer hyl ] - 2- (2-f 1 uor o- phenyl ) - 5H mi dazo[ PCT/US2008/008698
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4,5-d] pyri dazi neMETHOD AND SYSTEM OF ROUTI NG IN A
UTI LI TY SMART- GRI D NETWORK FI ELD OF THE | NVENTI ON:  The
field of the invention relates to the use of

communi cations systens to nonitor, control and report
oNuothentsdhe yeqiehce/muybenaf it gisBalMRYs@Ee. TMEssage number is
I NVENTI ON; An.inteqgrated network platformi [ d

¢ BRECRAT I AR SBTeTE A PGB AT o ReREC Koute
anekcaBYd APfoubihg tdfe Bhtry iffymSdiRhtfodihhfroufd\@uRibdt 6 PkdPs, hop
consists of one or nore wreless networks and at | east
onedsaddisessese link @ndupath, cots: radedywrsbtand gllqwssiblei routes to the egress
faml] . Nat d.smart-grid.nonitoring.an o
B B Il I R W tihodt R R RRe B e egistering

(nedu.vers") via a nunber of gateways. Each gateway is

equi pped with a controller, packet formatter, at | east )
one rf YYhendae apdels sugcessfully ragisterge avith tha gateniayy the eateppy will

n . . 1 i _
DB 0 LR bk i Yol paion ot
f pedie r’Ehe reoole Semds pdriod &t riegistratidremsgsagasruhdrontiniab ki gl ates to
wi.th the servers via_ one the gate s in aw.reless.

n B &a3F v ayHQR ftheoprderef wgfx& hoyrg, agsvilﬁ%g apges Qe ip Hhe routing

URihf € TRE Ry 3 paste iRRTEEE I
add?sgss_ a%d a Kayer@Z I?A&C radd rggtggl?é vél'}%g lﬁ%%ggﬁ%sjf@(&t gateway
cragistigtior thessagpe frbor tie aoyrco nedo f If thvegat @b dyomissgs three consecutive

functions: (a) tq,receive sensor. .or utility neter.
R oR et et g 8565} SRR e sl §reifing table, and
sirafitllmaed t feépes iRl hPsonedabddimentd ahe ARSI ay send a

usi ng a packet conmmuni cation protocol; (b) to fec€ive
aneficereessegs tlodheremucenefeaskingrbioretiegistenalongmith its routing table

. d back . X
TERAGE TR0 B B A PR e

S @deléps @ obtEAIn ESrm a%iBf Y1 dalth YiEAERE so@ké nod@idtsSiRiWork, and
back status signals; (d) to participate in the outage

dpropagatesthpiinfarmation o thesouseanpdesy Thipipfermeationds idgntified as

oTeI ¥ st R Co - devi. nd,

PR 5AuaE S0l 81 Br e TGN EBHIAE 8, e
i sdupconmddedras tlor oftioa dfselecting uss itbni eititdr\ofe ioff thettabl@s or
messages to/fromthe egress point (gateway). The

oPergHIE e Ve igerize BrsindieRe &wep%w&mwattq@rﬁ@tw
dg\l L8 red to as "local" routing

[ ﬁ*%ér‘r?r%l [ %‘)%1?1%%@&?{1}%5& mat i on devel oped and optim zed

by t helmespomy taaducraskfulafnai tiab regidteatioacthe patewayknay send

nodeis referred to.as. the "cenfralized" routing )

i oW Aetvosk Powfdr@r?tbqn ‘Q}%Blaitlﬁ?-z ihsdwwsleé@sawge%ﬁ things, the
NeNQLIes RRIGIY PGl HEIe Ip A FlcYiE ] ALl

| Tnk a%gl%pat Lycosts baseg1I oln’ gg%‘g%}gf%%dgﬁﬁfl%gsémy%wer
dadsressseetwotthtzansou ssisretimetssandhaay other eatiatd edretatingrie LEfL3

| east possi bl e hops, nost robust hops, |owest traffic
heS'8f ast est hops, or one based on the results of the

|'i nk/ pat o 41654y BcBRIes bhERl0atib Witk t8¥R¥anG npeLR kh®6édn to cull
avai l abl e rout’ing information for each”of the network
noettes that diave ethericamdidatd netarkshandsiuck dissentivetation knefssage to the

A oS A PUPR S Byt e lBRingya ira B Bipb ety veported in
OfHei GREG Snéshfe ek Oatid Mgy Feihve tRAB&MhQRt &hdARedsYEdS 1@ network.
t he advanced Tink/path cost cal cul ati ons. The gat eway

win somee¢rabadimietsy tha ateyay dapyotimplyestore therputing deformation of a
hops, nost robust hops, lowest traffic hops, fastest
hops, or one based on the results of the link/path

cost algorithm The gateway al®o updates the routing
information in the routing tables based on an anal ysis

of packets received fromdifferent nodes via one or

nore internmedi ate nodes. The gateway propagates the

.4 o o, . a o o o -



request froma node for the |atest routing
information. During the "local" routing information

W@PipM17se i on, a node operating on a battery, PEEUS2008/008698
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select a route of one or nore hops to the egress point

based on battery charge inpact, and utilize a route

based on the | owest battery charge inpact. A node may

al so utilize constant powered nodes as internedi ate

hdissorithmbé addoin dedpusity fodderané thaynemstabihat @ foradeion &s certain
netmnrkﬁgvlic ", e§aeg i N emergenci es. F out e

S EPRIREPBTICn Y f BRde PGS SR GRERUPR e B Shergelo registering

batisabiyT 16 %&rai Qci0RYerafidn bfbcte&earﬁotﬁg bhie@ay Q&flllg:p@wde the source

batteries (newest/freshest, fully-charged vs

c hedargresstsupport and alse upigast itioa $tened gobting) tabletinformatiom et that

selgctlon by the source node and the gateway may be

bad® on the latest Iink condition information of

nei ghbor nodes received by the source node and the

gateway. The gateway maintains information in the
Jouting table as EXAMELE @Erﬁ@UT(EaEISQOMERY

batter d |ts cretion
may ut ?flhg g}l&% Iﬁl St %??edé{»‘?eggéf%ng%uf S&"RAY ﬁsco&%ng a route
otdiebe supymbrizdd Bfdllowes usin theaf @8t MGtmato“&aa:féwm&dﬁs ina

and the atema%%nay nmeasure and utilize in raou
o elfS BESHK PY GRARSSICA A EHevoPAbIa wyBirt-gif ssiver 810 in a
Y r -
ORBSNRL 18 PO R TROF 1 NERCE HB Lk pvged doic
I podds CRID-1861, CRD- 216623,5(39Ih-3t86é OPDwb Bk4; Batteey-pbwaresindelice

Ry b, S S bbb i S T SRS qfpodes, ne
aBr SIOR! éa@éwi}rsa&%rtm@ﬁ%&el’sﬁ‘iﬁhﬁark@%e%r%ﬂoéwm'aﬂg one or

|nproved networ k throughput, also referred to as
" merewnart-gfifliseiverse yRelaysR- 1851 pRea‘ 852, edd Eabaydiyn@Wi-1 840 are

d i hed, h Kk
aFa s KSPY Tty e’ e ferBbe Hernirs tindnd RD) whose
apRedsaifedniint @yaythe ndrR A sEHBS I 6. mlé%rl% zﬁfd 1b lists the

nore egress points for its data nmessages, and

hhle ceséper all dedinks thap ag demsrtqdmgldu establishedi dhmﬁstrbeemw that as

0 net wor ks

hIh\? enrageéa%c{n%ngé ?ha 1 0pe tlona]l ll‘\;ﬁ(f%ﬁ% h tegtd%dzté%na? B?deg ggﬂ routes
oﬁvhtdhe)ffbeﬁmpfdvsdlegrebgl ongs to. This is called

mul ti-egress/multiingress network configuration. BRIEF
DESCRI PTION OF DIAGRAMS FIG 1 is a graphica
representation of the smart-grid network that

descri bes the network configuration that overlaps the
smart-grid physical infrastructure, according to one
possi bl e enbodinment. FIG 2 is a routing map of the
nodes in the utility wireless network, according to
one possible enbodinent. FIG 3 is a functional diagram
of the utility network node, according to one possible
enmbodinment. FIG 4 is a functional diagramof the

W rel ess network gateway, according to one possible
enbodi ment. FIG 5 is an exanple of network

adverti senment (NADV) nessage format, according to one
possi bl e enbodiment. FIG 6 is an exanple of the
routing table at the source node, according to one
possi bl e enmbodinment. FIG 7 is an exanple of the fornat
of source node registration nmessage with the gateway,
according to one possible enbodinent. FIG 8 is an
exanpl e of route discovery by the nodes in a
smart-grid network, according to one possible
enbodinment. FIG 9 is a description of route selection
process at a network node, according to one possible
enbodi nent. FIG 10 is an exanpl% of routing discovery
and optim zation process in a



smart-grid wireless network, according to one possible
enbodinent. FIG 11 is an exanple routing table

waelemeloperl during route di scovery and opti nmi zaP@CDES2008/0086

process, according to one possible enbodinment. FIG 12
is an exanple of the discovery of preferred gateways
for egress by nodes in the exanple smart-grid wreless
net wor k, according to one possible enbodi ment. FIG 13,
1Tabkth 15 are three exanpl es of route optim zation
process by three nodes in the exanple smart-grid

W rel ess network, according to one possible

98

eTbodi NERFANTITGWA [UGSET[ 185 PepBXalteD-9f| CPbBI ' CPD4
(downst I e@ad) rlogt® [S@bBCL (382) bysgiat ewess) t|o (SEYI Ce(s64)

nowas-1 N t ke gxamplle smart--grjd wreless network -
ca®2li Nng to dne possi blle enbpdi nentf. FIG|17 is a fl ow

di &g¥-Am of 5t hg skep- B3P- sit e3® rppute se¢t-up pProcess --

acd¥Mi ng to dne passiblle enbodinent. FIG|18 is
des®rli pti on of| &t eway proesis &nt ol -for| node -

riedByp ¢ at i on, laccorlding to one possithle enbodi nent

ICZ?;;E is @ ddscdipti¥n [of *gat ey process coftrpl 23
1

nutinc process, laccor ing tQ _one Inqqihl3

n‘%@ljmant = FI|G 20 | s2%an e¥anpl eXof |nolfe dontrol [er-

cleantrdl farl nacldat nNnrincacci hay far Ir nnit i Ny
J AW & | LE"A] T T ~J T lla LEA"AL! LERA"A L3 LI

| SASASEAY

C§(§?Z§I 15U%12)l qQne passi blle errblo\(gllb1 nt. FIG[217Ts an ~

acka) br ocesqi ng, |accor|ding tfo one|possihle

mepglameEnt — FI[G 22 s_an exsanpt e.of [a gatewayyr opti gy

e

P

al

exepgize of —noge—RFjnter e process cont ot )fui’ 10
P

e e

tlalgkey) updat e grocess, acjcordijng to one possi ble

e

mgedliment .- DETALLED DESCRI-PT[ ON- OF | PREFERRED: -
EVRED) MENTS SNART- GRI D NETWORK The ¢l ectrijc util |ty

grid typically consists of: - power generation
(distributed sources) - transmission & switching (very
hi gh vol tage)distribution network (I ower voltages)
custoner and in-prem se power delivery and nonitoring
ejil"ﬁﬁferﬁﬁi cs Unless otherwi se noted, the termutility

used to refer to electric utilities. The
utility industry is transitioning froma radial system
i i ration to logad to a truye interactive

digital network with fiokl connectivity and Link Cost
iLnter oper abili ty from energy_gener ation nmanagenent to

the end cust omaw-gRen) gy Wislel(820hi s ful | - capabil]ity, 5
network-based utility infrastructure has beenijreferred

to as a snmart - grizdssifaecwat(swf K supporting thg 20
two-way, dynamic information flowis often reflerred to

as the smart - gr R (882] 06W:1 (840) ess ot herw se nqgted, tlse
termsmart grid network will be used to refer [to a

utility network, RfESCR-MEY(85HUt need not, incliude allio
four conmponents listed above. Once inplenentedq, the

smar t - gipbd(saBteaarikesclaxr Gal- He10 eppen-i (&oxi | i ary [net wor kg
' ' ' ] rks that |nonitor

| and devices like the in-prem se netwo
ancdcroardsn @b Cro3(BE3Me R3] SEne S(sae>Waniilskd)i es.| |t 75
should also be noted, that smart grid networkg and/or

ut isbo-1(g717edbovo- K S62eycrba (s sad RSs ) «oirar-1(g20modi ty 70

delivery systens operated by utilities, for exanple
wat er agrd-41s63) <A 2B5Y)eH GW-1(340) o wel-n@rd may i ngl ude g
nore than one type of commmodity, for exanple

electricity and gas, allow ng the control and/or

nmoni toring of both conmmodities. In one preferred
enbodi nent the smart-grid network consists of device
nodes and gateways in one or nore wireless networks in
t wo-way communi cations

-18 -




with the servers via WANs and private networks. One
enbodi nent descri bed herein provides intelligent

W a9eisopacket routing capability in the di stPCDUS20081008698
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segnent of the smart-grid network that can be flexibly
expanded to facilitate two-way information flow anong

all conponents of the smart-grid. FIG 1 describes a
smart-grid network that overl aps the conponents of the
utilitWhemdfRD-Jgr86d donfesapt MlMEmighlﬁbesaaatdiwoked R-1 851 and

K G adenge i Bty Plem, dadheslablSihedtos Hieby R o1 and

VRIESESSend NetRbik AdPeribtingdht msdgey eslseaiﬁcaqlls»aﬁl t8B8econd step,
gat eway 140. The gateway 140 connects the W rel ess

nBt @y lksendsl é;N etsorke Adenesenrent meggagel adesrtising 086 egress route to

R Y X A A A

thhe metwidk abéresd £lass o subh@ $:5ask €IPVGI It IP VM dddiBsh), the adjAcency cost
smart-grid networ kﬁgr oviding renote nonitaoring and

c‘@rft?l?la’rl 1 25568 by Bnb 8Abrthe makiayra namber gf heps(it @kes to reach the
|

AR B PR RSB P LB Db oHRldg 0 i

t regissared 81 tha forimn FR-1 %ﬂdeﬂdﬂﬁAW(ﬂﬁ,gMA@mA]bDRrEﬁS(GW 1 840), 2,

HOLC I focndaded el B2t sy he Pt ndo GW-1
"\Md”'inti&eres;ﬂli%é iodEPB- BE61Y Bec §9th‘|{e§ﬁt}9&’f‘st 1] grgﬁElethan fhat

gat eways 140 and one or nore
smbvettisgd byt Rs-¢ 185y butshe path cescufodmataeniof égrésdadlite via R-2 is made

I t t th . The d t
vaitablsus o B Bipredient sy, e Fafite ppbeorhy CERChHGY ey
NRLYRE kfor8Ban¥ns WAB VUhbdshZRdrdth heﬂgﬁb&mod%@ RALH ﬁdkt dn%spath

of this invention. Standard routers, dges and ot her
nestsiso rkhe third ssfeaafe%lltmy CBb-1 86l calgulannm&wttotah eosgaf netavprks by

t net and the snart-grid server
Mg o eeR R Gl B g A or 2P isB S S ops
oRLRwaNE cledfing Ih@uﬁﬁé ﬁi&@)forléh@h loption th the @rdir @F Bitiréaéing path
preferred enbodi nent, the main interface between the

d@tﬁt cblsthgffourﬂestm rCsRD-de&mmﬂRmm toapgaster wethviod 1851 émsendmg an
K
§Sﬁ$ tlr%{leoecfil %/15%%% l{g’el{" r e orl?r&gﬁ{lg ﬁé%& V\Q?Nég gfi‘e for this

t égasssl ﬂthecﬂﬁlﬁﬁép/ b&ss whén RAESTIr &ad hh Vpptr&dne Reg@idtration
enbodi nent, the gateway 140 nmay be i npl enented as a
séP]Sfé}W Iafigament Rressagaito CRIY Bakirercating Has 2diode don rgyfing support

AR RO COTTTAR R4 el Btk e 6h DRMLTGR o
t thés ¢geedss Ly dteasivtit sepdCRDCE 861 prosnpts &0 eegisterhveith GW-1 840 by

consj dered i nterchangeabl e. The wi rel ess network nmay

ussndingeGateypy R@gléﬁethryM@S%ge pHarRarts:Ry #xlias9g l\pﬁfawm Rede it
S I

SR SN s BRI ERR U a8 Q01 by
t femdintg@ateway Reégisratiewr AcKifowledgearant MessdgeGnid passey CPD-1 861

ATRA CBP@&%&B?‘Z troighly BocH RSP aP NS bR eai g df Wg! 840’

PRGKBHSpREKCERs hB& dnhbRE C‘P@— YB6K 1t e 1830 FChetwork egress

networ k. The preferred enbodi nent is described in the
cuiattiextouts it haeingtialyrdepermimad asalescribedtahevesmar t - gri d

network. To,those s [n the art, . the neth o

Cyst entt trei 8GRk, i L Ael halsePhey his et pangsier upstream
OhSIRE ISR oDl atie ForG OB thS sadhe Eht6way Bf éthG{ gdeways in
network. The distribution part of the smart-grid

network is described in FIG 2. The wirel ess network-1

230 consists of a Gateway-1 240 and a plurality of

networ k nodes 250 (described as 251, 252, 253,. ...).

The gateway 240 is connected 9 the smart-grid

server-1 210 via WAN-I 220. In different enbodi nents,

t here may be nore than one gateway in the wreless
netvvork . Sim'lar!y, t here may be nore than one

o o T - ' T




nodes which are powered by the load line of the grid
at the device location (typically electric neter

WO owan1ens) . Nodes | abel ed BPD are battery poweCEUS2008/008698
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nodes typically |located with devices that cannot be
powered by the grid |oad |line (exanples are: nodes

| ocated at water neters, gas neters and nodes at

el ectric nmeters which for sonme reason have to | ocated

f thetwieglessweyw drkanbelbegsrot dihe pnatessissohilattyateppated if the aode

t I ine). Another type.of nodes are |abeled R
Rk RO bEBRks o apin B e L BarUROVORG: act i vl y

r epeat Nek€iRi@lighth 8tepOCPDL N86 PRHKE h D ynafiRk DRIPIN 2136)
nodes further upStreamtowards the gat'eway or

dBRRYFIe messagede the WiadN-1MdNB deyenwith its Theo addrassshromgh GW-1

b moynt ed . and e t QWer squrces . and my be.
oS ot SRR dFy DM Bel B B < En PRt Bvia the
npatewh B thab &vigoBididgenetwbkCderes segpdrhey can continue to
function in case of grid power outages. In sone

enbodi FEGt&cantheisgd i dlistigtg dwo mare cxanplge regarding CPD-4 864 and
b S e S ' e VS he

PEDFT ¥1PERERE 88 et BSTEPL  AOlEuRRIGY PBp IF: -3 863
Tirel Re2'852 fonafresoaqnoentsst@f 75 lisedables] A& b3, anddedifers with
g&&ﬁ in the wireless network are described in FIG 3

atfdV 11 840and puth s IPND $eMES 3, devi ce node 300 may

i ncl ud oY | ' i\Gi ( |

330, seoran e hemBME et 2 0e el it B ARl L1 LR route
(ora CRIH2862a68Dah 86 hrend 360 .85Deatiadetal nostiof 26.cBBDAl 8HYy being a

C ect to smart-grijd. devi ce ot shown). The node.
PR EPob Errd e 1T ke R ECOOM PEIPErS Prdiposah sgwecie. In
t ¥ SadodifieRt, BPD-91871 |d|@i6\énd_‘s QHIth&Gn B Rer@BALYE (18 thik gh@e@ch—z

optim zation, route selection, nessage creation an
p8 @k wswindyst ravid dissowenyghrewss any vegistration.i ng f uncti ons.

In th f di ment, th t . 350 . .
and. anf DR Ao BBTR e ThTtes whe p Shanes o0 h o baor i
Mitishaed using aHeRaipR o¥fanARSRafehte diddaPe SRV CPPIYIg6F AV

radi o access technol ogies. O her fr e%u_ency bands and
noergless netwose htheEheehanged foudd i depigtadin FI(y 8 with théyenly

F Py b BRafs ¢SGR L oe (% oS0 PER 4 BB Rl Rupg o

alosveR 364t] 3-hap eqneesigived 840! With Whe ©bdl pwill @IsEfos egress is now 60,
t echnol ogﬁees. Not e, node device 300 may al so be ) )
r wstead efthegragors Irbar rowte fost of B8 Whiselissoxenydakgsmtacegn routine

TR L8 P DOHE o G D p oy s

not®utesadivertiséentsifiroah asightet wor Kk 230 i ncl udes one or
nore of gateways 240, and the gateway is described
bel ow FIFFRG 857 epaliady goP e MicHcaadnofifies that it has an

I f / .9l

LB 16 AVl 40 for Sl E: 8680 20 BENAN Kblidfle patn
REPDr4 864 tienaecal@atesTiotal \dddt/of ntwvdriaciey addihg the4sath cost and link
mai ntaj ns a two- (f“%f[ al packet communi cations |i gk
Vet BRfkeIsRiesd .r%)rﬁ%vﬁé 1S0RF Tkt WPSHRAMAtoPt Wses hipsregningde
sepyes 867A5 a (hhg c%tr&h%%i%Fuﬁsfrg;gﬁ CBHYRL2 §8Ph& Whotal cost of 60.

antenna 410 mai ntains two-way packet conmuni cations
| Rek8 ishtharefone prefermadinatemidplaceaidibo25 CPDFB 863 an thedist. The re-

digital.coptroller nages twa- i nfo tian fl

P eteRist e T Poesd ndcaioda &1y Mgy -4 864
agealy feSupdaRu tiffoBRhiich BN 840 Q14 it R&k ?&‘idcﬁ_@ Gal®asage
creation and processing, command/control/nonitoring of
sRegistragjrandnersegeces vi a t he network nodes, maintaining
regi stration and address tables of all network nodes,
and related functions. The gateway may al so function
as a proxy for the smart-grid2@erver in executing the
requests and commands within the smart-grid network.
In enbodi nents where the gateway is inplanted as a
server, as noted above, the gateway controller may be

Y a o " o o e



The preferred enbodi nent of packet routing in the
di stribution conponent of the smart-grid wireless

W@eawot160: s di scussed herein and an exanpl e enPCUUNHNE/008698
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is provided. ROUTING SYSTEM In the preferred

enbodi nent, the routing system may include the

foll ow ng conponents: - Route paths discovery - Path

i nformati on mai ntenance - Node registration with

Gat ewayn amdpn@wtt]yaanfened ghibodsnenRehet ionting gtdt@cofhﬁeﬂdmbed herein

R t d date T tl
o PefeRiRhe TR o T et remedline ioRires gL feebr oinales in
t hedigod & @gjlh% ¥n BhE ghteRFh at-hB |fod‘_tQ>rf WY WaEdes REtwoRY RY ca?culate

routing a e code entity M.ME (Medi a Access Contr ol
Saisl diafrdtavontegdoralmogen: &lye)soﬁme nade sé¢lectng prefegbdest of an

Ry MR TN p——

Sflor®§atéWh p baddpbn Bt TddFe I SEOMETRY i Jdth éntPHABQBS adsSciated path
il ustérat e%i utili zi ng:lglieG 2. Nodes such as CPD- a ° Clae pa

afrptsfor eadsroutaand cagh hep.aUporcfmluge af the poiarary rw\ﬁy upstream or to
'ngfe \% g%faéﬂ ﬁ‘fe\r@gfg lga(gl% gsg&?r[ r)y\‘ﬁ)%rqegtafngéosr é%&? in ¢ SB%IJ%?/%Ode’S

gdﬁtetm;y 39 1mm€mamﬂmm aoy & aitiforta topsihs @Borita @S rdevifrerge since
en sever eagl?e ither adm nistratively, or due to path
elrthésélie ég‘é@%?r‘?oéﬂe‘lgﬁ ds « A periodic registration

nessa
.tsf’sg?‘e%‘?% Perl PR BAL R, Ofnddd gk RV al he
nepstmameioceiss itnetends to uss. by epdtreamthddercan gbwi keep i dogvnstream
from her n deia@? (és su ? as BPDI 2561 and
gﬁ%j’l? ARy éhmaz, I fentia § °rfao§°“é‘3€’ &an ppw be
tfb%téd Wi alser $ehdips ﬁ%ﬁf@he%&;hgmaeﬁeeht ﬁﬁale%%%d?eaées. of

258) have been severed. In the exanp Odl nments a
neissed |tlmdﬁsen@thmeadgm;s tsi nogtimely es:hutqdn giomm roaSng where the

e R R T

nedhe a@éiiféj&ﬁrﬂﬁé ﬁ@sdagé helidePRltdls6 WRRIAGRE SchpRiofhikis K@)mhm The
t hr oug br oadcast di scovery process"” Ip

may
t fpuging @mt@eﬁlthcmd@ueﬁhm lnéemmeralhowsehdunwestpéwe multlple routes

S r the pre

oGP i 87 Bl TAREP c TR i B BaGRfon. e
déwaeemv ﬁf\aenflﬁlaﬁﬁ)ld§o§dﬁﬂénd@dl r@at&\ﬂfsed)\%ﬁ 13Uk W [tK source routing

0 erat| ng in the frequency band 902-928 MHz. That this

slrigue Ry gonstantlypdatingitypreferiedipath todakeinge aeeeynt any link

Y

R e B UEE RO 28y Rl o
do;ﬁ[mm ehat thea@glr@e&id%e)ewﬂem&&e vEby Yhaihepidswer & peocess, and by
Fe devi ce enter ag%ioessn ve di scovery node where

ISteBARLO Bl N2 ¥éwe=fg¢s Hhad ghhor ngdero r Bectpureenadg alse
V‘QHVQ:HG?:EYO €4 WndtlEmAe al%&éssrﬁ&@r%gptldnts 1{% maintained in
e n the r

enter passive discover essi ve
dihs comargtablier at i on has exp| red. I n passive discovery

nmode, node wai t bet ween
sendi ngh PRATTIRIE i?utmg%k?weﬁwﬁ%%ﬁwrw alnvgﬁl%s fohe
O*8AdcPEmB? Rt @SwhiENGR A1fdfhatll HRYSIcanbd 86 8SDdB @%nf Quid

q
a nei ghbor (adjacency), or a set g‘i nei g% bors,
MasEingdlroupie if. Q‘Be¢aﬂcnhd3”dbstcoamrchsbarclﬁdgﬁmn tise fms:te ¢ tqmtmg table

d‘éff‘g’ﬁ%‘g?@ iog?q‘g)(?{l%gl(%{[ %{/ﬁ%h hx‘ﬂl Slgéeggglfgtb ale—ﬂﬁeg a spe01ﬁed amount

of time. These routes, which are in addition to advertised routes, serve to expand the
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may be done to di scover the network environnment nore
quickly (in contrast to broadcasting a | arge nunber of

W0 e@ses’6d) hopes of contacting any one parti cuP@r/US2008/008698
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devi ce). The nei ghbor query mechanismis preferably a

si npl e query/response: a node receiving a nei ghbor

guery applies the criteria to, preferably, all nodes
inits list and, preferably, all the nodes that

" hratt afiréduridentclinksewvadatde & phadecidr emsuiring snedegéfhbiransmission of a
response. If no criterion is given, all the nodes in

t R8st may be placed in the neighbor response. The

MLMVE methe RRAhpI rbliendbiiorotdehesdHiBEPNEEN dnabiRY Ble éort?ng and

all (preferably) nodes have been queried for their
nerqﬁﬁb@tﬂaﬂ oacmﬂmrpfalextelmns avaidatile tora nextietotroute packets toos e

n rs of _nei,ghbors built by the
VERERERET g 418 refork Tne SRR I0EE Moyt altrent

r Qﬂpl@ﬁwniahoﬂﬁymaﬁé? @ﬁi’@éﬂt %ﬁmbbhhﬁedt Q8K shinkilsdie ﬂbé&@boftlpfhe origin
"Networ k Advertisenent” (NA nessages fromthe

demh@é@utﬁ nforraatianves welhas @nm@vh qogblogthe dpssinppioivandbislagest to the
t ch .
R0, 5 P PR ISR o YOS MR o

r oab gRan&Hfrmeﬁsimg Frafflvausigyesinfregednt pathae gﬁleﬁdeseﬂpfré'ference
tg@% egr ess anongst all candi date paths.

{ rPBtettP&geﬁuaa hetE Uichenues] YEbene Wapowmr Pedaswhich
t
; SatTREAD oo an P cERPaf Pl ety WSl kek Bk BYTRE squypee node.
pMuitiplosiext hidps Withimtite ‘bieadheruibDvateparyagehd ‘“msltichiop”icategory

stlnatlon ddress.is t C or Layer-2
| woeFthF4 @9@51 oxdearist aspording tﬂéﬁ%peht/ﬁ &oHet wor k
adver t g RRbdd Beikig ﬁnmdeioyre e{& Be n{mﬂgﬁe nefvdiRS reSAf2in the
it is the egress point (or t e gat eway) since n
aneded gittmg mubipldHIP adihcsseségmé:ﬂm D@Stwmwy):apub&ee;f slértmg these IP
advertis ﬁ}s rece e formo

h
nACBGHEEACREIE I Cra BRI ichen BT Pl g Mg p Bostame,

| thiekd B GoEmeRiodIb Ko dlidgikbfess b eaffid n&%sthm%less network.
(gateway) identifying each of the networks, and the

avai |l abl e paths to that egress node. Preferably, each

gfeqhgﬁczvaif : ggls%ocg@i‘ﬁég %gﬁﬁé‘{t ?E@ @ﬁ#\?ﬁ@oand t he

l'i nk ang deedribe @5tliRr, ehbiesdurédfiodetdbisk Lwith ehd<gi6waf and
route - whether it is a fernanent entry in the table,

wHevaeds the rousing priogmgtign @@%)Wdﬁh@m@bm.“ﬁgﬁ rlil@d@s for each

ef‘lete or}h% ggte%f f he flﬂbmﬁﬁjﬂ néo{ntalgsehﬁ]? 9 k %oﬁe types,
tore 'h“one "or nore ream node

t hdidrésséad)f dibiiterfiletifake woulds jrathle rﬁmﬁigst}lbl'éppﬂéf@reﬁ&bmﬁ kambient

are | ow QO her enbg)dl ment s ‘i/ use other criteria

i Aee tfergnalian; sk istprmaeion Frgardipe battary eperated dewces The gateway

PLEY 8 thibARRidGh T BHAG b b e BEINAL ShowiP B FICKC Biher

nodes nmay get preference in routing In orna

r foomiatsefdr the rpatirig tabletrhay Addbe mS&gehﬁaﬁommidndﬁntenparlll be
of device (BPD, CPD, . R, CD) and date installed. Those
n@&égmﬁm. bis IpEormatien ivAAmRAE Rnte gatevwyvieh thegenting

d e Gm{ERY @ﬂla?‘?t ddvelo 39 ?ortéﬁéﬁ b ARG REbss I&\V% O"Fﬁfgateway

threshol I's an indictor o aggregate et work
vmlaiyl have the aptwark toprigey inTérimmtibr ued thzbdbe&tmnrtef&atmmde It

r needed at ach no rea a nei ghbor
LTS, RorBBHE B ROTRRE shits Kt epibaede Uilidi the Aggbauber of hops.
t TR fTbrimation i ONBImANE] RER aaagaﬁg@bepmwrecél% f?&h%»%nous
level will be |Iower and perm tS nore nodes
agedemiw thetrstivonk. {The réutagiafrynatiend) the he:sewadmaokets;ga.nd related
network efficiency. This is an inportant factor in
densely popul ated networks. O her enbodi nents may
consider attributes in NADV s%th as: typical traffic
| oad at that node, date of its installation and
conmmi ssioned into service. O her enbodi nents nay
|nclude typlcal trafflc denS|ty at the node back up

. . 4 a . "



exanple, there may be two gateways (egress points)
that the source node is registered wwth. For each, in

w0 b@examapl e shown in FIG 6, one route i s shownCT/B82008/008698
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each route, there can be N hops. For each hop of each
route, the routing table maintains [ink cost, path
cost, type of node, address, quality/traffic

i nformati on, other pertinent information received via
NARmation esch asTpatht end ik bestaardenddeayymsés capared iagdiast the

in.the royting table for_each net k egress point.

TiRitel Fﬂ%fhﬁ*&ﬁ}e&wq‘%ﬂy&ﬂ%é?mﬂcpwﬁﬁﬁ%ao PATFSOM TERALS iy an

| - g F : ; . _
b e RS Lor TR e I IS Gble i
ollusteated mgFiga®?.elfwiptdhteanformatnan wfmidesg foraspimemodes, the gateway

addr es L2 or a type associated with each .
Saioend KB iaaen ovae oY S RaRh FosPhestio db Fesponses will
PRAd &F thBRGRIdgaabRupdadN U AdRsPiHsBs £8%bcchwid iRGhRE Separite

the presently preferred enbodi nent, the type reflects

t #ttemnds, dloe pewpy araybeerseat aguessagedd the norde hneighbors and seek

d ' i an.and . be the sev [ o

Sr%%ééggg trﬁj&%l télgm rgggrl)éfl?g V&‘?%E%f\c}fé?ye %}ve (8283% £ the 1r]1'l)ended node. Ifall
SitehgRs fAN R AEes] readleoe giatie v itd REishaton ¥ist) Oftie node will
(4) direct adjacency route; (4) bread-crunb route

phavRdQl T st P ISP RGeSy network traffic. FIG 6
provid t .

11 ot eat s BReREPRRGeR! soh e e lhe AR ROLARL TBn 3B o the
ancdworkcia anatitat ingpsage. In soind émbaiimahngnodd &t dnlpeintexbhy

hop (Node 1) fromthe source n0d2§9%gi£he case Q

. a .
fEQTsh RS SHFVERY (orEO Wt Fcdatedprtn frmafipRy his nformation
haRsit hwaiBBRIrbiek kya Ab& R4 eér'é'@éjﬁ also madel\QvaYl"al?lg t& € nei §hbors if
destination in the forwarding table. Multiple entriées
frequeshel. same destination may be listed in the order of

f . Wwhi. be. det i d both by, the t )
Pl oo B gl el RS a0hite ek Bl e RHma b b Catebiarign of
t3Eally ESRMY M ST AU ALATR0FH ITNbuGMDERIC B DAl 1R lude al

reaqh a Destination _dress, the node wll first use
t paztifént snfoamatign such tak dink/pathi cogtst rdsledypasr nembersaf hops,

preferre ateway, wiith the routing t.abje entri.es .
R rRRT 81 (08 e alifte RS, AbinT RSy et gpd SiERal quality

| iREsraAsion JorAkh heps Eadifbdel dak us®aiis infdimtid@rin route selection,
enbodi nents, the routing algorithmallows for the

rioutd epjiniAftenrand DALY messagesdo aeighher resdes seckiagiegress routes to
chgate.a,source route entry for each destination, by

str &t uthg a forward set of paths to the destination
address. Yet, in other enbodinents, the node will use

the bread-crunmb route it had picked up from passing

traffic at some BSYATEQPRIMHEATIHRANSIWHRATETI ON

MAI NT . - [ :
ot IO Dol P REES LS SRR IR prsen i
r sthidrt-geid natw @k @avirtemélad @ dome cdes, metmtdobiaigps gy render some
sequence of the preferred routes in.the routiﬂggtabla

alostes dneperahle. yemay #lod bipckagss 1 pr NtabPE R 0§ ReWdicighbp et dglays
|, 8 {h4e PEond h é] G Ak AbiNGoh RS
gﬁ%ggg&gﬁgﬁgg?hg¥hg t %?’ﬁ%ggéﬁgangé¥?? exchandé onfeseven
pd ¢hest se widlti-hepc The uttamate dhyestivoinst satfle aetmtoak isatodacilitate
f eedback may be used he L2 routing |ayer for .
nm%wtmng rﬁ‘&%ﬁ%@%&@%ﬁ I{qﬁkﬁta@%@e@a@vork rREFYiRfBp smart-grid
UREAL 632 B E0fGRE gh't@'bv% fAnt % LRUORLLBRAM ASVisehssel th FIG 8,
timng %pda?e b acon2§ . hbées use the M.ME toedetect ‘
i iodeh @iay abostastly dapoer newsouteawithdswerdink andagath gosts. Each time
node's upstream | ink characteristics may change, for
exanpl e, when: ¢ Upstream node goes away * A new
preferred upstreamis detected+ Link quality changes
(snoot hed over tinme) In the presently preferred
enbodi nment, these rules are applied recursively, to
all upstream nodes in a path. Wen an adj ust nment

o o o .y " o oy a o r -,



cost to one of the networks it routes through in a
statistically significant nanner as set by a

wWQ booeshwbzd, it distributes this informtion i NnPETESI06%008698
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set of MLME beacons to its downstream nodes. In the
presently preferred a change in network information is
propagated with a "Nei ghbor List" nessage, with the
protocol type field set to Ox2 indicating that a

parchiaalew tofte @ftionlisdetested, st Iseonfirmed tvithhié Akt fderat’xhﬁg node in

enbodi ment hi,s_can.refl ect di ng new net wor
ciRgAgITgUieh éfthedgfioﬂaﬁtuawsg?slﬁ@r évms%gwav\ﬁgﬂn%ﬁ!e routine re-

le%%isfrﬁﬁ&l HieSARP R Ming S AN P cBIVRRY AC%@:Esa%ﬁfr%rthe gateway and
effectively becone no | onger routable
Lthe urnmvésxtcagm nedsefthe new hrouthethp mewgoule i$ yqb@dse 1thet wuting

0x3,.t o jndi hat th f

e o ALt Tand ¥ o ol Sra i erE REpLEE R fipe tElE! The
ﬂé\%y @sksQiTansh ypaating 8RtEMAYAg Bdbe RBhiiaklyeddr alPRiétnodes. The
anges in network topol ogy by the periodic network

r%’g’l@t nogieingenitpss kel @fyp 3th congibions, prd sagulasly updatel ghyelink and

g;ga?ﬁ agts gx?&ﬁ%l%a\?g)( é%@@e{’%se ﬁlg ¥01R81%qa1¥¥e,:)%rdtr}e§$1%nttlzes the list based

r@umengestmﬁz@lﬂm ingormptiepa 0airioas optiReASen pdtdsstBynay be used
contain a conplete list of their upstream nodes,

afHh dhe Yasious ermpodinagnés-t o each of them In the
presently preferred enbodi nent, the MLME keeps two
snoot hed averages that can be used by the DLF for
determ ning |ink cost sROUWTE SELEQTIPNN poses: a

snnoth d RSSI ang a. snoot heq i nfo success_percent age

The t ef R SH5tR PRile selegtsdputes foreRgh pgssasg utiligag Ahs royte selection
dﬁg@nmﬁl b ees@%@d il FIG 98 THe§R6dRkd  thab h@@@forl?éjreﬁoated only if the
e 0|rrent t eaveraglnguest e or nul a:

aNksage Procassor 8¥E revgeves aflag fmﬁieeNocB: Coiftrdller tht theTﬂmusng

t veragin S not r U|re e anpunt o
e et dorae Bhafih sl eelor Pirg e Ra R mepgage was
sappl es) and al so has a controll abl e anount of

"history". The termhistory refers to how nuch the new

val ue dpfetostrolies 9er1mé1ﬁtes emassagsdequast aybalsasands pdlag 912 on

1Ol tabficuetist I Sd e BB PERg P O RE o Rlebie o

VPlodessor SX 1Nerts b i i®Rh e (rdtity 920.01fiels Av@aghiegsage, the
techni ques that are desirabl e under the preval ent

neeseeek s nad degmatior addrrssanfarmation is dayeloped 939.gHal is a priority
| o I
P HEREL pb G OhessTl Sk ahd Bellit B pRES L el Bpehdao.
f ThetButpts €980 Wedl940 o fad basketo théwRoﬁiSEg Talle Upditeffaadtion 912
is averaged into the snpothed RSSI usingﬁthe averagin
f of thei Message Rrpeesprredd ndlf thepy ae 8p updatenitboimessses i mven ed with

¢ . Lo
QPR SO S LARE S Y ot BRSOl i
| hades Ofleels) d@stlﬁzﬂd)nt ddelmﬁ ik dnd prekeoses, nwstage @ype, device type),
decj si ons, 0" success percentage is_a record

odnd; rﬁ@%’d@éﬂ °%@é€®e¥ 21¢ forfpvarding,to Nodg RE ‘Eransceyver §70.
OPRONB AL R@nﬁﬁnéﬁ%&ﬁg 9‘?6@1‘3?’5? NREACE RBlress Ald o@‘ﬂnftﬂ‘és and

conmuni cat i ons Irs sent to a
t aargatiethe mmesbaﬁ tb thpfirsgnadeqgn e]ma:munag miapl | due to

nf o <licbpgeues Tae Lpgsteun e inas Fefupdaaahal thre has
fhamasolhiad tabteeuada & e HcAREs ol B RO e sehdifioR Ot

the frames at the s art of communi cat 1 ons,
palgenittiss960. | Thﬂ(roqtmelet:yomgguﬂml 6t tegubeely amatyzesithg routing
greatly with the load of the receiver. The info

success percentage i s considered to be the best

i ndicator of link quality. NOBE REG STRATION W TH
UPSTREAM NEI GHBORS AND GATEWAYS Each node nmay
explicitly register with the upstreamnodes it intends
to use for routlng |n a netmork ThIS reglstratlon

o I e " . .. a o




Regi ster" nessage. The "Upstream Regi ster" nessage
contains the device DD, device's type, and

wmeioghbsrhood cost {nei ghborhood heal th netri chCT/Uk2908/008698
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nei ghbor hood health nmetric is used to cull downstream
nodes when an upstream becones overl oaded. Nodes wi th

a | ow nei ghborhood health netric (and therefore
presumably | ow path diversity) are preferentially
stebleciatabatred W andrsstharp priarity hisghpurgesgotisotatoantl tedundant routes,

nmetrjc n ost .is th ei ghbor hood .
el Tl o BB TS fo Bt 1ol P HE Pl frapeiated
Of/itR ebeeiving baidy peivel, And PHiek pariinBRd@stors Ol Youthg data base
upstream nodes elther positively or negatively
aigsamaemga@tlzgé §¢t|0é awﬁaa@r saddy netyyesksangecagh |egtj>sanomt in that

stre e

REbe R bR AR SRR RB I i o
V@dnu@y @tfmtdmnsdlacémws eﬂGﬁﬂ‘BlﬁtE 9s5Poixwistfeathred [PBii¢ P@MRr, battery
nodes give | ess wei ﬁqt than acknow edged upstream

riseress, installationyeate.dghaurity faetpen PR iinkRAd duatipetqrmation (RSS,
"o Me@ﬁaﬂe ﬁl’rﬁ%t N?)?se 9§ ﬁ@r&m&tﬁ) oé&és %’@ﬁlso has
requestor int Upstre eg| stration' ssage
smaigut:ewrayq;eouﬂed imltlngslmprﬁé 1nalne detatiase farfuse e the route

foll ow n egxo Node successfully added « Ox1, Node
f OPIRAGLSP a’b‘é BIOF PFO%sR® . Node rejected due to high

| oad Tﬁ)é(l?buté\@&:tﬂoﬁ a?éorrfflﬁi;héellé@t% e ﬁf@fe‘ﬁteﬁ' B6d Iﬁaﬂ"@qﬁe to route

may register i1tself with one or nore gateways

sthadiasspge ta mmtmat@anttekmg iRe gpcsxuet all ﬂmsfaatges z(fGQE@ reliable
cont ai ns, t

T RRY A RagR Aokt Rien ot LGRS SPhg on

NRIR oSS S@E_VMEE ﬁe@%ﬂbﬂ@ﬂ @& ffictiladchat bddhkn&@tdiate node. In

associated w t of these upstream nodes. It may

adozes obrdimgnts, 1hies@utgselgctmalg@mhmmehﬁ‘eqﬁh@ﬂaftgst information

HAPRRERR BOuR g o PR oo B2 Rl iR mer

| $iftagedUird\ethéefaterd tﬁﬁmgwmmt tircetill paske\delvéry, aril may base
regi stered with, and updates that information on a

rlé@mumseﬂﬁgpgoaﬁhmt %\r@alﬁelésn@eaamon The format of the

ﬂ?gch g? ??rﬁuf of tg!ééﬁ%e Eé]eéz oﬁ’ aYgoﬁq[mMI%sP?e fe‘fl b%‘é‘{z td @e Message

t ecessosFumtion 9dl af the mﬂadﬁ‘.onﬁeﬂéiw‘mewuh she i@eﬁ&iﬁuenﬂﬁg map
nunber of the registration nessage. Messa e nunber js
udrmatien. ke sw&agaliéftr%ﬁtmsﬁ messags dwsent taspde RE ]FFBPS(CPWFEWO
o t

CRF pdinEARY NERE Prifh & HRRFs R I0 Mo Mtouting map.
node addresses, |ink and path costs, node types), and

SN TV 5% 9%52 0TGN Pl i B =

regi stering node. R pPRETrSvORrRgcessful |y
regi stered with the gatevvay, the gateway wi Il place

t he noHEGIi1f prosidesart éxagtlabf esmartrfgrilde@psonkpmﬁ@adlaett gouting.

state information of the node. ode, sends i odi

* 1 Exarah? ponsE Sardins® oo dnorhgmeBorte Sves A8 eotigiied to
06k e ofeOM dE Rfeatieflesrk [Waney 10202 Theliseleds néhedrk 1030 spans
changes occur in the routing table). The gateway w ||
upartiofthe tdsstmbutansggmam of thehsmnart-grid e &g pEAgHe® dleracan be more

t eva istrati ssages f,rq e ree N I
PRaSHRY oSt L SRR TR 25 P S resdred
NB&8,286% aré e @AW Vsl 104D ofndcling tHe wiart-Bed Sat«pane ieSvork to

routi ng table, and it wll need to re-register itself.

| thesemverse Qaiiathet WAN H20y dndhaegxample pessentad Reyein ghere are
nmessage to the source node asking it to re-register
along with its routing table entries. As will be

di scussed bel ow, in some enbo® ments, the gateway al so
devel ops routing information for each registered

source node in its network, and propagates that
|nfornat|on to the source nodes. This information is

I T L L



the "gateway routing table" to differentiate it from
the "source routing table". The source node has the

Wopiboneed sel ecting routes fromeither one of PCTIES2008/008698
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tables or nerging the two on a regul ar basis, during

the route optim zation process, and discarding

redundant entries. In response to a successful first

time registration, the gateway may send down network

c et giddgvice modes 5P ithonwirdlessnatwyrki H30ude pratioeghere can be

ot her things,, th at e 's gl obal,ly. raut.abl e | Pv

oY o Tty o8 dRRect it ptedess BavYop itiPlase piaefy on network
NE{cHRENturleVARS B a3 bRMbah HWRItS, stibeh- Sy pAIKREfratiR! hdDb@er relevant
rel atlng to L2/L3 routing. If a gateway becones

ofastare ademe of these deviemmngdes sawr be pimpiy padksy repeatersiglays without
n . er candi date networ ks, and such
di c%tﬁlitP%ea{ ié%r%égsSage to the affected nodes. It nay

eval uaEBach hode deydd ORKDIST OV ER amékishfedrte nkighBbv@vkées, and
reported in the GREG nessages, and may renove the
haceumlales routing infaraation em itsactplbogsrkitihthegeeived NADV

e [ t . v sioapl . [

TSR SrabliNE LR TSR i B of (GBS Seh s Bl rders o
aomk orayorecganstaytse Thikainfornfadomid tronfarredae thieagdleways. As each
co%{ [ ngﬁ?ci es, when a node sends an excepti.on nessage
aRefSH B ISR hhasayodtedPitgBateR Vigia et pf pejgloryodireatly to the
r 84bwhy, 3t ARR 10119 HiSSy A ideNBeIgRS §YGhie Wnkl infbﬁ'ﬁ’iﬁ b the Seeking
source node egress support and also unicast the stor edp

r demi¢enand: thp igateival o Miva tal gonithro iteteéds umtidiell réoaNBitEnfoFmation is

e B T P EST REe FESeBE 258 L sftoway ae
SHEVIRY foafflg 8bld. OAhPUEvibS tMreh i@t M doltainfthEldest RS gdable from
few nodes Th a wrel ess network 830 connected via

ghicatpyvag4phasgcaessiier Eagly galewsay mamtBnits awn rovtivgdable

The n e, Relays Rl 851 and R-2 852 .
TeORATERE s SRR webdng bbb BRseis5 17 Tignse vt saovay
CPRE thetifod, fofb¥tiblisBiirg; anBabiiteiely Sukizath 10auhE fo@Eion has been

BPD-I._ 871. The network may actually consist of a |large
nigpeabedgarligfdes, one or nore gateways, one or nore

o )
o t - op Bz E s AharRlTulhFacEbe R Fofihu ™" ©
Gat ewaFIGW I 1istll possibis furassdo tie theceaqlatevaly foithe 2Minddes in

exanpl e descri bes the nqdes (CPD and BPD) whose
pVHEkss Voo Iy Ahdesaribgrbearlieryieithies gg § By be part of one

b : 8L S i

cRePhe e efiint 2i2Gs pRuarkt ALY Bl b2 te aghlone to one

ber moteewlir¢lbsst neasotkis and ogre sstatdish inatweork legtess/inpeesa tahd bedistration

life, they will detect additiqgnal nodes and routes

thwnm I¢ BHPWELY claéﬁf‘e@ga.rﬁw@wm hrepsine thegspre fhree
Qé\’va)%. EWPNEGhd YWME nei ghbor scan discovers R

851 and R-3 852 adjacency in the first step. Upon

est abl FEGri@rshowf aduj afttha pyeferRed g8&4aysnmindtg3hs Rites ordhe 27

Ne(%%ork Adverti senent nessages. Specifically, in the

S fid step, R-1 851 sends a Network Advertisenent

nessagg1@d¥eFiGIUNBd¥IE POpRIt bRMhFIck Bf MRNohti2dbtihBation

GW I 840. The nmessage contains the C Address of GWI

8adcesshe net wor k address cl ass or subnet mask (I Pv6 or

| Pv4 .. th dj to CPD-1 861

by 1 FHG3 iscathE oREUARE REREaF P ks sl enipax ARG e
I Red) rélte dRISRTS priedss, Nole 1a86htiflRS t6 WSS héP fdut&fto tdw 1.
path out to the network (50). This is registered in

t Ader bytenipRiq otherineghhes nrAE\ANE Rnalyrin g ADDRESSEGNAD YV messages,
840), 2, 40)]. It is to be noted that R-2 852 does not
advertise the direct route it _has to GMI 840 in its
response to CPD-1 861, becaus®the path cost is

greater than that advertised by R-I 851; but the path

cost information of egress route via R 2 is nade

avai l able to CPD-1 in subsequent query. In a mature

NN 1 ~r A - o o



addi ng the path cost and |ink cost and creating an
ordered list of next upstream hops to use and creating

wW@2000017602) map for each option in the order ofPCT/US2008/008698
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increasing path cost. In the fourth step, CPD- I 861
attenpts to register with R 1 851 by sending an
Upstream Regi strati on nessage to R-1 851 reporting no
ot her possible node for this egress. The fifth step
oNode & ramgmz& lit I35 thise ridmpanutlelp amilahha tREGWdt rAefiérdnrther

Acknow CPD- | ti it .
OB E O SR S Bt - 1PPBLS 6 Mot o ohed otiptpest Beial
t%lafwem k@@&é}%@ ﬂehalﬁﬁ?y nr}n@m@ﬁnarroahls Shdred Gmfh%e GW1 as

s egress. In the sixth’'step, CPD-1 861 attenpts to
r thginsdse preférréd 10w alguOwish faléhaikmyutiag eplagnsRegi st rat i on

Me ts.R-I, 851 de it
't enadois 1 alsg Hekdrminits e R W ART & T ed e Riag Node 12,
84 RC6RNEW 3R ginaB9vilya &eechdiOrowR GWN6dBe giatll 18t AR

Acknowl edgenent I\/bssgge and passes CPD-1 861 the
nl@tfwrarzloa @mrrngerl at basad on secghicd signgbquedidly ardinfeywtion received

4
AR el ot AT RS ol S Pl
vlmaortﬂaaoﬁ GutreGW2 SrasGWE. t GWI2 ly tlﬁiai‘prefeﬁﬂeﬂetﬁllb&k%ﬂc(}%&ﬂay not
above. In a mature network 61 may repeat this

pbeow@ésmrﬁsr Wi pad Gm%bp@abﬁcm@earqﬂahks found to be
vi abl egj@r
gat cves EARtg Sl BERBAST] e Rl eFkupuay is GW2,
paralcths sptimizedirbhiarns y diregeatte do GfWI h&ha pn&ex\fﬂ[fallb%ﬂls GW1
belﬁn s to nore t%%n ope wi rel ess networks. Next, in
! é'qﬁﬁtl}‘?pgf"éﬁﬁ“ P9¢ /861 sends a Dynanic DNS ( RFC
2136) ﬁf@ﬁg%ré'&ﬁf%ﬂ% eiaQn;SlQ ®f Mobk b vilize peISEd gdtéxbajr Issows,
| Pv6 address through 840. The node repea
Divd the gpemumdr routefipa t\wbhp netewiaNade Ifel "Ehrag:refeoredrfallback 18

t way t r qQyi di net wor k egress support.
F&‘@% ﬁh é’é B “?%Q‘ia(ﬂ/‘lijgtl:ggte t Wo rrorg exanpl gg
regar dingl] 6FiRe 4x 88613 pebsEitEY hb(ﬁ%lan&'ﬂ[?hégl%iérred embodiment of

establi shes a three ho&routeto GW | via CPD- 3
8ihds lawr@ntmnzltssﬂlefrouteég eléen agorthmoinghe podq catrollsr §Ebef FIG 9

d h d Wi
b E5ahep b R ShRl 4 G St B
I @foraiagios with théMidtw8%kOhailed- hop route via CPD-2 862,

CPD-1 861, and R I 851, at a total cost of 70. BPD-I
871 bAis wge sabsges Beje yonarewd efgtpdes thiat havexdirggihgp to the

SRS GRS gl DRI SR I CPIT RS BHGse rofiedBitome the
(telhayts Hosotharsgrotp¥dZhod62 whivhaeeldogimilavtiinglicsthe geteway, and the

process and reqgistration. The nethod for updating
r gateway {acdHatgs %ﬁﬁlélng SeGnago i strycdunig the Prioridized routing table
[ AR f
i SRR R SR, o AATELHE E kPl group of
chadey ¢laht cani belyi ashitep nutidldbp (r2 oEInﬁrS hephrotitiveg © gateway. In
di fference bei t he dotte [i di Cat at the
RS G S A R e P liag By e gsigngl ﬁ%ﬁlathfwrleb%me part
Qthhe %fsgmli’ﬂtltoh pr&tRsd ﬁ’lts%iecﬂﬁ‘é ﬁleﬁ)‘i’éﬁmgﬁ’ fodft‘ th fo? a%\‘i’e
60, instead of the previous op route c t of .
Thi s difbe omemg tatdk storgd l@c&ch rgateoaly iatee glee:sghbght as to whether

|ntena Sss.b roe node .
RS Al ErBhRy Phe usladS o Mot v Rk St imprgyg the
nﬁiuﬁh? QF packiets Fém angs iB38e HRWRHE Ané R0 40 BEMANN t@ie I\fle)R!(Eof packet
and notifies that it has an egréss route to GWV I
for total path cost of 60 as an upstreanrformardlng
path. CPD-4 864 then recal cul ates total cost of
networ ks by adding the path cost and |ink cost and
creates a reordered |ist of nékt upstream hops to use.
Upstream node CPD-3 863 has a total cost of 75 while
upstream node R-2 852 has a total cost of 60. R-2 852
|s therefore preferred nomrand pl aced above CPD-S 863

R o oy o, .



is designed to exploit the collective conmputing
resources of the network nodes in addition to relying

W@roodnETegat eway at the root of the wirel ess neP@DDR2008008698
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calculate and distribute routes to all nodes. The

source node selects a preferred set of an ordered

multiplicity of upstreamroutes to go out to a WAN

networ k through one or nore gateway based upon the

egiffiss Rebidble packet deli serprmirsmal ltrhlshht?pcas&opzilthtaﬁdi lipRicbsts, error-
sts for each rqute and_each ho pon failure aqf .the

pﬁﬁwvaw%%HW&wgm ef hans. %Iﬁé‘ﬁg)éftékﬁél}e Iquiag PRhmization.

back to secondary routes and/or gateways in the source

node' s database is imediate without any wait for a

r out | RYAMBDBE  QIMREVERSE BOWE: §ELECTION B¥ TREGSTEWAY

al read re-.converged. In,on resent | r rred
crbod: HI S SRRl P GV iRl owayisfofifeSiang uses return
URitds G811 A19 P8kt reb IV &NES M IDANSRvicE! eTH@éieﬁﬁﬂg})f@gﬁed here
can now keep a domnstrean1rout|ng table entry tTor that
n@m,esmnct;ftﬁ ithe exagiplewereless netwodudeserihedin Eln 18.canddurther
ute b p fron1the utln tabl e entr
B0 bR T4, B IS0 Tl Bpisdpl 8 ool RS e 1

atk,q ra@g8d 1it6 ghtewiay HSW1,i Gei2uaiadc WSo W Léxplfitéd aglish) tHegzateway
the entire ordered_ list of nodes through which the

perntiollenesords apd maintaing aH joqpEimal W%@S&P&@F wirelepengwoekagdes for
PSR BERT, D ARt TR ki o
[ gate\m)ir utilizes tiewoueag blwdextacterontarior thephade rioigtegther

t hrou a set of preferred nei hbor nodes, with the
b@gwa%@?ge%rssefl%sé Ragkelt il mostpfthe Grsesrn re@hvgemaelﬁpt response

a npssher
O BB ribiln U, BRUAE Brss
phﬂakieltsd’rdraltlm packet adaevsrsingmyfot thekeefuan t(mtefrdat the gaﬂedzay to the

al so by updat.i.n outin tab S .
ot palic oh ity dseorshae SRET G o Mo asliastifure or if
apRoateWay b es ﬁéﬁr‘eé@vé’hﬁﬁ@l@féép&(s@%?ﬁthea&%&hhe ateway process
listening to all NADV nmessages from nei ghbor nodes.

Thiglizes thecrouting tabéd woderdify and vesaltepndte soudiogris thesatended
nﬁkghbors al.l egress routing options it has maintained
i FesHRANQLIRYISFy tabl e. The exanple routing protoco
descri bed herein has provisions for "breadcrunb”
routes which are alternate routes gl eaned by a node

from traf f EXAMMEEEAQF ROGTG ISEMECT‘I BR FIP@W es

are di rded fron1the node tab

al | oca?fg 1% ry [ splF l(J)If P Smrlr%1 V\él S?th yp P uersﬁ stugFS {he example
abt¥bdel se@aiunicating Wathrits ifigHbore2 ad2E & ¢sedblieB an 8Biediroute to
are in addition to advertlsed routes, serve to expand

t HdYZ-sNode 1 sentigaceighbor nRES GOYERAG] wmegsagal Fide nreeﬂhbor Node 2.
CRSHE) BHRC B I o EATRL BN ol B Bhop Mogssondsan

SAUK fb@p(ﬁh’s@ nidsefgergnR Alodendei stndoh “Revte INAPRequest” message
avallable to a node to route packets to a destination

h7Gh Nede? sradgoRrute Thl Responseg meseaes Il agking forNode ID etc
d%rIeJ ﬁﬁv@ra{m%fﬁ% € TR e ﬁa%j% il b GAR. WELEN ro‘%@g fif)ghfonnanon

sor l'ogi c uses b T the origin o
i addreqadst for aashentitdtionscotlb engssdgle 1505 Nade 2t MNode 2 sends its link

destlnallon and. | ink cost to esired hop. For
elvApRmration zlangyith ewhﬁmaaean ¢ thch?Hd; lig,raes§ags 1ig: Based on
" @idlfitokhaio R haOh&ARhibd, NBARASTENGS 4 prdfiblifiary Shde Mhte map
infrequent path is given | ess preference than a route

t aghpatketsl 10Fiand forsenldd it égNed¢ Ry Asiindioated ar thewowe map, Node 2
nei ghbor nodes whi ch have provided attractive path

costs and have been used regularly by the source node.

Miul tiple next hops within the28bread-crunb" category

or the "multi-hop" category would be sorted into an
ordered list according to the path cost. Wth a node
belng allomed to reglster on nultlple netmorks

. .= o




As described earlier, each source node registers wth
the gateway and forwards the routing information

W@ e@aveny2 and the i medi ate "first nodes" for PBEIYNS2008/008698
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route to the gateway. The information al so contains

link cost, path cost, node types, addresses of all

i nternmedi ate nodes in the routing table, preferred
routes, anbient noise information, and information

r fograaxdis miggodd dec lyaftgpemiaibtng ACK odSodeTh Nalet Hvlaywartdsites the

this infor ionin a format sjmlar to the exa
HRSEH TR 2 rqie rop g ek 140 Posta it Abfeto Node 2
NBW B4Rt Nbded, sdhd ah RBtinELITRL hep gme&@ Na1oMgl Witk Rs

the same. This information is conpared by the gateway
wietivotrkaddrenstand gréfind O may be i IRvator ilPvé éormlat)p In ths reseipacket

de in th .k el t Th t th
b S e e o R S A St T
Nege 1 Wia Nodd 2 Bhhd/Noa@& 3tifi tat Srder. WPRKouéing dkperofbRrus8@B$ Node
node utilizing the | east nunber of The

hops.
i hfgrieheromeiin sendifraeprcketsip GV %maarb&ﬁgé pameinifilgReteyia Nodes
BRSBTS D U T s n

r udhg dibid. olnnehisi exampiss fit i asspaiel tien thd sonkcecroatestod@dised by Node
node types is conpared against the initial entry that

t his Yasanaps befers. obhig ¥anpls demonsieatesnipait kayontag methodology
[ ' l.e. j
{ LR dIDReL Stk AR core P p SRR Rnul P BLLEE.

If update information is mssing for sone nodes, the
gat eway can send t es and
request responsesﬁmﬁﬁs\/ﬁgﬁﬁﬁ to the
rout i npIGaRli§ a WRs¥Mption bt tHONSRSPISERi0f BN EtRNCI 808N kit

three separate attenpts, the gateway may broadcast a
nstengy Routing EronsdeCentnali Jiofupctaordmestibkresislep omthe ghatewvay

t [ whet h t .h h.tqQ.th )

| SET R MEhPR, wiB R FoR UL AR AW AN interface
I @I3RYIRS. Tﬂ@ﬁmgﬁ)c%sf)iﬁbbltvés &R refis@hti ) THeSNodeTRSgiMRm
will have to re-register to seek network egress. The

ghmetiery 1 SNV olviey prosessing afepackais rasgivedfiom apdde wsthe wireless

CRRaR e U Oy R b 199 e

ORdRVIB YerldingpinORéd@rdtion ré@icsSdndrioHbt diﬁrehﬂ? k@%istered , assigning it a
information. This informtion about avail abl e routes ]

t ety ororldress 1 88, angssending g o (Fh neseagsi Wittbregistigtipy gnformation
ngi . .

B e e e
giifieaitiof té dietsdarcenddgahéwayeightgb. Bthe aodd RGlready fgistered,
and will include all Perti nent information such as

| theR tsapcess srayves AB de theysatstem phpyepessmersppaific requests and

c ot { . ) . - _
A g hegonls L1 PALENTRINSL B BLSaATRNERbigin
hsep “sdqaeiicertodeoutanThis evitl hrigger af RBTRY 0moide. r out e

sel ection, route optim zation, and NADV pessages. tq

nei ghbBICHS §cr§§éﬁ?lﬁ§1ge1§%0é§@ﬁ%a@éssw gﬁeﬂ%@%ﬁﬁmwav
Wgss@(ﬂtwl.ZMS%&OHQ%-EEeTQ?\%dgﬁEk& 3 8RhR{oRE 2980 and if
therefore may 1 nvolve several tactors present 1n the
stimroutg IDdn thet paskkt lemaderrio diféanent hthes dregprocese 4 940 evupdate the

bl ocka . rende one rou i noper.abl e, .renpval
TP BT BT BETE Al B IrPES 040, i HuHGRIGE & Grabzed to

I RleAN S HBXhARES mwtm%ww%h@ inféYeha%iof 18bnt6RAGA DL (RO Fouting
may force use of certain routes even if they are

te, ambihe ofthentay isidiscaededbThist infoemiatiom issthai bent e thedr AN admin
is to facilitate robust and reliable delivery of
packets fromthe network nodes to the smart-grid
server via one of the gateway32in the wirel ess
network. As discussed in FIG 8, nodes may constantly
di scover new routes with |ower link and path costs.
Each tinmesuch a new route option is detected, it is

Y L " - r



gateway does simlar updating of its routing table
regularly for all the nodes. The source node nonitors

WO 2ovR/0gIR pat h condi tions, and regul arly updatBCT/UK®08/008698
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link and path costs and quality paraneters in the

routing table, and re-prioritizes the list based on

the |l atest available information. Various optim zation
processes may be used with the various enbodi nments.

RoudE e $&t E6TEpO_hd hatleo dissaminetien ®elvreless naperodksnddss. The packet

eac ssage. utilizing the route select]o | gorj.thm. .

=8 thralory ¢ Preteiod e phBedsr B Sufg e ds T ohline Mro s he
r epRAtRd tﬁahycwef istsBRt dike ﬁ?@&PE&k‘é?Pﬁ)%@isir%lﬂaoﬂ@@ Q9¥@S It is a
flag fromthe Node Controller that the routing table
héata packet atisitian senbtodeW Traasmy Bufthd ferstsansimigal te e destination
preyi Qus L.l e nessag S. sent. de ntyoller 91

Pt B ek Tl BRSO E Pl DR Gl Ko T e
Ofeqaeky iy Frotéseer indlll60 anpdid @evide’ Steqliekted M fOMRTSdEEs sent to Output
Processor 911. The Nbssage Processor 911 sorts out the

s esgantiod Buffgr. oapthejendjof each sgqpesicawif opergtiarse the rauence

[ ' . - ' rmation is
QEDARRE1ANES e SR IR PR ARl ™ 20,
f | ags, InmsSagfericd eembadinde sdprendispectnan ticlemsakeused due to their
developgg 940. The ouf puts qf 930 and 940 are fed_bacg
t Pefirem GTIF?@’ apdgnter £ leranes: | ldawemes, BF ipygation can be
SRQR WHPEEESGhe c;tir_adigl)fs ('ﬁbﬁ&&, ES§§-®MQQ gitI-fS%CWA,

ssage Is appended with the pre-selected destination

r OEDMYO FRAY A, witteh). dFwther, e mivemtur endepradticed over wireless

i nter i ate. no

d des, fl ags, stinatjo ess i nk
LR pH I e 100 st T Lot qatnele” Py BAHA o GH2 na 2.4
rghy! 59GHe). Node Controller 910 for forwarding to Node
RF Transcei'ver 970. The Node RF Transcei ver 970 nay
add an§tand@dsdeirsy solatidnpifomixaimpde AEMAS6,rSEhA R B At2048) can be

nesaége to tpg ira%epode in the routing map. If the
ROUEi"n§"TRBY 8" (PUBIEFuncti on 912 has received a flag

that t FEG@0hRScriRe TheDEWLE PRieéstbbiftrol MdAéEprok&Res incoming and
nessage is forwarded to the route selection algorithm

9BUgomE Pagkals e kepWeeing Raghelfonry HWoOYE0 regul arly

anal yzes . j.ngt apl - u -
oo Ty iG] B8R SR 3 AR, RER BB Prdifitgrmined
updat es Istdikts meskapes, lasC@&sbsmessfdst s devi ce types,

sets up special rules associated with_conserving

battery pewonsesangd Arkanessegos seie iquenng wirelppgpnetwork nodes
routing RQE 950 has a prioritized set of routes

for eachqﬁggﬁbr §%nd each egress point in that

net wor k. robgng setiup andppdate medeges nunber of hops 951

i nk/ path costs 952, traffic density at internedi ate
nodes of RER¥OKAGOES®BRdale BIgESaLEHt ures (1ine power,
battery 1 ord L] &d-849 relde.abhbity factors)
and Iinkﬁg%t aﬁg %?? ﬁﬁ%orﬁg?%%!efﬁg!%? %nfo Success

Rat e, Ahbirexdulebl@DFE|roftng infh)e 20 imeeterd v tdevive Btaesds2073

960 al so_has, the gat eway-provided routin 956 i.n
tae%&_ B ey pFolloRdre) PPG&‘E%C%EFFB%%WA%% data and
SEdRil Ja@RetB! PREASvicd BEnshitcRei9E bEEE! 20 08duPSIitd M Device Digital

select's the preferred route map to use to route the
n€estagiter (D)2 030 s {Tha a¢devred patkatsyare ndentidicd and predebset e

| BECh B SRR B AR A 03 AR G el genine
NSHdProKesI8 FHE“otIRd Aevich phEIREPYIURONE 2041 Adfthe ghelvappecidts are
each internedi ate node. In sone enbodi ments, the route

splogessedimn gdtefury pavkehiapctinn 2042h Rqusing $nfo; anfl gnepgageorpdates from
avai |l abl e on the link conditions of the hops in the
routing map, localized power outages, and ot her

factors that may inpact succed3@ful packet delivery,

and may base its route selection on the | atest

avai |l abl e information. The output of the route

selection algorithmmay be fed back to the Message

-~ R - o ~A A o a1 N ~ a1 N ~A N " a1




EXAMPLE OF PACKET ROUTI NG I N THE SMART- GRTD W RELESS
NETWORK FI G 10 provides an exanple of a smart-grid

wmeionoticoand packet routing. The exanpl e net woPKI/US2008/008698
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consi sts of one or nore smart-grid servers 1010

connected to one or nore w de area networks (VWAN)

1020. The wirel ess network 1030 spans part of the

di stribution segnent of the smart-grid. In practice,

t dtheredayaaes aee processechanfuocteon(5d], asbaatedt] wiatakmackets tateeprocessed

b Ao T ol e B
TGP RO A S S A s

alreemmeﬁ from thegat@wam filgzs CQalil 4 nnrfunﬁ@mﬂ(ﬁél data nectlmsraxe

1030, act i c es nunb of
Pt pPE AL P RS REn T Syt SR T8 e
NRirwerded 8 Tiput/eaitpiit Prodebdingididh RB060D The \Mﬁttf()utput processing
smart-grid packet traffic, and other relevant factors.

Surdulsfnterfaces vighthe dacksy erocsssns Binstion EI3%atRBC to generate

t
CARE LTI BRNaB ML TR B0 L BB B
devedales, and accurul ates routing i nformation fron1|ts

nei ghbor h the received NAD sage est bI
t he belﬂééﬁd lwﬁt%}ﬁ? §5{ce§§fC%{ﬂ i the PaceiRF faterfa f'heRF

PREdBIcS Ptr@cggéqeo o1 9 iSkefLWaYith Dy?l'cé Dl ﬁde%ﬁﬂo%r 2151 1 and

transterred to the gateways. As each e establishes
i Devias TeansmmﬂéectewetMedgatZéMyThq:ra age &leete méssage {Jimoboss that the

re to t it adds to its list any
d%@q%% §%%ﬁﬁﬁ éﬂFﬁﬁﬁgfﬂgﬁﬁ‘Fﬁ§orns both the seeking
devi ce. a'I-@add'ﬁﬁ g ORTANEY ResoRsEMBdaibNN A0 B Bfi€ModBLthé process

all redundant |nfornat|on i s eI|n1nated so that there
are no mhandleh preeprogiammédiransnussiemnef statys and D mpssages and

gat eway and.devi r ke S8

aqueer dheFOBE PR elecitatiRor od Bl RS S Ropre.
gat eway !Hadam% ?€ Qﬁﬁﬁnésozmﬁa%‘dﬂn gRUBIRY sérRé) baleRay ot Sther
own routing table corresponding to the devi ces seeki ng
networ k &l§¥¥€% and i ngress V|a that gateway. The

met hod_f 1 Z]

routing ﬁ% ??h ?kgﬁﬁhass g eé@?%é%ggg ‘#@ééggﬁﬂ%mr

rout e opttratismdslopnesarplar metet feallings hitagtevnditiony as
follows: FIG 11 lists all_ possible routes to the three

gat ewasTinesd Resgonse Mode 3170, thg inijabisationmners begasal 221 A
d r
SRR of thl¥nbly 3 RN TRl s
r esugtriicted hed 2eht npstesannfoy tlaedmisgioh in 2123. ARewiptef ACK message
wi rel net wor ks and can estall [ sh_net . . .
oliPBLEF Arstinelien sphace b greessse) BALe t%?lw iSRgsHive, the clock is
g a i

L E g S 1R L S S g RETRY
oﬁcttohe‘llgﬁeﬁ@ timdowfdtas wegisTed 0D mgpqat@d RIGFRY rmensagdsda®d failed,

nodes. FlI 3, G 14 FIG 1 sent.

et by et pRPsErs o b gBed RS 14N FHEHE o Hiafops aer
CRR6sapE 2L th-thd bistRh&S cﬁftﬁﬁ@oﬁdﬁ@ﬁ\ﬁy is GWV. At

initial route discovery process, Node 1 identifies two

t hr ee H@pdllrtgnfelsqulue@\mo afdt Ipata Messages 24 40 dolbavh similar step-by-

hbor ngdes and r.ecei.ved
e Aesn R 2D, §gfrelis M RR s AL R N et mgpsage 2160
aﬁahhgﬁb@ to GW. ﬁ¢ter further optim zation, Node 1
di scovers a 2- hop route via Node 5 that offers best
signal quality and packet delivery reliability. This
information is shared wwth the GN as the nost
preferred route along wth fall-back routing options.
Node 1 al so deternmines it candhtcess G2 with a 2-hop
route via Node 12, and access GMB marginally with a
three hop route via Nodes 9 and 16. This information
|s arrlved at based on recelved S|gnal quallty and

o, . o o o o N I A



information with GA2 and GAB. GA2 is the preferred
fall back and GAB nay not be used unless GN and G2

whoibobwenne unavail abl e. FI G 14 presents the BXEHIP1088/008698
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of Node 11 whose preferred gateway is GA2, and the
optim zed route is a direct route to GA2. The

preferred fallback is GW with a two hop route via

Node 7. FIG 15 presents the exanpl e of Node 9 whose

pr ef er Asds ghitiew yhe gatéViBy cammbllehactops amagend anda peoxiySonthe

hop _rout I a The ferred fall pack is
IR 3 fieeshud Heoupd: i DorBal dRe mespages Fapipiiee utilty
e X8 18 AT BRENNVREs AP EGYirdBd defvdite ma@élﬁaﬁ 8fle gateway

enbodi ment of this invention, it is the route
smaeﬁam@ netatoglo addrasses, th inéormatien,cadtstadis effalbthe deficed i@ the

at . the so e nod s the.final n
PSSR P B D o} Binel iR Rt B imer B gt o it dptevay
Ot&ﬁfolléﬁhl\é@ ekedu@stapecific f@tPionddeleffed L0 IEHS tIRY &hlﬁy QERER(for
of nodes that have a direct hop to the gateway (Telay
nex¥rERplameling stabes mgnideringy hetwprk rﬂmﬁé@}lonmegeg maintenance,
b S i ch seek
o%ﬁgnrlglltér?dga’tlﬁﬁ %}ﬁ?mgx? ﬁls% ef/lvgxii %ﬁicgg ﬁﬂﬁzglit 'el' erform its

f awhitoting eskd effectivolyt thegatemeiyasontollér ek fordb U.ﬂisﬂ@f dcheduled
prioritized routing table for_each node and sharing it

wheks eharesii aSIAﬂnqlen&fiﬁ‘éPe Epand pefwogk address rgpipienapge
1hatp Y. t r Ss)

PR ey &afesp) Rt i, R midnRharl) SliRE.
padrmmisdtragive lﬁ;ncubnsa pmijlem detedion sndyveifictiongtdmetabik

bec art of the optim zation process in selecting

tﬂg“ﬂpggﬁ?FQﬂy' Qouting path for a node. The routing

table Thé’?%wlay c@ﬁ?&ll& %E@svi’ﬁﬂecﬁit @n&ls\’t@%oh St &'@Fe@&f rkfeat

whet her sfrategi c placenent of passive re ays

quremes@ meesages. kIfwi fekeiled p negpivevARCKheessaget omup mbssage at all

f d k | al .
PRESH Serrlsi G RERA0 e ety RhmralT dobuh o b itis

NERHngBd) dndaBads dut REPETAT BﬁRETR'}dniehsﬁﬁescﬁﬁh %pec?ﬁé ﬁfnferv@iﬁdows
ogeratlon m ni mal nunber of hops, are all part

he hwgbemfirepeat attempts mh&p@s@lfmmlzsa“ama@@spond to multlple

orePash Phe it Ly MY HKirelaRbd® gt ST e i Mgther he

f ﬁ(ﬁdfﬁﬂis opadltRdated WRRIaME S fhe@iN THRN HaVprobsss uI&Bby the gateway
exanp gresented here corresponds to the exanp

mmrémé@g @fete\/sérqacu@s@mn pnglysiorrtha the noémhasrtmadlbrefmled and

d Y,

og TR ELfon Blne Uy BorTHSAAUUALARANT, Hhus i
@Wtew@%rﬁfdﬂleﬂb@s aA8 stxgl Al infmadoh pertainingao ghttes\@dvices in the
controller records and maintains all optinal routes to

t Warelgss RYRWQEK. nBRGBHEW R eRISTof g alé%e?rf@mwﬁgﬁ@ Phtje node
BV, Dol TREPADAINCIR, Sl U B, apdtsmuiyrly

ercpoas theaviraadsenehworkinvde stades to tthe wtiléy séreer inctheasddind @etwork.

o] endi n packet. In nost of the cases, a real-tine

pélea%% mfﬂég?o aﬂgt@d&{%@ dpta Rasagnd gey negereandiheis i agd address

p stripping the routing address

h§§§§?§f§%§§kpﬁ%¥§acket and reversing it for the

r et ur nErmrtgeacf' neEssaghe tagtht ovdss, ggewhe andthenddiy serder. are handled
ed in FIG16. . 1f there js a del

{98 F aFEGroRE: aeﬂﬂiﬁaairmsmgﬂm tnp BEaferk Begprigiscl Foutine

r @8fFRNAR khd Pgthylce t he gateway process utilizes

t he routlng e to identify and use alternate

routing to the i nt ended desti nation device. EXAMPLE OF

ROUTE SELECTI ON PROCESS FLOWFI G 17 is an exanple of a

sinple route set up process. It uses the exanple of

Node 1 conmmunicating with its3%eighbors 2 and 2 1 to

establish an egress route to GA2. Node 1 sends a

nei ghbor " DI SCOVERY" nessage 1701 to nei ghbor Node 2.

hbde 1 my also try this process Wi th one or nore

N ~ o AN~ 7 o o o




and informing Node 1 that it has a path to GA2. Node 1
provides its ID information and request for

wa@eiokertedzat i on code nessage 1705 Node 2. NodePQI/E82908008698
its link information along with authentication code to
Node 1 in nmessage 1706. Based on the information it
has accunul ated, Node 1 creates a prelimnary source
route map and packet 1707 and forwards it to Node 2.
As i ndinctht deawingg frel spauﬂf‘mauimp a Npdleal pfederned dﬁbbdirrtent of this

e 2 after Jnltlat o Nodel . de 2

flawesawaihaﬁ» foegpdisplasedy em&afow gxampp smaeé&yefir\n the
t%@cfﬁ%&ﬂﬁﬁ{s angtdralvags gﬁr&e&b&%m{ﬁ f@&ﬁglw&%@omgggd should
regi sters Node 1, Sends an optinumroute nap to el
atad hg cmniti'ueidtas linsting the sadpkr efsthe anctnpor fhat iy beingreey foxth in the

' | Pv4 t hi t ket
Bhniieeinomn. 1 wibberity “Pease do lsH sRpBAER s aretiauotser
e digRAMEshst E'l@an@@é: kg8 réReddatifiods dandbeNasEe withinthe sé\&féeana spirit

in that order. The routin map to be used by Node
fefrthe inveneen diseloped heseidiang its spdcafications mﬂnﬂynmsﬂheument

ST B 50 o B e

its routing table. In this exanple, it is assuned that
the source route to be used by Node 1 is the sane as
before. This exanpl e denonstrates a tight knit routing
met hodol ogy where devices seek optinmumroutes to
egress points to transmt their packets. ROUTING
PROCESS CONTROL FIG 18 is a description of the Node
Regi stration function 1800 in the Gateway Routi ng
Process Control. This function nostly resides in the
gateway digital controller and nmenory, w th assistance
fromthe LAN and WAN i nterface nodul es. The first
process i nvolves node registration. The Node

Regi stration function 1800 invol ves processing of
packets received froma node in the wirel ess network
1810, identification of the node 1820, updating

Regi stry table 1840 if the node is sending in

Regi stration request and is not currently registered ,
assigning it a network address 1853, and sending an
ACK nessage with registration information to the

out put process control buffer 1860 for comruni cating
the registration information to the source node and
its neighbors. If the node is already regi stered, then
the process noves on to the next step of processing
specific requests and informati on by the device. The
Process Control is to be acconplished within a pre set
"sequence tineout". This will trigger a "RETRY" node.
FI G 19 describes routing information processing
function of the Gateway Process Control. This function
reads received packets fromeach node 1910 and if the
route IDin the packet header is different, then the
process 1940 to update the routing table is triggered.
In this process 1940, the routing tree is analyzed to
identify the changes and the new routing information
Is entered into the routing table, and the old entry
is discarded. This information is then sent to the LAN
adm nnodul e for storage and further dissem nation to
wi rel ess network nodes. The packet is then forwarded
back to Packet Processing nodule 1930. If the routing
info is the sane, then the packet is sent directly to
Packet Processing nodule 1930. If it is a data packet,
it is then sent to GNTransmt Buffer for transmttal
to the destination with appropriate address tags. |If
the packet is a Information Reuest type, the request
is processed in 1960 and the device's requested
information is sent to Qutput Process Control Buffer.
At the end of each sequence of operations, the

~ —— A PN " I T D 1 ] g pe———p—y a2 O -



GHz, 5.1 GHz). Standard security solutions (for
exanpl e; AES 256, SHA, RSA 2048) can be used to

wepwapsuhat e t he packets. FI G 20 descri bes t hePCEUB2988/008698
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Process Control which processes incom ng and out goi ng
packets. The out goi ng packets may involve: initial

di scovery, sign-on, registration, ACK nessages,
pre-determ ned status nessages, |ast gasp nessages,
etc. responses and ACK ness@pagIMsent to inquiring
V\WI ess network nodes and gateways - routing set up
a alﬁb%‘if”é“eﬁe@sages - networ k address update nessages
- nornmal operational two-way nessage processing The
modul ed. Zomethodnfrowing qeneprisi)72 (neter data, device

st at us L ng. -nf o .and networ k addr,ess) . . .
suppor TeseRATE undeRst P B el b %ief 0B ST i p = wireless
pathstretwdike devi ce transnit/receive buffer 2010

supports the Device Digital Controller (DDC) 2020. The
recei vESCPARK@Packst Bomdunrderindee witalepy weldty gstvark, hopacket

p . . 0

AR RARS B Do M0 Blheed e OB SO b th dfbugh one or
packehddes um diel witel2@Aitilay detioek;gat eway packets are

processed in.gat acket function 2042. Routing

i nfo aftfHB @ﬁ%\@%"ﬁ‘é@ 1§ 2 AETRAIE refde it the dgstanation address;
proces geghelchedtTthd &lerfllRdtiofditht ?&%Hﬁ{e AR PR oS he
are processed in function 2052. Information itens for
stentiagleoraadiiress, camnparingdhe aff loastane eldernate royattd Getrpute included

Processi,n ule 2060.. Simlarly, routing updates and
nglstilgggd?eggogg%%@gn??Bqu?Ii’i%({nﬁ’é'?eévéy are prgcersted in
functi anmnmd@oeént thepriRAEBLR TR RNQSEREHickMhid A, r&lacing

2054. Information itens for storage and/or action are
f thewavigancluded inphe pkepwith treoprefesiedgowtogaride 2060. The

I nput / Qut put.. processi ng nodul e interfaces with the
packet %trlsgn@gg% tg‘ﬁ p?‘%(r% ??08 ﬁg%% t8fm%§?d[er8 Yenerat e
appr opivhaetn fRAcermetidaros thedsrefeard rowt Mddds e feBbived
forwarding to device transmt nodule. FIG 21

i rpdated bnleinformatipp ebtineddyribe ytilifyradgdrone et ksast RRe neighboring
| pteLfage. | . : |, 2112
A5 80E g AL SRR AR AFRR ey n o

Dpath cest bf alisiviute intloded th thib putiet 2rldmphfiesiLtoadeterhlifietie
nessage functions that the RF Interface Process

oefsTERd routeD performs: - Handling of Ti med Response
Messages 2120. In this node, the process handl es
pre-progranmed transm ssion of status and | D nessages

and r e2eiThe ngtixakefmldiadevientia the moeivbe lifda tewayformation used to

Process Control. Handling of Inguiries 2130 fromthe
ubpgais vﬂgéwép,wsawmf St ofPledwiptes o hopsygieat foRyst hops,
Ofo Rl RaE$S %?fgslekph d sendi ng them upstream for
troansm@assi ona?’exarrp e:@ﬂrrbgter readi ngs, outage

condition). In Timed Response Mbde 2120, the

initializatio ocess beqgins at 2121. A deternj nation
o mmad ghe pirdd e, weran die resasid fak e pggstion
NRRSARS linR cOQANSE AUEIsEIndtk SEME WHRILE AR Miwork.

transm ssion in 2123. Recei pt of ACK nessage Pr omt he
destination source is processed in 2124. |If the ACKis

positiye. . the clock.i.s | ed back for next.eyent. . |f
Pegat | Yo ThEiibstelsiit Siedcin ORS rople ncFy irothe Repprpacicet
awhé @etertdiagd by b gatelriafROHCiHABWRE S WREleS utlIRP aiwRik.

RETRY nmessages have fail ed, nessage authentication

process 2150 is invoked. This will trigger a broadcast
alert nmessage 2160 as to the existence of this

condition. Handling of Inquiries 2130 and Data

Messages 2140 follow simlar ;{ ep- bystep



process. Once again, if repeated RETRYs fail, a
broadcast alert nessage 2160 is triggered.As is

wWoRMLOURY2 t he gateway controller acts as an ageet/Usavds/ens69s
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proxy for the utility server in the second network. It
routes all data nessages fronfto the utility server
to/fromthe devices in the wreless network. In

addi tion, the gateway nai ntains network addresses, |ID

i nf or mat iThe metheld ef caims 2 ofherkin pathecatt 1s ased iyport éeombination of

A B B0 S et B AT M kst i ovs
eyefabileShopRCenKsi with W Tihebsstslel egated to it by the

utility server (for exanple: polling, status

nmoni toring, network registration, routing table

mai nt epa , Laterface, information..dissem pation

net wor E gglﬁtr?% 6%alp%r T%}}lerﬁelinttse ORIt (cl) rh|nir§§ ¢ égfgma&m 15
efdugeteld Edry patltets @atiev@yy aRNitliey hede foe fdrvafding té hifdth&fnode in
schedul ed tasks on a regular basis including device ID

afy WEslgas bty aete@sk.mai nt enance (MAC and | P

addresses), route nmintenance, status naintenance,

pol I'ing, adm nistrative functions, problemdetection

and vefi fTheatdthod ofariaim2t winerkinpke feoeivad tiak costtinformailtreis
gateway.controll er uses tinmeout, periods to_control .

t FICEYES HFeSPYSEAR AlSATHORE reauss fgfewformatiop of ggighperdngyutility
ngafki ve ACK nmessage or no nessage at all within a

certain tinme wi ndow, the gateway controller logs this
condition (until it is changed) and sends out REPEAT

or RETRY. ressage it.h specific time wi ndows. The

nunber Dgﬂgérbegg?ds%’}%lgﬂbi’sﬁ?  BEPSE®et . 1f a device

fails trandns e kOletidll kiRt B 4t0RAGSo othBEn@R!iR Ry wiFBMss utility
pi ng the nei ghbors of the silent node to assess

whwieds t he node has communicated with any of them

There is a process used by the gateway controller

before it reaches firmconclusion that the node has

total | y. frak hedhodortlSiaMBLmhGehes tHedvenCBdilebted réifle i e route
utility server for_renediaL actions. Thus the gateway
csludsfl frethe nagket pRQr &2 GansmisHion, trapynitidng de spleetedirontado at least
t ' j L el . The

oo IR G Releft A1y RTINS S e ypgared pach
dedsafiaske sededtédwuee.conf i gur ati ons/ settings, security
settings, etc., and regularly reports the wreless

network node status to the utility server in the

secondhe d fromthe data

base a}}@[ %&v{rélgﬁéggﬁgzg t Oé?’reco?@ngfr? "address added on a

r egul aa phaslity.of Etiitygeotey anmsgedge sommunivatewitRih, a wireless utility
gat e and the utility server are handled on a

pPﬁB%g%?n asis and their transm ssion within the

net wor (o r @kt Le: -
ol 11 ny &SP g ay (6 e G I forkb L AR 6 communicate
pwethet least anetod dienetrlity mbdeshinghe wireless wtilityastviomrkthe at least one
CBRCNBREHIeE RS BROMEFIEPsar iy PONONs & Aoda L gl Teiwerk
descri phbigh §pAARt RBhsMiABS SRRy nb& MRS Wikkkds aflity
limting the scope of the invention that 1s being set

f ngtwiork o anlegher otilipwiady in ke wigeledstutility hetbork esatdinsinitted
apparent to those skilled.in the art that other

WE‘%IOH?%{OI DFfuite @ﬁﬁ%ﬁ%éﬂ ﬁ’ﬁﬁﬂm?’g tedPatksht i ons can be

made within the scope and spirit of the invention

di scl osed herein and its specifications provided in

this docunment. The followi ng clainms shall therefore be
interpreted in the broadest inclusive sense. CLAI M5

What is clainmed is: 1. A nethod of routing conprising:
recei ving updated link inform®ton fromat |east one

other node in a wireless utility network; receiving a
packet froma node in the wireless utility network,

t he packet including a route to a destination address,

. I Y




in the event of the determ nation of at |east one
alternate route to the destination address, conparing

wWQ b@omt76Drast one alternate route to the rout ePCTTB200%S698
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in the packet to determne a preferred route; in the

event the preferred route is the at |east one

alternate route, replacing the route included in the

packet with the preferred route; and transmtting the
packet vdreon dhengutehacluded incthel tratsmittat @ackidn & @'datddherth received

det er ion.of the preferred route includes th
r BERY niléH%IBBH%HO@Q‘OIdrer?k’%F‘}?f%’r‘}Pé‘tareSrPaH’o?%F H%@Pewlt‘%i route and

Ubbinphéd 19 Rerh bR PO @Es to%&!ct QEFef&‘?é&WaEHlba&gd H@é,ft géet)é cost, and

node, and wherein the obtained I nformation |
det er miwleran thexdhtced maﬁehred wtte of intlnded uuﬂhe praciodt aoé the packet
|n the et f ar..co S e rnrn

Bl B apetes fORE he flluly TP PR Athirding e sefestoss
rgﬁgéﬁgayduknk cost infornatlon used to update path
cost specifies one of: |east possible nunber of hops,
nost robust hops, Iomest traffic hops or fastest
hops. ha the rece
1Pk cdle THE AR CulfuBbm Groifil othebf sheieeivEd ipk cost
Oitformdtioni L[Sed Reupdateh LB ﬁoﬂkpédlﬁéfs Gt oPTekst pbssiBlReumber of hops,
nmet hod_ of claim 2, erein the route included in the

r 81081 1pbUstpRAe VR STadBe Bops ARESeSt hopgat eway associ at ed
with the wireless utility network.5. The nethod of
claim2, wherein path cost is based upon a conbi nation

of at l12aghesvieclesh utlllmwpm idiim Nysiiereinfthdwepsived link cost
npst robust haps, traffic_hops, or faste
hgPermatiands r%"?‘f?dr %rm PRHEITEsixed BY Phﬂwléﬂnﬁpﬂ%f%fforwardmg to
Chifdifitnodei? HRIVIRLIBS Jiftfigh¥@rk Nk cost Information is
retrieved from packets received by the utility node

for forwarding to another node in the mrreless utility

t The t hod of cl
PSCVQ?CEE %F‘ﬁ WIRERSSE iy d?%grkgﬁemrﬁgéwgaﬂ he 1 regeiResh ik cost

t higdmdtRASS r@8Rell %@ﬁ&nst«:% ai RER bﬁetéq%est%r ﬁﬁb&ih%h'd?g
utility nodes. 8. hod of claim2, furt

coﬁghb@mggutllttyanémttu ng the selected route to at

| east one other node in the wireless utility network.

9. The nethod of claim8, wherein in the event the

sel ect ed. MaYWEreldss LBty ik Erki ST AR, fufthth&o

prior to transmssion, transmtting the sel ected route

to at IraRgpitEngthesplestedaie imattlpast ahe ethessodetinithe yireless utility
nﬁtﬁﬁ%& includes transmtting the updated path cost

for € selected route. 10. A wreless utility

network, conprising: a plurality of utility nodes

arranged to communicate within a wireless utility

net wor k9. Ah8 Warelgsg yahtygieew ekt efhvdaimy 14, svhersin rlethéﬁent the

u .
Eééédé%&’rcﬁr% mn{{o{%;é HEAGL e PIORERLEBE 6 wlﬂtsﬁléﬁé%oyxt, B@Rdmitting
ndtewelektedtrbwate ad atl lea’sitone) ptheg ab@smayhcwm&,@t utigtytrieework includes
wireless utili rk to at | east one other

nERGBKING (he v %e R%ﬁbtﬂ§ﬁ§ﬁ??@éﬂﬂFronrone utility
node in the mnreless utility network to anot her

utility node in the wireless utility network is

t ransnil6t ddwaeclesy mhitwgrkt, oompn'singe i ncluded in the
transnitteg acket erein the route i ncl.uded in the

{r ansnft Ed PSSR MEIHIER BH HeORTSE Ang ddadie for K

| BéRmRIcaBAg fra AEEREThER AL wHRERH Bt RALD c6RRSIIRTohtss the

i ncl uded route and conpared to alternate routes to

select a preferred route based upon path cost, and
wherein the selected preferred route is included in

the packet and the packet is transmtted to another

node in the utility network a8¢ording to the sel ected
preferred route.



11. The wreless utility network of claim10, wherein
the received link cost information used to update path

w@omv/osperi fies one of: | east possible nunber BET/HSIHE8$/008698
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nost robust hops, |lowest traffic hops, or fastest
hops. 12. The wireless utility network of claim 10,
wherein the received link cost information is
retrleved from packets received by the utility node
f oaceipy méxtrdnmglsslon afipadkets wathe servet heslioyiand Ivasseintthd seryer

k f I 0,
" RRR S s selkEn Ve Lo itied b e il el tore: s 1 acal v

i N1 espysalityofdHodeeisthe Wire1dse ARk {iludifg 9 hBad b&nrcmfer and a
nei hborlnq@utlllty nodes. 14. The wireless utility

nét) rein thenmdefcgnirolder c@nmls itls regeipt aradqtsmstmssr@x of
t th d
ggs\gg h}fadrf&{%lﬁcﬁlgt &da\&hér %Stflel_ V\(ioong%ilg nr(x)la%e/ is%:lg?v route to the

netMmﬂbne%mwb@|n1l4 wherein in the event the selected

route is the route included in the packet prior to
t r ans m"STEM 2 PRFkR, RNsmitis omporeytdity @ade duthe wikeless utility

I g

| el RO e wift1d:0Gubty feuRof. i llahlhifll Sl ffhe 10 o
sedhwe inethded un ¢he tidhsmittend paecketss net wor k, conpri si ng at

| east one seryver |ncHﬁguf%‘a server controller and

radi o POFTBHMATRIEIRT aatrwswéﬁt%dsgache&lwﬂatewéﬁherpwwed
t RawRBE WS mEAYn"t8 |d|e%f'mﬁﬁ%r®|d§teﬁ ?gfhe&)@f Bt g@ 'ﬁpcludeél route and
transm ssion of packets via the server

whemparad thalternate gputesiot selsict aapretﬁmedseuedtased uprt ath oost, and

nodes iR the wr n ur.a of nod

e i PetE e ReRR trBAR e & RuueSLie Broef Vi 8
NEERniiasd & andikdreiode hhﬁle RSy ﬁ&ﬁbf]@é&c@fdn‘}%ﬂi thelsSlettB8 preferred
recei pt and transm ssion of packets via the node

r e, and wherein the node controller may select a

route to the at | east one server; wherein a packet
transmtted fromone utility node in the wirel ess

uti it y7.neheeriteldso nbthri of ¥iaim i16, Wwh@ e ih€lusiva ofttid deletted
network is transmtted accordlng to a route included

| P hEePlacendRirpviedngiudaddn a tigmemited Rasketr out e i ncl uded
in atransmtted packet is updated with received
network information to determ ne an updated path cost
of t hel8nTheddrtlgsoutevoak df clainp a6.ewhdreinahé edcepied lihkbas

to sel ect a.£referred rout e based upgn path cost, and
whdematiopised t wrdatspath e9sh ﬁ?%ﬁqsm@ﬂ least pessibie @umber of hops,
t BB sPR6ESho ,'1&%#%&%& bt ﬁﬁtegtqlo gother node in the
utility network accor to ected preferred

route. 17. The wireless network of claim 16, wherein

i nclusion. of the selected.route replaces the route
i ncl udl@)r © wireless agiworle f ¢lamy i@ whageinpath ggst iy based upon a

NeSUBIhkiG o CAtaédft kb otwilfa t?&sfbféenlﬁiﬁfe? b¥ RShd, hl¥st LBkt ops,
informati on used to update path cost specifies one o

| loakest fEisibobs omdastest hogs. hops, nost robust hops,
Iomest traffic hops, or fastest hops. 19. The w rel ess
network of claim 16, wherein path cost is based upon a
conbi na.i PRe Mireflss h&@dtk 8NEa 16, VPIREinRRS fdcbived MHRTe8&
of hops, nost robust hops, |owest traffic hops, or
f derenation apEetrioed fitme pagkets ressverch e kutidify nddsi fior f@warding to

f or mat
R Dot bR BLafRR kM adPOle 0yt he uti i by node

for forwarding to another node in the wireless utility
network. 21. The wirel ess network of claim 16, wherein
the received Iink cost information is received in
response to at |east one request for information of

nei ghboring utility nodes. 22. The wi rel ess network of
claim 16, wherein the selecte¥ preferred route is
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transmtted to at | east one other node in the wirel ess
utility network. 23. The wirel ess network of claim 22,

wob@ee1moi n t he event the selected preferred rRCE/ES1088/008698

the route included in the packet prior to

transm ssion, transmtting the selected route to at

| east one other node in the wireless utility network

i ncludes transmtting the updated path cost for the
sel ect 2t Theiarelédd nefWuek of cleined 6, whérenr the edcedledilimk 23 st

wherein. the server receiving a packet from a _node
e W%lgntwcweﬁgi IESPONSELR ?te'%ft’ QB¢ 5%‘8“;5]813{ mferggtion of

| pdignuBHgQlitpA6desher ei n the updated path cost
information i's used by the server controller in route
selection. 25. The wirel ess network of claim 24,
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fastest hops.
23. The wireless network of claim 22, wherein in the event the selected
preferred route is the route included in the packet prior to transmission, transmitting
the selected route to at least one other node in the wireless utility network includes

transmitting the updated path cost for the selected route.

24. The wireless network of claim 23, wherein the server receiving a packet
from a node examines the packet to retrieve updated path cost information, and

wherein the updated path cost information is used by the server controller in route

selection.

25. The wireless network of claim 24, wherein the server calculates the path
cost of a route based on at least one of: least possible number of hops, most robust

hops, lowest traffic hops, or fastest hops.
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