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2005 [0004] Chronic infection with HCV is a major
health problem associated with liver cirrhosis,
hepatocellular carcinoma, and liver failure. An
estimated 170 million chronic carriers worldwide are
at risk of developing liver disease. 1'2 In the United
States alone 2.7 million are chronically infected with
HCV, and the number of HCV-related deaths in 2000 was
estimated between 8,000 and 10,000, a number that is
expected to increase significantly over the next
years. Infection by HCV is insidious in a high
proportion of chronicallyinfected (and infectious)
carriers who may not experience clinical symptoms for
many years. Liver cirrhosis can ultimately lead to
liver failure. Liver failure resulting from chronic
HCV infection is now recognized as a leading cause of
liver transplantation. [0005] HCV is a member of the
Flaviviridae family of RNA viruses that affect animals
and humans. The genome is a single ~9.6-kilobase
strand of RNA, and consists of one open reading frame
that encodes for a polyprotein of ~3000 amino acids
flanked by untranslated regions at both 5' and 3' ends
(5'- and 3'-UTR). The polyprotein serves as the
precursor to at least 10 separate viral proteins
critical for replication and assembly of progeny viral
particles. The organization of structural and
non-structural proteins in the HCV polyprotein is as
follows: C-El-E2-p7-NS2-NS3-NS4a-NS4b-NS5a-NS5b.
Because the replicative cycle of HCV does not involve
any DNA intermediate and the virus is not integrated
into the host genome, HCV infection can theoretically
be cured. While the pathology of HCV infection affects
mainly the liver, the virus is found in other cell
types in the body including peripheral blood
lymphocytes. 3'4 [0006] At present, the standard
treatment for chronic HCV is interferon alpha
(IFNalpha) in combination with ribavirin and this
requires at least six (6) months of treatment.
IFN-alpha belongs to a family of naturally occurring
small proteins with characteristic biological effects
such as antiviral, immunoregulatory, and antitumoral
activities that are produced and secreted by most
animal nucleated cells in response to several
diseases, in particular viral infections. IFN-alpha is
an important regulator of growth and differentiation
affecting cellular communication and immunological
control. Treatment of HCV with 



interferon has frequently been associated with adverse
side effects such as fatigue, fever, chills, headache,
myalgias, arthralgias, mild alopecia, psychiatric
effects and associated disorders, autoimmune phenomena
and associated disorders and thyroid dysfunction.
Ribavirin, an inhibitor of inosine 5'-monophosphate
dehydrogenase (IMPDH), enhances the efficacy of
IFN-alpha in the treatment of HCV. Despite the
introduction of ribavirin, more than 50% of the
patients do not eliminate the virus with the current
standard therapy of interferon-alpha (FFN) and
ribavirin. By now, standard therapy of chronic
hepatitis C has been changed to the combination of
pegylated IFN-alpha plus ribavirin. However, a number
of patients still have significant side effects,
primarily related to ribavirin. Ribavirin causes
significant hemolysis in 10-20% of patients treated at
currentlyrecommended doses, and the drug is both
teratogenic and embryotoxic. Even with recent
improvements, a substantial fraction of patients do
not respond with a sustained reduction in viral load 5
and there is a clear need for more effective antiviral
therapy of HCV infection. |ooo7| A number of
approaches are being pursued to combat the virus.
These include, for example, application of antisense
oligonucleotides or ribozymes for inhibiting HCV
replication. Furthermore, low-molecular weight
compounds that directly inhibit HCV proteins and
interfere with viral replication are considered as
attractive strategies to control HCV infection. Among
the viral targets, the NS3/4a protease/helicase and
the NS5b RNAdependent RNA polymerase are considered
the most promising viral targets for new drugs. 6 g
[0008] Besides targeting viral genes and their
transcription and translation products, antiviral
activity can also be achieved by targeting host cell
proteins that are necessary for viral replication. For
example, Watashi et al. 9 show how antiviral activity
can be achieved by inhibiting host cell cyclophilins.
Alternatively, a potent TLR7 agonist has been shown to
reduce HCV plasma levels in humans. 10 [0009] In view
of the worldwide epidemic level of HCV and other
members of the Flaviviridae family of viruses, and
further in view of the limited treatment options,
there is a strong need for new effective drugs for
treating infections cause by these viruses. [0010]
Provided is a compound that is Formula (I): or a
pharmaceutically acceptable salt or solvate thereof,
wherein: a) when X is CR2 or N, one of Y or Z is O and
the other of Y or Z is N; or one of Y or Z is N and
the other of Y or Z is NRa; b) when X is O, NRa, or
S(O)P wherein p is 0 or 1, one of Y or Z is N and the
other of Y or Z is N or CR2; c) when X is N, one of Y
or Z is O and the other of Y or Z is N; L1 is L3; L2
is a bond or L3;L3 is independently C3-6 cycloalkylene
or is Ci-5 alkylene where one or two -CH2- groups of
said Ci- alkylene are optionally replaced with -NRb-,
-S-, -(C=O)-, or -O- and optionally two -CH2- groups
together form a double bond or triple bond provided
that L3 does not contain an -O-O-, -S-O-, or-S-S-
group, and wherein said Ci to C5 alkylene is
optionally substituted with one to three groups
independently selected from halo, alkyl, and
spirocycloalkyl; Ra and Rb are independently H, alkyl,
or substituted alkyl; one of V or T is N and the other
of V or T is CR3; Q is N or CR3; R1 and R4 are
independently selected from aryl, substituted aryl,
heteroaryl, substituted heteroaryl, heterocyclyl,
substituted heterocyclyl, cycloalkyl, and substituted
cycloalkyl; 



R2 is independently selected from hydrogen, halo,
alkyl, substituted alkyl, alkenyl, substituted
alkenyl, alkynyl, substituted alkynyl, amino,
substituted amino, acylamino, hydroxy, alkoxy,
substituted alkoxy, carboxy, carboxy ester,
cycloalkyl, substituted cycloalkyl, and cyano; and R3
is independently selected from hydrogen, halo, amino,
substituted amino, acylamino, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, carboxy, carboxy ester,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclyl, substituted heterocyclyl, azido,
hydroxy, alkoxy, substituted alkoxy, acyloxy, cyano,
thiol, alkylthio, substituted alkylthio, and
substituted sulfonyl. [0011] Also provided is a
pharmaceutical composition comprising a
pharmaceutically acceptable carrier and a
therapeutically effective amount of a compound of
Formula (I), or a pharmaceutically acceptable salt or
solvate thereof. [0012] Also provided are methods for
preparing the compounds of Formula (I), or a
pharmaceutically acceptable salt or solvate thereof,
and compositions thereof and for their therapeutic
uses. In some embodiments, provided is a method for
treating a viral infection in a patient mediated at
least in part by a virus in the Flaviviridae family of
viruses, comprising administering to said patient a
composition comprising a compound Formula(I), or a
pharmaceutically acceptable salt or solvate thereof.
In some embodiments, the viral infection is mediated
by hepatitis C virus. [0013] Those and other
embodiments are further described in the text that
follows. [0014] Throughout this application,
references are made to various embodiments relating to
compounds, compositions, and methods. The various
embodiments described are meant to provide a variety
of illustrative examples and should not be construed
as descriptions of alternative species. Rather it
should be noted that the descriptions of various
embodiments provided herein may be of overlapping
scope. The embodiments discussed herein are merely
illustrative and are not meant to limit the scope of
the present invention. [0015] It is to be understood
that the terminology used herein is for the purpose of
describing particular embodiments only and is not
intended to limit the scope of the present invention
hi this specification and in the claims that follow,
reference will be made to a number of terms that shall
be defined to have the following meanings: [0016]
"Alkyl" refers to monovalent saturated aliphatic
hydrocarbyl groups having from 1 to 10 carbon atoms
and, in some embodiments, from 1 to 6 carbon atoms.
"Cx-yalkyl" refers to alkyl groups having from x to y
carbon atoms. This term includes, by way of example,
linear and branched hydrocarbyl groups such as methyl
(CH3-), ethyl (CH3CH2-), n-propyl (CH3CH2CH2-),
isopropyl ((CH3)2CH-), /i-butyl (CH3CH2CH2CH2-),
isobutyl ((CH3)2CHCH2-), sec-butyl ((CH3)(CH3CH2)CH-),
-butyl ((CH3)3C-), n-pentyl (CH3CH2CH2CH2CH2-), and
neopentyl ((CH3)3CCH2-). [0017] "Substituted alkyl"
refers to an alkyl group having from 1 to 5 and, in
some embodiments, 1 to 3 or 1 to 2 substituents
selected from the group consisting of alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
alkoxy, substituted alkoxy, acyl, acylamino, acyloxy,
amino, substituted amino, aminocarbonyl,
aminothiocarbonyl, aminocarbonylamino,
aminothiocarbonylamino, aminocarbonyloxy,
aminosulfonyl, aminosulfonyloxy, aminosulfonylamino,
amidino, aryl, substituted aryl, aryloxy, substituted
aryloxy, arylthio, substituted arylthio, azido,
carboxyl, carboxyl ester, (carboxyl ester)amino,
(carboxyl ester)oxy, cyano, cycloalkyl, substituted
cycloalkyl, cycloalkyloxy, substituted cycloalkyloxy,
cycloalkylthio, substituted cycloalkylthio, guanidino,
substituted guanidino, halo, hydroxy, hydroxyamino,
alkoxyamino, hydrazino, substituted hydrazino, 



heteroaryl, substituted heteroaryl, heteroaryloxy,
substituted heteroaryloxy, heteroarylthio,substituted
heteroarylthio, heterocyclic, substituted
heterocyclic, heterocyclyloxy, substituted
heterocyclyloxy, heterocyclylthio, substituted
heterocyclylthio, nitro, spirocycloalkyl, SO3H,
substituted sulfonyl, sulfonyloxy, thioacyl,
thiocyanate, thiol, alkylthio, and substituted
alkylthio, wherein said substituents are as defined
herein. [0018] "Alkylidene" or "alkylene" refers to
divalent saturated aliphatic hydrocarbyl groups having
from 1 to 10 carbon atoms and, in some embodiments,
from 1 to 6 carbon atoms. "(Cu-v)alkylene" refers to
alkylene groups having from u to v carbon atoms. The
alkylidene and alkylene groups include branched and
straight chain hydrocarbyl groups. For example "(Ci
-6)alkylene" is meant to include methylene, ethylene,
propylene, 2- methypropylene, pentylene, and the like.
[0019] "Substituted alkylidene" or "substituted
alkylene" refers to an alkylidene group having from 1
to 5 and, in some embodiments, 1 to 3 or 1 to 2
substituents selected from the group consisting of
alkoxy, substituted alkoxy, acyl, acylamino, acyloxy,
amino, substituted amino, aminocarbonyl,
aminothiocarbonyl, aminocarbonylamino,
aminothiocarbonylamino, aminocarbonyloxy,
aminosulfonyl, aminosulfonyloxy, aminosulfonylamino,
amidino, aryl, substituted aryl, aryloxy, substituted
aryloxy, arylthio, substituted arylthio, azido,
carboxyl, carboxyl ester, (carboxyl ester)amino,
(carboxyl ester)oxy, cyano, cycloalkyl, substituted
cycloalkyl, cycloalkyloxy, substituted cycloalkyloxy,
cycloalkylthio, substituted cycloalkylthio, guanidino,
substituted guanidino, halo, hydroxy, hydroxyamino,
alkoxyamino, hydrazino, substituted hydrazino,
heteroaryl, substituted heteroaryl, heteroaryloxy,
substituted heteroaryloxy, heteroarylthio, substituted
heteroarylthio, heterocyclic, substituted
heterocyclic, heterocyclyloxy, substituted
heterocyclyloxy, heterocyclylthio, substituted
heterocyclylthio, nitro, oxo, thione, spirocycloalkyl,
SO H, substituted sulfonyl, sulfonyloxy, thioacyl,
thiocyanate, thiol, alkylthio, and substituted
alkylthio, wherein said substituents are as defined
herein. [0020] "Alkenyl" refers to a linear or
branched hydrocarbyl group having from 2 to 10 carbon
atoms and in some embodiments from 2 to 6 carbon atoms
or 2 to 4 carbon atoms and having at least 1 site of
vinyl unsaturation (>C=C<). For example,
(Cx-Cy)alkenyl refers to alkenyl groups having from x
to y carbon atoms and is meant to include for example,
ethenyl, propenyl, 1,3-butadienyl, and the like.[0021]
"Substituted alkenyl" refers to alkenyl groups having
from 1 to 3 substituents and, in some embodiments, 1
to 2 substituents selected from the group consisting
of alkoxy, substituted alkoxy, acyl, acylamino,
acyloxy, alkyl, substituted alkyl, alkynyl,
substituted alkynyl, amino, substituted amino,
aminocarbonyl, aminothiocarbonyl, aminocarbonylamino,
aminothiocarbonylamino, aminocarbonyloxy,
aminosulfonyl, aminosulfonyloxy, aminosulfonylamino,
amidino, aryl, substituted aryl, aryloxy, substituted
aryloxy, arylthio, substituted arylthio, carboxyl,
carboxyl ester, (carboxyl ester)amino, (carboxyl
ester)oxy, cyano, cycloalkyl, substituted cycloalkyl,
cycloalkyloxy, substituted cycloalkyloxy,
cycloalkylthio, substituted cycloalkylthio, guanidino,
substituted guanidino, halo, hydroxy, heteroaryl,
substituted heteroaryl, heteroaryloxy, substituted
heteroaryloxy, heteroarylthio, substituted
heteroarylthio, heterocyclic, substituted
heterocyclic, heterocyclyloxy, substituted
heterocyclyloxy, heterocyclylthio, substituted
heterocyclylthio, nitro, SO3H, substituted sulfonyl,
sulfonyloxy, thioacyl, thiol, alkylthio, and
substituted alkylthio, wherein said substituents are
defined herein and with the proviso that any hydroxy
or thiol substitution is not attached to a vinyl
(unsaturated) carbon atom. [0022] "Alkynyl" refers to
a linear monovalent hydrocarbon radical or a branched
monovalent hydrocarbon radical containing at least one
triple bond. The term "alkynyl" is also meant to
include those hydrocarbyl groups having one triple
bond and one double 



bond. For example, (C2-C6)alkynyl is meant to include
ethynyl, propynyl, and the like. [0023] "Substituted
alkynyl" refers to alkynyl groups having from 1 to 3
substituents and, in some embodiments, from 1 to 2
substituents selected from the group consisting of
alkoxy, substituted alkoxy, acyl, acylamino, acyloxy,
alkyl, substituted alkyl, alkenyl, substituted
alkenyl, amino, substituted amino, aminocarbonyl,
aminothiocarbonyl, aminocarbonylamino,
aminothiocarbonylamino, aminocarbonyloxy,
aminosulfonyl, aminosulfonyloxy, aminosulfonylamino,
amidino, aryl, substituted aryl, aryloxy, substituted
aryloxy, arylthio, substituted arylthio, carboxyl,
carboxyl ester, (carboxyl ester)amino, (carboxyl
ester)oxy, cyano, cycloalkyl, substituted cycloalkyl,
cycloalkyloxy, substituted cycloalkyloxy,
cycloalkylthio, substituted cycloalkylthio, guanidino,
substituted guanidino, halo, hydroxy, heteroaryl,
substituted heteroaryl, heteroaryloxy, substituted
heteroaryloxy, heteroarylthio, substituted
heteroarylthio, heterocyclic, substituted
heterocyclic, heterocyclyloxy, substituted
heterocyclyloxy, heterocyclylthio, substituted
heterocyclylthio,nitro, SO3H, substituted sulfonyl,
sulfonyloxy, thioacyl, thiol, alkylthio, and
substituted alkylthio, wherein said substituents are
as defined herein and with the proviso that any
hydroxy or thiol substitution is not attached to an
acetylenic carbon atom. [0024] "Alkoxy" refers to the
group -O-alkyl wherein alkyl is defined herein. Alkoxy
includes, by way of example, methoxy, ethoxy,
w-propoxy, isopropoxy, n-butoxy, t-butoxy, sec-butoxy,
and M-pentoxy. [0025] "Substituted alkoxy" refers to
the group -O-(substituted alkyl) wherein substituted
alkyl is as defined herein. [0026] "Acyl" refers to
the groups H-C(O)-, alkyl-C(O)-, substituted
alkyl-C(O)-, alkenyl-C(O)-, substituted alkenyl-C(O)-,
alkynyl-C(O)-, substituted alkynyl-C(O)-,
cycloalkyl-C(O)-, substituted cycloalkyl-C(O)-,
aryl-C(O)-, substituted aryl-C(O)-, substituted
hydrazino-C(O)-, heteroaryl-C(O)-, substituted
heteroaryl-C(O)-, heterocyclic-C(O)-, and substituted
heterocyclic-C(O)-, wherein alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl, substituted
alkynyl, cycloalkyl, substituted cycloalkyl, aryl,
substituted aryl, substituted hydrazino, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. Acyl includes the
"acetyl" group CH3C(O)-. [0027] "Acylamino" refers to
the groups -NR20C(O)alkyl, -NR20C(O)substituted alkyl,
-NR20C(O)cycloalkyl, -NR20C(O)substituted cycloalkyl,
-NR20C(O)alkenyl, -NR20C(O)substituted alkenyl,
-NR20C(O)alkynyl, -NR20C(O)substituted alkynyl,
-NR20C(O)aryl, -NR20C(O)substituted aryl,
-NR20C(O)heteroaryl, -NR20C(O)substituted heteroaryl,
-NR20C(O)heterocyclic, and -NR20C(O)substituted
heterocyclic wherein R20 is hydrogen or alkyl and
wherein alkyl, substituted alkyl, alkenyl, substituted
alkenyl, alkynyl, substituted alkynyl, cycloalkyl,
substituted cycloalkyl, aryl, substituted aryl,
heteroaryl, substituted heteroaryl, heterocyclic, and
substituted heterocyclic are as defined herein. [0028]
"Acyloxy" refers to the groups alkyl-C(O)O-,
substituted alkyl-C(O)O-, alkenyl-C(O)O-, substituted
alkenyl-C(O)O-, alkynyl-C(O)O-, substituted
alkynyl-C(O)O-, aryl-C(O)O-, substituted aryl-C(O)O-,
cycloalkyl-C(O)O-, substituted cycloalkyl-C(O)O-,
heteroaryl-C(O)O-, substituted heteroaryl-C(O)O-,
heterocyclic-C(O)O-, and substituted
heterocyclic-C(O)O- wherein alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl,substituted
alkynyl, cycloalkyl, substituted cycloalkyl, aryl,
substituted aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0029] "Amino" refers to the group
-NH2. [0030] "Substituted amino" refers to the group
-NR2 1R22 where R2 1 and R22 are independently
selected from the group consisting of hydrogen, alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, aryl, substituted aryl,
cycloalkyl, 



substituted cycloalkyl, heteroaryl, substituted
heteroaryl, heterocyclic, substituted heterocyclic,
-SO2-alkyl, -SO2-substituted alkyl, -SO2-alkenyl,
-SO2-substituted alkenyl, -SO2-cycloalkyl, -Sq
2-substituted cylcoalkyl, -SO2-aryl, -SO2-substituted
aryl, -SO2-heteroaryl, -SO2-substituted heteroaryl,
-SO2-heterocyclic, and -SO2-substituted heterocyclic
and wherein R2 1 and R22 are optionally joined
together with the nitrogen bound thereto to form a
heterocyclic or substituted heterocyclic group,
provided that R and R are both not hydrogen, and
wherein alkyl, substituted alkyl, alkenyl, substituted
alkenyl, alkynyl, substituted alkynyl, cycloalkyl,
substituted cycloalkyl, aryl, substituted aryl,
heteroaryl, substituted heteroaryl, heterocyclic, and
substituted heterocyclic are as defined herein. When
R2 1 is hydrogen and R22 is alkyl, the substituted
amino group is sometimes referred to herein as
alkylamino. When R2 1 and R22 are alkyl, the
substituted amino group is sometimes referred to
herein as dialkylamino. When referring to a
monosubstituted amino, it is meant that either R2 1 or
R22 is hydrogen but not both. When referring to a
disubstituted amino, it is meant that neither R2 1 nor
R22 are hydrogen. [0031] "Hydroxyamino" refers to the
group -NHOH. [0032] "Alkoxyamino" refers to the group
-NHO-alkyl wherein alkyl is defined herein. [0033]
"Aminocarbonyl" refers to the group -C(O)NR 23R24
where R23 and R24 are independently selected from the
group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl, heterocyclic, substituted
heterocyclic, hydroxy, alkoxy, substituted alkoxy,
amino, substituted amino, and acylamino, and where R23
and R24 are optionally joined together with the
nitrogen bound thereto to form a heterocyclic or
substituted heterocyclic group, and wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl,aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. [0034]
"Aminothiocarbonyl" refers to the group -C(S)NR23R24
where R23 and R24 are independently selected from the
group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic and where R23 and R24 are optionally
joined together with the nitrogen bound thereto to
form a heterocyclic or substituted heterocyclic group,
and wherein alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0035] "Aminocarbonylamino" refers to
the group -NR20C(O)NR23R24 where R20 is hydrogen or
alkyl and R23 and R24 are independently selected from
the group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic and where R23 and R24 are optionally
joined together with the nitrogen bound thereto to
form a heterocyclic or substituted heterocyclic group,
and wherein alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0036] "Aminothiocarbonylamino" refers
to the group -NR20C(S)NR23R24 where R20 is hydrogen or
alkyl and R23 and R24 are independently selected from
the group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl, 



substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic and where R23 and R24 are optionally
joined together with the nitrogen bound thereto to
form a heterocyclic or substituted heterocyclic group,
and wherein alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein.[0037] "Aminocarbonyloxy" refers to the
group -0-C(O)NR 23R24 where R23 and R24 are
independently selected from the group consisting of
hydrogen, alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
aryl, substituted aryl, cycloalkyl, substituted
cycloalkyl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic and where
R23 and R24 are optionally joined together with the
nitrogen bound thereto to form a heterocyclic or
substituted heterocyclic group, and wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. [0038]
"Aminosulfonyl" refers to the group -SO2NR23R24 where
R23 and R24 are independently selected from the group
consisting of hydrogen, alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl, substituted
alkynyl, aryl, substituted aryl, cycloalkyl,
substituted cycloalkyl, heteroaryl, substituted
heteroaryl, heterocyclic, and substituted heterocyclic
and where R23 and R24 are optionally joined together
with the nitrogen bound thereto to form a heterocyclic
or substituted heterocyclic group, and wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. [0039]
"Aminosulfonyloxy" refers to the group -0-SO 2NR23R24
where R23 and R24 are independently selected from the
group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic and where R23 and R24 are optionally
joined together with the nitrogen bound thereto to
form a heterocyclic or substituted heterocyclic group,
and wherein alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0040] "Aminosulfonylamino" refers to
the group -NR20-SO2NR23R24 where R20 is hydrogen or
alkyl and R23 and R24 are independently selected from
the group consisting of hydrogen, alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, aryl, substituted aryl,
cycloalkyl, substituted cycloalkyl, heteroaryl,
substituted heteroaryl,heterocyclic, and substituted
heterocyclic and where R23 and R24 are optionally
joined together with the nitrogen bound thereto to
form a heterocyclic or substituted heterocyclic group,
and wherein alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
cycloalkyl, substituted cycloalkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0041] "Amidino" refers to the group
-C(=NR25)NR23R24 where R25, R23, and R24 are
independently selected from the group consisting of
hydrogen, alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
aryl, substituted aryl, cycloalkyl, substituted
cycloalkyl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic and where
R23 and R24 are optionally joined together with the
nitrogen bound thereto to form a heterocyclic or
substituted heterocyclic group, and wherein alkyl, 



substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. [0042] "Aryl" or
"Ar" refers to an aromatic group of from 6 to 14
carbon atoms and no ring heteroatoms and having a
single ring (e.g., phenyl) or multiple condensed
(fused) rings (e.g., naphthyl or anthryl). For
multiple ring systems, including fused, bridged, and
spiro ring systems having aromatic and non-aromatic
rings that have no ring heteroatoms, the term "Aryl"
or "Ar" applies when the point of attachment is at an
aromatic carbon atom (e.g., 5,6,7,8
tetrahydronaphthalene-2-yl is an aryl group as its
point of attachment is at the 2-position of the
aromatic phenyl ring). [0043] "Substituted aryl"
refers to aryl groups which are substituted with 1 to
8 and, in some embodiments, 1 to 5, 1 to 3, or 1 to 2
substituents selected from the group consisting of
alkyl, substituted alkyl, alkenyl, substituted
alkenyl, alkynyl, substituted alkynyl, alkoxy,
substituted alkoxy, acyl, acylamino, acyloxy, amino,
substituted amino, aminocarbonyl, aminothiocarbonyl,
aminocarbonylamino, aminothiocarbonylamino,
aminocarbonyloxy, aminosulfonyl, aminosulfonyloxy,
aminosulfonylamino, amidino, aryl, substituted aryl,
aryloxy, substituted aryloxy, arylthio, substituted
arylthio, azido, carboxyl, carboxyl ester, (carboxyl
ester)amino, (carboxyl ester)oxy, cyano, cycloalkyl,
substituted cycloalkyl, cycloalkyloxy, substituted
cycloalkyloxy, cycloalkylthio, substituted
cycloalkylthio, guanidino, substituted guanidino,
halo, hydroxy, hydroxyamino,alkoxyamino, hydrazino,
substituted hydrazino, heteroaryl, substituted
heteroaryl, heteroaryloxy, substituted heteroaryloxy,
heteroarylthio, substituted heteroarylthio,
heterocyclic, substituted heterocyclic,
heterocyclyloxy, substituted heterocyclyloxy,
heterocyclylthio, substituted heterocyclylthio, nitro,
SO3H, substituted sulfonyl, sulfonyloxy, thioacyl,
thiocyanate, thiol, alkylthio, and substituted
alkylthio, wherein said substituents are defined
herein. [0044] "Aryloxy" refers to the group -O-aryl,
where aryl is as defined herein, that includes, by way
of example, phenoxy and naphthyloxy. [0045]
"Substituted aryloxy" refers to the group
-O-(substituted aryl) where substituted aryl is as
defined herein. [0046] "Arylthio" refers to the group
-S-aryl, where aryl is as defined herein. [0047]
"Substituted arylthio" refers to the group
-S-(substituted aryl), where substituted aryl is as
defined herein. [0048] "Azido" refers to the group
-N3. [0049] "Hydrazino" refers to the group -NHNH2.
[0050] "Substituted hydrazino" refers to the group
-NR26NR27R28 where R26, R27, and R28 are independently
selected from the group consisting of hydrogen, alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, aryl, substituted aryl,
carboxyl ester, cycloalkyl, substituted cycloalkyl,
heteroaryl, substituted heteroaryl, heterocyclic,
substituted heterocyclic, -SO2-alkyl, -SO2-substituted
alkyl, -SO2-alkenyl, -SO2-substituted alkenyl,
-SO2-cycloalkyl, -SO2-substituted cylcoalkyl,
-SO2-aryl, -SO2-substituted aryl, -SO2-heteroaryl,
-SO2-substituted heteroaryl, -SO2-heterocyclic, and
-SO2-substituted heterocyclic and wherein R27 and R28
are optionally joined, together with the nitrogen
bound thereto to form a heterocyclic or substituted
heterocyclic group, provided that R27 and R28 are both
not hydrogen, and wherein alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl, substituted
alkynyl, cycloalkyl, substituted cycloalkyl, aryl,
substituted aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. 



[0051] "Cyano" or "carbonitrile" refers to the group
-CN. [0052] "Carbonyl" refers to the divalent group
-C(O)- which is equivalent to -C(O)-.[0053] "Carboxyl"
or "carboxy" refers to -COOH or salts thereof. [0054]
"Carboxyl ester" or "carboxy ester" refers to the
groups -C(O)O-alkyl, -C(O)O-substituted alkyl,
-C(O)O-alkenyl, -C(O)O-substituted alkenyl,
-C(O)O-alkynyl, -C(O)O-substituted alkynyl,
-C(O)O-aryl, -C(O)O-substituted aryl,
-C(O)O-cycloalkyl, -C(O)O-substituted cycloalkyl,
-C(O)O-heteroaryl, -C(O)O-substituted heteroaryl,
-C(O)O-heterocyclic, and -C(O)O-substituted
heterocyclic wherein alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl, substituted
alkynyl, cycloalkyl, substituted cycloalkyl, aryl,
substituted aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0055] "(Carboxyl ester)amino" refers
to the group -NR20-C(O)O-alkyl,
-NR20-C(O)O-substituted alkyl, -NR20-C(O)O-alkenyl,
-NR20-C(O)O-substituted alkenyl, -NR20-C(O)O-alkynyl,
-NR20-C(O)O-substituted alkynyl, -NR20-C(O)O-aryl,
-NR20-C(O)O-substituted aryl, -NR20-C(O)O-cycloalkyl,
-NR20-C(O)O-substituted cycloalkyl,
-NR20-C(O)O-heteroaryl, -NR20-C(O)O-substituted
heteroaryl, -NR20-C(O)O-heterocyclic, and
-NR20-C(O)O-substituted heterocyclic wherein R20 is
alkyl or hydrogen, and wherein alkyl, substituted
alkyl, alkenyl, substituted alkenyl, alkynyl,
substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic, and substituted
heterocyclic are as defined herein. [0056] "(Carboxyl
este xy" refers to the group -O-C(O)O-alkyl,
-O-C(O)O-substituted alkyl, -O-C(O)O-alkenyl,
-O-C(O)O-substituted alkenyl, -O-C(O)O-alkynyl,
-O-C(O)O-substituted alkynyl, -O-C(O)O-aryl,
-O-C(O)O-substituted aryl, -O-C(O)O-cycloalkyl,
-O-C(O)O-substituted cycloalkyl, -O-C(O)O-heteroaryl,
-O-C(O)O-substituted heteroaryl,
-O-C(O)O-heterocyclic, and -O-C(O)O-substituted
heterocyclic wherein alkyl, substituted alkyl,
alkenyl, substituted alkenyl, alkynyl, substituted
alkynyl, cycloalkyl, substituted cycloalkyl, aryl,
substituted aryl, heteroaryl, substituted heteroaryl,
heterocyclic, and substituted heterocyclic are as
defined herein. [0057] "Cycloalkyl" refers to a
saturated or partially saturated cyclic group of from
3 to 14 carbon atoms and no ring heteroatoms and
having a single ring or multiple rings including
fused, bridged, and spiro ring systems. For multiple
ring systems having aromatic and non-aromatic rings
that have no ring heteroatoms, the term "cycloalkyl"
applies when the point of attachment is at a
non-aromatic carbon atom (e.g.
5,6,7,8,-tetrahydronaphthalene-5-yl). The term
"cycloalkyl" includes cycloalkenyl groups. Examples of
cycloalkyl groups include, for instance, adamantyl,
cyclopropyl, cyclobutyl, cyclopentyl, cyclooctyl, and
cyclohexenyl. "Cu-Vcycloalkyl" refers to cycloalkyl
groups having u to v carbon atoms. [0058]
"Cycloalkenyl" refers to a partially saturated
cycloalkyl ring having at least one site of >C=C< ring
unsaturation. [0059] "Cycloalkylene" refer to divalent
cycloalkyl groups as defined herein. Examples of
cycloalkyl groups include those having three to six
carbon ring atoms such as cyclopropylene,
cyclobutylene, cyclopentylene, and cyclohexylene.
[0060] "Substituted cycloalkyl" refers to a cycloalkyl
group, as defined herein, having from 1 to 8, or 1 to
5, or in some embodiments 1 to 3 substituents selected
from the group consisting of oxo, thione, alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, alkoxy, substituted
alkoxy, acyl, acylamino, acyloxy, amino, substituted
amino, aminocarbonyl, aminothiocarbonyl,
aminocarbonylamino, aminothiocarbonylamino,
aminocarbonyloxy, aminosulfonyl, aminosulfonyloxy, 



aminosulfonylamino, amidino, aryl, substituted aryl,
aryloxy, substituted aryloxy, arylthio, substituted
arylthio, azido, carboxyl, carboxyl ester, (carboxyl
ester)amino, (carboxyl ester)oxy, cyano, cycloalkyl,
substituted cycloalkyl, cycloalkyloxy, substituted
cycloalkyloxy, cycloalkylthio, substituted
cycloalkylthio, guanidino, substituted guanidino,
halo, hydroxy, hydroxyamino, alkoxyamino, hydrazino,
substituted hydrazino, heteroaryl, substituted
heteroaryl, heteroaryloxy, substituted heteroaryloxy,
heteroarylthio, substituted heteroarylthio,
heterocyclic, substituted heterocyclic,
heterocyclyloxy, substituted heterocyclyloxy,
heterocyclylthio, substituted heterocyclylthio, nitro,
SO3H, substituted sulfonyl, sulfonyloxy, thioacyl,
thiocyanate, thiol, alkylthio, and substituted
alkylthio, wherein said substituents are as defined
herein. The term "substituted cycloalkyl" includes
substituted cycloalkenyl groups. [0061]
"Cycloalkyloxy" refers to -O-cycloalkyl wherein
cycloalkyl is as defined herein. [0062] "Substituted
cycloalkyloxy refers to -O-(substituted cycloalkyl)
wherein substituted cycloalkyl is as defined
herein.[0063] "Cycloalkylthio" refers to -S-cycloalkyl
wherein cycloalkyl is as defined herein. [0064]
"Substituted cycloalkylthio" refers to -S-(substituted
cycloalkyl). [0065] "Guanidino" refers to the group
-NHC(=NH)NH 2. [0066] "Substituted guanidino" refers
to -NR29C(=NR29)N(R29)2 where each R29 is
independently selected from the group consisting of
hydrogen, alkyl, substituted alkyl, aryl, substituted
aryl, heteroaryl, substituted heteroaryl,
heterocyclyl, and substituted heterocyclyl and two R29
groups attached to a common guanidino nitrogen atom
are optionally joined together with the nitrogen bound
thereto to form a heterocyclic or substituted
heterocyclic group, provided that at least one R29 is
not hydrogen, and wherein said substituents are as
defined herein. [0067] "Halo" or "halogen" refers to
fluoro, chloro, bromo, and iodo. [0068] "Haloalkyl"
refers to substitution of alkyl groups with 1 to 5 or
in some embodiments 1 to 3 halo groups. [0069]
"Haloalkoxy" refers to substitution of alkoxy groups
with 1 to 5 or in some embodiments 1 to 3 halo groups.
[0070] "Hydroxy" or "hydroxyl" refers to the group
-OH. [0071] "Heteroaryl" refers to an aromatic group
of from 1 to 14 carbon atoms and 1 to 6 heteroatoms
selected from the group consisting of oxygen,
nitrogen, and sulfur and includes single ring (e.g.
imidazolyl) and multiple ring systems (e.g.
benzimidazol-2-yl and benzimidazol-6-yl). For multiple
ring systems, including fused, bridged, and spiro ring
systems having aromatic and non-aromatic rings, the
term "heteroaryl" applies if there is at least one
ring heteroatom and the point of attachment is at an
atom of an aromatic ring (e.g.
l,2,3,4-tetrahydroquinolin-6-yl and
5,6,7,8-tetrahydroquinolin-3-yl). In some embodiments,
the nitrogen and/or the sulfur ring atom(s) of the
heteroaryl group are optionally oxidized to provide
for the N-oxide (N O), sulfinyl, or sulfonyl moieties.
More specifically the term heteroaryl includes, but is
not limited to, pyridyl, furanyl, thienyl, thiazolyl,
isothiazolyl, triazolyl, imidazolyl, isoxazolyl,
pyrrolyl, pyrazolyl, pyridazinyl, pyrimidinyl,
benzofuranyl, tetrahydrobenzofuranyl, isobenzofuranyl,
benzothiazolyl, benzoisothiazolyl, benzotriazolyl,
indolyl, isoindolyl, benzoxazolyl,
quinolyl,tetrahydroquinolinyl, isoquinolyl,
quinazolinonyl, benzimidazolyl, benzisoxazolyl, or
benzothienyl. [0072] "Substituted heteroaryl" refers
to heteroaryl groups that are substituted with from 1
to 8 or in some embodiments 1 to 5, or 1 to 3, or 1 to
2 substituents selected from the 



group consisting of the substituents defined for
substituted aryl. [0073] "Heteroaryloxy" refers to
-O-heteroaryl wherein heteroaryl is as defined herein.
[0074] "Substituted heteroaryloxy" refers to the group
-O-(substituted heteroaryl) wherein substituted
heteroaryl is as defined herein. [0075]
"Heteroarylthio" refers to the group -S-heteroaryl
wherein heteroaryl is as defined herein. [0076]
"Substituted heteroarylthio" refers to the group
-S-(substituted heteroaryl) wherein substituted
heteroaryl is as defined herein. [0077] "Heterocyclic"
or "heterocycle" or "heterocycloalkyl" or
"heterocyclyl" refers to a saturated or partially
saturated cyclic group having from 1 to 14 carbon
atoms and from 1 to 6 heteroatoms selected from the
group consisting of nitrogen, sulfur, or oxygen and
includes single ring and multiple ring systems
including fused, bridged, and spiro ring systems. For
multiple ring systems having aromatic and/or
non-aromatic rings, the terms "heterocyclic",
"heterocycle", "heterocycloalkyl", or "heterocyclyl"
apply when there is at least one ring heteroatom and
the point of attachment is at an atom of a nonaromatic
ring (e.g. l,2,3,4-tetrahydroquinoline-3-yl,
5,6,7,8-tetrahydroquinoline-6-yl, and
decahydroquinolin-6-yl). In some embodiments, the
nitrogen and/or sulfur atom(s) of the heterocyclic
group are optionally oxidized to provide for the
N-oxide, sulfinyl, sulfonyl moieties. More
specifically the heterocyclyl includes, but is not
limited to, tetrahydropyranyl, piperidinyl,
N-methylpiperidin-3-yl, piperazinyl,
N-methylpyrrolidin-3- yl, 3-pyrrolidinyl,
2-pyrrolidon-l-yl, morpholinyl, and pyrrolidinyl. A
prefix indicating the number of carbon atoms (e.g., C
-Ci0) refers to the total number of carbon atoms in
the portion of the heterocyclyl group exclusive of the
number of heteroatoms. [0078] "Substituted
heterocyclic" or "substituted heterocycle" or
"substituted heterocycloalkyl" or "substituted
heterocyclyl" refers to heterocyclic groups, as
definedherein, that are substituted with from 1 to 5
or in some embodiments 1 to 3 of the substituents as
defined for substituted cycloalkyl. [0079]
"Heterocyclyloxy" refers to the group -O-heterocycyl
wherein heterocyclyl is as defined herein. [0080]
"Substituted heterocyclyloxy" refers to the group
-O-(substituted heterocycyl) wherein substituted
heterocyclyl is as defined herein. [0081]
"Heterocyclylthio" refers to the group -S-heterocycyl
wherein heterocyclyl is as defined herein. [0082]
"Substituted heterocyclylthio" refers to the group
-S-(substituted heterocycyl) wherein substituted
heterocyclyl is as defined herein. [0083] Examples of
heterocycle and heteroaryl groups include, but are not
limited to, azetidine, pyrrole, imidazole, pyrazole,
pyridine, pyrazine, pyrimidine, pyridazine,
indolizine, isoindole, indole, dihydroindole,
indazole, purine, quinolizine, isoquinoline,
quinoline, phthalazine, naphthylpyridine, quinoxaline,
quinazoline, cinnoline, pteridine, carbazole,
carboline, phenanthridine, acridine, phenanthroline,
isothiazole, phenazine, isoxazole, phenoxazine,
phenothiazine, imidazolidine, imidazoline, piperidine,
piperazine, indoline, phthalimide,
1,2,3,4-tetrahydroisoquinoline,
4,5,6,7-tetrahydrobenzo[b]thiophene, thiazole,
thiazolidine, thiophene, benzo[b]thiophene,
morpholinyl, thiomorpholinyl (also referred to as
thiamorpholinyl), 1,1-dioxothiomorpholinyl,
piperidinyl, pyrrolidine, and tetrahydrofuranyl.
[0084] "Nitro" refers to the group -NO2. [0085] "Oxo"
refers to the atom (=0). 



[0086] "Oxide" refers to products resulting from the
oxidation of one or more heteroatoms. Examples include
N-oxides, sulfoxides, and sulfones. [0087]
"Spirocycloalkyl" refers to a 3 to 10 member cyclic
substituent formed by replacement of two hydrogen
atoms at a common carbon atom with an alkylene group
having 2 to 9 carbon atoms, as exemplified by the
following structure wherein the methylene group shown
here attached to bonds marked with wavy lines is
substituted with a spirocycloalkyl group:[0088]
"Sulfonyl" refers to the divalent group -S(O)2-.
[0089] "Substituted sulfonyl" refers to the group
-SO2-alkyl, -SO2-substituted alkyl, -SO2-alkenyl,
-SO2-substituted alkenyl, -SO2-alkynyl,
-SO2-substituted alkynyl, -SO2-cycloalkyl,
-SO2-substituted cylcoalkyl, -SO2-aryl,
-SO2-substituted aryl, -SO2-heteroaryl,
-SO2-substituted heteroaryl, -SO2-heterocyclic,
-SO2-substituted heterocyclic, wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic and substituted
heterocyclic are as defined herein. Substituted
sulfonyl includes groups such as methyl-SO2-,
phenyl-SO 2-, and 4-methylphenyl-SO 2- . [0090]
"Sulfonyloxy" refers to the group -OSO2-alkyl,
-OSO2-substituted alkyl, -OSO2-alkenyl,
-OSO2-substituted alkenyl, -OSO2-cycloalkyl,
-OSO2-substituted cylcoalkyl, -OSO2-aryl,
-OSO2-substituted aryl, -OSO2-heteroaryl,
-OSO2-substituted heteroaryl, -OSO2-heterocyclic,
-OSO2-substituted heterocyclic, wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic and substituted
heterocyclic are as defined herein. [0091] "Thioacyl"
refers to the groups H-C(S)-, alkyl-C(S)-, substituted
alkyl-C(S)-, alkenyl-C(S)-, substituted alkenyl-C(S)-,
alkynyl-C(S)-, substituted alkynyl-C(S)-,
cycloalkyl-C(S)-, substituted cycloalkyl-C(S)-,
aryl-C(S)-, substituted aryl-C(S)-, heteroaryl-C(S)-,
substituted heteroaryl-C(S)-, heterocyclic-C(S)-, and
substituted heterocyclic-C(S)-, wherein alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclic and substituted
heterocyclic are as defined herein. [0092] "Thiol"
refers to the group -SH. [0093] "Alkylthio" refers to
the group -S-alkyl wherein alkyl is as defined herein.
[0094] "Substituted alkylthio" refers to the group
-S-(substituted alkyl) wherein substituted alkyl is as
defined herein. [0095] "Thiocarbonyl" refers to the
divalent group -C(S)- which is equivalent to -C(=S)-.
[0096] "Thione" refers to the atom (=S).[0097]
"Thiocyanate" refers to the group -SCN. [0098]
"Compound" and "compounds" as used herein refers to a
compound encompassed by the generic formulae disclosed
herein, any subgenus of those generic formulae, and
any forms of the compounds within the generic and
subgeneric formulae, including the racemates,
stereoisomers, and tautomers of the compound or
compounds. [0099] "Racemates" refers to a mixture of
enantiomers. [00100] "Solvate" or "solvates" of a
compound refer to those compounds, where compounds is
as defined above, that are bound to a stoichiometric
or non-stoichiometric amount of a solvent. Solvates of
a compound includes solvates of all forms of the
compound. In some embodiments, solvents are volatile,
non-toxic, and/or acceptable for administration to
humans in trace amounts. Suitable solvents include
water. 



[00101] "Stereoisomer" or "stereoisomers" refer to
compounds that differ in the chirality of one or more
stereocenters. Stereoisomers include enantiomers and
diastereomers. [00102] "Tautomer" refer to alternate
forms of a compound that differ in the position of a
proton, such as enol-keto and imine-enamine tautomers,
or the tautomeric forms of heteroaryl groups
containing a ring atom attached to both a ring -NH-
moiety and a ring =Nmoiety such as pyrazoles,
imidazoles, benzimidazoles, triazoles, and tetrazoles.
[00103] "Pharmaceutically acceptable salt" refers to
pharmaceutically acceptable salts derived from a
variety of organic and inorganic counter ions well
known in the art and include, by way of example only,
sodium, potassium, calcium, magnesium, ammonium, and
tetraalkylammonium, and when the molecule contains a
basic functionality, salts of organic or inorganic
acids, such as hydrochloride, hydrobromide, tartrate,
mesylate, acetate, maleate, and oxalate. Suitable
salts include those described in P. Heinrich Stahl,
Camille G. Wermuth (Eds.), Handbook of Pharmaceutical
Salts Properties, Selection, and Use; 2002. [00104]
"Patient" refers to mammals and includes humans and
non-human mammals. [00105] "Treating" or "treatment"
of a disease in a patient refers to 1) preventing the
disease from occurring in a patient that is
predisposed or does not yet display symptoms of the
disease; 2) inhibiting the disease or arresting its
development; or 3) ameliorating or causing regression
of the disease.[00106] Unless indicated otherwise, the
nomenclature of substituents that are not explicitly
defined herein are arrived at by naming the terminal
portion of the functionality followed by the adjacent
functionality toward the point of attachment. For
example, the substituent "arylalkyloxycabonyl" refers
to the group (aryl)-(alkyl)-O-C(O)-. [00107] It is
understood that in all substituted groups defined
above, polymers arrived at by defining substituents
with further substituents to themselves (e.g.,
substituted aryl having a substituted aryl group as a
substituent which is itself substituted with a
substituted aryl group, which is further substituted
by a substituted aryl group etc.) are not intended for
inclusion herein. In such cases, the maximum number of
such substitutions is three. For example, serial
substitutions of substituted aryl groups with two
other substituted aryl groups are limited to
-substituted aryl-(substituted aryl)-substituted aryl.
[00108] Similarly, it is understood that the above
definitions are not intended to include impermissible
substitution patterns (e.g., methyl substituted with 5
fluoro groups). Such impermissible substitution
patterns are well known to the skilled artisan.
[00109] Accordingly, provided is a compound that is
Formula (I): or a pharmaceutically acceptable salt or
solvate thereof, wherein: a) when X is CR2 or N, one
of Y or Z is O and the other of Y or Z is N; or one of
Y or Z is N and the other of Y or Z is NRa; b) when X
is O, NRa, or S(O)P wherein p is 0 or 1, one of Y or Z
is N and the other of Y or Z is N or CR2; c) when X is
N, one of Y or Z is O and the other of Y or Z is N; L1
is L3; L2 is a bond or L3; L3 is independently C3-6
cycloalkylene or is Ci-5 alkylene where one or two
-CH2- groups of said Ci-5 alkylene are optionally
replaced with -NRb-, -S-, -(C=O)-, or -O- and
optionally two -CH2- groups together form a double
bond or triple bond provided that L3 does not contain
an -O-O-, -S-O-, or -S-S- group, and whereinsaid Ci to
C5 alkylene is optionally substituted with one to
three groups independently selected from halo, alkyl,
and spirocycloalkyl; Ra and Rb are independently H,
alkyl, or substituted alkyl; 



one of V or T is N and the other of V or T is CR3; Q
is N or CR3; R1 and R4 are independently selected from
aryl, substituted aryl, heteroaryl, substituted
heteroaryl, heterocyclyl, substituted heterocyclyl,
cycloalkyl, and substituted cycloalkyl; R2 is
independently selected from hydrogen, halo, alkyl,
substituted alkyl, alkenyl, substituted alkenyl,
alkynyl, substituted alkynyl, amino, substituted
amino, acylamino, hydroxy, alkoxy, substituted alkoxy,
carboxy, carboxy ester, cycloalkyl, substituted
cycloalkyl, and cyano; and R3 is independently
selected from hydrogen, halo, amino, substituted
amino, acylamino, alkyl, substituted alkyl, alkenyl,
substituted alkenyl, alkynyl, substituted alkynyl,
carboxy, carboxy ester, cycloalkyl, substituted
cycloalkyl, aryl, substituted aryl, heteroaryl,
substituted heteroaryl, heterocyclyl, substituted
heterocyclyl, azido, hydroxy, alkoxy, substituted
alkoxy, acyloxy, cyano, thiol, alkylthio, substituted
alkylthio, and substituted sulfonyl. [00110] In some
embodiments, provided is a compound that is a
pharmaceutically acceptable salt of Formula (I).
[00111] In some embodiments, provided is a compound
that is a solvate of Formula (I). In some embodiments,
the solvate is a solvate of a pharmaceutically
acceptable salt of Formula (I). [00112] In some
embodiments, Q is CR3. In some embodiments, R3 is
selected from hydrogen and lower alkyl. In some
embodiments, R3 is hydrogen. [00113] In some
embodiments, Q is N. [00114] In some embodiments, V is
N and T is CR3. In some embodiments when V is N and T
is CR3, R3 is selected from hydrogen and lower alkyl.
In some embodiments when V is N and T is CR3, R3 is
hydrogen.[00115] In some embodiments, V is CR3 and T
is N. In some embodiments when V is CR3 and T is N, R3
is selected from hydrogen and lower alkyl. In some
embodiments when V is CR3 and T is N, R3 is hydrogen.
[00116] In some embodiments, provided is a compound of
Formula (I) that is Formula (II) or a pharmaceutically
acceptable salt or solvate thereof, wherein R3a and
R3b are independently R3 and wherein R1, R3, R4,X, Y,
Z, L1, and L2 and are as defined for Formula (I)-
[00117] Various features relating to the embodiments
above are given below. These features when referring
to different substituents or variables can be combined
with each other or with any other embodiments
described in this application. In some embodiments,
provided are compounds of Formula (I) or (II) having
one or more of the following features below. [00118]
In some embodiments, X is CR2, Y is O and Z is N. In
some embodiments, X is CR2, Y is N and Z is O. In some
embodiments, Y is N and Z is O. In some embodiments, X
is N. [00119] hi some embodiment, X is CR2. In some
embodiments, X is CH. [00120] In some embodiments when
X is CR2 or N, the ring formed by X, Y, and Z is
selected from the following wherein the dashed line
indicates the point of attachment to R1 and the bolded
line indicates attachment to the remainder of the
compound:[00121] In some embodiments when X is O, NRa,
or S(O)P wherein p is 0 or 1, the ring formed by X, Y,
and Z is selected from the following: [00122] In some
embodiments, the ring formed by X, Y, and Z is 



[00123] In some embodiments, L1 is Ci-3 alkylene where
one or two -CH2- groups of said Ci-3 alkylene are
optionally replaced with -NRb-, -S-, -(C=O)-, or -O- ,
and wherein said Ci to C3 alkylene is optionally
substituted with one to three groups independently
selected from halo and lower alkyl. In some
embodiments, L1 is Ci-3 alkylene optionally
substituted with one to three halo groups. In some
embodiments, L1 is Ci-3 alkylene. In some embodiments,
L1 is CH . [00124] In some embodiments, L2 is a bond.
[00125] hi some embodiments, R1 is substituted phenyl
or substituted heteroaryl. In some embodiments, R1 is
phenyl or heteroaryl, each of which is substituted
with at least one group selected from alkyl,
haloalkyl, and optionally substituted alkoxy. In some
embodiments, R1 is phenyl or heteroaryl, each of which
is substituted with at least onegroup selected from
lower alkyl, CF , and optionally substituted methoxy.
In some embodiments, R1 is phenyl substituted with at
least one group selected from lower alkyl, CF3, and
optionally substituted methoxy. In some embodiments,
R1 is phenyl substituted with at least one group
selected from lower alkyl, CF3, and R5-CH2O- wherein
R5 is optionally substituted heteroaryl. In some
embodiments, R1 is phenyl substituted with at least
one group selected from lower alkyl, CF , and R5-CH2O-
wherein R5 is optionally substituted pyridinyl. In
some embodiments, R1 is phenyl substituted with at
least one group selected from lower alkyl, CF3, and
R5-CH2O- wherein R5 is pyridinyl. [00126] In some
embodiments, R1 is substituted phenyl or substituted
heteroaryl. In some embodiments, R1 is substituted
with at least one haloalkyl group, such as a CF3
group. [00127] In some embodiments, R4 is substituted
phenyl or substituted heteroaryl. In some embodiments,
R4 is substituted with at least one halo group, such
as with at least one fluoro group. In some
embodiments, R4 is phenyl substituted with at least
one fluoro group. In some embodiments, R4 is
2,3-difluorophenyl. [00128] In some embodiments, R3 or
R3b is hydrogen. [00129] In some embodiments, R3a is
hydrogen. [00130] Also provided is compound selected
from Table 1 or a pharmaceutically acceptable salt or
solvate thereof. Table
15-[3-(2,4-Bis-trifluoromethyl-phenyl)- 103
isoxazol-5-ylmethyl]-2-(2,3-difluorophenyl)-
5H-imidazo[4,5-d]pyridazine
5-[3-(4-Chloro-phenyl)-isoxazol-5- 104
ylmethyl]-2-(2,3-difluoro-phenyl)-5Himidazo[
4,5-d]pyridazine 2-(2,3-Difluoro-phenyl)-5-[3-(4- 105
propoxy-phenyl)-isoxazol-5-ylmethyl]-
5H-imidazo[4,5-d]pyridazine
5-[3-(4-Butoxy-phenyl)-isoxazol-5- 106
ylmethyl]-2-(2-fluoro-phenyl)-5Himidazo[
4,5-d]pyridazine
2-(2-Fluoro-phenyl)-5-[3-(4-pentyloxy- 107
phenyl)-isoxazol-5-ylmethyl]-5Himidazo[
4,5-d]pyridazine 2-(2-Fluoro-phenyl)-5-[3-(4- 108
trifluoromethoxy-phenyl)-isoxazol-5-
ylmethyl]-5H-imidazo[4,5-d]pyridazine
2-(2-Fluoro-phenyl)-5-[3-(4-methoxy- 



109 phenyl)-isoxazol-5-ylmethyl]-5Himidazo[
4,5-d]pyridazine 5-[3-(4-Ethoxy-phenyl)-isoxazol-5-
110 ylmethyl]-2-(2-fluoro-phenyl)-5Himidazo[
4,5-d]pyridazineMETHOD AND SYSTEM OF ROUTING IN A
UTILITY SMART-GRID NETWORK FIELD OF THE INVENTION: The
field of the invention relates to the use of
communications systems to monitor, control and report
on commodity delivery systems. SUMMARY OF THE
INVENTION: An integrated network platform is disclosed
for monitoring and controlling different components
and devices of the utility smart-grid. The platform
consists of one or more wireless networks and at least
one wide area network, interconnecting several
families of networked smart-grid monitoring and
control devices with the network management servers
("servers") via a number of gateways. Each gateway is
equipped with a controller, packet formatter, at least
one rf transceiver, a network router, and memory. Each
network node interfaces with the utility grid
component (for example transformer, sub-station,
feeders, consumer location meters), and communicates
with the servers via one of the gateways in a wireless
network. Each of the network nodes has at least one
unique network address, preferably an IPv4 or IPv6
address and a Layer-2 MAC address. The nodes are
configured to perform any one of the following
functions: (a) to receive sensor or utility meter
reading data signals from one of the plurality of
smart-grid devices and to transmit a data message
using a packet communication protocol; (b) to receive
and execute command signals from the smart-grid
management server, and send back status reports; (c)
to receive and execute device reconfiguration,
software updates, security updates, etc., and send
back status signals; (d) to participate in the outage
detection function of the smart-grid by responding to
polling, event reporting, etc. The network device and
the gateway may both develop and use optimized routing
information for the device to send/receive its data
messages to/from the egress point (gateway). The
optimized routing information developed by the network
device may be referred to as "local" routing
information. The information developed and optimized
by the gateway and made available to each network
nodeis referred to as the "centralized" routing
information. The route optimization process by each
network node includes analyzing and utilizing actual
link and path costs based on a novel technique
disclosed. The node selects the route based on one of
least possible hops, most robust hops, lowest traffic
hops, fastest hops, or one based on the results of the
link/path cost algorithm. The gateway also collects
available routing information for each of the network
nodes registered with it in the wireless network for
egress. The gateway also collects and analyzes link
and path costs relevant to each of the nodes, and
optimizes the routing table based on an analysis of
the advanced link/path cost calculations. The gateway
will select the route based on one of least possible
hops, most robust hops, lowest traffic hops, fastest
hops, or one based on the results of the link/path
cost algorithm. The gateway also updates the routing
information in the routing tables based on an analysis
of packets received from different nodes via one or
more intermediate nodes. The gateway propagates the
latest routing information to each of the nodes in the
wireless network in a unicast mode or in response to a



request from a node for the latest routing
information. During the "local" routing information
optimization, a node operating on a battery, may
select a route of one or more hops to the egress point
based on battery charge impact, and utilize a route
based on the lowest battery charge impact. A node may
also utilize constant powered nodes as intermediate
hops instead of battery powered intermediate nodes as
a "network policy", except in emergencies. Route
selection may also be based on information regarding
battery-operated nodes as to the condition of the
batteries (newest/freshest, fully-charged vs low on
charge, etc.). In one particular embodiment, the route
selection by the source node and the gateway may be
based on the latest link condition information of
neighbor nodes received by the source node and the
gateway. The gateway maintains information in the
routing table as to the identification of
battery-powered nodes, and each node at its discretion
may utilize this information in route selection. One
other key link and network parameter that each node
and the gateway may measure and utilize in route
optimization involves ambient noise level. This
parameter in a network impacts overall network
efficiency, and mostly is linked totransmitted power
levels of all the nodes in the network. Lower transmit
power levels collectively result in lower ambient
noise, and contribute to achieving good link quality
at smaller transmit power levels, and also achieving
improved network throughput, also referred to as
"network efficiency". In the preferred embodiment
described here, a network node may be registered with
and be part of one or more wireless networks and the
associated gateways. The node therefore has one or
more egress points for its data messages, and will
have separate optimized routing information for each
of the wireless networks it belongs to. Each node will
have a unique layer-2 and MAC network address for each
of the networks it belongs to. This is called
multi-egress/multiingress network configuration. BRIEF
DESCRIPTION OF DIAGRAMS FIG 1 is a graphical
representation of the smart-grid network that
describes the network configuration that overlaps the
smart-grid physical infrastructure, according to one
possible embodiment. FIG 2 is a routing map of the
nodes in the utility wireless network, according to
one possible embodiment. FIG 3 is a functional diagram
of the utility network node, according to one possible
embodiment. FIG 4 is a functional diagram of the
wireless network gateway, according to one possible
embodiment. FIG 5 is an example of network
advertisement (NADV) message format, according to one
possible embodiment. FIG 6 is an example of the
routing table at the source node, according to one
possible embodiment. FIG 7 is an example of the format
of source node registration message with the gateway,
according to one possible embodiment. FIG 8 is an
example of route discovery by the nodes in a
smart-grid network, according to one possible
embodiment. FIG 9 is a description of route selection
process at a network node, according to one possible
embodiment.FIG 10 is an example of routing discovery
and optimization process in a 



smart-grid wireless network, according to one possible
embodiment. FIG 11 is an example routing table
developed during route discovery and optimization
process, according to one possible embodiment. FIG 12
is an example of the discovery of preferred gateways
for egress by nodes in the example smart-grid wireless
network, according to one possible embodiment. FIG 13,
14, and 15 are three examples of route optimization
process by three nodes in the example smart-grid
wireless network, according to one possible
embodiment. FIG 16 describes an example of return
(downstream) route selection by gateways to source
nodes in the example smart-grid wireless network,
according to one possible embodiment. FIG 17 is a flow
diagram of the step-by-step route set-up process,
according to one possible embodiment. FIG 18 is a
description of gateway process control for node
registration, according to one possible embodiment.
FIG 19 is a description of gateway process control
during routing process, according to one possible
embodiment. FIG 20 is an example of node controller
process control for packet processing for routing,
according to one possible embodiment. FIG 21 is an
example of node RF interface process control for
packet processing, according to one possible
embodiment. FIG 22 is an example of a gateway routing
table update process, according to one possible
embodiment. DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS SMART-GRID NETWORK The electric utility
grid typically consists of: - power generation
(distributed sources) - transmission & switching (very
high voltage)distribution network (lower voltages)
customer and in-premise power delivery and monitoring
electronics Unless otherwise noted, the term utility
will be used to refer to electric utilities. The
utility industry is transitioning from a radial system
linking generation to load to a true interactive
digital network with full connectivity and
interoperability from energy generation management to
the end customer energy use. This full-capability,
network-based utility infrastructure has been referred
to as a smart-grid. The network supporting the
two-way, dynamic information flow is often referred to
as the smart-grid network. Unless otherwise noted, the
term smart grid network will be used to refer to a
utility network, which may, but need not, include all
four components listed above. Once implemented, the
smart-grid network can also support auxiliary networks
and devices like the in-premise networks that monitor
and control in-home appliances and facilities. It
should also be noted, that smart grid networks and/or
utility networks may be used with other commodity
delivery systems operated by utilities, for example
water and gas. A given utility network may include
more than one type of commodity, for example
electricity and gas, allowing the control and/or
monitoring of both commodities. In one preferred
embodiment the smart-grid network consists of device
nodes and gateways in one or more wireless networks in
two-way communications 



with the servers via WANs and private networks. One
embodiment described herein provides intelligent
two-way packet routing capability in the distribution
segment of the smart-grid network that can be flexibly
expanded to facilitate two-way information flow among
all components of the smart-grid. FIG 1 describes a
smart-grid network that overlaps the components of the
utility smart-grid infrastructure. The networked
devices 150, located at the distribution monitoring
and control devices of the smart-grid are part of a
wireless network 110 which may have more than one
gateway 140. The gateway 140 connects the wireless
network nodes 150 to the smart-grid server 130
reachable via a second network WAN 120. There may be
more than one WANs 120 and more than one server 130.
There may be other wireless networks 111 and 112 in
the smart-grid network providing remote monitoring and
control of other components of the smartgrid (for
example: energy generation facilities, high voltage
transformer stations,high voltage arterial
transmission lines, and high voltage switching
stations). The networked devices 152, 153, 154 in
these wireless networks are in two-way communications
with the smart-grid server 130 via one or more
gateways 140 and one or more WANs 120. As shown, the
smart-grid server is in a second network (WAN,
Internet, Intranet, other). The second network may be
an IP network (IPv4 or IPv6). Other types of second
networks may also be utilized within the capabilities
of this invention. Standard routers, bridges and other
network interfaces may be used to connect the gateway
140 with the second network and the smart-grid server
120. The wireless network 110 may include one or more
gateways 140. The gateway 140 is, in the presently
preferred embodiment, the main interface between the
devices of the first network (wireless network) and
the smart-grid server in the second network (WAN), and
provides all needed packet reformatting and address
translation services. In one presently preferred
embodiment, the gateway 140 may be implemented as a
server with a RF radio and radio controller, allowing
the gateway to communicate with other devices having a
radio in the wireless network. Unless otherwise noted,
the terms gateway and access point are to be
considered interchangeable. The wireless network may
utilize a different type of packet formatting than the
second network. If the wireless network uses a non-IP
packet structure or a different IP packet structure
than the second network (for example: IPv6 vs IPv4,
X.25 vs IPv4, etc.), the gateway performs the
necessary protocol translation before forwarding
packets between the first network and the second
network. The preferred embodiment is described in the
context of the distribution part of the smart-grid
network. To those skilled in the art, the methods and
systems disclosed herein are equally applicable to
other components or sub-components of the smart-grid
network. The distribution part of the smart-grid
network is described in FIG 2. The wireless network-1
230 consists of a Gateway-1 240 and a plurality of
network nodes 250 (described as 251, 252, 253,. ...).
The gateway 240 is connected to the smart-grid
server-1 210 via WAN-I 220. In different embodiments,
there may be more than one gateway in the wireless
network-1. Similarly, there may be more than one
wireless networks in the smart-griddistribution
network, more than one WAN connecting each wireless
network to one or more smart-grid servers. In the
example embodiment here are at least three classes of
network device nodes in the wireless network. Nodes
labeled CPD are constant-power network 



nodes which are powered by the load line of the grid
at the device location (typically electric meter
locations). Nodes labeled BPD are battery powered
nodes typically located with devices that cannot be
powered by the grid load line (examples are: nodes
located at water meters, gas meters and nodes at
electric meters which for some reason have to located
further away from the meter and cannot draw power from
the load line). Another type of nodes are labeled R
and they act as relays or repeaters that actively
repeat, retarget, re-form the packets from neighbor
nodes further upstream towards the gateway or
downstream towards the intended node. The relays may
be pole mounted and close to power sources and may be
backed up by batteries. A certain number of CPD nodes
may also have battery back-up so they can continue to
function in case of grid power outages. In some
embodiments, the device nodes have to operate on
battery because of location further away from the
electric power source where the meters may be located.
The functional components of the device nodes and the
gateway in the wireless network are described in FIG 3
and FIG 4. As shown in FIG 3, device node 300 may
include device interface 320, node digital controller
330, storage memory 340, wireless RF transceiver 350
(or radio) and antenna 360. Device interface 320 may
connect to a smart-grid device (not shown). The node
digital controller (or node controller) may manage the
two-way information flow, routing data analysis, route
optimization, route selection, message creation and
processing, and command/control/monitoring functions.
In the preferred embodiment, the RF transceiver 350
and antenna 360 operate in the frequency band 902-928
MHz band and use one of DSSS CDMA, FHSS CDMA, and OFDM
radio access technologies. Other frequency bands and
modulation schemes are entirely feasible within the
capabilities of this invention. Data speeds ranging
from < 1 kb/s to over 1.0 Mb/s in the wireless network
are easily accommodated with current wireless
technologies. Note, node device 300 may also be
referred to as a node within the wireless network, or
may be referred to as autility node. The node
subsystems may be referred to as node controller and
node radio. The wireless network 230 includes one or
more of gateways 240, and the gateway is described
below in FIG 4. Gateway 400 may include a WAN
Interface/router 450, a memory 440, a gateway digital
controller (or gateway controller) 430, and a wireless
RF transceiver 420. The WAN/Interface router 450
maintains a two-way digital packet communications link
via one or more WANs 220 with one or more smart-grid
servers 210. The wireless RF transceiver 420 and
antenna 410 maintains two-way packet communications
link with each network device node 250. The gateway
digital controller manages two-way information flow
with the WAN and the wireless networks, routing data
analysis, route optimization, route selection, message
creation and processing, command/control/monitoring of
smart-grid devices via the network nodes, maintaining
registration and address tables of all network nodes,
and related functions. The gateway may also function
as a proxy for the smart-grid server in executing the
requests and commands within the smart-grid network.
In embodiments where the gateway is implanted as a
server, as noted above, the gateway controller may be
referred to as the server controller. Additionally, in
such embodiments, the gateway transceiver may be
referred to as the server transceiver, or server
radio. PACKET ROUTING IN SMART-GRID WIRELESS NETWORK 



The preferred embodiment of packet routing in the
distribution component of the smart-grid wireless
network is discussed herein and an example embodiment
is provided. ROUTING SYSTEM In the preferred
embodiment, the routing system may include the
following components: - Route paths discovery - Path
information maintenance - Node registration with
Gateway and upstream neighbors- Routing table at the
gateway - Route optimization and update The presently
preferred embodiment of the routing subsystem utilizes
the code entity DLF (Data Link Forwarder) for Layer 2
routing and the code entity MLME (Media Access Control
Sub-Layer Management Entity) for acquiring neighbor
nodes and maintaining timing information between
neighbors. The DLF interfaces to the MLME through a
set of APIs. ROUTE PATHS DISCOVERY This process is
illustrated utilizing FIG 2. Nodes such as CPD-7 257
and R-I 255 (applies to all CPD and R nodes) may
initiate network discovery when, for example: • It has
no viable egress nodes (it is not associated with any
gateways) • Communications with upstream nodes have
been severed, either administratively, or due to path
failure or propagation loss • A periodic registration
message to one of the gateways of the wireless network
it is registered with has failed at least 3 times • A
new wireless network is advertised through incoming
messages from other nodes Nodes such as BPD-I 2561 and
2581 may initiate network discovery, for example, if
the links to their nominated master (CPD nodes 256 and
258) have been severed. In the example embodiments a
node discovers neighboring nodes using two basic
processes: broadcast discovery and neighbor queries.
When a node comes up, the MLME may find all of the
node's adjacencies (or directly connected RF links)
through a "broadcast discovery process". It may do
this randomly to determine when it should start
sending broadcast discovery fr ames hi the preferred
embodiment, this process guarantees that a broadcast
discovery frame is sent on a wireless network
operating in the frequency band 902-928 MHz. That this
process may be conducted with other radio access
methods and in other frequency bands as well.In the
example embodiments there are two modes to broadcast
discovery: aggressive and passive. When powered on,
the device may enter aggressive discovery mode where
it sends out discovery frames at randomized intervals
which may be in the order of milliseconds. It may
enter passive discovery mode when the aggressive
discovery duration has expired. In passive discovery
mode, a node may wait a much longer time between
sending broadcast discovery frames, typically of the
order of minutes. Once the discovery process has found
a neighbor (adjacency), or a set of neighbors, the
MLME may then query the discovered neighbors for their
direct neighbors (preferably, all of the direct
neighbors will be provided in response). This 



may be done to discover the network environment more
quickly (in contrast to broadcasting a large number of
frames in hopes of contacting any one particular
device). The neighbor query mechanism is preferably a
simple query/response: a node receiving a neighbor
query applies the criteria to, preferably, all nodes
in its list and, preferably, all the nodes that
"match" the criteria are placed in the neighbor
response. If no criterion is given, all the nodes in
the list may be placed in the neighbor response. The
MLME may notify the DLF when discovery is over i.e.
all (preferably) nodes have been queried for their
neighbors and an attempt has been made to reach those
neighbors. Using the list of neighbors built up by the
MLME the DLF may try and find advertised egress
routes. It may accomplish this task by listening for
"Network Advertisement" (NADV) messages from the
devices in the MLME's neighbor table. The NADV message
may advertise a set of egress routes, which may
include the path cost and hop count of the egress
routes. Path cost is the lowest cost associated with
that egress (AP), amongst all candidate paths. Hop
count is the highest number of hops that must be taken
to reach that egress. Hop count is used to prevent
routing loops, and is not used in conjunction with the
path cost. The format of the NADV message is shown in
FIG 5. The Destination address is the MAC or Layer-2
IP (IPv4 or IPv6) address of the node the network
advertisement is ultimately coming from. In most cases
it is the egress point (or the gateway) since networks
are identified by their egress (gateway) nodes.From
the advertisements received in the form of NADV
messages, each node can construct a routing table
listing the networks available, the egress node
(gateway) identifying each of the networks, and the
available paths to that egress node. Preferably, each
of the available paths is described with a hop
sequence, flags describing the type of path, and the
link and path costs. The flags indicate the kind of
route - whether it is a permanent entry in the table,
whether it can be advertised by the receiving node
etc. In the preferred embodiment, the node will decide
to register with one or more upstream nodes for which
the total cost (link and path costs) to the network
are low. Other embodiments may use other criteria
including validated reliability of the link in
providing long-term egress to the network. Registered
nodes may get preference in routing. Other information
received as part of the NADV message may include type
of device (BPD, CPD, R, CD) and date installed. Those
nodes which have accumulated ambient network noise
data may also include that information. This noise
threshold is an indictor of aggregate network traffic
within reception range. This level determines the
transmit power needed at each node to reach a neighbor
at a suitable bit-error rate (BER). If all nodes
transmit at lower average aggregate power, the noise
level will be lower and permits more nodes to be
accommodated in the frequency band, thus improving
network efficiency. This is an important factor in
densely populated networks. Other embodiments may
consider attributes in NADV such as: typical traffic
load at that node, date of its installation and
commissioned into service. Other embodiments may
include typical traffic density at the node, back-up
battery power availability, and other attributes that
are useful in establishing reliable routing map by the
source node. As can be seen in FIG 6, the routing
table is organized to reflect all paths for egress via
a set of routes and the information regarding each hop
in that route. For 



example, there may be two gateways (egress points)
that the source node is registered with. For each, in
the example shown in FIG 6, one route is shown. For
each route, there can be N hops. For each hop of each
route, the routing table maintains link cost, path
cost, type of node, address, quality/traffic
information, other pertinent information received via
NADV process. There can be more thanone route listed
in the routing table for each network egress point.
This information is constantly updated to reflect the
latest network conditions. From the routing table
information, nodes may construct a packet forwarding
or routing table with a string of destination
addresses (L2 or MAC), a type associated with each
address, other relevant factors about the nodes,
performance factors, and the path cost for egress. In
the presently preferred embodiment, the type reflects
the selection preference associated with the
destination and may be one of the several: (1)
source-routed/locally discovered; (2)
source-routed/receivedfrom gateway; (3) hop-by-hop;
(4) direct adjacency route; (4) bread-crumb route
picked up from trackingpassing network traffic. FIG 6
provides an example of the route types that may be
listed. In the presently preferred embodiment case of
a source route type, it is listed along with the next
hop (Node 1) from the source node. In the case of a
destination of the source-routed type, an array of
hops is explicitly stated (Node 1. ...N) with the
destination in the forwarding table. Multiple entries
for the same destination may be listed in the order of
preference, which may be determined both by the type
flag, device type, message type, and the path cost. In
the presently preferred embodiment, when trying to
reach a Destination Address, the node will first use
the first entry in the routing table for egress via
preferred gateway, with the routing table entries
being maintained in a linked list in order of
increasing path cost and link cost. In other
embodiments, the routing algorithm allows for the
routing information maintained at the source node to
create a source route entry for each destination, by
structuring a forward set of paths to the destination
address. Yet, in other embodiments, the node will use
the bread-crumb route it had picked up from passing
traffic at some point in time. PATH INFORMATION
MAINTENANCE In the presently preferred embodiment,
upstream and downstream neighbors who are in the
routing table as the Node 1 or 2 in the hopping
sequence of the preferred routes in the routing table,
are constantly maintained via MLME beacons or targeted
periodic keepalive messages used for synchronizing the
clocks and assuring that nodes can still exchange
packets with each other. This constant contactand
feedback may be used by the L2 routing layer for
multiple purposes, which may include: • Neighbor
updates are communicated to downstream devices in
timing update beacons. • Nodes use the MLME to detect
if their downstream or upstream has gone away. A
node's upstream link characteristics may change, for
example, when: • Upstream node goes away • A new
preferred upstream is detected • Link quality changes
(smoothed over time) In the presently preferred
embodiment, these rules are applied recursively, to
all upstream nodes in a path. When an adjustment
occurs, the node recalculates the costs to each of its
egress nodes. When a node's cost to its upstream
changes the 



cost to one of the networks it routes through in a
statistically significant manner as set by a
threshold, it distributes this information in the next
set of MLME beacons to its downstream nodes. In the
presently preferred a change in network information is
propagated with a "Neighbor List" message, with the
protocol type field set to 0x2 indicating that a
partial list of changes is being distributed. In one
embodiment, this can reflect adding new networks or
changing the cost of existing networks. When an
upstream disappears, causing a particular network
effectively become no longer routable, a "Neighbor
List" message is sent with the protocol type set to
0x3 to indicate that the network has been removed from
the upstream nodes network list. In the presently
preferred embodiment, gateways are notified about
changes in network topology by the periodic network
registration messages that are unicast to it. These
messages may be sent by every node within the
gateway's network by the gateway, as part of its
routing information propagation process, and may
contain a complete list of their upstream nodes,
and/or the link costs to each of them. In the
presently preferred embodiment, the MLME keeps two
smoothed averages that can be used by the DLF for
determining link costs for routing purposes: a
smoothed RSSI and a smoothed info success percentage.
The term"smoothed" refers to the type of averaging
done on the data. In the presently preferred
embodiment, the averaging uses the formula: smoothed
average = A * average + B * sample; B = ( 1 - A). This
type of averaging does not require a large amount of
memory for storage (as opposed to storing the last N
samples) and also has a controllable amount of
"history". The term history refers to how much the new
value affects the current smoothed average. This may
be controlled by the A and B values: large A values
mean that the average has more history than smaller A
values. Other embodiments can use other averaging
techniques that are desirable under the prevalent
network conditions. The RSSI is the received signal
strength indicator. This value may be measured for all
frames received from a node. Preferably, when any
frame is received from a node, the RSSI of that frame
is averaged into the smoothed RSSI using the averaging
formula. hi the presently preferred embodiment, the
"info" success percentage criterion is used along with
the smoothed RSSI calculation as the best measure of
link quality and therefore in making routing
decisions. The "info" success percentage is a record
of the packet success rate. The term "info" is used to
denote frames other than the ones that started the
communications. The first frame sent to a node
targeted on its hopping sequence can fail due to
interference or due to the receiver being busy. The
info success percentage, in including only those
frames that the targeted node is listening for and not
the frames at the start of the communications,
provides a link quality measure that does not vary
greatly with the load of the receiver. The info
success percentage is considered to be the best
indicator of link quality. NODE REGISTRATION WITH
UPSTREAM NEIGHBORS AND GATEWAYS Each node may
explicitly register with the upstream nodes it intends
to use for routing in a network. This registration
means that the upstream node will now attempt to keep
up-to-date timing information about the registering
node, and keep a downstream routing table entry. This
assures that traffic can not only flow towards the
egress, but also back to the node.The node registers
with its upstream node by sending it an "Upstream 



Register" message. The "Upstream Register" message
contains the device DD, device's type, and
neighborhood cost {neighborhood health metric). The
neighborhood health metric is used to cull downstream
nodes when an upstream becomes overloaded. Nodes with
a low neighborhood health metric (and therefore
presumably low path diversity) are preferentially
selected before nodes with high neighborhood health
metrics. The neighborhood cost is the neighborhood
health metric based upon a combination of the numbers
of potential and active upstream nodes. Potential
upstream nodes either positively or negatively
acknowledge "Upstream Register" message using an
"Upstream Registration Acknowledgement" message. A
node's "Neighborhood Health" is updated based on the
value of this acknowledgement. Potential upstream
nodes give less weight than acknowledged upstream
nodes. The "Upstream Registration Acknowledgement"
message may include the sequence number sent by the
requestor in the "Upstream Registration" message. The
status code of the response can be one of the
following: • 0x0, Node successfully added • 0x1, Node
failed to be added • 0x2, Node rejected due to high
load • 0x3, Node is already being maintained A node
may register itself with one or more gateways by
sending a unicast "Gateway Register" message (GREG).
The GREG message contains the list of addresses of
nodes in the gateway's network that the registering
node uses as upstream nodes, and the link cost
associated with each of these upstream nodes. It may
also contain a list of other candidate networks
(represented by the egress nodes of those networks),
and their cost. Essentially, the source node forwards
its routing table information to each gateway it is
registered with, and updates that information on a
regular basis or when changes occur. The format of the
GREG message is given in FIG 7. The Type is set to
indicate it is a GREG message. The M bit is set if
there is more data to send. SeqNumber is the sequence
number of the registration message. Message number is
used when the registration message is sent in multiple
parts. Each GREG Route describes all routing table
entry information for that route (number of hops, hop
node addresses, link and path costs, node types), and
all possible routes to the egress point are identified
by the first upstream node in the paths used by the
registering node. When the node is successfully
registered with the gateway, the gateway will place
the node in its routing table, and keeps up to date
state information of the node. The node sends periodic
registration messages and routing table updates to the
gateway (on the order of every 12 hours or when
changes occur in the routing table). The gateway will
update its routing table when it sees subsequent
gateway registration messages from the source node. If
the gateway misses three consecutive registration
messages, the node will be culled from the gateway's
routing table, and it will need to re-register itself.
In some embodiments, the gateway may send a notice
message to the source node asking it to re-register
along with its routing table entries. As will be
discussed below, in some embodiments, the gateway also
develops routing information for each registered
source node in its network, and propagates that
information to the source nodes. This information is
identified as 



the "gateway routing table" to differentiate it from
the "source routing table". The source node has the
option of selecting routes from either one of the
tables or merging the two on a regular basis, during
the route optimization process, and discarding
redundant entries. In response to a successful first
time registration, the gateway may send down network
configuration information. This may include, among
other things, the gateway's globally routable IPv6
prefix, gateway's MAC address, DNS server address,
network transmission timers and any other variables
relating to L2/L3 routing. If a gateway becomes
overloaded with too many nodes it can begin to cull
nodes that have other candidate networks, and such
discontinuation message to the affected nodes. It may
evaluate this by looking at the different networks
reported in the GREG messages, and may remove the
healthiest candidates from the network hi some
embodiments, the gateway may simply store the routing
information of adiscontinued node in a separate folder
and may reinstate that information in certain
contingencies when a node sends an exception message
and short-form registering. This will trigger a quick
registration process and the gateway will provide the
source node egress support and also unicast the stored
routing table information to that node. EXAMPLE OF
ROUTE DISCOVERY The presently preferred process of a
node coming up and discovering a route can be
summarized as follows using the FIG 8. FIG 8 shows a
few nodes in a wireless network 830 connected via
gateway 840 to a smart-grid server 810 in a WAN 820.
The nodes are: Relays R-I 851 and R-2 852;
Constant-powered device nodes CPD-I 861, CPD-2 862,
CPD-3 863, CPD-4 864; Battery-powered device node
BPD-I 871. The network may actually consist of a large
number of nodes, one or more gateways, one or more
wireless networks, one or more WANs and, one or more
smart-grid servers. Relays R-I 851, R-2 852, and
Gateway GW-I 840 are assumed to be already up. This
example describes the nodes (CPD and BPD) whose
process of coming up in the network is described
below. Tables Ia and Ib lists the link costs of all
the links that are detected and established. It must
be noted that as the nodes continue their operational
life, they will detect additional nodes and routes
which offer improved egress.Table I a Table IbWhen
CPD-I 861 comes up, MLME neighbor scan discovers R-I
851 and R-3 852 adjacency in the first step. Upon
establishment of adjacency, R-I 851 and R-3 852 send
Network Advertisement messages. Specifically, in the
second step, R-I 851 sends a Network Advertisement
message advertising one egress route to WAN-I 820 via
GW-I 840. The message contains the MAC Address of GW-I
840, the network address class or subnet mask (IPv6 or
IPv4 address), the adjacency cost to CPD-I 861 as seen
by R-I 851, the maximum number of hops it takes to
reach the egress node (2), and the lowest cost of the
path out to the network (50). This is registered in
the form [R-I 851 sends NADV(25, MAC_ADDRESS(GW-1
840), 2, 40)]. It is to be noted that R-2 852 does not
advertise the direct route it has to GW-I 840 in its
response to CPD-I 861, because the path cost is
greater than that advertised by R-I 851; but the path
cost information of egress route via R-2 is made
available to CPD-I in subsequent query. In a mature
network, CPD-I 861 may receive more than one NADV
messages from neighbor nodes with link and path costs.
The third step results in CPD-I 861 calculating the
total cost of networks by 



adding the path cost and link cost and creating an
ordered list of next upstream hops to use and creating
a routing map for each option in the order of
increasing path cost. In the fourth step, CPD-I 861
attempts to register with R-I 851 by sending an
Upstream Registration message to R-I 851 reporting no
other possible node for this egress. The fifth step
occurs when R-I 851 sends an Upstream Registration
Acknowledgement message to CPD-I 861 accepting it as a
node for routing support in both directions. CPD-I 861
is accepted because it has no other viable node for
this egress. In the sixth step, CPD-I 861 attempts to
register with GW-I 840 by sending Gateway Registration
Message. It reports R-I 851 as an upstream node it
intends to use. The seventh step follows where GW-I
840 accepts CPD-I 861 by sending Gateway Registration
Acknowledgement Message and passes CPD-I 861 the
network configuration (notably IPv6 address, DNS
address, GW-I 840 ' s network prefix). This now
enables CPD-I 861 to use GW-I 840 for network egress
via the route it has initially determined as described
above. In a mature network, CPD-I 861 may repeat this
process with other upstream nodes it has found to be
viable for routing to the same gateway or other
gateways inthe wireless network it belongs to. The
process is similarly repeated if the node CPD-I 861
belongs to more than one wireless networks. Next, in
the eighth step, CPD-I 861 sends a Dynamic DNS (RFC
2136) UPDATE message to the WAN-I DNS server with its
IPv6 address through GW-I 840. The node repeats this
DNS registration for each network it belongs to via
the gateway that is providing network egress support.
FIG 8 can be used to illustrate two more examples
regarding CPD-4 864 and BPD-I 871. CPD-4 864
establishes a three hop route to GW-I 840 via CPD-3
863 and R-2 852 for egress at a total cost of 75 (see
Tables 1 a & b), and registers with GW-I 840 and with
the DNS server. BPD-I 871 similarly discovers and
registers with GW-I 840 a 4-hop route via CPD-2 862,
CPD-I 861, and R-I 851, at a total cost of 70. BPD-I
871, being a battery-powered node, will take into
account the lowest path cost it can achieve. In one
embodiment, BPD-I 871 depends on the line-powered node
(in this case CPD-2 862 to conduct route discovery
process and registration. The method for updating
routes when a change occurs in the network is
illustrated using an example of an alternate route
discovery by CPD-4 864 in wireless network 830. The
changed route is depicted in FIG 8 with the only
difference being the dotted line indicating that the
node CPD-4 864 has found a lower cost, 2-hop route to
GW-I 840, with the total path cost for egress is now
60, instead of the previous 3-hop route cost of 75.
This discovery takes place in routine neighbor
maintenance process by the source node, and by
listening to any messages or route advertisements from
neighbors. First, R-2 852 updates CPD-4 864 via MLME
and notifies that it has an egress route to GW-I 840
for total path cost of 60 as an upstream forwarding
path. CPD-4 864 then recalculates total cost of
networks by adding the path cost and link cost and
creates a reordered list of next upstream hops to use.
Upstream node CPD-3 863 has a total cost of 75 while
upstream node R-2 852 has a total cost of 60. R-2 852
is therefore preferred now and placed above CPD-3 863
in the list. The reordered list of route information
is shown in Tables Ia & Ib. Finally, CPD-4 864 sends
the updated information to GW-I 840 via its next
periodic Gateway Registration message.In one presently
preferred embodiment the routing protocol described
herein 



is designed to exploit the collective computing
resources of the network nodes in addition to relying
on one gateway at the root of the wireless network to
calculate and distribute routes to all nodes. The
source node selects a preferred set of an ordered
multiplicity of upstream routes to go out to a WAN
network through one or more gateway based upon the
egress route advertisements with the associated path
costs for each route and each hop. Upon failure of the
primary route upstream or to the gateway, the fall
back to secondary routes and/or gateways in the source
node's database is immediate without any wait for a
routing algorithm to re-converge since the routes are
already pre-converged. In one presently preferred
embodiment, each node registers itself with all the
upstream nodes it intends to use. The upstream node
can now keep a downstream routing table entry for that
node. Traffic destined for a source node can now be
routed with a set of hops from the routing table entry
along with their addresses. Of course, the destination
address is routinely included. Source routing where
the entire ordered list of nodes through which the
packet has to pass is explicitly stated by the gateway
in the message header is also within the scope of this
algorithm. The routing protocol disclosed in this
invention allows each node to have multiple routes
through a set of preferred neighbor nodes with the
best egress route solution. The current invention
avoids open-ended route discovery loops in its source
routing technique by constantly updating its preferred
path to take into account any link failure data, and
also by updating routing table entries by including
better route options that the source node becomes
aware of by routine discovery process, and by
listening to all NADV messages from neighbor nodes.
The source node also advertises to its downstream
neighbors all egress routing options it has maintained
in the routing table. The example routing protocol
described herein has provisions for "breadcrumb"
routes which are alternate routes gleaned by a node
from traffic passing through it. "Breadcrumb" routes
are discarded from the node's routing table when the
allocated memory is full and when they turn stale
after a specified amount of time. These routes, which
are in addition to advertised routes, serve to expand
thelist of redundant links available to a node for
ensuring successful transmission of a packet. The
example routing protocol described herein enables the
sorting and preferential ordering of next hops
available to a node to route packets to a destination
in an IPv6 network. The sorting logic may vary in
different implementations. In the current embodiment,
the sorting logic uses both the origin of the route
information as well as the path cost to the
destination and link cost to the desired hop. For
example, a next hop picked up from a "bread-crumb"
route that was gleaned from passing traffic using an
infrequent path is given less preference than a route
tagged as being used frequently via one or more
neighbor nodes which have provided attractive path
costs and have been used regularly by the source node.
Multiple next hops within the "bread-crumb" category
or the "multi-hop" category would be sorted into an
ordered list according to the path cost. With a node
being allowed to register on multiple networks
(resulting in the node getting multiple IP addresses)
and the DNS server capable of sorting these IP
addresses according to configurable policies for
resolving the node's hostname, there is now a method
for controlling ingress of traffic into the wireless
network. ROUTING TABLE AT THE GATEWAY 



As described earlier, each source node registers with
the gateway and forwards the routing information
(routes) and the immediate "first nodes" for each
route to the gateway. The information also contains
link cost, path cost, node types, addresses of all
intermediate nodes in the routing table, preferred
routes, ambient noise information, and information
regarding battery operated devices. The gateway stores
this information in a format similar to the example
shown in FIG 6. Other formats for the routing table
may also be used, but the information content will be
the same. This information is compared by the gateway
with the routing information that it develops for each
node in the wireless network. The gateway may have the
network topology information and the location of each
node. It initially constructs a working route for each
node utilizing the least number of hops. The
information is augmented with an analysis of packets
received from various nodes in the network. The
routing information in the received packets, and
relatedinformation such as path and link costs and
node types is compared against the initial entry that
the gateway has for each node. The comparison results
in an updated routing table. The process for updating
the gateway routing table is illustrated in Fig. 22.
If update information is missing for some nodes, the
gateway can send REQ messages to those nodes and
request responses. The responses will lead to the
routing table update. If no responses are received in
three separate attempts, the gateway may broadcast a
message to the node's neighbors and seek response from
them regarding whether they have a path to the
intended node. If all attempts fail, the gateway
removes the node from its registration list. The node
will have to re-register to seek network egress. The
gateway routinely sends the routing table updates to
each node in the network in a unicast message. In some
embodiments, a node at any time may request the
gateway to provide the latest routing table
information. This information about available routes
to a node for egress is also made available to its
neighbors if requested. Each node will have a routing
table database that may be a combination of locally
generated routes and gateway supplied routing table,
and will include all pertinent information such as
link/path costs, node types, number of hops,
characteristics of the intermediate nodes, ambient
noise level, and signal quality information for each
hop. Each node can use this information in route
selection, route optimization, and NADV messages to
neighbor nodes seeking egress routes to the gateway.
ROUTE OPTIMIZATION & UPDATE The optimization process
therefore may involve several factors present in the
smart-grid network environment hi some cases, new
blockages may render some routes inoperable, removal
of blockages or availability of new neighbors or
relays may open up new paths, and signal conditions
may force use of certain routes even if they are
multi-hop. The ultimate objective in a stable network
is to facilitate robust and reliable delivery of
packets from the network nodes to the smart-grid
server via one of the gateways in the wireless
network. As discussed in FIG 8, nodes may constantly
discover new routes with lower link and path costs.
Each timesuch a new route option is detected, it is
confirmed with the first forwarding node in the new
route. The information is registered with gateway
during the routine reregistration message exchange.
After receiving ACK message from the gateway and the
immediate first node of the new route, the new route
is added to the routing table, and all redundant or
inoperable routes are purged from the routing table.
The 



gateway does similar updating of its routing table
regularly for all the nodes. The source node monitors
link and path conditions, and regularly updates the
link and path costs and quality parameters in the
routing table, and re-prioritizes the list based on
the latest available information. Various optimization
processes may be used with the various embodiments.
ROUTE SELECTION The source node selects routes for
each message utilizing the route selection algorithm,
as described in FIG 9. The process may need to be
repeated only if the Message Processor 911 receives a
flag from the Node Controller that the routing table
has changed for the destination address since the
previous time a message was sent. Node Controller 910
initiates a message request and also sends a flag 912
on any routing table update or status to Message
Processor 911. The Message Processor 911 sorts out the
message priority 920. If it is a normal message, the
message type and destination address information is
developed 930. If it is a priority message, special
flags, message type and destination address are
developed 940. The outputs of 930 and 940 are fed back
to the Routing Table Update function 912 of the
Message Processor 911. If there are no updates, the
message is appended with the pre-selected destination
routing map (with a string of addresses of
intermediate nodes, flags, destination address, link
and path costs, message type, device type), and
returned to Node Controller 910 for forwarding to Node
RF Transceiver 970. The Node RF Transceiver 970 may
add any MAC address and primitives, and transmit the
message to the first node in the routing map. If the
Routing Table Update function 912 has received a flag
that there has been a routing table update, the
message is forwarded to the route selection algorithm
960. The route selection algorithm 960 regularly
analyzes the routingtable database 950 and sets up
priority lists, purges obsolete and redundant routes,
updates link and path costs, updates device types,
sets up special rules associated with conserving
battery power, and other pertinent factors. The
routing data base 950 has a prioritized set of routes
for each network and each egress point in that
network. The route map includes, number of hops 951,
link/path costs 952, traffic density at intermediate
nodes of the route 953, node features (line power,
battery power, installation date, reliability factors)
and link/path quality information (RSSI, Info Success
Rate, Ambient Noise) 955. The route selection process
960 also has the gateway-provided routing map 956 in
the database for use in the route comparison and
selection process. The route selection algorithm
selects the preferred route map to use to route the
message to the destination taking into account all the
factors affecting reliable and fast delivery of the
message at the lowest path cost at minimal impact on
network noise level, battery power, traffic balance at
each intermediate node. In some embodiments, the route
selection algorithm may have the latest information
available on the link conditions of the hops in the
routing map, localized power outages, and other
factors that may impact successful packet delivery,
and may base its route selection on the latest
available information. The output of the route
selection algorithm may be fed back to the Message
Processor Function 911 of the node Controller 910 with
the appended routing map information. The suitably
structured message is sent to Node RF Transceiver 970
for adding any MAC primitives and transmitting to the
first node in the routing map. 



EXAMPLE OF PACKET ROUTING IN THE SMART-GRTD WIRELESS
NETWORK FIG 10 provides an example of a smart-grid
network and packet routing. The example network
consists of one or more smart-grid servers 1010
connected to one or more wide area networks (WAN)
1020. The wireless network 1030 spans part of the
distribution segment of the smart-grid. In practice,
there can be more than one wireless networks in the
smart-grid network. In the example presented here,
there are three gateways 1040 connecting the
smart-grid wireless network to the servers 1010 via
the WAN 1020. In the example presented herein, there
areabout 27 device nodes 1050 in the wireless network
1030. In practice, there can be more or less number of
devices the wireless LAN, the limit based purely on
network architecture with available bandwidth,
smart-grid packet traffic, and other relevant factors.
Some of these device nodes can be simply packet
repeaters/relays without any utility meter interfaces.
Each node sends out DISCOVERY messages to neighbor
devices, and accumulates routing information from its
neighbors with the received NADV messages to establish
the best and optimum set of routes to send its data
packets to one or more gateways. This information is
transferred to the gateways. As each node establishes
it has a route to the gateway via a set of neighbors
or directly to the gateway, it adds to its list any
device seeking a route, and informs both the seeking
device and the gateway. The algorithm iterates until
all redundant information is eliminated so that there
are no multiple entries for the same route in the
gateway and device routing table. Any device can
request and obtain the latest routing table from the
gateway it has access to. Each gateway maintains its
own routing table corresponding to the devices seeking
network egress and ingress via that gateway. The
method for establishing and routinely optimizing
routing information has been described earlier. The
route optimization scenario is further described as
follows: FIG 11 lists all possible routes to the three
gateways for the 27 nodes in wireless network 1030. As
described earlier, the three gateways may be part of
one or more overlapping wireless networks. As a
result, the 27 nodes may belong to one or more
wireless networks and can establish network
egress/ingress and registration with one or more
gateways, hi the example presented herein, there are
three gateways: GWl , GW2 and GW3. FIG 12 shows a list
of the preferred gateways among the three for the 27
nodes. FIG 13, FIG 14 and FIG 15 present examples of
the routing optimization process. FIG 13 discusses the
case of Node 1. Its preferred gateway is GWl. At
initial route discovery process, Node 1 identifies two
three hop routes to GWl. After listening to other
neighbor nodes and analyzing the received NADV
messages,Node 1 recognizes, it has three 2 hop routes
available to GWl. After further optimization, Node 1
discovers a 2- hop route via Node 5 that offers best
signal quality and packet delivery reliability. This
information is shared with the GWl as the most
preferred route along with fall-back routing options.
Node 1 also determines it can access GW2 with a 2-hop
route via Node 12, and access GW3 marginally with a
three hop route via Nodes 9 and 16. This information
is arrived at based on received signal quality and
information received from neighbor nodes. Node 1
stores this information along with registering the 



information with GW2 and GW3. GW2 is the preferred
fallback and GW3 may not be used unless GWl and GW2
both become unavailable. FIG 14 presents the example
of Node 11 whose preferred gateway is GW2, and the
optimized route is a direct route to GW2. The
preferred fallback is GWl with a two hop route via
Node 7. FIG 15 presents the example of Node 9 whose
preferred gateway is GW3, and the optimized route is a
two hop route via Node 16. The preferred fallback is
GW2, with a two hop route via Node 13. In all of the
examples presented above, and in the preferred
embodiment of this invention, it is the route
selection algorithm in the node controller 910 of FIG
9 at the source node that makes the final routing
entry and shares the routing table information with
other network nodes. As one can see, there are a group
of nodes that have a direct hop to the gateway (relay
nodes and a select group of CPD nodes). These nodes
become the relays for other groups of nodes which seek
optimal routing to the gateway, and the gateway
facilitates this routing scenario in structuring the
prioritized routing table for each node and sharing it
with that node. At the other end, there are a group of
nodes that can only achieve multihop (2 or more hops)
routing to a gateway. In these cases, reliability,
prior history of a relay node, signal strength, all
become part of the optimization process in selecting
the preferred routing path for a node. The routing
table stored by each gateway also gives insight as to
whether strategic placement of passive relays in the
wireless network will help improve the routing of
packets from nodes in the network, and also to balance
the flow of packettraffic. Reliable packet delivery,
minimal transmit power, path and link costs, errorfree
operation, minimal number of hops, are all part of the
routing optimization. EXAMPLE OF REVERSE ROUTE
SELECTION BY THE GATEWAY FIG 16 illustrates an example
of how the gateway establishes and uses return routes
for data packets received from LAN devices. The
example presented here corresponds to the example
wireless network described in FIG 10, and further
described in FIG 13, 14, and 15. They correspond to
optimal routes for nodes 1, 19, and 11 to gateways
GWl, GW2 and GW3. As explained earlier, the gateway
controller records and maintains all optimal routes to
the wireless network nodes for each corresponding
gateway hi the absence of real time routing
information, the gateway utilizes the routing table to
extract a route for the node it is either forwarding
or sending a packet. In most of the cases, a real-time
packet response from a gateway to a node follows a
process of simply stripping the routing address
headers from the packet and reversing it for the
return route from the gateway to the intended node.
This is demonstrated in FIG 16. If there is a delivery
failure or if the gateway does not receive an ACK
response from the device, the gateway process utilizes
the routing table to identify and use alternate
routing to the intended destination device. EXAMPLE OF
ROUTE SELECTION PROCESS FLOW FIG 17 is an example of a
simple route set up process. It uses the example of
Node 1 communicating with its neighbors 2 and 2 1 to
establish an egress route to GW2. Node 1 sends a
neighbor "DISCOVERY" message 1701 to neighbor Node 2.
Node 1 may also try this process with one or more
other neighbors. Node 2 sends an ACK response message
1702. Node 1 now sends a "Route Info Request" message
1703. Node 2 sends "Route Info Response" message 1704
asking for Node ED etc 



and informing Node 1 that it has a path to GW2. Node 1
provides its ID information and request for
authentication code message 1705 Node 2. Node 2 sends
its link information along with authentication code to
Node 1 in message 1706. Based on the information it
has accumulated, Node 1 creates a preliminary source
route map and packet 1707 and forwards it to Node 2.
As indicated in the route map, Node 2forwards it to
Node 2 1 after initiating ACK to Nodel. Node 2 1
forwards it to the egress node GW2 per route map in
the packet. It also generates an ACK to Node 2. GW2
registers Node 1, sends an optimum route map to Node 1
along with its network address and prefix (it may be
in IPv4 or IPv6 format). In this return packet
communication, GW2 simply reverses the routing headers
and sends the packet to Node 1 via Node 2 1 and Node 2
in that order. The routing map to be used by Node 1
for further use in sending packets to GW2 may be the
same initial route via Nodes 2 and 2 1, or may be
different based on the updated information GW2 has in
its routing table. In this example, it is assumed that
the source route to be used by Node 1 is the same as
before. This example demonstrates a tight knit routing
methodology where devices seek optimum routes to
egress points to transmit their packets. ROUTING
PROCESS CONTROL FIG 18 is a description of the Node
Registration function 1800 in the Gateway Routing
Process Control. This function mostly resides in the
gateway digital controller and memory, with assistance
from the LAN and WAN interface modules. The first
process involves node registration. The Node
Registration function 1800 involves processing of
packets received from a node in the wireless network
1810, identification of the node 1820, updating
Registry table 1840 if the node is sending in
Registration request and is not currently registered ,
assigning it a network address 1853, and sending an
ACK message with registration information to the
output process control buffer 1860 for communicating
the registration information to the source node and
its neighbors. If the node is already registered, then
the process moves on to the next step of processing
specific requests and information by the device. The
Process Control is to be accomplished within a pre set
"sequence timeout". This will trigger a "RETRY" mode.
FIG 19 describes routing information processing
function of the Gateway Process Control. This function
reads received packets from each node 1910 and if the
route ID in the packet header is different, then the
process 1940 to update the routing table is triggered.
In this process 1940, the routing tree is analyzed to
identify the changes and the new routing information
is entered into the routing table, and the old entry
is discarded. This information is then sent to the LAN
adminmodule for storage and further dissemination to
wireless network nodes. The packet is then forwarded
back to Packet Processing module 1930. If the routing
info is the same, then the packet is sent directly to
Packet Processing module 1930. If it is a data packet,
it is then sent to GW Transmit Buffer for transmittal
to the destination with appropriate address tags. If
the packet is a Information Request type, the request
is processed in 1960 and the device's requested
information is sent to Output Process Control Buffer.
At the end of each sequence of operations, the
Sequence Timeout 1962 is checked and RETRY trigger is
prompted. hi one preferred embodiment, spread spectrum
modems are used due to their spectrum efficiency and
interference tolerance. However, the invention can be
practiced with other types of radios (TDMA, DSSS-CDMA,
FHSS-CDMA, OFDM/OFDMA, other). Further, the invention
can be practiced over wireless networks over a large
frequency range (for example: 900 MHz, 1.9 GHz, and
2.4 



GHz, 5.1 GHz). Standard security solutions (for
example; AES 256, SHA, RSA 2048) can be used to
encapsulate the packets. FIG 20 describes the Device
Process Control which processes incoming and outgoing
packets. The outgoing packets may involve: initial
discovery, sign-on, registration, ACK messages,
pre-determined status messages, last gasp messages,
etc. responses and ACK messages sent to inquiring
wireless network nodes and gateways - routing set up
and update messages - network address update messages
- normal operational two-way message processing The
modules 2071 (routing info), 2072 (meter data, device
status), 2073 (routing info and network address)
support the construction of outgoing data and admin
packets. The device transmit/receive buffer 2010
supports the Device Digital Controller (DDC) 2020. The
received packets are identified and processed in DDCs
packet processing function 2030. Packets from other
devices are identified and processed in "other device
packet" function 2041 and the gateway packets are
processed in gateway packet function 2042. Routing
info and message updates fromother devices are
processed in function 2051, and actual data packets
are processed in function 2052. Information items for
storage and/or action are forwarded to Input/Output
Processing module 2060. Similarly, routing updates and
message responses from the gateway are processed in
function 2053. Data packets are processed in function
2054. Information items for storage and/or action are
forwarded to Input/Output Processing module 2060. The
Input/Output processing module interfaces with the
packet processing function 2030 of DDC to generate
appropriate packet headers, payload information for
forwarding to device transmit module. FIG 21
illustrates the Process Control in the Device RF
Interface. The RF Interface Process Control 2112
interacts with Device Digital Controller 2111 and
Device Transmit/Receive Module 2113. There are three
message functions that the RF Interface Process
Control 2112 performs: - Handling of Timed Response
Messages 2120. In this mode, the process handles
pre-programmed transmission of status and ID messages
and receiving acknowledgements from the Gateway
Process Control. Handling of Inquiries 2130 from the
utility server, gateway or other devices. - Handling
of Data Messages 2140 and sending them upstream for
transmission (example: meter readings, outage
condition). In Timed Response Mode 2120, the
initialization process begins at 2121. A determination
is made of the timing of an event 2122. A response
message is constructed and sent upstream for
transmission in 2123. Receipt of ACK message from the
destination source is processed in 2124. If the ACK is
positive, the clock is cycled back for next event. If
negative response is received, it will trigger a RETRY
action 2125. If a timeout has occurred or repeated
RETRY messages have failed, message authentication
process 2150 is invoked. This will trigger a broadcast
alert message 2160 as to the existence of this
condition. Handling of Inquiries 2130 and Data
Messages 2140 follow similar step-bystep 



process. Once again, if repeated RETRYs fail, a
broadcast alert message 2160 is triggered.As is
obvious, the gateway controller acts as an agent and a
proxy for the utility server in the second network. It
routes all data messages from/to the utility server
to/from the devices in the wireless network. In
addition, the gateway maintains network addresses, ID
information, and status of all the devices in the
wireless network that use it as the network
egress/ingress point. The gateway controller also
executes specific functions delegated to it by the
utility server (for example: polling, status
monitoring, network registration, routing table
maintenance, DNS interface, information dissemination,
network control). To perform its monitoring tasks
effectively, the gateway controller performs a list of
scheduled tasks on a regular basis including device ID
and network address maintenance (MAC and IP
addresses), route maintenance, status maintenance,
polling, administrative functions, problem detection
and verification, and network performance control. The
gateway controller uses timeout periods to control
trigger of repeat command messages. If it receives a
negative ACK message or no message at all within a
certain time window, the gateway controller logs this
condition (until it is changed) and sends out REPEAT
or RETRY messages with specific time windows. The
number of repeat attempts can be preset. If a device
fails to respond to multiple repeats, the gateway may
ping the neighbors of the silent node to assess
whether the node has communicated with any of them.
There is a process used by the gateway controller
before it reaches firm conclusion that the node has
totally failed, and communicates this condition to the
utility server for remedial actions. Thus the gateway
controller logs and stores all information pertaining
to all the devices in the wireless network. The
gateway controller also performs updating of the node
database, software configurations/settings, security
settings, etc., and regularly reports the wireless
network node status to the utility server in the
second network. Nodes may be deleted from the data
base and new nodes and their ID and address added on a
regular basis. Emergency messages to the nodes,
gateway and the utility server are handled on a
priority basis and their transmission within the
network preempts all routine traffic (for example;
polling).In the drawings and specifications, a typical
preferred embodiment of this invention has been
disclosed. The terminology and examples employed in
the specifications and drawings are used purely in a
descriptive sense only and should not be construed as
limiting the scope of the invention that is being set
forth in the following claims. It will be readily
apparent to those skilled in the art that other
modifications, changes, and representations can be
made within the scope and spirit of the invention
disclosed herein and its specifications provided in
this document. The following claims shall therefore be
interpreted in the broadest inclusive sense.CLAIMS
What is claimed is: 1. A method of routing comprising:
receiving updated link information from at least one
other node in a wireless utility network; receiving a
packet from a node in the wireless utility network,
the packet including a route to a destination address,
the route specifying a path through one or more nodes
in the wireless utility network; determining whether
there is an alternate route to the destination
address; 



in the event of the determination of at least one
alternate route to the destination address, comparing
the at least one alternate route to the route included
in the packet to determine a preferred route; in the
event the preferred route is the at least one
alternate route, replacing the route included in the
packet with the preferred route; and transmitting the
packet according the to included route, wherein the
determination of the preferred route includes the
received updated link information obtained by the
utility node from at least one neighboring utility
node, and wherein the obtained information is used to
determine an updated path cost of the route included
in the packet for comparison to determine the
preferred route. 2. The method of claim 1, wherein the
received link cost information used to update path
cost specifies one of: least possible number of hops,
most robust hops, lowest traffic hops, or fastest
hops. 3. The method of claim 2, wherein the received
link cost information specifies link cost for at least
one link in the wireless utility network. 4. The
method of claim 2, wherein the route included in the
received packet was determined by a gateway associated
with the wireless utility network.5. The method of
claim 2, wherein path cost is based upon a combination
of at least one of: least possible number of hops,
most robust hops, lowest traffic hops, or fastest
hops, links with low link costs. 6. The method of
claim 2, wherein the received link cost information is
retrieved from packets received by the utility node
for forwarding to another node in the wireless utility
network. 7. The method of claim 2, wherein the
received link cost information is received in response
to at least one request for information of neighboring
utility nodes. 8. The method of claim 2, further
comprising: transmitting the selected route to at
least one other node in the wireless utility network.
9. The method of claim 8, wherein in the event the
selected route is the route included in the packet
prior to transmission, transmitting the selected route
to at least one other node in the wireless utility
network includes transmitting the updated path cost
for the selected route. 10. A wireless utility
network, comprising: a plurality of utility nodes
arranged to communicate within a wireless utility
network; and at least one gateway to the wireless
utility network arranged to communicate with at least
one of the utility nodes in the wireless utility
network, the at least one gateway connecting the
wireless utility network to at least one other
network; wherein a packet transmitted from one utility
node in the wireless utility network to another
utility node in the wireless utility network is
transmitted according to a route included in the
transmitted packet,wherein the route included in the
transmitted packet is updated with received network
information to determine an updated path cost of the
included route and compared to alternate routes to
select a preferred route based upon path cost, and
wherein the selected preferred route is included in
the packet and the packet is transmitted to another
node in the utility network according to the selected
preferred route. 



11. The wireless utility network of claim 10, wherein
the received link cost information used to update path
cost specifies one of: least possible number of hops,
most robust hops, lowest traffic hops, or fastest
hops. 12. The wireless utility network of claim 10,
wherein the received link cost information is
retrieved from packets received by the utility node
for forwarding to another node in the wireless utility
network. 13. The wireless utility network of claim 10,
wherein the received link cost information is received
in response to at least one request for information of
neighboring utility nodes. 14. The wireless utility
network of claim 10, further comprising: transmitting
the selected route to at least one other node in the
wireless utility network. 15. The wireless utility
network of claim 14, wherein in the event the selected
route is the route included in the packet prior to
transmission, transmitting the selected route to at
least one other node in the wireless utility network
includes transmitting the updated path cost for the
selected route. 16. A wireless network, comprising: at
least one server including a server controller and a
radio for communicating in a wireless network, wherein
the server controller controls thereceipt and
transmission of packets via the server radio, and
wherein the server controller may select a route to
nodes in the wireless network; a plurality of nodes in
the wireless network including a node controller and a
node radio, wherein the node controller controls the
receipt and transmission of packets via the node
radio, and wherein the node controller may select a
route to the at least one server; wherein a packet
transmitted from one utility node in the wireless
utility network to the server in the wireless utility
network is transmitted according to a route included
in the transmitted packet, wherein the route included
in a transmitted packet is updated with received
network information to determine an updated path cost
of the included route and compared to alternate routes
to select a preferred route based upon path cost, and
wherein the selected preferred route is included in
the packet which is transmitted to another node in the
utility network according to the selected preferred
route. 17. The wireless network of claim 16, wherein
inclusion of the selected route replaces the route
included in a transmitted packet. 18. The wireless
network of claim 16, wherein the received link cost
information used to update path cost specifies one of:
least possible number of hops, most robust hops,
lowest traffic hops, or fastest hops. 19. The wireless
network of claim 16, wherein path cost is based upon a
combination of at least one of: least possible number
of hops, most robust hops, lowest traffic hops, or
fastest hops. 20. The wireless network of claim 16,
wherein the received link cost information is
retrieved from packets received by the utility node
for forwarding to another node in the wireless utility
network.21. The wireless network of claim 16, wherein
the received link cost information is received in
response to at least one request for information of
neighboring utility nodes. 22. The wireless network of
claim 16, wherein the selected preferred route is 



transmitted to at least one other node in the wireless
utility network. 23. The wireless network of claim 22,
wherein in the event the selected preferred route is
the route included in the packet prior to
transmission, transmitting the selected route to at
least one other node in the wireless utility network
includes transmitting the updated path cost for the
selected route. 24. The wireless network of claim 23,
wherein the server receiving a packet from a node
examines the packet to retrieve updated path cost
information, and wherein the updated path cost
information is used by the server controller in route
selection. 25. The wireless network of claim 24,
wherein the server calculates the path cost of a route
based on at least one of: least possible number of
hops, most robust hops, lowest traffic hops, or
fastest hops. 


